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MANAG NG ASSOCI ATI ONS | N AD HOC NETWORKS Techni cal

Field This invention relates to wrel ess
networ ks and, nore particularly, to ad hoc 5networks

of wireless devices that are in proximty to each

ot her. Background In a typical wreless network,
one or morMANAGING ASHOGIAISO ABJO5: NETYQRKS
common W rel ess access point, which nay be connected

to a wired network. Comruni cati on between w rel ess
desdhaial Figld hr ough the access point. Such operation

10i s known as the infrastructure operating node.

The | Effis $02nddn slaso@nmdiéss ntiwskess, hig@partie@arly, to ad hoc
networ ks (LANs) provides for an ad hoc operating node

i metwhirksiof wiireddse deviersvh@ase mqroximitydpgacti othek |y wit h

each other without the use of a wirel ess access point
oBackgwpundd net wor k. However, in order to operate an ad
hoc network of w rel ess devices, the wirel ess devices
requi r b atypcakbwlrelesssnatw orkassoor mbe wirdless devicenaraassociated with
to, other wireless network devices in proximt

) . Suc
a2 FRIBMARIFRIEsh deAcas PRIV Whirh IRoYRs cBReiEdR 4 gired o _rg
CES& kdafTbh ?&wfe@ﬁi g/?rele% gé\fl@ers 04 FoiERGnS RREdshditY Sublh 8Feration
throughput. It is desired to address one or nore
stsdnbwo s tgsinfrastpiciure oparatingambdeni sns, or at | east
provi de a useful alternative. 20 Summary

Accor dj [ rst aspect .of the |nventio hod.
oo orhgmth: o7 L SRRy Gest Bta L B AT B Vices
NRYr WA all hod Bfer. dghﬂ_@ld@mrwmibﬁ Qrelds HEVIEE cOmnunichid @irdetlyvith
first wireless device in response to a connect call;

seashothyr avidonibe el & wieless acpess lpeint OF aMited@erwarks However, in

S vice to ond .previ =di s red :
SR R RLAR RRISRGH MR RY (BB B PR e ices equirea
| methaisiftotashdReit@ Wi CaIS®NhEN td, dkheR dFelRS nétwoih gevi@s an d
Wi rel ess device; if a connection response packet is
r O3By Bichtaaeghiapism shpyld|haye layepewer copgrmptina, shaulhereate
V\fiﬁlﬁlec? ?a%l%'od%\[érfe%ntvcmﬁ tami Qhoqll& M@%Eéh fﬁ%ﬂ&%@ut ﬁ%g G&Li]ﬂeﬁ ?6 D&liress
a connection to the second Wwretess device; and 1f a
cortn@ahore Bhoespdngeofjjaik ait mehagitms, et at leed pbyviddie useful
first wreless device fromthe second w rel ess device
3YERAVE: t he timeout period, indicating a connection

According to a first aspect of the invention, a method is provided to
operate a wireless device in an ad hoc network. The method comprises: turning on a
radio of a first wireless device in response to a connect call; sending a connection
request packet from the first wireless device to a second previously-discovered
wireless device, the connection request packet including a Media Access Control
address of the second wireless device; if a connection response packet is received by
the first wireless device from the second wireless device within a timeout period,
establishing a connection to the second wireless device; and if a connection response
packet is not received by the first wireless device from the second wireless device

within the timeout period, indicating a connection failure.
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According to a second aspect of the invention, a

met hod is provided to operate a wreless device in an
ad hoc network. The method conprises: a first wreless
device receiving a connection request packet froma

second prevjously-di scovered w rel ess devj %de t he
connecfPeRTding o asecondarract PEF iyeREoh avtihed I pEwded to operate

CRQifeRlss BAGELRSNA L REtwEk OTfle meﬁ@fdec%gxpg@é@ %?i;r?t!@irélé'kg device
connection request packet 1s 1denti y the first
wreceivargsa chemeadnasquest/gdckel fooon asedandipreveopséstiscoendsl wigeless
a_connecti on response packet to the sec%nd WLr el ess

a8t t%“P%@P&?%S%CE%‘ﬂ%fB\‘ 8% 8 MedimAeeass Grtralagdress of
the SE%G%HI% dE@l%' Gf Ehe%ﬁ}f&hoh %edg.‘l@;& r?a@l@é't”lé 1fdbﬁi:hé€%)1 € first
first wreless device as a valid ction request

r wnalem d@llqerasawaédlcsnchgons teguest, stOding @rcdnnegtion r@spomemacket to

i nvent i vice, conpr
R Shaton s RS b ootk e foBtetREHANAE Be
I @&&&hdrﬁre@ﬁ%ﬂﬁ&‘k@ﬁls Bt fdBifRINBLthé Figst S8MIERS deviek ha VAIRI
radio, the wreless nodule conprising a processor
pﬁQngﬁ@ImerqvﬁSt mempigingus rh gristii®statet ur ni ng on the radio
in response to a connect call; sending a connection
r equescgadingtto  dhied a&pecztmﬂ tlp:rievémimm ywiiekbsodeedcomprises: a

W rel ess 15devic th ect n re t packe
| SRTRHIME e A ionanda Sk Uedapealy acaied odhng
V\tdrﬁﬂnﬁﬁxg ddeick %ﬁd td the Radi®, ﬁﬁ@@iﬂel&@s medRe Qéﬁhpﬂﬁﬁg %tprd)c%ssor
received fromthe second wireless device within a
t pmmmmgbwub dnstrstiers for hlilmngc’Pndbﬁ reske mnsncmsq tea connect call;
se%@ r%' SS deV|t %2 connec 9N I esponse

n%“t 10N e%d"}‘? ?natsﬁcongé’é%vﬁ%f“ W P er BSERlT &E
V\tlévhd:en tHerbnhédtﬁ%ﬁ WequRS PaBket ihdMHif@h Ml RAEEHIE EBhiriMddress of
failure. 20 Brief Description of the Draw ngs
prhefsesandvisgiess diewiseitif a @@nneﬁ@orpfeéncém pRgkgbistrpeshvedifeom the

h r f n
kY N
1sdcendiwsrelepd ddviieg ahd HQK:odhaﬁbﬁ f@spbnipadket oot Wk deptedSFom the
network; 5FIG 2 is a sinplified block diagramof a
whscaP@yarelesy foviceswithia shetimgput perad gdisging: pgaection failure.
W rel ess network; FIG 3 is a flow chart of

oper ati ons performed by a first wireless device to
establish a connection to a second w rel ess devi ce;

FIG 4 is a flow chart of operations performed by the
second Wi rel ess device 10to establish a connection to
the first wrel ess device;
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FIG 5 is a flowchart of operations perfornmed by a
W rel ess device when concurrent connection requests
are sent by two wirel ess devices; FIG 6 is a
flow chart of operations perfornmed by a first wirel ess
device to terminate a connection to a second wreless
BuefdescuptipmeftheDrawings 5 f| ow chart of oper ati ons
performed by the second wireless device to term nate

Descri ption Enpbodi.nents of the present 1pnvent| o -
P0G Pl TS AR Bt L BOBRE M B4 Oerein
associ ati on between wirel ess devices in an ad hoc

net workIG. A if & sisipliZiRdibikesszraa of ae adhdabvirckkesetaork;
association with a second wreless device by sending a

connect.ion .request. ket to a previously-di scovered .
second . dt gl Hock-diagtun By iess chute Jibfedor forming
| genindcveiseltReetiisfi ved packet as a connection request
and responds wth a connection response packet,

thereby establishing an association between the first
and seidénd in flewedsrtdé vperegonsTieefonnedbyes Sirsi exiiedess deviee to

then,. for 25exanpl e, send. and receive data.
Iﬁ?‘%@&?%ﬁ?@%ﬁfor{nﬁ@ qeﬁﬂ’fgr:‘ﬂrglﬁssacieggepr ovi de net hods to
term nate an associ ati on between w rel ess devi ces and

met hodslG. @ islh Sleaiuhagtof bpaatians peefohaed hethsaekond Migeless device
i nvention further provides nethods to handl e a case
viRestablisho ¢annestiondo thediistwielsgsdevics§hnect i on request s

to each other concurrently. In this case, the

connecgy : f i i : i .

ar gor ot iy HOE e of bpatirls B ImPY) 4L B6kiée when
cmnp@tdnt oonrreejoresiuedts drh eemibyeivesaraessideecesvi ng a

smal l er network address is canceled. It will be

under od.that the criterja can. be versed .so that.
the 5I0RNE f BhviBi EE PRt ShideroRBrLBLE HE huteksp fivice o
ttBeninAmR |2l Rhn&EWRS k s@ddl faR1ds§ apvis anged and the
connection request of the wireless device with the

| arger _network address is cancel ed. ' )
FIG. 7 is a flow chart of operations performed by the second wireless device

to terminate the connection to the first wireless device.

Detailed Description

Embodiments of the present invention provide methods and apparatus to
establish an association between wireless devices in an ad hoc network. A first
wireless device establishes an association with a second wireless device by sending a
connection request packet to a previously-discovered second wireless device. The
second wireless device identifies the received packet as a connection request and
responds with a connection response packet, thereby establishing an association
between the first and second wireless devices. The wireless devices can then, for

example, send and receive data.

Embodiments of the invention also provide methods to terminate an
association between wireless devices and methods to disconnect from an ad hoc

network. The invention further provides methods to handle a case where two wireless
-3-



10

These net hods or mechani sns i nvol ve software in the

W rel ess devices. The mechani sns can al so be

i mpl enented in hardware and/or firmvare of a wreless
10 device. This allows wrel ess devices having these

chanlsns to communicate and to formad hoc. wirel ess

Wifss Rend eppaetiomieaiesiad? srehinthercancupienty <8 dhig £o5es B
[ s
é"&?‘?@gﬁt FARAL Y BAtlca0Se i A 1ol BLORE. Wit
2(108¢ 8D 180 BE Tohior /rﬂ]hZEtQ)'f the w1rele$krde@mm1at/ingcafsnmller network

el ess ad h wor k. 10
VS ERc AR di b ngeitop bt B it SEEbS ey Frsgdatht the
OfdMRBCtiN rBqst &t (RS %1ﬂele@i‘§ev15@\§1t}‘f"ﬂfe‘%lnﬁa§l§r A8WbACRIdress is
communi cat e usi ng the nmechani sns descri bed bel ow. It
| moa@suh&mﬂ thtreonneaiedn seiquest eSthe aaidlase dewcawvithitie lasgtr oetwork
e of atl ast one other wireless device in the ad
h% Sﬂﬁﬁ%ﬁﬁ It will be understood that all wireless
devices in the ad hoc network do not need to be within
radi 0 Tid3g enethiids of ¥ROPANEsmNnk 6IVE SSftWiae s 8 vifeléR@etiBes. The
may be able to communicate directly with wrel ess
d@wf@élsm cgnelspdg implemsatedin bandy apomd(piifeammveareipk a wireless

ROReE T M il Rt SRR Alntst € bR and
ptocfoas ad hobwhﬁledﬁﬁawdﬂasl aas com@tunidatien bﬁd}iean plireless déices in
q§viﬁﬁs, honme stereos, w rel ess speakers,
8 PEHOTiohasRicbon eer WHEleh davides fiat go not support these
B#er prot ocol as descri bed bel ow. A
S|np Ied bl ock diagramof a wireless device 200
i ncl udi ng conponents involved in conmunication in an
ad hoc network is shown in Fig. 2. Wreless device 200
may correspond to wirel ess devices 12, 14 and 16 shown
in Fig. 1. An upper 15l ayer device CPU 210 interfaces
wi th peripheral conmponents present in the wreless
devi ce, such as a display, a keypad or a keyboard, a
poi nting device, a storage unit such as a disk unit or
a flash menory and any ot her peripheral conponents of
t he device. Device CPU 210 includes a device operating
system 212 and a wireless driver 214. The wreless
driver 214 communicates wth a second | ayer wrel ess
20 nodul e CPU 220 containing wrel ess nodul e software
222. The wirel ess nodul e software 222 interfaces with
a lower layer wireless RF interface 230 which
communi cates with a radio that transmts and receives
RF signals via an antenna. The wirel ess device
200 may represent a variety of different devices that
may be hand-held and nobile or stationary. Exanples of
wi rel ess devices include, but are 25 not Iimted to,
| apt op conputers, desktop conmputers, nobile data
devi ces, nobil e phones, stereo systens, and wrel ess
speakers.

_3A -
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The operations of each wireless device in establishing
associations with other wirel ess devices are descri bed

whadosmo1€per ati on i s described in connection wd¢thusinero17s07

| EEE 802. 11 standard. However, the present invention
is not limted to the 802.11 30 standard and can be
utilized in connection with other wirel ess protocols,
such as UI tra WO 2008/019137PCT/ US2007/ 017507 W de

(E);Sg(rjatl ons sdcfral ‘i()"egf %e (gl\?\()) g ﬁ%g(&s 15 18%8% 1y nifireless

devicen o, 14 and 16 gommunicatdwwith eagieothér Ib)hg V\hfél/@k@) llig!l% ]I‘he wireless
rior to esta i shi ssocj ati pns _as scri be el ow
RS PPl % ARttt BaNER ol LS Gevresihat each
witeledyaicvikeli @Vlﬂﬁltl Yelids ranige @f f le8t dn@ GHYr W RIeds@evide in the ad hoc
di sc v ri, | ess .devices are described in the
E’S pf ea

negy gratoed that el awiedlessalsyises iHhgaddioc nstwierk do not

ri¥e8 @@M@ W thirE ARG FHA@E. FBY e:R@npid,iWirdiesh qefides f146a!ﬁd J6 may be able

associ ation js established, data can be sent

tp semEHCHS dirphnwith ovisles dgviceladut mayinot be aEbttalgmehmlcate

Rleots 38 lch el BY Gaybf Sldipte DR, Ghrclds ibHA12, 14 and 16

rp@sr b@lﬂ@&p esympitessy miobile phonessmdbilé datadeviess, pioktable magdia player
in .an a

RS IREhe s, Wil SIS oflebibfRToATY} §p' dylk Bicn

wdize d@@mmtlbbtmbtqcshasadesasls@bb@cbWOn wi t h anot her

device in an ad hoc network, it becones an association

requegishy 9(1 gl%@§ d{e{%arfx Qk Ll e'ﬂ&s d&m??bp tul[;]%efucfhgg ﬁ O%ents

settings: anne requenc

ineolwed k) comBbeatien irSs] &l l(mm‘ ndtwerk @mrshetvnan Fip Q. rWtrelersé(devme

d ,BSS| D he t e
% %ﬁggﬁ%g?o oa\s%z‘(%es%al%\;l%s l% ﬂl é(f%/gh % ag%gtl gﬁm upper
1hj’m' deaicgdIPUd Y0 detetfaces Sadcpaipheil tbinpodgntd b&s&ﬁtﬁﬁ kiRSwireless
nneC|onc o the wireless

‘f?%igc\é; %‘%h'sﬂsés isplgy. & keypa of BkSb Iatsi;ﬁd@&m{a drviEss 8 siospas unit

stk Bs & dEMinGteor Al @R 186 BB CardtinWikerYetiBh MBE cAHFS RIS of the

Oand _t he BSSI Y SSI D as confi gured above)
evice. Device CPU 210 includes a device operating system 212 and a wireless

driver 214. The wireless driver 214 communicates with a second layer wireless
module CPU 220 containing wireless module software 222. The wireless module
software 222 interfaces with a lower layer wireless RF interface 230 which

communicates with a radio that transmits and receives RF signals via an antenna.

The wireless device 200 may represent a variety of different devices that may
be hand-held and mobile-or stationary. Examples of wireless devices include, but are
not limited to, laptop computers, desktop computers, mobile data devices, mobile

phones, stereo systems, and wireless speakers.

The operations of each wireless device in establishing associations with other
wireless devices are described below. Operation is described in connection with the
IEEE 802.11 standard. However, the present invention is not limited to the 802.11

standard and can be utilized in connection with other wireless protocols, such as Ultra



3) Upon receiving a connect call fromthe upper |ayer,

the wirel ess nodul e does the followng: Switch the
w@ebmsnel13or frequency to the one the ad hoc nep@DUR2005017507

operating on if the channel/frequency is different,

step 302. WO 2008/ 019137PCT/ US2007/ 017507 Send out a

connecti on request packet, step 304, which nmay contain

the followi ng informati on: Recei ver address: target

i L N RO

ehihod{roptts onbi a)ndcqare nat limitirigasao thessaope af thesiaeaitivni on
request O her optional configuration

and cﬁgﬁ% 'ngax iR L QL IBLLADs %u&gcr%?egllz SYPEQ tvﬁ%%gsgt Ruice

rate ess evice can 'S no
dissovers ey amelpﬂsquee guibstad hacetwark. Preferred techniques for

P TR R -
abowd. ewaawg4agie,fedrtcaveiy g&mﬂ&fq&é@ﬁﬁyw utiligedM Aief 8% association is
t
eSS0, o3 chp Pl pEL St k6 P el fetioes

response packet, step 306. The wirel ess device needs
Establikhnin AgsddistiorawithninWikéless DedpoinsAdekNetweakdsed
to establish an association in the ad hoc network. It

can dR R &M%{f (%%rr%q;ﬁ}éls \3’%,%%%%{ ?%Iegllr% v&m&r ﬁsstc%glce to establish an

nmut ual I'y ‘agree
10 a29msson with eneqndoeisdessHdevizedn an adiec exeigrkas shadvn in FIG. 3.
Mat ch a direct probe response packet with a speci aI 1E

I%‘ lﬁ Q‘Iuoerlé@tdew&e% 85@5‘!& es&al%ﬂ%.%ggecsloéfa Ks)%;hghl nfgﬁ gvme m an ad

e connection response
lfoolnlebvmitgltlbaémnemm ansociation requestor and does the following:

1) Set the following settings:
Channel number or frequency (of the ad hoc network),
15 Desired SSID (of the target ad hoc network to associate with),
Desired BSSID (of the target ad hoc network to associate with), and
Mac address (of the target device to associate with).
2) The wireless service issues a connection call to the wireless module, step 300.

Connect (to associate with a device in an ad hoc network with Mac address
20 and the BSSID/SSID as configured above)

3) Upon receiving a connect call from the upper layer, the wireless module does

the following:

Switch the channel or frequency to the one the ad hoc network is operating on

if the channel/{requency is different, step 302.
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Packet type: direct (unicast) piobe response packet
25Recei ver address: matches associ ation request's MAC

w@ddsesasr 6- WO 2008/ 019137PCT/ US2007/ 017507 BS3US2007/017507

mat ches BSSID of the ad hoc network BSS. type: ad hoc
Special IE Operation type - virtual association
request 5Virtual association status - | EEE 80111
status code Ot her optional configuration and

capabil i information, such as supported data rates
b. I\/E\ﬁE‘Ff{ é“%?ﬂﬁ’él&?ﬁiweﬂe%sﬁaﬁ‘é@hﬁm » Whigh may gepiain the

pat t esdlicviad idfSrmation: agreed and under st ood
by the wireless devices. Receiving this packet 10neans

an acceptance of the association request fromthe
associ ath I ¥es afdigas tareeigieviseaMIAL 2ddigss ched packet
pattern may be: Packet type: direct (unicast)

aut hent iBSSIDRBIBICKe thRad @by aetwasidr ess: mat ches
associ ation request's MAC address BSSI D. matches BSSI D

of "the agibg et wor k
SSID: (optional)
Special IE: (optional)
Operation type — virtual association request

Other optional configuration and capability information, such as

supported data rates

The wireless device can use, but is not limited to, a unicast probe request
packet or an authentication packet to convey connection request
information, provided that the packet format and content are agreed and

understood by the wireless devices.

4) Afier sending a connection request packet, the wireless module waits for a

connection response packet, step 306.

The wireless device needs to identify that a connection response packet is used
to establish an association in the ad hoc network. It can do so in different
ways, provided the way is mutually agreed by the devices involved in the

associatlon process. Here are some examples:

a. Match a direct probe response packet with a special IE (information
element) that specifies the intention of the connection response. The

packet can have the following information:
Packet type: direct (unicast) probe response packet

Receiver address: matches association request’s MAC address

-6-
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15BSS type: ad hoc SSID: matches SSID of the ad hoc
network Special I E (optional) Configuration and

w@2a@sbidiaty i nformati on, such as supported datecT/e@$m®87/017507

205) The wirel ess nodule waits for such connection
response packet, step 308, until a tinmeout val ue
expires, step 312. This tineout val ue can have a
default value and is configurable. If the connection
response packet is received and the connection is
successful , st epBSSH: muehestBISIN ekthe 8d hesagiveoripdat es
its internal state to be associated to the target
wirel ess device. gg¥0884hQd 9137PCT/ US2007/ 017507 | f
this is the first device that it associates with, then
the wirel ess nodul e indi cates a nedi a connected event
to the network sPRgcial IE: The wirel ess nodul e can
optionally indicate that a new associ ati on has been
established with the peefatid e PirtuaPadbigtién request
notification such.as a port up 5event to the network
stack. 6) If a connectj.on response packet is _not

recei ved, step 308, a%‘%’ﬂé‘sﬁ‘ﬁcmﬂts{)aé‘ksp?[%éégggéﬁ stefus code
the connection is not successful, step 314, and the

wi rel ess nodul e renai Mhédrptibsal@ohfizmation tad eapabilftl dnformation,
chart of operations perforned by t second w rel ess

devi ce in 10r espondi ng"FPStHEP 3185 request by

the first wireless device is shown in FIG 4. If a

wi r el essbdeMatch 4 conanctiah lesponse paekek withcepackst pattern that is

uni cast connectyj on, reguest. packet. from anot her . . .

Wil ess derEeRd Fhmadeiond By iR wirsletdey ey Keselying s packet
it becones msarsERcaithndt dfahpandeintiantbqlesSrdtighe association

following: 1) lIdentjfy that a connection request
packet is r@%@‘\?’@ﬂ 105 C¥APR }'ﬁg}ﬁitcgﬁsggglﬁféipgﬁ?raﬁnay be:

Packet type: direct (unicast) authentication packet

Receiver address: matches association request’s MAC address
BSSID: matches BSSID of the ad hoc network

BSS type: ad hoc

SSID: matches SSID of the ad hoc network

Special IE: (optional)

Configuration and capability information, such as

supported data rates

5) The wireless module waits for such connection response packet, step 308,
until a timeout value expires, step 312. This timeout value can have a default
value and is configurable. If the connection response packet is received and
the connection is successful, step 310, then the wireless module updates its

internal state to be associated to the target wireless device.
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15in the ad hoc network. The wi rel ess device can do so
in various ways, provided the way is nutually agreed

wmyooshe1sevi ces i nvol ved in the associati on preCEES2007/017507

Here are two exanples: a. Match a direct probe request
packet with a special IE that specifies the intention
of the connection request. The format of the speci al

| E is 20understood by the wirel ess devices and can

have Pac t ype: .direct
Cani 5885 WAl BA TR anel S IR LSS Fhoaute
mat chiedicates achatia oonneepdesehisto M nasiadiie staclBSS| D
mat ches BSSI D of the ad hoc network 25BSS type: ad hoc
Speci 8/.019 3IRCT. /017507 Oper.at

Phe Mrplost MoB0R el Pl T Rt v FrsgRihion b been
c 0 nf [ q;ttabashmwah dhepyza kievl\gf y?,] lsa{dingrahb?ﬂcatﬁﬂpﬂmr o 32?? a port up
supporte ch a connection
packet” Rﬁodtﬁﬁnﬁé% EISI Kttern that is agreed 5and
under stood by the w reI ess devices. Receiving this
pa6k df ameansctian rasp;msé padkamsrneq reesivell) aep 8% ead dlhd fimeout

| AU lpRes, G 3 K UPL e RidtHs GDP ARG B35 & TR Wiretess

module remains in its original state.

A flow chart of operations performed by the second wireless device in

responding to the connection request by the first wireless device is shown in FIG. 4.

If a wireless device in an ad hoc network receives a unicast connection request packet
from another wireless device (the association requestor), step 400, it becomes an

association responder and does the following:

1) Identify that a connection request packet is received to establish an association
in the ad hoc network. The wireless device can do so in various ways,
provided the way is mutually agreed by the devices involved in the association

process. Here are two examples:

a. Match a direct probe request packet with a special IE that specifies the
intention of the connection request. The format of the special IE is
understood by the wireless devices and can have the following

information:
Packet type: direct (unicast) probe request packet
Receiver address: matches association request®s MAC address
BSSID: matches BSSID of the ad hoc network
BSS type: ad hoc

Special IE:
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Packet type: direct (unicast) authentication request
Recei ver address: nmatches associ ati on responder's MAC

wd omddiass BSSI D: matches BSSI D of the ad hoc pet/ws1k7/017507

BSS type: ad hoc SSID. matches SSID of the ad hoc
network Special IE (optional) 15Configuration and
capability information, such as supported data rates
2) The wirel ess nodul e deci des whet her to accept the
associ ation, step 402, and sends out a connection
response packet, st epOfeftionttypdh- ntuat esspaiation equest
follow ng information: 20Recei ver address: association

initiator's MAC addregsy, D . G, - .
network BSS type: ad hocégjgllngznal(% ?g%i%onfgfgl q@%ggﬁ’%ﬁﬁy frformation,
(optional) WD 2008/ 03$9dB3aROPPOIBRDDITA 0476507 CQper ati on

type - virtual association response Virtual

associ at Lo MA@ #&%ﬁne&tﬁﬁgﬁegggsé %éck%t %%ﬁﬁ 1?2?:3& pattern that is agreed

O her optional configura ) capa y
i nf or mat i orandsunsersisodoy therwiselestatesiceat Repeiving this packet means

an association request from association requestor. For example, a

matched packet pattern could be:
Packet type: direct (unicast) authentication request

Receiver address: matches association responder’s MAC

address
BSSID: matches BSSID of the ad hoc network
BSS type: ad hoc
SSID: matches SSID of the ad hoc network
Special IE: (optional)

Configuration and capability information, such as

supported data rates

2) The wireless module decides whether to accept the association, step 402, and
sends out a connection response packet, step 406, which may contain the

following information:
Receiver address: association initiator’s MAC address
BSSID: BSSID of the ad hoc network
BSS type: ad hoc
SSID: (optional)

Special IE: (optional)
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5The wirel ess device can use, but is not limted to, a
uni cast probe response packet or an authentication

w@20k®e19180 convey connection response i nfor matPOMNUS2007/017507

provi ded that the packet format and content are agreed
and understood by the wireless devices. 3) If the
association is accepted, the association responder

does the followi ng: 10lIf the association requestor is

the first Qne ciate ith the wrel ess device,

then the vx??%ﬁéé’g&?gd—u lgu%'lxlna ?%cé%}éoélrgsm?a connect ed

event to the network stack, step 408. The

Wi r el ess nYutiabassasiatipt stehsl- FEEE802: hit statusabda new

joiner has established an association by sending a
notificati : . &

I5st ack. 4508 HERRE i @QbudiPat @Bl bRaliOhEn as
accepprediedsiatgrat32, and t he associ ation responder

stays in its original state, step 404. \Wen both

wirel ' ' A

e R R R e e
st ackacketwiraglagthenti catimgiacket 1o sowatyadvinnsdtanh. regiorke érformation,
wirel ' c 1.1 an ceji ve (dat.a packet

to arng‘%rd g‘?ny}iaﬁ ?ep%aggett 8@?‘ %tg&sn.d “Ban (5’F reZengadens e‘gﬁgr S50y the
AssooviatlesndeRegaest s bet ween Two Wrel ess Devices in

Ad Hoc Networks A flow chart of operations perforned

by o . o . _ , -
AT LS EL I DA AP citowing:
concurrently is shown in FIG 5. WO

2008/16 13 FPuiAiQUSZa Rt o1y Yo:rfist onssassocisied vath Hatwiraless device,
wr eltﬁ%?th%%ré‘igs% Iﬁoc‘i’lﬂg irﬁig'a“atgsda xgxléﬁiacc%ﬂpgc%d Nt ?@th%.shteawork
to each other concurrently, and wait TOr a connection

r espotek, $tepdd8he other. In this case, the two

wi rel ess devices nay avoid establishing two

assoGat . ' ! Af 1 evi (A .
a0 AR kRSN B0y 8 GaFilTpuf gt Bncs
500, amrmtscheatiaebbschdicenatéfication cucteata port up gvestio fheamtwork
devi c before it receives a connection response from
t he Ssga "device Bwithin the tineout, step 502, device

A does the foll ow ng:
4) Otherwise, the association is not accepted, step 402, and the association

responder stays in its original state, step 404.

When both wireless device are in the same ad hoc network and indicate media
connected and/or port up to the network stack, a wireless connection is established.
The wireless devices can transmit and receive data packets to and from the peer

devices.

Handle Simultaneous Association Requests between Two Wireless Devices in Ad
Hoc Networks

A flow chart of operations performed by a first wireless device when two
wireless devices send connection requests to each other concurrently is shown in FIG.
5.

-10 -



10

15

1) If the value of device B's MAC address is |ess than
device A's MAC address, step 504, then device A

wo greneas3B' s connection request, step 506. 102pct/fSion®017507

val ue of device B's MAC address is |arger than device

A's MAC address, step 504, then device Areplies to

devi ce B's connection request by sending a connection
response, step 508. Meanwhil e, device A also cancels

its own state and operation for the connection request

tIh &t pageiblehaitvewiretess deviceseA Bnd Bodendwiut Eodiection requests to each

.Cklteria can _be revers sQ that, .
e ol AL RO 80 R DR B s e,
tthe wirele$edeviats wonkaadd estalslishingywacassdaiandvith €ach other. After a
the wirel ess devj ce

R P R R Bea Bt b ik etoe (h), tep 00, and devic
20 0&dedE9 hIHRAACH IR GudsD FronOde W B theford $t5e6dinéd DBSnnEtbEon

W rel ess deyi ce may naintain | i st of associ ated

P RnEE Erogi e saue, i A My HrasPubestiR, T2 Patikeisdoes the
ffollewidge associ ated peer devices. If the wirel ess

devi ce does not receive any in-1BSS packets from an

assqciated w reless deyi in.the ad hoc network S for

cor ddi 1 Bt CERCeRE"S Mg agin et dban Giseis WAL sddress,
devi cestep\Spaaken dévicelaaER6tea B’ EornBSTorl feqaad, @8h ¥06.f

it has a BSSID that natches the one used by the ad hoc

netwyork.. Term nate .an_Association with a wreless

d evﬁg el%iﬂﬁe x\%}u?_ﬁﬁ dﬂ@ﬁ\gr §<§/10Aé a&éress is largg tﬁl%\ﬂ,ﬁ}gﬁ%ﬁ s MAC
oper atidaresspaep S0MBHeD e AcIANBhIRES o @RVicE B’5 CohRIcAbAM fiest by
an 10 asaom ation with another wireless device is

shown JRYHEE copneponragpense¥ep fF iMeangdhilegdaviep A also cancels its

term nake s@le ARBOSSrAdPfor WMd dbnaB I gAY HEE dbic@A &4t to device
hoc network, it does the follow ng: 1) Set the

foll ovﬁ’ﬂg settings: Desired SSID (of the target ad hoc
network to disassociate with),

It will be understood that the criteria can be reversed so that the connection request of
the wireless device with the smaller network address is processed and the connection

request of the wireless device with the larger network address is canceled.

-11 -
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15Desired BSSID (of the target ad hoc network to
di sassociate with), and Mac address (of the target

wa@leooBo®180 di sassociate with). 2) Issues a PCT/US2007/017507

di sconnection call to wireless nodule, step 600.
Di sconnect (to disassociate with a device in an ad hoc
network with Mac address and the BSSI DY SSI D as
configured above) 203) Upon receiving a di sconnect
call, or the wireless nodul e decides to disassociate
| rel ess device due to its aging function
%‘9&@2&{3’2&@%‘3\,6, the wirel ess nodul e does the
follow ng: Search the internal associated w rel ess
dae ivdeel¢ss slevicg mayhmaiain edist of assowinted wisdsss cleaiceslinternally and

4555 U R 1 A D PERNIROLE. i oo

sart/ecuy 1a-1BSSqmnkes ficonan egueistedpritdlets, devtoein GRad hoc network

ich may contai.n the follow ng infornmati on: Receiver
K0 BelPip G of s e Lo Bl Bo8 B BieacSl b o
the ad hoc network SBSS type: ad hoc SSID: (optional)
Bppasket isideemed ps ireFR$S ifemdranly Uit hageeBSSID thataiatches the one used

clation est O her optional

ggﬁ% %Cﬁfflééﬁ P%({r?’%g%d capability information, such as
10supported data rates
Terminate an Association with a wireless device in Ad Hoc Networks

A flow chart of operations performed by a wireless device to terminate an

association with another wireless device is shown in FIG. 6.

If a wireless device decides to terminate an association with another device in an ad

hoc network, it does the following:
1) Set the following settings:
Desired SSID (of the target ad hoc network to disassociate with),
Desired BSSID (of the target ad hoc network to disassociate with), and
Mac address (of the target device to disassociate with).
2) Issues a disconnection call to wireless module, step 600.

Disconnect (to disassociate with a device in an ad hoc network with Mac
address and the BSSID/SSID as configured above)

3) Upon receiving a disconnect call, or the wireless module decides to
disassociate from another wireless device due to its aging function as

described above, the wireless module does the following:
Search the.internal associated wireless device list for the device.

If such an associated device cannot be found, then return an appropriate error.

-12-
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The wirel ess device can use, but is not limted to, a
uni cast probe request packet or a de-authentication

w@ammkei9180 convey the di sconnection request PCT/US2007/017507

i nformation, provided that the packet format and

content are agreed and understood by the wrel ess

devi ces. 154) After sending a disconnection request
packet, the wireless nodul e can i nmedi ately renove the
device fromits assocj.ated device |ist, ste 4. The

i r ot QUSSR S S ohteri Ptk P h R Y wnisiamey
di sassombithd fulldweingisfomautiee and drops received data
packets fromthat device. If the disassociated

R s i

di sconnected event to the network stack and deens
itsel f |B3SIIkgBIID afithead hoetnaordtk The wirel ess devi ce
can optionally indicate that an association with the

peer devy renmoved by sending a notification
such as %§§5£$§3§&§gevent to the network stack. 25A

flow chart of operations performed by a wireless

devi ce i PSHydppwenrall o recei ving a di sconnection
request is shown in FIG 7. WO

2008/ 0194 3R TE! 44917507 If a wireless device in
an ad hoc network receives a unicast disconnection
request packet from another w rel ess device, step 700,
it does t hRBRIGUIYRE ~ Visuatrssaiationdequesbyi ce needs to
identify a disconnection request packet that is

used for t ek GHtidHal 8shiReSARIRIndVAphBiliAfinkaendidh\\Rick as
step 702. It can do so in 5various ways, provided the
way PWPPRtted drtaraiesr eed and understood by the devices

i nvol ved in the association process. Here are two

exanpag wisled¥tievitedtah RGE bk id dot ilititeddb! £6hicRtPPébe request
request packet to specify the intention of the

di scoPAgSt PhA deyithesticatiepacketiatconyet the dijsernegtion pequgst
under vy | '
%f@ﬂgat%ﬁ, ied 883 A%‘E%%t ‘f?%eg %ﬁg %@Hteﬂ@%g rﬁggggtajxd

foll om ng 101 nfornation: P i rect

pr obe undergwet hyabk stireless devices.

4) After sending a disconnection request packet, the wireless module can
immediately remove the device from its associated device list, step 604, The
wireless device stops sending any data packets to the disassociated wireless

device and drops received data packets from that device.

If the disassociated device is the last one in the associated device list, then the
wireless device indicates a media disconnected event to the network stack and

deems itself leaving the ad hoc network.

The wireless device can optionally indicate that an association with the peer
device has been removed by sending a notification such as a port down event
to the network stack.

A flow chart of operations performed by a wireless device in response to

receiving a disconnection request is shown in FIG. 7.

-13 -
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Recei ver address: matches associ ation request's MAC
address BSSI D: matches BSSI D of the ad hoc network BSS

wo ypeni1asy hoc 15Speci al | E: Operation type - vPat/usdo07/017507

di sassoci ati on request b. Match a connection request
packet with a packet pattern that is agreed and
understood by the w rel ess devices. Receiving this

packet neans a di sassociation request. For exanple, a
mat ched packet pattern may be: 20Packet type: direct
Himwerglesy dendcain aresd hegrétwiork wgeiwss a Revestviscontdetemsrequest

i at . n y | D
PR SRR S PRy SR ROEER 2P0 Mo B RO o
25SSID. matches SSID of the ad hoc network WO
2008/ dhgrgreess/dgSieoreds troidentify axdiseonnectingi xeiqnest packet that is

di sco ' . 204k of. ; : o .
the 1 T ol g Gaen BRGCHIon ) M FATSR. S8 {12, 38R do so in
devi ceatipss whys, pronddetbthieoeay is mutually agreéd anbtndemstood by the

associ | . not be.found, then ignore the
di scorﬁi%glcg S g‘sl\ég\%gslﬁ%gea%ﬁ(% l,ghos %rr? C%nﬁ%m{gﬁ‘o{ﬁ%?mﬂ?&
wi rel ess device can imedi ately renove the device from
i ts assogi dYletthaespeciel IE b1 3 dis¢ot protedeqiidse padkeetegrecify the

. i d . Kk h . .
et 2 R BT 82 Al

di sassoci a
packets framdetsatoddewibeavireless devices and can have the following
information:
Packet type: direct (unicast) probe request packet
Receiver address: matches association request’s MAC address
BSSID: matches BSSID of the ad hoc network
BSS type: ad hoc
Special IE:

Operation type — virtual disassociation request

b. Match a connection request packet with a packet pattern that is agreed
and understood by the wireless devices. Receiving this packet means a

disassociation request. For example, a matched packet pattern may be:
Packet type: direct (unicast) de-authentication request

Receiver address: matches association responder’s MAC
address

BSSID: matches BSSID of the ad hoc network
BSS type: ad hoc

SSID: matches SSID of the ad hoc network

-14 -
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101 f the di sassociated device is the last one in the
associ ated device list, then the wirel ess device

wo paBoatgs a nedi a di sconnected event to the netTo$3007/017507

stack and deens itself |eaving the ad hoc network.

The wirel ess device can optionally indicate that an

associ ati on has been renoved with the peer device by

sending a notification such as a port down 15event to

t he n\%&ork stack. Di sconpect From an Ad Hoc Networ k
Y

Ki BITERR Ve LECMBETRDTeRes Batkst dhe RarciRse device does the
net worggllowingdoes the follow ng: 1) Issue a
di sconnect call to wirel ess nodul e 2) After

recei ving.a, disconpect call from upper_|ayer, the
Wi r el eif‘g"?%t&a F%telals‘ggsszenaWé Yiglesderipedist fadbe deviee.ad
hoc network: Indicate a nedi a di sconnect event to the

net WorTK sadhedikassStiared sienite Ranrivd bedahm, BaskighsreltBe disconnect
devices in the ad hoy network and drop received data
packetrgq‘f‘ersBHﬁ“g‘éfriS 9% the ad hoc net wor k.

Clean up the internal |ist of associated wreless

devi cadtheRbick,aha witeless device bireimmkdiatedy fsnovehe device from its
2008/ 019137PCT/ US2007/ 01 7_.Special |Information .
E1 ermer eSS APGEeh S17P dPBrEH WP Egs G4V1Ge Stops sending any data

t ype- | iapéis 1 eUtBsRRpisibd Wikless 38dcé AndaFdpy r¥d¥ivedda®a packets
length_ informatjion.) The wirel ess device can

opt i orfEPPyhatedeyicsn t he special information el ement to
carry information for managi ng associ ati ons.

If the disassociated device is the last one in the associated device list, then the
wireless device indicates a media disconnected event to the network stack and

deems itself leaving the ad hoc network.

The wireless device can optionally indicate that an association has been
removed with the peer device by sending a notification such as a port down

event to the network stack.
Disconnect From an Ad Hoc Network
If a wireless device decides to leave an ad hoc network, it does the following:
1) Issue a disconnect call to wireless module

2) After receiving a disconnect call from upper layer, the wireless module does

the following to leave the ad hoc network:
Indicate a media disconnect event to the network stack.

Stop sending any data packets to devices in the ad hoc network and drop

received data packets from devices in the ad hoc network.
Clean up the internal list of associated wireless devices.

Clean up other internal states.

-15-
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5 The special IE can either use a unique IF ID, or a
custoner IE ID (e.g., value 221 defined by | EEE 802. 11

web@msdars) with a uni que OQUT and OUT type conbpP@BEUSINT/N17507

to identify itself IEID O byte) Length (1 byte) QOUT
(3 byte) QUI Type (1 byte) O her information (0-249
bytes) 221 8..253. (e.g. 00-50-F2 for Mcrosoft)
(unique value with the sane OQUT) Ot her information for
association The special information el enment can

&pRtidi tatbPRatigh/Fdage i nformation for managing the
associ ation: 10Qperation type

The information element (IE) is a type-length-value object that used to carry variable
length information.) The wireless device can optionally rely on the special

information element to carry information for managing associations.

The special IE can either use a unique IE ID, or a customer IE ID (e.g., value 221

defined by IEEE 802.11 standard) with a unique OUI and OUI type combination to
identify itself.

IEID |Length | OUI OUI Type Other information
¢! (1 byte) | (3 byte) (1 byte) (0-249 bytes)
byte)

221 8.253 .| (e.g. 00-50-F2 | (unique value | Other information
for Microsoft) | with the same | for association

OuIl)

The special information element can contain the following information for managing

the association:
Operation type
- Virtual association request
- Virtual association response
- Virtual disassociation request
Other information (optional)
- Data rates
- Capability information

The above description provides examples of values for various parameters,
such as packet parameters. It will be understood that such values are given by way of

example only and are not in any way limiting as to the scope of the invention.
-16 -



Virtual association request Virtual association

response Virtual disassociation request O her

information (optional) 15- Data rates Capability

i nformati on The above description provi des exanpl es of

val ues_far various, paranmeters, such as packet . .

par anetiay'ag thus dGPIOE B Gr GTREFIS Rl o Ikt o8 &W%ewggofaﬁh&
GinV&dtioRY it 1686 Hafatpgfeémédevaﬁehyal?eﬁl&hcﬁgﬁnaamcmbn@,naﬁdvi@ﬁpmvemems
limting as to the scope of the invention. - 16-

Haill regdityhersudiestboseinkilleddw ghrecrt. aSywb edteratipnsamddifigations; end

enbodi nent of .this  inventiopn, .if IS to be appregiated ...
VRO B ierisRe o FERet PEGis dplSsois 47 AR BBl pBe within
Wht kspikie asll $d6p@6E e ihventiBRS AcsdfllinkBA tHelTotegBin@descriptioh and
alterations, nodifications, and rnprovenents are

i frewinge @re by weay phexamptle elys di scl osure, and are

i nten ithin Sthe spirif. S f

nvent Tt SheaCult feboRttiarthb Ll 8ngRI00S S i context
diegurd3@sharivisepthe Waytd Ofongprase | add @atistions Richughouinptifdss and
specification and the clainms which follow, unless the

c sATPESINg o il dndersopdite Bnply e ipslugion of Astatesdntege Ry step or

a state

10 g@iﬁgg i‘rﬁg%(e)%sgﬁigg$§ bufr;ﬂlmaﬁ e%c%ﬁi'sioﬂrml an§’ 8?;@15 irﬁéé@? Enast% bt group of

15

Irmply the inclusion o
| integgror Stlepst ep or

The reference in this specification to any prior publication (or information
derived from it), or to any matter which is known, is not, and should not be taken as
an acknowledgment or admission or any form of suggestion that that prior publication
(or information derived from it) or known matter forms parts of the common general

knowledge in the field of endeavour to which this specification relates.

-17-
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10group of integers or steps but not the exclusion of
any other integer or step or group of integers or

st eps. The reference in this specification to

any prior publication (or information derived from

it), or to any matter which is known, is not, and

st GLANISISERTRHR G PEE IR VENITON Rﬁ@‘@@?@i@@@ ssion

or any form of suggestion at that priror publication
15(or information derived fromit) or known matter

f br ms Ppanetbodio epeeate o fimss rwirgdese davick imoanl ashps riepw eriecomprising:
field of endeavour to which this specification

rel ates, . NG T

For Longming o4 Tedb R s (e deylep R bose T gdmect call
device in an ad hoc network, conprising: turning on a
radi o m‘ndtdgea ddnnsdtiont ré@.le@lsp}:lcklﬁ\ﬁ‘(ﬁﬁ therfirsesjrelasalevizeao a

connect_ cal | ng a connection request

pBREERIOUsly discqseedisepend Wf?1é$sé%§lcaet\')‘13 gnnegtion request packet

5 v KbEGevideh®

R e R i G PSR

Control address of the second w rel ess devi ce;

i f a cOnrweonéation resppusegRckedkeeteived byetheiﬁretd’vimleststdevice from
rst w,re device fromthe second el ess deyi

RPN irIES BVt Fot © Bobam R Al tine R el ibio the

t bRoB@ G sV el asd devi ce; and 10if a connection

response packet is not received by the first wireless

devi ce fron1the second w rel ess device within the

t i meoutf ageRRFdion |rmp@samaﬁlgetas r Aersted Y thefisypéreless dgyice
%;ﬂ;o[ﬂ? Fc‘f W% s h&ll@ W tﬂnn]the {ulﬂgnﬂﬁ) ngaqpﬁlkact r&ga connection

1 e mnre ess device rece connecti on

r Bailusst packet fromthe second mnreless devi ce;

2. A method as defined in claim 1, further comprising:

the first wireless device receiving a connection request packet from the second

wireless device;

if the connection request packet is identified by the first wireless device as a
valid connection request, sending a connection response packet to the second wireless

device and recording an established connection; and

if the connection request packet is not identified by the first wireless device as

a valid connection request, remaining in an existing state.
3. A method as defined in claim 1, further comprising:

the first wireless device receiving a connection request packet from the second
wireless device before receiving a connection response packet from the second

wireless device;

-18-



10

15

20

25

i f the connection request packet is identified by the
first wireless device as a valid connection request,
sendi ng a connection response packet to the second

wi rel ess device and recordi ng an established
connection; and 20if the connection request packet_ is,
not i dié e Betwerkipgdraseof the secopd maredass dendgs meetad catarg Wigh

CREE 0 IRl ST O S s avic
t feadihg asonmectieh essponke\packet tetheisecond veiraless mevice amd canceling its

rev'guest acket fromthe second W rel ess device
BRY BFUERRQY FARGE " onnect i on response packet from the
second 25w rel ess devi ce; if the network

addr esig iy nebDErkSRARBEoMhE SLRRE wHRYESE BeVTBEaSes o febthé Briteria
W th respect to the network address of the first

wivitle respect dethemetwark @ddriesssof thé first wérslegedévies, derfiishyireless
connecti on response,packet to the.second w rel.ess )
i dengtiped e Fpt Rl Conection e ansth am B SRp e adeleds deice.
51 f the network address of the second w rel ess device
does not neet the criteria with respect to the network
address of the first wirel ess device, the first

wi rel ess device ignoring the received connection .
request Metled asfisfided mdam dpeher comprisiag swatching the 13dig to an

f i [ ' ihsi ng swit ching

gﬁg&gggpgﬂﬁgﬂg%k§g§§§ﬁg%yg@?gg? c‘%ﬁhel in response
to the connect call. 5. A nethod as defined in claim
1, further conprising nonitoring packets from an
associ ated wirel ess device, dissociating fromthe

soci ate i rel ess devi.ce if packet. i s not .recei,v
¥ om theielad RS (rofuirtL Ry ndilorhg BELREE From
Pareded24ted Belchd dicel BREGEI AR TFoth BR Lidtettiwielesd®vice if a
association with the associ ated wirel ess device. 6. A
nitdckesds aet raestivaddom thecasapaiatad wirgleshdgvieedopp peidatgrmined time,

SRR o RERIBE SRSt PERLBLGA RS sbee
response to a disconnection call; and

6. A method as defined in claim 1, further comprising:

sending a disconnection request packet from the first wireless device to the

second wireless device in response to a disconnection call; and

removing the second wireless device from a connected device list.

7. A method as defined in claim 1, further comprising:

the first wireless device receiving a disconnection request packet from the

second wireless device;

if the disconnection request packet is identified by the first wireless device,

removing the second wireless device from a connected device list; and
-19-
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20renovi ng the second w rel ess device froma connect ed
device list. 7. A nethod as defined in claim1,
further conpri sing: the first wirel ess device
recei ving a disconnection request packet fromthe

second, mnreless devi ce; 25if the disconnection request
packet ifitae digeannegtiondegiest pasketiis 8ot idFidled by thefirss wireless
r I e froma connected
d@%&%é P&?Eﬂ&ﬁgggﬂR%kK£r&ﬁémqﬁx%gthe di sconnecti on
request packet is not identified by the first wireless
devi ce, ignoring the disconnection request packet.

8. A nethod to operate a first wireless device in an
g hoc ,net e .first

cor v [ or TP B e afisIh St dnpn e R RFork Wrffsing

previ ousl y-di scovered second w rel ess device, the

conneciheGitstIvaigdlEs dePiRs kedkivinkcd eshinBetich isBpAKEERSM a
Cbntrol address of the second wirel ess device;

PTGVWQSIQ’GHWQEQY% feqoad warsiesp devies, thescangegitonfrequestiackefe
gfdmg d ﬁﬂeﬁl%SAc% W E6neRT allurdd df%q(&@&?&% g@sJ c?e%*c%St

a conn ec 1°on response sec

mnreless 10devi ce and recordlng an establi shed

connec‘tf itlenconaeation requesi packéras alentibed byomerfhrs;weisctleqsakekieb as a
not identified by the first wireless dEVI ce as

B FOBBERISB PRty SRR CONBRGHOH TREPORHF BATKENP Lhg yegond wircless
S§AL& and recdrdift 'Xﬁte's"@ghs"l‘é%g@rfdee% laggcl aim 8, further

conprising ide fying the connection 15 request
packet bﬁ mat ching a direct probe request packet with
a specifahe ¢qnmg¢tmtrieqmstepa@ksns notidentdieddryi the first mdreless device as

yest .A_net.hod as _defined in
o AR AR PR rprEPeg R BT E AR5 e "connect i on
request packet by matching the connection request
packet with a predeterm ned 20packet pattern. 11. A
met hod as defined in claim8, further conprising:

e first reI SS deV|ce endi ng a connecti on reguest
gcket Aqrget %ass Bad 175 1aim ,ngrtag\gﬁoggmsmg 1dentifying tlge connection

request packet by matching a direct probe request packet with a special information

element that describes the connection request.

10. A method as defined in claim 8, further comprising identifying the connection
request packet by matching the connection request packet with a predetermined

packet pattern.

11. A method as defined in claim 8, further comprising:

the first wireless device sending a connection request packet to the second

wireless device;
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the first wirel ess device receiving the connection

request packet fromthe second wrel ess device before
recei ving a connection response packet fromthe second
wirel ess device; if the network address of the second

W rel ess device neets a criteria with 5res§§ct to
net wor Redde wiseessrdeyice recervang the cennesdoriesdn Paeli?éfrom the

fide8hd Wl&%kﬁ&évl&ed’éfﬁr@ Vr\ﬂéc‘r%fe\ﬁfégg c%nﬁw&gﬂ)&ﬁe Rﬁﬁ(@?ﬂéﬁ the second

packet to the secon evice and cahceling its
owmeksmd&xﬂa,on request; and if the network address of
the second wi rel ess device does not neet the criteria

wthr ect tqQ the ne rk addr.ess f.thef'rst. .
i o1 el anaa ok addfes® Bt HHeiscoghiariEaes Buse frestsaissriapith
t RBpdce feih¥ etvaRR B&@I’eésQﬂ tﬁ@ﬂfé?@irefeﬁ@d@v‘i&eth%qpr‘s"tnfdlreless device
V\Areless devi ce. met as defined in claim 8,

f sandingra Qsmnmﬁomrnsg)omapbﬂm @mm wir¢lessrdexise and canceling its

a wi.rel ess .device, dissociating fromthe
aé‘gg%l'%{eggomerqg? ’saglddew ce if a packet is not received

fromthe associated wirel ess device for a

pr edet #nhe madofk adelresd baAthd se¢dndrwirel €ss Qlevice doesngpt nfeet the criteria
association with the assocjated w reless devjc

AWHBEFPACLAQ theatetwer address af the Sirstryjreless deviptnihs fglrswlreless
S&é\@+&gn&1 the Qéygﬁ%ﬁ'cgﬂnercﬁgﬁgﬁwe ?llq}ﬁﬂhe s &iﬂdt\ﬁ?eléésrd%{uce
W Treless e secon ess

ice toth evi ce
response to a di sconnection call; and 20renDV|ng t he
second wirel ess device froma connected device |ist.
14. A nethod as defined in claim@8, further

ss devi ce LGCGIV

P8 Bfithed andsinglan s Byl Rty TR Aokl rom

Warl §ds66isted Mtelds devitd, disdscistireCRan eied Asoscisted WaelesPadked if a
is identified @f@t he first wireless device, renoving

t Pckeieis patreqrived Gem thesseeiated rireless drviex fas@ pedetermined time,
| hvd 6th3@kqse continuing the association with the associated wireless device.

13. A method as defined in claim 8, further comprising:

sending a disconnection request packet from the first wireless device to the

second wireless device in response to a disconnection call; and

removing the second wireless device from a connected device list.

14. A method as defined in claim 8, further comprising:

the first wireless device receiving a disconnection request packet from the

second wireless device;

if the disconnection request packet is identified by the first wireless device,

removing the second wireless device from a connected device list; and
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i f the disconnection request packet is not identified
by the first wireless device, ignoring the

di sconnection request packet. 15. A wireless device
conprising: a conputing device; 5a radio; and a

Wi rel ess dul e | ogically connecte the co
devi celf lﬁwnpﬁrélqnaeawty Ragketf P‘é‘llg%'égﬁéé’mﬂéﬁ R Wirdfbss

QIR Snffind Rl RERARGAIGRIAHEA (M th instructions
for: furning on the rad o esponse to a connect
call; sendi ng a connecti on request packet
t b5.a pAewiraless|dgvide scropesiegt second 10wi rel ess devi ce,
t he connection request packet including a Media Access
Contr o] addQeseiof t he second w rel ess devi ce;

if a cORNCRYY & E€ponse packet is received fromthe
second wirel ess device within a tinmeout period,

est abl 4 sddigian@ connection to the second wrel ess
devi ce; and 15if a connection response packet is not
received fromthe second wireless device wthi

t i meout WysIesHEodylg degicallyrgnaectiehindbe sURPYtL) Cl??”ée an%) the
AW d, %e%&elgs%}’rh Cﬁlher i éu%egglloees%xa%ﬁ?ﬂaﬁlmé’g\@ftﬁ iRerhi&tons for:

i nstructions I nst ions fo
the wirel ess device receiving a connection request
packet fronmusnisgontit 12diniin edspenssedericomect €alk he
connection request packet is identified by the

wirel ess devi ge as nec nre sen

A Gonnect | o nidedeRaddion tedit ke W a il ¢S R decond
devi cewablsy @Sedlihe@ommtcash aéa;tlbﬁ hacket altNRE#d H#MedaNdlccess

i f the connection request pac is not identified by

t he wi Fenteaddess efdhesecand Bijtglasgidevdetect i on request
remaining in an existing state. 17. A wireless

device as dﬁf | 3f c'uBn %s ﬁ@e;p%cke\wselregéloecf H’gm the second wireless

i nstructions furt er co nstructions fo
device within a timeout period, establishing a connection to the second

wireless device; and

if a connection response packet is not received from the second

wireless device within the timeout period, indicating a connection failure.

16. A wireless device as defined in claim 15, wherein the instructions further

comprise instructions for:

the wireless device receiving a connection request packet from a second

wireless device;

if the connection request packet is identified by the wireless device as a valid
connection request, sending a connection response packet to the second wireless

device and recording an established connection; and

if the connection request packet is not identified by the wireless device as a

valid connection request, remaining in an existing state.
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the wirel ess device receiving a connection request

packet fromthe second W rel ess device before
recei ving a connection response packet fromthe second
5wi rel ess devi ce; if the network address of the

second wireless device neets a criteria wth resp

b7 t heArfsless idevige prdefingfl i ﬁ'élmlﬁewléeggmd'émné%’uctmé & further
n?%r?s%%n%\fg&% ggnding a connection response packet
to t

e second wireless device and canceling its own
connection request; and 10if the network address of
t he sethondreldss éb‘e'ssrede’virxgei choeectiontrequest packes foom therseeond

o the. network address of t
R Plet G vyt e fes M e E g e PRk SisiEond
CRIIBRSES deditef equest from the second wirel ess device.
18. A wireless device as defined in claim15, wherein
the instructions further conprise instructions for

i dent i ifyhanptverk addrseef theseqoad ivdrlesp deviee megis mmwth
are%]ge%t {oahk n&%pl? a(ﬁcﬁgﬁi%ﬂheo\??glgs d’&/}c t‘ﬁe %&Hlee"fésé‘ tdev1ce sending a

rmati on el enen hat descrl bes connec

r @mnection resfdnscpasketab elissedend wieless diaerideraﬁd chiitetihgitsown
15, wherein the |nstruct|ons further conprise
i FRIDEGHANiTERHest @rd | dent i fyi ng the connection request

packet by matching the connection request packet with

a predgiy ENeH RBFEEDL BRLERNA wirkddA0 dévivd H6dsGD8 nfdEMheE Briteria
as defined in claim15, wherein the instructions

f with hespeat wﬂlemt';wmrkaﬂdmss ofahe wﬁmlresmbwneo thenyirgessideyise
from.an_ associ at ed wi.rel esst i somlat |cﬁg from
 igROTLE thEreGerved GOPRACHON reglEs ’Fé)"?f ea?%‘H‘?k eIPSs qhaice-

recei ved fromthe associ ated wirel ess device for a

prgdet Aritdl@d delibB as déTrhe@limelaith 38, WRdtinkd M@triidi®ns further

association with the associated w rel ess device. 25
comprise instructions for identifying the connection request packet by matching a
direct probe request packet with a special information element that describes the

connection request.

19. A wireless device as defined in claim 15, wherein the instructions further
comprise instructions for identifying the connection request packet by matching the

connection request packet with a predetermined packet pattern.

20. A wireless device as defined in claim 15, wherein the instructions further
comprise instructions for monitoring packets from an associated wireless device,
dissociating from the associated wireless device if a packet is not received from the
associated wireless device for a predetermined time, and otherwise continuing the

association with the associated wireless device.
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