WO 2011/ 028176PCT/ SG2009/ 000311 1 METHOD AND SYSTEM FOR PREVENTI NG
TRANSM SSI ON OF MALI Cl QUS CONTENTS Technical Field 5 [0001] Enbodi nents
rel ate gewenalilost’e a net hod and a system for preventi ngctrrsagneniosaion of
mal i ci ous contents. Background 10 100021Mal ware (an abbrevi ation for
mal i ci ous software) is designed to infiltrate or damage a conputer system
w thout the owner's consent. Past statistics suggest that the release rate
of malicious code and ot her unwanted prograns may be exceedi ng that of
|l egi ti mat e s NIEWHED AND SYSTEMEORPRE CENTING TRANSMISSIOQYQF t hat t he
anount of mal ware 15 produced . éﬁg ch as the total anount
produced over the previous ZM"&Q Wslégmﬂg nost comon pat hway for
mal ware to infiltrate or damage a conputer systemis through the Internet,
for exanple by e-mail or the World Wde Web. Current existing anti-malware
sol ut i onEechnicahField y client side applications that prevent malware
exect#i on by recogni zi ng mal ware si gnatures or behaviors. One shortcom ng
of such solutions is 20 that the anti-malware prograns need to be installed
on ever y[0901|@ntbodinngntst @elateh@kndrallyc annectrethotlo abdhea | sysemdbr preckentingui r e
frequent updat esl??f heir mal ware databases. [00041 Anot her type of
ant i - mal FRASBISSIOMN, 'F’E?ﬁ\‘CPH%B‘?‘K}‘E}gS'Studyi ng abnormal network traffic patterns
resulting fromnmal ware, and taking preventive neasures according to such
traffic patterns. However, such solutions require | engthy and | aborious
at t enpt sBackgmompd st and 25 how each piece of nmalware affects the network
traf{' Cc patterns. Such neasures are corrective in nature but do not prevent
mal war e execution. [0005] Therefore, there is a need to provide a new
met hod a[0d02Mdlenncwancibboardatonnfes malidi@es sofoveze)ofs déségnad deocinfilirate oned
pr obl emsdamz}gle) azgojégu?e%Bs]iZtgrﬁcv-vrlltl%%% %gegclmgr(x)eg%lcjbngent. Past statistics suggest that the
release rate of malicious code and other unwanted programs may be exceeding that of
legitimate software applications. Past statistics also suggest that the amount of malware
15  produced in 2007 was as much as the total amount produced over the previous 20 years.
[0003] The most common pathway for malware to infiltrate or damage a computer system
is through the Internet, for example by e-mail or the World Wide Web. Current existing
anti-malware solutions are mainly client side applications that prevent malware execution
by recognizing malware signatures or behaviors. One shortcoming of such solutions is
20 that the anti-malware programs need to be installed on every single computer that is
connected to the Internet, and require frequent updates of their malware databases.
[0004] Another type of anti-malware solution involves studying abnormal network traffic
patterns resulting from malware, and taking preventive measures according to such traffic
patterns. However, such solutions require lengthy and laborious attempts to understand
25 how each piece of malware affects the network traffic patterns. Such measures are
corrective in nature but do not prevent malware execution.
[0005] Therefore, there is a need to provide a new method and system which overcomes

at least one of the above-mentioned problems.
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Summary [0006] In an enbodi ment, there is provided a nmethod for preventing
transm ssion of malicious contents. The nethod includes intercepting at a
net wor k gwoewayn2seéi ce of a 5 server network a digital ecmseGrimabeon bei ng
sent fromthe server network to an external network; searching the digital
communi cation for a malicious transm2ssion schenma that can be used to cause
a malicious transm ssion on a recipient of the digital comrunication; and
taking an action to hinder the transm ssion of malicious contents if a

mal i ci ofmummarysm ssi on schenma i s found. 10 100071 In anot her enbodi nent,
there is provided a systemfor preventing transm ssion of malicious
contents. The systemincludes a network gateway device of a server network
that i ntjeesmt sn ambbdinicat, thernisnirovtédn methnd feepteventop trinsmissioneef net wor k
to an external networ th et k .gat e evi ¢e i,ncl udin net.wor k
connect iBAHICIQYs CARICRIE, Jé’é"r mﬁﬁ’f’ad?‘}lﬁg‘%ﬁ dg[FﬁngPé‘Yﬁ g r%%‘quﬂré(t %\%?‘g%y an eanToar ocessor
conf isgurefef RetHBAr £ Mgt oHindlinicitiod Beifi@ 5ahd ogptht 6érvéaietorkad bt extemal

transm ssi on schema ghat ~can be used to_cause a malicious transnjssion on a
reci pi emetvedrky searching tha digigheermmuaicating fos admaligieus JFangyssign sehema thakr ¢ he
transm ssi op_ of I CI.QUS .C | : | ¢{0 . o3 S{HaN ma is
f ound. fﬁnBP? e segtsocrélag#‘i én 0 {%%1{1]13 Brg%s\?‘mua%ésd ?go(%]r%%ﬁ?ﬁ?ogr% ﬁgg??ﬁ i ke

r ef er encemehMiaGber mdgaing al hofionéd bindershe trensmisstopefrmalicidns soutaaiaif @ he
different views. The .drawi ngs are.not necessarily to scale, enphasis

i nst ead fﬁﬁﬁ&“éltﬁai)s%‘é?‘ﬂ‘bs‘gfﬁ‘géﬁ%ﬂﬁ%n illustrating the principles of the

var ius (8B AIPAMHER Binbodikdent, ikeré © provided)a dgsen ifpit preventivigtianumsissabofli ment s
are describéd with reference to the foll ow n% dr i n_ which:

L W Ngs
[ 00093 Fimalitsous consws. Fhe pypremanciudss  noprorkealwes  depiee ok AP IET BFRAS ssi on

of mali Ctilﬂ"iﬁtepc%% %:Higit rlgcr)ﬁﬂg]?lﬂfcgﬁ&{:ﬁeiﬂg it AOmEAD 9y EBRtwork to ah €Ak gure 2

shows a schenmat g a systemfor preventing transm ssion of 30
nal i ci ousteak! @t setivorlagesdR riseicni intluding esvinetiorke reonnergon 1p fthe $ewsr 3a and

3b show exanples, gf a _cross-site sarj ) the digital
2011/ oza“f%‘g%r?’éeg’ﬁo%‘%%s&im?ﬁ’ 0"6‘?2*] E’%‘b"%&? c‘:’nfs‘%%\dfs 9 seaen g gael
i Vi bl @nidrAcEion 120 13 nkilgioue Sragmissiodi schmw thxarm de wfedotol vasatzd

JavaScript. [0014] Figure 3j sh I f .a_phishi '
rFrjlalici(Eus tran]smissglon on aJ rec?ipi%}/l\ésota tﬂe Slé.aiglp co?nn(l)umgatlgg;l ésn'&' takk almf acHon to

r

hinder the transmission of malicious contents if a malicious transmission schema is

found.

20  Brief Description of the Drawings

[0008]In the drawings, like reference characters generally refer to the same parts

throughout the different views. The drawings are not necessarily to scale, emphasis

instead generally being placed upon illustrating the principles of the various
25 embodiments. In the following description, various embodiments are described with

reference to the following drawings, in which:

[0009]Figure 1 shows a flowchart of a process for preventing transmission of malicious

contents in accordance with an embodiment.

[0010]Figure 2 shows a schematic diagram of a system for preventing transmission of
30 malicious contents in accordance with an embodiment.

[0011]Figures 3a and 3b show examples of a cross-site script (XSS).



100151Fi gure 3k shows an exanple of external JavaScript. 5[0016] Fi gure 31
shows a schematic diagramillustrating an exanple of how cross-site request
forgery wioks11/@804&7] Fi gure 3m shows an exanpl e of cros®cTiSGeIMW@sESt
forgery. [00181Figure 4 shows a flowhart of a process for searching a
digital comunication for a malicious3transm ssion schema in accordance
with an enbodi nent. 10 [00191Figure 5 shows a flowhart of a process for
determining if a digital communication includes cross-site script (XSS) in
accor darjoe12)Fighreciv showsodi ersmiple pOOVIOYIFiblpMTeme. shows a flowchart of a

process f etermi,ning,if a digital i .qn i ncl udes invisible
i franes [P{Hﬂgl&}’fe&g]ﬂé‘é?\%hf’ﬁ’ eéﬁmg%%gg?bntﬁ%g@ ']5&3%%@21] Figure 7 shows a
f I owcharpo pfjFuRS HeRS®s &DéxafPleasts phishing iframedi gi t al communi cation 15
i ncl udes obfuscated JavaScript in accordance with in enbodi nent.

[ 0022] Fi [§0FgFguestshoys ap gearmnle ef extefgrldmY BB comput er system [0023] Fi gur e

9 shaws Of@pgﬂﬁt S CsHOWRY 8Reffati@ 4 MIRYAEY a@ RRafple BT oW @EdsSEie gat eway
perati ng

devi Ces in prevention node in accordance wth an enbodi nent.
[ 00241 Firgguest fogeshonsksa schematic diagram of a system having a network

gat eway vi ce, operating_ in, detecti | ccordance with an
enbodi ne[ﬁglﬂ%&’&q:?lﬁghw&lr PP%enO%fg(ﬁ%'gﬁ?%ean%ngrrge bodi ments of a met hod
and a SypbEs|Fiere PEwaN flovacHartasfaprocdso for stardfingraldigitabesnmunicaivnsfonr e
described in detail below wth reference.to th cconmpanying figures. It
Wil be appideysirasgmispigh seheaadn aggardgnge ¥, Gﬂiewgﬂ‘?‘éne {ens)cri bed bel ow can be
nodi {4 edr | ' £ADPidemliRag sdpiea cofntudkatioyent i on.
10026] Fi 88%#%&&%%@9@%%\#&?%%& of a procesg forg‘;reventi ng

transm sistlodesofrossasite séript §X8Drinaptasdanae withzn egbgdigient) cormmuni cati on bei ng

sent fro erver .net wok k t t hSal JERkisd at a
net wor k @Q?‘QM‘%@W’%S aof;lo‘ﬁlnlgngég? ?&cgﬁeﬁag%i@@hgwmgﬁglcg%%{mmnilcati on may
i ncl ude jadludésSinvisibld ifineeih dcoordedrepages enrodithentand

[0021]Figure 7 shows a flowchart of a process for determining if a digital communication

15 includes obfuscated JavaScript in accordance with an embodiment.
[0022]Figure 8 shows a schematic diagram of a computer system.
[0023]Figure 9 shows a schematic diagram of a system having one or more network
gateway devices operating in prevention mode in accordance with an embodiment.
[0024]Figure 10 shows a schematic diagram of a system having a network gateway

20  device operating in detection mode in accordance with an embodiment.

Detailed Description

[0025]Exemplary embodiments of a method and a system for preventing transmission of
25  malicious contents are described in detail below with reference to the accompanying

figures. It will be appreciated that the exemplary.z embodiments described below can be

modified in various aspects without changing the essence of the invention.

[0026]Figure 1 shows a flowchart 100 of a process for preventing transmission of

malicious contents. At 102, a digital communication being sent from a server network to
30 an external network is intercepted at a network gateway device of the server network.

The digital communication may include but is not limited to web pages, emails and



WO 2011/ 028176PCT/ SG2009/ 000311 4 instant nessages. The digital

communi cation may al so include nessages posted and files shared on foruns,
bl ogs andweaeiial2sriet wor ki ng websites. At 104, the digitaCTsSeammoeati on i s
searched for a malicious transm ssion schema that can be used to cause a
mal i ci ous transm ssion on a recipient4 of the digital comunication. The

mal i cious 5 transm ssion may be transmtted froma source outside the
server network. At 106, an action is taken to hinder the transni ssion of
mal i ci ouiastamthessdges.i Thealigitll conmusicaticomeay sls¢ oielusie egssages possedhand filleD27] By

hi ndering the transm ssion of ,malicious contepnts. the ahoveadeserd bed
process YA pPng‘Hme’hZ’ll%él nd oﬁ’é“afr #‘é’ﬂﬁ%ns% o%ébggﬁsén%tf ?‘8% Ehgu?? l%ipt he
downl oadigpgn@ficalidn iPdehehed! for @MMlRIVuS trhsfispiibsion ekitms dak canbe wsed whernse he

mal i ci ous transm ssion schema is recejyed ,agag/ or execut edﬁﬁt?/?l{??e. reci pi ent
of the o gialigious sianumisden ioBre repppient; of the digital fomaumication g mangqus

transm ssjQn. { ol k! EChRWSTKC @4 € 08! acont ent .
Thi & eSS EHAHR b olfmictd Bk o SO e R o v o hat

| ooks f odctish gisatakerestoohinder ithd drapsmisslen tof awlisions sapatentsy i @niabiFiRs schemas.
Rat her, a malicious 15 transm ssion schema can cause the downl oadi ng and/ or
execut i OFRISFUSHORSEFTU'S LBHE when it is received and/ or executed by a

reci pi enfpo2fj8k 1XERRE Ehe Rari¥RlidstinCofandlicins baehisNths ahevdestied frecean
invisible link that causes a recjpient to ihadvert.ent bg ownl %ad aﬁd
execut e ¢ABl prEveRistheomaliciayy dasmissionscheny fromgapsipg 18e  JoyNOAINE 8h schenn
m gh{y beaf.; t&g{%} Cerdy] hé BfaliBioB traSsnEi¥IgHI bhemb Qs make
requfeostsmgif%%}éme S|Stfé$¢lr%2%%ﬂgr%&t%§%%e?§g down the web site through a

hi gh vol enevaf aslmexeayedkby the-re¢ipient ofzthe idigital pemmunigation. That isctsiyednt to
participate (inadvertent] in i.al__of. ryi ; - i i fying
and hi nd ‘?’?‘Hgaslﬂgf'f‘%‘til tir%ﬁ%%sssmtn r %r]%glﬁ‘lgslgingg lgs%ﬁ’e\r%&gsr?ﬁy g[galrﬁ\%)rﬁysc ibggla%et wor k,
t he furt fekens P TaROmaNes fBdiffiduliuier antivwieus srogamshe atlemtsaftwert. th@rooksefoot her
hand, conventional systens thaji | ook, for nalici Olﬁs corgﬁget Sy n]iaqircimel%(arrpl e,
by sear cHERrES P maliippsrdg; to fletect Fith ARSRISTIOR (FERFES 2318FH & B4SORT e

genefal |y, uiaBLS {Peh Q4R Maus HeCadWToddin a#d/6 bRRtutieh offandlicivis dodel oadi ng
mal i cl ous contents from an external source. Accordingly, enbodi nents of the

present whereitis roeeivadeandton exqchited biiatrreipientel ifiog cxample,; JHaliGeus {RISHIEN  schena
in digital conmmuni.cati . . ' ratNAvertdRAl &dfaldaliang for
known mfﬁ%ﬁ?’%n%n%t%r%ggquéb%%afggu\ég?Eéecq%?l}téﬁt si?ie, gs is done in
convent i etehte3Naliciuseods. dahathérn examplesifermalicins tPamsihisoRg sPemeEmEbrbe9/ 000311

5 [0028] Figure 2 0 a schemati.c. di agram of a f enting
transni s& B‘Ffoﬁf‘"‘?‘rgﬂr‘]]f ﬁ%&ﬁ?sﬁ%ﬁ’f’éﬁ?@?ﬂtﬁh “?@s?é%“?%%r??y% tgggg V?e}r?rsg%%
COMPORENLRler dBFREHoWVnIBE WE sifethyduil aZizh volumebiaick rgpiestsay.ecdetinkeha204 and

an external network 206. In different en%dj ment s, tE% %,istetrtr] %00 may

conpri secatises dheerreipican aRiapa fingdvertrrihBen didenial OfsEnas: &tacky Bhe system
200 may ?dFﬁgﬁrlsfxg&ﬁd M&%\%}%}E& SaLMEEs PEENREN20RenPYn b REVeHSdORawRFK, TOT & Web

servers. ver net 202 may i nclude the netvvorketgat eway devi ce
204- The thet iorHer ggreadayf dealiciens2Cuntenty dse bo Laontainedet Qi dhe ¢ ofbers dagd

ggt \QDW;l; 523&2)@3@9@ E}?Sﬁ%ést ﬁ%\? Z(l)okn%rv}gglﬁii((%g GCon{thsOtf(t}e%éﬁtﬁé? Sy SdARhitR! RRT K

a network connection o0 t'he server 10
net wos k RAAvi2RFudsipRities kithina eahsntissidhl Sretgentrally enstde tapreveitvoalicia®®6. The
net wor k gat eway devi ce é04 gf t he .server. network 202 n%z inte[cgrtea
digi tal EanvRipIemsrhsmapEpRgderpipading, malifiouy LORIEPs JXoMF, eBIgHa} SO4TRE

external \ped, fggr, 2RBoditeRs U Ml FrbscrOmVeHiion ald hcemyd iwith flidinghilidicusnot
limted to we ages, enumils and instant nessages. The digjtal

conmuni caenwrissiery scheme in digitatleommysigefions 9btheeerign dide; yagher KaBRES or uns,
15 bl ogs 1S oWl ndlware %Mgggth}eg,gt%lglﬁ laf @R client side, as is done in conventional

30 malware detection systems.



[ 0030] The external network 206 may include one or nore requestor machines.
The requestor nmachines may include but are not limted to conputers,

| apt ops, wersoreB17di gi t al assi stants (PDAs), pal ntops, mrobiSiGeoglorses, and
ot her nobile or network-connected devices. Users may request web pages from
the server network 202 using the 20 rgquestor machi nes. 100311To ensure
that the digital communication is safe to be sent to the external network
206 (e.g. the recipient of the digital comunication), the network gateway
devi ce 2J0028Riguha® shawpa sdesmic diapPani of g systerhi200 dorsprevahding dtangrnis$ion nodul e)
configured to .determne i f the digital communication includ i ci ous
transmi s%i ’B‘ﬁh‘éﬁq'?e?%‘t‘i‘ﬁsatllh@aw SEl g@d Y RYS RIS OMPORES crlla(%){lue? %gﬁ%k‘i ssi on
on the reeipiker2, AfnetWisiktaliviag! devRBTRORI dBidt anOdktertidlnet@drk 06U differmini ssi on
may be transmtted froma source outside the server network 202. The

mal i ci ouembadiments, <tbe Ghstemd HOaman pomarise(ifiereay compeneniseany; e (nymber o
comngﬂcti i '!pfq ] is not limted to cross-site script
( XSS),, i%’ﬁpé%ggl}tgf(?fd;legg se, 0 O;Jrﬂ%}gg?&e)%'ava&ri pt, phishing iframes, external
JavaScr i j0029]Tte seroarsnesivérk 202 quaysncl@de éngrqgangre weipervers. The server networ

k
(XS9) . SHA TR RORE HeCok 2oy e B TaR ik oAyl BBReg20Fmags P

r ef er enchdbupRdbefvees TR ik hemwollh20254idi thé extemplastestki206 Ointdtieer welndspages  may
be e.g. a JavaScript or may be enbedded in anl(gt her file éy{ée |i ke an i mage
(j peg fithe nebrerkegatewayedewee: 204 gray,hiprora mepwork | Gonagrtign 2080 the | REMVEE - ny s

I nj eqd ednét&/&g( id}emyéFP RRADESnATRYoP 916 XS tdt Sferi¥l RWER JVEOWRE hethhdriout

bei ng" known by an I'nternet user. [0033]Figure 3a shows an exanple of a
Cr0Ss- si gateveayr detice( HBSHT BR2servEh@etvark 202 imay itsrigpt a(HGE) cRpmMYNicaion enpt e

JavaScript. with uni.f orm resqur ge ,hocat or o

"http: //ﬁi}‘ﬂﬁ Sen. ﬁﬁ?’i Eh.e’l §%‘3067 o84 zbgrtﬁa 36%%%)1 ggwo%lzg ] iT}sleidﬁ lfaatlzt ed into

a web pagfamiftAR34Ad igtluee Bl is henbnitsdab heb payanphailsahd dnstand sessigese scri pt

(XSS) 304. The cross-site script (XSS) 304 is a renpte JavaScript having a

(oounrent T dieGal SOmPRREAIPn T 25 H0E O35S RASTFH GGt B e iR an

i frapg Cﬁlﬁgézﬁféls\%ira Awbif\Wetdftés.a width so small that it cannot be seen by
n

the recipiént of the digital communjcation. Figure 3c shows an exanpl e of
an i nvi s[09B@) The rexteena O&twarky2Qft mayniaclide ongrar wprer Frguestoramachaegs- dhe set to

15zero. Therefore,.the r.] e _j.nj ec i ﬁg@p i bei ng
vi sible feguees(.?od . mf“?\ eersn%}? § u’}s“gé(ze ﬁt. %ll.e ogi l%gg?ﬂ ?i(%:lg?]&P {rﬁ%‘% {P terszrqﬁg%llgg%%r s).
[ 0036J Obilligislabsibtahey EEOAE)tpalmtopsyvmbbilé phondsatant asthéremebilade witwbikeul t to

understand, th conceal ing its purpose. Eiqupre 3d shows ex of
obf uscat %‘d’“ﬁ%‘%‘ggﬁ‘f‘?ﬁt 83‘3 8 ,“'gé(,f{ﬁ‘i‘ffgtt ‘ﬁgb B8 &9 %‘F 508" Pés%wglﬂ/kn azclfslﬁg(ihgy
corregt . (LSLodrSnatirehows anot her exanpl e of 20 obfuscated JavaScri pt 310.
An encoded string of an' "unescape" function is a Jav Scrit%t2 310 that

pronpt s f083A1Ter engyreshas s digital commupicgipn 153qafestﬁd\R§_e%‘r{8tt gxteanal pspeerg
obf uscat ?6’6 geaé/ é'lﬁg Eérogﬁlgtgll@f thd raf‘gifap E&iﬁﬁﬁkﬁgﬁ&?}’ eGletiirk Gafeay dbdicanesescaped

ASCI | val'ue shows “anot her ex e of obfuscated JavaScript 314.
The obf usagt kavel avaBorsspt 2t deg. aliczue agetectioni modele), gopBgureditgur e 3h

shows anqt her. e e. af 25 obfuscat Javascr | . scahed
Javascr i B?te%ﬂ%ﬁ%%%‘ggﬁgo%ﬁé’&c AT hm%%f‘j ?m\%g lﬁléésjgr | gstﬁlroygg?&g‘{%{v\s anot her
exanpbe gf usdaf b TameeimdiddiaiCtEdnginissib8.on the rebipiabor et digicd esmBiuBicatien.

obfuscat ed using XOR wi'th chargcter enc gi ng. H)OS?L{A&(;P ishing iframe is an
i frame crBamalcions HansEHISiIREY ?)Eﬁ‘émi‘ﬁ%ff PRASMTST At ﬁg% SEoT b’”{gr site
but | 00kso) A8t ARkous Arah&iRisti6n séHefR! Ba PO fjechidVintothe dighhl inmiMiedtied i n t he

in a form including but is not limited to cross-site script (XSS), invisible iframes,

obfuscated JavaScript, phishing iframes, exterial JavaScript and cross-sitc request

30 forgery.



30 phishing iframe wll be sent over to the other site. Figure 3] shows an
exanpl e of a phishing ifranme 320. WD 2011/028176PCT/ SG2009/ 000311 7

[ 0038] Extworrai1/02swaScri pt is JavaScript that is hosted eaTSGReMmad31sites
but is downl oaded when a user is |ooking at the current page. Figure 3k
shows an exanple of a phishing iframe322. 100391 Cross-siterequest forgery
can force an end user to execute unwanted actions on a 5 web application in
whi ch the user is currently authenticated. The unwanted actions, may i ncl ude
changi ng[0082]Fasswomie, for cresarsise eeript (YSBE seripiefrem ajrempieasite maydedajeetsér i s t he
adm nistrator, the entire.weh. apnljcati 01 i e 31
shows a SEh&FaVFR pﬁge:id’ryarﬁfelrﬂchnﬁtgat ?ﬁeﬁk 03% s@?ﬁh%ﬁsgﬁ@@ ﬁg%@?‘gg sﬂ-Eés?'?l?a request
forgery Kfnayedils. 62 BivaSdipeer aiayehecenibeddaf incarosiser Silé¢ eype dikeemtinfage ger y

324. 10100401To determne _if theogllie jtal Conmunication. i nél.udeiﬁ%a mal i ci ous

2

transm sepegriilechitngp filengicyrpe 08 giI‘ZS“BIF ci¥ie hetpisdanipstediRg BeVRe 204
may cec b8k Rhted BFRUMLORL v wWith e%{gm'ﬂ%q/nila‘ dnTRtettcd uber!

com‘ruqqni c%tgﬁgﬁla?hgl%%etse cross-site scrli Bt (XSS), i n\yi si bl e ifranes,

obf uscat P33 Figusc 32 gowspmi exhinply dffarcrpssssite ssps(KQP) IR, Tbe crqse-se spript

Cross- si e st forgery. Figure 4 o] . 4 cess for
15 sear cm §Hg| éﬁ t4l %%%m%vg%%nﬁ)én“?@rq; ‘rﬂ%"a‘f‘)#’grg%?{‘{? a(ri:(gcr?‘lﬁjgs?ggi chema.
At 402, Hitpt/Emeteichinmd/8estgddglé e fdimatt-600x90 nasti nitiak i ioninjenet uities'a Bebss-site
script (XSS). If the digital comunicatiopn includes cross-site script
(XSS), tPR€edigital communication is determned to include a nalicious

tranfgn SRS FRFRE I8 sRlwHtbthek | @ i dré¥s-sROBERPII(RBE) 904, duRSrémtsite Ncl ude
crosgqnsi F’ggg]c?élﬁpt ()?(SSv;,, t he S)r(%glggs t hensSr oceed_s( to) 406 to determne if
the 20 dsagipt EXSDINisa remateotav$rsipy badng adoamenewrite comumand qf Jevebrmpt. ¢ he

di gi t al nicatihbon.d ncl. | DV LS Ay f : hoid @halc@Eyni cati on
i s det erﬁ@%l}lg"’isﬁ’gﬁ hﬂcfgﬂ edgqngﬁfr%@%hls%ht?bgﬁ{shnﬁr SS onmg%ﬁgﬂ% at 4%4. If the
digital canoubecaéi by eascipieht ofichaidigitahvommuniaiidn. aitgere 3hiehgwvoerss t hen

proceeds to 408_to detern.ne if the digital.co Lk cati on L.Rcl u
obf uscat Efmplg 95aR ingsiblsd 6‘6‘35@61‘? ‘Y'ﬂhi ?ﬂdg? Pﬁ‘lgmg}bjtnn% ﬁfr?:lél i%)ﬁ airengﬁ?i%les
obf ugcat gd, IANGSIEEd, fhe sdrfpfs G¥eTinfedled GAIBMIRIe 3lae Wilhoudbéiag Wisigld t @.d. ncl ude a

mal i ci ous transm ssion schema at 404. If the digital conmunication does not
i ncl ude bitgroetawers §i-¢) hiagidden fromatemeyPsess)- communi cation is determnined to

be 71 ee piosBRINAGICANS 1hUALH RSJRSHHN B 1 bedDmaliO AL PR bhbdisthil 1 ve

pur poses, girtal co nication is checked for cross-site script 30
(XSS), i thub soideeling itameppsea figuoh b disieawseah Sampbeef phfuscatedHavalsope3¥escri bed

For “aad BPORARe PoATE T ioD PP oo SR PcERNE Sofi hofin ifle R checked

20 obfuscated JavaScript 310. An encoded string of an “unescape” function is a JavaScript

310 that prompts “Hello” on a user screen. Figure 3f shows another example of
obfuscated JavaScript 312. The obfuscated JavaScript codes 312 are escaped ASCII
values. Figure 3g shows another example of obfuscated JavaScript 314. The obfuscated
JavaScript codes 314 are escaped Unicode values. Figure 3h shows another example of
25  obfuscated JavaScript 316. The obfuscated JavaScript codes 316 are XORed with ASCII
values. Figure 3i shows another example of obfuscated JavaScript 318. The JavaScript
codes 318 are obfuscated using XOR with character encoding.
[0037]A phishing iframe is an iframe created in a legitimate page that actually belongs to
another site but looks identical to the legitimate page. Any information entered in the
30 phishing iframe will be sent over to the other site. Figure 3j shows an example of a
phishing iframe 320. )



8 of transm ssion schema in a simlar manner, including, for exanple,

phi shing ifranes, external JavaScript, cross-site request forgery, and/or
ot her forwe20fl/amsi76ci ous transm ssion schema. The it ensPo@iScgowheaied may
vary in different enbodi nents. Fromthe above described process, the

di gital communication is checked in gn order of 5 detection of cross-site
script (XSS), invisible iframes, and obfuscated JavaScript. The order may
be decided in such a way to maxim ze the performance. In different

enbodi NMg0038]ExtbmablateScripnis JavaScriptthot idibnsgfed on extamdlites bupie dovnloadédon and

t f actual traffic f bet t f . [00441F] 5 sh
11 o haPheBDGF 1% \BKBEA Y Grelt bR FRRR, PR SHeBPAF oL B, oot i on

i ncl udesfghmegsysite script (XSS). At 502, one or nore uniformresource

| ocators (URLs) are extracted fromthe digital communication. At 504, the
one or riBO3O]Escss-sige wduesh fareemncar £ya7 ak epdBssr & sxecwiRuayvatted aginSIOBR agai nst
alisgt, for ex [ I ' nfitate A THe Wwahfed lastisiRtgdyn ned i f
at I§astw%n%’pié?%hﬁgg’flﬁﬁg{rl?%g]g%ﬁpacﬁm}!@{yteﬁﬁﬁe%n Par%t ocol zvl P) gd(ljress y(?f t he
one or rin¢ladexhampiige df passwordnor esansfering of aswts 1f 3he¢ WRigsled ayser jih thehe white
list. If the host pane_.and/por the Internet Protocol .( r of the
ext r act YIRS the P ¥ep PRUGHON (TRY SI° S¥E ﬁoﬁgﬁeﬁé%‘?yls@?ﬁ Jlt i's

det er m ngged it dira?ﬁnﬂ ilfistratingC @NTed AnpiRt 60 Row Scrbysasite alequaso Sargailyt wosksr i pt

(XSS) at _510. If the host nape and the Internet Protocol (IP) address of

t he one Figuredmeshows anexaepleaf ¢rassnsitedetissidaraebtitdor s (URLs) are not found in
the Wi teoddith: Jr,(-,é@ r Ko RAdcdiahnit ARndindiukiad aCRARMBES hhdkissiéh | ncl udes
crosl\sﬁl{jsi[tﬁg‘hg‘(i:’zr)i%%tt Sge{elllt% %gﬁ cSl m | ar tgckrllnilfque;1 can be used \_S;vi.th a bl ack
li st of schewn thelprapesson2i2 mdrthe netwitlo gatePay ddvies 04 mays ehagl the digitghi te | i st

of known safe . host napes and/or, |P. r .- 00 i -sh a

f | owc harCTBBH 1] %r@%@%ﬂ? 6€ e bg?t%f ﬁ?%%l%ﬁca{‘%e%?ﬁhg#e? a rgscsgsﬁt?;ru%l Gt on

i ncl udescxisny, miviaitge lifrarmee bfbtatéD 2avaltrmnphishing iframes cixeaindlrlomaSchipt di gi t al
25 comruni cation. At 604, it is _determned if thSaSWac%ed ifraqes are

i nvi si bl 2d{or rAAESItE FEBYESHACTEAY- 518WS e SRR t1ASY: 0 oh ARPr BRSOty

I ncl llsdee%Hrirc?i?lgea Bihtal LdthhBficitRnefor |aeﬁ1§1tici@dbetrﬁfsn§sshﬁi @Rtmar Aa4v2 dit hs of the

extract me I's snaller than a predetermined threshold the e_xI ract ed
i frame |detetininedt if yhes digiteli cammuniensionsngindes cioms-sith scBit Caxy el the digial j s

ruret el Bl SR fral NP - BERERTA et

erm ne comruni cation includes
i nvi si bl @ ihdlideEmakidioifansinissivarnchenia at\A04 P tHe digigd F6METhRERO0IIBIOB11 9 t he
conditions are fulfilled, jt.is determ,ned that th i.gi {al i cation
is free BFuifEresssie S?’fﬂla(ﬁeég)’at?‘e dieeesy JisBoPrprgds i:o gog ﬁgv\(rfg %ém’ﬁ owc E%rt 700
of aPf ogesa bRnRRLEsMInGiuaes inlisibieifdh@s.t al comuni cation i ncl udes
obfuscated JavaScript. At 702, JavaScript _is.extracted fromthe 5 digital

comuni cHO#HR thﬂ@ig?t@hffommum_%at@éti@‘rlﬁqfié’él‘"fi?’letiﬁém‘é&tt & g’é‘ﬂ compuaIah et

be- det or i Loy AR A8 R o R e A Hoat 1 on™ (007 I T the

ext r act ecbndrawsSaionptoes ol indimde amasible iframes, thaptocesstthen progeedetert@8 tot j
determine if the digital communication includes obfuscated JavaScript.

25. [0042]If the digital communication includes obfuscated JavaScript, the digital

communication is determined to include a malicious transmission schema at 404. If the
digital communication does not include obfuscated JavaScript, the digital communication
is determined to be free of malicious transmission schema at 410.
[0043]For illustrative purposes, the digital communication is checked for cross-site script

30 (XSS), invisible iframes, and obfuscated JavaScript in the above described process. In

some embodiments, the digital communication can also be checked for additional forms



determ ned that the digital comrunication includes obfuscated JavaScript at
706. If the 10 extracted JavaScript does not include bl acklisted

char act erwQ 20t1@2pr76cess proceeds to 708 to determ ne if PCSGexraesed
JavaScript includes one or nore blacklisted functions. The bl ackli sted
functions may be predeterm ned based ®n a study of rarely used JavaScri pt
functions, and may be configurabl e according to actual web page design
inside the server network. Sone exanples of the blacklisted functions may
be Stri nf tramsmidsmnGobiema irs e sithidas. marser, i ingjndiagdfosenampleyphishipgdframes ar e

rarely used i.n nogmal JavaScript u u e Rpkidgsat ed
JavaScri?i‘tte.m‘ilOdﬁ‘@ﬁ?ptt HEOBY agetqggsl?\]ggg%g,r Pdglfl)é | nghh%eéﬁgﬂedfoﬁ nor e

bl ackl i sg@@missidaistiige. Th ites Beihg chickedimia atryt ih diffiirgitteaibodioramtsn Froant i on

i ncl udes obfuscated _JavaScript a | f t.he. extracted JavaScrl{)tngoes not

. 7Q6.
i ncl ude W zabRYE deasdibed Rroseshsthe; digital commynicatiog tsneheckefl 130 19Tge
CO“”@" C@Jt%cﬁgnio? cfr6s§%it9fsc€}§f (9@8?f t Blisiy @@ﬁﬂésptan&tobﬁkgat?(ﬂ-wgirﬁﬂf Fheéing to
(6]

Figure 2, the processor 2 he network gateway device 204 nmy determ ne
i f the dordert ataycbendenideditinosuchne|wateso anawamizsi thes Perfamanses dpofitleembm e. g.

inthe formof cross-site scri XSO) L1 By S I fd - d MfLseat ed
JavaScri?ﬂ‘l?OdgrﬂF%tﬁi t?f& e Ay ,Va&(?éecf)nﬁg%g j%@aigcralpép?péac%ﬁcf gér;@%!rloss-si te request
forgery fQyus aaffitifoga better pordoralangy ocesses of Figures 4 to 7 as descri bed

above. If the processor 212 deterpines that the digital. ca ni caf i on
i ncl udes[094HEiguEs Gusha¥sads ‘g‘gﬂaﬁn ngf‘a,pmtcﬁ%s o@%@ﬂ@%l‘% ‘ﬁ%lé e an

acti g { GodbthflEdichRclbAANSHs Kb QB! (XTB). A1 U 0ROk S unifbislessbnge t he
transm ssion of malicious contents can prevent the malicious transm ssion

schema f looatosa®RLshdierextiasted Eomthe digitab gemmupisation A04r the ong &g maze
Therefore, a ossi bl r LIS iSO eamnialn be

cont ai ne@%ﬁac% %%Pdﬁ%f&%ﬁﬁé&%%%%E%C%g@f%%%%ﬁﬁg g%rocesgge? 212 may
send an edighrable White LigiciAPiSE6] itaf dethemided)ift atl least wneiof edtosonamerared processor
212 may al so send an ert to the server network.202. Th 212 may
bl ock t hEUDi ?rapcgloﬂﬁiu ﬁ?‘ifﬁisi ‘béf. SARE %4 i’ﬁ?&eaﬁx\{\%?} d “r’ﬁQfSa ir%r‘?g’rr‘r:gf}gﬁaz&g

redi ject AGRLY afe MahaWhite 8¢ 1 thg héxt @8me M@ opthedaRaRt Pdictoldy) adittesyft he

mal i ci ous transm ssion schema 5 found_ in the di‘gl%‘ﬁ all (o]0] ni catidolgl. The
mel i ci outhetertneied wrifosm rsaqvereelosalgrs KERT- B &y therBie ik 1hisgietegpned that
communi Cal! Bl INAmRHRAESERfrof be ofIRY.iRALKr PRES)4 0. PSS hbkihaRilahans to
hi nder the tTansm ssion of malicious contents i'n different enbodi ments.
100511 Thehedneaes Bortodl APyraddressraf yheoerte aymeorg extragted wiformaresgysrgdoeriers i bed

possi bl e ions in.different,. di F Sitalt QG or 212
may onl y(@ﬁﬁ) atg, ngt foppd {p, thewh %ﬁsﬁeﬁ%?’éﬁ?"‘é‘? i {*ﬁ@ﬁ%’ﬁ{% Jscomm%ﬁiggt i on
wi t hogit Rk BOss-ie gl 0e8S) @0 508 nBislar oschoiqued ¢dnchetused sliithya lgek st

mal i ci ous transm ssion schena foupd (p the. digital co ni cation,
Al t er nat Pi/kngwn pigligh hostdeags apd/or &a?‘i‘gﬁsﬁﬁf ’é‘ﬁteg‘? 8?? ‘YﬁBt%é of Eﬂ?‘ﬁ’l‘ &fF of the
digital gonmuRLEAldRpaddel@ck the digital communication at the same tine.
It is also possible for the processor 212 to send an alert to the recipient
of the difi46Higure 6 shows a flowchart 600 of a process for determining if the digital
communication includes invisible iframes. At 602, iframes are extracted from the digital
25  communication. At 604, it is determined if the extracted iframes are invisible iframes
based on one or more conditions. The conditions may include but are not limited to at
least one of a height or a width of the extracted iframe is smaller than a predetermined
threshold, the extracted iframe is directly set with hidden style, and the extracted iframe

is indirectly set with hidden style. If the one or more conditions are fulfilled, it is

30 determined that the digital communication includes invisible iframes at 606. If none of



15 conmuni cation, send an alert to the server network 202 and nodify the
mal i ci ous transm ssion schenma found in the digital comunication at the
same ti nmewol2o1ighers, the processor 212 may carry out di PCESER009®008d1 nat i ons
of actions in different enbodi ments to hinder the transm ssion of malicious
contents. 100521 If the processor 21X determ nes that the digital

comuni cation is free of malicious 20 transm ssion schema (i.e. if no

mal i ci ous transm ssion schema is found), the processor 212 may_proyi de the
digital thermditiost irerfulfdledhis iedetermined (that\tbe K12igh conmmunicatinne st fiee af’ gi tal
comuni cat. on ig_a@g}ﬁbe% spl ayed on the requestor nmachi nes of the external
net wor k "PY8™' 1#%8 e 8 shows a schematic diagramof a conputer system
800. | N @O4GIFiRareeThe@wientflowchhe T0Ot vbHrak pipatsswivy dbteringeng(f thradigitel

i npl enented as a coQnput er stemsigilar,to . 1he conputer system800. In
sone enbROEIREHREadion ¢ “‘i?éﬂk%ﬁatifg}*’é( PPk 2992 Qi‘)‘ﬁfgﬁ’g@ lﬁleétBa%% ’?cr’rrf)lﬁgerre nted as
modulses Gxe6 Wbt CUMUAL &is A¥RHRINES iftht aktrdcted! JaaSuRipp iichides paié em 800.

[ 0054] The®conput er system 800 may i nclude a CPU 852é§central pr.ocessi ng

unit), aordnereackiistet ghagsers. e blaskbistyd glaraciery msy bedstermised badsd M2 and/ or
col l ecti a d,ist, of, host n and I nternet Protocol addresses,

bl ackl i s{%'gd&'oéjl‘lﬁpg%fl%tressca SR st ed functions. WO o

2011/ 028[asRGTiHsGHA8led0Nn3acribt ifitledaseonsr wr 8ok nlgckiisted udberantsrse it han one

menory, such_as Random Acgcess Menory . , Read- nl v Menor,

Er asabl edeteriiedifainhe digda 9‘(§‘|‘F‘§}mﬁﬂ%‘r‘§)5§\%ﬂ§%ﬁwﬁ§;ﬁ%§ F'%ﬁg({?at)gtoéi 2r ei n
sonmeyPf LGB TR KESptalots HeEHcILhas bitiaistedThaatRrsa il R6Qgs prissecdsdo Goher
menories are used as worKki ng menories. The conputer %stef%goo 5Tgay

i ncl ude terdetampine/i6 thepxtragted dyvagenptcieclydestpngor ere dlsKs *htBrroRse 1856, The
net wor kn%)lnél&igt]ceg(iﬁncgl%gs %% R rgée%l'n%&d%% Sn ANsefit & ARy Q&ldWRLES&ips- havi ng
one or € requestor machines, and a server network e.g. having one or

nmor e Webfusetionsy md ridyebecamfigtmblesysirdimg 30 Gctnal ywebl page destgn igeide thel sevier 858, an

out put device such as a.displa .and.an..inp Vi keyboar d
864. All n"ctW%r?‘c osléﬂ'l?n‘é’fﬁ%pkﬁ% 8§ th% g18 %gg% ﬁ’é’ﬁ%?nslﬁlt% 33% h@@g)ﬁf}bﬁbtﬁ%@dg bnput er
syst 4N 80MeatdSuG) ARE bAkdr ARGt GONHMNrE adrélfdistd infna@mahlavhSeiptthut caighe a bus

860. [005511n some enbodi nents, the nmenory 854 nmay be configured to store
i nst r uct healy sesp imelfpegateddgvaScHPs ni ssi on of malicious contents. The

| nst ruct fghage WIeBxERAUTRASEp NIV Z0r Rl BRUBRIE GurRlioRg B a5 852 to

i ntercep a network gateway device of a 15 server network a digital
comuni cédterorindsiethatgths aligital communhisatéay ineludercebiscrted JayaScart ar 1941 e work, to

search the di gi Jég!fﬁscg‘?’g]ﬁuﬁgﬁl Ca LOMhal HlackiiBBY !fﬁﬁ&féﬁs,tiﬁ 309 eiined B4KeR t hat

can be uSHECE I'Cious transm ssion on al ecipient of the digital
commpi CaigitflitoaishnicatibR ksefredrof@bfuscmed YavaSanpeat 110e tr ansmi ssion of malicious

contents if a malicious transm ssion e is found. Th [ o sQr 852 may
send an Hl04PRefgring to F’&‘Tepﬁéﬁ? 1’6’1°‘°"°’tsf’iref ]2%80@5 PEYOrE SHRAY g%‘ﬁ?eo%&ﬁs?la%

Mal i Ci OUgerk @RS I RS HigRtalSERG R hitatioh Ghteles BhRalRiAB afGahisfibR s¢iynaad. gdnsend an
alert to the server network 202. The processor 852 nmay bl ock tEjg digital

communi céei ormidf caosyesite senptsCiynsrvisilp affamen obfisraed dURgAhe higgessor
852 may redifect hi dﬂ}/:%c%ﬁ{ aﬁmbscégstit'eofkﬁ{l&I AofiRl AWyt cHRJiRg NGt Pee. The
pr ocessol 852’ may nodify e malicious transm ssion sChena found in the
di gi p®l prcEese efFipaes 4 b as described above. If the processor 212 determines that the
digital communication includes a malicious transmission schema, the processor 212 may
take an action to hinder the transmission of malicious contents. Hindering the
transmission of malicious contents can prevent the malicious transmission schema from

downloading malicious contents from an external source. Therefore, any possible further

30  spread of malicious contents can be contained.



25 processor 852 may renove the malicious transm ssion schema fromthe
digital communication. The processor 852 may provide the digital

conmuni cavoaniitst7he external network if no malicious tPaEmSG2e®000818Cchema
is found. 100561l n sonme enbodi nents, nmenory 854 may be configured to store
instructions for determning if the dpgital conmunication includes
cross-site script. The instructions, 30 when executed by the CPU 852, may
cause the processor 852 to extract one or nore uniformresource |ocators
(URLs) f[0050]The prbicefisbal 1 2coayrsenid @atalegtrto thewgcipient peidik digital epramumgption.

2011/ 0281,76PCT/ S 9/ 000311 12 of, re extr {f | ocat ors
agai nst é‘q ?rgfe.ssecl‘:f?ggpf?@'c §%57n](18’§2al?{g5’ t%%tsgrrvﬁ’l‘aﬁééalg?yfaqz' ﬁég]g['&gﬁg g?Z a host
nanme andmanblotk eI digital RoMhRGRatiad dhesiiginf cimmuniostion mapberaditteted toedd uni f or m

resource |ocators are in the list, [0057]dlé$ one..enbodi nent s, rTErmry 854
may be césfruligurminersestheerooeator ai2 ey angddy Be MBligns KAREUTSIon 8o gi t al

conmugi ‘é%h(gg.zﬂmé‘ g@qﬁ&xﬁrﬂﬂr;ﬁdtiah?rﬁé hATBSus tHASmisBioh keteilaasy bavkafdvexecut ed

by the cause e processor 852 to extract iframes fromthe
di gi tal femtndigisli commuemchtion. et moerssns 212 mayecagsytquh othst ppssibihactions e

invisible. fra based on.one .or nore. G | . ne or nore

condi ti oﬁ‘?g‘“ﬁ{%}'ﬁﬁ@f’ﬂa’ém%f’fIé‘?lgmﬂ%stcof’|ernl‘tlst“gggte%éngtg 1L}'lbcé(iags%nf(%he of a height or a
wi dt h of [ObbﬂTﬁX?f@tﬁ&dad 211 madyecdrsy Sudteesr inbanofithtabpre desceibed pessitiler eshol d,
the extracted iframe is di,rectIH:y set Wl'i}{;l hi dden 1%yl e, gnd the ﬁé‘%ract ed

i frame isstipnyioditfereyt ephodiperys. Fop MRS hepropeeie] PP 6y SRS Heht s,
”E”D{d’ 8RAnLR St 6P tHel dIFa8 ot Mdh Widuk YIdkkiah $hd dibitélQbfintlinibatien i T t he

di gital comunication includes obfuscated JavaScript. The instructions,
when exeautvithopy mhdifidmg) $82malisipus dranemissionp sehteas dpumh ant gheedigigkt 15

JavaScript fromthe,digit I i ) i
extracte nﬁ'ﬁ%&%’rof’pf\ﬂ%%%‘%ill% glgen]g?%sgogtsjtlgg%af%ﬁd %ﬁgfégtrtglinll{ggrlgamegtcil I eét ed
char act edigit@dndnoneiekionané bidckaké digitaldconunartitaion. at thd $@EOfime. bnealso
enmbodi nent,_t he network gate devige 20? of the server nfettﬁ/\é)r K iga92 may
oper at e Possiler e &b PEOREPSSF | olf 1D WY b RIBL RIS IR e al o Hiddes

nanely 20, Rh&EYERlonORelPdR A 1618he Giivannemdek 20006d1nbaify &hd nsdiicivss a
schemati c diagram of a system 900 having one or nore network gate

devi ces @smisianatcherga ifeundria vemdigtal GegHaunigation 3§ the same g dn sperd ?lg or
more net V\r%gekss&ai 1B gﬁ%é’ &ﬁsdll%g'g t%ﬁ%ﬁﬁtiﬁ%@f SfohOirfdifitfhLEmbsdimertk 202
nore vXe e I8)2.

havi ng ofe ot rvers e one or nore network gateway devices
204 may &l Hinddd ¢heAansmispion df malicinussmatentsser ver 904, a network tine protocol

(NTP) serVv 6 and an m ni stration consol e ot gl ion

consol e 519551#2@*6 185008%*851’-@23“%‘%”%"3%%%%% & lé?ﬁ\?glrmggi’cag;r%%t ergr{e @A/%io%gti e

pr ot 90l 1hNFRIsicheschema 308 if hd nleicrshadiniesion stHemaaid fomidyf thatpromrsoonsol e

908 of the system 900 may approve, authorjzed URi_s to a&% gq@r% red

uni nt ent 2Gheky prodds thg dgital comaupisates tb?\ exjemal ngtwogk 206. Qreste

adverti Sﬁi@ﬁ&lt SotutifeRion may be displayed on the requestor machines of the external
network 206.

[0053]Figure 8 shows a schematic diagram of a computer system 800. In some
25 embodiments, the network gateway device 204 may be implemented as a computer

system similar to the computer system 800. In some embodiments, the network gateway

device 204 may also be implemented as modules executing on a computer system similar

to the computer system 800.

[0054] The computer system 800 may include a CPU 852 (central processing unit), and a
30 memory 854. The memory 854 may be used for storing and/or collecting a list of host

names and Internet Protocol addresses, blacklisted characters and blacklisted functions.



30statistics services) which are required for normal functioning of web
sites. WD 2011/028176PCT/ SG2009/ 000311 13 [00611 The one or nore network
gat eway d&0i208902804 nmay be further coupled to an existi rgTiSGees®né31910. The
one or nore network gateway devices 204 may work together with the existing
firewall 910 for preventing transm sdilon of malicious contents. The
existing firewall 910 may include but are not limted to intrusion
detection system (1DS), i ntrusi on prevention syst em (1 PS) and web

appl i cat Tlmmemmrye%él thay( Mu)ie mprgthag joge megrory, gty RamomAgcepeMeBRY ed t o

t he Inte 9 2 n e t f | 910
and the é%d {)n%%\??bgﬁh 4tE§n’aas§$IE Plf b| nagéllg%agcgﬁ |%ﬁ%evi ce.
(00621 | EPROM) Mamedick,oc. maltheclntsbme@xﬁeha)menmnes et wsed Ifoxgmmm@atdend ces 204
may take an 10§H§t|on to hinder the transm ssian clf mal |ct| ous. co b(fnts if a
el i ci oudOETAmEAA Sdich MTOREH AT Used A%, HGTking,memqres, 1 he SPmPHISE §sto g eway
devi oes &%H{Eﬁiﬁe%ﬁﬂﬁmﬁf&u&;‘uﬂﬂo} @evidtesut R Gk BirRRYorR finteHced 56 Tt ne@vorNi cat i on
if a maliclous transm ssion schema is found. The one or_ nore network

gat eway ld@vfae@s‘&SQOnamby usbd 4o aspRss A7 ertemal pefwoRe ede ARINE eNBR 9502, The
one or npre etvvo a I t he 15
adm ni strrg?eis M rg%cnsg L@W’g&e&%h%ﬁ@r%%m@;?ﬁmgeo?gnoﬁ%grgﬁgﬁgagée@I (gléés 204 may
bl ock t hesnfutirtsgbtenBO0LMaCalbd arhide acloel 858, anututdsyics sichrasscdieptay i s

found. The one qr re net rk te devi ces 204 e digital
communi c3f? 8 apdnppt %‘f‘%ﬁff‘{c r]f?ﬂ’dmﬁ%“ alhtg B%Bpod?nrsrx%%zegké \%%&kéﬁat evay
devi fips 6% sBMYof TRSEdipult & y$tBini 300 QS cdnhadtedThrsBd it betilg Withiicdh othet he
digital conmunication. The one or nore network 20 gateway devices 204 may
renove t'theoqghlallm%% transmi ssi on schema fromthe digital conmmunication.
The one tighd ot

comruni c %?ﬁ%}e éér'flg@%iq eHB r{ﬁ%%e%m%ig%egy%?{gﬁmﬁ&t he digital
comuni cpx’evm)]g itfansroissieh iof |nm]usums anstits STl insthesions,i whenoereduted dyeBs Fi gur e

10 shows sghemati c d| ram of stem 1000 hayin way 25
devi ce zﬁﬁU gér I 3% gé‘f%cc?ﬁof)%s% ALERCRPY qe g‘ytvsvf) n‘?af%g%}m ‘}fhceeggéng or nore
net wpy Kk gade Wetivorle ¥ dipetaPétiniggicdi®n beinglsest fiom &esetvhcheumtldtoansp&mapor t

1002. The switch with the sagan port 100? Xgﬁ; coupled to a seryer network
202 havi rR§Verke @ peasgly de digital spmapgicgipon 1offaMajF1pRs,r SPWSE"r'?eSCQT)‘%YlB rt 1002
may be ngﬁmque&f?) c%ﬂ eeﬁ(fnﬁﬁél&gs tfdnkRY&Hoh of hdecipreft SPthS il dolnfi@latio® 10 may

i ncl ude t are not | mted to intrusion detection 30 system (1 DS),

i nt r usi omdteetalaancetioy $o dinder K transehissisn efopialieigns gomerts e MALicoWAF) . The

exi sti ngﬁ%llgshg%,\s%’él schaa 1B uRe THS BR)lcgs(th §)52trggy LA eh ARk Bt rebipienPOEthe

enbodi e
20 digital communication if a malicious transmission schema is found. The processor 852

may also send an alert to the server network 202. The processor 852 may block the digital
communication if a malicious transmission schema is found. The processor 852 may
redirect the digital communication to a default wamning page. The processor 852 may
modify the malicious transmission schema found in the digital communication. The
25 processor 852 may remove the malicious transmission schema from the digital
communication. The processor 852 may provide the digital communication to the
external network if no malicious transmission schema is found.
[0056]In some embodiments, memory 854 may be configured to store instructions for
determining if the digital communication includes cross-site script. The instructions,
30 when executed by the CPU 852, may cause the processor 852 to extract one or more

uniform resource locators (URLs) from the digital communication, and to check the one



WD 2011/ 028176PCT/ SG2009/ 000311 14 functions of the network gateway device
204 and the firewall 910 nay be conbined into a single device. [0064] The
net wor k gaiDewsyo286i ce 204 may al so be coupled to an eneCl/S&20098003904, a
network time protocol (NTP) server 906 and an adm ni stration consol e 908.
The 5 adm nistration console 908 may1pe coupled to the email server 904 and
the network tine protocol (NTP) server 906. In one enbodi nent, the

admi ni stration console 908 of the system 900 may approve authorized URLS to
a\d/0| d any mofentxrictednaiifdrmotdepurge décakdralegaing # disei ghﬁ DrIcessPe 892 mayiks to
advertis rrents b stat S_seryvi [ or nal
Funct i orfHEmBE b RE o ohtrh 3aE it iR highioh B BicP alfE il oBE o)

gat enay rﬂ&féleﬁﬁa&&ﬂmﬁﬁm&_egwmano@kc&ﬁ breti@thelt.r eci p| ent of the digital
communi cation if a nalicious transnission schema i,s found. The onfe or nore
e

net wor k 83 Bimgorer: ombedimspis, mgiposy St mayPeasP 10 ST ASEUFRANS 1Rt wor k
202. sThe dPifhiihe TPUR &gﬁw&&mﬁmx iHavaGenviMe Mimea! T8e SA¥ithcAshsal ert to

t he adm n| stratT on con However, in the detection node, t he network
gat eway lieani exect&l Eﬁﬂaerﬁw 852, odyowkse the pmcg$spaf55?ct§’rﬁﬁm¢tdﬁﬁmé‘h fromiike i gi tal

comuni cat. may sti.ll row de I t he
reci pie ‘6"{? H‘@Y‘H‘ﬂcﬁ 1o m’ce‘,ioﬁ"(r’rrg FEaTs %n de E‘%"é“g"; %geargﬁ%)ﬁ%@%elﬁtg?g%f t he
i nvent i agasbBYE o€ on nfoad torditicas) Yhs bawor aotk ctalitidnd esyvintlode btearemoe t 0

speC|f|c enbodi nents, it _should be understood b killed th
t hat varlimited tonafrlgess opg, of 3rheight 9T daV ‘1} %tﬁ%é{’%ﬁ%? %rﬁal%rtt' n the art

depayfd | (?Jté}mlﬁéa hSIR) fhtex@Rdled SRRt f d1¥é&ﬁy isBw @itk inled $tylle fanAaEe by t he
appended clal ns. The scope of the invention is thus indicated by the

appendedexcdaaedrsfrmnjlsaidlree'thiamésth\/lmti?n sdgre within the meaning and range of
equi val e[%8¥8]?f scgrrrllee ech)g(!hmen%r SleHZ&%? %EAP rrrﬁlyI gy &ﬂﬁii%grehcb Rfor€ TNAEEShs for

determining if the digital communication includes obfuscated JavaScript. The

instructions, when executed by the CPU 852, may cause the processor 852 to extract
15  JavaScript from the digital communication, and to determine if the extracted JavaScript
comprises at least one of one or more blacklisted characters and one or more blacklisted
functions.
[0059]In one embodiment, the network gatéway device 204 of the server network 202
may operate in different operation modes, for example two operation modes namely
20 prevention mode and detection mode.
[0060]Figure 9 shows a schematic diagram of a system 900 having one or more network
gateway devices 204 operating in prevention mode. In the system 900, the one or more
network gateway devices 204 may be coupled to a server network 202 having one or
more web servers 902. The one or more network gateway devices 204 may also be
25 coupled to an email server 904, a network time protocol (NTP) server 906 and an
administration console 908. The administration console 908 may be coupled to the email
server 904 and the network time protocol (NTP) server 906. In one embodiment, the
administration console 908 of the system 900 may approve authorized URLs to avoid any
unintentional blocking of links to foreign URLs: (e.g. links to advertisements or web

30 statistics services) which are required for normal functioning of web sites.



WO 2011/ 028176PCT/ SG2009/ 000311 15 C ainms Wiat is clainmed is: 51. A nethod
for preventing transm ssion of malicious contents, the method conprising:

i nt er ceptwogoato2gi7aet wor k gat eway device of a server netrewsk2emgit al
comuni cati on being sent fromthe server network to an external network;
searching the digital comunication fldr a malicious transm ssion schenma
that can 10 be used to cause a malicious transm ssion on a recipient of the
di gital conmunication; and taking an action to hinder the transm ssion of
mal i ci ou906dFhenns or fmeremedtwerkogatewayanevti¢es sA0dnmay thenfiirther eipidl t0130 2. The

Tecnosoh R 175 oL D T GO SADTELES] 204 by R RgERT rom o
20wher ei Witk g eigtirdgafires@lnaid fatprerntogmhseissian ef amalivioue cofteatsgiTheip
8228'0? t Icqr)](gqti;fg ﬁ\_%g?gf)gﬂ)er%éy ienr;:rﬁidle %u? a?rg nlotn I?Iguéwcl to%t?’tsls?&egétec%onEgﬁemfﬁgg of any
5 intrusion prevention system (IPS) and web applications firewall (WAF). The existing
firewall 910 may be coupled to the Internet 912. In some embodiments, the functions of
the firewall 910 and the network gateway devices 204 may be combined into a single
device.
[0062]In the prevention mode, the one or more net\:vork gateway devices 204 may take an
10 action to hinder the transmission of malicious contents if a malicious transmission
schema is found. The one or more network gateway devices 204 may send an alert to the
recipient of the digital communication if a malicious transmission schema is found. The
one or more network gateway devices 204 may also send an alert to the server network
202. The one or more network gateway devices 204 may also send an alert to the
15  administration console 908. The one or more network gateway devices 204 may block the
digital communication if a malicious transmission schema is found. The one or more
network gateway devices 204 may redirect the digital communication to a default
warning page. The one or more network gateway devices 204 may modify the malicious
transmission schema found in the digital communication. The one or more network
20 gateway devices 204 may remove the malicious transmission schema from the digital
communication. The one or more network gateway devices 204 may provide the digital
communication to the external network (e.g. the recipient of the digital communication) if
no malicious transmission schema is found.
[0063]Figure 10 shows a schematic diagram of a system 1000 having a network gateway
25  device 204 operating in detection mode. In the system 1000, the one or more network
gateway device 204 may be coupled to a switch with a span port 1002. The switch with
the span port 1002 may be coupled to a server network 202 having one or more web
servers 902. The switch with the span port 1002 may be coupled to an existing firewall
910. The existing firewall 910 may include but are not limited to intrusion detection
30 system (IDS), intrusion prevention system (IPS) and web applications firewall (WAF).
The existing firewall 910 may be coupled to the Internet 912. In some embodiments, the



wherein the malicious transm ssion schema is injected into the digital 25
comuni cation in a formof one or nore of a group consisting of cross-site
scri pt, iweisitn2e176f ranmes, obfuscated JavaScript, phi shipog/sichemmessit
external JavaScript and cross- site request forgery. 5. The nmethod of any
one of claims 1 to 4, 30wherein sear¢hing the digital communication for a
mal i ci ous transm ssion schenma conprises one or nore of a group consisting
of : WO 2011/ 028176PCT/ SG2009/ 000311 16 determining if the digita

conmuni cahdtions obthemietresk griewsy deviee 34 st the disevealh? 1 may be corleingl] HiQ al
connun!catléndco rises invisible iframes; determning if the digita
comuni AR pri ses obfuscated JavaScript; determining if the digita

ggmgl g[egémh@ REGMOHS Bate iy ﬂékiidftng(i)cf magaisp Hedeupteditniangmdl seher 904 4 al
ication conprises external JavaScript; determning i | gi tal
comuni ceetverk Hmgppotsel éNbrg%-sgﬁvf’é%quﬂgsta“f Jstratign OI?ePﬁgdﬁﬁ‘fgl c?ai m

5 5 z{dmini\é@aﬁ{o%i A%Bglﬁé 66473}, B chipléd '@ tHE Binhif ker600ANNA Ahd AAWEKIERAE SES
Cross-site scri pt conpri ses: extractl ng one or nore uni f orm resource

| ocat or sprbtoosh @NEP)diegyier &06.clmnenenérabadiroent, thepdministration console 908 of the
system 900 may approve authorized URLSs to avoid any unintentional blocking of links to

foreign URLs (e.g. links to advertisements or web statistics services) which are required
for normal functioning of web sites.

10  [0065]In the detection mode, the network gateway device 204 may send an alert to the
recipient of the digital communication if a malicious transmission schema is found. The
one or more network gateway devices 204 may also send an alert to the server network
202. The one or more network gateway devices 204 may also send an alert to the
administration console 908. However, in the detection mode, the network gateway device

15 204 may not block the digital communication. The digital communication may still be
provided to the external network (e.g. the recipient"of the digital communication).

[0066] While embodiments of the invention have been particularly shown and described
with reference to specific embodiments, it should be understood by those skilled in the art
that various changes in form and detail may be made therein without departing from the

20  spirit and scope of the invention as defined by the appended claims. The scope of the
invention is thus indicated by the appended claims-and all changes which come within the

meaning and range of equivalency of the claims are therefore intended to be embraced.



checking the one or nore extracted uniformresource |ocators against a
list. 15 7. The nethod of claim®6, wher ei n checking the one or nore
ext ract edwonvfwngsesour ce | ocators against the |ist cowprissesigedsar m ni ng
if at |least one of a host nanme and an Internet Protocol address of the one
or nore extracted uniformresource Iqsators is in the list. 20 8. The net hod

of any one of clainms 5 to 7, wherein determning if the digital
comuni cation conprises invisible ifranes conprises: extracting ifranes
fromtheCcigstal conmunication; and determning if the extracted

iframes are invisible iframes based on one or nore 25conditions. 9.The
met hod of claim8, wherein the one or nore conditions conprises one or nore

of a growRaCioRRimdd 89 of : 30at |east one of a height or a width of the
extracted I1frane is snmaller than a predeterm ned threshold; WO
2011/ 028176PCT/ SG2009/ 000311 17 the extracted ifrane is dlrectly set with

hi ddep st yle: s andaber&X bkl hihdiBsiod JmealiEhhd YeoRhtstithb Abelsgn Styl e.

t any on alns to 9, bwherein deternlnlng if the
dlgltal emfiprisivigcat i on conpri ses obfuscated JavaScri pt conpri ses:

intercepting at a network gateway device of a server network a digital
communication being sent from the server network to an external network;

searching the digital communication for a malicious transmission schema that can

10  be used to cause a malicious transmission on a recipient of the digital communication;

and

taking an action to hinder the transmission of malicious contents if a malicious

transmission schema is found.

15 2. The method of claim 1,

wherein the malicious transmission is transmitted from a source outside the server

network.

3. The method of claims 1 or 2,
20 wherein the digital communication comprises one or more of a group consisting

of web pages, emails and instant messages.

4, The method of any one of claims 1 to 3,
wherein the malicious transmission schema is injected into the digital
75  communication in a form of one or more of a group consisting of cross-site script,
invisible iframes, obfuscated JavaScript, phishing iframes, external JavaScript and cross-

site request forgery.

5. The method of any one of claims 1 to 4,
30 wherein searching the digital communication for a malicious transmission schema

comprises one or more of a group consisting of:



extracting JavaScript fromthe digital communication; and determ ni ng
if the extracted JavaScript conprises at |east one of one or nore

bl ackl i stw0 20hianscrber s and one or nore bl acklisted functcoss20d®odsit The
nmet hod of any one of claims 1 to 10, wherein taking an action to

hi nder the transm ssion of maliciousléontents conprises sending an alert to
at least one of the recipient of the digital conmunication and the server
network. 15 12. The nethod of any one of claims 1 to 11, wher ei n

t aki ng an actdetsrmininghif theatigitah commanpispionsiogprises FassTP §¢iPcont ent s conpri ses

bl acking the djaital VA 1nl.a‘f@(T)rin?lﬁnicgtg’o]r@com?isg@hp@ﬁlé)iffr e:?;i m 12,
P 0rGi 1a

wher ei n bl ockT ! communi cat1 onconpri ses redirecting the
di gi tal conmasieedininif tie digickd tammimiscation cogppiaepobfdstated havalatiptod of any one

of plairrs 1 to 13, .25wherein. taking an action tq.hi.nder the transm ssion of
mal i ci ous corfielRmEIn rﬁ%‘&%cﬂ’ﬁﬂ’i“g&?i’?@’ctoﬁﬁ”ﬁﬁﬁ lﬁﬁq‘b‘tﬁs&?fn&?ﬁsm ssi on schema
foung in the gignfidlo i HEBIEE 8bhRRinicdfon cOMpri¥ey sl TawdSaiips; 14, 30wher ei n

nmodi fying the malicious transm ssion schema conprises removing the
mal i ci ous t r aletsmnindigif thecdigiteh compwnicpiEoTROFIPrises Eossnifs repetdarsery.

6. The method of claim 5,
wherein determining if the digital communication comprises cross-site script
10  comprises:
extracting one or more uniform resource locators from the digital communication;

and

checking the one or more extracted uniform resource locators against a list.

15 7. The method of claim 6,
wherein checking the one or more extracted uniform resource locators against the
list comprises determining if at least one of a host name and an Internet Protocol address

of the one or more extracted uniform resource locators is in the list.

20 8. The method of any one of claims 5 to 7,
wherein determining if the digital communication comprises invisible iframes
comprises:
extracting iframes from the digital communication; and

determining if the extracted iframes are invisible iframes based on one or more

25  conditions.

9. The method of claim 8,
wherein the one or more conditions comprises one or more of a group consisting
of:

30 at least one of a height or a width of the extracted iframe is smaller than a

predetermined threshold;



WD 2011/ 028176PCT/ SG2009/ 000311 18 16. The nethod of any one of clains 1 to
15, further conprising providing the digital comunication to the external
net wor k iworze1wmeRizei ous transmi ssion schema is found. S5SPLTisGAmysetsem for
preventing transm ssion of malicious contents, the system conprising:

a network gateway device of a serverlhetwork that intercepts a digital
communi cation being sent fromthe server network to an external network,
the network 10 gateway device conprising: a network connection to the
serveL nﬁtvv(d)rtkemcmdéﬁmqiérdirmﬂmmhlh}dd&nﬁtb’&éé%or configured to:

search the digital comuunicati. f | Gl transm ssi on sch

can be used ttge?%gggﬁ%ﬂséédéﬁgﬂ ?egr@n}%qgéﬂieglﬁwgi a recipient 150f e'[rﬁet hat
dlg!tal connunicatipp; andltake an action to hinder the transm ssion of

mal i cious contents if a malicjqus transm ssion schema is found. 18. The
syst em of0- c| dihemethodef gy Pag @ﬂgmééP er network conprises one or nore web

servars. 19. Jhe.isyatemifingClifti 8 &ikidl cbBamwhiedidhn cofprisvst ebfimtatetet wor k
conpri ses one or nore requestor machines. 25 20. The system of any one of
cl ai ns 1Jav4SsripOcomprises:

extracting JavaScript from the digital communication; and
determining if the extracted JavaScript comprises at least one of one or more

blacklisted characters and one or more blacklisted functions.

10
11. The method of any one of claims 1 to 10,
wherein taking an action to hinder the transmission of malicious contents
comprises sending an alert to at least one of the recipient of the digital communication
and the server network.
15

12. The method of any one of claims 1 to 11,
wherein taking an action to hinder the transmission of malicious contents

comprises blocking the digital communication.

20 13. The method of claim 12,

wherein blocking the digital communication comprises redirecting the digital

communication to a default warning page.

14. The method of any one of claims 1 to 13,
25 wherein taking an action to hinder the transmission of malicious contents
comprises modifying the malicious transmission schema found in the digital

communication.

15. The method of claim 14,
30 wherein modifying the malicious transmission schema comprises removing the

malicious transmission schema from the digital communication.



wherein the digital communication conprises one or nore of a group

consi sting of web pages, emails and instant nessages. 21. The system of any
one of clwoms11l2st76 20, 30wherein the nalicious transm eErGG2e0NeErEAL I S
injected into the digital comunication in a formof one or nmore of a group
consisting of cross-site script, W018011/028176PCT/SG2009/000311 19

I nvisible iframes, obfuscated JavaScript, phishing ifranmes, external
JavaScri pt and cross-site request forgery. 22. The system of claim 21,
5wherein the processor is configured to determine if the digital

comruni cati on..co i Ses Ccross+sjite ript; and wherein the processor is
confi gur to.hee‘Rn?tFl%%? BRyPng of Fapms iﬁ’l 1fsgrm resour ce Iocatorg (URLs) from
the digital  cRARMUoRpHsPE préviding G digikal cbanunization tothe eevetnabodtedrkufii f or m
resource |ocators against a list, 23. The systemof claim 22, wherein
t he proc@%@é’rlmp‘és%ﬁwsgﬁﬂé@%@&“@@m ne if at |least one of a host nane and
an Iq;ernet Prot ocol address of the one or nore extracted uni formresource

| ocators is in 15the |ist.
17. A system for preventing transmission of malicious contents, the system

comprising:
a network gateway device of a server network that intercepts a digital
communication being sent from the server network to an external network, the network
10  gateway device comprising:
a network connection to the server rietwork and the external network;
a processor configured to:
search the digital communication for a malicious transmission
schema that can be used to cause a malicious transmission on a recipient

15 of the digital communication; and

take an action to hinder the transmission of malicious contents if a

malicious transmission schema is found.

18. The system of claim 17,

20 wherein the server network comprises one or more web servers.

19. The system of claims 17 or 18,

wherein the external network comprises one or more requestor machines.

25 20. The system of any one of claims 17 to 19,

wherein the digital communication comprises one or more of a group consisting

of web pages, emails and instant messages.

21.  The system of any one of claims 17 to 20,
30 wherein the malicious transmission schema is injected into the digital

communication in a form of one or more of a group consisting of cross-site script,



24. The systemof any one of clains 21 to 23, wherein the processor is
configured to determne if the digital comunication conprises invisible
i frames; wodoPdekesei n the processor is configured to: exwsaeoosiohesames from
the digital comunication; and deternmine if the extracted ifranes are
invisible iframes based on one or noi@ conditions. 25 25.The system of
claim 24, wherein the one or nore conditions conprises one or nore of a
group consisting of: at |east one of a height or a width of the extracted
J fr ame iisvisibi ifrelrt]lest, lohfuseatert ayeSwinti phithingifamies| o terma M Sesintr e CBFS1 f rane i s
irectly.set with hidden style; and the extracted iframe is indirectly set
with hi cfb‘&ﬁeqé"r’i}lf%'.geryv\a 2011/ 028176PCT/ SG2009/ 000311 20 26. The system gf any
one of clainms 21 to 25, wherein the processor is configured to

determne if the digital. conmunication conprises obfuscated JavaScript; and
Swher ei 22 he Thesyee86f clan ebnf i gured t o: Ph

5 wherein the processor is configured to determine if the digital communication
comprises cross-site script; and
wherein the processor is configured to:
extract one or more uniform resource locators (URLs) from the digital
communication; and

10 check the one or more extracted uniform resource locators against a list.

23.  The system of claim 22, »
wherein the processor is configured to determine if at least one of a host name and

an Internet Protocol address of the one or more extracted uniform resource locators is in

15  the list.

24.  The system of any one of claims 21 to 23,
wherein the processor is configured to determine if the digital communication
comprises invisible iframes; and
20 wherein the processor is configured to:
extract iframes from the digital communication; and
determine if the extracted iframes are invisible iframes based on one or

more conditions.

25 25.  The system of claim 24,

wherein the one or more conditions comprises one or more of a group consisting

of:
at least one of a height or a width of the extracted iframe is smaller than a
predetermined threshold;
30 the extracted iframe is directly set with hidden style; and

the extracted iframe is indirectly set with hidden style.



extract JavaScript fromthe digital conmunication; and determne if
the extracted JavaScript conprises at | east one of one or nore blacklisted
char act erwoand/msgeor nore bl acklisted functions. 10 27PThsGymwtoersiof any
one of clainms 17 to 26, wherein the processor is configured to send
an alert to at |east one of the recipoent of the digital comrunication and
the server network if a malicious transm ssion schema is found. 15 28. The
system of any one of clains 17 to 27, wherein the processor is
configured to block the digital conmunication if a malicious transm ssion
schema is foupd. 29. The s ster .Of 2?'&?55“ 28, 20wherein the processor is
confi gureld t o FeSAPFRQ APRRUGHISTHER “Cohffiini cation to a default warning page.
30. The syst eph@éinahy pestRssof i€ taififarci7tot detéhine if the digital wosmeinivatioe
processor is configured to nodify the malicious transm ssion schema 25
found i ncompsises ehfnsepted JavatATRa#M%n. 31. The system of clai m 30,

wherej n the pLRCeSSIR nroSesS@e tditiErédli® renmove the malicious transm ssion
schefrga from P&e %’lﬁgﬁ%l ebsom'runi cagtﬁi on. 30 32. The system of any one of

claims 17 to 31, eXfract JavaSatiptfe¢m therdigitnl comawsication; @t i gured to provide
the digital Comnrfk?c?aﬁtglli:g:gahxo.e&ggctee&( Jtaglﬁ}:?fpt Q&{xﬂ\&?sreg at Tad? Snd'BY drfe' o Wiore

transm ssi on sche
blacklisted characters and one or more blacklisted functions.

10 27.  The system of any one of claims 17 to 26,
wherein the processor is configured to send an alert to at least one of the recipient
of the digital communication and the server network if a malicious transmission schema

is found.

15 28. The system of any one of claims 17 to 27,
wherein the processor is configured to block the digital communication if a

malicious transmission schema is found.

29. The system of claim 28,

20 wherein the processor is configured to redirect the digital communication to a

default warning page.

30. The system of any one of claims 17 to 29,

wherein the processor is configured to modify the malicious transmission schema

25  found in the digital communication.

31.  The system of claim 30,

wherein the processor is configured to remove the malicious transmission schema
from the digital communication.

30
32.  The system of any one of claims 17 to 31,
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wherein the processor is configured to provide the digital communication to the

external network if no malicious transmission schema is found.



