TITLE OF THE INVENTION
INFORMATION PROCESSING APPARATUS, MONITORING SYSTEM,
METHOD, AND NON-TRANSITORY COMPUTER-READABLE STORAGE
MEDIUM

BACKGROUND OF THE INVENTION
Field of the Invention
[0001] The invention relates to an information processing apparatus, a
monitoring system, a method, and a non-transitory computer-readable storage

medium.

Description of the Related Art

[0002] To grasp the state of a user who visits a facility, there is proposed a
system that uses image authentication (see Japanese Patent Laid-Open Nos. 2006-
99486 and 2015-232791).

[0003] However, for example, there has been proposed no technique of
monitoring persons by actually observing persons and visitors in a facility while
ostensibly simulating business to obtain confidential information in a shared area

such as a waiting area of a laboratory where arbitrary persons are allowed to stay.

SUMMARY OF THE INVENTION
[0004] The invention provides a technique for specifying a person who
unnecessarily stays in a shared area for a long time and making a notification.
[0005] One aspect of embodiments of the invention relates to an information
processing apparatus comprising, a calculation unit configured to calculate, for
each of persons who stay in a first area included in a processing target image

obtained by capturing the first area, a stay duration in which the person stays in
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the first area, a specifying unit configured to specify, among the staying persons, a
first person whose stay duration exceeds a predetermined duration, and an output
unit configured to output a notification about the first person specified by the
specifying unit, wherein the calculation unit calculates, as the stay duration, a first
stay duration after each person exits, to the first area, from a second area different
from the first area.

[0006] Further features of the invention will become apparent from the
following description of exemplary embodiments (with reference to the attached

drawings).

BRIEF DESCRIPTION OF THE DRAWINGS
[0007] Fig. 1 is a block diagram showing an example of the arrangement of a
monitoring system 10 according to an embodiment of the invention;
[0008] Fig. 2A is a view showing an example of a monitoring target zone to
which the embodiment of the invention is applicable;
[0009] Fig. 2B is a block diagram showing an example of the hardware
arrangement of an information processing apparatus 200 according to the
embodiment of the invention;
[0010] Fig. 3A is a table showing an example of the data structure of a visitor
database 310 in a database apparatus 300 according to the embodiment of the
invention;
[0011] Fig. 3B is a table showing an example of the data structure of a time
information database 320 in the database apparatus 300 according to the
embodiment of the invention;
[0012] Fig. 3C is a table showing an example of the data structure of an image
database 330 in the database apparatus 300 according to the embodiment of the

invention;



[0013] Fig. 3D is a table showing an example of the data structure of a
suspicious person database 340 in the database apparatus 300 according to the
embodiment of the invention;

[0014] Fig. 4A is a flowchart illustrating an example of processing executed by a
network camera 100 in the monitoring system 10 according to the embodiment of
the invention;

[0015] Fig. 4B is a view showing an example of the data structure of a detected
person information according to the embodiment of the invention;

[0016] Fig. 5 is a flowchart illustrating an example of processing executed by
the information processing apparatus 200 in the monitoring system 10 according
to the embodiment of the invention;

[0017] Fig. 6A and Fig. 6B are flowcharts illustrating an example of
authentication processing executed by the information processing apparatus 200
in the monitoring system 10 according to the embodiment of the invention;

[0018] Fig. 7 is a flowchart illustrating an example of processing for displaying
information indicating a suspicious person on an information display device 500,
that is executed by the information processing apparatus 200 in the monitoring
system 10 according to the embodiment of the invention;

[0019] Fig. 8Ais a view showing an example of a screen displayed on the
information display device 500 according to the embodiment of the invention; and
[0020] Fig. 8B is a view showing another example of the screen displayed on the

information display device 500 according to the embodiment of the invention.

DESCRIPTION OF THE EMBODIMENTS
[0021] An embodiment of the invention will be described below with reference
to the accompanying drawings. Note that arrangements to be described in the

following embodiment are merely examples, and the invention is not limited to
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the illustrated arrangements.

[0022] Fig. 1 is a block diagram showing an example of the arrangement of a
monitoring system 10 according to the embodiment of the invention. The
monitoring system 10 is formed by a network camera 100, an information
processing apparatus 200, a database apparatus 300, a reception terminal 400, and
an information display device 500, all of which are interconnected by a LAN 600
as a network line. The constituent elements of the monitoring system 10 shown
in Fig. 1 are merely examples, and other constituent elements may be added.
Each constituent element will be described below.

[0023] The network camera 100 can be configured to include an image sensor
unit 101, a development processing unit 102, an encoding unit 103, a person
detection processing unit 104, and a LAN interface (I/F) unit 105. The image
sensor unit 101 includes an imaging element such as a CMOS element that
photoelectrically converts an optical image formed on an imaging plane and
outputs an analog image signal, and an A/D converter that converts an analog
image signal into a digital image signal. The development processing unit 102
executes predetermined development processing for the digital image signal
output from the image sensor unit 101. The development processing can include,
for example, DeBayer processing, white balance processing, tone conversion
processing, edge enhancement correction processing, flaw correction, noise
removal, enlargement/reduction processing, and color conversion to the YCbCr
format.

[0024] The encoding unit 103 compresses/encodes the digital image signal
output from the development processing unit 102 to generate image data for
distribution to be provided to the information processing apparatus 200. The
generated image data includes the identification information (camera ID) of the

network camera 100, information (position information) of an installation place,
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and shooting time information. The encoding unit 103 also sets a frame rate at
the time of generation of image data. An image compression method for
distribution can comply with a standard such as H.264, H.265, MPEG, or JPEG.
Image data in an arbitrary format including the MP4 or AVI format may be
generated.

[0025] The person detection processing unit 104 detects information about a
person included in the digital image output from the development processing unit
102 by analyzing the digital image. Person information to be detected includes
image data of, for example, the face, the upper body, the lower body, the whole
body, the appearance from behind, or the like. The image data may be image
data obtained by extracting, from a captured image, a region including a person.
If a region is extracted, coordinate information in a captured image of the region is
attached to the image data. The person information need not be the image data,
and may be a feature amount obtained from the image based on predetermined
calculation or may include both image data and a feature amount. If the person
information includes image data, the image data undergoes the same
compression/encoding processing as that executed by the encoding unit 103, and
includes JPEG image data in the case of, for example, a still image. The
detected person information and its coordinate information in the captured image
are provided to the information processing apparatus 200 together with the camera
ID of the network camera 100 that has shot the person, position information,
shooting time information, and the like. The generated information will be
referred to as "person detection information" hereinafter.

[0026] The person detection processing unit 104 may be included in an external
apparatus, for example, the information processing apparatus 200, instead of
being included in the network camera 100. In this case, the information

processing apparatus 200 may execute some or all of the functions executed by



the person detection processing unit 104, and the network camera 100 may
execute the remaining functions.

[0027] The LAN I/F unit 105 serves as a communication interface for
transmitting, to the information processing apparatus 200 via the LAN 600, the
image data output from the encoding unit 103 or the person detection information
generated by the person detection processing unit 104. The LAN I/F unit 105
adjusts data exchange with a communication partner using, for example, a
network file system such as NFS or CIFS or a network communication protocol
such as UDP or TCP.

[0028] Next, the arrangement of the information processing apparatus 200 will
be described. The information processing apparatus 200 can be configured to
include a LAN interface (I/F) unit 201, a decoding unit 202, an authentication unit
203, a database management unit 204, a determination unit 205, and a notification
unit (output unit) 206, all of which are connected to each other by a system bus
207.

[0029] The LAN I/F unit 201 communicates with the network camera 100, the
information display device 500, and the like via the LAN 600. The decoding
unit 202 reconstructs a digital image signal by decompressing and decoding the
image data included in the person detection information acquired from the
network camera 100 via the LAN 600. The decoded digital image signal is
output to the authentication unit 203. In an embodiment in which the
information processing apparatus 200 includes the person detection processing
unit 104, the person detection processing unit 104 can be provided to be
connected to the system bus 207. The person detection processing unit 104
detects the information about the person from the image data decoded by the
decoding unit 202, and provides the person detection information to the

authentication unit 203.



[0030] The authentication unit 203 performs authentication processing for
specifying the captured person based on the person detection information
generated by the person detection processing unit 104 and person specifying
information (to be described later) registered in an image database 330 and a
suspicious person database 340. The authentication processing will be described
in detail later. The database management unit 204 manages registration
information in each of databases 310 and 320 and the databases 330 and 340 of
the database apparatus 300. For example, the database management unit 204
performs processing of updating the registration information in each database,
extracting the registration information from each database, and providing the
information to each processing unit, as needed. The determination unit 205
performs processing for specifying, based on the registration information in each
database of the database apparatus 300, a suspicious person among persons
staying in a shared area. The notification unit 206 notifies (outputs) the
information display device 500 of information about the suspicious person based
on a determination result in the authentication unit 203 and the determination unit
205. Details of the notification information will be described later with
reference to Figs. 7, 8A, and §B.

[0031] The database apparatus 300 is a database in which information to be
referred to by the information processing apparatus 200 to execute processing
according to this embodiment is registered, and can include the visitor database
310, the time information database 320, the image database 330, and the
suspicious person database 340. Although the database apparatus 300 is
connected to the information processing apparatus 200, the database apparatus
300 may include a network interface to be connected to the LAN 600. In this
case, the information processing apparatus 200 and the database apparatus 300

communicate with each other via the LAN I/F unit 201.



[0032] The visitor database 310 is a database in which information of a visitor
staying in the monitor target zone of the monitoring system 10 is registered. The
time information database 320 is a database in which time information of the time
when a visitor is confirmed at a predetermined position in the monitor target zone
or the like is registered. The image database 330 is a database in which an image
captured by the network camera 100 arranged in the monitor target zone in the
monitoring system 10 is registered in association with the visitor information
registered in the visitor database 310. The suspicious person database 340 is a
database in which information about a person who has been recognized as a
suspicious person as a result of monitoring the behavior of the visitor in the
monitoring system 10 is registered by including past information. Data
structures of these databases will be described in detail later with reference to Figs.
3Ato 3D.

[0033] The reception terminal 400 is a terminal apparatus used to receive a
visitor who visits the monitoring target zone. A visitor can reserve a visit in
advance, and can perform a reception procedure necessary to enter the zone by
presenting predetermined information (a management number concerning social
security or an ID card) for specifying himself/herself. Upon completion of the
reception procedure, the reception terminal 400 specifies the person of the visitor
who has been received, and transmits person information to the information
processing apparatus 200 together with reception completion information. The
person information can be transmitted to the information processing apparatus 200
by specifying the name and ID number (a number capable of identifying an
individual, such as a management number concerning social security) of the
person based on the ID card or the like.

[0034] The information display device 500 is a device that displays the

information transmitted from the information processing apparatus 200, and can

-8-



be implemented by, for example, a personal computer (PC), a tablet terminal, or a
smartphone terminal. The information display device 500 may be connected to
the LAN 600 via a wire or wirelessly. Wireless connection can comply with, for
example, the standard of [EEE802.11 wireless LAN. The embodiment to be
described below assumes, as the information display device 500, a personal
computer serving as a display device used by a guard, who guards a facility where
the monitoring system 10 is installed, to confirm a notification from the
information processing apparatus 200.

[0035] In the arrangement of the monitoring system 10 shown in Fig. 1, the
number of network cameras 100 can be an arbitrary number of one or more, and is
not limited. Each of the information processing apparatus 200, the database
apparatus 300, and the information display device 500 is implemented by a single
apparatus but each function may be implemented by a plurality of apparatuses in
cooperation with each other.

[0036] The monitoring system according to this embodiment can be applied to a
monitoring target zone shown in Fig. 2A. The monitoring target zone is roughly
partitioned into a shared area 1 and a predetermined area 2. The shared area 1 is
an area where an arbitrary person can freely access without advance reservation or
reception, and the predetermined area 2 is an area (a room or a passage connecting
to the room) where a room entry (or "entry", the same applies to the following
description) of only a visitor who has been received is permitted. Fig. 1 shows
the predetermined area 2 as one area but the predetermined area 2 may be
partitioned into a plurality of rooms.

[0037] A monitoring room 7 where an observer who monitors the shared area 1
and the predetermined area 2 resides is additionally provided. The installation
place of the monitoring room 7 depends on an actual implementation form in

accordance with the relationship with the shared area 1 or the predetermined area
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2, and does not particularly influence the implementation of the invention.

[0038] A person needs to pass through an entrance/exit gate 3 to enter the
monitoring target zone, and the network camera 100 is installed at the
entrance/exit gate 3, and can capture an image of a person who passes through the
entrance/exit gate 3 to specify the person based on the captured image. A
waiting area 4 and a reception 5 are provided in the shared area 1, and a visitor
can wait in the waiting area 4 for reception or a room entry. A plurality of
network cameras 100 are installed in the shared area 1, thereby making it possible
to monitor the behavior of a visitor. Each network camera 100 can capture a
state of a visitor who stands by in the shared area 1 including the waiting area 4,
and the information processing apparatus 200 can determine, based on the
captured image, whether there is a visitor who unnecessarily stays for a long time.
A visitor performs, at the reception 5, a reception procedure for entering the
predetermined area 2. A state at this time is captured by each network camera
100, thereby making it possible to specify the person who has performed the
reception procedure.

[0039] A visitor needs to pass through a room entrance/exit 6 to enter the
predetermined area 2, and the monitoring target zone has a structure in which a
visitor can enter the predetermined area 2 only from the shared area 1. A
network camera 100 is installed at the room entrance/exit 6, and can capture a
visitor who makes a room entry or room exit (or "exit", the same applies to the
following description) to specify a person who makes a room entry or room exit.
The room entrance/exit 6 may be provided with a side gate through which a
visitor who has performed the procedure can pass. The use of the side gate
makes it possible to reliably detect whether a room entry or room exit has been
made while specifying accurate time. A similar side gate can be provided at the

entrance/exit gate 3. The network camera 100 is installed in the predetermined

-10-



area 2, thereby making it possible to monitor the behavior of a visitor in the
predetermined area 2.

[0040] If a person who unnecessarily stays in the shared area 1 for a long time is
detected, the observer is notified of the existence of the person using the
information display device 500 in the monitoring room 7.

[0041] The schematic arrangement of the information processing apparatus 200
forming the monitoring system 10 according to this embodiment will be described
next. Fig. 2B is a block diagram showing an example of the hardware
arrangement of the information processing apparatus 200. The above-described
database apparatus 300, reception terminal 400, and information display device
500 as information processing apparatuses may have the similar or same hardware
arrangement.

[0042] Referring to Fig. 2B, a CPU 210 performs control to execute an
application program, an operating system (OS), a control program, or the like
stored in a hard disk device (to be referred to as an HD hereinafter) 215 and
temporarily store, in a RAM 212, information, files, and the like necessary to
execute a program. The CPU 210 also executes processing according to this
embodiment based on the detected person information provided from the network
camera 100 and stored in the RAM 212 and the information acquired from the
database apparatus 300. Furthermore, the CPU 210 controls data
transmission/reception to/from the external information display device 500 via an
interface (I/F) 218. Note that processes of Figs. 5 to 7 (to be described later) are
implemented when the CPU 210 controls the overall apparatus by executing
corresponding processing programs.

[0043] A ROM 211 stores various data such as an application program for
executing predetermined processing in addition to a basic I/O program. The

RAM 212 temporarily stores various data, and functions as a main memory, a
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work area, or the like for the CPU 210. The RAM 212 also temporarily stores
the information received from the network camera 100 or the database apparatus
300.

[0044] An external storage drive 213 is an external storage drive for
implementing access to a recording medium, and can load a program and the like
stored in a medium (recording medium) 214 into this computer system. Note
that as the medium 214, for example, a floppy® disk (FD), CD-ROM, CD-R, CD-
RW, PC card, DVD, Blu-ray®, IC memory card, MO, memory stick, or the like
can be used.

[0045] In this embodiment, as the external storage device 215, an HD (Hard
Disk) functioning as a mass memory is used. The HD 215 stores application
programs, an OS, control programs, and related programs, and the like. Note
that instead of the hard disk, nonvolatile storage device such as a flash®™ memory
may be used.

[0046] A keyboard and a pointing device (mouse or the like), a touch panel, or
the like corresponds to an instruction input device 216. An output device 217
outputs a command input from the instruction input device 216, a response output
of the information processing apparatus 200 to the command, or the like. The
output device 217 can include a display, a loudspeaker, and a headphone terminal.
A system bus 219 manages the flow of data in the information processing
apparatus 200.

[0047] The interface (to be referred to as the I/F hereinafter) 218 has the role in
mediating data exchange with an external apparatus. More specifically, the I/F
218 can include a wireless communication module, and the module can include
well-known circuit mechanisms including an antenna system, an RF
transmitter/receiver, one or more amplifiers, a tuner, one or more oscillators, a

digital signal processor, a CODEC chipset, a subscriber identification module card,
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and a memory. Furthermore, the I/F 218 can include a wired communication
module for wired connection. The wired communication module allows
communication with another device via one or more external ports. The I/F 218
can include various software components that process data. The external port is
coupled to another device directly via Ethernet, USB, IEEE1394, or the like or
indirectly via a network. Note that software for implementing the same function
as that of each of the above apparatuses can be used in place of the hardware
apparatus.

[0048] Every time the corresponding program is operated to execute the
processing according to this embodiment, the program may be loaded from the
HD 215, in which the program has already been installed, into the RAM 212.
Alternatively, the program according to this embodiment can be recorded in the
ROM 211 to form part of a memory map, and then executed by the CPU 210
directly. Furthermore, the corresponding program and related data can be loaded
from the medium 214 into the RAM 212 directly and executed.

[0049] The data structures of the respective databases in the database apparatus
300 will be described next with reference to Figs. 3Ato 3D. Fig. 3Ais a table
showing an example of the data structure of the visitor database 310. In the
visitor database 310, pieces of information of an ID 311, a name 312, an ID
number 313, a reception 314, a room entry 315, a room exit 316, and a suspicious
person flag 317 are registered as information about a visitor who visits the
monitoring target zone of the monitoring system 10.

[0050] In the ID 311, identification information capable of uniquely specifying
an individual visitor in the database is registered. If a visitor has been registered
as a user of the facility, the name of the visitor is registered in the name 312. In
the ID number 313, information of an ID number assigned to the registered visitor

is registered. For example, for a person who has been registered as a user of the
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facility, a person name and an ID number are registered in association with a use
history. A person can be specified based on an ID card presented at the reception.
For a visitor who has been received, a name and an ID number are registered
based on specified person information. Note that a database for managing
person information (name, ID number, visit history, image, and the like) can be
prepared separately.

[0051] In the reception 314, information indicating whether the visitor has
performed the reception procedure at the reception 5 is registered. In the room
entry 315, information indicating whether the visitor has entered the
predetermined area 2 from the shared area 1 is registered. In the room exit 316,
information indicating whether the visitor has exited the predetermined area 2 and
returned to the shared area 1 is registered. In the suspicious person flag 317,
information indicating whether the visitor corresponds to a suspicious person is
registered. The flag information may be set to indicate the rank of the degree of
suspiciousness of the visitor. For example, if ranking of degrees of
suspiciousness is performed in three stages, when the flag information is 0, the
visitor is not a suspicious person, and the degree of suspiciousness is higher as the
number increases like 1, 2, and 3. The pieces of information shown in Fig. 3A
are merely examples, and information other than those can be registered as
information of the visitor.

[0052] Fig. 3B is a table showing an example of the data structure of the time
information database 320. In the time information database 320, the time at
which each visitor managed in the visitor database 310 performs a predetermined
behavior is registered based on the capturing time of the network camera 100
installed in the monitoring target zone, or the like.

[0053] In the time information database 320, an ID 321, entry time 322,

reception time 323, room entry time 324, room exit time 325, exit time 326, a
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available time period 327, a current position 328, and a shared area stay duration
329 are registered to manage information about the time of each visitor. In the
ID 321, the identification information capable of uniquely specifying each visitor
is registered. The same visitor is assigned with the same identification
information as the ID 311 registered in the visitor database 310. In the entry
time 322, the time at which the visitor enters from the entrance/exit gate 3 of the
monitoring target zone is registered. The entry time can be determined based on
the capturing time of an image captured at the time of the entry.  Alternatively, if
there exists an entrance gate, the entry time may be determined based on gate
passage time. In the reception time 323, the time at which the visitor has
performed the reception procedure at the reception 5 is registered. The reception
time can be determined based on the capturing time of an image captured at the
time of the reception or the time at which reception is performed. In this
embodiment, the reception procedure may be a personal procedure performed by a
receptionist or a procedure performed using the reception terminal 400 without
personal intervention.

[0054] In the room entry time 324, the time at which the visitor moves from the
shared area 1 to the predetermined area 2 and enters the predetermined area 2 is
registered. The room entry time can be determined based on the capturing time
of an image captured when the visitor passes through the room entrance/exit 6 or,
if a gate is provided at the room entrance/exit 6 is provided, the time of passage
through the gate. In the room exit time 325, the time at which the visitor moves
from the predetermined area 2 to the shared area 1 and exits from the
predetermined area 2 is registered. The room exit time can be determined based
on the capturing time of the image captured when the visitor passes through the
room entrance/exit 6 or, if the gate is provided at the room entrance/exit 6, the

time of passage through the gate.
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[0055] In the available time period 327, information of a time period in which
the visitor is permitted to use (stay in) the predetermined area 2 is registered.

For example, if the visitor is permitted to enter the predetermined area for 1 hr
from 14:00 to 15:00, information of a time period "14:00 - 15:00" is registered.
The information of the available time period may be designated and registered at
the time of reception of the visitor. In the current position 328, information of
the current position of the visitor in the monitoring target zone is registered. The
current position can be determined based on, for example, the position of the
network camera 100 that has generated the latest captured image of the visitor.

In the shared area stay duration 329, a stay duration in which the visitor stays in
the shared area 1 is registered.

[0056] The pieces of information shown in Fig. 3B are merely examples, and
information other than those can be registered as time information.

[0057] Fig. 3C is a table showing an example of the data structure of the image
database 330. In the image database 330, an image of a visitor managed in the
visitor database 310, that has been captured by the network camera 100 installed
in the monitoring target zone, is registered. In the image database 330, an ID
331, person specifying information 332, an entry image 333, a reception image
334, a room entry image 335, a room exit image 336, an exit image 337, and a
latest image 338 are registered.

[0058] In the ID 331, identification information capable of uniquely specifying
each visitor is registered. The same visitor is assigned with the same
identification information as the ID 311 registered in the visitor database 310. In
the person specifying information 332, information available to specify a visitor is
registered. For example, feature information (including a face image and a
feature amount extracted from the face image) of the face of the visitor, that is

available to specify the person in the captured image can be registered. The
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feature information may include image data of the face image that has been
captured in the past in the monitoring system 10 and used for person specification.
Furthermore, in this embodiment, in addition to the face, a feature obtained from
the whole body may be used. For example, in addition to the face image, an
image of the whole body, upper body, lower body, or the like, or a feature amount
from the image can be included. Furthermore, individual information (birthday,
address, age, sex, occupation, and the like) of the user other than the image data
can be registered. Image recognition processing using the person specifying
information makes it possible to perform person specification of an individual
visitor in the image captured by the network camera 100 in the monitoring target
zone.

[0059] In the entry image 333, an image captured when the visitor enters from
the entrance/exit gate 3 of the monitoring target zone is registered. In the
reception image 334, an image captured when the visitor is received is registered.
In the room entry image 335, an image captured when the visitor passes through
the room entrance/exit 6 to enter the predetermined area 2 is registered. In the
room exit image 336, an image captured when the visitor passes through the room
entrance/exit 6 to exit from the predetermined area 2 is registered. In the exit
image 337, an image captured when the visitor exits from the entrance/exit gate 3
of the monitoring target zone is registered. In the latest image 338, a latest
image obtained by capturing the visitor is registered.

[0060] Fig. 3D is a table showing an example of the data structure of the
suspicious person database 340. In the suspicious person database 340,
information of a visitor determined that he/she is performing a suspicious
behavior in the monitoring target zone is registered. In the suspicious person
database 340, an ID 341, a name 342, an ID number 343, date/time 344, a shared

area stay duration 345, and person specifying information 346 are registered.
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[0061] In the ID 341, identification information capable of uniquely specifying a
visitor registered as a suspicious person is registered. Identification information
different from the ID 311 registered in the visitor database 310 may be assigned.
For example, if one person visits the monitoring target zone a plurality of times,
and is determined as a suspicious person every time, the person is registered a
plurality of times in accordance with respective determination results and, in this
case, the same identification information is assigned.

[0062] If the suspicious person has registered the use of the monitoring target
zone, the name of the person and the assigned ID number are registered in the
name 342 and the ID number 343, respectively. If the suspicious person has
performed no registration, the name 342 and the ID number 343 may be blank.

In the date/time 344, in addition to the date when the person is determined as a
suspicious person, time information such as information of a total stay duration, a
stay time slot, and a available time slot of the day is registered. In the shared
area stay duration 345, information of a time in which the person stays in the
shared area when he/she is determined to be suspicious is registered. The time
information can include information of the length of the stay duration and the stay
time slot.

[0063] In the person specifying information 346, information available to
specify the person is registered.  As person specifying information, for example,
feature information used to specify the person when he/she is determined to be
suspicious can be registered, similarly to the person specifying information 332
registered in the image database 330. When the person visits the monitoring
target zone next time, the person specifying information 346 can be used to
determine, at the time of an entry, whether the person has been registered as a
suspicious person. The pieces of information shown in Fig. 3D are merely

examples, and other information can be registered as suspicious person
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information.

[0064] An operation in the monitoring system 10 according to this embodiment
will be described in detail next. Fig. 4A is a flowchart illustrating an example of
processing executed by the network camera 100 in the monitoring system 10
according to the embodiment of the invention.

[0065] In step S401, the network camera 100 causes the image sensor unit 101
to capture an image of a predetermined space or region as a capturing target at its
installation position and output a digital image signal to the development
processing unit 102. The development processing unit 102 performs
predetermined development processing, and then outputs a digital image signal of
a processing result to the encoding unit 103 and the person detection processing
unit 104. The encoding unit 103 generates image data by compressing/encoding
the input digital image signal, and transmits the image data to the information
processing apparatus 200 via the LAN I/F unit 105.

[0066] In step S402, the person detection processing unit 104 performs person
detection based on the digital image signal (to be simply referred to as a
processing target image hereinafter) as a processing target. A case in which the
person detection processing unit 104 performs person detection by detecting the
face of a person will now be described. A known method can be used as a face
detection method. If the face of a person can be detected, the process advances
to step S403; otherwise, the process returns to step S401.

[0067] In step S403, the person detection processing unit 104 transmits
information (detected person information) about the detected person to the
reception terminal 400 via the LAN I/F unit 105. Fig. 4B shows an example of
the data structure of the detected person information at this time.

[0068] Detected person information 410 includes an ID 411 as identification

information for identifying the information, a camera ID 412 for identifying the
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network camera 100 which has detected the image, position information 413 of
the network camera 100, and time information 414 indicating the capturing time
of the image. In addition, the detected person information 410 includes person
information 415 indicating the detected face image or a predetermined feature
amount extracted from the face image. If the person information 415 includes
the image data, the image data may be compressed/encoded as a still image in a
format such as JPEG. Instead of the face image, information of coordinates at
which the face of the person is located in the processing target digital image signal
may be included in the detected person information 410. If a plurality of persons
are detected in one captured image, the detected person information 410 may be
generated for each person or one piece of information may be generated
collectively for the plurality of persons. At this time, for each person, coordinate
information for specifying the position of the person in the image is included.
[0069] After that, the process returns to step S401 to repeat the processes.

With the above processing, the network camera 100 can transmit the image data of
the capturing target region to the information processing apparatus 200, and
transmit, if person detection processing is performed and a person is detected, the
detected person information 410 about the person to the information processing
apparatus 200 at the same time.

[0070] In an embodiment in which the person detection processing unit 104 is
included in the information processing apparatus 200, the processes in steps S402
and S403 are executed not in the network camera 100 but in the information
processing apparatus 200. More specifically, the person detection processing
unit 104 executes person detection processing corresponding to step S402 for the
image data decoded by the decoding unit 202, and provides, if a person is detected,
detected person information to the authentication unit 203.

[0071] Processing executed by the information processing apparatus 200 based
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on the detected person information 410 received from the network camera 100
will be described next with reference to Fig. 5. Fig. 5 is a flowchart illustrating
an example of processing executed by the information processing apparatus 200
in the monitoring system 10 according to the embodiment of the invention.
Although a case in which person detection processing is executed in the network
camera 100 will be described below, the person detection processing may be
performed on the side of the information processing apparatus 200. In this case,
the detected person information 410 is changed to information provided by the
person detection processing unit 104 arranged in the information processing
apparatus 200.

[0072] In step S501, the information processing apparatus 200 acquires the
captured image and the detected person information 410 from the network camera
100. In step S502, the authentication unit 203 executes authentication
processing. More specifically, the authentication unit 203 searches the database
apparatus 300 based on the acquired detected person information 410, and
performs processing of specifying a person while updating the registration
information in each database. Details of the authentication processing in step
S502 will be described later with reference to a flowchart shown in Figs. 6A and
6B.

[0073] The information processing apparatus 200 executes the processes in steps
S501 and S502 for each of the captured image and the detected person
information 410 acquired from the network camera 100 installed in the
monitoring target zone. Processes in step S503 and subsequent steps are
executed for a visitor who is recognized to currently stay in the shared area 1.
The visitor staying in the shared area 1 is a visitor whose current position 328
indicates the shared area 1 in the time information database 320.

[0074] In step S503, the determination unit 205 acquires, from the database
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apparatus 300, information of the visitor corresponding to the person staying in
the shared area 1. In step S504, based on the registration information acquired
by the determination unit 205, it is determined whether the detected visitor has
already been received. For example, this determination processing can be
performed in accordance with whether the reception 314 in the visitor database
310 is "done". Ifit is determined that the visitor has not been received yet, the
process advances to step S505; otherwise, the process advances to step S506.
[0075] In step S505, the determination unit 205 determines whether the stay
duration in the shared area 1 is equal to or longer than a predetermined duration.
This processing can be executed by, for example, determining whether the shared
area stay duration 329 in the time information database 320 has a value equal to or
longer than a predetermined duration. At this time, the predetermined duration
can be represented by Thl. The magnitude of Thl can be determined in
consideration of a waiting time assumed to be received. If it is determined in
step S505 that the predetermined duration has elapsed, the process advances to
step S510; otherwise, the process advances to step S511.

[0076] In step S506, it is determined whether a room entry/exit has been
recorded. For example, this determination processing can be performed by
determining whether both the room entry 315 and the room exit 316 in the visitor
database 310 are "done". Ifitis determined that a room entry/exit has been
recorded, the process advances to step S507; otherwise, the process advances to
step S508. In step S507, the determination unit 205 determines whether the stay
duration in the shared area 1 is equal to or longer than a predetermined duration.
This processing can be executed by, for example, determining whether the shared
area stay duration 329 of the time information database 320 has a value equal to
or longer than the predetermined duration. At this time, the predetermined

duration can be represented by Th2. The magnitude of Th2 can be set to a time
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equal to or shorter than Th1 determined in consideration of the waiting time
assumed to be received. If it is determined in step S507 that the predetermined
duration has elapsed, the process advances to step S510; otherwise, the process
advances to step S511.

[0077] In step S508, the determination unit 205 determines whether the available
time assigned to the visitor has already started. For example, the determination
processing can be performed based on information of the available time period
327 in the time information database 320. If the available time has already
started, the process advances to step S509; otherwise, the process advances to step
S511.  In step S509, the determination unit 205 determines whether a time equal
to or longer than a predetermined duration has elapsed since the start time of the
available time. This processing can be executed by, for example, determining
whether the difference between the current time and the start time of the available
time is equal to or longer than the predetermined duration. At this time, the
predetermined duration can be represented by Th3. A time equal to or shorter
than Thl or Th2 can be set as Th3. It is determined in step S509 that a time
equal to or longer than the predetermined duration has elapsed, the process
advances to step S510; otherwise, the process advances to step S511.

[0078] In step S510, the determination unit 205 controls the database
management unit 204 to determine the corresponding visitor as a suspicious
person, thereby registering, in the suspicious person flag of the visitor database
310, information indicating that the visitor is a suspicious person. At this time,
the degree of suspiciousness may be registered in a plurality of stages in
accordance with the length of the stay duration in the shared area 1 that is the
basis of the determination. For example, by setting three stages of 30 min, 1 hr,
and 2 hr, degree 1 of suspiciousness can be set when 30 min is exceeded, degree 2

of suspiciousness can be set when 1 hr is exceeded, and degree 3 of
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suspiciousness can be set when 2 hr is exceeded. However, this ranking is
merely an example, and ranking according to an embodiment can be performed.
[0079] Information of the person is registered in the suspicious person database
340. More specifically, the name 342 and the ID number 343 of the person are
acquired from the visitor database 310, and the date/time 344 and the shared area
stay duration 345 are acquired from the time information database 320. The
person specifying information 346 is acquired from the image database 330.
[0080] In step S511, the determination unit 205 determines whether the
processes in steps S503 to S510 have been executed for all visitors staying in the
shared area 1. If there is an unprocessed visitor, the process returns to step S503
to repeat the processes; otherwise, the process returns to step S501 to repeat the
processes.

[0081] Note that when determining whether a visitor is a suspicious person, a
degree of confidentiality assigned to the destination of the person in the
predetermined area 2 may be taken into consideration. For example, since it can
be said that a person permitted to enter an area with a high degree of
confidentiality is highly reliable, it is possible to decrease the possibility that the
person is determined as a suspicious person, by setting large values as the
thresholds Th1 to Th3 each used to determine whether the predetermined duration
has elapsed.

[0082] As described above, it is possible to specify a suspicious person by
determining the degree of suspiciousness for each of all the visitors staying in the
shared area 1.

[0083] The authentication processing in step S502 will be described next with
reference to Figs. 6A and 6B. Figs. 6A and 6B are flowcharts illustrating an
example of the authentication processing according to the embodiment of the

nvention.
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[0084] In step S601, the authentication unit 203 extracts the person information
415 from the detected person information 410 received from the network camera
100, and specifies the detected person. More specifically, since the detected
person information 410 includes the person information 415 of the detected
person, a visitor with the person specifying information 332 whose feature most
matches the person information 415 among the pieces of the person specifying
information 332 registered in the image database 330 is specified. For example,
if the person information 415 includes a face image, a visitor with the person
specifying information 332 including a face image most similar to the face image
is specified. Furthermore, if the person information 415 includes an image of the
whole body of the person, an image of the upper body of the person, or the like, a
visitor with the person specifying information 332 including an image most
similar to the image is specified. Since the feature obtained from the image can
include information of clothing, a bag, an ornament, and the like, the information
can be used supplementarily. A method of processing of comparing images to
specify a user is not the feature of the invention. An arbitrary known method can
be adopted, and a detailed description thereof will be omitted.

[0085] In step S602, the authentication unit 203 determines whether the person
can be specified, or whether the person has been registered in the image database
330. If, with the person specifying processing in step S601, the person cannot be
specified in the image database 330, the process advances to step S603. On the
other hand, if the person can be specified and it is determined that the person has
been registered, the process advances to step S604. In step S603, since the
visitor is a person who has not been registered in the image database 330, the
authentication unit 203 assigns a new ID for identifying the visitor, and registers a
new entry in each of the visitor database 310, the time information database 320,

and the image database 330 via the database management unit 204. Ifiitis
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determined in the person specifying processing in step S601 that the person has
not been registered in the image database 330 but information matching the
person information 415 of the detected person is registered in the person
specifying information 346 of the suspicious person database 340, the person is a
person of the first type specified as a suspicious person in the past. If the person
is newly registered in the visitor database 310 in step S603, the value of the
suspicious person flag 317 is set to a value indicating a suspicious person. At
this time, the rank of the degree of suspiciousness can be determined in
accordance with a past registration count. For example, if the number of times
the person was recognized as a suspicious person is one, rank 1 can be set, if the
number is two or three, rank 2 can be set, and if the number is four or more, rank
3 can be set.

[0086] For example, the person with an ID "1112" registered in the visitor
database 310 shown in Fig. 3A has not been received but the suspicious person
flag 317 has been setto 1.  This is because this person is specified as the same
person as the person with an ID "0003" registered in the suspicious person
database 340 based on the authentication result of a captured image at the time of
an entry.

[0087] In steps S601 to S603, all the persons included in the image captured by
the network camera 100 are set as person specifying targets. However, a person
of the second type for which it is unnecessary to perform person specifying
processing, such as a staff working in the monitoring target zone, may be included
in the captured image. A person of the second type is excluded from the person
specifying target. To do this, person specifying information such as a face image
for a person of the second type is prepared in advance, and compared to the
information included in the person information 415. If the person is recognized

as a person of the second type, the person is excluded from the application target
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of the invention.

[0088] In step S604, based on the camera ID 412 and/or the position information
413 of the detected person information 410, the authentication unit 203
determines whether the captured image is an image captured at the entrance/exit
gate 3 of the shared area 1. If it is determined that the captured image is an
image captured at the entrance/exit gate 3, the process advances to step S605;
otherwise, the process advances to step S607. In step S605, the authentication
unit 203 registers entry time in the entry time 322 of the time information
database 320 via the database management unit 204 based on the time information
included in the time information 414 of the detected person information 410.

The authentication unit 203 also registers the current position 328 based on the
position information 413 of the detected person information 410. In this case,
since the visitor enters the monitoring target zone, the current position 328
indicates the shared area 1. In step S606, the authentication unit 203 registers, in
the person specifying information 332 of the image database 330 via the database
management unit 204, the feature amount included in the person information 415
of the detected person information 410, and registers, in the entry image 333 and
the latest image 338 of the image database 330, the image included in the person
information 415.  After that, the process advances to step S625.

[0089] In step S607, based on the camera ID 412 and/or the position information
413 of the detected person information 410, the authentication unit 203
determines whether the captured image is an image captured at the reception 5 of
the shared area 1. If it is determined that the captured image is an image
captured at the reception 5, the process advances to step S608; otherwise, the
process advances to step S611. In step S608, the authentication unit 203
registers reception time in the reception time 323 of the time information database

320 via the database management unit 204 based on the time information included
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in the time information 414 of the detected person information 410. At this time,
the reception 314 of the visitor database 310 is updated from "not yet" to "done".
In addition, the current position 328 is registered based on the position
information 413 of the detected person information 410. In this case, since the
visitor has been received in the shared area 1, the current position 328 indicates
the shared area 1. In step S609, the authentication unit 203 registers, in the
person specifying information 332 of the image database 330 via the database
management unit 204, the feature amount included in the person information 415
of the detected person information 410, and registers, in the reception image 334
and the latest image 338 of the image database 330, the image included in the
person information 415.  As for the person specifying information 332, an old
feature amount may be overwritten with a new feature amount, a new feature
amount may be newly registered in addition to an old feature amount, or a result
of combining old information and new information (for example, the weight of a
new feature amount is increased by the simple average or weighted average) may
be registered. The person specifying information 332 is processed in the same
manner in subsequent processing.

[0090] In step S610, the database management unit 204 registers information
about the visitor transmitted from the reception terminal 400 to the information
processing apparatus 200. For example, if a notification of the name and the ID
number is made, the pieces of information are registered in the name 312 and the
ID number 313 of the visitor database 310.  After that, the process advances to
step S625.

[0091] Instep S611, based on the camera ID 412 and/or the position information
413 of the detected person information 410, the authentication unit 203
determines whether the captured image is an image captured at the room

entrance/exit 6 at the time of a room entry. If it is determined that the captured
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image is an image captured at the time of a room entry, the process advances to
step S612; otherwise, the process advances to step S614. In step S612, the
authentication unit 203 registers room entry time in the room entry time 324 of the
time information database 320 via the database management unit 204 based on the
time information included in the time information 414 of the detected person
information 410. At this time, the room entry 315 of the visitor database 310 is
updated from "not yet" to "done". Furthermore, the current position 328 is
registered based on the position information 413 of the detected person
information 410. In this case, since the visitor enters the predetermined area 2
from the room entrance/exit 6, the current position 328 indicates the
predetermined area 2. In step S613, the authentication unit 203 registers, in the
person specifying information 332 of the image database 330 via the database
management unit 204, the feature amount included in the person information 415
of the detected person information 410, and registers, in the room entry image 335
and the latest image 338 of the image database 330, the image included in the
person information 415.  After that, the process advances to step S625.

[0092] In step S614, based on the camera ID 412 and/or the position information
413 of the detected person information 410, the authentication unit 203
determines whether the captured image is an image captured at the room
entrance/exit 6 at the time of a room exit. If it is determined that the captured
image is an image captured at the time of a room exit, the process advances to
step S615; otherwise, the process advances to step S617. In step S615, the
authentication unit 203 registers room exit time in the room exit time 325 of the
time information database 320 via the database management unit 204 based on the
time information included in the time information 414 of the detected person
information 410. At this time, the room exit 316 of the visitor database 310 is

updated from "not yet" to "done". In addition, the current position 328 is
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registered based on the position information 413 of the detected person
information 410. In this case, since the visitor exits from the predetermined area
2 through the room entrance/exit 6, the current position 328 indicates the shared
area 1. In step S616, the authentication unit 203 registers, in the person
specifying information 332 of the image database 330 via the database
management unit 204, the feature amount included in the person information 415
of the detected person information 410, and registers, in the room exit image 336
and the latest image 338 of the image database 330, the image included in the
person information 415.  After that, the process advances to step S625.

[0093] In step S617, based on the camera ID 412 and/or the position information
413 of the detected person information 410, the authentication unit 203
determines whether the captured image is an image captured at the entrance/exit
gate 3 at the time of an exit. If it is determined that the captured image is an
image captured at the time of an exit, the process advances to step S618;
otherwise, the process advances to step S620. In step S618, the authentication
unit 203 registers exit time in the exit time 326 of the time information database
320 via the database management unit 204 based on the time information included
in the time information 414 of the detected person information 410. Furthermore,
the authentication unit 203 registers the current position 328 based on the position
information 413 of the detected person information 410. In this case, since the
visitor exits outside the monitoring target zone, the current position 328 indicates
the outdoors. In step S619, the authentication unit 203 registers, in the person
specifying information 332 of the image database 330 via the database
management unit 204, the feature amount included in the person information 415
of the detected person information 410, and registers, in the exit image 337 and
the latest image 338 of the image database 330, the image included in the person

information 415.  After that, the process advances to step S622.
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[0094] In step S620, the authentication unit 203 registers the current position in
the current position 328 of the time information database 320 via the database
management unit 204 based on the position information included in the position
information 413 of the detected person information 410. In step S621, the
authentication unit 203 registers, in the person specifying information 332 of the
image database 330 via the database management unit 204, the feature amount
included in the person information 415 of the detected person information 410,
and registers, in the latest image 338 of the image database 330, the image
included in the person information 415.  After that, the process advances to step
S625.

[0095] In step S622, when the exit image 337 is registered, the authentication
unit 203 refers to the value of the suspicious person flag 317 of the visitor
database 310, and determines whether the person has been recognized as a
suspicious person. If it is determined that the person has been recognized as a
suspicious person, the process advances to step S623; otherwise, the process
advances to step S624. In step S623, the authentication unit 203 updates the
person information of the person in the suspicious person database 340 via the
database management unit 204.  After the suspicious person database 340 is
updated, the corresponding person information is deleted from each of the visitor
database 310, the time information database 320, and the image database 330. In
step S624, the authentication unit 203 deletes the information of the person
determined not to be a suspicious person from each of the visitor database 310,
the time information database 320, and the image database 330 via the database
management unit 204.  After that, the process returns to the processing shown in
Fig. 5. Note that deletion of the registration information from each database is
described in steps S623 and S624. However, the information may be held until a

predetermined period elapses, and then deleted after the predetermined period
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elapses.
[0096] In step S625, the stay duration of the visitor whose current position 328
in the time information database 320 indicates "shared area 1" is calculated using
expressions (1) to (3) below, and the shared area stay duration 329 is updated.
time from entry to reception: current time - entry time (D)
time from reception to room entry: current time - start time of available
time
-(2)
after room exit: current time - room exit time ..(3)
[0097] The expression to be used can be determined based on the values of the
reception 314, room entry 315, and room exit 316 in the visitor database 310. If
the reception 314 is "not yet" (the room entry 315 and the room exit 316 are also
"not yet"), expression (1) is selected. If the reception 314 is "done" and the room
entry 315 and the room exit 316 are "not yet", expression (2) is selected. If all
the reception 314, the room entry 315, and the room exit 316 are "done",
expression (3) is selected. Note that if the room exit time cannot be specified in
expression (3), the end time of the available time may be used.
[0098] Processing for displaying information about a suspicious person on the
information display device 500 based on the above processing result will be
described next. Fig. 7 is a flowchart illustrating an example of processing
executed by the information processing apparatus 200 in the monitoring system
10 according to the embodiment of the invention.
[0099] In step S701, the notification unit 206 of the information processing
apparatus 200 specifies a person whose suspicious person flag 317 has been set in
the visitor database 310. Since the person can be specified based on the ID 311,
the name 312, the ID number 313, and the like, the notification unit 206 acquires

the pieces of information from the visitor database 310 via the database
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management unit 204. In step S702, the notification unit 206 acquires the person
specifying information 332 of the suspicious person from the image database 330
via the database management unit 204 based on the information acquired in step
S701. In this embodiment, since a common ID is used for the same person, the
person specifying information 332 associated with the ID 331 that is the same as
the ID 311 acquired from the visitor database 310 is acquired.

[0100] In step S703, the notification unit 206 searches for the suspicious person
in the captured image received from the network camera 100 installed in the
shared area 1. In this example, for example, it is possible to search for the
person whose feature amount matches that included in the person specifying
information 332 in each captured image. Since the detected person information
410 is transmitted from the network camera 100, the suspicious person may be
specified by applying the person specifying information 332 acquired in step S702
with respect to the person information 415 included in the detected person
information 410.

[0101] If the position of the suspicious person can be specified in the captured
image, the notification unit 206 acquires, in step S704, the pieces of information
about the person from the visitor database 310, the time information database 320,
the image database 330, and the suspicious person database 340 via the database
management unit 204. In step S705, the notification unit 206 transmits, as
information that can be superimposed and displayed on the captured image of the
shared area 1, to the information display device 500 together with the captured
image, the information about the suspicious person acquired via the LAN I/F unit
201. The information display device 500 can display a screen by superimposing
the information about the suspicious person on the image transmitted from the
information processing apparatus 200.

[0102] Figs. 8A and 8B show examples of the display at this time. Figs. 8A
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and 8B are views each showing an example of the screen display on the
information display device 500. Fig. 8A shows an example of a screen on which
an image obtained by capturing the waiting area 4 in the shared area 1 is displayed.
In a screen 800, an image obtained by shooting the waiting area 4 by the network
camera 100 is displayed as an image 801. The network camera 100 that captures
the waiting area 4 can capture the waiting area 4 from the ceiling side so as to
observe it from above, and capture, from the front, visitors sitting on chairs in the
waiting area 4. In the image 801, each mark 802 is a mark for identifying a
person determined as a suspicious person. At this time, two persons are
recognized as suspicious persons.

[0103] In this display state, if a predetermined operation is performed with the
operation unit of the information display device 500, the screen display is
switched to a form shown in Fig. 8B. Referring to Fig. 8B, information about
each person recognized as a suspicious person is displayed. The information can
include, for example, the degree of suspiciousness of the person, information
indicating whether a reception procedure has been done, a available time period, a
total stay duration, an excess duration, and a past detection count. Among them,
the excess duration can be obtained as, for example, the stay duration in the
shared area 1, which is calculated by one of expressions (1) to (3) above, or the
difference between the stay duration and the corresponding threshold.
Furthermore, the past detection count can be determined based on the registration
count of the same person in the suspicious person database 340. This past
information may be displayed in more detail by clicking a portion on the screen
800 where the past detection count is displayed.

[0104] The above embodiment has described a case in which a person is
specified based on an image captured by the network camera 100. However, a

person need not be specified based on only an image. For example, a beacon
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transmitter may be lent at the time of reception at the reception 5, and a beacon
signal transmitted by the beacon transmitter may be received, thereby detecting
and specifying the existence of the person.
[0105] According to the above embodiment, it is possible to reliably detect and
monitor a person who unnecessarily stays, for a long time, in the shared area 1
where arbitrary persons can stay. Especially in this embodiment, it is possible to
detect and monitor a person who stays in the shared area 1 for a long time during
a period from an entry to the monitoring target zone to reception, during a period
from reception to a room entry, or after a room exit. This can provide a
mechanism for appropriately monitoring a person by actually observing persons
and visitors in a shared area in a facility while ostensibly simulating business.
[0106] <Other Embodiments>

Although the embodiment has been described in detail above, the
invention can take an embodiment as a system, an apparatus, a method, a program,
a recording medium (storage medium), or the like. More specifically, the
invention may be applied to a system constituted by a plurality of devices (for
example, a host computer, an interface device, an image capturing apparatus, and
a Web application), or an apparatus formed from one device.
[0107] Embodiment(s) of the invention can also be realized by a computer of a
system or apparatus that reads out and executes computer executable instructions
(e.g., one or more programs) recorded on a storage medium (which may also be
referred to more fully as a 'non-transitory computer-readable storage medium') to
perform the functions of one or more of the above-described embodiment(s)
and/or that includes one or more circuits (e.g., application specific integrated
circuit (ASIC)) for performing the functions of one or more of the above-
described embodiment(s), and by a method performed by the computer of the

system or apparatus by, for example, reading out and executing the computer
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executable instructions from the storage medium to perform the functions of one
or more of the above-described embodiment(s) and/or controlling the one or more
circuits to perform the functions of one or more of the above-described
embodiment(s). The computer may comprise one or more processors (e.g.,
central processing unit (CPU), micro processing unit (MPU)) and may include a
network of separate computers or separate processors to read out and execute the
computer executable instructions. The computer executable instructions may be
provided to the computer, for example, from a network or the storage medium.
The storage medium may include, for example, one or more of a hard disk, a
random-access memory (RAM), a read only memory (ROM), a storage of
distributed computing systems, an optical disk (such as a compact disc (CD),
digital versatile disc (DVD), or Blu-ray Disc (BD)™), a flash memory device, a
memory card, and the like.

[0108] While the invention has been described with reference to exemplary
embodiments, it is to be understood that the invention is not limited to the
disclosed exemplary embodiments. The scope of the following claims is to be
accorded the broadest interpretation so as to encompass all such modifications and
equivalent structures and functions.

[0109] This application claims the benefit of Japanese Patent Application No.
2017-220132 filed in November 15, 2017 and No. 2018-042304, filed in March 8,

2018 which are hereby incorporated by reference herein in their entirety.
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WHAT IS CLAIMED IS:
1. An information processing apparatus comprising:

a calculation unit configured to calculate, for each of persons who stay in a first area
included in a processing target image obtained by capturing the first area, a stay duration in which
the person stays in the first area;

a specifying unit configured to specify, among the staying persons, a first person whose
stay duration exceeds a predetermined duration; and

an output unit configured to output a notification about the first person specified by the
specifying unit,

further comprising:

obtaining unit configured to obtain information of time, for each of the persons who stay in
the first area, when the person exited from a second area to the first area, wherein the second area
is different from the first area and to which respective time slots in which each of the persons who
stay in the first area is permitted to stay is assigned,

wherein the calculation unit calculates using the information of time obtained by the
obtaining unit, as the stay duration, a first stay duration after each person exits, to the first area,
from the second area.

2. The apparatus according to claim 1, wherein the calculation unit calculates the first stay
duration based on a difference between current time and time at which each person exits from the
second area to the first area based on the information of the time obtained by the obtaining unit.

3. The apparatus according to claim 2, wherein if the time at which each person exits from
the second area to the first area cannot be specified, the calculation unit calculates the first stay
duration based on a difference between the current time and end time of the time slot in which the
person is permitted to stay in the second area.

4. The apparatus according to claim 2, wherein the time at which each person exits is based
on one of

capturing time of an image captured when the person exits from the second area to the
first area, and

time at which the person passes through a side gate from the second area to the first
area.

5. The apparatus according to claim 1, wherein the calculation unit further calculates, as the
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stay duration, a second stay duration in which each person stays in the first area during a time
period from when the person completes, in the first area, a procedure for entering the second area
until the person enters the second area.
6. The apparatus according to claim 5, wherein the calculation unit calculates the second
stay duration as a time in which the person stays in the first area even after the procedure is
completed and current time exceeds time at which the person is permitted to enter the second area.
7. The apparatus according to claim 1, wherein the calculation unit further calculates, as the
stay duration, a third stay duration in which each person stays in the first area before a procedure
for entering the second area is performed in the first area.
8. The apparatus according to claim 1, wherein

the specifying unit ranks the person specified as the first person in accordance with a
length of the stay duration, and

the output unit includes information about the rank in the notification.
9. The apparatus according to claim 1, wherein if the processing target image includes a
person of a first type registered in advance, the specifying unit specifies the person of the first type
as the first person.
10. The apparatus according to claim 9, wherein the person of the first type is a person who
has been specified as the first person in the past.
11. The apparatus according to claim 1, wherein if the processing target image includes a
person of a second type registered in advance, the calculation unit excludes the person of the
second type from a target whose stay duration is calculated.
12. The apparatus according to claim 1, wherein if the same person as the person specified
as the first person by the specifying unit has been specified as the first person in the past, the
notification includes information about the past specification.
13. The apparatus according to claim 1, wherein the output unit outputs the notification as

information that can be superimposed and displayed on an image obtained by capturing the first

area.
14. The apparatus according to claim 1, wherein

the first area is an area where an arbitrary person can stay, and

the second area is an area where only a permitted person can enter.
15. A monitoring system comprising:
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an image capturing apparatus configured to generate an image by capturing a
predetermined space including a first area and generate a processing target image by extracting a
region of a person included in the image;

an information processing apparatus including

a calculation unit configured to calculate, for each of persons who stay in a first area
included in the processing target image obtained by capturing the first area, a stay duration in which
the person stays in the first area,

a specifying unit configured to specify, among the staying persons, a first person whose
stay duration exceeds a predetermined duration, and

an output unit configured to output a notification about the first person specified by the
specifying unit,

further comprising:
obtaining unit configured to obtain information of time, for each of the persons who stay in the first
area, when the person exited from a second area to the first area, wherein the second area is
different from the first area and to which respective time slots in which each of the persons who stay
in the first area is permitted to stay is assigned,

wherein the calculation unit calculates using the information of time obtained by the
obtaining unit, as the stay duration, a first stay duration after each person exits, to the first area,
from the second area; and

a display device configured to receive and display the notification output by the output unit
of the information processing apparatus.

16. A control method for an information processing apparatus, comprising:

calculating, for each of persons who stay in a first area included in a processing target
image obtained by capturing the first area, a stay duration in which the person stays in the first area;

causing a specifying unit to specify, among the staying persons, a first person whose stay
duration exceeds a predetermined duration; and

causing an output unit to output a notification about the first person specified in the
causing the specifying unit,

further comprising:

obtaining information of time, for each of the persons who stay in the first area, when the

person exited from a second area to the first area, wherein the second area is different from the first
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area and to which respective time slots in which each of the persons who stay in the first area is
permitted to stay is assigned,

wherein in the calculating, a first stay duration after each person exits, to the first area,
from the second area is calculated as the stay duration using the information of time obtained in the
obtaining.
17. A non-transitory computer-readable storage medium storing a program that, when
executed by a processor of an information processing apparatus, causes a processor to perform:

calculating, for each of persons who stay in a first area included in a processing target
image obtained by capturing the first area, a stay duration in which the person stays in the first area;

causing a specifying unit to specify, among the staying persons, a first person whose stay
duration exceeds a predetermined duration; and

causing an output unit to output a notification about the first person specified in the
causing the specifying unit,

further comprising:

obtaining information of time, for each of the persons who stay in the first area, when the
person exited from a second area to the first area, wherein the second area is different from the first
area and to which respective time slots in which each of the persons who stay in the first area is
permitted to stay is assigned,

wherein in the calculating, a first stay duration after each person exits, to the first area,
from the second area is calculated as the stay duration using the information of time obtained in the

obtaining.
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