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FIG. 1

(57) Abstract: Described systems and methods allow protecting a computer system from malware, such as viruses and rootkits. In
some embodiments, a hypervisor configures a hardware virtualization platform hosting a set of operating systems (OS). A memory
introspection engine executing at the processor privilege level of the hypervisor dynamically identifies each OS, and uses an protec-
tion priming module to change the way memory is allocated to a target software object by the memory allocation function native to
the respective OS. In some embodiments, the change atfects only target objects requiring malware protection, and comprises enfor -
cing that memory pages containing data of the target object are reserved exclusively for the respective object. The memory introspec -
tion engine then write-protects the respective memory pages.



