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(57) Abstract: A system and associated methods for
encrypting data are disclosed. In at least one embodi-
ment, a key manager is located in memory on an at
least one computing device and configured for creat-
ing and managing an at least one encryption key to be
used for encrypting the data. An at least one key file
is also located in memory on the at least one comput-
ing device and is associated with an at least one au-
thorized user. The key file contains a key field com-
prising a pseudo random string of bytes and a unique
hash value used to associate the key file to the user. A
set of base characters are randomly selected from the
key field, such that the base characters are a subset of
the key field. An encryption key is generated by in-
putting the base characters into an encryption al-
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e gorithm. The data is encrypted using the encryption

key.
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