Security Scanning Method and Apparatus for Mini Program, and Electronic Device
Technical Field
[01] The present specification relates to the field of computer applications, and in particular,
to a security scanning method, apparatus and electronic device for a mini program.
Background
[02] Mini programs refer to mobile terminal APPs that are developed based on a
programming language and can be used without download or installation. The most
prominent characteristic of mini programs is convenient use, as the mini programs do not
need to be manually installed in an operating system of a mobile terminal. However, mini
programs often need to use a large APP as a carrier in use. For example, servers of some
large APPs may interface with a third party’s mini program development platform. After the
development of a mini program is completed through a mini program development platform,
a developer may release the completed mini program to the server of a large APP for
interfacing with the large APP.
Summary
[03] The present specification provides a security scanning method for a mini program. the
method may include:
[04] obtaining a target mini program to be released;
[05] invoking a security scanning strategy combination to perform multi-dimensional
security scanning on the target mini program,;
[06] and when the target mini program passes the multi-dimensional security scanning,
releasing the target mini program to a server corresponding to a target APP with which the
target mini program is carried.
[07] Optionally, the security scanning strategy combination comprises a combination of one
or more of the following security scanning strategies:
[08] performing malicious code scanning on the target mini program;
[09] performing security loophole scanning on the target mini program,;
[10] and performing security loophole scanning on a server interface of the target mini
program.
[11] Optionally, the performing malicious code scanning on the target mini program
comprises a combination of one or more of the scanning manners including:
[12] detecting whether the target mini program includes a payload;
[13] detecting whether a malicious invoking function other than authorized invoking

functions defined for the target mini program exists in all the functions invoked by the target
1



mini program;
[14] and detecting whether media or text content invoked by the target mini program has
non-compliant content.
[15] Optionally, the performing security loophole scanning on the target mini program
comprises a combination of one or more of the scanning manners including:
[16] detecting whether the target mini program has a sensitive information leaking loophole;
[17] detecting whether the target mini program has an HTML code loophole;
[18] detecting whether the target mini program has a JS code loophole;
[19] and detecting whether the target mini program has an unauthorized external resource
reference loophole.
[20] Optionally, the performing security loophole scanning on a server interface of the target
mini program comprises:
[21] parsing the server interface of the target mini program;
[22] and performing interface loophole scanning on the parsed server interface.
[23] The present specification further provides a security scanning apparatus for a mini
program, the apparatus comprising:
[24] an obtaining module configured to obtain a target mini program to be released;
[25] a scanning module configured to invoke a security scanning strategy combination to
perform multi-dimensional security scanning on the target mini program;
[26] and a releasing module configured to, when the target mini program passes the
multi-dimensional security scanning, release the target mini program to a server
corresponding to a target APP with which the target mini program is carried.
[27] Optionally, the scanning module further executes a combination of one or more of the
following scanning strategies including:
[28] malicious code scanning on the target mini program,;
[29] performing security loophole scanning on the target mini program;
[30] and security loophole scanning on a server interface of the target mini program.
[31] Optionally, the scanning module further executes a combination of one or more of the
malicious code scanning manners including:
[32] detecting whether the target mini program includes a payload;
[33] detecting whether a malicious invoking function other than authorized invoking
functions defined for the target mini program exists in all the functions invoked by the target
mini program;
[34] and detecting whether media or text content invoked by the target mini program has
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non-compliant content.

[35] Optionally, the scanning module further executes a combination of one or more of the
security loophole scanning manners listed below:

[36] detecting whether the target mini program has a sensitive information leaking loophole;
[37] detecting whether the target mini program has an HTML code loophole;

[38] detecting whether the target mini program has a JS code loophole;

[39] and detecting whether the target mini program has an unauthorized external resource
reference loophole.

[40] Optionally, the scanning module is further configured to:

[41] parse the server interface of the target mini program;

[42] and perform interface loophole scanning on the parsed server interface.

[43] The present specification further provides an electronic device, comprising:

[44] a processor;

[45] and a memory configured to store executable instructions;

[46] wherein, by executing a machine executable instruction stored in the memory and
corresponding to a control logic for training a machine learning model, the processor is
configured to:

[47] obtain a target mini program to be released;

[48] invoke a security scanning strategy combination to perform multi-dimensional security
scanning on the target mini program;

[49] and when the target mini program passes the multi-dimensional security scanning,
release the target mini program to a server corresponding to a target APP with which the
target mini program is carried.

[50] In the present specification, multi-dimensional security scanning is performed on a
target mini program to be released by invoking a security scanning strategy combination, and
when the target mini program passes the multi-dimensional security scanning, the target mini
program is then released to a server corresponding to a target APP with which the target mini
program is carried, thereby effectively avoiding the release of malicious mini programs to the

Internet that will impact the use security of users.

Brief Description of the Drawings
[51] FIG. 1 is a flow chart of a security scanning method for a mini program as illustrated in
some embodiments of the present specification;

[52] FIG. 2 is a flow chart of performing multi-dimensional security scanning on a mini
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program by a scanning platform as illustrated in some embodiments of the present
specification;

[53] FIG. 3 is a schematic structural diagram of hardware in an electronic device that
includes a security scanning apparatus for a mini program as illustrated in some embodiments
of the present specification; and

[54] FIG. 4 is a logic block diagram of the security scanning apparatus for a mini program

according to some embodiments of the present specification.

Detailed Description

[55] The present specification provides a technical solution of performing multi-dimensional
security scanning on a target mini program to be released to avoid the release of malicious
mini programs to the Internet.

[56] A server corresponding to an APP with which the target mini program is carried may
interface with an independent mini program development platform. A developer may use the
development platform to develop a mini program based on his/her own service needs,
communicate with the server, and package and upload the developed mini program to the
server for review.

[57] The server may include a scanning platform for performing security scanning on the
mini program. A security scanning strategy combination may be installed in the scanning
platform in advance. When the scanning platform receives a mini program uploaded and
submitted by the developer via the development platform, the scanning platform may invoke
the security scanning strategy combination to perform multi-dimensional security scanning
on the mini program.

[58] In some embodiments, the security scanning strategy combination may comprise
scanning strategies such as malicious code scanning on mini programs, security loophole
scanning on mini programs, and security loophole scanning on a server interface of mini
programs. The scanning platform may invoke the security scanning strategy combination to
perform security scanning on a mini program in dimensions such as malicious code scanning,
security loophole scanning, and server interface loophole scanning.

[59] If the mini program passes the multi-dimensional security scanning, the mini program
may be released to the server corresponding to the APP with which the target mini program is
carried. Conversely, if the mini program does not pass the multi-dimensional security
scanning, the mini program may be a malicious mini program, and the release flow of the

mini program may be directly terminated.



[60] Therefore, the scanning platform performs multi-dimensional security scanning on a
target mini program to be released by invoking a security scanning strategy combination.
When the target mini program passes the multi-dimensional security scanning, the scanning
platform releases the target mini program to a server corresponding to a target APP with
which the target mini program is carried, thereby effectively avoiding the release of malicious
mini programs to the Internet that will impact the use security of users.

[61] The present specification will be described below with reference to exemplary
embodiments and exemplary application scenarios.

[62] FIG. 1 illustrates a security scanning method for a mini program according to some
embodiments of the present specification. The method can be applied to a scanning platform
to execute the following steps:

[63] In Step 102, a target mini program to be released is obtained.

[64] The scanning platform may, for example, comprise a service platform for performing
security scanning on a target mini program to be released. In an exemplary application, the
scanning platform may, for example, be deployed on a server corresponding to an APP with
which the target mini program is carried. In some embodiments, when the hardware
environment in which the server is installed may be a distributed server cluster, one or more
physical servers may be selected from the server cluster as a hardware environment for
installing the scanning platform, and the scanning platform may be constructed.

[65] Alternatively, in another embodiment, the scanning platform may be deployed to be
independent of the server. For example, the scanning platform may be independently
deployed on one or more physical servers other than the server corresponding to the APP, and
interface with the server corresponding to the APP.

[66] The APP with which the target mini program is carried may, for example, comprise a
native APP or a Web APP developed based on a web technology, which is not particularly
defined in the present specification.

[67] In the present specification, the server corresponding to the APP with which the target
mini program is carried may further interface with an independent mini program development
platform.

[68] The mini program development platform may, for example, be a mini program
development platform that is operated independently by the operator of the APP with which
the target mini program is carried or a third-party mini program development platform that is
in cooperation with the operator of the APP, which is not particularly defined in the present
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[69] A developer may develop a mini program based on his/her own service needs through
the mini program development platform. After the mini program is developed, the developer
can package and upload the developed mini program to the scanning platform for security
scanning. Packaging the developed mini program may refer to, for example, a process of
packaging executable codes of the developed mini program to an executable program.

[70] In some embodiments, the mini program development platform may maintain data
connection with the scanning platform and provide the developer with an upload port
corresponding to the developed mini program. When the mini program is developed, the
developer may trigger the upload port to upload and submit the packaged mini program to the
scanning platform via the data connection.

[71] For example, the data connection may be an http connection, and the upload port may
be a function button for triggering the upload of a developed mini program provided by a
development platform via a visual interface.

[72] After the developer completes the development of executable codes of the mini
program, the developer may compile and package the executable codes, trigger the function
button, and upload the packaged mini program to the scanning platform. When the
development platform detects an event of triggering the function button at the backend, it
may construct an http request packet (e.g., an http post request) at the backend for carrying
the packaged mini program, then use the packaged mini program as a load carried by the http
request packet, and upload the http request packet to the scanning platform via the http
connection. Upon receiving the http request packet, the scanning platform may parse the http
request packet and obtain the packaged mini program carried in the http request packet.

[73] In Step 104, a security scanning strategy combination is invoked to perform
multi-dimensional security scanning on the target mini program.

[74] In the present specification, a security scanning strategy combination may be installed
on the scanning platform in advance. The security scanning strategy combination may
comprise pre-defined multi-dimensional security scanning strategies. Here, for a security
scanning strategy in every dimension in the security scanning strategy combination, a
corresponding invoking interface may be developed in advance. Upon receiving the target
mini program to be released uploaded by the development platform, the scanning platform
may start a security scanning flow to sequentially invoke the invoking interface of each
security scanning strategy, execute each security scanning strategy, and perform
multi-dimensional security scanning on the target mini program.

[75] The invoking order of security scanning strategies in the security scanning strategy
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combination is not particularly defined in the present specification. A person skilled in the art
may set priority for each security scanning strategy based on actual service needs, and set an
invoking order for the security scanning strategies based on the priorities.

[76] In one embodiment, the security scanning strategies in the security scanning strategy
combination may, for example, comprise a combination of one or more of the following
security scanning strategies:

[77] malicious code scanning on the target mini program;

[78] security loophole scanning on the target mini program;

[79] and security loophole scanning on a server interface of the target mini program.

[80] In this case, the scanning platform may perform, by invoking the security scanning
strategy combination, security scanning on the mini program in dimensions such as malicious
code scanning, security loophole scanning, and server interface loophole scanning.

[81] Taking the scanning platform performing security scanning on the target mini program
to be released in three dimensions of malicious code scanning, security loophole scanning,
and server interface loophole scanning as examples, detailed description will be provided
below through exemplary embodiments.

[82] FIG. 2 is a flow chart of performing multi-dimensional security scanning on the mini
program by a scanning platform as illustrated in the present specification.

[83] As shown in FIG. 2, in some embodiments, the security scanning performed by the
scanning platform on the mini program may comprise three scanning dimensions of
malicious code scanning, security loophole scanning, and server interface loophole scanning.
[84] As shown in FIG. 2, in some embodiments, the malicious code scanning on the target
mini program may comprise one or more scanning programs including:

[85] apayload detection program;

[86] a malicious function invoking detection program;

[87] and a malicious content detection program.

[88] The payload detection program is configured to, for example, detect whether the load of
the target mini program includes a payload.

[89] In some embodiments, a plenty of samples of known payloads may be prepared in
advance, such as samples of attack codes, samples of attack data, etc. When the payload
detection needs to be performed on the target mini program, all codes and data in the load of
the target mini program may be parsed, and the parsed codes and data are compared with the
prepared samples of known payloads and analyzed to determine whether the load of the target

mini program includes a payload. If it is determined that the load of the target mini program
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includes a payload, the target mini program may be determined to be a malicious mini
program. If the load of the target mini program does not include a payload, the target mini
program may be determined to be a non-malicious mini program, and the scanning of the
target mini program is passed.

[90] The malicious function invoking detection program is configured to, for example,
detect whether a malicious invoking function other than authorized invoking functions
defined for the target mini program exists in all the functions invoked by the target mini
program.

[91] For example, a number of invokable authorized functions or an authorized invoking
range of invokable functions may be defined in advance for each developed mini program,
which may be, for example, defined by a developer in the code of the mini program or
defined separately by an operator of an APP with which the target mini program is carried.
[92] When the malicious function invoking detection needs to be performed on the target
mini program, all functions invoked by the target mini program may be parsed, and whether a
function other than the invokable authorized functions or a function beyond the authorized
invoking range of invokable functions, exists in all the functions invoked by the target mini
program may be determined. If a function other than the invokable authorized functions or a
function beyond the authorized invoking range of invokable functions exists in all the
functions invoked by the target mini program, a malicious function exists in all the functions
invoked by the target mini program, in which case the target mini program may be
determined to be a malicious mini program. Conversely, if a function other than the invokable
authorized functions or a function beyond the authorized invoking range of invokable
functions does not exist in all the functions invoked by the target mini program, it indicates
that no malicious function exists in all the functions invoked by the target mini program, in
which case the target mini program may be determined to be a non-malicious mini program,
and the scanning of the target mini program is passed.

[93] The malicious content detection program is configured to, for example, detect whether
media or text content invoked by the target mini program has non-compliant content.

[94] For example, a plenty of non-compliant content samples may be defined in advance,
such as non-compliant text keywords, media fragments, and the like. When the malicious
content detection needs to be performed on the target mini program, all media and text
content invoked by the target mini program may be parsed, and the parsed media and text
content are compared with the non-compliant content samples and analyzed to determine

whether the media and text content invoked by the target mini program include
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non-compliant content. If it is determined that the media and text content invoked by the
target mini program include non-compliant content, the target mini program may be
determined to be a malicious mini program. Conversely, the target mini program may be
determined to be a non-malicious mini program, and the scanning of the target mini program
is passed.

[95] As shown in FIG. 2, in some embodiments, the security loophole scanning on the target
mini program may comprise one or more scanning programs including:

[96] a sensitive information leaking loophole detection program;

[97] an HTML code loophole detection program,;

[98] aJS code loophole detection program;

[99] and an external resource reference loophole detection program.

[100]  The sensitive information leaking loophole detection program is configured to, for
example, detect whether the target mini program has a sensitive information leaking loophole.
The HTML code loophole detection program is configured to, for example, detect whether
the target mini program has an HTML code loophole. The JS code loophole detection
program is configured to, for example, detect whether the target mini program has a JS code
loophole. The external resource reference loophole detection program is configured to, for
example, detect whether the target mini program has a security loophole that refers to an
unauthorized external resource. For example, it is detected whether the target mini program
refers to an unauthorized link and the like or has a loophole of unauthorized external
resources other than the authorized external resources defined for the target mini program.
[101]  In some embodiments, when invoking each of the loophole scanning programs listed
above to perform relevant loophole scanning on the target mini program, the scanning
platform may invoke a loophole scanning tool related to each of the loophole scanning
programs and installed on the scanning platform to complete the loophole scanning.

[102]  For example, the scanning platform may be installed respectively with different
types of loophole scanners corresponding to a sensitive information leaking loophole, an
HTML code loophole, a JS code loophole, and an external resource reference loophole, and
equipped with corresponding loophole databases. Then, by running the above loophole
scanners, respectively, in a software environment, the scanning platform scans the target mini
program, and performs comparison with the loophole databases for analysis to identify and
discover potential security loopholes in the target mini program.

[103]  When the scanning platform detects relevant security loopholes in the target mini

program by executing the loophole scanning programs, the loophole scanning results may be
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further fed back to the developer of the target mini program to repair the relevant security
loopholes. After the security loopholes are repaired, the developer may re-package and
upload the target mini program via the mini program development platform for the scanning
platform to perform security scanning again. When the scanning platform detects that no
relevant security loopholes exist in the target mini program by executing the loophole
scanning programs, the scanning of the target mini program is passed.

[104] In addition to performing malicious code scanning and security loophole scanning
on the target mini program, the scanning platform may further perform security loophole
scanning on a server interface of the target mini program.

[105] Insome embodiments, the scanning platform may parse all interfaces related to the
functions in the mini program, screen the parsed interfaces to obtain server interfaces of the
target mini program, and then perform security loophole scanning on these server interfaces.
[106] For example, the scanning platform may be installed with loophole scanners
corresponding to server interface loopholes and equipped with corresponding loophole
databases. Then, by running the above loophole scanners, respectively, in a software
environment, the scanning platform scans each server interface of the target mini program,
and performs comparison with the loophole databases for analysis to identify and discover
potential security loopholes in these server interfaces.

[107]  When the scanning platform detects an interface loophole in a server interface of the
target mini program, the loophole scanning result may be further fed back to the developer of
the target mini program to repair the interface loophole. After the security loophole is
repaired, the developer may re-package and upload the target mini program via the mini
program development platform for the scanning platform to perform security scanning again.
When no server interface loophole exists according to the scanning, the scanning of the target
mini program is passed.

[108] Here, it should be noted that it is merely an example to take the scanning platform
performing security scanning on the target mini program to be released in three dimensions of
malicious code scanning, security loophole scanning, and server interface loophole scanning.
In some embodiments, the security scanning strategies included in the security scanning
strategy combination and the dimensions of security scanning performed by the scanning
platform on the target mini program may be expanded according to actual needs, which will
not be enumerated in the present specification.

[109] In Step 106, when the target mini program passes the multi-dimensional security

scanning, the target mini program is released to a server corresponding to a target APP with
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which the target mini program is carried.

[110] In the present specification, after the scanning platform performs multi-dimensional
security scanning on the mini program by invoking the security scanning strategy
combination, and if the target mini program passes the multi-dimensional security scanning,
the target mini program may be determined to be a non-malicious mini program, in which
case the scanning platform may start a release flow for the target mini program to further
release the target mini program to the server corresponding to the APP with which the target
mini program is carried and to the Internet.

[111]  If the target mini program does not pass the multi-dimensional security scanning, the
target mini program may be a malicious mini program, in which case the scanning platform
may block the release flow of the target mini program and terminate the release flow of the
target mini program, thereby avoiding the release of malicious mini programs to the Internet
that will impact the use security of users.

[112]  For example, in FIG. 2, if the target mini program passes the security scanning in
dimensions such as malicious code scanning, security loophole scanning, and server interface
loophole scanning, respectively, the target mini program may be determined to be a
non-malicious mini program and the target mini program may be normally released.
Conversely, if the target mini program does not pass the security scanning in any one
dimension of malicious code scanning, security loophole scanning, and server interface
loophole scanning, the target mini program may be determined as a potential malicious mini
program, and the scanning result may be actively fed back to the developer. After the target
mini program is repaired by the developer, the multi-dimensional security scanning may be
performed on the target mini program again. Alternatively, it may block the release flow of
the mini program and terminate the release flow of the mini program.

[113]  The scanning platform performs multi-dimensional security scanning on a target
mini program to be released by invoking a security scanning strategy combination, and when
the target mini program passes the multi-dimensional security scanning, further releases the
target mini program to a server corresponding to a target APP with which the target mini
program is carried, thereby effectively avoiding the release of malicious mini programs to the
Internet that will impact the use security of users.

[114]  Corresponding to the above method embodiments, the present specification further
provides a security scanning apparatus for a mini program.

[115] Embodiments of the security scanning apparatus for a mini program according to the

present specification may be applied to an electronic device. The apparatus embodiments may
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be implemented by software, hardware, or a combination of software and hardware. Taking

the software implementation as an example, an apparatus from the logic perspective is

formed by running a corresponding computer program instruction in a non-volatile memory,

by a processor of the electronic device where the apparatus is located, into an internal

memory. From the hardware perspective, FIG. 3 is a schematic structural diagram of the

hardware of the electronic device where the security scanning apparatus for a mini program

according to the present specification is located. In addition to the processor, sensor, internal

memory, network interface, and non-volatile memory shown in FIG. 3, the electronic device

where the apparatus is located may further comprise other pieces of hardware according to

actual functions of the electronic device, which will not be elaborated herein.

[116] FIG. 4 is a block diagram of the security scanning apparatus for a mini program

according to some embodiments of the present specification.

[117] Referring to FIG. 4, the security scanning apparatus 40 for a mini program may be

applied to the electronic device shown in FIG. 3, the apparatus comprising: an obtaining

module 401, a scanning module 402, and a releasing module 403.

[118] The obtaining module 401 is configured to obtain a target mini program to be

released.

[119] The scanning module 402 is configured to invoke a security scanning strategy

combination to perform multi-dimensional security scanning on the target mini program.

[120]  The releasing module 403 is configured to, when the target mini program passes the

multi-dimensional security scanning, release the target mini program to a server

corresponding to a target APP with which the target mini program is carried.

[121]  In some embodiments, the scanning module 402 is further configured to execute one

or more of:

[122]  malicious code scanning on the target mini program;

[123]  security loophole scanning on the target mini program;

[124] and security loophole scanning on a server interface of the target mini program.

[125] In some embodiments, the scanning module 402 further executes a combination of

one or more of the malicious code scanning manners listed below:

[126]  detecting whether the target mini program includes a payload;

[127]  detecting whether a malicious invoking function other than authorized invoking

functions defined for the target mini program exists in all the functions invoked by the target

mini program;

[128] and detecting whether media or text content invoked by the target mini program has
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non-compliant content.

[129] In some embodiments, the scanning module 402 is further configured to execute one
or more security loophole scanning operations including:

[130] detecting whether the target mini program has a sensitive information leaking
loophole;

[131]  detecting whether the target mini program has an HTML code loophole;

[132] detecting whether the target mini program has a JS code loophole;

[133] and detecting whether the target mini program has an unauthorized external resource
reference loophole.

[134] In some embodiments, the scanning module 402 is further configured to:

[135] parse the server interface of the target mini program;

[136] and perform interface loophole scanning on the parsed server interface.

[137]  Since the apparatus embodiment substantially corresponds to the method
embodiment, the description of the method embodiment may be referenced. The
above-described apparatus embodiment is merely exemplary, wherein the units described as
discrete parts may or may not be physically separated. The parts shown as units may or may
not be physical units, i.e., the parts may be located at the same place or may be distributed
over a plurality of network units. Some or all of the modules thereof may be selected
according to actual needs to achieve the objective of the solutions of the present specification.
Those of ordinary skills in the art may understand and implement the apparatus embodiment
without inventive effort.

[138] The system, apparatus, module or unit described in the above embodiments may be,
for example, implemented by a computer chip or entity, or implemented by a product having
the functions. A typical implementation device is a computer. In one example, a computer
may be, for example, a server, a personal computer, a laptop computer, a cellular phone, a
camera phone, a smart phone, a personal digital assistant, a medium player, a navigation
device, an email receiving and transmitting device, a game console, a tablet computer, a
wearable device, or a combination of any devices in these devices.

[139] Corresponding to the above method embodiments, the present specification further
provides an electronic device comprising: a processor and a memory configured to store
machine executable instructions, wherein the processor and the memory may be connected to
each other via an internal bus. In some embodiments, the device may further comprise an
external interface for communications with other devices or parts.

[140] In some embodiments, by executing the executable instruction stored in the memory
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and corresponding to a control logic of security scanning for a mini program, the processor is
configured to

[141] obtain a target mini program to be released;

[142] invoke a security scanning strategy combination to perform multi-dimensional
security scanning on the target mini program;

[143] and when the target mini program passes the multi-dimensional security scanning,
release the target mini program to a server corresponding to a target APP with which the
target mini program is carried.

[144] In some embodiments, by executing the executable instruction stored in the memory
and corresponding to a control logic of security scanning for a mini program, the processor is
further configured to execute one or more operations including:

[145] performing malicious code scanning on the target mini program;

[146] performing security loophole scanning on the target mini program;

[147] and performing security loophole scanning on a server interface of the target mini
program.

[148] In some embodiments, by executing the executable instruction stored in the memory
and corresponding to a control logic of security scanning for a mini program, the processor is
further configured to execute one or more operations including:

[149] detecting whether the target mini program includes a payload;

[150] detecting whether a malicious invoking function other than authorized invoking
functions defined for the target mini program exists in all the functions invoked by the target
mini program;

[151] and detecting whether media or text content invoked by the target mini program has
non-compliant content.

[152] In some embodiments, by executing the executable instruction stored in the memory
and corresponding to a control logic of security scanning for a mini program, the processor is
further configured to execute one or more operations including:

[153] detecting whether the target mini program has a sensitive information leaking
loophole;

[154] detecting whether the target mini program has an HTML code loophole;

[155] detecting whether the target mini program has a JS code loophole;

[156] and detecting whether the target mini program has an unauthorized external resource
reference loophole.

[157] In some embodiments, by executing the executable instruction stored in the memory
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and corresponding to a control logic of security scanning for a mini program, the processor is
further configured to

[158] parse the server interface of the target mini program;

[159] and perform interface loophole scanning on the parsed server interface.

[160] It would be easy for those of ordinary skills in the art to, after considering the
present specification and practicing the invention disclosed herein, conceive of other
implementation manners of the present specification. The present specification is intended to
encompass any variations, uses or adaptive changes of the present specification, and these
variations, uses or adaptive changes follow general principles of the present specification and
comprise common general knowledge or common technical means in the art that are not
disclosed in the present specification. The present specification and embodiments are
regarded to be merely exemplary, and the true scope and spirit of the present specification
shall be subject to the appended claims.

[161] It should be understood that the present specification is not limited to the accurate
structure described above and illustrated in the accompanying drawings, and various
modifications and changes may be made to the present specification without departing from
the scope thereof. The scope of the present specification shall be only subject to the appended
claims.

[162] Particular embodiments of the present specification are described above, and other
embodiments fall within the scope of the appended claims. In some cases, actions or steps
stated in the claims may be executed in an order different from those in the embodiments and
can still achieve desired results. In addition, a process depicted in the accompanying
drawings does not necessarily require the illustrated particular order or continuous order to
achieve desired results. In some implementation manners, multi-task processing and parallel
processing may be feasible or may be beneficial.

[163] The above description are merely preferred embodiments of the present specification,
which are not used to limit the present specification. Any modifications, equivalent
substitutions and improvements made within the spirit and principle of the present

specification shall fall within the protection scope of the present specification.
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What is claimed is:

1. A security scanning method for a mini program, the method comprising:

obtaining a target mini program to be released;

invoking a security scanning strategy combination to perform multi-dimensional security
scanning on the target mini program; and

when the target mini program passes the multi-dimensional security scanning, releasing the
target mini program to a server corresponding to a target APP with which the target mini
program is carried.

2. The method according to claim 1, wherein the security scanning strategy combination
comprises one or more of:

malicious code scanning on the target mini program;

security loophole scanning on the target mini program; and

security loophole scanning on a server interface of the target mini program.

3. The method according to claim 2, wherein the malicious code scanning on the target mini
program comprises one or more of:

detecting whether the target mini program includes a payload,

detecting whether a malicious invoking function, other than an authorized invoking function
defined for the target mini program, is present in functions invoked by the target mini program,;
and

detecting whether media or text content invoked by the target mini program includes
non-compliant content.

4. The method according to claim 2, wherein the security loophole scanning on the target
mini program comprises one or more of:

detecting whether the target mini program includes a sensitive information leaking loophole;

detecting whether the target mini program includes an HTML code loophole;

detecting whether the target mini program includes a JS code loophole; and

detecting whether the target mini program includes an unauthorized external resource
reference loophole.

5. The method according to claim 2, wherein the security loophole scanning on a server
interface of the target mini program comprises:

parsing the server interface of the target mini program; and

performing interface loophole scanning on the parsed server interface.

6. A security scanning apparatus for a mini program, the apparatus comprising:

an obtaining module configured to obtain a target mini program to be released,

a scanning module configured to invoke a security scanning strategy combination to perform
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multi-dimensional security scanning on the target mini program; and

a releasing module configured to, when the target mini program passes the
multi-dimensional security scanning, release the target mini program to a server corresponding to
a target APP with which the target mini program is carried.

7. The apparatus according to claim 6, wherein the scanning module is further configured to
execute one or more of:

malicious code scanning on the target mini program;

security loophole scanning on the target mini program; and

security loophole scanning on a server interface of the target mini program.

8. The apparatus according to claim 7, wherein the scanning module is configured to execute
one or more of malicious code scanning programs including:

detecting whether the target mini program includes a payload,

detecting whether a malicious invoking function, other than authorized invoking functions
defined for the target mini program, is present in functions invoked by the target mini program,;
and

detecting whether media or text content invoked by the target mini program includes
non-compliant content.

9. The apparatus according to claim 7, wherein the scanning module is configured to execute
one or more of security loophole scanning programs including:

detecting whether the target mini program includes a sensitive information leaking loophole;

detecting whether the target mini program includes an HTML code loophole;

detecting whether the target mini program includes a JS code loophole; and

detecting whether the target mini program includes an unauthorized external resource
reference loophole.

10. The apparatus according to claim 7, wherein the scanning module is further configured
to:

parse the server interface of the target mini program; and

perform interface loophole scanning on the parsed server interface.

11. An electronic device, comprising:

a processor; and

a memory configured to store machine executable instructions;

wherein, by executing a machine executable instruction stored in the memory and
corresponding to a control logic for training a machine learning model, the processor is
configured to:

obtain a target mini program to be released;
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invoke a security scanning strategy combination to perform multi-dimensional security
scanning on the target mini program; and

when the target mini program passes the multi-dimensional security scanning, release the
target mini program to a server corresponding to a target APP with which the target mini

program is carried.
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