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/— 500
502~

Recognize a replaceable supply device upon host power up or insertion
of new supply device.

504 — *

Issue cryptographic timing challenge from host device to supply device,

requesting performance of specific mathematical calculation on certain
challenge parameters.

506 —~ *
Start timing sequence to monitor the amount of time it takes to receive a
challenge response.

508~ v 514 — v
Send timing challenge to reference Retrieve/access characterization
logic on the host device. data stored on supply device
(expected time windows and
510~ * challenge responses).

Receive reference response from
reference logic in a certain elapsed
reference time.

512~ +

Determine reference time window
from reference time (e.g., +/- 5%).

516~ *
Receive challenge response from supply device in certain elapsed
challenge response time as measured by the host device.

518~ +

Compare challenge response to an expected response, such as
reference response from reference logic on the host device.

520 —~ *

Compare/determine if challenge response time falls within expected time
window, such as reference time window from reference logic or expected
time window retrieved from characterization data stored on supply device.

522~ *
Authenticate supply device when challenge response matches expected
value and challenge response time falls within expected time window.

524 — *

Determine supply device is not authentic if challenge response does not

match expected value or challenge response time falls outside expected
time window, or both.
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