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A blockchain node receives medical data to be stored, and determines a data 
attribute of the medical data

The blockchain node processes the medical data based on a configured processing rule 
corresponding to the data attribute, and sends a processing result to another 

blockchain node in a blockchain network
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A blockchain node receives service data to be stored, and 
determines a data attribute of the service data

401

402The blockchain 
node determines whether the data attribute of 

the service data is a text type based on the 
data attribute

No

Yes

If the data attribute of the service data is a text type, the 
blockchain node encrypts the service data by using a private 
key in a predetermined public-private key pair corresponding 

to a user identifier included in the service data

403

If the data attribute of the service data is an image type, the 
blockchain node determines a digest of the service data, and 
encrypts the digest by using a private key in a predetermined 

public-private key pair corresponding to a user 
identifier included in the service data
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