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The present invention relates. generally to distributed computer systems, and

partlcularly to a program compilation system and method i in which architecture neutral
executable programs are complled,by a trusted third party in such a way that
recipients of the compiled prograrﬁ:' can verify the identity of the corresponding

5 architecture neutral program and can verify that it was compiled by the trusted third

party.

BACKGROUND OF THE INVENTION
10 _
| The term “architecture” is defined for the purposes of this document to mean
the operating characteristics of a family of computer models. Examples of distinct g 3

architectures are: Macintosh computers, IBM PC compatible computers using the
DOS or Windows operating systems, SUN Microsystems computers running the
15  Solaris operating system, and computer systems using the Unix operating system.

The term “architecture neutral” is defined for the purposes of this document to
refer to ability of certain programs, such as programs writteﬁ in the Java (a trademark
of Sun Microsystems, inc.) language, to be executed on a variety of computer

20 platforms using a number of different computer architectures.

- The term “architecture specific” is defined for the purposes of this document to
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platforns using a single conputer architecture. For instance, object code
progranms witten in the 80486 assenbl er | anguage can only be executed on
conputers using the 1 BM PC conpati bl e corrguter architecture (as well as in
ot her conputers that 5 - contain |IBM PC térmpati ble conmputer emnul ators).

| nportant features of architecture neutral progranms (ANPrograns) include
t he ar chi referie the requianenithateertaip pragiame be exacutedianly apcemputetr e

tral | J . .
cxecuted SR eAb EHHGRTompRer BICHREre, U7 PRIARGS Big SR BoBRie,
An addi t i ewnitten 'mnih_etmlfsfmem_ t:leol?ngagge leahaombyl bemxegumb n golripafjertshmirgg

t t irectly verifi rjor to executio a Java code
ver 1 or ) the NP Gyrogteatbis spmAuter dTehBrcti Bl Asin STeT SORRAREBAT or
to prefef icaRthih MBROPC dorhpatitié cBmpaltéremlildiérs).2 | ncl ude operand stack and

data type usage restrictions that "'ensure that“Java bytecode prograns 15
cannot overflow or underflow the executing conputers operand stack and t hat

Fesult. o 3ava poEest apites oreBieluiehdute etbidhe HirtaShe ubiems |
cannot acegshitetdiesitependéncesofprogrars anitiendaehaarshitechteyftitral Ringuage
explicitly granted it perm ssion to use.

20 Unfort tely,
di st ri but () Laneraged| Eopexamales Jaya autemdsrgsga@@%age grg éjn%gu?n%%gnxm to
ar chi ot GPEVAREEblatfoh o A 9vd yleddaciftérrdr it 2laRioRGF infbortant
execut ed lfgatare of Javy bytecddeiprogramsiscthat theirdatdgyity can bediteetiy verified prier to

slow as the equi valent architecture,.spegcific ogr.ans (ASProgr ans onpi | ed
T tor e SERAMHIRN BY e bYIpods VertimdA favS PYlespHgser TR s whelRr ¢
a factor ' ergd‘b : élgﬁt}j, : Si :

good for g?]ekhdﬁggfgﬁﬁg@ggﬁ r (if!n?a.}.d,qﬁf erg?getﬁgf )wﬁtgﬁgmﬁ?y%ﬁﬁq 0SS
of effici stask anthtataotypewssage restrictions thatensure thatskava hytecade priograms t o

use i val en r.ograms. ConDhl ILn_an ASlLanauage,. 30 Conpj,l ers that

can 8! tentht eRbRrSr it od e BBRufn FORBARE s oirang stack A ek ah
program instructions utilize only data of known data types. As a resuilt, a Java
bytecode program cannot create object pointers and generally cannot access system
resources other than those which the user has explicitly granted it permission to use.

.20 Unfortunately, distributing executablé programs in an ANLanguage bauses the
o ANProgram to run less efficiently than it would if it could take advantage of |

architecture specific features. For example, Java bytecode programs executed by a
Java bytecode interpreter typically run 2.5 to 5 times as slow as the equivalent
architecture specific programs (ASPrograms) compiled in corresponding architecture

25 specific languages (ASLanguages). While a factor of five speed reduction is actually

' considered to be unusually good for an ANProgram executer (i.e., interpreter), it is a
sufficient Ist of efficiency that some users will require or insist upon the ability to use
equivalent programs compiled in an ASLanguage.

30 Compilers that can compile an ANProgram into an equivalent ASProgram can
be written. However, they may be prohibitively expensive for the end user. in
addition, the integrity of the equivalent compiled ASProgram cannot be verified
directly from the compiled ASProgram code by an ANProgram integrity verifier. Thus,
in the case of Java bytecode programs, the use of ANPrograms compiled into
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be witten. However, they may be prohibitively expensive for the end user.
Jn addition, the i nt egrity of the equival ent conpiled ASProgram cannot be
verified directly fromthe conpil ed ASPro :gram code by an ANProgram

ava bytecode prograns, the use of

ANPr ogr ans CO[T‘FI led into -3 - equival ent ASPrograns tenti aI I esults
in the | oequivalent ASProgramsapotentially sesuits indhe jess ¢fong,o gak ver,

there are | egal ) tasks that can be perforned by 5

i ntegri tyfq?gqi%\?e&gﬁk\ﬁ%ﬁggg{;%gr ans but which cannot be perforned by
integrity verifiable ANProgranms. These include tasks that would otherw se
viol ate the operand stack and data type usage restricti mposed on, & he
integrity veri H%V@rm%éf%ﬁ%mea'ﬁgéﬁlﬂt? i?)‘% ﬁi?ﬁlﬁébﬁg g?%h? ried by
execuped m}ﬂiégm&%rﬂ}eﬁ fo ANPBHFRAE buf Wit Giittiot belfetichmRickLY bty Of

reaso 'S desirable to ave onputer systemthat is designed
to primar véufabledWBrognamgr |'Ifneseencludaltasksdlhat u@mtmwlsgl violateythe pperand

conpi | at | Bieckand @riayinusp68 Terfeons Khkseddn il Wodhy 3einetls: T0'91 ons
requ' re tly Prbpﬁarhal maaaitfoh Q@cmAslﬁa famié €8n béledecuted muchifastebthatpssi bl e

to verl romthe information in the conpi | ed ASPr.ogram .t was

corrpl | ed Ml%rogms.f As a resultethemiara nwmber ofreaspnswhyit is |dPs§ﬂB'§lt9 haveA e

CpocitPi o TS Bt Bat S Apsictibd Rty idca RibdiRy vaRRSHEAUERGrEms
ASPr ogr anpyt hlsorifssihet capability of exeauting integrity p\onmenﬁable AtSF?mgratms directly
verified, the conpiled ASPr ogram shoul d i nclude information that in 20 a

verifiable nmanner identifies the correspondi ng ANProgramfromwhich it was
Although compilation of ANPrograms by a third party is possible, such

compilations require that the third party be authenticated. That is, it must be possible
15 to verify from the information in the compiled ASProgram that it was compiled by a
specific trusted third party. Even better, it should also be possible to authenticate that
the cdmpiled ASProgram was generated by a specific trusted compiler. And, since
the integrity of the compiled ASProgram with respect to predefined integrity criteria
cannot be directly verified, the compiled ASProgram should include information that in
20 a verifiable manner identifies the corresponding ANProgram from which it was

compiled and the ASLanguage in which it was compiled. |

Thus, it is an object of the present im)ention to provide an ANProgram compiler
and compilation method that enables the user of an ASProgram compiled from a
25 corresponding ANProgram to authenticate the identify of who compiled the
ANProgram, the identity of the corresponding ANProgram, and the ASLanguage in
which the ASProgram was compiled.

It is another object of the present invention to pfovide an ANProgram executer
30 and execution method that enables integrity verifiable ANPrograms being executed to
| call integrity non-verifiable ASPrograms that are trusted or that have verifiable
sources and compilation information so that essentially all legitimate tasks can be
performed, while preventing from being called ASPrograms whose sources,
compilation information, and integrity cannot be verified.
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conpil ed and the ASLanguage in which it was conpiled. Thus, it is an object
of the present invention to provide an ANProgram conpiler and conpilation
nmet hod that enables the user of an ASProgram conpiled froma 25
correspondi ng ANProgramto authenticate tHe identify of who conpiled the
ANProgram the identity of the correspondi ng° ANProgram and the ASLanguage
I n which the ASProgram was conpiled. It is another object of the present

i nvention to provide an ANPro ecution nethod that
enables integrity verifiable W@Z}%m&%@ﬁgﬁ to call integrity
non-verifiable ASPrograms that are trusted or that have verifiable sources

and conpil ati on I nformation so that essentially all |edgi te tasks can be
per f or med, whi | lp syramary.ithe Presantiveniiopds P&PWPBQPH&FE“ rgpHseeq,

I -4- SUWMVARY
ComD: L5 S f R Bl e 8 plod ARl SlelBRate Rl ¢ of netvork
that conprises a 5 program conpi ling conputer and a program executing

ter. Th t d b I | '
andi nel udes. st Die piara cambfitl SBHEF s cherRieg BiEa coPlc R LY pBd ot
by an ori %Wa?éfdré’s anlHcRitéctiredtdutrf h@beﬁér%édi S dridifating party.

ar chi tectur eutral programcode and a 1 I'tal ?nature of tHhe

ori gi nat i nheparahjtectne neutrgt amgtammontargsasdp reeneui prograsscade agda ur e

verifjer t S a

veri 11t nidtal SanathE of 08 cricibath Baic THE Bréorain Sadbifla Wil alsey . 0,

using) t hﬁiné!u_dbs aesighatare Qufifier that earifit® the digital Rigriatire ¢fithe Oigghating party to
verify that signature of the originating party matches (i.e., was generate using) the
architecture neutral program to which it is attached.

15 . The program compiling computer further includes a compiler that, when the

- digital signature of the originating party has been verified compiles the architecture
neutral program code into architecture specific program code in the architecture
specific language identified by the compile to information. The compiler utilizes a
signature generator to append to the architecture specific program code a digital

20  signature of the compiler program, where the compiler signature signs a set of
information that includes the compiled architecture specific program code plus the
signature on the architecture neutral program. In the preferred embodiment the
compiler utilizes the signature generator to also appends to the architecture specific
program code a digital signature of the compiling party, where compiling party

25 signature signs a set of information that includes the compiled architecture specific
program code, the signature on the architecture neutral program and the compiler
signature.

The program executing computer is operated by an executing party and
30 includes storage that stores the architecture neutral and specific programs. It further
includes a signature verifier that (A) verifies the digital signature of the originating
party in the architecture neutral program, and (B) verifies the digital signature of the
compiler in the architecture épeciﬁc program and/or verifies the digital signature of the
compiling party in the architecture specific program. The term “verifies a signature”
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15 - The program conpiling conputer further includes a conpiler that,
when the digital signature of the originating party has been verified
conpiles the architecture neutral programcode into architecture specific
program code in the architecture specifi c:'fPanguage identified by the

conpile to information. The conpiler utilizes a si %nat ure (t;enerator to :
append to meansribat a precadure isperfoaned to determing thet dhe signature matshgs{ies e

nf or mat | ofeE AT e Re b i bieSs et obina bR ApuS dy Sien By 8 shetue:.
plus the signature on the architecture neutral program In the preferred

enbodi nent the conpiler utilizes the sjignatuye generator to al so appends to
the archit ect ur 4NgRIEgTAN expeuingcempUt aiﬁcgnnpmd@i%{hamﬁe%'re ﬁﬁ@c'ggnpi ling
party, pwhe L . . . .

nl Uas ¢ g afFexadianfial iuioh e UBRA ipRadielh Mot giats fiografl
t he archi t haveibeenaerified, exenptesithenarchitectucerppecific pragranucede dfithepr ogr am
executing cor;@g[eﬁ,ré i S O#Lerat ed by an executing party and 30 i-ncl udes
storage th3fC € SPREMGPIPPAMt ure neutral and specific programs. It
further includes a signature verifier that (A) verifies the digital _
signature of the originating party in the architecture neutral program and

(B) verifies thin thegpneferred gmhaogdinent, the architesture meutral peogrartisteraboedied in

oty 1P F AR SRR o it L ReLiGp ol S 1350} HirFoiade BoBS Bl -
-5- neans aSsdciatedrwittethy architepiaré neatrdl progrerhe Mhen@rchiteéturd epécific program
matches (i.e., was, in fact generated fron) the set of information allegedly
si gned by 9%@9@11%9)’@%@”19%%"@84%ﬁ executing conputer also includes an

~architect uge Spg{d Ebfpiled, architecture specific code;
° the digital signature of the corresponding architecture neutral program as
15 signed by the party that provided the architecture neutral program;
° a digital signature by the compiler itself, including a message digest of the
compiled program and information identifying the compiler used to compile the
program, and signed using the compiler’s private encryption key; and .
e a digital signature by the trusted party performing the compilation, including a
20 message digest of the compiled pmgrém and information identifying the trusted
party, and signed using the compiling party’s private encryption key.
A generally available, trusted repository of public encryption keys, sometimes
called a naming service, holds the public keys for the compiler and the trusted
25 compiling party. Using these public encryption keys all recipients of the compiled
program can decrypt the digital signatures in the compiled program to verify that the
compiled prbgram was compiled by the indicated trusted party and by the indicated
| compiler, and also to verify the identity of the corresponding architecture neutral |
program. Optionally, the recipient of the compiled program can use a program verifier
30 to verify the proper operation of the corresponding architecture neutral program prioi' '
to eXecﬁting the compiled architecture specific program. '



5 program executer that, when the digital signatures in the architecture
specific program have been verified, executes the architecture specific

Pprogram code of the architecture specific program In the preferred
enbodi ment, the architecture neutral prd‘gq‘am is enbodied in 10 an obj ect

that contains a digital signature that inc di gest wuni quel y
associ ated with the archi kﬁﬁjpgmﬁTAprbggﬁ;ﬁ\%%@%i tecture specific
program generated by the conpiler includes: [err] t he conpil ed,
architecture specific code; [err] the digital signature of the

correspondi ng Additiohatbbjeetsrand fesdturesafitheninvention will be morgyreadily\appaeenfar t y
Si qna ur eTBgn thedolayina detalied Beporiti =i AgPahass Salrts whel Bgh ¥
conpi ked %ﬁﬂgﬁf?ﬁﬁﬂhitgé%ﬁﬁﬁg@iﬂﬂﬁl&hifyi ng the conpiler used to conpile

t he program signed using the conpilers private encryption key; and
[err] a digital signature by the trusted party performng the

| o diaital re | : ormng tf |
"I i or mat i oRi-dels bpek diagram ot 2 HEATAREA HoRiakeCbystdfh iNGORIoAnPa 0 &M
com || NgpREirid Briodiieht on i pidsent inventiangener al |y available, trusted
(0]

r eposi tor public encryption keys, sonetinmes called a nam ng service,
hol ds the public keys for the conpiler and the trusted 25 conpi | i ng

part Usi ng t |i Mt ' L e inced
P ogiBm can- deE i SEctene! jelnet sFfitnRetuf RbBtrarxboRim i Bobofteos
verify th@jthtdhpreferretilembodingnt of thespresept inventign.t he i ndi cat ed trusted
party and by the indicated conpiler, and also to verify the identity of the
correspondi ng architecture neutral program Optionally, the recipient of
the compiled pEaoRdbERes thecstiidtiRisFHTLMDIEd. Hrchfloctlife Yssdifio, program oper
operation of t correspondi ng architecture neutral programoprior to
execut i nggeheratediin hecordanie wéth a peefeprediembodiment efithe present invention.

15 _ o
Fig. 4 depicts an object and associated-object class in accordance with a
preferred embodiment of the present invention.

20 DESCRIPTION OF THE PREFERRED EMB‘ODIMENTS. _

Referring to Fig. 1, there is shown a computer network 100 having many client
.computers 102, a server computer 104, and a trusted key repository 106. The client
computers 102 are connected to each other and the server computer 104 and the
25 trusted key repository 106 via a network communications connection 108. The
network communications connection may be a local or wide area network, the
Internet, a combination of such networks, or some other type of network
communications connection'.

30 ~ While most of the client computers 102 are desktop computers, such as Sun
workstations, IBM compatible computers, and Macintosh computers, virtually any type
of computer could be a client computer. Each of these client computers includes a
CPU 110, a user interface 112, a memory 114, and a network communications
‘interface 116. The network communications interface enabies the client computers to



-6- BRI EF DESCRI PTI ON OF THE DRAW NGS Additional objects and features of
t.he invention will be nore readily apparent fromthe follow ng detailed

description and appended cl ai ns when take, in 5 conjunction with the
drawings, in which: Fig. 1 is a block di égr'am of a distributed conputer

system i ncorporatin referred enmbodi nent of th resent. i nvention. 10
Fl . 2 depfhBUNIGatS WhlKGarh.oer. dhe servancomriter 10430 e bustemikey
accor danc&elhkiiory 1U8¥ia'the Ceﬁﬂ&ﬂﬁdééo fﬁﬁ‘ﬁm tibR§ cBhR&&iYn 1@gention. Fig. 3

depicts the struCture of a conpiled, architecture specific, program
generated in accordance wth a preferred enbodi nent of the present

et on 15, e rkelSh £ o BadPih PRSI B B B EAg S 110
DESCRI$°T! Q\nélworkfeonthbRicBEGhS WRiAAgEF 20, Be ANPioggarJafdtitecture rdtital | S

shown a conputer network 100 having many-client conputers 102, a server
conput er TRgrambexequtar 123, anASPspgrmans (arghitecturerspedific pragrashexesuter 124,

are conne : : e [ ' rust ed
ey 1 opos e HNEaBBGH HeBGhnYiter 287 ANFSER Somlithd Hfersier £28. 4.t or i
conmmuni catgigmature geretatomn3M)a signature serifier 132,de compillingdhfgrmatioh l{€omplinfo)
Internet, a conbination,of sucr] ngt V\? ks, or s%re ot her tgge of network
conmmuni catvesiiier d34nae objget class loader i3 UsofAddress space (1 nd trustad oblest 102
are- kt l;ggi& q sq%% 4D i X
and ci n?gas%)c rrpﬁ?é’r 1sé(y’\clélhr ?ﬁ%’ﬁ#&d%g‘iﬁ;ﬁé osﬁw - H Ii%ltsGﬁQ'HP‘khSﬁvﬁ,
trusted compiling parties and trusted compilers. The operating system is run on the
CPU 110 and controls and coordinates running the programs 120-136 on the CPU in
response to commands issued by a user with the user interface 112.

15 The ANProgram executer 122 of each client computer 102 executes
ANPrograms in the object classes stored in the trusted and untrusted object class _
repositories 140 and 142. Moreover, the ANPrograms are written in an ANLanguage
for which the user may establish predefined integrity criteria, such as stack and data
usage restrictions, so that the ANPrograms will not perform illegal tasks. Thus, the

20 integrity of the ANPrograms can be directly verified by the ANProgram integrity verifier
126 prior to execution by determining if the program satisfies the predefined integrity
criteria. These ANPrograms are therefore considered integrity verifiable
ANPrograms. '

25 In the preferred embodiment, the integrity verifiable ANPrograms are written in
. the Java bytecode language. Moreover, the ANProgram executer 122 and the
| ANProgram verifier 124 are respectively a Java bytecode program interpreter and a
Java bytecode program verifier that respectively execute and verify the Java bytecode
programs_. The Java bytecode verifier and interpreter are products of Sun
30 Microsystems, Inc.

However, each client computer 102 has an associated specific architecture for
which programs may be written in a corresponding ASLanguage and executed by the
ASProgram executer 122. The ASLanguage does not require that ASPrograms



of conputer could be a client conputer. Each of these client conputers
includes a CPU 110, a user interface 112, a nenory 114, and a network
communi cations interface 1 16. The network comuni cations interface enabl es
the client conmputers to -7- comuni cate8wi th each other, the server

conputer 104, and the trusted key reposi tor% 108 via the network
comuni cat wittendothe ASLanguage sritis redefinedintegrity ceiterienef theriiNLanguage.
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i sts 144 werifiernt26 and ase dhiereforpi donsigered integritymbrn-verifiable.conpi  ers. The
operating systemis run on the CPU 110 and controls and coordi nates runni ng
the prograns 120-136 on the CPU in response to commands i ssued by a user

with the user | Nekicritefeskl és indicated earlidr) anANPRiGram rnsdesLefibhtiyithan the

client conputer 102 executes ANPr og;_gms in the object classes storéd in the
trusted ansame program asinpiled iplandSLapguage Tbus.1the usen of axlient computer 102

br edefPneaniy wifh oy el an ANFIOGH La8tea ) HeiPr ol iBinef e St Y one.
so that thashdngeageassocidtedwithithe users icliestacdmpuatek 8o thé ¢ompiled ASProgram
integrity .of the A Prog;rams can be directly verified by the ANProgram

Nt ogrity Ganie erecuted Frareiby BeckSRmaram KBS 2. rohdheUSeRETDC BiFm:
satisfies LbGs & ANProGrarm toniildd for the ASLanguages associated with other client
- computers if the compiled ASPrograms are going to be distributed and executed by
15  the ASProgram executers 124 of other client computers. |

Preparing an Architecture Neutral Program for Compiling

20 Referring to Figs. 1 and 2, when an originating party (OrigParty) wishes to have
an ANProgram 200 compiled by the server computer 104, the OrigParty issues a

command with the user interface 112 to invoke the ANProgram compiling preparer
128 and instruct it to prepare the ANProgram for compiling. The ANProgram may be
in an object class contained in one of the trusted or untrusted object class repositories

25 140 or 142. Table 1 contains a pseudocode representation of the procedure used by
the ANProgram compiling preparer 128 to prepare the 'ANProgram for compiling by
the server computer 104. The pseudocode used in Tables 1-3 uses universal
computer language conventions. While the pseudocode employed here has been
invented solely for the purposes of this description, it is designed to be easily

30  understandable by any computer programmer skilled in the art.

Referring to Figs. 1 and 2 and Table 1, the ANProgram compiling preparer 128
first calls the ANProgram integrity verifier 126 and instructs it to verify the integrity of
the ANProgram code 202 of the ANProgram 200. This is done to make sure that the



criteria. These ANPrograns are therefore considered integrity verifiable
ANPr ogr ans.. 25 In the preferred enbodinent, the integrity verifiable
. ANPrograns are witten in the Java bytecode | anguage. Moreover, the

ANPr ogr am execut er 122 and the ANProgram~®erifier 124 are respectively a

Java bytecode program i ntgéipreter and_a Java bytecode programverifier that
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integrity criteria of the ANLanguage. Unfortunately, however, this also 5
means that their integrity cannot be directly verified by the ANProgram

integrity verifligwelds ifthe ANPrdgiafictie202 Bo0E 8afsfy fihed integrity
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non-verifiable. Neverthel ess, as indicated earlier,  an ANProgram runs’ | ess

ef fi ci ent |criteriasthendhe ANProgoamdntegohypverifieri126-sendsibackuampassechtasultitodheser

ser vef corthPBRHERmPlin branpl 185 i alirGo R CPHIFIeCReBarY thEn s
conputer %RelsighatarPgeRsrafsr-T3WanAd i UCEEit & geHérfle the OrigPartyledigitay ogr am
executer 124. O, the user may wish to .
signature (DigitalSignature,;) 210 that can be verified to ensure that the ANProgram
200 was generated by the trusted OrigParty. The signature generator generates the
DigitalSignature,, by first genérating a message digest (MD,;) 212 of the ANProgram
15 code 202. It does this by computing a hash function, HashFunction, on the data
bits of the ANProgram code. The hash function used may be either a predetermined
hash function or one selected by the OrigParty. For purposes of this document, the
HashFunctiono,,' corresponds to the OrigParty since it was used for the |
DigitalSignature, of the OrigParty. '
20 | |
The signature generator 130 then encrypts the generated maséage digest
(MDgp) 212 and the ID of the HashFunctiong, (HashFunctiong, ID) 214 with the
private encryption key of the OrigParty (OrigParty’s PrivateKey). The signature
| generator then adds the OrigParty’s ID 216 in clear text at the end of the encrypted
25 items 212 and 214 to form the DigitalSignature,,. The OrigParty’s PrivateKey and ID

are provided by the OrigParty with the user interface 112.

After the DigitalSignature, 210 is generated, the ANProgram compiling
preparer 128 appends it to the ANProgram code 202. Then, the ANProgram
30 compiling preparer generates a message that the ANProgram 200 has been prepared
for compiling by the server computer 104.

The OrigParty then issues with the user interface 112 a command to the
network communications manager 120 to transmit the ANProgram 200 to the server



have the ANProgram conpiled for the ASLanguages associ ated with ot her
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Figs. 1 and 2 and Table 1, the ANProgram conpiling preparer 128 first calls
the ANProgramintegrity verlfler 126 and instructs it to verify the
integrity of the ANProgram code 202 of the ANProgram 200. This is done to

- make Spr e that the - -9- @ﬁﬁ@%%‘&ﬁné& n‘%hkﬁﬁ?ﬂbrogéﬁ'defl ned integrity

criterra of the ANLanguage pri 0 being se rver conputer 104
for conpiling. If the ANPr ogram code does not satisfy the predefined

LQLE?{' ) The AR SR ANE AR theh oedneh sl B ServerpRpyRar 104
The server computer includes a CPU 150, a user interface 152, a memory 154, and a
network communications interface 156. The network communications interface

15  enables the server computer to communicate with the client computers 102 and the
trusted key repository 106 via the network communications connection 108.

The memory 154 of the server computer 104 stores an operating system 158,
a network communications manager 160, an ANProgram compiler 162, a signature
20 verifier 164, an ANProgram integrity verifier 166, a signature generator 168, an _
ANProgram repository 170, and an ASProgram repository 172. The operating system
is run on the CPU 150 and controls and coordinates running the programs 160-168
on the CPU in response to commands issued by a compiling party (CompParty) with
the user interface 152.
25 _
~ The network communications interface 156 receives the ANProgram 200 and
instructs the network communications manager 160 that this has occurred. In
resbonse, network communications manager places the received ANProgram in the
ANProgram repository 170. It the server 104 is set up as an automatic compiler
30 service, this is done automatically by the network communications manager 160.
Otherwise, the ANProgram is moved into repository 170 by the network

communications manager when the CompParty issues a command with the usér
interface.



5 conpiling preparer aborts the conpiling preparation procedure and
enerates an appropriate nessage indicating this. However, if the ANProgram
code 202 does satisfy the predefined integrlty criteria, then the ANPr ogr am
integrity verifier 126 sends back a pass@ Tresult to the 10 ANPr ogr am
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user interface 112 a comm
DigitalSignature, using the publlc encryption key of '_the OrigParty (OngParty s

15  PublicKey).

Next, the signature verifier 164 generates a test message digest (T estMD,;),
which should match the decrypted MD,, 212, by computing the corresponding
HashFunction,, on the ANProgram code 202 of the received ANProgram 200. The

20 HashFUnctionop ID 214 in the decrypted DigitalSignature; is used to identify the
proper HashFunc'tionOP to be used. The decrypted MD,, and the generated
TestMD,,, are then compared to verify the DigitalSignature,, 210.

If the MD,e 212 and the TestMD,, do not match, then the signature verifier 162
25 sends back a failed result to the ANProgram compilér 162. In response, the
ANProgram compiler aborts the compiling procedure and generateé an appropriate
message.

On the other hand, if the MD,,, and the TestMD,,, do match, then the signature
30 verifier 162 sends back a passed result to the ANProgram compiler 162 and the
| . ANProgram compiler calls the ANProgram integrity verifier 166. It instructs the
- ANProgram integrity verifier to verify the integrity of the ANProgram code 202 of the
received ANProgram 200. This is done in the same manner and for the same
purpose as was described earlier in the section discussing preparing the ANProgram



net wor k communi cati ons nanager 120 to transnit the ANProgram 200 to the
server -10- conputer 104, along with argunents specifying the
architecture specific |anguage into which the programis to be conpiled
(ASLanguage 1 D) and the conpiler to be usd “(Conpiler 1D). The network
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The segver conputer includes a CPU 150, a user interface 152, a nenory 154,

and a network communications interface 156. The network communi cations
interface 15  Howeves, if the ANPregrasvopde 202of the reneivechANRrbgran 280«daesnt

Communi ca PR i ISR MY oRBRRCIGR e NP e Iftisil Boritarcto6,.
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CPU in r esthencompiterplacesithe ANPregrany cade 202 therDigitalSignattirega 240 snd the h
the user | géne'a{:{lgg iSJPsrczagrazrg code 302 in an ASProgram 300 that is stored in the ASProgram

repository 172.

15 The ANProgram compiler 162 then calls the signature generator 168 and
instructs it to generate the ANProgram compiler’s digital signature (DigitalSignature.)
320 which can be verified to ensure that the ASProgram 300 was compiled with the
trusted ANPrbgram compiler. This is done in a manner similar to that described
earlier for generating the DigitalSignature,,. However, in this case, the set of

20. information signed is the ASProgram code and the DigitélSignatureop. Another
predeterrhined hash function with a corresponding HashFunction, 1D 324 may be
used to generate the message digest MD 322 of the set of information to be signed
by the DigitalSignature,, the private encryption key of the ANProgram cbmpilér '
(Compiler’s PrivateKey) is used to encrypt the MD,; and the HashFunction, ID, and

25 the identifier of the ANProgram compiler (Compiler’s ID) is added in clear text at the
end of the encrypted MD, and HashFunction.. The Compiler's PrivateKey and ID are
provided by the ANProgram compiler. ' |

The ANProgram compiler 162 calls the signature generator 168 a second time
. 30 to generate the CompParty’s digital signature (DigitalSignature;) 312, which can be
verified by end users to ensure that the ASProgram 300 was generated by the trusted
CompParty. This is done in a similar manner to that described earlier for generatihg
the DigtialSignature, (in the section discussing preparing an ANProgram for
compiling). However, here the message digest (MD,) 314 generated for the



The network communi cations interface 156 receives the ANProgram 200 and
instructs the network communi cati ons nanager 160 that this has occurred. In
response, network comuni cati ons nmanager places the received ANProgramin
the ANProgramrepository 170. It the servier-104 is set up as an automatic
conpiler 30 service, this is done autonmatically by the network

conmmuni caDigitalSignadyre., scgenematast by cemputing apredgtermined apselectast bash
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rivateKey and ID are provided by the CompParty with the user interface 152.

After the DigitalSignature, 320 and the DigitalSignature,, 312 are generated,
15  the ANProgram compiler 162 appends them to the ASProgram code 302, so that the
resulting compiled ASProgram file or object has the following components in it:
ANPrograi'n Code,
DigitalSignature,p,
_ ASProgram Code,

20 DigitalSignature,, and

DigitalSignature,p,

Theh, the ANProgram compiler generates a message that the ANProgram 200 has

been compiled to form the ASProgram 300 and is ready to be sent to the OrigParty.
25

The CompParty then uses the network communications manager 160 to

transmit the ASProgram 300 to the OrigParty’s client computer 102. The network

communications manager does so by retrieving the ASProgram from the ASProgram

repository 172 in which it is located and proVides it to the network communications
30 interface 156. The network communications manager than instructs the network

communications interface to transmit the ASProgram to the OrigParty’s client
computer.



Next, the signature verifier 164 generates a test nessage digest

(Test MDop), which should match the decrypted MDop 212, by conputing the
c¢orrespondi ng HashFuncti onop -on the ANProgram code 202 of the received
ANPr-ogram 200. The 20 - HashFunctionop I” %14 in the decrypt ed

Digital Signatureop is used to identify the proper HashFuncti onop to be
used. The decrypted m@bmmmﬁ@@eﬁbém&mpwms Ristributien conpared to
verify the Digital Signatureop 210. If the Mbop 212 and the Test MDop do not
mat ch, then the signature verifier 162 25 sends back a failed result to
t he ANProgram ckhepirarsmitiéd. ASRrograpp30@ js thien rébéived byrthe comrhanications s t he
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if the: ANngobject:ddss ith jast orre misthed (il thélconpiledpidgratvesde), or it may
create an object class that includes the ASProgram 300 as well as other ANPrograms
and ASPrograms.

16 Fig. 4 shows a typical object class 400 in accordance with the present
invention. The object class may include one or more ASPrograms 402 and/or one or
more ANPrograms 404, as well as a virtual function table 410. For each ASProgram,
the virtual function table contains a corresponding identifier (native_ASProgram ID)
412 that indicates that it is an ASProgram (i.e., a native program) that is not in the

20 ANLanguage and a corresponding pointer (Ptr) 414 to the native prograin. Similarly,
for each ANProgram, the virtual function table contains a corresponding identifier

-(ANProgram ID) 416 and a corresponding pointer 418 to the ANProgram. Every
object 420 of this object class includes an object header 422 that points to the object

class 400.
- 25
Thus, the OrigParty may create an object 420 and an object class 400 with the
ASProgram 300 that was received from the server computer 104 as one of the
ASPrograms 402 in the object class.
30 When the OrigParty wishes to distribute to various ExecutePai'ties an object

and object class that includes the ASProgram 300 and ANProgram, then the
OrigParty issues a command with the user interface 112 to instruct the network
communications manager to transmit these items to the client computer 102 of the
ExecuteParties. The network communications manager does this by retﬁeving them
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satisfy the predefined integrity criteria, then the ANProgramintegrity
verifier 166 sends back a passed result to t he ANProgram conpi | er 162. The
ANPr ogr am conpi | er then conpil es the ANProgram code into the ASLanguage
i dentified by the 10  ASLanguage |ID spe ddfi ed by the OrigParty. Referri ng

now to Fig% -3 and Table 2, the co er places the- ANProgram code 202,
the Di gi t fpm theuntrusied mcmlaasrrepeggwnéa inavhiely they awdecated and provides
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signed is the ASProgram code and the Digital Signatureop. Another -

predet ermi ned hash function with a correspondi ng HashFunctionc | D 324 may

be used to generate the nmessage digest Mbc 322 of the set of information to

be signed by the Digi taﬁbﬂﬁmﬂbﬁAm%Wé'NéR&I%gWﬁéQﬁdkey of the

ANPr ogr am conpi | er (Cox_llers PrlvateKtF?/ is used to encrypt the Mbc and

the HashFunctionc | D ehitecture,SppaifiaHrogeamsin am ObjestCligsam conpi | er
nEgl ers ID) is added in clear text at the end of the encrypted Mbc and

Hash nctionc. The Conpilers PrivateKey and I D are provided by the

ANPr ogr am conpThemetwbrk éofirmgiicationsiinierface 168 ofithé s:hemecmnpum 102 receives

generator 168 a second tine erate t he ConpPart gital
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communications interface. The network communications manager then stores the
received object and object class in the untrusted object class repository 142.

_ The untrusted object class repository 142 of each client computer 102 contains
20  the objects and their associated object classes that are not trusted. These object
classes are not trusted because any ANPrograms they include have not yet had their
integrity verified and any ASPrograms they include have not had their source verified
nor have been verified as being compiled from the proper ANProgram.

25 The trusted object class repository 140 of each client computer contains the
objects and their object classes that are trusted. These object classes are trusted
because any ANPrograms they include may have already had their integrity verified
by the ANProgram integrity verifier 136 and any ASPrograms they contain have been
ascertained to be trustworthy. In fact, some or all the object classes in the trusted

30 object class repository 140 need not have digital signatures, because these object

classes are trusted and therefore there is no reason to perform mtegnty checks on the
methods in these object classes.

Itis desirable to have an object class that primarily includes ANPrograms but



-13- Digital Signaturecp is generated by conmputing a predeterm ned or

sel ected hash function (HashFunctioncp) on the data bits of the ASProgram
code, the Digital Signatuerop and the Digi tgl Signaturec.. Simlar to the
HashFuncti onop, for purposes of this di sell Sure, the HashFunctioncp
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O 9P3§t Y- DightalSignature, information or whose digital signatures cannot be verified are
- prevented from being executed. Table 3 contains a pseudocode representation of the

execution procedure used by the ANProgram executer.

Referring to Figs. 1-4 and Table 3, at the client computer' 102 of an
15  ExecuteParty (e.g., the OrigParty or another party), the ANProgram executer 124 may
be executing an ANProgram that seeks to call a method in a specified object class.
"The method call is initially handled by the object class loadér 136, which determines
whether or not the object clas.s has already been loaded. If the object class has
already been loaded into the ExecuteParty’s user address space 138, theh the
20  ANProgram executer 122 executes the called method if the called method is an
ANProgram and the ASPrdgram executer 124 executes the called method if the
called method is an ASProgram. )

However, if the object class has not yet been loaded into the ExecuteParty’s

25 address space 138, then the object class loader 136 loads the object class into the
ExecuterParty's address space and determines whether or not execution of the called
method is to be allowed. For instance, if the object class was loaded from the trusted .
object class repository 140, then execution of the called method is permitted and the
Execute procedure is called. The Execute procedure (see Table 3) calls the

30  ANProgram executer if the called method is an ANProgram; and otherwise calls the
ASProgram executer 124 to execute the called method.

However, if the object class was loaded from the untrusted object class
repository 142, the class loader 136 examines the object header of the object to



The ConpParty then uses the network communications manager 160 to transmit
t he ASProgram 300 to the OigParty's client conmputer 102. The network
dommuni cat i ons manager does so by retrieving the ASProgram fromthe
ASProgram repository 172 in which it is tb€ated and provides it to the
net wor k communi cations 30 interface 156. The network conmuni cations
manager t ideterminerifits object classincludesany ASPrograms. Hidoesssaeby determigingtif t he
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as wel | asapprépridterhessays indicating this? But, fehe ANProdfathdtegrity verifier sends
back a passed result indicating that all of the ANPrograms of the object class are
verified, the class loader enables execution of the called method.

15 If there are any ASPrograms in the object class, then the class loader 136 calls
the signature verifier 132 to verify the compiler signature DigitalSignature. and the
CompParty signature DigitalSignature,. If any of the ASPrograms does not include a
DigitalSignature., and a DigitalSignature, the integrity of the ASProgram’s source
cannot be verified and therefore the signature verifier sends back to the ANProgram

20 executer a failed result. In response, the class loader aborts the object class loading
procedure and generates an appropriate message that this has occurred.

Further, if all of the ASPrograms in the object class do include a

DigitalSignature., and a DigitalSignature,, the identities of the CompParty and the

25 Compiler as indicated in these two digital signatures, are compared with the lists 144
(see Fig. 1) of known, trusted Compiler Parties and trusted Compilers. If any of the
ASPrograms in the objéct class were compiled by a CompParty or a Compiler not
included in the set of known, trusted Compiler Parties and trusted Compilers, the

_ class loading procedure is aborted, and execution of the called method is thereby

30  blocked. Similarly, if the ASLanguage identified in any of the ASPrograms does not
‘match the ASLanguage used by the ASProgram Executer 124, the class loading
procedure is aborted.

However, if all of the ASPrograms in the object class do include a



the virtual function table contains a corresponding identifier
(nativeASProgram I D) 412 that indicates that it is an ASProgram (i.e., a
native program that is not in the 20 ANLanguage and a correspondi ng
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Chi 5 by r &omBBery smAlI Keys B roiieya dmin e FLsedppostan B Fabos ¢ or y
142 i n whi | ] i 1Si

cormuni cat PORECHENAFed 85 GoGpFile DG ariPRatMARNL, 10 1N ThepigitaiSignature.

Al t er nat elgnd theeMDg} endithe dashfunetionypdDrinthe BigitalSignatume.g PRuttherragre, the
D' o dian e el TobAA T Bombthnto i dhe il
and MD,, are generated by computing hash codes on the data bits of the ASProgram
code pl.us the DigitalSignature,, for the TestMD, and on the same data bits plus the
DigitalSignature,, for the TestMD;,, according respectively to the HashFunction. and
HashFunction,, identified by the decrypted HashFunction. ID and HashFunctiong, ID.
15 '
If the Digit%:lISig'naturec and/or the DigitalSignature; is not veriﬁed' (i.,e., MD. #
TestMD, and/or MD, * TestMDy;) for every ASProgram, then the signature verifier
136 sends back to the class loader 136 a failed result. In response, the class loader
aborts the class loadihg procedure and generates an appropriate message that this
20  has occurred.

However, if the DigitalSignature. and the DigitalSignaturec,, are both verified
(i.e., MD, = TestMD, and MD;, = TestMD,;) for every ASProgram, then the
ANProgram executer 124 again calls signature verifier 132 to verify the OrigParty’s
25 signatures (DigitalSignature,,) for the ANPrograms from which the ASPrograms were
compiled. To verify the OrigParty digital signatures, the DigitalSignature?,P of eachis
verified in the same manner as was discussed earlier in the section concerning
compilation of the ANProgram 200.

30 If the DigitalSignature,, of each of the ANPrograms from which the
~ ASPrograms were compiled is verified, then the class loader calls the ANProgram
integrity verifier to verify the integrity of every ANProgram in the object class and the
ANPrograms from which the ASPrograms were compiled. This is done in the same
manner as was described earlier. If the integrity of any of these ANPrograms is not



Architecture Specific Prograns in an Object Cass 10 The network

comuni cations interface 156 of the client conputer 102 receives the
“transmitted object and object class and instructs the network

communi cations nanager 160 that this has-d&urred. In response, the
ExecuteParty issues a command with the user interface 112 to instruct the

net wor k cowmefified.dhen the ANProgramdategrity verifier seads back e the elass Igader afailed

Communi cat T SEGHEpSEh e GeBBIBANG PG Ah5lgehefeteh Fh AtriBhtte. o | o

t he unt r usipsebsageect class repository 142. The untrusted object class:
repository 142 of each client conputer 102 contains 20 the objects and
their associ ated object classes that are not trusted. These object classes

are no trusted,_p)ggéﬁé?e- 3 | SHtiedy their
i nt egrlst y verified and 'gﬂ?'ﬂg%?ﬁég?ﬁ%s%'t‘ﬁ’z% ﬁgﬁdggﬁng%ﬂot ﬁég{% elr

sour ce ver ANRrogram integetybeerifier 426f serdsdbadkea pgssathrasutido the classdoadent36.
ANPr ogr am

25 The trusted.object, cl repository 14 each client
comput o clihiespRosenthedas IRader iMEkER g ANpoRm xeditar f AstoroBard: cq.
These obj egkefitar iPExééiteithe' ehléd h’%fﬁé@,eaﬁaﬁplﬁﬁﬁé@r ams they include may
have al ready had their integrity verified by the ANProgramintegrity

verifier 136 and any ASPrograns they contain have been ascertained to be

obj ectiBci ass rolb@ElnoffEsRadho. thE HasRGPafty 5 863urel iAotV o uituteg.
obj ect cl aobjett elasses irsthsluntnasted eepdsitory i 421that avedintegtitp vetifiatsler f or m
integrity checks on the pethods in these gbject classes, It js desirable to

have an obf\bNRrogranes apdASBragrams whose-digitaksignatums ean beverified will be loaded
and have their programs executed. '

15 : Alternative Embodiments |

Some of the features of the invention described above are optional. Thus,
those skilled in the art will recognize that alternative embodiments exist that don't
include these features.

20

For example, the ANProgram compiler has been described as generating both
a DigitaISignatureCP and a DigitalSignature. respectively for the CompParty and the
ANProgram compiler. Howevér, the ANProgram compiler could be constructed
simply to generate only one of these digital signatures for enabling verification of the

25 = either the compiler used to compile the ASProgram or the compiling party.

Similarly, the program executer has been described as requiring verification of
both a DigitalSignature., and a DigitalSignature.. However, the program executer
- could be constructed to require verification of only one of these digital signatures and
30  optionally verify the other digital signature if the ASProgram being verified includes it.
Furthermore, the program executer could be constructed to skip the step of verifying
the integrity of the ANProgram corresponding to each ASProgram, based on the
assumption that the compiling party is trusted and that it is a duty of the compiling
party to verify the integrity of each ANProgram that is compiles into an ASProgram



-16 - may al so include ASProgranms so that essentially all legitimte tasks
can be perforned with the object class, as suggested earlier. Therefore,
t'he ANProgram executer 122 is capable of executing integrity verifiable
ANPr ograns and cal i ng the ASProgr am exec®fler to execute int egrity
non-verifiable ASPrograns that are either 5 (1) in trusted object classes
in the trydiosdo perferning thecanapilationery 140, or (2) that are in untrusted
object classes in the untrusted object class repository 142 and have
verifiable Digital Si gnatureop, Digital Signaturecp and Digital Signature,

i nformati on so Wheh the ExecutdrPartylis thecQrigParty cthecBeruterParty kroviothatdt | n
this way, ASPrograns of trust%(zmobj ct classes that don't have

D gi tal & gekalisnt the ANFIoaran 200 ot GRmBGAHY sissrYeN carEpiier 104 to be

I nformati ; | Alé ' : t hi nt ed
from o1 naomletIAgStY APRograht 300, I his E8S thE TIdEN 1D EE 196 Eollere™ 1
execut i on gonstrudieddounodcall the isignatimeocerifier toceetifydhe DiglialSignadureg, Fithe 1- 4
and- Tabl e 3,,at the gljent,c uter 2102 of an 15 Execut ePart y..(e.g. ., t.he
o1 grar ty AP Egsere Rettier, e XA e i el comPa tebitbiSibBefireonhan
ANPr ogr amthé fdcat %_@Fﬁ of ﬂ'\éANPrégi(‘jﬁﬁ With the Bigﬁﬂ@igrfdtﬁﬂaoﬁm fitd compiied The

method call is initial I.é@handl ed by the object class |oader 136, which
det er m ne ASif@arem. Additienallye theyclass leaderconldbe copsiyctedda nopgakkthe | f t he

obj e cl : | ' er address
spac§b138ﬁ%@??ﬁ‘|éh% Rﬁ@ﬁ%ﬁ%&%@ﬁi&é nﬁ%%ﬁ'ﬁ?@@%ﬁérﬁl | ed met hod
i f the calcop@spohding toxa ealled\REPgugranasince itiee Afteyrlyrafthe ANRrograrhidould
execut es the 'Ctiaql I e&qr}gégoﬁg{ if the called ggt hod [ s an ASProgram However,
i f the objh@vekeen n eRreparationdar compilingprecedyredpianty being; sent
address s i c&lﬁg’ Risa h@gg dﬁﬁﬁp ' SsS
into the g@%%’éﬁggr ‘t%! sﬁgﬁdr e ggsr'pgge ant e"?’é‘ra ﬁﬁ%@g\fﬂgt er "(ﬁb Egétpé}bﬁ
execut i on 128 ¢duld bel donstruetetbid nat call the ANProgeam iftegrityneerifiereluring thee :
obj eqlts cl %?gpamr%%oln?gtd ggm{alrli%n r}rggeédrlésstiﬁge its integrity would be checked both by the
compiler and when the class loader calls the ANProgram integrity verifier prior to

execution of the corresponding ASProgram.

While the present invention has been described with reference to a few specific
20 ° embodiments, the description is illustrative of the invention and is not to be construed
as limiting the invention. Various modiﬁcétions may occur to those skilled in the art |
without departing from the true spirit and scope of the invention as defined by the
appended claims.



obj ect class repository 140, then execution of the called nethod is
permtted and the Execute procedure is called. The Execute procedure (see
Table 3) calls the 30 ANPr ogram executer_ . if the called nmethod is an
ANProgram and otherwi se calls the ASProgzaWIexecuter 124 to execute the
call ed nmet hod. However, if the object class _was |oaded fromthe .untrusted
obj ect class repository 142, the cl ass VABEE1 136 exanines the obj ect
header of the object to -17 - determne if its object class includes any

ASPrograns. It doe ] i PP g@ﬁé& IDs in
the virtual functi gﬁé %ﬁ%’%d%ﬁ‘é?&&é@nﬁ?d&{qﬂ{ﬂ?f@gere.r‘é?ghﬁgﬁi rogra';arrs in the
obj ect class; then the class |0 Slé&alé'@%%‘l'"lfer omﬂ'ﬁ!g ANProgram i ntegrity
verifibr 136 to verify the integrity of the ANPrograns in the object. cl.ass.
This i s doppoddiiur@ePfepEve f6rO6Mm Progfarf @d8eP OrigPapty &SP st cah@ped
earlier for %gaqugﬁj nt egrpimtﬁg (g‘yt hg ANPY og?amEZOO (in thgptggcﬂ‘ac;n

di scussi ng conpi Program). Thus, if the integrity of any of the
ANPr ograns is nbt verified, then the ANPr ogramintegrity verifier passes

back to the cl aVerifyintegritp of ANProgtard wittcANProgvani itegritgs@rifiender aborts
t he CIIESS | oadi ﬁqaw{:&qhge and generates an appropriate nmessage indicating
e r

this. But, if t 8gram jntegrit _vgri fier sends_back a passed result :
indicating that all P Qﬂﬁ‘@%“ﬁ residt g¥gseage | ass are verified, the
cl ass | oader en@GenesateXdDy} FdiastiFurictiongl (ANProgramdcode) If there are

any ASPrograns g RefSighatERe,, EACHBEADRSS HisdHitinclishy T, OrigPary's
signature verifier 1 t er, t J sPpature Digit Al Si'gnat ur ec
and the ConpParty si ﬁ'éf? '+¢leéf &R% @EIH.S any of the ASPrograns
does #Bt incl udAppe g)lgiﬁaISi@egu@@etq) gramngodel Si gnat urec, the
integrity of thgehehitedhasssgesthiat ANProgram is prepared for compiling

Return

}

20



cannot be verified and therefore the signature verifier sends back to the
ANPr ogr am 20 executer a failed result. In response, the class | oader
aborts the object class |oading procedure?imd generates an appropriate
message that this has occurred. Further,”¥4 all of the ASPrograns in the
obj ect class do include a DigitalSi gnaIl.x and a Digital Signaturec, the

i dentities of the ConpParty and the 25 b_F‘éﬁﬁ%iler as indicated in these two
digital signatures, are conpared with the lists 144 (see Fig. 1) of known,

trusted Conpil erpEaidoctieaREpiesehtaAionefMéthotof Compiliig ANPRgramRimpr ans in
the object class were conpiled by, 3%52{%# %_ R Conpi | er not included in
the set of known, trusted Conpil e‘? n'z? #Mst ed Conpi l ers, the cl ass
| oadi ®y procedure is aborted, and execution of the called method is thereby

30 bl oclirdosdine: Gorhpile (ANPura, OonpRarty's 4D} ASLeriguagsiDy GtmpParty's
r ogr ans oe : rogr am ecut er
o O PriteRE) Compfleflis P EBMEIRE s Plivalekey™ o0

t he cl ass wever, of the
ASPrograns in tthe obj ect class dao include a -18 - Digital Signaturecp and
a Di gi t al Si gnatRetdeye OnigRarty’s PabliciKéy frototrpstedtkeyepositoryiusing Cleardibkt t he
ASProgy ans are trust@g ﬁQﬂ?E'lBrin@g&éls ridftgreConpi | ers, and the ASLanguage
used by all theQASPrQ&ﬁlﬁm+il-fq§3@engfequél gPAS@.é)ﬁy am Ex c.uher t hen the
signature veri freryd RS Ancligion 1) D Dighaloidnatiirees, QOORAMYSS was 5
described earlier fdrubligKeyying the Digital Signatureop (in the section
gl) SC!JiSS' ng COgIGC%ﬁIélgté Wé§mgp0?m§mﬂbtiomvmwmgrémtdwé) Q8ig, thte 4 K '

npiler's an np i r {1 he [ty usted key
repository 106 and r@é%@%ﬁ&’ @?E’gﬁé%ﬁggjce %té&@%ﬂ%@bq%{ Functi onc
ID i 1% he” Di gi tGPBParaadeeypted MDy, and TestMDg, -
If decrypted MD,, = TestMD,, :
{
I* DigitalSignaturey, of OrigParty not verified */
Generate failed result message

20 - }

Else

{ o | |
I* DigitalSignature,, of OrigParty has been verified */
Verify integrity of ANProgram with ANProgram integrity verifier

25 ' If failed result
_ . |
abort and generate failed result message
} _
Else
30 {

I* ANProgram has been verified */ ,
Compile ANProgram code into ASLanguage identified by
ASLanguage ID to generate ASProgram code
_ Generate MD. = HashFunction.s (ASProgram code +
35 _ DigitalSignature,;)
Generate DigitalSignature. = Encrypt (MD. + HashFunction,, ID,
ANProgrom Compiler's PrivateKey) + ClearText
ANProgram Compiler’s ID
‘Generate MD, = HashFunction., (ASProgram code +
40 DigitalSignature,, + DigitalSignature)
- Generate DigitalSignature., = Encrypt (MD,, + HashFunction,
ID, CompParty's PrivateKey) + ClearText CompParty’s ID



»

and the Mbcp and the HashFunctioncp ID in the Di gi t al Si gnat ur ecp.
Furthernore, the 10 test nessage digests (TestMDc and Test MDcp)
corresponding to the decrypted Mdcp and are generated by conputing hash
codes on the data bits of the ASProgramT<®de plus the Digital Si gnatureop
for the TestMdc and on t sane data bits_pl us the Di aJS|gnaturec for

t he Test MDcp, accordi ng ré§ﬂ§€§? j‘?tb‘"i ﬁﬁ %@f

HashFunctioncp identified by tANFmeEﬂpCBdeHashFunctlonc ID and
HashFunctioncp 1D. 15 If the Oy g,ﬁhaﬁ?éurec and/ or the _
Digital Signaturecp i s not verlé F’E‘?é d [err] TestMDc and/ or MDcp
[err] TestMbdcp) for every ASPr 5 'aﬂhgﬁ Phe signature verifier 136 sends
back t® the class | oader 136 aDmlsegnawsea.tandl n response, the class | oader
aborts the class | oading pr ocephgrtgl rates an appr oprl ate nessage

Digi tal'S gnat ur oep are. b §E‘°€‘§%§'&hfz‘% i L v

Test MDcp) for every ASProbram t hen t he ANPr ogram execut er 124 agal n calls
signature verifier 132 to verify the OrigParty's 25 si gnat ur es

(Di glf IS| gnaté eop) for the ANPrograms from which the ASPrograns were
conpiled. To verify the OrigParty digital signatures, the

Digital Signatureop of each is verified in the sane manner as was di scussed
earlier in the section concerning conpilation of the ANProgram 200. 30

If the Digital Signatureop of each of the ANProgranms from which the
ASProgranms were conpiled is verified, then the class | oader calls the
ANProgramintegrity verifier to veri fy the integrity of every ANProgram i n
the object class and the ANPrograms from which the ASPrograms were:
conpiled. This is done in the sane manner as was descrl bed earlier. If the
integrity of any of these ANProgram; is not -



-19 - verified, then the ANProgram-integrity verifier sends back to the
class loader a failed result, which aborts the class |oading procedure and
denerates an appropriate nessage. 5 However, if the integrity of
each of the ANPrograms is verified, t herr 2he ANPr ogramintegrity verifier
126 sends back a passed result to the c¢lass | oader 136. In response, the
cl ass | oader invokes the ANProgram exedMBLE & AsPr ogram executer to
execute the called nethod, as appropriate. 10 In view of the

f oregoing, the Executep ' ﬁﬂl’e’t’h Sltingst ed obj ect ‘
cl asses in the untrust #Pgﬁggﬁé?@éﬁo ?/e ‘?d;@:%’r‘. tyf_ erifiable
ANPr ogr ans and ASProgr ans whos é?’ Fe SPERBECETOgrAMy "he verified will be
| oadedd and have their progranms executed. 15

Al ter nat i VErosBEGFH: "EXSSUtSTBjettClals pg,yrgﬁgs of the | nvention descri bed

above are optjonal. Thus, those skill Iin“the art will recognize that
alternative éenbodi nents exist that don't include these features. 20 For
exanpl e, t he Iitre Bigramisaverdfiable pragram descri bed as generating both a

Di gi t al Si gnat ur eipxédifde Proy&irh abgthaiBytecode itepréteely for the ConmpParty
and t ANPrQé m conpi | er. However, the ANProgram conpiler could be
constructed si rr%l to generate only one of these digital signhatures for
enabling verifi daéxeﬁutsfrpa@mysmgeﬂwmmmm RregrAMexegatei }t o conpile the
ASProgram or ¥ he conpiling party. Simlarly, the program executer has been
described as requiring verification of both a Digital Signaturecp. and a

Di gi tal Si gnat urec. Kowever £ pLoqgr executer could be constructed to
requi1r5e v rrpﬁfg%ﬁ%oﬁP%?L%¢§6Bl?@P@Pg§'ﬁg]@8W ital signatures and '
| If Object Class has already been loaded into ExecuterParty's address space
{ _
Call Execute (ObjectClass, Program)
: Return
20 }

I* The Object Class has not been loaded */
Load Object Class into ExecuterParty’s address space .
If Object Class was loaded from Trusted Object Class Repository

25 { _
Call Execute (ObjectClass, Program)
Return :
}
30 I* Object Class was loaded from Untrusted Object Class Repository */

If Object Class does not contain any ASPrograms designated as
native_ASPrograms in Object Header of Object
{ | ' -
Verify integrity of all ANPrograms of Object Class with ANProgram integrity
35 verifier
' If failed result
{ -
Abort with appropriate failed result message

}
40 . Else

I* Integrity of all ANPrograms of Object Class have been verified */
{ Call Execute (ObjectClass, Program) }



30 optionally verify the other digital signature if the ASProgram being
verified includes it. Furthernore, the program executer could be
constructed to skip the step of verifying the integrity of the ANProgram
correspondi-ng to each ASProgram based om4he assunption that the conpiling
party is trustedﬁ?nd that it is a duty of the conpiling party to verify the
Integrity of eac Qiﬂmogramthat i.s conpiles into an ASProgram -20 -
prior to perform}ng the conpilation. Wen the ExecuterParty is the
OigParty, the Executer Party knows that it actually sent the ANProgram 200

to the ConpPar}y. Se onput to be 5 Ll ed into e .
ASPr ogr am 300" 1QBleft Class does ntain AP oEs desidAl asnetibeaSFooEms b
not calB the si g@bjeﬁbl'ieadeleeijeotVerl fy the Digtial Signatureop in the

ANProgram  Ratfgiy ASFeo dbes et tuntafia DigeAlBidhain, Eahﬂ% Dlgl'taIS|gnaturec
Di gti al Si gnat uregp int I ocal copy of the ANProgram-w th

Digtial Signature I n the conpi |l ed_ASProgram Additionally, the cl ass

| oader coul d be é’P compiling-Rarty ang: Cempiler; of-evesy ASINPgEP s@nnat be verified */
verifier 126 to \Gendrate Approptiats iMegsaget he ANProgram corresponding to a
cal | eqpASProgr amegisiief the integrity of the ANProgram woul d have been
checke during thQe preparatlon for conpiling procedure prior to being sent
to the conpilingdserver conputer. Alternatively, the ANProgram conpiling
preparer 128 could be constructed to not call the ANProgramintegrity

verifier duri |p:g, %@h]@:prggrﬁ,mﬁqg i8 'y corrpl ling procedure since its

integrity woul § é@g@es‘\hr@#a%eﬁﬁ@‘ss | oader

calls the ANPr ogl?am %P

cor r edPondi ng ‘ASPr og%%tmnguageeuseebbsp graane}nt i on has been descri bed

wi th ref er encéf iHentitylshCoRPPaftYy for any ASProgram is not a known, trusted, Compiling
Party, or the identity of Compiler is not a known, trusted Compiler, or the
identified ASLanguage is not one used by the ASProgram Executer
{

20 Generate appropriate message
Return

}

For each ASProgram in Object Class:
25 { ' '
' Retrieve CompParty’s PublicKey from trusted key repository using ClearText
CompParty’s ID in DigitalSignature, _
Decrypt (MD, + HashFunction, ID in DigitalSignaturec,;, CompParty’s
PublicKey)
30 Generate TestMD, = HashFunction., (ASProgram code + DigitalSignature,,
+ DigitalSignature; in ASProgram) using HashFunction,, identified by
decrypted HashFunction,, ID
- Compare decrypted MD, and TestMD,

} — S
35 if decrypted MD, # TestMD,,, for any ASProgram

{
I* DigitalSignature, for every ASProgram has not been verified */
Generate appropriate failed result message
Return
40 }

I* DigitalSignature, for every ASProgram has been verified*/



20 enbbdinents the description is illustrative of the invention and is
not to be construed as limting the invention. Various nodifications may
occur to those skilled in the art without, departing fromthe true spirit

and scope of the invention as defined by““e appended cl ai ns. -21 -
TABLE 1 Pseudocode esent at i of Method of Preparing Architecture
Neutral Pr oggaﬁﬁpﬁhﬁ(%{ﬁ'ﬁgﬁ'ﬁdnﬁ)om?m%e Prepare for Conpiling (ANProgram

code, OrlgParty{s PrivateKey, and OrigParty's ID) Verify |ntegr|ty of
ANProgram w t h ﬁ&?ﬁ% ANPr8 %Udnmﬂsfpm ck@g from trustdd k hém

abort and generat shFunctlon
( ANPr ogr am codebgcga ré‘t%éd rpg\'agl H}%‘g Jnl’:é:g %
HashF8nct i onop DBorypti(iyiidy + ashFunc gy in 'Qﬁaﬁgﬂ%tﬂfed, W s ID) 15

Append Di gi tal Si gnmdmﬁ[grstpumm ram code Generate nessage that ANProgram

's prepared for ceoptd gt L Mashflnction, (ASProgram code + DigitalSignature,p)

using HashFunction, identified by decrypted HashFunction, ID
Compare decrypted MD. and TestMD,
10 } _
If decrypted MD,, = TestMD,. for any ASProgram
{ _
I* DigitalSignature, for every ASProgram in Object Class has not been
verified */
15 .~ Generate appropnate failed result message
Return

}

I* DigitalSignature_ for every ASProgram in Object Class has been verified */
20 - For each ANProgram from which an ASProgram in Object Class was compiled:
{
Retrieve OrigParty’s PublicKey from trusted key repository using ClearText
OrigParty’s ID in DigitalSignature,,
- - Decrypt (MD,, + HashFunctlonOP ID in DigitalSignature,,, OrigParty's
25 ' PublicKey) '
Generate TestMD,, = HashFunction,, (ANProgram code) using
HashFunction,, identified by decrypted HashFunction,, ID
Compare decrypted MD,, and TestMD,, '

} -
30 If decrypted MDg, * TestMD,, for any ANProgram

{
I* DigitalSignature,, for every ANProgram from which an ASProgram in
Object Class was compiled not verified */
Generate failed result message |
35 Return

}

I* The DigitalSignature; in every ASProgram in Object Class is verified */
Verify integrity of ANPrograms in Object class and ANPrograms from which
40 ASPrograms in Object Class were compiled with ANProgram integrity verifier
- If failed result '

{



-22 - TABLE 2 Pseudocode Representation of Method of Conpiling ANProgram
and Generating ASProgram 5 Procedure: Conpile (ANProgram ConpParty's 1D,
ASLanguagel D, ConpParty's PrivateKey, Conpjlers ID, and Conpiler's
PrivateKey) Retrieve OrigParty's PublicKe§' Tromtrusted key repository

usi ng O earText 10 . OigParty's IDin Digital Signatureop
Decrypt (MDop + éﬁ@ﬂrﬁﬁ@q%’ﬁ&ﬁu\tﬁ‘q 88fyi t al Si gnatureop, OrigParty's

Publ i cKey) GCenerRetanTest MDop = HashFuncti onop (ANProgram code) using '
HashFuncti onop i}denti fied by decrypted HashFunctionop ID 15 Conpar e
decrypted MDop and TestMDop |f decrypted MDop [err] TestMbop { /* '
Digital Signatureop of OrigParty not verified */ Generate failed result
nessade 20 /* Integrity of all ANPsegrams-infPbjectclasg and allANPsIgramsgremtwhich s
been verified */ASPrdgramisihabjetyCliss éteamnpiled hidve'bEsoyeriied M egrity
verifier 25 ecq)f Execute (ObjéctEiidsCProgGiam)" o .

}



- { abort muﬁd result nessage El se 30 { I*
ANPr ograqu ﬂmnﬂu | d */ Conpile ANProgram code into ASLanguage

i'dentified by ASLaMgufge*|I D to generate Afgr ogram code Cenerate MDc =

HashFunct i

oncs (ASProgram code + 35

Digital Si e Digital Signaturec = Encrypt (M +
HashFunct %ul[ g&ﬁ@ Conmpi | ers PrivateKey) + C earText ANProgram

Conpi l ers

| D Generate MDcp = HashFunctioncp (ASProgram code + 40 -

Di gital Signatureop + Digital Signaturec) Generate Digital Signaturecp =
Encrypt (I\Dcp A leapiptdecnetwerk thab comprisest t y' s Pri vat eKey) + O ear Text

ConmpParty'
ANPr ogr am

Code, 2 PIgTRT] <BRinE BoRliacShdisfer bl Bmefing bart! e g

Di gi t B Si Gompilieg cofplité @ckiMir) 8N architetiure neutral program generated by an

10

15

20

25

originating party, the architecture neutral program containing architecture neutral
program code and a digital signature of the originating party that when verified verifies
that the architecture neutral program was signed by the originating party, the program
compiling computer including;

a signature verifier that verifies the originating party’s digital signature;

a compiler that generates an architecture speciﬁc program when the
originating party’s digital signature has been verified, the compiler generating the
architecture specific program by (A) compiling the architecture neutral program code
into architecture specific program code in an architecture specific language, and (B)

. appending a digitalh signature of the compiling party that when verified verifies that the

architecture specific program was generated by the compiling party; and
a signature generator that generates the compiling party’s digital
signature; and . '

a program executing computer operated by an executing party, the program
executing computer receiving the architecture specific program and receiving or
originating the architecture neutral program, the program executing computer
including: :
a signature verifier that verifies the compiling party’s digital signature;
and _

an executer that executes program code that is in the architecture
specific language, the executer executing the architecture specific program code

‘when the compiling party’s signature has been verified and the compiling party is a

30

member of a defined set of trusted compiling parties.

2. A computer network as in claim 1 wherein:

the signature generator generates a digital signature of the compiler that when
verified verifies that the architecture specific program was generated with the
compiler;

the compiler generating the architecture specific program further by appending



[ * ASProgram has generated */ } 10 } -24 -
TABLE 3 Pseudocod m!l M‘%ﬂﬂﬂ f Method of Executing Architecture
Specific Program te ( ectCIass Program) { If the
Programis a verifiable program { Execut- Opr ogram usi ng the Bytecode
Interpreter } 10 El se Execut e Pro ram usup_g t he canpil ed program

executer }o }hd:’amh&elcluee specific pp@gra(rmq)  caropilersodigital signaturess ' opj ect
Execut e ( obj cc i ¥eSilinartnyteRs Bl ErtRr Verfiod e GomplBREBigiR |
not been E@i‘ﬁﬁﬂe*/ Load Object O ass into Executer Par ty's addr ess space
' the executer executing the architecture specific program code only after the
5 compiler's digital signature has been verified and the compiler is determined to be a
member of a defined set of trusted compilers.

3. A computer network as in claim 1 wherein:
for the originating and compiling parties, said network includes corresponding
10  private and public encryption keys and corresponding hash functions; '
| the originating party’s digital signature includes a message digest of the
architecture neutral program generated by performing the originating party’s
corresponding hash function on the architecture neutral program, the message digest
of the architecture neutral program being encrypted with the originating party's
15  corresponding private key;
the program compiling computers’ signature verifier includes instructions for
verifying the originating party’s digital signature by (A) decrypting the message digest
of the architecture neutral program with the originating party’s public encryption key,
(B) generating a corresponding test message digest of the architecture neutral
20 prograni by performing the originating party’s hash function on the architecture neutral
program code, and (C) comparing the decrypted message digest and the test
message digest of the architecture neutral program;
~ the signature generator includes instructions for generating the compiling
party’s digital signature by (A) generating a message digest of the architecture neutral
25 - program generated by performing the compiling party’s corresponding hash function
on the architecture specific program code, and (B) encrypting the message digest of
~ the architecture specific program with the compiling party’s corresponding private key; |
and ' '
the'prog'ram executing computer’s signature verifier includes instructions for
30 verifying the compiling party’s digital signature by (A) decrypting the message digest
of the architecture specific program with the compiling party’s public encryption key,
(B) generating a corresponding test message digest of the architecture specific
“program by performing the compiling party’s hash function on the architecture specific
program code, and (C) comparing the decrypted message digest and the test



| f Ohject Cass was |.oaded from Trust ed Object 5 { Call
Execute (ObjectC ass, Program Return } 30 (ﬂwg@il%ﬁl@as | oaded .
TromUntrusted Object O ass Repository *[ If Objee t contain

any ASPrograns designated as nativeASPr bapéms in Qbject Header of Object
Verify integrity of all ANPr ams of %}{:ect Class with ANProgramintegrity

35 messagedigestefthe af St!"’?é@ﬁ ProgEM- with appropriate failed
result nessage } 40 Else /* Integrity of all ANPrograns of (bject
G ass have been verified */ { Call Execute (Cbjectd ass, Program } -25

- Return 4. /* Axomputer astworkeas inwlaim h wkereinyr ams desi gnat ed as
does ot cont aMe BragPam eesHiRa CAME e et idd &F BretitgelydReutar °or 2
5 program integrity verifier that verifies the integrity of the architecture neutral program -
code by verifying that the architecture neutral program code satisfies predefined
program integrity criteria; .
the executer executes the architecture specific program code only after the
integrity of the architecture neutral program code has been verified.
10 . |
' 5. A computer network as in claim 1 further comprising: _
- a program originating computer that proVides the architecture neutral program,
the program originating computer including: _
~ a signature generator that generates an originating party’s digital
- 15  signature that is appended to the architecture neutral program code;
the program compiling computer communicating with the program originating
computer to receive the architecture neufra! program from the program originating
computer and to provide the architecture specific program to the program originating
computer;

20 the program executing computer commumcatmg with the program originating
computer to receive the architecture neutral and specific programs from the program
originating computer; '

the program executing computer’s signature verifier also verifying the
originating party’s digital signature;

25 _ the executer executing the architecture specific program only after the
originating party’s digital signature has been verified.

6. A r_'nethod of operating a computer network comprising the steps of:
at a program compiling computer operated by a compiling party:

30 receiving an architecture neutral program generated by an originating
party, the architecture neutral program containing architecture neutral program code
and a digital signature of the originating party that when verified verifies that the
architecture neutral program was signed by the originating party;

verifying the originating party’s digital signature; and



{ /* Conmpiling Party and Conpiler of every ASProgram cannot | > '
Gener ate appropri ate nessage 10 Return } For each AMngwnl,ﬁmuﬂm
(oject Class: { Determine identity of Cog;Party and Conpil er* a et er

15 ASLanguage used by ASProgreanmt } If identity of ConpParty for

any ASProgramis not a known, tr?‘;sted, ConPi ling Party, or the identity of
Conpiler is not a kiGomPpiling the arghiteciyre peutral progeam yath a coapilRssaA$t8ge i s

not one u : : i ate
message REPetate eI UG EbetRE Bratiraffwhen the orighfeiBb Be W BiRAI L2 7, . o
ConpPar t y sigratirei haeheén verified, anebiapmending adigital \sigreture 6 therctempiling party
ConmpParty's D in Di.gital Signaturec crypt + HashFunctioncp I.D jn
o o) tal S gratother yshes Semiek et s fredReci e sbecihE progragL was st fe-
-HashFgnct o8 ir(g“&ﬁ'bﬁ%rﬁi“ code + Digital Signatureop + Digital Signaturec in
ASPr ogr am ﬁfgiﬂn HashFunctioncp identified bty decrypted HashFunctioncp ID
Conpar e decrypaba pvogramexevuting compiteroperated by an exeputing pady: [ err]

TestMxp for any ASI?&?&WIrgn the architecture specific program and receiving or originating
the architecture neutral program; | _
verifying the corhpiling party’s digital signature; and _ |
10 ' executing the architecture specific program when the compiling party’s
signature has been verified and the compiling party is determined to be a member of
a defined set of trusted compiling parties. | '

7. The method of claim 6, including: |
15 | at the program compiling computer: |
' generating a digital signature of the compiler that when verified verifies
that the architecture specific program was generated with the compiler; and _
appending to the architecture specific program code the compiler's
digital signature; and |
20 at the program executing computer: _
| verifying the 6ompiler's digital signature; and
_ executing the architecture specific program only after the compiler's
digital signature has been verified and the compiler is determined to be a member of
- adefined set of trusted compilers. -
25
8.  The method cf claim 6, wherein S
for the originating and compiling parties, said network includes cofresponding
private and public encryption keys and corresponding hash functions;
_ the originating party’s digital signature includes a message digest of the
30  architecture neutral program generated by performing the originating party’s
corresponding hash function on the architecture neutral program, the message digest
of the architecture neutral program being encrypted with the originating party’s
corresponding private key;
said method including the steps of:



' for every ASProgram has not been verified */
Gener Igl Mﬂml | ed result nessage Return 40 } /*
B gi tal &l st ok every ASProgram hag_been verified*/ -26 - For

each ASPr ogram in Cbject Cass: { Retri evézANPr ogram Conpi | er' S Publ i cKey
fromtrusted key rep05| tory usi B‘? d earText ANPr-ogram Conpiler's 1D in
Di gi t al Si gnat ur@E'@PVOQ"am compiling GEMPMERT: + HashFunctionc ID in

raehFanct {onc. (ASPr ogP 92@3%%““1 U AGHER SorsRiR Y @) il
i denti f i edmessdge digest of Hm;aﬂzhltecttme neutbatpvmm withe theporiginating pan}!’ﬁqmmbc
][-)logl tal Si gﬁ’é%réf P&Q" ﬁgyy@we@p{ ¥ %ﬁﬁ-&;ﬁggﬁfc’@&%l‘cﬁg ?Agsézé%%rﬁfgté@n verified
*I 15-5  architebtté haufrafPRigram By 6e|ff€1in'uﬁ§ thé orbinaiRg T’ SHAH function on the
architecture neutral program code, and (C) comparing the decrypted message digest
and the test message digest of the architecture neutral program; and
generating the compiling party’s digital signature by (A) generating a
message digési of the architecture neutral program generated by performing the
10  compiling party’s corresponding hash function on the architecture specific program
code, and (B) encrypting the message digest of the architecture specific program with
the compiling party’s corresponding private key; and | '
at the program executing computer:
verifying the compiling pafty"s digital signature by (A) decrypting the
15 message digest of the architecture specific program with the compiling party's public
encryption key, (B) generating a corresponding test message digest of the |
architecture specific pfogram by performing the compiling party’s hash function on the
‘architecture specific program code, and (C) comparing the decrypted message digest
and the test message digest of the architecture specific program. '
20
9. The method of claim 6, including:
- at the program executing computer:
verifying the integrity of the architecture neutral program code by
verifying that the architecture neutral program code satisfies predefined program
25 - integrity criteria; and ‘
' executing the architecture specific prbgram code only after the integrity
of the architecture neutral program code has been verified.

10. The method of claim 6, further including:
30 at a program originating computer that provides the architecture neutral
program:
generating the originating party’s digital signature and appending it to
the architecture neutral program code;
| at the program compiling computer:
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} /* Digital Si gnatu rogramin Qbject C ass has been
verified */ 20 iﬂﬂm ram from whi ch an ASProgramln hj ect
& ass was conpi | ed: | g arty s Publ i cKey fromtrusted key
repository using C ear Text OrlgParty s F33n Di gi tal Si gnat ureop Decrypt

(Mbop + HashFunctionop ID in Digital Signatureop, OrigParty's 25"
Publ i cKey) Gener at e CREyMNNIspting Mithrthermogeam erigimating ompuistits) regeivesthe

Voop and PRTelEHelhtel ngﬁﬁﬁéﬁf@&%ﬁﬁ%ﬁ%ﬁ%@%ﬁﬁé% et =

ANPr ogr amtid afatdielchiréispee; | Jﬁcgra‘mlto e proghdity eriginatirig eemplbiterh an ASProgram
ile

In OQbject Cass was conp of. verified */ Generate failed result nmessage
35 . Retasﬁheprogfalrhexw%mm &Fureop in every ASProgramin Qbject

Classgs verified * [ fhHad
ANPr ogsr ans from whi cr?%hméahﬁé wilr @éﬁﬁg%bﬁﬁf@iﬁg&%ﬂ@ﬂtggfomr e corrpl | ed
wi t h ANPr agchitectureawstittal andrspecific prbgfams fom thmpnog{'am originating computer;
verifying the originating party’s digital signature; and
executing the architecture specific program only after the originating

party’s digital signature has been verified.
10 _ .
11.  The method of claim 6, including:
- at the program executing computér:
providing the architecture neutral program;
generating an originating party’s digital signature that signs said
15  architecture neutral program and appendmg it to the architecture neutral program
code; and
| at the program compiling computer:
communicating with the program executing computer to receive the
architecture neutral program from the program executing computer and to provide the
20 architecture specific program to the program executing computer.

12. A system for distributing code stored on COniputer-readable media and
~ executable by computers, the code including a plurality of modules each configured to
can'y out at least one functlon to be executed by one of the computers, the system
25 oomprlsmg
a first module configured for use in conjunction with a prograni compiling
computer, operated by a compiling party, that receives an architecture neutral
program generated by an originating party, the architecture neutral program
containing architecture neutral program code and a digital signature of the originating
30 party that when verified verifies that the architecture neutral progrém was signed by
- the originating party, the first module including;
a signature verifier that verifies the originating party’s digital signature;
a compiler that generates an architecture specific program when the
originating party’s digital signature has been verified, the compiler generating the
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-27 - Cenerate failed result nessage Return } * Ly of all
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Program } - 28 - WHAT IS CLAIMED 1S:-34- “A conputer network that-
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program was signed by the -originating part t he program conpi |l i ng conputer

! y L Y,
i ncl udi ng;arebitecture specific pregramywas geaetated hydthecompiling Pﬂﬂ_léisaﬂ‘he
origingating party's giHl-al % X m‘ : "2 Sy
archi {%ct ure speci fiécils ﬁoaSwae?ﬁ enff{rﬁlgatﬁl gl nffﬁﬁﬁ%ﬁ‘f‘@@ﬁéﬁ%ﬁ’é '
si gnat ur e gignataeszranceri fied, the conpiler generating the architecture

specific programb A) cC iLling the architecture neutral program code

Peo ar chit oot cf BOSHRA KUl fos ik in(aminclon Mt & progia, peeSi eombiter,

| anguage, ' gt o ' i idr} rt

Lhat  wihen Srataicd b an exschfing pafty it fbdeves Rl dcHiéctife Speoifc pRigraftfard | ¥
receives or originates the architecture neutral program, the second module including:

10 a signature verifier that verifies the compiling party’s digital signature;
and
an executer that executes program code that is in the architecture
~ specific language, the executer executing the architecture specific program code
when the compiling party’s signature has been verified and it has been determined |
156  that compiling party is a member of a defined set of trusted compiling parties. ¥

13. A system as in claim 12 wherein: _
the signature generator generates a digital signature.of the compiler that when
verified verifies that the architecture speciﬁé program was generated with the
20  compiler; | .'
the first module appends o the architecture specific program code the
compiler’s digital signature; _ _
the second module’s signature verifier verifies the compiler’s digital sig'nature;
the second module’s executer executes the architecture specific program code
25 only after the compiler’s digital signature has been verified and it has been
determined that compiler is a member of a defined set of trusted compilers.

14. A system as in claim 12 wherein: .
for the originating and compiling parties, said system includes corresponding
30 private and public encryption keys and corresponding hash functions;
the originating party’s digital signature includes a message digest of the
architecture neutral program generated by performing the originating party’s
corresponding hash function on the architecture neutral program, the message digest |
- of the architecture neutral program being encrypted with the originating party’s



‘.

architecture specific programwas generated by the conpiling party, and a
si gnature generator that generates the conpiling partﬂl“ﬂﬂﬂﬂ"'ﬂl”l.llﬂ'“f ure;
and a program executing conputer operated by an execu

program 20  executing conputer receiVi ng-3¥e archi tect'uré specffit program

and receiving or originating the architecture neutral program the program
executing mmespendmgcpnxate eya signature verifier that verifies the

I hat -
cxecut &5 ogr éﬁﬁei“«a% fduie25Bheture varter iReluoes ntptions ST\AURELRS: o
execut er exgiginating party’s digital Ql?rﬂtlﬁ’eflﬂﬂ@l)fd ABrAesEagd @igesi6f the
conpiling pa rt S|gnature has been verifie the conmpiling party is a
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archi t ect uiced §p§e¢1(&$ cryied mﬁﬁysaapsde 198 ah th@.teﬁfames@agq digest
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only after the the first module’s sngnature generator includes instructions for generating the
10 compiling party’s digital signature by (A) gen’efating a message digest of the
architecture neutral program generated by performing the compiling party’s
corresponding hash function on the architecture specific program code, and (B)
encryptmg the message digest of the architecture spec1f' ic program with the compiling
party’s corresponding private key, and
15 ‘the second module’s signature verifier includes instructions for verifying the
compiling party’s digital signature by (A) decrypting the message digest of the
architecture specific program with the compiling party’s public encryption key, (B)
generating a corresponding test message digest of the architecture specific program
by performing the compiling party’s hash function on the architecture specific program
20 code, and (C) comparing the decrypted message digeét and the test message digest
of the architecture specific program.
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5 conpil ers digital signature has ‘been verified and the conpiler is
determned to be a nenber of a defiped:set .of ;trusted conpilers. 3. A
donputer network as in claim1l wherein: for the originating and conpiling
parties, said network includes correspond3&g 10 private and public
encryption keys and correspondi hash functions; the originating party's
digital signature includes aABS &Q@T@E%E&ISM%BE tecture neutral
program generated by performng the originating party's correspondi ng hash
function on the architecture neutral program the nessage digest of the
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t he message Itecture specl I'ling
party's ptsplec:t' ceprograrhivwtrerkthe digital signature of the originating party of the archltecture
15  neutral program has been verified, the digital signature of the compiling party of the
architecture specific program has been verified, and the compiling party has been

determined to be a member of a defined set of trusted compiling parties.
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10 - ' executlng the architecture specific program when the
Conplllng party's signature has been verified and the conpiling party is _
)Tgﬁernlned to be a nenber of a defined set of trusted conpiling parties. 7.
- met hod of claim.6, including: 15 at the program conpiling
conputer. generating a digital signature of the conpiler that when verified
verifies that the architecture specific programwas generated with the
conpil er; and appending to the architecture specific program code the
conpiler's digital signature; and 20 at the program executing
~conputer. verifying the conpilers digital signature; and executing the
architecture(jﬁg%ﬁfhgofrogranlonIy after the conpilers digital signature
has ‘been veri a he conpiler i's determned to be a nmenber of a :
defined set of truftgd conpilers. 25 8. ‘The nethod of claim6, wherein

for the originating d conpiling partles ;f 2@ net wor k i ncl udes

correspondi ng private and puhlic Keys and correspondi ng hash

functi ons; thé orlglngip di gi tal s]gnature i.ncludes a nessage

di gest of the|3 Fggﬂﬁeﬁﬁﬁéutral progf am generated by perform ng the
originating party' s~xcorresponding hash functlon on the architecture neutral
program the message W gest of the architecture neutral program being

encrypted with the orig\pating party's corresponding prlvate keJ:466|d
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#= 32 - at the program.conpiling conputer. verifying the origi na‘tm&ﬂ
digital signature by (A) decrypting the nessage digest of the ar cture
“neutral programw th the originating party's public encryption key, (B)
generatl ng a correspondl ng test messagq digest of the 5 architecture

nes 8 e origrnating party's hash function on the
archi " coe, and (O corrparl ng the decrypt ed nessage
Peﬁﬁﬂl’t;f’ﬂegg ~ : gést T 4 2 /ogram and
gn 4imis)t hé %ﬁ) $ dijgi srg ' feherafing a
ﬁ winges3 t- page R t‘h@é&?@% re 362 by perfornming
t He @bstratnpi: paged Fate pagedr r bspdiDidig: Pt i on e"%i'r" hitecture
speci fi ¢ program code,, and (B) ¢nciERDragi L hS aoi he
ar CfDA’?EtGFq{E@EIP'If il /gﬁa Eam wil t h | KiYasseag| Padd ;,' . 'r-"a'g-p-andi ng
private—key—andat—tTe - program exdécuting com)ut er_vel “thel conmpi | i ng
party's digital signature by (A) decryptl ng the 15 rressage gest of the

architecture specific programwith the conpiling party's public encryption
key, (B) generating a correspondi ng test nmessage digest of the architecture
speci fic program-by $ESTENAND METHODIF ORGEPIRATINGIRUSTREL i on on the

architecture specific,pr , rd ypt ed nessage
di gest and the test né&cﬂ%ﬁ-@g’gé ﬁ&@%lﬁ%‘%@%ﬁgg@ﬁgc‘program 20
9.~ The method of clainy f‘ARCﬂWEb!T‘HJRENEIIFFRALM@GMW“ ng conputer.
verifying the integrity of the architecture neutral program code by

verifying that the architecture neut ral program code satisfies predefined
program
. The present invention relates generally to distributed computer systems, and
particularly to a program compilation system and method in which architecture neutral
executable programs are combiled by a trusted third party in such a way that |
recipients of the compiled program can verify the identity of_the corresponding
architecture neutral program and can verify that it was compiled by the trusted third

party. | | REPLACEMENT sdEEf
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The term “architecture” is defined for the purposes of this document to mean
the operating characteristics of a family of computer models. Examples of distinct
architectures are: Macintosh computers, IBM PC compatible computers usmg the
DOS or Windows operating systems, SUN Microsystems computers running the

. - Solaris operating system, and computer systems using the Unix operating system.

BACKGROUND OF THE INVENTION

The term “architecture neutral” is defined for the purposes of this document to
refer to ability of certain programs, such as programs written in the Java (a trademark
of Sun Microsystems, Inc.) language, to be executed on a variety of computer
platforms using a number of different computer architectures. |

The term “architecture specific” is defined for the purposes of this document to



Y

: 25 integrity criteria; and executing t he a'rchiteﬂc"'t'ure .speci fic progegn

code only after the integrity of the:architecture neuftele qn'-' Al Gl
been verified. 10. The nethod of claim®6, further |n ?

a programoriginating conmputer that pray des the archile h-lu-n.un

program generating the originating party*s digital signature and appendr ng
It to the s”fé‘fﬁ CCAnh ﬁﬁ’fﬁbﬁ' BORDT ARSIy tfms@rmrarnmmmﬁm

% b THon O P oR R AT to
receive t ' ' u ra program ( e programorrgr natrng
conputer and to provide the architecture specific programto the program
originating conmputer, at the program executing computer: 5

comuni cating with the programoriginating conputer to receive the

architecture neutral and specif] Faﬁrﬁ f ogram ori gi nati ng
conputer; verifying the origi réé%éﬁgjty E@rgglttdﬁ‘"g gnature; and
executing the architecture specific programonly after the originating
party's digital signature has been verified.

od of claim®6,
i ncl udi ng: Adistibuted %ﬂ&%ﬁﬁamhﬂj%er@m"}ﬂ“é‘g ?'{%’J; PR ur e

neutral prografing computer. A compiler In the program compiling computer (A) compiles the
architecture neutral program code of the architecture neutral program into architecture
spacific program code in the architecture specific language identified by the compiler,
and (B) appends to the architecture specific program code a digital signature of the
complling party to generate an architecture specific program. The program executing
computer includes an architecture specific program executer that executes the
architecture specific program code of the architecture specific program when the digital
signature of the originating party of the architecture neutral program has been verified,
the digital signature of the complling party of the architecture specific program has been
verified, and the compiling party has been determined to be a member of a defined set
of trusted compiling parties. '
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.generating an originating party's-digital S gnature that signs said 15
program and appending-it.to the architecture neutral

architecture neutral
pr ogr am code;

di stributing code st

and at the program conpiling conputer.
program executing conputer to receive the architecture neutral
t he program executing conputer and to.pfovide the 20

specific programto the program execut+nag conputer.
ored _onsesanmuter-readabl e nediazand execut able by

comuni cati ng

archi tectur
12.

with the

program from

e

‘A system for

conputers, the code | Glient Gompytean al i try—of—motties—each—cont+egured t o
carry out at I;gat ohe function to be eddopesating SysiaN t he conpuferisi8 fhe
system 25 co i slhgp—a—finst nmodul e g ' lydrconj u i
with a program conpi|i 1gchjmuter,q?[ﬁhﬂéh’g?ﬂgqéc@im:éﬁggggrty, nﬁglﬁ?
recei ves an architecfufe neutital1@rogr ahAREDGram E}(%ﬁut@n gi nati m;-uggtiy,
the archit ure neufral Jprogram contairfi utral oqra
code and %I s] gnat p. guf the—o Tﬁﬂﬁég?% wmgglzin
verified veri th ANPragrane integritgsVeriflepd ylgdw
originating party, ' | eren] ;. a slgnatare _Verrrl t hat
verifies the originafi /SN QQ['J@B’!%@ rnepares 128
generates an archite as]'gﬁaq ksiapat | ng pagd %
digital signature ha ¢—c-SHpH rcé @;gcﬁgr%ﬂ*d?“g +he - gj)—
architecture specifi r@lgﬂ&jufﬂhéf%ﬁﬂﬂhﬂ tecture nef+qg2
r ot NE Q-3 My /aad CNi L ect ure
AR e e i % VA
: Object Class Loader ~~136
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.appending a digital signature of the conpiling party that when verified
verifies that the architecture specific programwas generated by the
conpiling party; and 5 a signature generator that generates
the conpiling party's di.gital signature; and a second nodule for use in
conjunction with a program executing cogputer, operated by an executing
party, that receives the architecture Specific program and receives or

ori gi nat esANIRI’O@TamHeCture neutral program the second nodul e including:
10 2002 signature verifier that verifies the conpiling partys

di gital signat n e that is i

t he architect UM ANProgramdeodene executer executing khe2@@chiteckure
speci fic program codefwhen the conpiling party's signature has been
verified and it has bg¢en determined 15 that conmpiling partly is a nmenbegr of
a defined set of trusfed conpiling parties. 13. A system in claim2
wherein: the signature¢ generator generates a digital signature of the '
conpil er that when ve le eio ééT]TIeS That the architecture specific program
was generated with th¢DBigial '(QﬂﬂtIJE?opt he first nmodul e appe“d-sg-;@) t he

architécture specificjpr . al nat ur e; the
second nodul e's si gnatur P * Ml rQFr | pQ*ﬁﬁ"ﬁ@r&&?‘ﬁ ggla‘h?_
signature; the second rm(lﬂlleasTexb@mgPae'wlllDes t he archlt Ctéié spech ic

program code 25 onl y—=fter—tte—conmprter s drgrtar _srgnarure been
verified and it has b t conpiler is a menber of a defijned
set of trusted conpil eragldhgiadsem[@s 208c! ai m 12 wherein: for the
originating and conpi Li id system i ncl udes correspondi ng 30

private and pub\ic encryption keys and correspondi ng _hash functions;
N

FIG. 2
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.the originating party's digital
architecture neutral
party'.s correspondi ng hash function on the architecture neutral
t he nmessage di gest of the architecture neutral
the originating party's

nodul e' s signature verifier
originating party's digital
of the architecture neutral
encryption key,
the architecture neutral

functi on. on bjedtcAR

decrypt ed nessage
prograny t

neutr al
instructions f

signhature in
program gener ated by pe

- 35 - corregpondi
i ncl udes iTrstTuc
signature by (A
programw th the

generating a corres

program by perform

Oect ure neutral
igest and the test nessag

g@?‘lrst modul e' s si gnatur

or genertating the 10 conpT

(B) 5

pr ogr am code,

cl udes a nmessage digest of the
rformng the originating
pr ogram
program bei ng encrypted with
ing private key; the first
tions for verifying the
decrypting the nmessage di gest
originating party's public
pondi ng test nessage di gest of
ng the originating party's hash
and (C) conparing the
e digest of the architecture
i ncl udes

e generator _
A@party's digital signature .

by (A) gener af
generated by i

on the architg
di gest of the
correspondi ng
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signature by (A

program wth
correspondi ng

412

I'ng a nessage digest of the ar

er f or m @bjeot Headeri ng party’

cture specific program code, -
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apd (B) encrypting the nessage

TC programw th the conpiling party's
privat e Xgy; t he second nodul e' s si ture
includes instrugtions_for verifying the_caopild |_ng_pa.r.t;£‘.'§_§ gital
decrypti t he message di gest of th

OREpt s, a? o &
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9SS
.pr\ogram by perform ngmrrmy S has-h—-f—u-ne&-i—en—e;@é\h\e > DOS
architecture 20 spec , and h(; SASEMENT SHEEIS 1 y$€ed
message digest and the m"mm&gm‘@ﬂlﬂrﬁgu of serigtion e Pur-el Spéaiphgel .,
program 15. A conput onpri ge igkgr am;gangm waged 40
conputer operated by a conpiling party, the prfo @ wRa3s) eoppi .. by paged .
conputer receiving an architecture neutral prg mbstg:e.merarp&gL &0 paged ...
originating party, the architecture neutrals prjogram containing .
architecture neutral program code and a digi t g '

originating pagslespéiingMpavhty &eyj;fi ed verifies ' ‘
. programwas signed by the origi natl ng party, the program conpil corrputer

i'ncl udi ng; 30 thé first module's gsignatyrg tvgrifter \)'éﬁ“ldfa? é‘FSt'P ions lar P"Frlf\é'@

ord gi nating paBﬁ@eﬁh@'ﬁ@f{/ssdléﬁlahPﬁ&ue abyp(fﬁ?gl'é@%tﬂ@rmé'nﬁsség@r digdt i dreng t hat
the received architecture neutra ram sati sfies B&e defined inteqgrity

criteria incl uéi’ch@?cﬁblf%d@ﬂrﬂeﬂ%'ﬁ’@r‘ﬁ'ﬂb grofigiketing partys bublip enendptign: kdve Bk age

restrictions; gefdPiRy! §E0r?é%§$ndﬁ19n%@h%§sa%8 Ag&ehick Qf’etétérﬁ'te&m@(?héutﬁél program
when the originating party's digital signature has heen Vﬁrlfled and the

recei ved ar chi POSETT &Y Rl ming H}eoﬂ}gﬁﬁ’i'@ PADYSY AEIHY URGIEN pReAEYIPTER by t he

program verifi ggyral PRogfeiRicli&rand (C) cgﬂmhgtma@eéme@rrﬁéységécmw siembf i c
program by (A) conpiling the architecture neutra{au_{l)rogram code into

archi tecture sHSEMeEaonr Hgash el GECHIRAYR BOUTRl PRE@ETF e specific | anguage,

and (B) appending amngifigt nfduls’s 08gHatE deherkide iSRS | ihalBiciRAEt ior bbRkamheme
verified verifies that the architecture specific program was generated by
the conpiltthg BEPRINIG RElY's digital signature by (A} genereting. 'a méssage digest™ of the

architecture neutral program generated by performing the compiling party's

corresponding hash function on the architecture specific program code, and (B)
encrypting the message digest of the architecture specific program with the
compiling party's corresponding private key, and

15 the second module's signature werifier includes instructions for verifying the
compiling party's digital signature by (A) decrypting the message digest of the '
architecture specific program with the compiling party's public encryption key, (B)
generating a corresponding test message digest of the architecture specific
program by performing the compiling party's hash function on the architecture

20 specific program code, and {C) comparing the decrypted message' digest and the
test message digest of the architecture specific program.

15, A computer network that comprises:
a program compiling computer - operated by a compiling partyr the program
25 compiling computer receiving an architecture neutral program generated by an
originating party, the architecture neutral program containing architecture neutral
program code and a digital signature of the originating party that when verified
verifies that the architecture neutral program was signed by the originating party,
the program compiling computer including;
30 a signature verifier that verifies the originating party's digital signature;
a program verifier for verifying that the received architecture neutral
program seatisfies predefined integrity criteria including predefined operand stack

REPLACEMENT SHEET

08 MAR 2001




1Q a signature generator that generates the conpiling :

party's digital signature; and a program executing conput

executing party, the program executing conputer receivVi ngT"Imm['Elm“mI“ﬂ
specific program the program executing conputer including* 1% L # s %
a signature verifier that verifies the conpiling party's digital signature;
an executer that executes programcode that is in the architecture specific
| anguage, the executer executing the architsture specific program code
when the conpiling party's signature has been verified; a programverifier
for verifying wand ldeta tapes psagiefrestdctiamschi t ect ure 20 neutral program

sati sfies said predefined [ntegr] riteria, | i / | pgLand
stack and data type usage&I ?o&pﬁ iWg%se%é[%n&ﬁaaﬁéhg%&%?t%%tc@é qu‘?er%rpra eﬂp@%gram
executer for exedghdting pang'ssdgial Gigeaturar bds bevot weriiedn end thal regaivegr anchiteiare t he

programverifier ha erif.l t, th A '
program sat i sfi ggu%azip\éogﬁ%rg%gdﬁehrﬁﬁ I"a%tbgaf R?@ﬁleélrtﬁﬂ g?iﬁogo’gf%vehﬁeﬁ ﬁll(8Lg()\':/'\}r§,(lat:freby
\e/)e(re 1: L |t iC?].t | ggﬁ of tg‘gﬂrmattﬁgmieleir?@;e@met-ype&iﬁdipgdagraxh_ le @u)lai_nmpilmgbyllet ﬁrehiqag:tm@r am

u | Lr R e 4 gi Lty :
ot a8 The T e ST U o K iR B Rl ot Srcil R L O 2
architecture speapedficclapguage.ammdB) appenuiriged.digiél signaiBe of the oampdiing pdrty that

Compi 111G computtip opes Bafey B bs abeklS Sffe, el vl BB &

neut ral progr amcgepirgateary, bandan ori gi nati ng - 37 -
' 10 a signature generator that generates the compiling party's digital
sighature; and

a program executing computer operated by an executing party, the program
executing computer receiving the architecture specific program, the program
executing computer including: '

15 a signature verifier that verifies the compiling party's digital signature;
an executer that executes program code that is in the architecture
specific language, the executer executing the architecture specific program code
when the compiling party's signature has been verified;
a program verifier for verifying whether a specified architecture
20 neutral program satisfies said predefined integrity criteria, including predefined
operand stack and data type usage restrictions; and
~an architécture neutral program executer for executing the specified
architecture neufral program when the program verifier has verified that the
specified architecture neutral program satisfies said predefined integrity criteria;
25 whereby verification of the compiling party's digital signature by the program
executing computer indirectly verifies the originating party's éignature as well as the
integrity of the architecture neuiral program from which the architecture specific
program was compiled.

30 16. A method of operating a computer network comprising the steps of:
at a program compiling computer operated by a compiling party.
receiving an architecture neutral program generated by an originating
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party, the architecture neutral program containing archltecture neutral -

program code and a digital signature of the that when
verl fied verifies that the architecture neummnumtmmmﬂﬂlllgl gned by the
originating party; verifying the originating*pafty"s™idital signature; 5
verifying that the received architecture neutral program satisfies
predefined integrity criteria including predefined operand stack and data

type usage restrictions; and conpiling the architecture neutral program
with a conpiler so as to generate an archi tﬁcture speci fic program when the

originating party's digital 10 si gnat ur'e”‘has been verlfled and the
Integrity of tg% r ghi r
appendi ng a di rtg ﬁ]tsgl Et"grn Eﬂr:"ge @?M{%}?r%g%rﬁgfoﬁfﬁﬂél art Lh‘@ II\}\%‘fllgﬁld\t/)redral I ed

verifies that tdodeandhd digital sigpatyrse of thremnpn&glga@ﬁﬁra&ag@hen aedfwdbyeriieg that
compi | g par v o 3pdidhud RS BRHE ls! dtihe UHPHS ShaRAfb abag, DY an

executing part recervi arc specific
program and receiving owerr&nngyltrrmongrr@timglqaaafardrgltebslgm@.lraeutraI progr am

verifying tphe conpiling art

architecture specific pr %q iﬁ'wagrq%t i?ge%ezdn%ﬁ%é%ﬁ aﬁ%ﬁ%gb}s@%rﬁa%%r'sgeﬁas been
verified; 20  predefined m’cegnt'yr oviteria figcludnonipesdefroda opgrard Eiackl apd clata pe ur e
neutral program_sati f| es said predefined integrity criteria, including
predef i ned oper%Hd°® SPHGHEHq?ht a type usage restrictions; and executing

t he specified architect ucempiéngt the arphilegu@mnetied rtrd)gaarprwig'r amomeiérf$ceas tvas
verified that thesecf chitect ure neut sat.j sfies
sai d predefi ned99fit %ﬂ"ta}&%?&wgr PR %rp%rgrjn %?@?’] 1”10 i n%?’paft}qg iling
party's di gt al sigriafrét hesenday shedpegdytherintegrity of the architecturé neutral program

has been verified, and appending a digital signature of the compiling party that

when verified verifies that the architecture specific program was generated by the

compiling party, and

at a program executing computer operated by an executing party:

15 receiving the architecture specific program and receiving or

origingting the architecture neutral program;

verifying the compiling party's digital signature;

executing the architecture specific program when the compiling
party's signature has been verified;

20 verifying whether a specified architecture neutral program satisfies
sad predefined integrity criteria, including predefined operand stack and data type
usage restrictions;, and

executing the specified architecture neutral program when the
program verifier has verified that the specified architecture neutral program

25 satisfies said predefined integrity criteria;

whereby verification of the compiling party's digital signature by the program
executing computer indirectly verifies the originating party's signature as well as the
integrity of the architecture neutral program from which the architecture specific
program was compiled.

30
7. Asystem for distributing code stored on computer-readable media and
executable by computers, the code including a plurality of modules each configured
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executing conputer indirectly verifies the originating party's si.gnature as -

well as the integrity of the arcgmn “M“H“ﬁﬂ| program from which the .
architecture specific programwa 5l . A system for

di stributing code stored on corr_put‘"er--creédal’)les medi a and execut abl e by
conputers, the code including a plurality of nodul es each confi gured
REPLACEMENT SHEET 08 MAR 2001 - 38 - to carry out at |east one function
to be executed by one of the conputers, thd8system conprising: a first

nodul e configured for use in conjunction with rogram conpi l i ng conputer,
operated by a oY QUG [s&8t Qe ?Jjﬁﬁpnr@g?ﬁ Q;@gutgcﬁ tg(r%‘ i‘?ér&el ﬁ‘ﬁmﬁ%ﬁrt e s
program gener%%%mﬁﬁgi@i ginating party, the architecture neutral
program contai ning architecture neutral program code and a daiggi t al

signature of the or® fishEopHgy GoaTANRG FftushHl RORMEICHIN 4ithy@ Progiagt CORRNg he
ar chi t ect ure nedhsidr, REBRIRITOPATORpIRE hat), hBEreRitésl BRlarMlo@s ! Heurtahe first
nmodul e including; a signature veriftier that verifies the originating
party's di §i t abrogtagnaengreted 10y an originating party, theaarghitggiuemngetral fRregramor
verifying that fdagnif@CataRetudr %Qﬁﬁa‘?&ﬁbﬂrﬁn NEYdbT aMd PHiGIEH HiBnsfbd SIf RS
predefined integrity criterita including predefined operand stack and data
type usage resphginaingniartyahaionisn éffriﬁ%a@fif@énféﬁhW@sa@ﬁe‘ﬁlﬁhf‘?‘é’i@l RFEpeci fic
D% A Yoot e Sobl RO GRHY S etk AR inges been ver e
' a signature verifier that verifies the originating party's digital signature;
10 | a program verifier for verifying that the received architecture neutral
program setisfies predefined integrity criteria including predefined operand stack
and data type usage restrictions;
a compiler that generates an architecture specific program when the
originating party's digital signature has been verified and the received architecture
15 neutral program’s integrify has been verified by the program verifier, the compiler
generating the architecture specific program by (A} compiling the architecture
neutral program code into architecture specific program code in an architecture
specific language, and (B) appending a digital signature of the compiling party that
when verified verifies that the architecture specific program was generated by the
20 compiling party, and
a signature generator that generates the compiling party's digital
signature; and
a second module for use in conjunction with a program executing computer,
operated by an executing party, that receives the architecture specific program, the
25 second module including:
a signature verifier that verifies the compiling party's digital signature;
an executer that executes program code that is in the architecturs
specific language, the executer executing the architecture specific program code
when the compiling party's signature has been verified;
30 a program verifier for verifying whether a specified architecture
neutral program satisfies said predefined integrity criteria, including predefined

operand stack and data type usage restrictions; and
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15 neutral programs integrity has been verified by the program

verifier, the co | the architecture specific program by ".-'(‘-A)"'
conpi ling the arumlmlmmlﬂmuml program code into architecture specific
program code in ah afcHitdctare*specific | anguage, and (B) appending a

digital signature of the conpiling party that when verified verifies that
conpi ling
party, and a signhature generator that generates the conpiling party's
digital signature, and a second nodul e for38se in conjunction with a

the architecture specific programwas generated by the 20

program executing conputer, operated

an executing party,

t hat

receives

b
the architecture specifiad gehiigetaia neﬁ@Ymograms@@@ﬁ@r fA UP@ILING dNe gPerdfieda

si gnature veri ficgfe hRAtnifhl blo§amt WRet B brobiafh Rariiby
a

an. executer that executes prog

his YedHekiathathgnat ure;
m code that™is in the architecture specific

| anguage, the epesified carchitegurgt inagral Hsognars hsetisfies usad psdefined cinfroblyr anteriabde

when the conpiling ' 1 t ; [ =Y b
a programverifier \@ﬁé;rét&eﬁle )‘#ﬁg \E/J\(htg? %glrﬁplgfggg)gﬁﬁ idﬁedgaa?l%ﬁa{rgcw&rhg neut r.al
program sathi sf Gigsaterai deriiiere thethe reecbndnmedié tindirectiyt eerifies thenofiginding patydef i ned
operand stack 'Qigﬁanﬂ?tQs%IP%SWﬂ%&ﬁgs&rth&takﬂi‘ib%iuré"‘%trﬁl E)rogr%m' Tfl’.%lrlll which the

e r g the specified

architecture nedtral program exec f'or “executin

ar chi t ect ur e neushiteaturgr spgcifian prdgeam twes pompijedhm veri fi er has verified that
the specified architecture neutral program satisfies said predefined
integrity criteria; whereby verification of the conmpiling party's digital
signature by t_h_g._ A computer program product for use in conjunction with one or more

10 computer systems, the computer program product comprising a computer readable

storage medium and a computer program mechanism embedded therein, the

computer program mechanism comprising:

a first module configured for use in conjunction with a program compiling

computer, operated by a compiling party, that receives an architecture neutral

15 program generated by an originating party, the architecture neutral program
containing architecture neutral program code and a digital signature of the

originating party that when verified verifies that the architecture neutral program

was signed by the originating party, the first module including;

a signature verifier that verifies the originating party's digital signature;
20 a program verifier for verifying that the received architecture neutral

'program setisfies predefined integrity criteria including predefined operand stack

and data type usage restrictions;

a compiler that generates an architecture specific program when the

originating party's digital signature has been verified and the received architecture
25  neutral program's integrity has been verified by the program verifier, the compiler
generating the architecture specific program by (A) compiling the architecture

neutral program code into architecture specific program code in an architecture

specific language, and (B) appending a digital signature of the compiling party that
when verified verifies that the architecture specific program was generated by the

30 compiling party, and

a sighature generator that gener_ates the compiling party's digital

signature;, and




5. signature verifier in the second nodul e indirectly verifies the

origi natlng—p&H—y—sr—Sana{—ur—pLars well as the integrity of the architecture
reutral pr Ogrjlﬁl rom whi ch the architecture specific programwas conpil ed.

i8. A conpu ’Iu '”, t"lluct for use in conjunction with one or nore
10 conput e ®nput er program product conprising a conputer
readabl e storage nedi um and a conput er program nmechani sm enbedded t herein,
t he conputer program nechani smconprising: a first nmodul e configured for
use in conjunction with a program conpiling0eonputer, operated by a
conpiling party, that receives an architecture neutral 15 0r ogr am
generated by an ori @isecend ngogbde fof USe Hie ceunitiane vt r & pregigey g}cecg rcgmputer
containing arc I (,%gag 1O NGtbatas, Fhe t he
orj gi nating pa?b%%ﬁawmﬁgﬁ&g@rg Pé@g @ééprrlg |es tgat t erar c%ecctleg?uérﬂ'e neu?ral
program was si gewtd bpodute ingiidiggnati ng party, the first nodule i ncI udi ng; a
signature verifier that | L g ure;
20 or LN AE RpL AR WpOcRRid bartieClib Sl
architecture neutral pr car execidert lttaBmuqssepre@iarmedodmme’grsum%ecanclnl@ﬂiuw

i ncl udi ng pred d nghSEa e HEShd bidgl ;

conpi l er that §éénc§r%aaﬂgﬁrg§ g}ec |§llg?:r?§geé: S eC| Qr%hdé?@ﬂer ar%s% R&phég?%dé
origi nating pamhgh shalcgnpilalg séartteasignaureasasbleesn \mlﬁedl ed and the received

architecture 25 neutr rifil t he
program verifier, the %H&?Efaﬁg(’g’gﬁiﬁé{t Pﬁ‘gﬁ‘b h'éhé&?%h?%g 'é&eéré%%gf@y
program by (A) nearapiprogrgmt satisies Ceid prediefined niategritgl criberiag riraindngd predefined

architectuye speC|f oqgr.a de in_ an hit ecture specific | anguage,
and (B) apPendi®Ry? éﬁ%f‘ %‘F‘ﬁ% RF (&% fesﬁ "o EjI ing party that when

verified verifies that tdnearahibiuteecicutra rpgremf execyiero foraaxeouing gbe epediied by

the 30 corrpll art nd a_signature gener n s the
conpi | i ng partf %?'E?t% 'tra programi v@len the prograrm v%nllf% hag%terrf%% fﬁ [afh%
specified architecture neutral program satisfies said predefined integrity criteria;

whereby verification of the compiling party's digital signature by the program
15 executing computer indirectly verifies the originating party's signature as well as the
integrity of the architecture neutral program from which the architecture specific

program was compiled.
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si.gnature; and - 40 - a second nodule for use in conjunction with a -
program executing conputer, operated- by an’'executing party, that receives
the architecture specific program the second nodul e including: a signature
verifier that verifies the conpiling part#is digital signature; 5

an executer that executes program code that is in the architecture

speci fic | anguage, the executer executing the architecture specific program
code when the conpilin arty's signature has been_verified; a program
verifier for verifyi &Y SHMANDMESHOD FOR SENERATINGSTRUSTED. pr ogr am
sati sfies said predefi ARGHITECTURE SRHCIFIC ACOMRILED WVERSIONS | ned 10
operand stack and data -twmﬁ-gﬁy@gngwapﬁ@@mi tecture neutral
program executer for executing the specified architecture neutral program
when the programverifier has verified that the specified architecture
neutral programsatisfies said predefined integrity criteria; whereby
verification of the conpiling party's digital signature by the program 15
executing conputer indirectly verifies the originating party's signature as

well as the integrity of theﬁééméﬁéaﬂ%@éLBéﬁﬁém from whi ch the

architecture specific progra

A distributed computer system has a program compiling computer and a
pfogram executing computer. A compiler in the program compiling computer (A)
compiles the architecture neutral program code of the architecture neutral program
into architecture specific program code in the architecture specific language
identified by the compiler, and (B) appends to the architecture specific program code
a digital signature of the compiling party to generate an architecture specific
program. The program executing computer includes an architecture specific program
executor that executes the architecture specific program code of the architecture
specific program when the digital signature of t'he originating party of the architecture
neutral program has been veriﬂed, the digital signature of the compiling party of the
architecture specific program has beeln verified, and the compiling party has been

determined to be a member of a defined set of trusted compiling parties.

Fig. 1
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