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Met hod of Enabling Access to Data Protected by
Firewal | Background and Field of the Invention This
WO pooensioon rel ates to a nmet hod of enabling accPGESGZH08/000329
data protected by firewall. Comruni cati ons networks
can be broadly classified into public (or open) and
private networks. Most conputers are connected to the
public network such as the internet and information on
the public network is usually easily accessible. On
t he ot | t i I t ected
pehi nd P By oMY KB e D oo B B Rl
Personal files and data are generally stored in
private networks to ensure security and maintain a
degree of pri . er, wth the increased
2 HRGANG 18IS Fretcat i ons and the internet,
access to the private network via the public network
i s becom ng increasingly comonpl ace. To gain access
to private networks, it is necessary to bypass or
Thi8 povettiarhrelatgs” ta: lae nfathedvadfl enahlinguatceasi tcadataNpratectesl by
(VPN) or Network Address Translation (NAT) traversa
fireaaft. sone techni ques whi ch have been conceived to
achi eve this. However, such techniques have its
di sadvantages.it is an object of the present invention
to provide a nethod of enabling access to data
r b ' : I of
ColflyREaihs el EERh B8 LRER T RIns e AP RRNIC pf, Bgor) anc
.useful choice. . Reference in the 1 fication
privA3F (ehwSd3a st B S ok amBr R foLsr By R ol Eon as
Cat egori zati on of Music B thadat%:_mhic i's assh%ped
thetigternet and information on the gubhc network is usually easily acCessible.

On the other hand, a private network is usually protected behind a firewall to
prevent unauthorised access. Personal files and data are generally stored in

private networks to ensure security and maintain a degree of privacy.

However, with the increased adoption of mobile communications and the
internet, access to the private network via the public network is becoming

increasingly commonplace.

To gain access to private networks, it is necessary to bypass or “punch through”
the firewall. Virtual Private Networks (VPN) or Network Address Translation
(NAT) traversal are some techniques which have been conceived to achieve

this. However, such techniques have its disadvantages.
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Creative Technol ogy Ltd. The reference is nmade in

relation to a nedia file managenent application that
WOR09903p¥6ment i oned in the section titled " Det RCT&ES2008/000329

Description of the Preferred Enbodi nent". Summary of

the Invention In a first aspect, there is provided a

nmet hod of enabling access to data within a private

It is Rt EIEKL BFTtRE PPéSht W dnitioRMB I drovitiB & mictifIPbi eRRiING access to

confi'gured to prevent an el ectronic device

Bl o ML R s P e B ?%Ef%w@@aie?*#ﬁéga”d/‘” to
hod f bl I ' t
proffe 26y R HEG RSB ng | ne accessi ngs Gownt oadi ng

of the data fromthe private network; ii) copying and

transmtting the data fromthe private network to at

| east one transient storage external of the firewall,
Referancer indhenspesifinadige Iscimedeicioess 18,828.483| {itiey “Automatic

dedi cated conduit fromthe private network; and iii)
Hietarahisal tGategoridatiodabd Musio tBye Metddedst varieh t isamssignied to

storage to the portable electronic device. The data is

CrehtivsTachhelbglynL {dacikes sefepeidte iPehaddlie relfivhr @NizCmedia file
devi ce and may be consuned either instantly or

mar%ﬁéﬁﬁgh'te%%,béahfmit aP Wil ?bfﬁ'gﬁgbﬁéa it 'thd citiBH.tﬂfetdék[?etailed

accessi ng/ downl oadi ng o ata fromthe priva

Deééj:fié@?ﬁ l6fih°é IBP’eféHé'@iE{ﬁ%oc?cﬂm P,I_i cation on the portable

ronic device, e application causing the data to
be processed at the private network prior to
transm ssion fromthe private network. It is

advant ageous that the transient storage is a data
_S%Eﬁﬂéﬁ_%ﬁéﬁmfﬂata transmtted to the portable

el ectronic device is consuned instantly. It is also
In a first aspect, there is provided a method of enabling access to data within a
private network protected by firewall, the firewall being configured to prevent an
electronic device communicatively coupled to a public communications network
from unauthorised access to the data. The method preferably comprises i) a
user of a portable electronic device triggering the accessing/downloading of the
data from the private network; ii) copying and transmitting the data from the
private network to at least one transient storage external of the firewall, the
transient storage being accessible solely by a dedicated conduit from the
private network; and iii) transmitting the data from the at least one transient
storage to the portable electronic device. The data is transmitted in packets to
the portable electronic device and may be consumed either instantly or

subsequently.
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advantageous in relation to data privacy that data is
purged fromthe transient storage once it has been

WO 208He1916t ed to the portable el ectronic devi c®CTVS62808/000329
second aspect, there is provided a nethod of
transmtting data to a private network protected by
firewall, the firewall bei nsg configured to prevent an

It isGrefdraniR tﬁaﬁﬁrgg%ﬁngmheeéééf Mol bPtR dtRlfidm the

communi cat 1 ons network from unauthori sed "access to the

oo oS SR Al P Sl PR g oo
Rl R AR AL R

transi ent storage external of the firewall, the
transpypipe fions the Rdate dieiyoecessi bl e to the private
network solely by a dedicated conduit; and iii)

transmtting the data fromthe transient storage to
the private network. The data may be transmtted in

It ippadkettagaads ithal theptrahsieablstorbbatist heldts itgder ivigerothe data
the transm ssion of data fromthe portable electronic

trar@@Wit6@ tb thbNSoril|¥ &l8ctReHiNRIVideS iP¥ohINERIn&Bntly. It is also
application on the portable el ectronic device.

advsgbgef okl reldiBndat té}ﬁ%?gﬁg?ﬁf ??ﬂé‘ dl'ét 3 r?%@qr?rni?@}g? fransient

age once It has

storfEbplckit OaS heedSanSiiGbin eGPl BRb b s8fbe i n

private network protected by firewall, the firewall
bei ng configured to prevent an el ectronic device
comuni catively coupled to a public conmunications

In negcandasnast reriishiovised adeeibedad tramsmiting. datméo a private
alternative nethod conprises i) a user of a portable
netwbrc tprofeictedddyi fieewall, gther ifingwall coging ctonfigured ato prevent an
conmputer systemw thin a private network; ii) an agent
ele@myni€device communicatively coupled to a public communications network
from unauthorised access to the data. The method comprises i) a user of a
portable electronic device triggering the transmission of the data to the private
network; ii) transmitting the data from the portable electronic device to at least
one transient storage external of the firewall, the transient storage being
accessible to the private network solely by a dedicated conduit, and iii)
transmitting the data from the transient storage to the private network. The data
may be transmitted in packets and it is preferable that the triggering of the
transmission of data from the portable electronic device to the private network is

by running an application on the portable electronic device. Preferably, the data

is purged from the transient storage once it has been transmitted to the private

network.
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assisting in the connection; and iii) transmtting the
data to/fromthe conputer systemto the portable

we@b@ensomé c device. It is advantageous that thECH§EINS/000329
server provides the user with information on which
conmputer systemis online and the requisite IP
address(es) to aid in the cbnnection. Brief

In Qﬁﬁélréﬁféd?nth%% Lé;gvrd& c?é(’é‘ﬂeggrsallé%dﬁmoﬂ énégh g access to

i nvention w | by way o exanple

daté’!v&l{hlﬁ %f @%e&&o%@ﬁroﬁ&ﬁ&%@ﬁ?’r \r/]v%gg {qemﬂlfg %llll)prélr\{\él]1 colr?fugured
acceSS| a, stored within a secure private network.

o 8&?@ fﬁ&t@“}s& o%%‘/é%e f P%W“?LBFC%I'VﬁBtph%HH lgd to a public
renotely acceSS| ng data stored wthin a secure private
compBLRsRkoNENgtiver kjg remdiika Uih prisaseaecdssow therdaianBidatiernative

for transmtting data stored to a secure private
metedweorIpriseguie a4 ushowsf @ pootabls dlecvorfior device triggering a
alternative nethod for renotely accessing data stored
cornvettiom ta a5 eompatarrsystdra Withinad loriviicobetvdrk Si")%\ﬁ ayent server
process flow for an internediate part of the

assaltihgr iRatheVeorifRIcheR: ahd Fii) gﬂﬁéﬁsrﬁrt@ilag} fid egté)ﬁﬁ'ﬁ{)hpmeo@olﬂbuter

the Preferred Embodi ment’ Fi gure shows

systéhﬁ rt@sﬂ{eu ?e bHaBId Bledi@MR! flYicRCqe i% é&g/ﬁg%g%oﬁts OhSH the agent

cure private net wor K

R TR IR 45 T omine
| ate the data traffic between

4 d
and e Bino4 IP ReienslSabie dinn Mrcoasting: 106, A

Brief Description of the Drawings

An embodiment of the invention will now be described, by way of example, with
reference to the accompanying drawings in which,

Figure 1 shows an infrastructure for remotely accessing data stored within a
secure private network.

Figure 2 shows a process flow for a method for remotely accessing data stored
within a secure private network.

Figure 3 shows a process flow for a method for transmitting data stored to a
secure private network.

Figure 4 shows a process flow for an alternative method for remotely accessing
data stored within a secure private network.

Figure 5 shows a process flow for an intermediate part of the alternative method

of Figure 4.
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nunber of portable electronic devices 108 are

communi catively coupled to the internet and simlarly
W@Ro0ve3wr6 one storage device 110 configured asP@EBG2008/000329

storage. It should be appreciated that whenever the

portable el ectronic device 108 and the conputing

system 102 requires a data’link, a direct connection

bet ween the portable el ectronic device 108 and the

computing system 102 is usually sought, but the direct
DetSR ctiro . may .o WeL be b ’jltnabl e. To solve the
Lelahai LEeReIQUon O Ble e ertbodrfrett,- data is copied and
transferred via a dedicated conduit 109 to each of the

at | east one web storage 110 which functions like a

transi ent storage between the private network 100 and
Figurae! showshar irfragituciwiec falegmatsly1asrasstngr gata glored within a

portabl e el ectronic devices 108 to downl oad the data
seclircoprivhie atetwardkst! 06nandethes infrasjeiciré catmipeises hancarhputing

conmputing system 102 residing behind the firewall 104.
systEv g 02trBsigingbwitisiheRe totivate aetvairk i100|, @neaiviah d Odosgpifienred to

rules for the firewall 104. The dedicated conduit 109
regl'rlétest‘ﬁte 32 W @&M%QQHQE?rivét@ﬁéﬂvb@R 9@0ofaHd thRandnet 106. A

east one web storage 110 . A single account can be

b ' - b 110.
o8 U hesiihiE ool B¥ules (08, A uahiARRLkel il to the
., Sstqoragell0, the dedicated conduit, 109 |s.accessible
inte[RtaBie) STHEHY AL RS 17 (ORI JRYISPS 1R, PHTTER 2 | 7% Web
known verification techniques invol vi n%, Lr@% exarrg] e, .
storgagsiioyasld BpaRprerigtareinativianayer thp @osgPIopleRIoTgedevice
access to the dedicated conduit 109 is initiated by _
108t Aed (bercamputingneysiem AB2 peatiies & dataliplnpcditrRe)icasmection
108. Thus, a request to access data fromthe private
betwetmdhé pbdRbies elatironit devite oi8 bed the rcomputingnsysiémt me2 is
portabl e el ectronic devices 108.

usually sought, but the direct connection may not always be obtainable.

To solve the above problem, in this embodiment, data is copied and transferred
via a dedicated conduit 109 to each of the at least one web storage 110 which
functions like a transient storage between the private network 100 and the
portable electronic devices 108 and for the portable electronic devices 108 to
download the data from the at least one web storage 110 rather than the
computing system 102 residing behind the firewall 104. Thus, this obviates the

need of implementing complex rules for the firewall 104.

The dedicated conduit 109 is set up when an account is activated for the at
least one web storage 110. A single account can be usable for a plurality of the

web storage 110. After the account is activated for the at least one web storage
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The duplicated data fromthe private network 100 to

the at | east one web storage 110 may be separable into
W@le®ensaes portions, with the discrete porti onsPGEBGL08/000329

transmtted fromthe private network 100 to vari ous

web storage 110 via respective dedicated conduits 109.

A distribution of the discfete portions is

110 C e 3%&%?%8 dRmiemboi 8 & d%ﬁﬂlé!a@%ag%?m"\ﬁﬁ& 10Qcepf the

t he ution nmay be conducted in nner where

t he .varj b rag | ' 3
acoqiiigh derlEaor e kbpfererttataf sEPRTR0E fitohind el exgmele
further duplijcated for higher redungdancy. The :
pasgveids; (IRMBRICoYeiratians @ngt 80 ﬁsﬁﬁi 356 Sk sbSsing: pegioated
in aspects to Redundant Array of |ndependent Di sks )
congyif @E is énitintedoey thandesrefrore0re @ ibe myrighls: elprtonic devices
within the private network 100 controls the
108diThusj bueigoasibfo abeesd dateetrenptivet povatearetwetb 484 e rinitiated
re-conbi nati on of the discrete portions. The portable

fronetiRClgerTiam daei afelbe poRabRyeletitoripRIcvivati1@8S t 0 process
data on the conputing system 102 with out put of
processed data bei ng shown on the portable electronic
devi ces 108. An exanple of the application being run

The?rgtrjléﬁglgartrgcﬁrz{dag% Ljf?%rﬁg%;@&%t% ﬂ@(/l/(%:rﬁ% 808o! fea 't%ecfﬂé Qveb

application. A user o
ortahl e electronic, deyices 108 request topl
storB3f Ak aissatratapld EL fiterep TG alit Rie pREIAY Beitons
_conputing system 102. Wen this happens, th ort abl .
being Hawaﬁ?eéi %/l@mi e Arivpte inedwpik 290 & ?@W%V\ﬁ%k%%age 170 via
direct connection to the private network 100. If the .
respadtivapdedioatedk eondidtsdilP8ctA chsirieetiaro®f ttbet discrete \npridons is
network 100 fails, the portable el ectronic device 108
con@elatse afrdmrwithinetheestivdter neétherkediOa anidl e distribhéioatmay be
| east one web storage 110,
conducted in a manner where the various web storage 110 is considered to be
a single network storage. The discrete portions may be further duplicated for
higher redundancy. The distribution of the discrete portions may be similar in
aspects to Redundant Array of Independent Disks (RAID) technology, where
the computing system 102 within the private network 100 controls the
distribution of the discrete portions and subsequent re-combination of the

discrete portions.

The portable electronic devices 108 may run applications to process data on the
computing system 102 with output of processed data being shown on the
portable electronic devices 108. An example of the application being run on the
portable electronic devices 108 is a media file management and playback

application. A user of the portable electronic devices 108 may request to
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whi ch consequently sends a second request to the

conputing system 102 within the private network 100 to
WWoHEPI9tthe requisite nmedia files. The second BEH(E998/000329

may be sent via the dedicated conduit 109. The

requisite media files are pgocessed in the conputing

system 102 and sent via the dedicated conduit 109 to

pldybaciata heatler ufemveifa filkerwoichldie &@red IRNRE1 R UtingOsystem
the portable el ectronic device 108, where the

102" PARTS Bfls 'E%B'P@n&i ﬂh%sp&‘@olﬁ(r;a?@&mrﬁg d'éQic%h?Oé‘?i?gtp/ %tﬁempts to

other words, the data (eit Inits entirety o .
el 4P BB e A PN TR B R AEhARE il e
on R MRERE S P R 204 ol Bt BEAE G aevis

fromthe at | east one web storage 110 once it has been

108 sgnds arfiraracyieshior jop masiia filesdetthe qit teagé pneavatpsiorage 110,
This means that during a process whereby the portable

whighe coneequerdlyy serdsl G8 seeond segueasid e ths ecpepating system 102
obtains data fromthe conmputer system 102 within the

withini that priveetwastivol0000 o wistalpl theererpisiteomddie filkat TheSsecond
stored on the at | east one web storage 110 . This

redWic@t @45 bbNeeritSBa She RIddicHiyd donblR @9, lﬁ%ﬁecgnﬁtéﬂ%dia files
storage 110 does not store a conplete copy of the data

ard\BidlesEBY srbﬂqeaesf%ﬁggg% gy%ﬂgg@wbﬁ%mds RA% *tﬁeeaeaiagteedd conduit

t
i nfrastructure as earl1er obviates a n

| e electronic i ce 108 to have | arge
10978, B2 A5a8 ofech8B pifhdnclilt e eemismd To' Bie”Bortale
i pf t t | d all ow the user to_access an
eleghpnicateyis 6B dihete Peaiocsrsed sngriedies e aiesented to the
Each portable el ectronic device 108 nerely requires

US@dequat e storage to receive the processed data for
ei t her

in other words, the data (either in its entirety or in discrete portions) is drawn
and temporarily stored in the at least one web storage 110 once a request is
made by the user with a portable electronic device 108. The data (in terms of
data packets) is purged from the at least one web storage 110 once it has been
transferred to the portable electronic device 108. This means that during a
process whereby the portable electronic device 108 requests and subsequently
obtains data from the computer system 102 within the private network 100, no
complete copy of the data is stored on the at least one web storage 110. This
protects the users’ privacy as the at least one web storage 110 does not store a

complete copy of the data which may be accessed by unauthorised parties.
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i nstant or subsequent consunption of the processed

data. Gven that the data is al so processed by the
W18 syst em 102 prior to transm ssion, da&E/SG2008/000329

processi ng on each portable electronic device 108 is

m nimsed. This obviates the need to incorporate

| eadi ng- edge processors in ®ach portable el ectronic

ThdaMir&&irdiGre G rd%%@ﬂﬂé’n‘ij nghiet W&ét@g Bhiia‘nS%BSFort 9‘,&; t;Hrteable

produce the portable electronic device W th
Y LN at,j.o rfor of _the..partable
eleQfdly T TRVicel 158 2 G0 maE PRIAS | SeGe0 i il the
data t | ¢collection in the |
afolpas SR REc i br i e PEuEL AT i 4opt IS Be ek, ay opyra Aiorage
user, the infrastructure also allows for the user to

of af laashigne rReMpUbes¥EaNMId08. fhash PREaBIs: elgsirenic device 108

el ectronic device 108 to the user's own conputer
merg)ys trequild? adiequatee stnrageatt resaivenvdbe sprocageedl tata The either
data is transferred to the at | east- one web storage

insthhDoméulbsseqlient o msian plidceofthermosésydd gdtar Ggerb@bnerdata is
the private network 100 and the portable electronic

alsé e¥oe8sIB by MBe PESHBAOIR 8V RERT O HRY! &F tifmission, data
dupl i cates and downl oads the data to the at |east one

. . < C- | .
profEi% SOFRLENS URRIERME, 108 i PN B obuiates
transfer_of data fromthe at |east one wep storage 110 .
thet%e(%dﬁio &%%B?faﬁ% Ig@@pgfﬁdeﬁ?? Pracessars ik eacpn porst)ab"i‘g elec]:’(romo
dedi cat edconduit 109. Thus, this al so obvi ates the .
devifge 0B rearmasPRRERENgWasHEI tas cPal esProghice e ppTtaligiglectronic
104. The dedi cated conduit 109 is set up when an
devigec J@8t Wity Hilei datrivaentoin trelatiah e fxsrfosmanaebok thoe aerrtable
110. A single account can be usable for a plurality of
ele¢thmnic device 108.

If the user wishes to add the processed data to a personal collection in the
instance where the processed data is not owned by the user, the infrastructure
also allows for the user to transmit the processed data from the portabie
electronic device 108 to the user's own computer system 102 via the at least

one web storage 110.

The data is transferred to the at least one web storage 110 which functions like
a transient storage between the private network 100 and the portable electronic
device 108. The portable electronic device 108 duplicates and downloads the
data to the at least one web storage 110 and subsequently to the computing
system 102 residing behind the firewall 104. The transfer of data from the at

least one web storage 110 to the computing system 102 is via the dedicated
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web storage 110. After the account is activated for
the at | east one web storage 110, the dedi cated
WOR8HA3i1276109 is accessi ble (usable) when a us&ETHG200§000329
account is verified using known verification
techni ques invol ving, for exanple, passwords,
bi onetric verification, and so forth. The access to
di oy e Lo g at .
o O o T e YhaY PhYP, s hect ARl oA iy S Rblox rules
I o transfer data to the private network 100
ﬂnﬂﬁgfﬁ%#?ﬁgpgd fromthe user fromone of the portable
el ectroni c devices 108. The duplicated data fromthe
portable el ectronic device 108 to the at |east one web
storage 110 may be separable into discrete portions,
Theflegicaled m%#%ﬂ 89 dsreat ot BEnngn taceaym i aetivatednfenéhe at
portabl e el ectronic device 108 to vari ous web storage
least Doe welistarageutlitoA singlehacatiust cen depusahiofer a plurality of the
controllable fromthe portable electronic device 108,
webastdradee1 th .sAftérbtiel autommy isogctivanstufir ébe iah leastBABEleb storage
where the various web storage 110 is considered to be

1102 thé N RcABEVESHIGE ADBIR abbEsbIRC(RLBINOWHEANE T8 BE the
further duplicated for higher redundancy. The

acc@ustt 5! RiHrkeA LS B{Jh%g\gihtéglirﬁ&aqioﬂoﬁetchﬁ ﬁe@ﬁv&?in%; gc}fsg{ample,

In aspects to ray o ependen

t.echnol ogy,. ere the portahle electronic .
pasiolds, BiEERE Do, el e BT dieoRodias B dis egloatec
ortiaons .and supsequent re conbination of the discrete
CO“EB'F L Pgrf&’”'ﬁ*ﬁ?ddglé E*P%Péebiﬂot”? 8RE qtdye roriablm stestionir fevces

the various web storage 110 to the conputing system
1081 bhus.ra feruast ity deasfastdada o fioppuvaternasyedt i 0@ is initiated from
dedi cated conduits 109. A user of the conputing system
the e fnaty arequidbe partablagleation devides 108. nedia fil es
whi ch are stored in the portable el ectronic device
108. A direct

The duplicated data from the portabie electronic device 108 to the at least one
web storage 110 may be separable into discrete portions, with the discrete
portions being transmitted from the portable electronic device 108 to various
web storage 110. A distribution of the discrete portions is controllable from the
portable electronic device 108, and the distribution may be conducted in a
manner where the various web storage 110 is considered to be a single network
storage. The discrete portions may be further duplicated for higher redundancy.
The distribution of the discrete portions may be similar in aspects to Redundant
Array of Independent Disks (RAID) technology, where the portable electronic
device 108 controls the distribution of the discrete portions and subsequent re-

combination of the discrete portions. The discrete portions may be transferred
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connection of the conputing system 102 to the portable

el ectronic device 108 is typically possible as the
WOPY/eP® el ect roni c devi ce 108 usual |y resi d&STSG240$/000329

open networ k. However, when issues arise preventing

the direct connection between the conputing system 102

and the portable el ectroni & device 108, the conputing

fronP ¥R! §FHd0L WS rdgd Hﬁgttortﬁguﬁﬁ%tfitg{g %ﬁgﬁ? b2 ifh ithESrivate

to the at least one web storage

et iR Kt e B TET B A TR + Cuisi Fe a6

files. The first request may be sent via the dedicated
conduit 109. The requisite nedia files are sent to the
at | east one web storage 110 fromthe portable

A ugeieof thpiconyitingesyTism 4Rd wayseguent 1y Mavheski @ truanpey of
the conputing system 102, where the processed nedi a

media |fidgs avhiciprarsestoeat! o théepartahle dlectnenitc sddvice dO8t e direct
requisite media files fromthe at |east one web

conséciiongsf the @ohtpting g tio2aostyie tppmablielestrohiz dddce 108 is
respective dedi cated conduit 109. The duplicated. data

typiéAlyt PSSsibIR hd IhePdrtdle eRctidhidyesicet foPUstibMPesibies in an
drawn and tenporarily stored in the at |east one web
v

opeﬁﬁét% 1@%\#%8%? \ﬁhéﬁq%‘ﬁfésl%@.s% %ﬁt{@?ﬁ\%ﬁfec\“&) pection

omthe I'ng system erns o

ven 7 yRSEA ol SvBRHRIC O it BBER AR 108, e
conputi ng system 102. This nmeans that during a process
Comm%n@biysg% Whperihg §ysteanesy Jon Bipupadia flas to the at least

subsequent |y obtains datafromthe portable electronic
onedegbcetotage 1@, cwhigh ecenssspendly sensisdat ae¢endsiregeestolp the

the at | east one web storage 110. This protects the
portabler eleghmoiniacievies 108 @t obtdrstthe neequidites niedig dild4.0The first

does not store a conplete copy of the data which
request may be sent via the dedicated conduit 109. The requisite media files
are sent to the at least one web storage 110 from the portable electronic device
108, and subsequently transmitted to the computing system 102, where the
processed media files are presented to the user. Transmission of the requisite

media files from the at least one web storage 110 to the computing system 102

is via the respective dedicated conduit 109.

The duplicated data (either in its entirety or in discrete portions) is drawn and
temporarily stored in the at least one web storage 110 once a request is made
by the user with from the computing system 102. The data (in terms of data
packets) is purged from the at least one web storage 110 once it has been
transferred to the computing system 102. This means that during a process

whereby the computing system 102 requests and subsequently obtains data
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may be accessed by unauthorised parties. In such an

i nstance, the data may al so be purged fromthe
w@rwakozs el ectroni ¢ devi ce 108 once the data PGI/SG2008/000329

transmtted fromthe portable electronic device 108.

Simlarly, the data is purged fromthe at |east one

web storage 110 once it ha "been transferred to the

fronﬁﬁ{g’ﬁéﬁéﬂe%{éét%ﬂlé@%vlcﬁ 108 iy bd/rﬁbl%té‘%bpgblﬁ tHdBatal i stored

I nstance where the user desires ins

o YRYA Py -FECTTO T L0 5P e o

ves as . a dat uf f er h that consu tiQ

leas Pasewsé‘&ta@tgg P10 dobBingl St doafPERL B RELR dbRPwhich
consuni ng data stored natlvel y on the portable

mayghe aereifes eynaghedsed partiesring to Figure 2 , there
is shown a process flow of a nethod (200) for renotely
accessing data stored within a secure private network
100 protected by firewall 104, the firewall 104 being

In saomfanginstthceo thy daentnagnaled det ponged fdewi the portable electronic
comuni catively coupled to a public conmunications

deviBeIWH ndd HE RS hRinshfite AHEAPEe! Sortdife @Rictronid device 108.
shoul d be appreci ated that whenever the electronic

slmﬂetmﬁﬁ%%g%% geﬁq&t irB&h %Sétagéggoﬁmg%e&wawwahee it has

a data rect “connection

ooetdtaEflrdy B eito SRbATEIR bRTEAR MR 1R "

al waysbe obt ai nable. The nethod (200) is
correspondi ngly enpl oyed to overcone the problem The

met hod (200) includes a user of a portable electronic
In theingiang@avheregi§er vsry demiresciostatt rgngsmmtionRinigedprocgesed
data fromthe private network (202). The
data from the computer system 102, the at least one web storage 110 also
serves as a data buffer such that consumption of the processed data is similar
to a user experience consuming data stored natively on the portable electronic

device 108.

Referring to Figure 2, there is shown a process flow of a method (200) for
remdtely accessing data stored within a secure private network 100 protected
by firewall 104, the firewall 104 being configured to prevent an electronic device
communicatively coupled to a public communications network from
unauthorised access to the data. It should be appreciated that whenever the
electronic device and a computing system in the secure private network 100
requires a data link, a direct connection between the electronic device and the

computing system is usually sought, but the direct connection may not always
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triggering of the accessing/downl oading of the data
fromthe private network 100 is by running an
wa@ppbiogrré on on the portabl e el ectroni c devi cePQD8G20081€00329
application causing the data to be processed at the
private network 100 prior to transm ssion fromthe
private network 100. Subseifuently, the data is copied
be dREnEBRNTAEhEthdd @0} REcHFéHRIRlimY WaiHoy&P td evéents the
| east one web storage 110 external of the firewall 104
probqgr94)’ the at | east one web storage 110 bei ng
accessi ble solely by a dedicated conduit 109 fromthe
private network 100. The dedi cated conduit 109 is set
up when an account is activated for the at |east one

web storage. 110, A single account capn be usabl r.a .
The gnaiha E)0bincliies 2 HS8T 8 236 P05 SRATPBE (5iach 08 dHedering
is activated for the at |east one web stor aqe 110, the
the gedessing/dovrrasing Kiothesdaiac #1981 Bhe RrVEi®|NgWRAEe(2G2). The

user of the account is verified using known
triggesingf ofc fitd ancesshgdquwekading bt iting  deftarfram il private network
passwords, bionetric verification, and so forth. The
1002aigCleyp SuhRinghan dashlieatien aromfiskliportt®®: ietedtruric alexitbeby08, the
the user fromone of the portable electronic devices

ton 1M Hesth 8§&d dtre hrieaet BwWRBFK Y80 @rior t
app&t{%ﬁ{?gr 1(I)rg?|ﬂgeeigni ti a%ééglajfbr%om t he usgrl from one of :E)rr]lgr ©

tfa“?%@%@?ﬁk f‘f’ﬁl %%Lﬁ%té ngw%%olos. The duplicated data is

ed I'n packets ring the process. The data
fromthe private network 100 to the at | east one web

storage 110 nay be separable into discrete portions,

with the discrete portions being transmtted fromth
Subsepventy. fae Wtk '3 6oried st tranemilies é?@r%epfi\i%e\neéwoﬁ 100

respective dedi cated conduits 109. A distribution of
to thé@tdeasir ene welr stasage i1d Ocexiernsl! Iafthe firewallnl @ {(204), the at
least one web storage 110 being accessibie solely by a dedicated conduit 109
from the private network 100. The dedicated conduit 109 is set up when an
account is activated for the at least one web storage 110. A single account can
be usable for a plurality of the web storage 110. After the account is activated
for the at least one web storage 110, the dedicated conduit 109 is accessible
(usable) when a user of the account is verified using known verification
techniques involving, for example, passwords, biometric verification, and so
forth. The access to the dedicated conduit 109 is initiated by the user from one
of the portable electronic devices 108. Thus, a request to access data from the

private network 100 is initiated from the user from one of the portable electronic

devices 108.
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the private network 100, and the distribution may be

conducted in a manner where the various web storage
WO12009/949onsi dered to be a single network storf&JéSGZIpRa000329

di screte portions may be further duplicated for higher

redundancy. The distribution of the discrete portions

may be sinmilar in aspects td Redundant Array of

I ' :

The (RABFREES & BaNsBINT ha s eRouae HLREekS Tng gte from
controls the gdistribution of the discrete portions and
the BIGRB GNP 400 Shinnat I Brepfith SIaB0E I PRV ighSefHitole

. The data is then transnmitted fromthe at |east, one web
into qigerate Portirns Witk thepdiscaie Putiens aine ternpmilied ggom the
(206). The data may be pulled fromthe at |east one
privaieb netwerkgd0Q 1® yariohe Wwebt sibrages|1dét vieniresersiivee dedgated

if the at | east one web storage 110 does not include

conduitd 108. Aodiptriblutidataf theodistiete porticasis cordroleblssfroragéthin
110 to the portable electronic device 108. The data is

the ﬁﬁbﬁl@dnéwtﬂw,aénd &S iU tipP nidhyob@ae ndliBte@dnieal fanner
as been transmtted to the portable el ectronic device

wheéén) %pﬁ%aﬁ&gﬁ wélf s‘f&%eq $0 CiQ p(éoﬁgidérléﬁ 1R IS s &fbtwork

e at | east one b storage 110. This protects the
' i t t .
o3 Pre Bl deb Il Bl SRPINERaTpeh BB Ao dyrancy
b by | t hor i sed ties. The dat
TheFaBiieR o4 e ORAEtD FRUNIRCmEY it SBTIRE Ty egpass fpfRadundant
consuned either_instantly or subsequent by the user.

I
Arrayhef Hidgpeadent fiskge (RAIDY t@@énqmyaw@rgéxa RIvRUTNg pystem
when the data transmtted to the portable electronic
102 dwithipe thied private ovedwonkd 100scanirdly . thet distibulions ek he hdiscrete
usi ng the aforenentioned nethod (200) would allow the
portlgserands@srpenare-eainbiratioh@falge diderete doetieis.one

conput er
The data is then fransmitted from the at least one web storage 110 to the
portable electronic device 108 (206). The data may be pulled from the at least
one web storage 110 by the portable electronic device 108 if the at least one
web storage 110 does not include scripts to push data from the at least one web
storage 110 to the portabie electronic device 108. The data is purged from the
at least one web storage 110 once it has been transmitted to the portable
electronic device 108. As such, no complete copy of the data is stored on the at
least one web storage 110. This protects the users’ privacy as the at least one
web storage 110 does not store a complete copy of the data. which may be

accessed by unauthorised parties.
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system 102 on the private network 100. Referring to
Figure 3, there is shown a nethod (300) of

WO e@nemmore i Nng data to a private network 100 prPRPCESGHES/000329
by firewall 104, the firewall 104 being configured to
prevent an el ectronic device conmunicatively coupl ed
to a public communi cat i ons!*net work from unaut hori sed

The ?ﬁr%n%i%}i{g&? t(?'%é‘;po'rttabfé“@fécﬂ'oh% ABREE ot Rcdrit@ined either
e e

enever ectronic device and a conmputing system
. 1nth j K '
sty Sy L e P8 Bl B AR R i o act e
a doimBulEs OO CORESE RETSTAST it T Ry sHrarhhies 108 i

The nethod (300) is correspondi ngly enployed to
consuree iatanthe lipgasbbe seeniiba lﬁadﬁ% %@U)%er%'puaégn%thegé?oo)

of a portable electronic device 108 triggering the
would atiswi & aseofo tdveedatan Entirgpstiregs) ot at terstpena sogputer
network 100 (302). The triggering of the transm ssion
syst@fn 3¢ anftheprivhe mswoabheoel ectronic device 108 to the
private network 100 is by running an application on
the portable el ectronic device 108. Subsequently, the
data is transmtted fromthe portable electronic

' i e O ¥jighgdatalto a
RefeifitbrE ke Sy fipre 35 ahoWia MR RERe] ol kRt B
. 110 hein cessible tq the i,vat e.n S

privalp ettt dQDaoRterpy Togel g ReGnialal do bt iglrec

is set up when an account is actjvated for s%g {at bli
to pE¥ent oRB \RIBCIERTHE ageViERo. COMBURINaEVEl c SPIghNhed  PUPlic

usable for a plurality of the web storage 110. After
comnhigniaatimnmnetworkciromat eautherisetheacgess dastheopatandhshould be

storage 110, the dedicated conduit 109 is accessible
appfatsatetiehat whenever the electronic device and a computing system in the
secure private network 100 requires a data link, a direct connection between the
electronic device and the computing system is usually sought, but the direct
connection may not always be obtainable. The method (300) is correspondingly

employed to overcome the problem.

The method (300) includes a user of a portable electronic device 108 triggering
the transmiséion of the data (in packets) to the private network 100 (302). The
triggering of the transmission of data from the portable electronic device 108 to
the private network 100 is by running an application on the portable electronic

device 108.

Subsequently, the data is transmitted from the portable electronic device 108 to

at least one web storage 110 external of the firewall 104 (304), the at least one
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when a user of the account is verified using known
verification techniques involving, for exanple,
wW@a®emends, biometric verification, and so fore¢I/SGHes8/000329
access to the dedicated conduit 109 is initiated by
the user fromone of the portable electronic devices
108. Thus, a request to adéess data fromthe private

k ORLS o AkLd
v SRR 805k B 490 & O s Yrkonmonestn b o

sec gl SRR TEE R BRELID cBHELRSRIE B o5 Facki i
a0 503 ST 0 A SBEE S B vl

transmtted fromthe portable el ectronic device d1?8 150

for avpluraliiy ofidhe svelr stpsaga d10aAdRs the RECPERt i§Fagtiyated for the at
di screte portions is controllable fromthe portable

leasebaetwenistorkee t+0,108, dedidateecanidstit i1 BBtis Arceagiblse (usable)
conducted in a manner where the various web storage

wheh 18 igercomsiglerceduitoisheendfied nglrgg eowor kesficatmge techiméues
di screte portions nay be further duplicated for higher

invo{\r/ggdf Bfg)?”&%arp&%?. sHssivok it bifhedfic tRifidbE6H ebad Pes torths The

simlar in aspects to Redundant Array of

acc%%?fogg{ég%gfﬂcgte%%oﬁﬁwt Dhgt Ei@g@t&g% USef A®m one of the

ectronic device controls the

di stributi.on of t discrete porti d ;
porta b o Bettogs 108 Bfinct G B3 1 RERESSHatRR g prvate

then transmtted fromthe at | east on b sto 110 .
netayie He0 JF; HAShATD o1 880 36585 9% ThihedBaTieRRagIeconic

conduit 109. The data may be pulled fromthe at |east
devioae 1@8b storage 110 by the private network 100 if the

at | east one web storage 110 does not include scripts
to push data fromthe at

The duplicated data is transmitted in packets during the process. The data from
the portable electronic device 108 to the at least one web storage 110 may be
separable into discrete portions, with the discrete portions being transmitted
from the portable electronic device 108 to various web storage 110. A
distribution of the discrete portions is controllable from the portable electronic
device 108, and the distribution may be conducted in a manner where the
various web storage 110 is considered to be a single network storage. The
discrete portions may be further duplicated for higher redundancy. The
distribution of the discrete portions may be similar in aspects to Redundant
Array of Independent Disks (RAID) technology, where the portable electronic
device 108 controls the distribution of the discrete portions and subsequent re-

combination of the discrete portions.
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| east one web storage 110 to the private network 100.
The data is purged fromthe at | east one web storage
WA 19081026 i t has been transmitted to the privaP@r/sG2008/000329
network 100. As such, no conplete copy of the data is
stored on the at | east one web storage 110. This
protects the users' privacl)9 as the at | east one web

The 3{?% 3gqhén OralesitBat rshofiR at (058 &l P tethge he10dad ahe
ich may be accessed by unaut horised parti es.

priva fneert\y\lbﬂg \}tgﬁ ng&i(%gg\ﬁa&éea@éjdiéatehh%ﬁddiﬁ1§§9Weag%ttaamay be

rterna . for enabl'ng access to
pulleeinring & A EREha et Anp Bvanedt Ml niork 190 fige

is within a Local Area Networ LA 402 The device
least; gge b staraos U depsdiot w“@g%ﬁw%@o @U)ﬁh Ffiaqﬁé%éﬁe at
(404) to locate a conputer system 102 (406) within the
leaspone e siorags 1000 the private reiwonk dP0s Y bestata gppyrged from
found, the device 108 then connects to the conputer
the siykiaetnoh82wéHBdragieal khowae\iehbtilmsn rahsmiteshto the private
processes. If the conputer system 102 is not found, it

netwBRY 109, 3% b6, Ga cempldtatcdpyeotvd abteeisestendd onithe at least
device 108 is not within a LAN. If the portable

one g%e?)tcg{c))lﬁ’ée@& 196VIrAR Jo%edis thOisetd rﬂrﬂaé¥ le8Nhetdt9east one web

el ectronic device 108 may enter a Wde Area

serlFL I e A O Qe e
bkt ikl
oy oG B 00 %, L85 ot o o agent setver 115

Subsequent tothe verification/log-on process, the

agent server 115 may provide a listing of online

conputer systens 102 which the portable el ectronic
Refatangce Fgiresy! hades, atheneris shovar epsaltgrpatye nrgihed 400 for

listing of online conputer systens 102 may
enabling access to data within a private network 100. Firstly, it is determined
whether the portable electronic device 108 is within a Local Area Network (LAN)
(402). The device 108 may send a Universal Plug and Play (UPnP) message
(404) to locate a computer system 102 (406) within the private network 100. If
the computer system 102 is found, the device 108 then connects to the

computer system 102 (408) via known verification/log-on processes.

If the computer system 102 is not found, it may be an indication that the
portable electronic device 108 is not within a LAN. If the portable electronic
device 108 is not within a LAN, the portable electronic device 108 may enter a
Wide Area Network (WAN) discovery mode (410). When the portable electronic
device 108 is within a WAN, the portable electronic device 108 logs onto an

agent server 115 (412) via known verification/log-on processes. Subsequent to
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al so include specific I P addresses of the online
conputer systens 102. The portabl e el ectronic devices
wao@msn7e ubsequent |y connect to online conputBCT/SG2008/000329
systens 102 in private networks 100 (418). However,
the presence of the fire gls 104 often hanpers such
connection attenpts. In an’ unusual scenario when a
iREGSH/RIY-6Y tRoBdss( 4R8)adent id8rRsH a1 Blnfap yeowddsfallisting of
the \%g@'?ﬁaps%i@n thrg abssénce of afirewall 104), the
inR° ' ' %dﬂ%’ did b€ eRVcedab8 ma
On“ngnéérﬁgh%éﬁéﬁ%féerbggyd;zt %\Qﬁ)?‘? 22). In a nore likely y
scepnar.i o, when t f.abl I .oni [,C [
nave FaBpEs e Sgntes o147 basasted P EEIRE SPrBRtbr Rkl 2 gpey
hol e punching (424) may_he required. Known progesses
also islysiapeat (g SPeaR oAl OBNG oanaKicr SyoRs 102
enpl oyed. Should firewall 104 hole punching fail, the
portabl e el ectronic device 108 may still rely upon
relay connections (426) |ike dedicated data conduits
The t poreatsid| eleatronicndetvicen 108 timayc subsrairentlys cennac2iq rpnline

the private network 100. An illustrative process of
combee?‘é?lst'eni'&‘ﬂQi"Q{_ BrivataatitwerkKs4 ) (418)deisarivbedhe presence of
urthér detail in Figure 5. In order to begin the

the f(feii'ée\ﬁ |1.030§ft39| ﬁarﬂ%@@isﬁﬂh(é&%ﬁectbheaﬁ@ﬁw| g an unusual

ctronic device 108 notifies the agent server 115 to

initiate fir h ' ; j
scorigli Vit Spieion AudnBt N0 drPhefaidiibnBeessiul (perhaps
102 (504).  The age server 1 then notifj
i eGSR I 20¢b Lo RPEEPT HECBNEITSS dUF may then
devi ce 108 (506) via transm ssiQn of a nmessage(508)
accegs date @ ihpignherer ﬁléStBB‘rT%?of"ezzgi ectroni c device 108.
If the portable electronic device 108 receives the
nmessage (510), the portable electronic device 108 then

connects to the conputer system 102 (512). If a
In aSMeES fikélylscenario when the portable electronic device 108 is unable to

obtain a successful connection, firewall 104 hole punching (424) may be
required. Known processes to punch through/break down a firewall 104 may be
employed. Should firewall 104 hole punching fail, the portable electronic device
108 may still rely upon relay connections (426) like dedicated data conduits to

enable a connection to the computer system 102 in the private network 100.

An illustrative process of firewall 104 hole punching (424) is described in further
detail in Figure 5. In order to begin the firewall 104 hole punching (502), the
portable electronic device 108 notifies the agent server 115 to initiate firewall
hole punching for either a particular private network 100 or a computing system
102 (504). The agent server 115 then notifies the computer system 102 to

contact the portable electronic device 108 (506) via transmission of a message
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connection (513) is nmade between the conputer system
102 to the portable electronic device 108, it
wWGe@phsives the success of the firewall hol e puPChB@L08/000329
(514). Failure to make a successful connection between
the conputer system 102 to the portable electronic
device 108 signifies the fidi lure of the firewall hole

(5082%\84?! e a&géﬁg;’ etrﬁeﬁggh%sren%}éaﬁ%nﬁeetmﬁaeél%saaf the portable

eéc]p e | IaC|I|tate both transm ssion to
. J ' ' 0 .
cecfii, PRl oD haRES AsCriE e, 1y g el sectoni

limtative. For exanple, The data ma e
devip ST oo TS 16 AP Geaniet SYREl 0oraa) s rursrst
or running on a PC. Having now fully described %Ij;e
connalient (B3R) is Mads teivern dbe Hosmuten SysEMLA 08, 1g; ther portable
skill in the art that many nodifications can be made
electreniet device 8, iteignifiendhérsuncere ofcthsefiegvall hole punching
cl ai med. CLAIM5S 1. A nmethod of enabling access to data
(514 Fhilureatophiakatzestedeseii qunoketidedebyedn teavabmputdresystem
irewal | being configured to prevent an el ectronic

102 96 the BoRADBUIESRS ¥ @leYiceottd 8@nifRsdhpUhilre of the firewall hole
conmmuni cati ons network from unaut hori sed access to the

e nethod conprising, i) a user of a portable
pun%ﬁé@ﬁ%@i c device triggering the accessi ng/ downl oadi ng
of the data fromthe private network; ii) copying and

transmtting the data fromthe private network to at

| east one transient storage exﬁ,er nal of. the fj[ rewal |, .
Theialternatysdnethod 454 %%geggiﬂ?ﬁjj earlier may facilitate both transmission

to and from the portable electronic device 108.

The described embodiment should not be construed as limitative. For example,
The data may be any information, application or services stored, residing or

running on a PC.

Having now fully described the invention, it should be apparent to one of
ordinary skill in the art that many modifications can be made hereto without

departing from the scope as claimed.
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accessible solely by a dedicated conduit fromthe
private network; and iii) transmtting the data from

W@ b@oms19reast one transient storage to the pore@bb&2008/000329

el ectronic device; wherein the data transmtted to the
portabl e el ectronic device,js consuned either
instantly or subsequently. 2 . A nethod according to
claim1, wherein the datgLAMSransmtted in packets. 3
A nmet hod according to claim1, wherein triggering of
t he accessi ng/ downl oadi ng of the data fromthe private
netvvork is by running an appl ication on the portable

be grtp"lrggboscggp géégl‘ﬁg e& G 3PP h5aL WRHlEC§?5§ibQ% L& ot bfotelted

pr| Vate networ
transm SS

0 iva
2B PGl BectarR) el BT HuERb L P%ﬁgﬁp@?@f%@s deyice
a data buffer when the data transnitted. to the
pofFeEpIEnieatiely guplevipce Py bl nGUREMNGRIORR ngtwagk  jrom
nmet hod according to claim1l, wherein the data is
puugedthorised heess Enthieetata sﬁ‘i@rmg&w pisings been
transmitted to the portable electronic device. 6. A
nefhod aeeerdigly tzo oriabid, elbetrenin t Hevidat atriggering  the
separable into discrete portions and distributed

a”%@@éésﬁ@’@o%lda%ﬁﬁj oPitR ddtaTeine e pHOARIRIWErK; A
of "transmtting data to a private network
pr % SSBﬁqg ba}hdf fréﬁ%lt{mg the data from the private network to at least
one transient storage external of the firewall, the transient storage being
accessible solely by a dedicated conduit from the private network; and
iii) transmitting the data from the at least one transient storage to the
portable electronic device;

wherein the data transmitted to the portable electronic device is

consumed either instantly or subsequently.

A method according to claim 1, wherein the data is transmitted in

packets.

A method according to claim 1, wherein triggering of the
accessing/downloading of the data from the private network is by running
an application on the portable electronic device, the application causing
the data to be processed at the private network prior to transmission from

the private network.
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the firewall being configured to prevent an electronic
devi ce communi catively coupled to a public

W@ 209010809C@t | ons networ k from unaut hori sed acceRGT/8G2008/600329

data, the nethod conprising, i) a user of a portable
el ectroni c device triggeri%g the transm ssion of the
data to the private network; ii) transmtting the data

fr arERRIPRELABING ® 88l oniwhéleK &R trandlent eRFhgONe a data
transient storagé€ external of the firewall, the

tr | e t ] I e e ' ice i
nePitiin Mg " 36 U EEE0, Bicd pbfiablel gRictetfic device is
transnittig%%tqﬁbdata fromthe transient storage to

t hEOTYUET U@ Work. 8 . A method according to claim 7

, Wherein the data is transmtted in packets.9. A

nmet hod according to claim7 , wherein triggering of

the transm ssion of data fromthe portable el ectronic
dedi oethed Essopsting 4o eclaivgt vior whereimjhe (i nig Riged from the
application on the portable electronic device. 10. A
metransieat storadg@@nte ithas ieén, traveanifted tortbe datrtabie electronic
purged fromthe transient storage once it has been
trgagigeited to the private network. 11. A nethod
according to claim?7, wherein the data is separable

into discrete portions and distributed anongst the at

| east one transient storage. 12. A nethod of enabling

Pl PeRBthS Recy bl B 1 W RGO i PRSI into

ggﬁ%ﬁ&g;gp ew\éisﬁgpag&t&%g% ié’rﬁlngtho elea £9sf o%%bkrjaﬁsient

storage.

A method of transmitting data to a private network protected by firewall,
the firewall being configured to prevent an electronic device
communicatively coupled to a public communications network from
unauthorised access to the data, the method comprising,

i) a user of a portable electronic device triggering the transmission of the
data to the private network;

i) transmitting the data from the portable electronic device to at least one
transient storage external of the firewall, the transient storage being
accessible to the private network solely by a dedicated conduit; and

iii) transmitting the data from the transient storage to the private network.

A method according to claim 7, wherein the data is transmitted in

packets.



unaut hori sed access to the data, the nethod
conprising, i) a user of a portable electronic device

WO 200ghE¥TeIg a connection to a conputer system RET/BG2008000329
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private network; ii) an agent server assisting in the
connection; and iii) trans)qitti ng the data to/fromthe
conmputer systemto the portable electronic device,
wherein the agent server provides the user with

i nformati on on which conputer systemis online and the

reh&thbg doRfIAL @5 HUEM 71 Rhdtdh igddihgConteataiission of
data from the portable electronic device to the private network is by

running an application on the portable electronic device.

A method according to claim 7, wherein the data is purged from the

transient storage once it has been transmitted to the private network.

A method according to claim 7, wherein the data is separable into
discrete portions and distributed amongst the at least one transient

storage.

A method of enabling access to data within a private network protected
by firewall, the firewall being configured to prevent an electronic device
communicatively coupled to a public communications network from
unauthorised access to the data, the method comprising,

i) a user of a portable electronic device triggering a connection to a
computer system within a private network;

ii) an agent server assisting in the connection; and

iii) transmitting the data to/from the computer system fto the portable
electronic device,

wherein the agent server provides the user with information on which
computer system is online and the requisite IP address(es) to aid in the

connection.



