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1 DESCRI PTI ON MOBI LE NETWORK CONTROL APPARATUS AND
MOBI LE NETWORK CONTROL METHOD 5 Technical Field The
present invention relates to a nobile network contro
apparatus and a nobile network control nethod, and
nore particularly, to a nobilelnetwork control 10
apparatus having a plurality of connection routes to a
gl obal data conmunication network (hereinafter
referred to as "global R&3OFL¥TIENY a nobil e network
control nmethod therefor. 15 Background Art The

I nternet today has evolved into a stage at which many

2 ORI b 508" oEhBRatly chuy P b v TwoRK
k de. Th ' k '

cdge 20 netuor ks, -ahi | & ThCEPiel HERRor k node syst em

surrounded by the edge networks is known as a core

network. Wth the energence and devel opnent of

WLe g§§ugfcp?ghqgies, these edge networks are

further used for wireless solutions. For exanple, as
descri i B nNetwor; i i 0 e 0] 90y
(Brnst. T, Phind Taoh " Fm 2t et PBrafe, o o 8 e tox
Hdh £ rennHpherRher Mol 09YsBh 1tXthe t1{51 20080 MK {Bthoq,

Progress) and "Network Mbility Support Requirenents”
(Fidshorb ,pandikadhr iy, ot ef nebpBnaf thework control
apparatus having a plurality of connection routes to a
global data communication network (hereinafter referred

toasVglobal network”) andamobilenetworkcontrolmethod

therefor.

Background Art

The Internet today has evolved into a stage at which
many data communication networks (hereinafter referred
to as “network”) are deployed around a system of fixed
networknode. Theseperipheral networksare known as edge
networks, while the fixed network node system surrounded
by the edge networks is known as a core netwdrk. With
the emergence and development of wireless technologies,
these edge networks are further used for wireless
solutions; For example, as described in “Network

Mobility Support Terminology” (Ernst, T., and Lach, H.,

. Internet Draft: draft-ernst-nemo-terminology-01.txt,

Oct 2002, Work in Progress) and “Network Mobility Support

‘Requirements” (Ernst, T., and Lach, H., Internet Draft:
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draft-ernst-neno-requirenments-00.txt, Cct 2002, Work
in Progress), a special edge network called a "nobile
network", that is, a noving network is being fornmed.
The nobile network is a network of a node at which 5
the entire network changes itsZattachment points to
the global network such as the Internet and usually

requires a nobile router (device hridging the nobile ,
96 Eetrdw*fﬁeeawoaota@qﬂéffm%twpﬁi-rr%me Gori%¢ 2, Work in

t k bet di ff t t t ual, .
(ERIREE 520 1 ot SPE G| nBiEa JERCHE) e Mbberef. DL le
le,.dh i, t ki I t k
TEERREK o HaRR! éZrrbwioge A hEFEdud "Er e B et ofRI med
or PAN)TH%] @bff%mgrel%tv\pc];ar}?]efgoésneg%%:r?%% Ian naq._%? aat which

vehi cl € such as car, train, shlp or a Iane.
f 0 . r .
DS ¢ BR2ROhE oL R BLANAS RS MERECHlI A | iidBe fo the

llgn_Lt&B Ret, 36685 A5 40 t%ﬁ%%ef‘né?”&h% fQst 1USy V% Fuires

aptop, personal digital assistance (PDA) or carphone.
langion dual reedes W §biyA UG- aFBhig & etHOEk 187 @ etwork to
usually connected to a central "apparatus (that is,

ot | @1bputlerne tw0rad whenia netohkbis d MéPibek between
the individual nodes do not change their attachnent

pidif srand the a®mdi Feuteuter (achaaddasy t hehat fackmntrouters
points so that the entire network noves instead.

Thermes el e ot hes prbkl emiwit b)t.he Fet woxkmpl ettt 2 ile
is different fromthe problemw th conventiona

megivery isgppoies addrebsed kby thobihedl Pedpeswe ¢ | Fknown as
Mobility Support", Perkins, C. E. et.al., |ETF RCF
20p2r softa 199632 At WPy ( ode PNt émfkta Pedtvbciok'of sensors

DARPA, | ETF RFC 791, ] ] .
deployed in avehicle such as car, train, shiporairplane.

For a maés transport system such as airplane, train or
bus, it is possible to provide passengers with onboard
Internet access so és to connect a remote host using a
laptop, personal digital assistance {PDA) or carphone.
Individual nodes within such a mobile network are usually
connectedtoacmntralapparatus(thatis,mbbilerouter);

and when a network is in motion, the individual nodes

. donot change their attachment points and themobile router

changes the attachment points so that the entire network
moves instead.
Therefore, the problem with the network in motion

is different from the problem with conventional mobility

support addressed by Mobile IPv4 (see “IP Mobility

Support”, Perkins, C. E. et.al., IETF RCF 2002, Oct 1996)

in IPv4 {see “Internet Protocol”, DARPA, IETF REC 791,



10

15

20

25

3 Sep 1981) and Mobile | Pv6 ("l\/bb| ity Support in

| Pv6", Internet Draft:

draft-ietf-nobil ei p-ipv6-18.txt, Work i n Pr ogr ess,
June 2002) in IPv.6 ("Internet Protocol Version 6
(1 Pv6) Specification", Deering? S., and Hinden, 5 R,
| ETF RCF 2460, Dec 1998) . Amain objective of Mobile

8% 041 Rod LORE R, T {HOBACITEY ht%%aé%&:t"hﬁp alPve”,
bi | I
Wit %queri‘a"ﬁaae @efat??g%ﬂka% %o%?s‘i‘f‘winlﬁ‘ﬁdga\@?&a%@ Work
l o
il%sf‘%ne B P Rost 140 folle Ton TRE 0F NGl CHARG ' WihERCol

. hed
T iR nﬂﬁ€? BB e LTk Bl i Saalifecs kbR pdlen.

g car mﬁfﬁéo '1§eésﬁé§§?d t%ﬁgqnﬁgpaec@lgge gmfoblle

i d€a o 15 su is to make | 0SS
AL 51@8 HB‘B';L 996 g% ef &7 £0GHRG %ﬂ%f?g’ﬁyd%%ﬁort to

even when the e no is attached to

fl@rcﬁl@ﬂdn@tlw&@tsTl%lascﬂéra%la%ve@hebhérﬂtmtf@dﬂelt%ﬂ@
entity (home agent) to the hone network. The nobi l

node regi st ab% iCB& €F P - @Qahe&my\etﬁod%%baeaham ue home
agent using a nessage known as "bindi ng update.” 0111

Home agentWwhenrespansi dhe don d ateweepid ng Bt FEES@g etwork,

addressed to the honme address of the nobile node.

Alsoi quehel hbed. addmte d s khespops dlledonddre@sdi H1gssigned

the packet to the care-of-address of the nobile node

tisi hpelm®opa-liePn2sia unrist ithe (d8eet R4, P dumeldngle node

Si npson, W, IETF RFC 1853, Oct 1995 and "Generic

Packés YTuhheli hg: iat 1 Pebed toonrme AtheanfioDeéimgetworks,

S., |ETF RFC 2473, Dec 1998).

a temporary global address known as a care-of-address

is assigned to the mobile node. The idea of mobility

support is to make it possible to reach the mobile node

by referencing the home domain even when the mobile node

is attached to other foreign networks. This is achieved

by introducing an entilty (home agent) to the home network.
The mobile node registers care-of-addresses with

the home agent using a message known as “binding update.”-

The home agent is responsible for intercepting a message

addressed to the home address of the mobile node. .Alsé,

‘the home agent is responsible for forwarding the packet

to the care-of-address of the mobile node using IP-in-IP

tunneling (see “IP-in-IP Tunneling”, Simpson, W.', IETF

- RFC 1853, Oct 1995 and “Generic Packet Tunneling in IPvé”,

Conta, A., and Deering, S., IETF RFC 2473, Dec 1998).

The IP-in-IP tunneling involvesencapsulatinganoriginal
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The I P-in-1P tunneling involves encapsul ati ng an
original 4 |P packet with another packet. The

ori ginal packet nay also be called "inner packet" and
t he new packet which encapsul ates the inner packet
may al so be called "outer packet." 5 Wien the concept
of nobility support for individual hosts is extended

to nobility support for a network of nodes, the
obf AT 8 o 1dd] ATHREERE BROHI S of ThREORBBIIMAL Packet may

d
STl Fa Tt Ry AP B gtk Gos AU CiReiRy MLt which
10 he.lnternet the i .
w%beéiﬁs&" 008, SRR i AR avheah critde ced Y “outer

., PLoyide a network nobility support. Mst of them
&)e a bldlrectlonal t unnel bet ween a nobil e router

AR AR S g

HH§¥Qe§sD%@Hen@ééfEok%dﬁgfﬁt bridys OBt wgrk of
Bos é{rF Bri &

Progress, Nov20 I ssues I n

et g K M@'dbﬁ&c‘ﬂ'ﬂd’b otﬂ@o'\fﬁrﬁegatl% r;%%ﬂ)@@ﬁ' ofut'f‘ﬂglmoblle
(MRHA)", Internet-Draft

etk o PRt 1 ESEY- MEWR- mth@anOS_ime Y8r ke bk hPhO@E$S:1 €8En the
20 2002, "IPv6 Reverse Routing Header and Its

Appd i tat hetwdok Mabiiley Neh Waliks'sddhuberkts b, makder where
Molteni, M, Internet Draft:
c¢maftth ¢ hlibérdrmehotheyatsieiteutn aigwbed&ddrs Odttxtched to.
Wrk in Progress, Cct 2002, and "Mobil e Networks
Swppora l 3215t$mth$bﬁ1B§ellP$6n(IPaééis<o SeopeoBi ndivagle a network
Updat es Ernst, T., Castelluccia, C., Bellier, L.

pgdh 1] yayﬁmprﬁere%pstcﬂfthmnuseabldlrectlonaltunnel
between a mobile router and a home agent of the mobile
router {see “Mobile Router TunnelingProtocol”, Kniveton,
T., et. al., Internet Draft:
draft—kniveton—mobrtr—03.txt,WorkinPrdgress,Nov2002,
“"Issues in Designing Mobile IPv6 Network Mobillity with
the MR-HA Bidirectional Tunnel (MRHA)”, Internet-Draft:
draft-petrescu-nemo-mrha-00.txt, Work in Progress, Oct

2002, “IPv6 Reverse Routing Header and Its Application

to Mobile Networks”, Thubert, P., and Molteni, M.,

~Internet Draft:

draft-thubert-nemo-reverse-routing-header-01.txt,
Work in Progress, Oct 2002, and “Mobile Networks Support
in Mobile IPv6é (Prefix Scope Binding Updates)”, Ernst,

T., Castelluccia, C., Bellier, L., Lach, H., and0Olivereau,

A., Internet Draft:

draft—ernst—mobileipHVG—nethrk—03.txt, Mar 2002).
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A., Internet Draft:
draft-ernst-nobil ei p-v6-network-03.txt, Mar 2002). 5
In a bidirectional tunnel between the nobile router
and honme agent, when in a honme domain, the nobile
router which controls the nobPl e network perforns
routing of packets on the nobile network using

several_routi 5 protocals. On the other hand, when
the robi% é‘uli’bg‘gére‘gﬁﬂoniat CHEMo P Siovee o ae Mt g router

L 505 882 T e 1o B Sx&%h@ﬁ,theaﬁwbtﬂe router
- i ' t . bet t ile router
i P oL < e i eP ﬁ?eonxfe:t?»«ﬁggﬁ %“%%d THliei g Abing of
I it. i st in.t .hope . domai on .
RILERERS, BB Rds B8 B LUE A0S £0TR Y Fouting

r}’ﬁ%(’@tgéol‘y recd £ o e okl & %%r&grﬁrﬁo&%%etﬂ%uter and

ntercepted by the ~hone agent a rwar
bl L& #pYL e mbRough, he diRsd rﬁii?w&ﬁ}@r}eltﬁle-rﬁl%i i %erout exr
nmobil e router forwards 15 the” packet to'a host in the

FeRfd et AeEWOK K. FHEt Ber i @re sWNRDthNen 89Q/d A, Then,

‘nobi l e network wi shes to send a packet to the outside

ah tie- netwoer k.uthel1neki & o qub epeitptRCet S mbh81e router
packet, forwards the packet to the hone agent through

tihel IFme- b donel Tard rdienl ehe honer agerts sends rth ing
20 packet to an intended recipient (packet destination
petot dyol hesraderheit hih ¢he siedi |en nehaok ke Howeven,on the
t he above descri bed sinple approach of the

BiPdilmect Polfainnierhnelscarmbt sat T hfiyr egrie nenditesof @l hepackets

powerful features (e.g., multi-hom ng) of IPv4 and
fpve P5edutbpi dleat Rpb \WMiemmeheoe  sageplimtal 1egpoed by the

egr ess
home agent and forwarded to the mobile router through

the IP-in-IP tunnel. Then, the mobile router forwards
.thepackettoeahost:hlthemobilenetwork. Furthermore,
when the node in themobile network wishes to send a packet
totheoutsideofthenetwork,themobilerouterintercepts
the packet, forwards the packet to the home agent through
the IP-in-IP tunnel and then the home agent sends the
packet to an intended recipient (packet destination set
byrthe nodé within the mobile network).

However, the above described simple approach of the

- bidirectional tunnel cannotsatisfyrequirements of other

powerful features (e.g., multi-homing) of IPv4 and IPvé6

sufficiently. When there is a plurality of egress

‘interfaces which offer -independent routes to the global

network, themobile network canbemulti-homed. Whenall

these interfacesbelongto the same router, only the router
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interfaces which offer independent routes to the

gl obal network, the nobile network can be

mul ti-homed. When all these interfaces belong to the
same router, only the router 6 is multi-honed. The
nodes of the nobile network whifch exist behind the
router can only see one egress router and are not

th t her hand, wh t hese. int S
Tht G Ee i T aR e T%o%t%Qégnt b M SR 1 ot e Fowhich
ress .routers and are

K

Tt B oPBTHhITe | ERGnid Y HRE FaB gt fpelige roucer
| b |

WS HSEIVERLLON %3ht5‘?o*~8$§sgk5%§”’{° Mhen these

LOPLLIEGANT . MOOLESSy 18, byt L Lcoowcgrga%ﬁe%e@e%f the
or T RS E At P Eanat g 4

I NS i {y of channe oi se, corpare

maﬁﬁleeﬁww@rk%e of ﬁf\?:ﬁaﬁg\oé e%%g% rQafsMcI) tQ?‘E‘ B9d are

is the ability of a networ se an

ali&r pabiree fQyte 1 f€8ch and be reached by the
gl obal network even when a certain uplink goes 15

down. Howevespb iaccon dt g o £ g1 biadirechhenali damegk
mechani sm used by the nobile router, nodes can only

SR8tk ctara oyt e;meengBoaaﬁauiétwwucer Mefetbhs vears,
router loses its connection to the global network,

twher & baser tearnnntd 120y ims nhave tdwed & uadein vk 1 hahhe phangress,
agent. Moreover, a node wusing this router loses its
tormnedté vidgyul d ¢hesg phalb 1 eweswof ki myeabvblent arof Brannels
nmobil e router having an active link with the gl oba
rétdvor R16%i steoBRattted shaewidtagrke Lwhhigns - t henpodds the

of the nobile network soon recogni ze that
advantages of multi-homing is the ability of a network

ncde to use an alternative route to reach and be reached
by the global network even when a certain uplink goes
down .

However, according to the bidirectional tunnel
mechanimnﬁsmdbythenmbilerouter,nodescanonlyselect

one router as a default router. When this router loses

i1ts connection to the global network, the router cannot

maintain the tunnel with the home agent. Moreover, a node

using this router loses its connectivity to the global

network even when another mobile router having an active

link with the global network exists on the same network.

Then, the nodes of the mobile network soon recognize that

the default router has lost the route to the global network

and selectsanalternatemobile router as adefault router.

Such a scheme depends on the nodes of the mobile

network discovering routes for themselves, giving



25 the default router has lost the route to the gl oba
network and selects an alternate nobile router as a
default router. Such a schene depends on the nodes of
the nobil e network discovering routes for thensel ves,
giving 7 processing |oads to the nodes having very
limted processing capacity, e.g. enbedded devices.
Furthernore, there is a possibility that a delay my

proBeddiRf USRE 101thé ModeRdRAviA vdrFQWi@digr&c@@éinbhé‘apacity, e.g.
current default route has gone down. reover,
ergbeddadedrvicasobi | e rout ers broadcast prefixes of

LW rer t ] refqre when the i
FOtEL R P E Sl ool A, bRRpSTRRY o nodes o
ren@grﬁx% dinat ih@d ogreersti tfléfﬁult Hbutec R&S -g@he\;\aﬁ@nﬁ.s Sﬁbreiifvdr, Scﬁﬂ!&ent

bi nding update to the hone agent ich may further
b B ;W@aa%ﬁ'%wffa < S aiferant guppeise and Bhgieferguen the
m&bild AYGEY bPehtlihlly) Swhth YRFRM! rottert R 19HREEMar) YRR Bfferent

to Frovi de a nobile network contro apparatus and
cangyBi-pddnesse erdcesnd 8l binging o dede 4 |the dfomenagent, ghich may
1SSl f1Cls Wit gi vi ng any processing
fulfhA1AeREe e 8y P LSRR AR T The o | ¢
network control apparatus according to an aspect of
nt .invention, is a nobile network control

.the prese
D'ﬁ%ﬁ%{frgtoﬁifve\ﬂﬂ?’&h mai ntains a connection that is
constructed between a node belonging to a nobile
network and a gl obal network and is constructed

It imPBugpieat PH® PragpyriaveRtionhia predde a pnalilel netyosk control
.sal ..
appleRl SR8 MR Mo of AR SARIEH! fshuid tpsmission
efftdncysbiihioet gietngoarky pronessimg byplen 46 nedes ohg maile gietvaork.
detection, section, that detects, a failyre of packet
CuniOF; RGOS s SRhyelgaEaranS, afiardinBafh B asiay of the
pré¥ent ahvdntionf id i eddbiecsétwadric @8neHI §8FArafs, VARER maintains a

searches for a second interface of said plurality of
copngclion hakisaeenstaicing betwass adwdet kelonging dp e probilaaretwork

anBar§Bbal HWRH BHd i€REnstructed through a router apparatus that has a
plurality of interfaces each having a connection route to said global network and
belongs to said mobile network, the mobile network control apparatus
comprising:

a detection section that detects a failure of packet tunneling executed
using a first interface of said plurality of intetfaces;

a search section that searches for a second interface of said plurality of
interfaces according to the detected failure of the packet tunneling; and
| an execution section that executes packet tunneling using the searched
second interface instead of the first interface, and
| wherein said search section comprises an alternative router search
~section that searches for an alternative router apparatus which has a connection
- route to said global network and which belongs to said mobile network, and

~ determines an ingress interface having a connection route to the searched



an execution section that executes packet tunneling

usi ng the searched second interface instead of the
first interface, and wherein said search section
conprises an alternative router search section that
searches for an alternativeouter apparatus which has

a connection route to said global network and which

bel ongs to said nobile network, and detern nes an
altePBAtRES rduére éf}ﬁé&%td%a)éhi" @f SafP 'Eaﬂﬁ'ﬁﬁtg%f intHRek oz-f;§ % second
~searched 8 alternative router apparatus out of sal 5
infsrfi@eal i ty of interfaces as the second interface. The
nobi | e network control method according to another

aspect of the present invention is a nobile network
contThel mobiléadbiwatki controti métabd Sactording e Ginotiert dsplect of the
construct ed hetween node &e(l onging to a mohile

|
PrRee Mo wentony 15 8| Bokile negtie of dnethpds Mg gnaintains a
conRESKEH tHat 19 EbREtraREd HtWeer Eaﬁod@ﬁel%ngﬂg%aé 'nﬁqi‘{bcil%f network

interfaces each having a connection rotute to sa
angl agtabah setwnrk anddis deestugied ttarosighd rmsitén appasatwertkat has a

A5 B S0l PRLDGY GRS BTG notrc
belangsdbisaig rerbibeihettvouls,i thg mabilkineswork tbatrblanethat] cﬁ:@ipﬂising:
earchin

pl ur al | of interfaces; a ,earch step of )

Por ' & daidesin ste oF paieetag 843780 o masketcynnaiing exeoutba using
a first ipfdrRe8 Df 86RO pRirAIly bPintdiuckai | ure of the packet

tunneling detected in said detection step; and an

execBt3eAc stap of serwbing fay paerend interacd afy saish nyurality of
: j e edei.p.sal . St LSt :
EASEA cpba B bRy e SR 00 od SR P dai
detastipnistws aad al t ernative router search step of

e, 81 cORRAUEEn ool (AEBU L Rk LARIRg Wiang ol sccond

inteffachsdetiondm daid SeadhBedY insteadtofhid firstierfifRice BAY Nes
ress |nterface having a connection route to the

an in i C
seawB%@m Seideperieh \aden 60MBFIses gpAltarmativeuoulr saareh step of

seficHing fo?)/arpfc\!t%rﬂhﬁ\'?é PGHer APphidtus AARMAhAS LeES R tioh bl to
Description of Draw ngs

said global network and which belongs to said mobile network, and determines

an ingress interface having a connection route to the searched alternative router

apparatus out of said plurality of interfaces as the second interface.
Brief Description of Drawings
FIG. 1 is a configurable diagram of a general communication network

- system having mobile routers to which a mobile network control apparatus

according to an embodiment of the present invention is applied;
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FIG 1 is a configurable diagramof a genera
comruni cati on network system having nobile routers to
whi ch a nobile network control apparatus according to
an enbodi ment of the present invention is applied; 9
FIG2 is a block diagram show ®#g the internal
configuration of the nobile router; FIG3 is a flow

|l e of the nobile

hart ill] ti ti
ot er {FEEEP G §sDAOR oV ERGFET 1918t BOI g SinbEREF na L
ti exampl e of the bile router; and FIG 4B is
g(ﬁrlg\klgﬁlgrﬁﬁ(gr%uﬁ a??ﬁg“@e{i%nfpﬁﬁft#;on of the
ti I in FIG 4A., 10 Best MNbde for .
o ot ol AR % PR b1 Cordd T e e SBEFation
|.bed .invention allows a
Terr b TESEr PhE s bhEs BSEFTEE netvor k contro
appar atuss | $23RR] 160, 0,086, AP+ ALLGIIAELUE s [PUE rhor
instead. This invol ves the nobi| & router - 15 detec I'ng

(18 PEEIGACE: REnNY N IR 'n’?‘o%ﬁ%?rrdl{‘t@r; Netor K

segnment of an ingress interface having an | ndependent

route tror @ ghobal NEbWorika r YWen a8£egessy HHdkodf ith€ation
nmobil e router is disconnected, the nobile router

R0 Ut K 8S o 018 B1 0 adeieps of rad anot herr npbihe 20

router, sends a binding update to a hone agent and
reconstructs a bidirectional tunnel which passes

t hrough another nobile router. Likew se, the nobile

Beu erMokavihgr aCplrural n oy coft egiess nivierer f anes can

al so swtch between egress interfaces when

mai nt ailmi pg dee 126 slyildie €dte aadve umetr ibid problems, the
el imnates the necessity of

present invention allows amobile router to which a mobile
hetworkcontrolapparatusisappliedtouseanalternative
router instead. This involves the mobile router
detecting the presence of another mobile router in a
network segment of an ingress interface having an
independent route to a global network. When an egress
link of the mobile router is disconnected, the mobile
router acduires a care-of-address from another mobile

router, sends a binding update to a home agent and

reconstructs a bidirectional tunnel which passes through

" another mobile router. Likewise, the mchile router

having a plurality of egress interfaces can also switch
between egress interfaces when maintaining the

bidirectional tunnel. This eliminates the necessity of

. the nodes of the mobile network to change the default

router. Actually, the nodes of the mobile network need

not recognize the fact that the mobile router has changed
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t he nodes of the nobile network to change the default
router. Actually, the nodes of the nobile network need
not recognize the fact that the nobile router has
changed 10 the alternative route to the gl oba
network. Thus, all extra procE$sing |oads and | atency
associated with the nodes of the nobile network which

_ of ! net
D R B LAHAEL VBl RIS G e o A Ak BR WA B cBRuS, a1l

coppRauentl . Loprove he. Lransmiesion ettichency, They oo

Pr;;;gménmv};n@i Onf@%' eLwenk, and 5 I ended, £ £
Ml Nt ai N coﬁ%eé%%V|tyn%e%meenwa nodgegbﬁﬁgg§éﬁaf%uéﬁ router
i [ f h [ A ts. honpe
0,1ty e grs oL B0 Lt i 1 18 0.
roul g nReeds, 1,8 iidispesh 'c%fnog@aﬁleg% d@f@ﬁhff%& the

entering the ingress 1nterface an ect

thed @ s Al g ANyn obhrers dPOLLE , routers which broadcast an
alternative route to the global 15 network. Wen such

nobi | e MHowtier & sairer deheehed.ort e 18RRI ecd oyt ghWhicCh outer
has performed the detection reconstructs a

birdi tlecrberal vioneh W il dihel hoer wagent antihi gugh tdeded to
above described alternative route every tinme the
ggrigssaiint erdrace ctdivist y Fuettherawr @, niohik: nebhhect®d to an
router itself may be multi-honed. In this case, when

e T p# B § eedTaess d hitérd acd iof e ttheubiedi aedtivsdlome agent
tunnel fails, the nmobile router is allowed to switch
bénpenh a ke @hressd lianet farese LAn Sppamatust anduter needs
met hod for providing a roam ng . _

to inspect information passively entering the ingress
interface and detect whether there are any othef mobile
routers which broadcast analternative route to the global
netwerk. When such mobile routers are detected, the
mobile router which has performed the detection
reconstructs a bidirectional tunnel with the home agent
through the above described alternative route every time
the egress interface fails. Furthermore, the mobile

routeritselfmaybermﬂti—homed, In this case, when the

primary egress interface of the bidirectional tunnel

fails, the mobile router is allowed to switch between
the egress interfaces.

An apparatus and method for providing a roaming
network (mobile network) with global connectivity will
be disclosed below. To help understand the disclosed
invention, the following definitions are used:

A “packet” is a self-contained unit of data having
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25 network (nobile network) with gl obal connectivity
wi Il be disclosed below. To hel p understand the

di scl osed invention, the followng definitions are
used: A "packet" is a self- contalned unit of data
having 11 any possible formatlthat can be deliveredon
a data netvvork The packet normally COI’]SI sts of two
parts

a%?XHOS%é B AR o BRI T R JELa8 PR %ja.‘%i’”ti%anetwork
f th .

egrhérg&&?e“%énﬁ %?‘f;%%ﬁé( 2oL saire e Pana okt f&hi}?%ﬁer and

i ot obay | donid Tyt hs sendire . R REGE B! b8l WG s krea

cket T I'ng ers 0" 8 Selt- €ontdine

Lype rhackelahei:ng: &0capaYl aled. LALG anpt T Jpackel .

he 10 operation of packet ‘tunneling i's al'so ca

’@@&K@hl@‘:—?ﬁ@ﬁ% AN’ cﬁé’é’@ her'frﬁreen Neloba &Eﬁttari@{s LSsource
bei ng encapsulated is cal "tunne ed pac or

i'dc[kﬂlﬁéssp%Qi@tcﬁes@ﬂﬂaach§Hdtﬂé%ts encapsuhates, ife sender
i nner packet is called "tunneling packet” or "outer

packete'celihes #5c@ntine paBRepacket forns a payl oad of

the outer packet. A "default router” of a network

el enent\Paeketsttianed nogt ereferwhiehaad 4] packettss 588H type
by the network el enent w thout being aware of other
conneeti ore rout escup 4wl at edesitn nat ko tarer debhickerted The
and which resides on the sane 20 |ink as the network
Slreeat 1 oA "mbbb ke keddet uhg ed ireg Wwosk adlsenmens 1 Meicch* packet
changes attachnent points to the gl obal network. For
SXeipP 81 1 athieon pibi FEIMduRr mpafer <2 tPagKkednd-hiskr is being

termnal, or an
encapsulated is called “tunneled packet” or “inner

packet”, and a packet that encapsulates the inner packet
is called “tunneling packet” or “outer packet.” The
entire inner packet forms a payload of the outer packet.

A “default router” of a network element, refers to
a router to which all packets sent by the network element
without being aware of other connection routes up_to a
destination are delivered and which resides on the same
1ink as the network element.

A “mobile node” is a network element which changes
attachment points to the global network. For example,
the “mobile node” refers to an end-user terminal, or an
intermediate network element which serves as a gateway,

router or intelligent network hub which can change its

- attachment points to the global network. The mobile node

which is an enduser terminal is more specifically called

a “mobile host”, while the mobile node which is an
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i nternedi ate network el ement which serves as a

gat eway, 25 router or intelligent network hub which
can change its attachnment points to the gl oba
networ k. The nobile node which is an enduser term na
is nore specifically called a'?nobile host", while
the nobile node which is an 12 internedi ate network

f I ) &
BT Er L TREMERARr A SR E ey 2 R A Gup by oa11e0
q;s« Aed 1 J; éﬂ bile node and is used to enable the
nobl e no e reached regardl ess of where on

t he m‘ﬂmhgy%ﬁﬁﬁ%eéyeﬂgwkggﬁ%gﬁﬁf%§%%%aﬁyegg%Fsigned

Anobi | e no ch 1s attac eg net wor

ato & PO ML pat e theg @%@Qgr€§seﬁﬁ%lteoQ%éjgd§@l le node

conpatibility with an address used in the vicinity of

1o the 2 bashkente PoEAL dss $A G Orbeonatnhoge obaTi‘enetwork
vicinity of the attachnment point which is controlle

mhe sbbglle: Adaeniisd rativerdd hosity is called a
"home domai n" of the nobile node. Anpbbil e node which

is attached itie: hbelgglvblialh netawot Kchlhl ab th@ Idbal network
whi ch the honme address has no topol ogi ca
@mnmuprHHyaMAWhunhaﬂﬂeeh@mseﬂddmdgﬁeNaelmdgobéglcal
the attachnment point is said to be "away." The

At Ey b idfi t hewatthachmeatdpeise wsedalilredlae " Fordimgnty of
domain." A "care-of-address” is a tenporary gl obal -

&R 8§ a dpnassipmed ttos & bt bed @ode hhate s diay vaneinity
the care-of-address assigned has topol ogi ca

Odmidts G Fe¢hmARh RednAdHnésd dseFIMEERE MR ity single

of t he, a%tachnent
dministrative authority is called a “home domain” of

the mobile node.

Amobile nodewhichis attached to the global network
at a point at which the home address has no topological
compatibility with an address used in the vicinity of
the attachment point is said to be “away.” The vicinity
of the attachment point is called a “foreign domain.”

A “care-of-address” is a temporary global address
assigned to a mobile node that is away and the
care—-of-address assigned has to?ological éompatibility
with the address used in the vicinity of the attachﬁent
point to the global network.

A “home agent” is a network entity which exists in
the home domain of the mobile node, provides a service
Qf.registering the care-of-address of the mobile node
when the mobile node is away so0 as to forward a packet

directed to the home address of the mobile node to the
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point to the global network. A "honme agent" is a

network entity which exists in 25 the honme donain of

the nobil e node, provides a service of registering

t he care-of -address of the nobile node when the

mobi | e node is away so as to fb¥ward a packet

directed to the hone address of the nobile Bodg to the
care- of -address of the nobjle node. A "binding

dﬁ%ﬁ?e‘”ﬁ aﬁgﬁ§§§%de955hﬁ fint t Re RS 1 e node to the

home agent or ,a corr[eis%or)plent node and notifies

reci pi ent (lhn?lreng BREAG° cofr @dponteAt ﬁSB& fBPI“t F}é‘GSmOblle

f_ th d bi
C[ﬁg&grgo %% fmr?glgﬁe %S of o%ﬁ%ﬁ%&fﬂ?\ég%n;{h &0 Pities
t
g%%e;gécagjgrt LZ ?%8%ngse§%QWt%ore ef & 8§%neo Oiiﬁé of the

aty pehad 95%\@%+agﬂ9r%ﬂgb§g'fﬂr§ﬂtessgﬁl eh% Wo%c'l I%%de . In

invention wll be explalne I'n det a| el ow.

fral 1 oWiyRgG descr LRt PNSy ~ SRECIFd Ln oyMpeyr eeﬁ' 8BS,

structure and ot her paraneters are use

expt @nati-ensdt oskebp wndenstands theqpr §ﬁ@nfth'en‘ﬁ%ﬁ&é Uhdress
15 thoroughly, but it is apparent for those skilled in

the tlet rthaipibatpresent invention can be inplenented

wi thout such specific details. FIG1is a .

confi giriath onedieagirate ofioar ttypi CAk acarARMEBAUH A Wings,
network system having nobile routers to 20 which a

wobid @imetwsr lo Conbeobrappartatiusvantdrdi ngi10 BB explained
enbodi nent of the present invention is applied. In

in detail below.

In the following descriptions, specific numbers,
times, structure and other parameters are used in
explanations to help understand the present invention
thoroughly, but it is apparent for those skilled in the
art that the present invention can be implemented without
such specific details.

FIG.1 is a configuration diagram of a typical
communication network system having mobile routers to
which a mobile network control apparatus according to
an embodiment of the present invention is applied. 1In
the communication network system shown in FIG.1, the
operations of two multi-homed mobile networks 102, 103
connected to a global network 101 are optimized.

In FIG.1, a mobile router 121 of the mobile network

102 has two egress interfaces connected to the global

network 101 through two access points 111, 112 of the

global network 101, and therefore the mobile network 102
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t he communi cati on network system shown in FIG 1, the
operations of.two nmulti-honed nobile networks 102, 103
connected to a gl obal network 101 are optim zed. 25 In
FIG 1, a nobile router 121 of the nobile network 102
has two egress interfaces connktted to the gl oba
network 101 through two access points 111, 112 of the

Oh 8 gl R R e AR AR PERLR o Pl TECHB e 103 1

pE g bocqatag Linksd oy (g, L ISLREK 100

roug an egress I nter aaCG
. h | | t k
vy au oo comectad Lo e B PEIREK 1<
as6ane R At +1131f Lhepghohal %Q?%quﬁ]{ﬂrpggﬁn%%degress

therefore the nobil e network 1 s also nu

Boh Retritey d®hid £n BELWOL kS, %Qza%%@mgaéfﬁgnyhg %@%Egl global

but there is a difference therebetween. Since

e tauter 1531, dors thlr bFoadcast #hsifachothRrtN®3 is a1so
mobil e router 131 itself has a connection route

(nhet eirafdesd.referred to as "gl obal connection") to

t he gl obal network 101, only one default router, that

i's, thaabbitlee mukEle nl2dwodskseen2f4Omid® ambihE ti-homed
node 122 within the nobile 15 network 102. On the
dithlertihanég, itwe deéfffidtenout eherdidmtweks,. tltelmdbdidenobile
routers 131, 132 are seen fromthe nobile nodes 133,

e rhils It Hicedbnbe betomotka $03 £ has Shotnthbdvehe mobile
different types of nmulti-honed nobile networks are
iMqUseFated, hhactHud ahea presarftct 2oni moent¢ ofheame beafter
conpl etel y di scl osed.

referred to as “global connection”) to the global network
101, only cone default router, that is, the mobile router
121 is seen from the mobile node 122 within the mobile
networklOZ..-Ontheotherhand,twodefaultrouters,that
is, the mobile routers 131, 132 are seen from the mobile
nodes 133, 134 within the mobile network 103.

As shown above, different types of multi-homed

mobile networks are illustrated, and thus the present

~invention can be completely disclosed.

The mobile routers 121, 131, 132 shown in FIG.1 have
similar internal configurations. FIG.2 is a block
diagram showing the internal configquration of the mobile
routers 121, 131, 132.

The mobile routers 121, 131, 132 include an ﬁpper
layer section 201, a multi-homing detection unit 202,
a bidirectional tunneling unit 203, a tunnel failure

detection unit 204 and a single or a plurality of (e.g.,
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The nobile routers 121, 131, 132 shown in FIG 1 have
simlar internal configurations. FIG 2 is a bl ock
di agram showi ng the internal configuration of the
nobile routers 121, 131, 132. 25 The nobile routers
121, 131, 132 include an upperl5|ayer section 201, a
mul ti-hom ng detection unit 202, a bidirectiona
E%Pnelin uQit 03, _a tunnel failure detection unit
4 BRd ngPe SFTACRPul NG BR Itey. reisrngd to as

n@tmgrk interfaces (hereinafter referred to as
"I MR EPEAEE®S 20508 120505~ 205- N 4P elnaf Herelgnafter, an

' ry.one of the. interfaces 205-]1 to, 205- i 11 be
glﬁ%lﬁ‘)%%rae 3&9%% f)f gglear%r%?]ésﬁ&?es 2%%£ 5 %ﬁe%#p‘el?T will be
| & ect | i,s. a bl ock .synbol.i zin n act ual
5?%@%%§|%§%§€£g§#aﬁﬁhd% Igg'ﬁé'%%¥Eaﬁﬁ%t % 's such as
| Pv4 andg, d %’%é?dlég'er%%tcoccﬁﬁ §B?V$st!§eéf B?ég@ign'gaolizing

protocol s and encapsul ates a protocol s relra

£ Sttt pabscanned L gos heelats: Loy LOLBIRORR cocor

Retywkls TPRieshacep¢ardsd Ravi peotdcHecesset ¥ 1l ¥ensSe twork
and protocol stacks necessary to drive the physica

patonos KoilRt efd@cenceaifisl atakerd arep rb@dho1 s NtenfAces to
205-1 to 205-N) 15 generally include one or nore
iimtter f at esmised] asoegreassi ohit.er ACeSwaBe 0Nt &F i ABIE faces
interfaces used as ingress interfaces. The ingress

Pter¥ ace P8 5Sedhrect adl boksnetywas &1 ekzeamentsh (€igal network
nmobi | e nodes 122, 133, 134) on |ocal networks (e.g.,

polid ef aeevworkdsl2vin@3ylane thesary drivers and protocol

stacks necessary to drive the ptysical network interface
cards.

Interfaces (e.g., interfaées 205-1 to 205-N)
generally include one or more interfaces used as egress
interfaces and one or more interfaces used as ingress

interfaces. The ingress interface is connected to

. network elements (e.g., mobile nodes 122, 133, 134) on

local networks (e.g., mobile networks 102, 103) and the

~egress interface is connected to a global network (e.g.,

global network 101).

Here, the intermediate functionality inserted

.-between.the.networkgprotocol layer and network interface

layer (that is, functionalities of the multi-homing
detection unit 202, bidirectional tunneling unit 203 and
tunnel failure detection unit 204) will be explained in
detail.

Themultifhomingdetectionunit202detectswhether
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20 egress interface is connected to a gl obal network
(e.g., global network 101). Here, the internedi ate
functionality inserted between the network protoco

| ayer and network interface |ayer (that is,
functionalities of the nulti-hbm ng 25 detection unit
202, bidirectional tunneling unit 203 and tunne

f I det it [l b lai ned in
d%"pg rh‘*e%%e%z?.”h%a ShE P u AR Do gbtdst o T a route

h b ts th
aval Fabl Ig'qt ro t%{%{fﬁ% Blglggg‘;:easﬁé‘?%;rﬁl%kl gfsone of
h |
dh et sgrggf‘q{;segn%gls si‘geec%?ﬁégiﬁl%g%%&zed oy

SPSFAIR 15 Byl oot BB P oco 2o
uiE’lE’?Bulg?H/%r%ﬁ@%@to@l%%gégtkp?l 134bj eﬁ#e?%e[tloacggrcgagre handed

processi ng rough a pa

I t 2
Ry & bernprg, e the e?gy iy oy @@cqgtoecz@f H Be g%bcjié;%ted to

al so detect whether the npbile routers 1

thermallvesr d0e 866 il th rBaRd OrpRet ﬂﬁ&dﬂdb@&h 211.
whether a plurality of active egress i nterfaces

eXi st Beirudhe, interbaces-ROhih g e t20- N4 irPUgR B can also
signal flow path 219. The bidirectional tunneling unit

208t eatrilestbetr thedigecl bonahtpacker 1t UNME) ITKR tOlemselves
i ncom ng packets and 15 outgoing packets. Al packets

sare fndmia packeét of| nwitpath 2d42idieendapshkbat @dpdntrality
forwarded to the honme agent. The upper |ayer section

2 aicd ik ecivads 3 6 ndre Iyt suktschx 1 bétswee hautigdiagfaces 205-1

packet s dlrected to the gl obal network
to 205-N through a signal flow path 219.

The bidirectional tunneling unit 203 carries out
bidirectional packet tunneling for incoming packets and
cutgeing packets. All packets sent from a packet flow
path 212 are encapsulated and forwarded to the home agent.
The upper layer section 201 is expected to only switch
between outgoing packets directed to the global network
101 via the packet flow path 212. For a packet that is
destined to one of the ingress links, the upper layer
section 201 can also directly switch between packets to
an appropriate interface 205 using a packet flow path
213. After encapsulation, the outgoing packet will be
routed to the appropriate interface 205 to be sent out.

The bidirectional tunneling unit 203 decapsulates
an incomingpacket whichhas beenencapsulated ina tunnel.

-Thedecapsulatedpacketjj;handedovertx)theupperlayer

section.ZOl via the packet flow path 212 for normal
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101 via the packet flow path 212. For a packet that is

20 destined to one of the ingress |inks, the upper

| ayer section 201 can also directly switch between

packets to an appropriate interface 205 using a

packet flow path 213. After ehtapsul ation, the

out goi ng packet will be routed to the appropriate

interface 205 to be sent out. 25 The bidirectiona

t%ﬁﬂ@@ﬁﬁ@lﬁﬁit 203 decapsul ates an inconing packet
sulated in_a tunnel

whi ch en enca The

decaps g ﬁ%ﬁﬁ%t pd ﬁﬁﬁﬂé365ﬁéﬁﬁﬂﬁtﬁélﬁpﬁgP4Iﬁ?&ﬁCtS
201 t t f 17

SO 8lrrt 1RE PanAer i Fore Ud@?‘@@f biiFt b3g4 rectional

f [.i,nk :
A el drihe 8%3‘533?%‘%3 agest'hn%h fifl %h%% Em%rfeel%?lonal
' | |
Rt L R B POREE o HUANE S N pl AR B | Hbnner
agent yhas Q%rfacpééh'i:y widh r@ﬁ%eﬁgm%nyaﬁgxgpeha%a%ketcsapac1ty

5ucht unnel fai [ ureoccurs

'ﬂB eefc@clev@%&pfu%eq }tege@ae%sent Stﬁ@fx%r’lﬁ@lofapfﬁ %tc?ccurs

by an internediate rou 10 Generally, nost wre
W eless ddat eakaces ) ne ddifgGe r ERG o BlgeT | %%@%5con518tent
provide a systemcall to query the link status of a

plyyse etk cehanneba ckre 4 uppehof aid tEemedatLEeL 1 OB UL
204 can detect the disconnection of the |ink through

Suote @a 3y st,emacat | wi 16 dFunt barnmer essWiet cffaces including
i nternmedi ate network node cannot forward a packet to

tthee dexte ¥ Fater 78di pte)v i dest isatt an daallsmem@ﬁgomhe link
nost network protocols

status of a physical channel. The tunnel failure
detection unit 204 can detect the disconnection of the
link through such a system call.

Furthermore, when an intermediate network node

cannot forward a packet to the next (intermediate)

- destination for some reason, most network protocols

provide means for feedback to notify the sender of this
failure. Again, the tunnel failure detection unit 204

captures such notification, and determines that the

- tunnel has failed after consistently receiving such .

notification for an extended period of time. When the
failure is detected, this becomeé a trigger and the
bidirectional tunnelingunit 203 takes appropriateaction
using the signal flow path 215. |

The applicability of the present invention greatly

' depends on the detection/discovery of another router

having an alternative route to the global network 101
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provi de nmeans for feedback to notify the sender of
this failure. Again, the tunnel failure detection
unit 204 20 captures such notification, and determ nes
that the tunnel has failed after consistently
receiving such notification fl&f an extended period of
time. When the failure is detected, this becones a
trigger,_and the bldlrectlonal tunnel i ng unit 203

t {fkg %’b 7

eéﬁlﬁ’r Fa{:eeaa%ﬁqe b5 ARG e 3t ghaP afigie peeRte to
gre%ﬁ SERHEESHH Hia bl Ch T S Sebhery ot angisrative
st 101 r{%ea%ﬁe'rte.eﬁfél?‘%fﬁe e T BubBP R (fgraRton unit
?qulﬂrtgﬁdg(%[o aségzljtngﬁz%%?%\?gg 9?)21'[1 glrt’smé)r%%gé?%\gfll%r Eﬂ detect
il e Qg@%gﬁgeﬁgcg o té%%%?iéésﬁﬁgY?%e bregénce

|npor ant ere. In or to detec
afu 0t Dek oal it néékﬁ%ﬂfﬁﬁeﬁﬁQHEEUZHEhE oGy, i oming
detection unit 202 inspects all |ncon1n5 packets an nd”

@ﬁ@%éﬁspéﬁﬁﬁﬁ%ﬁé@fHde&ﬁHt@dM@&ih%@Hﬂ“anI@@§@9%15ement
sent fromother routers. According to nost network

pieoi 0eks sksed FRoa okthPacketrsw  ched network, the
router periodically (for exanple) broadcasts an

adver t Bserend i ngssagend sel wdithgo rknperomséOnsomdhe in a
router to all nodes on the sane |ink. Fromthese
ressagesswithe hedi peénto modethan denove wheteherodibally (for
router has a path to the global network or not. For 15
exami ke ) | hropvl: et ghbor adiveooves gngedcmidesaiyr including
"Nei ghbor Di scovery for IP Version 6" (Narten, T.,
information on the router to all nodes on the same link.
From these messages, the recipient node can know whether
the router has a path to the global network or not. For
example, in IPv6é neighbor discovery described in
“"Neighbor Discovery for IP Version 67 (Narten, T.,
Nordmark, E., and Simpson, W., IETF RFC 2461, Dec 1998),
when the router sends an advertisement message to a node
on the ingress link, the router sets a router lifetime
field to anon-zero value and then sends the advertisement
message. Thus, for the broadcasted lifetime, it is
possible to indicate that the router is available as a
default router (that is, a router having a connection
route to the global network). Therefore, when the

multi-homing detection unit 202 on the mobile router 121,

131, 132 is implemented in an IPvé environment, it is

"possible to detect the Presence of other aiternative

routers using this. Once an alternative router is
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Nordmark, E., and Sinpson, W, |ETF RFC 2461, Dec

1998), when the router sends an adverti senent nessage

to a node on the ingress link, the router sets a

router lifetime 20 field to a non-zero val ue and then

sends the advertisenent nmessabe. Thus, for the

broadcasted lifetine, it is possible to indicate that

the router is available as a default router (that is,
Aebcdrehavi i alésaiertiva rPodesr ttak Hee podad to a list
ne%mork . Therefore, when the 25 nulti-honin% _ .

det eBtiTF RAFEL VEOX AL ERE bR ¥ 8dr St drhg omul tyizzhonang

is Lnplemented,in | Pv6 environnent, it is possible
t%eESFﬁfTDQh%nﬁFeégﬂ%e of other alternative routers

using this,,Once an alternative router i 9
detecté%?rFHSEQQ%ﬁha%#€emPlﬁ%ﬁ %%Hgﬁé'iééed%%ﬁa 132 also
[, r.native uters stored_ hy .the .

AFEi Bt ne SR b G R PR At Vs v e eoress
i r I ; , al ; a ossibility ...
?E%Sifﬁg%fﬁlﬁ}F%ééof&g%}’r vlzrg)ggtﬁleégg%oﬁff?sef fRE8S Sj}lblllty
Sigatt 8ReOYRY; 15N,0 ; Lokt tthgs s 4

_ 316N BUIRL WOEds g cAR0SSLDL L LY orddi! 1hfs s 35

mobile router itself is nmultr- ecte

Rye ¢ ety b i -thomng Wet gehiieNy HRitte 202, Kavevern.; | Bm[aéwever,

presupposes that one of the egress interfaces is 1

piH DRI ¥ re@nassokBkerfiace ysed Jw @hb packels sRALAfpMms is
the local network. Furthernore, the egress interface

izs prailisor ¢ agreals egitessshakenkbaceihequobahichs &sent from
bi di rectional tunnel passes. In this case, other

ddts Ve eyl esstvatrér.f adesr ai ermby o) assd kiggtkas interface is
alternative egress interfaces and stored

also a normal egress interface through which a
bidirectional tunnel passes.

In this case, other active egress interfaces are
classified as alternative egress interfaces and stored
in a list of alternative egress interfaces stored by the
multi-homing detection unit 202. Furthérmore, the
multi-homing detection unit 202 monitors the interfaces

205-1 to 205-N continuously, and therefore when an egress

interface which is no more active is detected, it is also

- possible to remove such an egress interface from the list

of alternative egress interfaces.

Next, the operation of the mobile router 121, 131, ..
132 will be explained. The present invention will be

generalizedbydescribing a case where an egress interface

goes down in a mobile router (e.g.} mobile router 132)

whichisnotmulti-homedin the first partof the following

disclosure and a case where an egress interface goes down
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inalist of alternative egress interfaces stored by

the multi-hom ng detection unit 202. Furthernore, the

mul ti-hom ng detection unit 202 nonitors the

interfaces 205-1 to 205-N continuously, and therefore

when an egress 20 interface wha@h is no nore active is
detected, it is also possible to renpve such an

egress | nterface fromthe list of alternative egr ess

i bt et fHbesl - Reged wbb@r%@uﬁﬁroﬁet e msidel poteBEer 121)
121, %1 132 will be exgél ned. _.The present

i W ehfi®on: & ¢ F B&* 250 fek Iciljzéélwudé%crl bi ng a

casewh eéme ressi nterface %oes down.iin a nobil e
routereLE% LGB € RDTEER ﬁthev%’r@ﬁrleé:qﬂﬂd%nal tunneling
{ f@gred ntheflrst art of , tgefollo:iyl ,
S i:osuré1 Hh RPEdSE Wh %r%lﬁs’ejgrr1 g&fiafielfrdctrgienitting
[t
o0, 205, 0,10, e VETLr ot G b S b dair ot idn unie
W@rggé%lts‘)pf‘a{fihggs orf_e gﬁgh %gglf%ltﬂngglslse% through

uni t uses a gress nte ace

tdan sp-titd NG, ég§é§§1$%68§ ‘%e V%ﬁ%tgﬁhﬁgﬂn@allure

fail ure detecti on uni etects failures of

tnnel ERg i che Pagses, 4 br ewgh- ot be prdymary s%% ative

interface, the tunnel failure detection unit 204

tc® 10088 L We! ram tal tf%rrnﬁtaw@et@m&stlll%}g Toute e follow:Lng
packet tunneling. In the follow ng 10 expl anati ons,

smqﬂDSEathaﬁSuEgﬁppaséﬂihbIﬁhﬁ@@f@@@e§$54ﬁﬂﬁgfﬁm@ egress
used for the failed tunneling. First, the operation of

timg- embike noutér £532 W\deClﬁalllSacﬁlotuma|et]JlIh@[TEd Wi | |

be explained with reference to FIG 3.

First, the operation of the mobile router 132 which
is not multi-homed will be explained with reference to
FIG. 3.

After the tunnel failure detection unit 204 detects
the failure of the bidirectional tunneling using the
interface 205-1 (S1010), themulti-homing detection unit
202 conducts a check to acquire a router in the 1list of
alternative routers and thereby decides the

presence/absence of a router for global connection

(51020). When the result of this decision shows that the

- router having global connection is included in the list

of alternative routers ($1020: YES), the multi-homing
detection unit 202 selects the router in the list and
moves to step S51030. When no router having glébal
connection exists, that is, the list of alternative
routers is empty (S1020: NO), the mobile router 132 has

to enter a disconnected state (810640). In the
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15 After the tunnel failure detection unit 204 detects
the failure of the bidirectional tunneling using the
interface 205-1 (51010), the nulti-hom ng detection
unit 202 conducts a check to acquire a router in the
list of alternative routers adtl t hereby deci des the
20 presence/ absence of a router for gl obal connection
(51020) . When the result of this decision shows that
t Hé S Bt oF LRAVISTR BR obaih e dmpleéticor dust ¢ Acl ddednan have to
the |ist f alternative routers (51020: YES), the

EECATShiftg Pastieet ¥ or diff £ 2022 5drdcEe e Fhobad natwork
tgsllis and 25 ves to _step S1030. When no router
havi n%nélpo%%Flv h¥EH ok Sax FEEsSIERSS tdnk ke Ppsiestored,

i | 51020: NO), the rmobi |
ohfer A bR 3 Sk B AR shOHAGorl S aPe F(Stblo).
In th ' d.state, .th i | ter, 132
my have 150 SEaT 424l I patherS o be VBAIted te
gl 1 and. passi it for th
cor o85O T he mestor Bt ALEE L athhe (il BBk gouter

MDY es ck0Q S@Qﬂraéiggplﬁe|nwﬁE?P1§%Q39urE%ﬁ$$e%8§E%% rof the

whet her the ~care-of -address need bé acq rom
sel @ebed 19HLRIF 3 Of FROt £ hEOr; £XaNPLE4 ¢ QFHﬁ?égE%ﬁgouter

address of the ingress interface for the

wht thtshe iselagied wewary, ©xXbSifgrdy LINRF W45 Hh6ing a
ingress interface having a 10 connection route to the

sejected ivoutrerueefertpd telasctédntentase 2Qrdvrred to as
this enmbodinment) is not a valid global address (e.g.,

Whient ¢ hé acuer 2 @At Addilnesisi b b pd i vahe ) addiess)vathe global
car e- of -address needs to be acquired

address (e.g., when the current address is a private
address), the care-of-address needs to be acquired
(assigned) from the selected router (S1030: YES}, and
therefore the care-of-address is aéquired from the
selected router (S1050). On the other hand, when the
current address is a wvalid global address, the
care-of-address need not be acquired from the selected
router(SlOBO:NO),andthereforetheprocessskipssteps
$S1050, S1060 and moves to step S1070. |

When the multi-homing detection unit 202 discovers

anewalternativerouter,itmayalsoimmediatelyacquire

- thecare-of-address fromthealternative router. Inthis

case, the discovered care~-of-address of the alternative
router is stored in the list of alternative routers
together with the alternative router entry. By so doing,

it is possible to eliminate the necessity for acquiring

. the care-of-address in step S1050 after selecting the
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(assigned) fromthe selected router (51030: YES), and

15 therefore the care-of-address is acquired fromthe

sel ected router (S1050). On the other hand, when the
current address is a valid global address, the

car e-of -address need not be actfuired fromthe sel ected
router (S1030: NO, and therefore the process skips

steps 20 51050, 51060 and noves to step S1070. Wen
tHeURBFt ilthoRt R det@€Pion unit 202 discovers a new
alternative router, it my also imediately acquire

t hecar é-bF2 addPesst gPomltl al L&r ddt ideCideerihegher the

this .case, the_ di scovered care-of-address of the
aﬁ‘%%lﬂﬁétl?f\ﬂeowﬁg&eefiairse—sq reddneifhen péepf L1050 has been

al ternatiy routerqz tqQogether _with the alt.ernativ%he

rotrer SEMH . OBy BOF doi Hye™ S sa%%%ismhtel% of
ute ! foi e ST t
S opve dhecasacas L ke 80, L i8gk ey 1 jpaprocess
. . pecrng 1he
R GE 102 8B SHE0 L JIETo BB ER FRE e idPtion of ene

Ga+8s Of raddy £5S kN iS¢ er&’o@lgﬁl%tcﬂ?éé%?ﬁﬁn ( SUEEESSHY) ,.o;the

not. Wen the acquisition o car e-of - addr ess

s8EUk 51960, YES), Lhe gy ocess noves to step
1070, whereas when the acquisition of the

car e- ofrradaregs 51 67 09t a WCHEBSH i p(H1O60 s NAn+ 16 the hone
process noves to step 51100. In step 51070, a bi nding

updat e tisrsert: thd he: hostedl@organt . t MRUGhLERRing update
sel ected router. This binding update is sent so that

tilse srobl | 2o robtér th32 mdbi 1 kesouhe:thdne? magedtt itdmtthe home
the start address of the bidirectional tunne

agent that the start address oftﬁuabidirectional tunnel
is changed to the address of the interface 205~A. Then,
thesystemwaitsforreceptionofanemﬁmowledgement(ACK)
of transmission of the binding update.

In step 51080, it is decided whether the ACK has
been received or not. When the ACK has been received
(S1080: YES), this means that a bidirectional tunnel with
the home agent has been newly constructed as a provisional
measure. Then, the process moves to step S1090. On the
cher hand, when a timeout results while the System is
waiting for reception of the ACK or when a negative |
acknowledgement (NACK) is received (S1080: NO), the
pProcess moves to step S51100.

In step S1020, the bidirectional tunneling unit 203

énables the interface 205-A to be used as an interface

Which becomes The starting point (end point) of a

bidirectional tunnel and also enables the global address
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is changed to the address of the interface 205-A
Then, the systemnaitsforreceptionofanacknow edgenent
(ACK) 15 of transmi ssion of the binding update. In
step S1080, it is decided whether the ACK has been
received or not. Wien the ACK 4ihs been recei ved
(81080 YES) , this nmeans that a bidirectional tunnel
t he hone agent has been newly constructed as a
%%F%u Orfal 2 28T REaurs S Thbat efhd L photbss L ike§ot bhe router

ste 51090. On th ot her hand, when a tineout results
Cﬂl'f?réi s@%?@mt?%e Wk erhg Fr2 P aclpticor f Uske Aok @ new

%ﬁr@“@%@aﬁ‘@“ 05, AT L e
l h i di t | t 2
ena es%t%%emltlEﬁ?elkrE ) regogoﬁﬁFBl bggnﬁ%ljeg%&im gt PRl ing

dll r%h_ﬁ-f %unn%lt "3 ml%%a f%gg“ Ieng?lagérraocess then

S+23 r f @ddress) associated with the |ink
to t%gé F%utseégﬁsgl-lgct ed fromthe interface 205-A to be

used agrashew §Ff@@raEMe59@T§E@@gef§§%%qe§%'@@ﬂ&%@d from

address) of the bidirectional tunn

loibdi nacd f Onak i heNehing S st Be LHE it &rd %%%lozx@édpffém the
perfornmed. The process then noves to step 51110. In

stieqr 31001 4 her peliectied o Bh 1 kSt b eBy¥ed EneMatiR8 enance
list. Since the selected router is renoved fromthe

bifsthien itig 5 Ayaltbrins PD8si bbetled LAY Wdte efficiently
mai nt enance 10 of the list of alternative routers and
rerd @f flisgirent ky a pee Formisigrirbart aaktamat bye ottt éns which

sear ch operations which
will be executed later. After executing step S1100, the
process returns to step S1020.

In gtep S$1110, the tunnel failure détection unit
204 monitors the disconnected link, that is, the link
between the interface 205-1 and global network 101. The
tunnel failure detection unit 204 continues the
monitoring until this link is restored and when this link
is restored, the process moves to step $1120. 1In step
51120, the bidirectional tunnel constructed as the
provisional measure is canceled and bidirectional
tunneling using the interface 205-1 is restarted.

Though not shown in FIG.3, the tunnel failure
detection unit 204 also monitors failures of the
bidirectional tunneling newly constructed as the
provisional measure. When a failure of this

bidirectional tunnheling is detected, it is obvious that

an operation similar to that shown in FIG.3 is executed.
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will be executed l|ater. After executing step 51100,
the process returns to step S1020. In step 51110, the
tunnel failure detection unit 15 204 nonitors the
di sconnected link, that is, the link between the
interface 205-1 and gl obal netawrk 101. The tunne
failure detection unit 204 continues the nonitoring
until this link is restored and when this link is
rest or élr the rprocessvimdvesh eohemepaSert0appr svep that the
51120, the bidirectional tunnel constructed as the
BOVE $ Porfl U hBEs Ur | Be GARde Y and 1birdi rekYi offal
tunneling using the interface 205-1 is restarted.
ﬂﬂﬁ@ﬁoﬁaa%%ﬁﬁﬁﬁﬁﬁFﬁ%@%lﬁﬂ%?Q%ﬁ%§h'ﬁ%l%ﬁealso possible
etection unit, 204 also nonitors failures of the 25
iUttt R BRaP P EaARES ﬁgl%émﬁ%éﬁs%%k%a QRefREion. More

Bis %#ié?%%f?%%%rwﬁ%ﬂe%@?ﬁ 6L trr?—'gf’%akﬁto%tlon unit

an operation_sim that shown in

t&)?g%u(ii S B P vt B ekt T hOME get e acauires a
8? f}fci L0 b} e out S ed¢nt qlvset ef?u%e.r, the
raI d% y, it is

care-of - resses SInU taneous

ﬂmocpoﬁ%m &%tspecrtfﬁ H'H“i@zt*iﬁm%%’a?EQ?%Cféé’r?&s a

operatlon every tinme

Wi'ddiﬁ@murﬂﬂjéj@é e%lxorw@iste%%éﬂ SRQVEIS@i PEW

alternative router and acquires a care-of-address

thomtbEs Rldesatdyed QuiRirni hevembhte-—ROM A8dress to the
detection unit 202 i medi ately sends a binding update

homea egisteri ngnt brigcgHikgdi10igans+0ohead@dL8Sy &% albquest
alternative care-of-address to the
acare-of-address or sendabindingupdateafter the router
is selected. Therefore, it is possible to simplify
processing during a period from the time the construction
of bidirectional tunneling becomes necessary as a
provisicnal measure to the time the bidirectional
tunneiingjf;actuallyconstructed. Also, it is possible
to shorten the required time.

Next, the operationof themulti-homedmeobile router
lleillbeexplainedwithreferencetoFIG.4AandETG.4B.

After the tunnel failure detection unit 204 detects
a failure of the bidirectional tunneling using the
interface 205~1 (S1010), the multi~homing detection unit
202 conducts a check to acquiré an egress interface in
the list of alternative egress interfaces and thereby

decides the presence/absence of an active egress

interface (81011). When theresultof thisdecision shows

- that an active egress interface is included in the list
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home agent. In this case, it is not necessary to

request a care-of-address or send a bindi ng update

after the router is selected. Therefore, it is

possible to sinplify processing during a period from

the tinme the construction 15 df5 bi di rectional

tunnel i ng becones necessary as a provisional neasure

to the tinme the bidirectional tunneling is actually

OhstLGEraRtAVSo c9%e 58 podsinfeaceso (chbttén (HeS), the

required tinme. Next, the operation of the nulti-honed

bt Fé e d deteat iwn U expPdi sed sF Eh Lérerentess

to FIG__4A and FICE4E. After the tunnel failure .

det CEE 8 U IE O AEEES § o4 92 $4rte 8F ThB et Face 205-B7)
t.he intﬁgfaceZOS-l

hi di i, I | i i i

616 L e R PP RS iPn 8 Y St b2 unfi Re 585 Rohibe garess
t i ) int er.f i 5 the list

TOEFE A BEIUAL I SO rol T B LR it iBeeuress

P F A PR e PR of TR Eet D BRcRbRs BTpEP S hoves to

agtdye o9 €SS RLrface, g Eﬁleegﬁgg%f' 8$%§Fe%ﬁa@§veoegress

alternative egress I nterfaces

mﬂﬂéff@@é&if@t@ﬁyﬂyluﬁhe %yﬁﬁfeegbige¥5?gﬁe%%ntinues

interface (hereinafter referred to as "iInterface

20581} i nign dheop kst tandioyesn i step PLRLIALWEN I cribed
active egress 5 interface exists, that is, the |ist of

alicar fial bvie £Yr €868 nioder Eagen tsr empby (§19138: tNOs1120) .
the process noves to step 51020. That is, when the

| i st off naktennatliVe pgk esbndii Albenbalkase iiss empty, tdhehe home
nobil e router 121 continues executing an operation
giger at tro u e Whove ldestedbedterface 205-B. Thisbinding
update is sent so that the mobile router 121 conhects
the start address of the bidirectional tunnel to the
address(carenof—address)oftheinterface205wB. Then;
the systemwaits for receptionof arn acknowledgement (ACK)
of transmission of the binding update.

| Then, in step 31013, it is decided whether an ACK
has been received or not. When the ACK has been received
(81013: YES), this means that the bidirectional tunnel

with the home agent has been newly constructed as a

provisional measure. Then, the process moves to step

51014. On the other hand, when a timeout results while -

the system is waiting for reception of the ACK or when
a negative acknowledgement (NACK) 1s received (S51013:
NQ), the process moves to step S1015.

In step S1015, the selected interface 205-B is

':emoved from the list. Thus, since the selected egress
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10 operation of the nobile router 132 (51020 to

S1120). In step 51012, a binding update is sent to

the hone agent through the selected interface 205-B.

This binding update is sent so that the nobile router

121 connects the start addresdcof the bidirectiona

tunnel to the 15 address (care-of-address) of the

interface 205-B. Then, the systemmaits for .

r eREFE IGHOE ah&c KifdWp B fedeiam (eR) Listt £ r ARsAiss@onsdble to
t he %indin update. Then, in step 51013, it is decided
WRBEAET BT AER t SRR bBeR I et vRYSSEr Hota L WeR athler acryress

h b ived 20 (S1013:.YES), thi t hat |

SRR LESeLret 20 (S, VOB (Ll scmmans (Nl

TP P LoL 0,5 Ry el Tosput e ThoR LD
LI AU 9L A0S, PR DRI B e

n (NACK) is received (S1013: NO, the
S?%cg\gg%dnog%gg%d step S1015. In step S1015, the

sel ect e, it erfacer 4098, 1 sn é'@gg\é@fjoflﬁ?p\r'hl&eb!iidﬁtrectional

Thus, since the sel ected egress Interface is

remeyed iffPmntine dd$lendl1 b8 POSSIPEELEQ c PEIFAMNL, be used
mai nt enance of the |list of alternative egress

inder hagesandi gvea of f heirenrtd Yo ReLf @uMde 81 Bnl@rexecutes
alternative route search operation that will be
éxietited ti dwd erouhiken rexaesutinghst ept8 Xl ety ~-B8. Then,

process returns to step 51011. On the other hand, in
dthep B10I4 s4 heobiedi riect soeal StanhAel ing unit 203
enabl es the interface 205-B to be used
In step S1016, the tunnel failure detection unit
204 monitors the disconnected lirnk, that is, the link
between theinterface 205-1 andglobal network101. Then,
the tunnel failure detection unit 204 continues the
monitoring until this link is restored and when this 1ink
is restored, the process moves to step 8$1017. In step
51017, thé bidirectional tunnel constructed as a
provisional measure is canceled and bidirectional
tunneling using the interface 205-1 is restarted.
Though not shown in FIG.4A and FIG.4B, the tunnel
failure detection unit 204 also monitors failures of the

bidirectional tunneling newly constructed as the

provisional measure. When a failure of bidirectional

'tunneling is detected, it is obvious that operations

similar to those shown in FIG.4A and P1G.4B are executed.
Furthermore, when the home agent approves that the

mobile router 121 registers a plurality of
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for a provisional bidirectional tunnel and executes 10

bi directional tunneling using the interface 205-B.

Then, the process noves to step 51016. In step 51016,

the tunnel failure detection unit 204 nonitors the

di sconnected link, that is, th&link between the

interface 205-1 and gl obal network 101 . Then, 15 the

tunnel failure detection unit 204 conti nues the _
nohF BoPTHgR GATES S99 s LRHK G 9 @4fdred Y dReVa Higscribed
link 1s restored, the roces%,nuves to step 51017. |n
STRDT AEIGT? E The bifdh T BhE FonBF iftirfrat - coNSERUBPES bbtEa L1y,

PERRER | hbR6sIRG TRt i P68 SBBEL AR g bF (e dfScovers
T h In FIG_4A and EILG 4B, .the t
Fartiar & e SUELaR DA b4 ) So RBRord AP B gty sends
raii'ir & deecs . s o
o oot ondl reaar & nen Sl r ARl e LFAEPER T Ee o s as

Zh EQQ@ﬂQBi!V%. ?QE%Q%GLd-*aJi&rE s\?mpg!tﬁpé%aeziggﬁg = én such

operations simlar to t hose sho |

4B e exPE U £Gho « e LELATIE ¢ 1t behgne, agents -
approves t hat tﬁ% nobilg rgﬁtéfﬂ%gﬁ registe?s ag) address

Ruradhbly 20h i3/ 68" epefataddi eeses t+Hidd 4 AB8QUS e t Pgce is
above described operation can be further optim zed.

ey e speci.fi arld yerogesryiti e tohes sblie- RO 89mp1: £y
detection unit 202 discovers a new alternative egress
pteréacénd Hurmmegizapelry gedad® b tabitAdinghupdate foiction
regi stering the care-of-address as an alternative
©dr & bfl i raddriesstdt Hehomeageot bdosuels reecasearit as a
not necessary to request a care-of-address
provisional measure to the time the bidirectional
tunneling is actually constructed. Also, it is possible
to sheorten the required time.

The above describedexplanationof themobile router
121 provided with a plurality of egress interfaces
presupposes that the mobile router 121 includes only a
single bidirectional tunnel and uses only one of the
plurality of egress interfaces as a primary egress
interface. However, by providing the multi-homing
detection unit 202, bidirectional tunneling unit 203 and
tunnel failure detectionunit 204 to the respective egress
interfaces used as the primary egress interfaces for the

bidirectional tunnel, it is possible to eliminate the

above described presupposition and extend the present

_invention. In this case, the operation shown in FIG.3

and the operations shown in FIG.4A and FIG.4B can be

eXxecuted by the respective bidirectional tunnels.
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or send a binding update after the egress interface is
sel ected. Therefore, it is possible to sinplify 10
processing during a period fromthe tine the
construction of bidirectional tunneling becones
necessary as a provisional nmedsure to the tine the
bidirectional tunneling is actually constructed.

, bl to_shorten_the required tine
%as&&éﬁ%ﬁfﬁ%&aﬁ%?&%%% %Ftt‘eﬁé‘?%ﬂfblqrél?o%@%rrelated

h | f .
2 Bppbad Q{Wa%nteli‘mé?eétﬁmig%%%ﬁﬁﬂE%@%‘%S%L grimary
bi. d I t
pﬁ%”lgéeﬁ%;n'ot%erég%%é‘%‘ ?%Eﬁﬂﬁaei T f?ﬁéer?}:oéﬁsguﬁaels as
d’igttg% ﬁ%ﬁteu'ﬁ_% 55 an dcorg\él Iglogng unrn;gl |(ﬁ;§m§|’?|nt§‘326§ for the
@E&lﬁygn%ffﬁﬁh%&%d%%&ﬁgio%dﬂﬂélgg t tpgﬁalred it is

respective egress int aces used as % e

%Qf:se§§b'l%t erd ages il tﬁﬁhSS' gﬁb%%ggﬁégfg léé@gell'nﬂérfgces

possible to elimnate t

presuppesid j of-and LR tt'FﬁsWﬁk?@@ilm'e@)\"ceml"@rls Ibssible
this case, the operation shown in FIG 3 and 't

GREF &tH ORS ISHoWN-d it EkGs 4Anang 1 BliG 4B ¢an be tu@?&?&l’lﬁ% with
by the respective bidirectional tunnels. 28

Espechahky ,a ddet mibt iethont hgndatecthsen tid tmd021i-homing
related to a certain one bidirectional tunnel treats
preictary 1 oggr esse dntier fdcesnofwichek op ke duidli r eetd anidhimize
tunnels as alternate egress interfaces. Then, to
edirensatet fec tishe af sfed lour €hef fhidiveetd Dridle egress 1ink.
tunneling as required, it is possible to use the
Qﬁmgg*ﬁhﬁapyagﬁwgslmﬁggﬁﬂa@egiLsclosed here, the mobile

router can actively search for an alternative route to
reconstruct a bidirectional tunnel with the home agent,
thereby eliminate the necessity for each mobile node
attached to the mobile router to carry out processing
of switching default routers (this processing normally
reguires time) andndnimize1ﬂuaeffects of disconnection
caused by the failure of the link.

This application is based on.the Japanese Patent

Application No. 2002-378457 filed on December 26, 2002,

the entire content of which is expressly incorporated

by reference herein.

Industrial Applicability
The mobile network control apparatus and mobile
network contrcl method according to the present invention

have the effect of improving transmission efficiency



Thus, according to this enbodinent, it is possible for
the nobile router using bidirectional tunneling with
the hone agent to efficiently use the multi-hom ng 10
technol ogy used in the network protocol and m nim ze
adverse effects caused by the 2%ilure of the egress
Iink Usi ng the present invention disclosed here, the

%% router can actively search faor an alternative
r"&h o gﬂe‘%‘?ﬁt%bftpﬁoﬁeﬁsﬂe%ﬁ i bPafst GRNBPARISt R ft Remobile

agen 5 thereby m nate the necessity for
% whgh 14 foaEs Hldiaﬁ%% CER® Tt F et RBUFBD 1 ke network
C t roceSS|n of SW t h|n default route
(e B e BEE R T n B el 155 BT L Evies s ef i poutes
t e _pf t nnRect | by the failure. of
tﬁ'igﬁ%gﬁrhgé%%%pﬁ( %téltd?onmﬁggggas% % Ojf]ﬁ %Bﬁﬁ&s%ethOd
gg% Application No. 2002-378457 filed on Decenber
52 the entire content of which is expressly
|ncorporated by reference herein. 25 Industria
Applicability The nobile network control apparatus and
nobil e network control nethod according to the
present invention have the effect of inproving
transm ssion efficiency 29 wthout giving any
processing |l oads to nodes of a nobile network and are
suitable for use as the nobile network contro
apparatus having a plurality of connection routes

with a global network and a nobile network contro
method 5 therefor. 30



VWhat is clained is: 1. A nobile network control
appar atus, which maintains a connection that is
constructed between a node belonging to a nobile
network and a gl obal network and is constructed

t hrough a router apparatus t(ﬂat has a plurality of
interfaces each having a cohnection route to said
gl obal netvvork and belongs to said nobile network,

Whgﬁ yetwork control apparatus conprising: a
ec on sectl on that detects a failure of packet
tunneling executed wusing a first interface of sai d

| ur,al i erfaces; a sear h sectiagn th
1. Bcarbmmoble Benigts coRe fupdlaf Scuhin SaINAD: o Bnnegios that i
cohBir@stEa GREVEST 8 hate BeldhgintPtots hisbile tehdrk Whll P§loblkenetwork
packet tunneling; and an execution section tha

an@%é&ﬂﬂé&'ugaé ihough rin Exutergapraratyst that Basr 2 mitality of iarfaces
eacﬁ_tlgﬁ\éﬁ(‘gea BRA&ABnfoutd G0 fddi | 6!55] Jt\%ﬁ(' aﬁ&dnég%f%ew said

sai rch section conprises o er natrve r
maelgrreiwore the mnbﬂmaetmmlacom a‘ppareﬂums abrprisiag:i ve

rout er ar at s a cpnnect ute to sai

o1 obh BERET R Sioh oAt RS on BUORC O BPekedi et Sctitea
usm@tam@xmt@m:e ofesaRl PlUraRty R irtdgaRss | nterface haVI ng a

connection route to the searched alternative rou

appaPa&egechosactign thafi spasehasadior ﬁyse@pnqi iterfac aksaid @'H@“W of
int&f5Qa cdofif %E@ﬁfé de:fectéra?alﬁ'}?@ fhe R@Hﬁnﬁéﬂgﬁ 8hd

apparatus ac or di ng to cl al m ereln sal searc
sect Apexeoution samion thaigestautes packsaemnr@hng hsing the searched

sefil Rt@tabaTampat of e ol FEiarBoa®El oo router
ap pwnhateins, saidnsbareh dsedtioar BainpYises i %ntemwehrcﬁﬁ@rt isearch
sear ?@es fog another alternative router apparatus

seGiftehtnah searcags &ral pitinalie fasterrannagatyy, kesp coppgction
roRENSI 88ld Fobal NFetWBE hRdNBRIBAT KelGRY 1P lsafPRAYLAE Ysetwork, and

according to claim2, wherein said registration
detesminesn aaclqgr%@slnée@aeb haviagda e@mnmtum troates ta tih eagarched

r ' P S I [
o GELEToLE b BHAGE AR SHSHPRL B9 5R0fer 55,8 Bone
interfackai d rout er apparatus when a current address of
sai d i ngress
2. The mobile network control apparatus according to claim 1, wherein said
search section comprises a registration section that registers a binding between
an address of said ingress interface and an address of said router apparatus,
“and |
 said alternative router search section searches for another aliernative

router apparatus when said registration section fails to register said binding.

'_3. The mobile network control apparatus according to claim 2, wherein said
- registration section acquires a global address from the searched alternative
router apparatus and registers a binding between the acquired global address

= ‘and the address of Said router apparatus when a current address of said ingress



31 interface is not a global address. 4. The nobile
networ k control apparatus according to claim 3,
wherein said alternative router search section
searches for another alternative router when said
regi stration section failsm%f acquire the gl oba
address. 5. The npobil e net k control apparatus
according to claim1, wherein said search section

mﬁé?f&é'@ﬁ&tf@!oﬂhf&‘&{?@éé ve interface search section that
S

sear che r an alternative egress interface which
has a connection route to said global network out of
and determn
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said alternative interface search section, and said

sald registratiopsertion fils d@ arquirestberglohal sddrastes for t he
alternative router apparatus when the alternative
egress interface is not searched by said alternative

3.1 nt dicasebiése nettorks eonfrarapp@ratiih acnmblirigetorréaiwo rk wherein said

t . ap ) carding t.o am5 wher.ei n, _sai d
scafl} SRR PR RGeS A7 RREERT, iBeliPs MeBten BB Indhagorches
fow agieﬂtbmanva duresk rrgerb@de/\mrch lﬂiﬁs &d@trrﬁf:‘é&tl@‘f réié to said global

arched al ternative ress interface and an address
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egress | nt erf ace when sai regi stration section fai
sepreheddiysiaid aliernafivs inderfage spargh sedfioneamt wor k cont r oI
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appatatug kwlamﬂ taegbitbabtivet ogreks iatuiface ot rewireitbd by said

thr h a_router a ratus that has a plurality of
a't?ma@?/gér?é%@acee%%ﬁ{dhgg&l?@ a connection route to said

gl obal network and belongs to said nobile netvvork

the_nobile network control method conprising:
6. det dbeimePils _efwerk genteaitanpgraius siccendingofo rpja@két wherein said

se%rlléﬂr C?II?@ Csﬁ?'g%gg‘f% |sﬂ%t|%|‘? gégf (ﬁﬁtﬂa{t’?%é gt??ss%g) ng ﬁé]%etween
anfagidresss et thedseanthed albernafives agbsplinfesfiace yandfan address of said
router apparatus, and

said alternative router search section searches for another alternative

egress interface when said registration section fails to register said binding.

7. A mobile network control method, which maintains a connection that is
_constr-ucted between a node belonging to a mobile network and a global network
and is constructed through a router apparatus that has a plurality of interfaces
each _having a connection route to said global network and belongs fo said
“mobile network, the mobile network control method comprising:

a detection step of detecting a failure of packet tunneling executed using
_ 'a first interface of said plurality of interfaces;
a search step of searching for a second interface of said plurality of



32 interfaces according to the failure of the packet
tunneling detected in said detection step; and an
execution step of executing packet tunneling using the
second interface searched in said search step instead
of the first interface, anq3¥Merein said search step
conprises an alternative router search step of
searching for an alternative router apparatus which

.m@aﬁc@s Ca%eﬁﬁﬁg 18 ﬂh%umul;@ ofsﬁ‘i'ed s&@%nﬁgmgge&e@% in said

whi ch belongs to said nobile ne term nes
de&ﬁtctioﬁgﬁ’f%issandnterface havi ng a connection route to the
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interface searched in said search step instead of the first interface, and

wherein said search step comprises an alternative router search step of
searching for an alternative router apparatus which has a connection route to
said global network and which belongs to said mobile network, and determines
an ingress interface having a connection route to the searched alternative router

apparatus out of said plurality of interfaces as the second interface.



