19 August 2005 DESCRI PTI ON DATA PROTECTI ON SYSTEM THAT PROTECTS DATA BY
ENCRYPTI NG THE DATA 5 Technical Field The present invention relates to a
data protection system that encrypts data and distributes the encrypted
data to a plurality of termnals, and in particular to a technique for
determining keys for use in encryption and decryption of d4?Augus 2005
Background Art Agai nst a background in recent years of devel opnents in

mul ti medi a-rel ated technol ogy, enerRESCRIRXIOMIr ge-capacity recording

medi ums, and so on, systens have been appearing that 15 generate digital
content of noving ineges, audio, and the like,~ store the digital content
on |l arge-capacity recordi ng nedi unms such %ﬁ% cal disks.,._and distribute
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disk or the like is read by a term nal such as conputer or a repraoduction
20 devi ce, and becones a-target for reproduction, copying, etc. Usually in

such sy encr i qn, techni ques are used to. protect the so-called -
copyr ghtM&dcontent in other words, to prevent illegal use
of the digital t g | '

system encrypts%'r}' 5%5'%?’% gﬁ?t#ﬁ%gugﬂlﬁeg% t%gratégﬁfg?fe%écﬁg{?/gﬁégey,

records ReeRoLyBLGH i Gadl S0t 894 0BuPs OBhLCRncyBkedr ddtd |44 ca and

termnal that hol a decryption key
that corr Sith? df 1% ARIMSEs 20915:1 thepgReiyplapntkey ¢aghabgaentoke

original digital content by using
determining keys for use in encryption and decryption of data.:
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Background Art:

Against a backgroﬁnd in recent years of developments in
multimedia-related technology, emerger;ce of large-capacity
recording mediums, “and so on, systems have been 'appeér‘ing that

15 generate digital cohtent of moving irﬁages, aﬁdio, and the like,
store the digital éSntent on large—capacity'fecording mediums such
as optical disks-', and distribute the recording mediums. .

Digital content recorded on a distributed optical disk or-

the like is read by a terminal such as computer or a reproduction .
20 device, and becomes a target for reproduction, copying, etc.

Usually in such a system encryption techniques are used to.
proteci: the so-called copyright of ﬁhe 'dilgital content, in oi:her
words, to prevent illegal use of the digital content such as.

- illegal copying.
25 Specifically, the system encrypts the digital content using
aparticular encryption key, records the encrypteddigital content
on an optical disk or the like, and distributes the optical disk.

Only a terminal that holds a decryption key that corresponds to
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the decryption key to decrypt data read fromthe optical disk, and perform
reproduction and the like of the. digital content. Note that nethods for
encrypting digital content and, recording the encrypted digital content on
a recording nmedium include a nethod such as. encrypting the digital
content itself wth an encryption key that corresponds to19 Aegust09Pti on
key held by the termnal. In another nmethod, after digital content. is.
encr ypt ectvé ehcayphion kelyararkebtand thecoriginahdagi sadrepneneyHainglo a
decryption key that corresponds to the encryption key is encrypted with an
encrypt i dih&eeanvmt ion keypsaddeesyPt ndata F&kad 5 oh ths m@%‘y ik
termnal. As one exanple of such a syste tignal Technical Repo Vol .
rr:}"é ?a??oﬁh%eﬁ ?it

43, No. 3n¢pernform xrepredychden agdalhe ggrtalgo Fé shita
Versati | e D SkNGHRHEREF oFEERPEA St oFRCEYREL AR SRBY5H gRE™BFBE edbn
" bcoPied KRFOPAHS MR e oo, A Bar ate con BRE BH Bl Ueftd e ARV
Corm nal gt dihethofl BUERCHY! EhcRiobiify RHId didital RURIE S8Be1t .

decrypti Qs ¢ 8%3;% J}?ﬁ‘id’hi GHa@NcOf rédddritd ebythdlaeHipti®nakéy held
repr oduci ng tﬁe |gr|ta con%lgnt ar e%orfjeaIS on the DVD. Note that 3(:1 key group

that has fipathencptirRl W Th QacRhERNHEARbY] cafiefRaligitd] kentand tisat is
necessary for decrypting the digital content is recorded on the DVD...

Usual | y, drieryamad/pitoa gent el xhbiey hadimsodrddd on akeetordéng etedidmever ,
it is possible that analysis of the termnal 2 19 August 2005 by a
di siénesta pdetyypiion| kag thathecateresgmriden teythei mpcryption key is
' encrypted with an encryption key that corresponds to the
' decryption key held by the terminal.
- As one example of such a system, Nat.fonal.._rechnical Report
Vol. 43,_No..-3, pp. 118-122, En'gi'nez.aring ‘A'dministra'tion: Center, .
15 Matsushita Electric Industrial Company, dune 18, 1997 discloses:
a DVD (Digital Versatile Disk) right protection sysfem.— “In this.
DVD right protection system each DVD reproduction terminal for
reproducing digital. co_ntent- recorded on a distributed DVD
pre-stores a master key. The master key is deterxmined. by t_he'
20 manufacturer of the particular reproduction ‘terminal. The
reproduction terminal, which uses ‘this master key in thc-_:
decrypt;.ion process, has a fun‘cﬁion of- ult_imately.decrypting and
reproducing the digital content recorded on the DVD.  Note that
a key group that has been encrypted with each manufacturer’s master
25 key and that is necessary for decrypting the digital content is
recorded on the DVD.

. Usually, the decryption key held by the terminal is kept

secret. 'However, it is possible that analysis of the terminal
2



recogni zed and exposed. There is a danger that once a decryption key held
by a particular termnal is exposed, the dishonest party nmay create 5 a
termnal, software; or the like for decrypting digital content using the
exposed key, and make illegal copies of the digital content. Cbnseguently,
to protect copyright it will no longer be possible to enctypugudsigo0s
distribute digital content using an_._encryption key fhat corresponds to the
exposed decPYpﬁtﬁFé&%ﬂeﬁb PBFtﬁx&&ﬂPe?eﬁﬁdﬁﬁ)Fﬁ?odﬁﬁﬁﬂﬁﬁ%%ﬁié#yagﬁ%fg
reproduction_terminal_in the abgve-described DVD right protection system
it will nofFE6RYBL2H %BQSFEPES? “distribute digital content that has been

exposed. 15 no a THELE : T8t SPRERE' hhBEBHER, B Hadhiiior ey ALKV
manuf act ur ehg  sh1 4pe Arfll A LIANLARSEAT KRY A SHUHAMY (i Bay EPOAEE!
I on. ob the D :

for distrib wever, a pr mariseés that since

reprodust i og ¢&imi Al A3, DEE N AN RL KEeEL AR, 5 dil¥RanepsReest i on

term nals nade by the sanme manufacturer all hold 20°the sangé nmaster key,
these DVD r gpipguehé 08xH85BHNRES, AsRd UNAS €il1&gd EPESPLES HEOthel acentent
that is newy generated, recorded, and distributed on DVD after the
exposur e of cbhtefBst @orlswqudntlygt her pyotdetr tbdbpoptghyDitepidliusdi bonger
termnal is analyzed by a dishonest party, there will be numerous DVD
reproducti ohetpossiiales 25 dratyptn drkie distuibutel digdtallecabkentousseg nemd y
generated DVDs. One nethod for solving this problemis to provide a
separate deneypption Kegy fthataxr @¢pondsr sdutheoaxpesadngecreptigpt key.
digital content or the key needed for decrypting the di %ital content with

3 19 AM@ust 2005 FeheXamnlsm kajkdnghbRte Sransistard tien e DYECFSREPHRCEIQN
held by -all terminal in the above-described DVD right protection system, it
will no longer be possible to distribute digital content that has
been encrypted using a particular master key once that master key

Vhas been exposed. | |
15 As a result,. after the master key is exposed, DVD

manufacturers must usre a different master key to enérypt digital
content for distribution.-' However, a problem arises that since

the DVD reproduction terminal that has been analyzed and numerous

DVD reproduction terminals made by the same manufacturer all hqld

20 the same master key, these DVD reproduction terminals are unable
to reproduce digital content that is newiy generated, re,cqrded,

and ciist'ributed on DVD after the exposure of the master key. In
other words, if one DVD reproduction terminal is analyzed by a
dishonest party, there will be numerous DVD reproduction terminals

25 that in the future will not be able to use newly generated DVDs.
One method for solving this problem is to provide a separate

decryption key for each DVD reproduction terminal, encrypt digital

content or the key needed for decrypting the digital content with
3 .




the DVD reproduction termnals, and record all the encrypted data obtained
as a result on the DvVD. According to this nethod, since it is possible to
record on the DVD all encrypted data that is 5 obtained by encrypting
digital content using each encryption key that corresponds to each
unexposed decryption key that is held in the group of DVDI98HEWHEEP? on

t I nal s, if the' d ti K f DVD, 1. duct i I nal
ar e expoSRNC ARt HOTORSY B B AT R BT Fl e RRERY P EnBd e deey SIS °
b d Jl i1, be able t di
the futurdhe PR SHas 1ok eShmiiee gt e hE el SR R R

enormous acgg}[ua"ﬁ.tneq ?Qgg&ﬁeﬁo&ﬁd%ﬁt LRD dvy M H@ES:Q?EgW%‘B&%qﬂéE’ho@P sankar get

for distribution o an enor nous anount o ata 15 nust be recorded

on the DVO. BiSelasyid Of d hodiieesh fhel Dyl £110éntbppediy tardeatidtbad
the o t he

probl ens, ject o present. invention is to provide a data

prot eqf i Onysyaitrig bpaéncggﬂeﬂﬁgmgﬁm gofivehtags hgicaeh enotgntiamkeleys
necessary for decrypting e data,” the systemusing an encryption techni que

that reducgfat @oxréepoirid e amununekpesedypeedydoiantkey tiltdiist hiedt ed,
and that, when a decryption key held by a particular termnal is exposed

by anal yziingthe drempg by raptioshanésh paminalsh pvendifi thedecnyptygned
data from bei ng decrypted correctly by the particular term nal, but
enabl es t Heyesnorfy e dava repiedudbirpptedmbpadshere: exRPAgHs; 24dd VG
provide a technique that. is wuseful in the structure of such a data

prot ect i orrenrscaat ion geamdnel s2eRcePh BIORE WhBSECKH B BavR %%\?é‘P3§§9r‘i bed

object, the data .
10 will still be able to use DVDs that are newly generated in the

future.

However, there is a problem with this method in that when
an enormous amount of DVD reproduction terminals are expected to
be a ﬁargét for distribution of a DVD, én enérmous amount c.af‘ data

15 must be recorded on the DVD.

Discl f the I .
In view of the above-described problems, the object of the

present invention is to provide a data pr_otection system th_at; _
20 encrypts data such as digital content and keys necessary for
decrypting the-data, the system using'a.n en_cryption technique that
reduces to a degree the amount of encry'ptea data thaﬁ is
distributed, and that, when a decryption key held by a particular
terminal is exposed by analyzing or the like by a dishonest party,
25 prevents the encrypted data from being decrypted correctly by the
particular terminal, but enables the "encrypted data to be

decrypted by other terminals; and to provide a technique that.is

useful in the structure of such a data protection system.
4




protection systemof the present invention is a data protection system
that includes three or nore termnals, an encryption device, and an
encryption key designation device, and protects 5 distribution data that is
to be distributed to the termnals, according to the encryption device
encrypting the distribution data, wherein each term nal st®Aggusi2005
decryption key group assigned individually to the term nal accordi rag to a

! y ! !
predet er ni ned” ke¥? @¥4pFnkenachierBdtheppaPre-dRS Rt @l ef et riuded®

data group 10 that has been output fromthe encryption deyice, and yses a
st or ed deEFQEFth"Re?Y?BeBe‘B yphe SGSte SR PBut ot 93t PETRPCt10n

det 1 ned.k ' t t hod det ! t t 1 _nal
G oups.  whPERCEPE TEobEL RAOP M 2R FORS: L Ty s 45 so YR rber B hay

h of th lL.nalLs i e f ] ¢ . Qn f t 1.nal
aroups, and"So Bhar BordPkiEnorey’t AR " i o S "R
term na 9&9E9§%BG@§.oﬁh85€§ 828 St Nl g3 iﬁd@:’ﬂ’ o ‘(’ji!l-w t.?}.‘?ﬁi%rlsqne
or nore of the termnal groups doés Tnot conpletely include and i's not

conpl et el yakogkysdeg £8 the ehBeypt P8R eévﬂeéeeﬁér$;bﬁﬁgerm@aaiﬁﬁtmﬁ,ioﬁab)
deci des one or nore 20 decryption keys individually in correspondence with

each term gata, amtreaghedeheidimathll eebireela aeeppt 268 Ky ﬁﬂ&ﬁb@ﬁ‘sﬂg@e@aCh
terminal the decryption key decided in correspondence with the term nal

and all desdypidosl kpysodehededriminadr rzspadidenc eona prddeteatineal key
groups that include the termnal; the encryption key designation 25 device
desi gnat esagstgypenomésysd, akaind wiesndcrypdkedddiet nibatiom dbds gratpon
unit” for designating one or nore termnals as invalid termnals; an -
encr ypkQ onthaty hssbgaat owtpuhifirombhe encrypteordderviper cinkipgesaa sitgaed t o
the terminals, other than decryption 5 19 August 2005 keys assigned to
the one ord®SF¥PEIRA k@MW ckRi ABLYRY cepFEYREPBefistribution data; the

| predetermined key assignment methéd (a) determines two or more
terminal groups, which are groups having two or more terminals as
- members, so that ea-ch of the terminals ié a member of at l_east ‘oné
15 of the terminal groups, and so -that a relationship is satisfied
| sui::‘h that any of the terminral groups that shares a same terminal
aé a member with another one or more of the terminal groups does
not completely include and is not completely included in the other
one" or more of the terminal groups, (b) decides one or more
20 décryption keys individually in correspondence with each terminal
and each determined terminal group, and (c) assigns to each terminal '
the decryption key decided in correspbnd'ent:e'with the terminal and
all decryption keys decided in correspondence with all terminal
groups that include the terminal; the encryption key designation
25 device designates encryption keys, and includes: invalid terminal
a designation unit for designating one or more terminals as invalid
terminals; an -encryption key designation unit, when all the

decryption keys assigned to the terminals, other than decryption
' 5



as valid decryption keys, and supposing that a procedure for. selecting an
assigned valid decryption key for the nost termnals to which a selected
valid decryption key is not assigned is repeated 5 until all term nals have
been assigned a selected valid decryption key, for designating encryption
keys that respectively correspond to all of the valid dectypugei2R@ys t hat

o 2oL BN o 8 ARG PR SRE A pe ee
sucoessLvehy YEARE SEriRiiog SSREOTANEC ARGCMILOLRYS | SrSORYE or

out put ti ngsei@@tgﬁ#‘%rna&‘é iegfi‘&&%tl & QEELgﬂ:@P&A %a}ij%ﬂ n@(ﬁ%sﬁ&?miﬁ?&

di stribution dat s elt recorded on r ecor

di stribut egh wiiiclli $5ehBEEED ﬁéiladadé/&:%ﬁfri:ﬂ{nt keﬁQs‘(M@h%%gﬁ@E‘%ﬁ:Sﬁéé %‘d \

path. It is assuned that the data w ultimately reach’the term nals.

Supposisng ket 1 har eeAfitnd B Haba ech adsighed 3 skiect 88 RiNala d8EeYEEion
determ ned by the above-described predeterm ned key assignnment nethod are

group A cdrsy stfiorgdesidedtingplendreptibfidyzathd résp@otifrel coosrespogd of
termnal 1 and termnal 3, and group C consisting of termnal 2 and
term nal 3:0 Adlaofeshétvaifid becrppedenckagmetiakesre asslgrinadhtasmat hesilt he
decryption kegs stored by terminal 1 are termnal |'s unique decryption
key, a de@fypbemrodesdurk;cand sbp@Emdinwptiiongenireringhddeas deuy ¢pervptkay B
25 corresponding to group B. Furthernore, the decryption_keﬁs stored by
term nal Mrle r BNEAYPRLIBguEL gtelletigpdate lay SucRessdEelypupdngkald A
corregBonding éo groug A, and the decryption key C corresponding to group
C, and’t h&Rfectsptenmat ey enSFYPetrby k8YS ot AU GISE YPBOSL St iRzl ors datA,
term nal %]énser% '§ uget %Cer.-x)(g});&:ne %%.’sttrqguggglt:yc?atéaorc};roup, and outputting
‘the generated encrypted distribution data group. -

Here, the distribution data is either recorded on a

‘recording medium and distributed, or distributed via a wired or
15 wireless communication path. It is assumed that the data will
uitimately reach.the terminals.

Supposing that there are terminals 1, 2, and 3, the terminal
groups determined by the above-described predetermined key
assignment method are group A consisting of terminal 1 and terminal

20 2, group B consisting of terminal 1 and terminal 3, and group C
consisting of terminal 2 and terminal 3. As a result .of the
predetermined key assignment method, the decryption keys stored
by terminal 1 are terminal 1’s unique decryption key, a decryption
key A corresponding to group A, and a decryption key B

25 corresponding to group B. Furthermore, the decryption keys
stored by terminal 2 are terminal 2’s unique decryption keéey, the
decryption key A corresponding to group A, and the decryption key

C corresponding to group C, and the decryption keys stored by
6 ,



key B corresponding to group B, and the decryption key C corresponding to
the group C. In this exanple, if termnal 2 is analyzed dishonestly and
all of the decryption keys that it holds 5 are exposed, termnal 2 is
designated as an invalid termnal, in other words a termnal to be
i nval i dated, and the encryption key that is designated byl?Asgesi@dPdpti on
key designation unit is the encryption key corresponding to the decryption
key B. Accot@rmgryl 3 prasierninal St siuniae: teceyphiorrkenathehdecr et o
been encrypted using the encryption key corresponding to the decryption
key B, ternf¥l B FarresPemiing o teorgeetr yBdednsdt thae depryption | dey C
termnal | and termnal 3 are able to correctly decrypt the data. _To
achi eve t heCSiKESBBPEALRY tiq the greuPdossilpl Ehis ehamiiuid §8rRipAt2 Hes

n key_ 15 corresponding to.termnal |'s

b - d i t i |
e GerPsBe k2 et hon BRI AT he i, GGV BE ABRAN S Eh At ST
i i key, .but . ed to.thi thod, .th t d of i,
Phe e Slec XBL! Shodt raihiRATRE X deRibnaled s an RbySalo.berplials iW
_ f | EFs _
rovs Doa" SEHSr Wokass filnflal N pTPLRIALIdat O o0 ehEDEn Ry BIEEN ey

di stributedenhp Of iRs1YREES ﬁfct‘i{ed'b%rkgtwﬁ )Pé;?%‘ae%tigh%\{ﬁ%i BRit! s khe

possible, in a data protection systemthat distributes the sane encrypted

data, such @act{it G Skd\e RS bdriiiIRE Pt heNabkRygeidn $eyl Bal content,
to a plurality of termnals to control” the anmount “of encrypted data to be

distributed. Furthefomtinglwhen fadadesi gnalsed ibatedneb &ash itisrmiandly Rhiagn

keys' exposed, that designated term nal cannot correctly decrypt data,
Wwher edd ot heas bekh AngngpteQaisirey mheabscogst omt kegt tyrdespyntiingetaaha.
| decryption key B, terminal 2 is not able to correctly decrypt the

data, while terminal 1 and terminal 3 are able to correctly decrypt

the data. To achieve the same object, it is also possible to

" distribute data that has been eﬁnypted usiné the‘-enéryﬁtion kéy

15 corresponding to: terminal 1's ‘'unique decryption key and the
encry@tion' i&ey corresponding to tefminal 3’s unique decryption

key, but -'compared to this‘ method, the method of using the

encryption' key corresponding to the decryption key B uses fewer

encryption keys. The effect of this method is that the less

20 encryption keys used, the smaller the amount of the encrypted data

that is distributed.

o Inl other words, according to the preseﬁt invention, it 'is"
possible, in a data protection system that distributes the same
encrypted data, such as the keys necessary to decrypt encrypted

25 digital content, to a plurality of terminals to control the amount
of encrypted data to be distributed. Furthermore, when a

‘designated terminal has its decryption keys exposed, that

designated terminal cannot correctly decrypt data, whereas other
7



Furt her nore,
the determning of termnal groups so that a termnal group exists that
conpletely includes the plurality of 5 term nal groups, and so that a
relationship is satisfied such that any plurality of term nal groups
within the plurality of termnal groups that shares a san‘wt\elﬂﬁtﬁa&group
as a nenber with another one or nore of the tsrm’ nal groups does not

conpl et el yt¢FRinALS @R gornest lyoMscEverty thec

of the 10 term nal

corresponded, wik4rt &%%SﬁégEggoggggg%ﬁlﬁ%?ﬁcgggggtié)rgrp?%e%a{‘fpé%éro??uﬁ"ax and
5 . : .

PR BT THE REe TR o5t ExfShafolegees Lindr &

15 C, ternjnals th | opg..: ' I :

Lorm ot orobnal SrgBE RRTat S AT o ulialy Snldiicla £RE PRI/ B

a term nal
t er m nal

decrypy i O%Mirga%afsgggdiagg{ ¥o eﬁ%va@aazfél%rti%ﬁs@ﬁfﬂ palsatinati ebengenke the

term nal group

§

ong to the termnal:groups B and Cis

di shonest | yh\apahy28de yRQye %@Eﬁ!ﬁhhk@r&%ﬁﬁﬁ%hﬂﬁi £ige tHRQIrRNAYPSF @R ricdyial
ey

correspondi ig to. the decryption
term nal s.

included in the terminal group B and the termnals included in the,

term nal gsmipr Goreooforhecteymirnalygtotpe dets nst ncpnigletudyr ipclodekey
BC. This 25 nmakes it possible to encrypt the data using few encryption keys
in a way tdrad immott eompilatslyamndéodedt inhthesothedrore QX mang fethsr e,

the predeterm ned key assignnent nmethod may further performthe

det erdfl ni ieprsinale growpishal

group includes three or nore term nals as nenbers

For example, if a decryption key AB is corresponded with

" terminal group AB that includes a terminal group A and a terminal

15

20

25

group B, and a decryption key BC is corresponded with a terminal
group BC that includes the terminal group B ,ahd a te'rminal group
C, terminals thét belong to terminal group A but do not belong
to terminal groups B and C have the decryption kéy AB',"but do not.
have the decryption key BC. Accordingly, even after a termipal
that belongs to the terminal group A but does not belong to the
terminal-groups B and C is dishonestly analyzed, by encrypti’ng
data using the encryption key corresponding to the decryption key.
BC, it is at least possible for the terminals. included in the
terminal group BC, in other words the terminals included in the
terminal éroup B and the terminals included in the terminal group
C, to correctly decrypt the data using the decryption key BC. This
makes it possible to encrypt the data using few encryption key;s
in a ;nay that many terminals can decrypt the data correctly. -

Furthermore, the predetermined key assignment method may

further perform the determining of the terminal groups so that
‘ 8

the predeterm ned key assignnent nethod nmay further perform

88 d in the other one or nore

BC, it is at |east possible for the
gidpsidedti shd Aes at SaME NS rigiiiv(aIp gBOUpI 8s G hemberrwisth haotbem nal s

groups so.that 8 19 August 2005 ‘each terni.nal



and so that a term nal group exists that contains three or nore term nal
groups. Accordingly, in distributing the sane encrypted data to each 5
termnal, the encryption of the data can be perforned using a key that is
common to the three or nore termnals, therefore the amount of data that
is distributed can be reduced conpared to if each individi@Augest2085used
in encryption. Furthernore, the data protection system may include a key
10 storage eaghd=rniail ghenpiinclsdssiposedorhadredrntigratisnat manbers,
corresponded with-a node on a |l owest level in an Ntary (N being a natural
nunber equadnd cs®rthgteat bermhnaltdrewy existsthhatt qoataiasi hhree pdumeret y
of hierarchies, determnes, for each node other than the nodes on the

| owest | eveterBingal raiquBs of conbinati.on 15 patterns, for each one of N
nodes that are.reached frogmthe node  (parent. node) , that are conbi nafions

of two or nore ofAAE RN Yesin distading ingdhmaape anfE MteGRAt 2 5R&2CRat
e otk AT (A P v
o fur ¢ nes Ty SRR Y ol eheCPREESRANGEPE il DKol PR SMARL
Chat evecutSs Hftd HHEY. 45T Uler 200-3CRANYBE | PHAKEKACELREDI U (Mh S0KRER, |

the decryptj gl widhadr Q&R Fi@ahgie% assieHeeqdphdopach 25 termnal, determ nes

decryption keys to be assigned to each termnal, the decryption keys being
(a) from anong t herdeermRireQNthkest 8tPF Skt Al & yetiens Ay adfc Tiedé GE kel

correspondence with each node on a sane path, the path being a path from
the ndde 9 sitbrmEUdevi@eS thael,r ehpandingst suppeséar thael eaxh tdearnicadsts
| evel to a node on,
corresponded with a node on a lowest level in an N~ary (N being
a natural number equal to or greater than three) tree structure
having a plurality of hierarchies, determines, for each node other
than the nodes on the lowest level, a plurality of combination
15 ﬁatterns, for eacﬁ one of N nodes that are reached from the node
(parent node), that ar'c; combinations of two or xﬁore of the N nodes
including the one of-'the N nodes, and that include a combination
of all of the N nodes, decides an individual decryption key for
each determined combination pattern and stores each: decic}ed
20 decryption key in correspondence with the node (parent node), and
further stores an individual decryption key in correspondence with
each node in thé lowest level; and a deérjption key determining
device that executes the predetermined key assignment methed, and
that determines the decryption key group that is assigned to each
25 terminal, determines decryption keys to be assigned to each
terminal, the decryption keys being (a) from among the decryption

keys stored in the key storage device in correspondence with each

nocde on a same path, the path being a path from the node
8



t he hi ghest |evel, excluding the node that corresponds to the termnal,
all of the conbination patterns that include a node that 1is one |evel

bel ow t he node on the sanme path, and (b) the decryption 5 key stored in the
key storage device in correspondence with the termnal, wherein the

term nal groups have a one-to-one correspondence wth thel2augusn200dN
patterns, and each termnal group is a group whose nenbers are all the
term nal s thatresponddsgond theatérminsl am tthee llosieest lewed| tohatnode on
reached from 10 all the conbi ned nodes in the. correspondi ng conbi nation
pattern, 4&he trigheser ysniedn ksglédingnaheonodei thanheprrespends e rtkeure
I S supposed, prescribes all nodes fromwhich a node on the | owest IeveI

t hat corre§§@'ﬁtislatlo ahl iofvbhe ¢ombinahipnipatitezaseibat inclaceR nregsshating

perfornms encryption key desi gnation processing first 15 w $ node on the
hi ghest | ed&l O@ 1gvgddeelay ﬁg nadfepn tdgesanmBathe A4 £R) }S‘Ee T YRE 1R

Kk d t | | t d
have’ bien BROL56ERS SRerEr ¥ REouAdeyPET LS Ry érﬁ%%%%bﬁga arv?b%eé‘ %9 is
f d t t d t
Bre{)cg;ggd ggﬁg'?"e’f roceg%kgggs?{\tget h'gé)m(e’br)aa%ﬁg%og% %Hgﬁfozopa tern exists
that relatgs (9.3 %ﬁ@x'c@a&b?ﬂ él{'éatcohﬂ‘ibgg?ﬁ Al POFSS, Md8Echh&rminyal 1d
nodes, one T&vel Pher 6w the proce55| n node.  desl gnates a decryption

key that ¢ E:Bﬁgpol@s tQ;xtctlF‘pt 1T yot fneﬁlbekey ateor£h bzn&hetemanau@r agfat

device in Correspondence w e 25 conbination pattern, (d) when a

conbi nati OBOE%ETsﬁbﬂddﬁ)@Saerhoeébsén thidai oweselieselotRa€ Y Bebthedi ficdmidi ng
all nodes, other than invalid nodes, one |evel below the processing target

node, 10 desamuatﬁé M MHEd aBdksYyin &h@rcdrr@sm{dﬂsmmmdlbﬂnatmmpaitetme 10
19 August 2005 nodes, other than the invalid nodes, by the key storage
devi ce and the encryption key designation unit, when the tree struqture
| is supposed, prescribes all nodes from which a node on the lowest
level that corresponds to an invalid terminal is reached as invalid
nodes, and performs encryption kéy c.iesig'nation.‘processing‘ first
15 with a node on the highest level as a processing target node, and
repeatedly performs the encryption key designation prc;'»cess’ihg
until all processing target nodes have been processed, whefein
the encryption key designation processing is performed on one
processing target node at a time that has not been processed, and
20 is processing that {c) when a combination pattern exists that
relates to a combination that includes all nodes, other that
invélid hodes, one level below the processihg. target node,
designates a decryption key that corresponds to the decryption
key stored by the key storage device in correspondence with the
25 combination pattern, (d) when a combination pattern does not exist
that relates to a combination including all nodes, other than

invalid nodes, one level below the processing target node,

designates encryption keys stored in correspondence with all the
10



in the | evel one level belowif one level belowis the | owest |evel, and
I f one level belowis not the | owest level, newly sets all the nodes one
| evel bel ow, other than invalid nodes, processing. 5 target nodes, and (e)
if one or nore invalid nodes exists one |evel below the processing target
node, and if the one level belowis not the |owest Ievel,1%éMQW“@ﬁQ%s al
of the one or, nore invalid nodes processing target nodes. In this way,

i nf or mat i oMSSifsh &Eherdébappthenineglid nadesode ey wtoragscHeNdge in
the tree erucéuré, qu t he decHﬁg%ion keys assigned,to each term nal are
det er mi ned ¥atRE 1651 PRe ileveL RALOh 1A RPe heVeboet Py HEREAIVERd eV Rr r ce
t t . A [ t t hod of desi ti h [ Kk d
Th encrypi PR Ot (P8, 1BEEL BRLGM LSS Bo. b eREs dAvEL PeRahpete pilC
| ati vel L ' .40 qth . SYSI. | S. | th

achioves 1 iotoncdsE BhE Bavet meli: pbRaRotndh VAT Dpesiokteesithe
distributed | \ tad - z i ;
exposed by BTqIRRdEr, ArlRPEE dite SR Thudlld AP ELIREL ¥R SIS |
correctly %%qutthkhﬁrggegﬁiﬁg tdtdet e, Eﬁ&{*iﬁf‘aﬂ . GRAAC B e ey Pt

the data.. Furthernore, the determnation o e plurality of conbination

patterns bwothenhkeyowé of agsedevhen1iohaResaiNo0de thE Wridididnidie RAYREiAN
the | owest |evel .when the tree struCture is supposed, may be performed by

prescri bi ngodesbipiacess ipgt target 2ho8@st hat each conbination pattern .
corresponds to one of all conbinations of two or nore of the N nodes that
are one | evel bellowtldsd way, reatbemlatiom shehnede 4 pdeeryprudde)  keyndishe
key storage device stores the determ ned decryption keys in correspondence
11 19tQugusprzesponded midhnoieck paedat imoddle tree structure, and the

decryption keys assigned to each terminal are determined based
on the information and the position of each node in tree structure.
According to-the method cof designating the encryption key
used in eﬁcryption of distribution data, the _'ab_ové—described_
15 ocbject is relatively easily achieved. 1In other words, a syétem
is realized that achieves the'ébject of controlling the amount
of encrypted data to be distributed, and, when a .designated
terminal has its decryption keys exposed by a dishonest party,
making that designated terminal unable to correctly-decrypt 1:.he
20 data, while other terminals éan correctly décrypt the data..
Furthermore, the determination of  the plurality of
qombination patterﬁs by the key storage device for each node
excluding the nodes on the lowest level when the tree structure
is supposed, may be performed by prescribing combination patterns
25 so that each combination pattern corresponds to one of all
combinations of two or more of the N nodes that are one level below
and are reached from the node (parent node), and the key storage

device stores the determined decryption keys in correspondence -
11




Accordingly, in a nmethod in which the encryption keys to be used in
encryption of distribution data to the termnals is designated using an
n-ary tree, the nunber of encryption keys can 5 be kept relatively |Iow, and
as aresult it is possible to make the amount of encrypted distribution
data relatively small. Furthernmore, the deternination of 1HhaugHsig@PPty of
conbi nation patterns by the key storage device for each node excluding the
nodes on tWéthoWeetnddeelpathent thederee structure 10 i s supposed, may be
performed by prescribing conbination patterns so that each conbination
pattern correspdeecrdinmey ofimld meghesi Am whdshothgl pnRryptiee kRvedand
(N-1) of the N nodes that are one |level below and are reached fromthe

node (pareh® WRE)1N (RCIMRL Loy ofgdigdyibatdon, €atensodbher ReAR et iyt i on
Kk 15 i : de ith th de ( t ‘ . Accordingly, i
ot hod T (P LTS SRR oty 2 SX08 TS Budper OB RIS proReyY car ©

distri ti ta to the t ' | desi d,ust - th
numberSof HRchOr it AE Dadinaae 8% 8. Forn ki BaRCBEIRERICS dKS vel y
| ow, d t gt [ : f f th
decr ypt 1 ont SIROAE o1 el AT O T B ATy St TR0
rurtheriore, ther@GHeMidAN Uline MaktQUhilathBrCobEeSPRBACPERraT Oy COf"
encryption key designate y the encryption key designation devi Ce,

encrypt ed &ﬁiﬂ%‘id&”ﬁﬂ@ﬁ&ng%ﬁeﬂﬁéak@ RY ceBGkY Rldvi¢elHdld dafetd node
desi gnat ed encryption key, and .encryption key node identification

i nf or mat i ogxd Did e it tnodes anpoké tidfedt ldiel Weensthectée siridmimode
that is corresponded by the key storage device with the decryption key

cor r espondingupposedpugas be2DOSE ¢ mdd byepice sqt i lping epmband tdavipaereringl
may store the decryption _
so that each combination pattern corresponds to one of all
. combinations of all N of the nodes and (N-1) of the N nodes that
are one level below and are reached from the node (parent node),
‘and the key storage‘device'storés the determined decryption keys
15 in correspondence with the node (parent node).
| Accordingly, ih a method in which'the encryption‘keys to
be used in encryption of distribution data to the terminals is
designated using an n-ary tree, the number of decryption keys
assigned”to each terminal can be kept relatively low, and as a
20 result it is possible to make the amount of data of the decryption
key group that each terminal stores relatively small..
Furthermore, the encryption  ﬁnit may output in
correéspondence, for each encryption key designated by the
encryption key designation device, encrypted distribution data
25 generated by encrypting using the designated encryption key, and
encryption key node identification information for designating

a position in the tree structure of the node that is corresponded

by the key storage device with the decryption key corresponding
12 : :




key that has been individually assigned according to the predeterm ned key
assi gnnent nethod, in correspondence with decryption key node identifying
i nformati on of the node with which 5 the decryption key is corresponded,
obtains the encrypted distribution data group and an encryption key node
identification information group, and decrypts the encrypl®audusi2fDduti on
data that corresponds to encryption key node identification information
that is stotedheyenpeypeion rkely,aandtdwmth rarmhesaltiey $&odectyotdeny ity omde
i dentification, using the decryption key that corresponds with the
decryption XY #édd i beat ibeemnt individeathnt iassionecor deagkylingf ter the
obtai ning an encrypted distribution data roup, which is distribution data
that has be®ff ’5’&"&1" u%%ga%sgea@ntomegﬁ@dor ¥oreoshesppnenckeywdtheach
tion keys that it holds is

term nal can easily desi te which of the decryp

Lo be Used S9F MRIHEFERCAS, 1 deR I EY ng ABEPRBAEAER Pt Fh Neds Witk which

s Teddbed R aPERYEb 1R phes L AP RN PRESLDS Rt y SEFSHPRESS. | <
oot gnat | ont i eubhehy b8ta BEWBLERS At ohitr VAT TS eV drode Tknt RaroEen ng
the Koy ot o aa aRITRC O PhD” il Uy BES <At B e oS L 8pER:  on

key being diHater emrr el Ndly. @Iy%{j[ﬂge%%yptﬁc?&ekeXfiEﬁFtﬁf?gﬁggon.

according to dishonest analyzing or _ a termna ossi bl e
to prevent imflirimadtiodnthat W Wt veEBS’ YRE O8rkeNal NAHd itha4S gl tERelItAWOUSt

2005 f or encrypting data so that the data can be correctly decrypted
10 decryption key node identification, using the decryption key that
corresponds with the decryption key node identification
" information. |
Accordingly, after obtaining an encrypteddistribution data
group, which is distribution data that hds been-"encrypted using
15 each of one or more encryption keys, each terminal can easily
designate which of the decryption keyé that 'it holds is to be used
in decryption, by referring to the encryption key node
identification information group. The time required to correctly
decrypt :is reduced compared to a process whereby each of the
20 decryption keys is used sucéessively by trial and error.
Furthermore, the encryption key designation aevice may
include an encryption key ‘st.orag-e unit for storing the
corresponding encryption key of each decryption key that is stored
by the key storage device, the corresponding encryption key and
25 decryption key being different.
Accordinglf, even if a decryption key is exposed according

to dishonest analyzing or the like of a terminal, it is possible

to prevent a situation in which an encryption key that is used
13



by a plurality of termnals is dishonestly known and m sused. Furthernore,
the output by the encryption unit may be recordi ng of the generated
encrypted distribution data group on 5 at |east one data recordi ng nmedi um
and each terminal may read the encrypted distribution data fromone of the
at | east one data recording mediuns, and decrypts the enci§pugdst2005
distribution data. Accordingly, data is encrypted and then recorded on an
optical di florsenbrestiand\irtROdothaotherdaypecan becmutiens lyedeéonyrtad
therefore recordi-ng nedi unms having the sane content as the recordi ng medi um
can be nasbyproplduvedlahy df sterbinadst bs ndhghopesply knewerandmisuses-ge or
free of charge. People who receive one of the recordi ng nedi yns can set
their recordi ng Fegtherneres hshe t@iAUTalb¥NEhEs ENOFYPIACR S WY PFEt he

recording me dium 15, through the termnal. Furthernore, t encryption
ini t iy i REFREEAng @b GenRIR s cORFYDFBR SF BF T HOSELR SIREGBERUP IR i s

digital v ; d nmb t. it f ti
Gi st ri Buti 8% dapdt PREISTY £ TCHERHTA N, A AR SRR oA T e or
~pti Qth t ent. dat, ' t | SLEi put
oy o gsherare G frah Tubnedt Hat o T L S 6F St AR GEnENA AT
an_encr Yot ed gL 54 15 Q123 AQUPyHYs SRS YRLL DB EEUAANRISEn data.
di stribution data successiVel'y using each of the encryption keys

designated by theceoEayREIPN BEYadss! GARichpR el dke iiN £6SOFGEN G tad he
encrypted distribution data group and the generated encrypted content on

the at | eaght9prg1dalsk 86N AG & DVIB-HOM S addd hedChypé &Mt eedrdierthedi drine
encrypted content and the encrypted distribution data group from one of

the afol eaghepeEoreCdedicidihg Ifedlignst haQhgnertiainsane deonyent ngst Hehe
encrypted distribution data, and using
recording medium can be mass produced and distributed to many
people either for a charge or free of charge. People who receive
one of the recording mediums can set their recording medium in
their terminal and use the data recorded on the recording me'diufn-
15 . through the terminal.
) Furthérmore, the encryption unit may include: a content
storage unit for storing content data that is a digital work; a
randomnumbergenerétionunitforgeneratingthedistrﬂmmiondata
that is a random number; a content encryption unit for encryrpt::mg
20 the content data, using the generated distribution data as a key,
togenerateenc:yptedcontentdatartheencryp;ionunitgenergting
an enérypted distribution daté group by encrypting the generated
distribution data successively using each of the encryption keys
designated by the encryption key designation device, and recording
25 the encrypted distribution data group and the generated encrypted
content on the at least one data recording mediums, and each

terminal reading the encrypted content and the encrypted

distribution data group from one of the at least one recording
14



the resulting distribution data to decrypt the encrypted content data.
Accordingly, the keys necessary for decrypting encrypted 5 digital content
such as video and audio are encrypted, and data including the encrypted
digital content and the encrypted keys 1is recorded on the recordlng

medi um therefore recording mediuns having the sane cont eh? AdgustiRB05
recordi ng nedi um can be nass produced and distributed to nmany people

ei ther for peghange &écéﬁ#iﬁ § e WHY tﬁwﬁmt&%ﬁ%a@aom@fumﬁ
recordi ng nmediuns - can set their recording mediumin their term nal and use

the data regendalaindaikesabdc Aenn@sltind Bé@lﬁgbttﬂﬁe eAEFypaed content
Furthernore, the data protection system may furt I ncl ude: an encryption

key desi gnafiapa. i nformati on recording 15 device for recording encryption
key designation inhformation that designates the encryption key designated
by. the encrypti dcdmydinteby gnid dieyde vieoe;s seayh foer deanypting ehomypted
a' random nunber generation unit for generating the distribution data that
is a randodigitdkercordardntsaith asovadeouand duldictaye sgceppted: and dar@
that is a digital work; an encryption key selection unit for reading the
encryption ieglugingihe @neryphacheigita r cOptentganddthen enFRYRIAk KSYiSy
the encryption key designated by the encryptlon ke de5|8nat | on

i nformat i onlerPGmraiM@gttlméfeC@ﬁérw meAiRey Qfate %W%%?)B}?d’swf'ﬁ t he

d t 25 t d by th t th t t
enerypts b %rr?eb FonSalin By -Shic o | O6F , PRCPRALER | RORLUEnGRy pbRofaRsy s

devi co o gad f”‘”%ﬁ%r%lﬁva%&ﬂﬁftfl Brvoeshens EHEE PG of G o8 ' "
group,;@nd PULPWUES HAGAeNeLaLed GRS YOLEL &I sHd 1 th8r & Aing mediums
. can set their recording medium in their terminal and use the data
recorded on the recording medium through the terminal.
Furthermore, the data protection system may further
include: an encryption key designation . information recording
15 device for recording encryption key designation informatién that
designates the encryption key designated by‘_ the éﬁcryption key
designation device; each terminal including: a:random number
generation unit for generating the distribution data that is a
random riumber; a content storage unit for storing content d;ta
20 that is a digital work; an encryption key ,seléction unit for
reading the encryption key de51gnatlon from the data recordzng-
medium, and selecting the encryption key designated by the
encryption key designation information, from amongst the
encryption key group that corresponds to the decryption key group
25 stored by the terminal, wherein the encryption unit encrypts
distribution data by successively using all the.encryptibn keys
designated by the encryption keys designated by the encryption

designation device to generate an encrypted distribution data
15



group. Accordingly, in a systemin which the user of a termnal can record
arbitrary digital content such as video and audio on 5 a recordi ng nedi um
such as a DVD-RAM and distribute the recording mnedium a designated
termnal that has its decryption keys exposed by anal yzi n% by a di shonest
party cannot correctly decrypt the data, whereas other telPPHavs 2085
correctly decrypt the data. Furthernore, the output according to the

encryption gpy dé:: ]ﬂadmd/u Eé%ﬂ?&ﬁhﬂﬁd té}?c%\?é&t&ﬂs@%&ﬂ%&ﬁ ciata
di stribution. data group to each termnal, and ‘each termnal may receive

the transgjrddugd encrypted distribution data group and decrypt the

recei ved encrypted distribution data group. Accordingly, since distribution
data is encryptedcapadihglyl amﬁnat:*.;eﬂ:etno itremtiiekl $hebuseecef va ngethinal
distribution data the termnals can 'easily use the distribution data.

Fur t her nor &an hrecdedrqpbxbnakyz;d:cgalteﬂ.rmnnngnﬂmm ad video pndsaudio on
invention is a decryption key determ ning device that determ nes

decr ypbi on akegcording meoi umssudh adecPYpt RBM, ta@cbéliﬁriMQlt@Gaquﬂmg;ned
to at least three termnals that obtain encrypted data and _decrypt the
obt ai ned ef@dipe dgsignatedudinngnalhatc heptiitendreyyreion kgysi¥Pasad (a)
determning two Qr nore termnal groups, which are groups havin twohor
more terni R4l 8NALYZABALBYs2 diShINASte BAK taF CARBOLeFRTFEF led%FF%ﬁ‘b S at

| east one 25 .of the term grou %rild so t hat re tlon
h

ati sf i od S85en FREESER, CBRSERESTRIIATEICof AE aGHY SReed ta BEnEaE8r i na
TRt i e i et
2005 € OmafPh€ tHardif d3'dH BE!c 1Y QUREraPBE dritr TP ERCELEBEE 2On data
' group to each terminal, and each terminal may receive - the
transmitted encrypted distribution data group and decrypt the
received encrypted distribution data group.

Accordingly, since distribution data is éncrypted and

15 transmitted to termiﬁals, by receiving the distribution data the
terminals. can 'e:asily use the di—stributic’m data.

Purtherrﬁore, the decryption key determining device of the
present invention is a decryption key determining device that
determinés decryption key groups for use in decryption to .be

20 individually assigned to at least three terminals that obtain
encrypted data and decrypt the obtained en‘cryﬁted data, includir_mg:' ‘
a decryption- key setting unit for (a) 'determining two or more
terminal groups, which are groups having two or more terminals as
members, so that each of the terminals is a member of at least one

25 of the terminal groups, and so that a relationship is satisfied
such that an:} of the terminal groups that shares a same terminal
as a member with another one or more of the terminal groups does

not completely include and is not completely included in the other
: 16



I ndi vi dual decryption key with each term nal and each determ ned term nal
group; and a decryption key group assignnment unit for determning,, for
each termnal, the corresponded decryption key 5 and all the decryption
keys corresponded with each termnal group in which the termnal is

i ncl uded, as a decryption key group to be assigned.to thel®Augusiz005

Furt hernore, the decryption key determ ning nethod of the present

| nvent i on g aodleqhyBt g ey o rn@lgﬁl?)ﬁ,goﬂmd heg) &Qrf’ﬂsé&ﬁ&ﬂﬁ an

decryption key groups tor use in decr e individua assigned to

at |east thgreeyigha f@&fﬁ&a}ongpéﬁiﬂtrﬁ@sasp&selmﬁﬁw a0 R4 Wat etrthened

obt ai ned encrypted data, “including: a term nal group determ nation step

for deterni&imoni WogREup®lfhd £ /d803ptdbaURS bab aseighABpt BQavkngokwo
or nore term nal S!\g% 1§jnr)renbers, so t hat eacg g@ tﬁe termnals is a nenber

of at | easde®dEmi®ingt Hort @achneer9ivaDs, tiv i ddpinded eeairypdlonp key
satisfied such that any of the term nal groups that shares a sane term nal

as a méarbesndvidll ahetdwsryptaicor keps cafrddporidediviah ezchpe il gobup
conpletely include and is not conpletely included in the other 20 one or
nmore of thintwriihmalhgresrpsnad flecinypltudedkads codessymtdenc keysgepupotko
correspondi ng an individual decryption key with each termnal and each
det er m ned’® e398 ighedrivuheaterainedrypti on key group assi gnnent step for
determ ning, for_each termnal, the corresponded dec,rr}/_ption key and ﬁll
the decryption KE&thermagene§hsndeer Wt ire kY i RIMINIGIDME thetchhehe.
termnal is inclugded, as a decryption key group.to be, assigned t Be
torm nal . PERSEHor FEFERERAN Hhoct RFOPLEN FaY SoCeERining pus badhpat
i nvention is a decryption termnal systemipcluding.thr %
Augost 0SS SeSRhmiah i e B oBed" i FRnitif o.M
obt ai ned individually assigned to at least three terminals that obtain
| encrypted data and decrypt the obtained encrypted data, including:
a terminal group determination step for determining two or more
term'inal'_groups., which are groups having two or more terminals as
15 members, so that each of the terminals is a member of at least one
of -the terminal groups, and so that a relationship is satisfied
such that any of the terminal groups that shares a same terminal
as a member with another one or more of the terminal groups does
not compretely include and is not completely included in the'other
20 one or more of the terminal groups; a decryption key correspondence
step for corresponding an individual decryption key with -each
terminal and each determined terminal group; and a decryption key
group assignment step for determining, for each terminal, the
corresponded decryption key and all the decryption keys
25 corresponded with each terminal group in which the terminal is
included, as a decryption key group to be assigned to the terminal.

Furthermore, the decryption terminal system of the present

invention is a decryption terminal system including three or more
17



encrypted data, each termnal including: a decryption key group storage
unit for storing a decryption key group that has been individually
assigned to the termnal according to a predeterm ned 5 key assi gnnent.

met hod; an encrypted data obtaining unit for obtaining encrypted data; and
a decryption unit for decrypting the obtained encrypted da¥3uwgﬂ830%ne of
the stored decryption keys, wherein the predeterm ned key assi gnnent

method (a) GehRRTSES: biRay REnT Rt VHEd Bl e S0P de b e Ing theds Bt ARYI NG

two or no €rm na €rs,”’so that each o etérmnals is a

nenber . 0f Al 225! 4008, OlabitdSHHAR! 1 1YMANg AR dseripRion keyagdaupshi p

Is satisfie at any o e termnal groups that shares a sane

termnal  ag.3aBRNRGH tWeR RNy ANAUYryBtiomkdhegicumi tiadt aUuperoes
not conpletely include and is not” conpletely. included 15 in the other one

or more ofi ndhe ibeaTl pals HHEF to(the degnirsl ereomiimpte alpregeténnings s
I ndividually in correspondence with each term nal and each determ ned

term ngl geQUmasSifhrent asetigns; t an eanirymred nddta hebgednipgi omikeyfor

deci ded in correspondence with the termnal and all decryption keys

deci ded i mbtarindsgosmierypted thta2tamd b decryptd oguadssE oRAeGLYPLIAE thie
termnal. Furthernore, the decryption termnal of the cgresent N nv}((ant lon is
a decrypt icbtatioedi eacrybbed ohitd nsiogc eppt ofl the &taFreUEeSFYPE PR O ai ned
encrypted data, including: a decryption ke roup .storage,unit .for oring
a decrypt “oerRdp o BFecRaermABeHdaY zssmg?‘egﬂd'ﬁwxgé§j?g‘h%oert‘“&“t%ﬁe&° -
termnal according to a predeterm ned., key assignnen X ted
dat a obt aio¥i RPaMi teFHnalo HER YRy %}M:‘F?pgéa 85?3?satr}1]§%%%ggtr‘§fg??%rr}'&%yn€t
for decrypting the _obtained encrypted d [ f.aRe 1§t Qr Béhb

decrypti orr® 5&?,‘“%8359’"?\%%3' 2_?)?55&%&%%1?: Qﬁéﬂ%r g%g grnrﬁlgdl key &

assi gnment ML A, (3he"82Hd th¥minal groups, and so that a relationship

-is satisfied such that any of the terminal groups that shares a
same terminal as a member with another one or more of the terminal
gfoups does not ‘co_mplete’ly‘in‘c.lud'e and is not complétélylincluded '

15 in the other one or more of the terminal groups, (b) decides one
or more decryption keys iﬁdividually in corresporidence with each
terminal and each determined terminal group, and (c¢) assigns to
each terminal the decryption key decided in correspondence with
the termihal and all decryption keys decided in correspondence wi_.th

20 all terminal groups that include the terminal.

Furthermore, the decryption terminal of the present
invention is a decryptioh términal that obtains encrypted data and
decrypts the obtained encrypted data, including: a decryption key
group storage unit for storing a decryption key group that has been

25 individually assigned to the terminal according to. a predetermined
key assignn‘lent method: an encrypted data obtaining unit for
obtaining encrypted data; and a decryption unit for decrypting the

obtained encrypted data using one of the stored decryption keys,
18



supposed that there are three or nore termnals including the termnal,
determ nes two or nore termnal groups so that the term nal belongs, to a
plurality of term nal groups, each of which 5 includes two or nore
termnals as nenbers, and so that the plurality of term nal groups exi st
so as to satisfy a relationship that a termnal group thal® AHgUsidR85¢t he
termnal as a nenber does not conpletely include and is not conpletely

i ncl uded i whaneihethefpredeteymined nkeye assignmantgrmatlod,(dp)deberett diie or
more individual 10 decryption keys in correspondence with the term nal and
in correspbRBesed Bheh &hemedarer mhree o marg tevnpnabnoinedudingsithes to
the termnal the one or nore individual decryption keys decided, in
correspondEREBiPREh FRECEBLARAat WP HECERtBEMEDRE FERUPFI FFaltPddciR i on

keys decided. i d ith all the 15 terni nal hat,
oot ude t nEerriha LR SR RGN L E e RPN AR LTI ERGPY nERF AT ARich
de, i di d each di di um dj stributed .
Loroi g SRl GRet Yo RE e AR L B el 0o R 8¢ Fhet Snb ittt g |
b t i t l : | qnat.e
tC 2Pm' ﬁa?uﬁgkg?(%%gieﬁyq%ﬁpgﬁ ;%xo%eéiS&Jp)?r%t ;gngégfyl;’?g [ gn%éggl%églg%f or rrecdj’ SO

that the. dggiq fd%féﬁoénﬂi’ét Cﬂ?é?%g@?é{ﬂé)tteﬂﬂﬁafoéée&%é’mbé’?é‘iﬁo%asta r

term nal s can decrypt a correct urthernore, the encrypte

obt ai ni ng semb 1Byl PRl Tudd MhENS ¥RItedofplarBY vy ¢ad10debNEn SiidHYe G dat a
froma data 25 recording nedium Accordingly, by recording encrypted data-

on the dat the t&@06 imatenBdtdihandyhugy,l b} iditides dakaor aoeediny vikidiagm t o

t he user of each terminal, the user of each term nal can use the 19 19

Augustl®@008eckeyption keys in correspondence with the terminal and in
correspondence with each determined termipal group, and -(c)

' assigns to the terminal the one or more individual decryption keys
decided in correspondence with the terminal and the one or more
individual decryption keys decided in correspondence with all the -

15 terxﬁinalr grbups that include the terminal. | |
Accorrdingly; for example, when encrypted data is recorde_dl
on recording mediums and each recording medium distributed to a
terminal, not only can the amount of data recorded on the recording
medium can be suppressed, but also if a decryption key held by
20 a designated terminal is exposed by a dishonest party, encryption
can be performed so that the.designated-terminal cannot decrypt
data correctly, while.othér. terminals can decrypt data cbrrectly.
Furthermore, the encrypted data obtaining unit may obtain
the encrypted data by reading the encrypted data from a data
25 recording medium
Bccordingly, by recording encrypted data on the data
recording medium and distributing the data recording medium to

the user of each terminal, the user of each terminal can use the
19



Furthernore, the data recordi ng nedium may have recorded thereon
encryption key designation information for designating at |east one
encryption key, each termnal may further include: 5 a random nunber
generation unit for generating key data that is a random nunber; a content
storage unit f or storing digital content that is a digit% AugHst208H
encryption key selection unit for reading the encryption key designation

i nformati orddtam t he data recording nedium and selecting fromthe stored
decryption key 10-group at |east one decryption key that corresponds to the
at |l east one endmyihesmdrey dbds dgasbedebyrding onediun may hayedeecgndedon
information; a key data encryption unit for generating an encrypted data
group by erdI8FRATEHYRFdear keyddreygrat bon sirfeerdtion, fes dgsiphadinghe
at | east one selected encryption 15 keys, and. recording the encrypted key
data group a&niteﬁétdﬁf‘ﬁ enebYP i Ay ki @Rchatesnieal mat fpsthes iRFiuder
generating . encrypted content data by encrypting the, staored content data
Ding St he e RPeR RBSE BFRCTAHAOR EOTIITHE DROCEACHIBUERY GterNotiars  on

he -d ; ) ther ol - ot 4ot n 50 obt aini .
obtai na tne FERabARRELE T CHREREL o A o2 heloB R R PRl et
data, th td ] i t.ai .k | ‘ Al

o 2.1 Sacynt o L 00UgLPR, KEH oL RYACEEY LB 16, S e
term nal fyelbehg PEL WESHyp B P e &egﬁfﬂéﬁ:‘dﬁ) &n'f@kﬁtaﬁ@&ndff&cﬁ%’ﬂhbn@afg'e ‘

obt ai ned encrypteéd 25 content data using the generated key data.

Accor di ngl yeddidivgemeaii uRaCAnties8L 88t 1 FGNE R TOHY stbdeHalecePpt €8h Regh as
audi o and video, and record the encrypted digital content on a recording

medi uk® 20 gtBupugti e a2@0on& WP Tich ke ehaCeyptesbalad €l toayhd atel feen
transm ttegne encryption key designated by the encryption key designation
information; a key data encryption unit. for generating an

encrypted data group by encrypting the generated key data
successively using all of the'at.fleast' one selected encrypﬁicn ‘

15 keys, and recording the encrypted key data group on the data
recording medium; a content enci'_v;(ption unit for. 'Vgenerat':ing

encrypted content data by encryptiﬁg the stored content data using

thg generated key data, and recording the éncrypted content data

on -the data recording medium, wherein the encryption data

20 obtaining unit obtains the recorded encrypted key data and the
recorded encrypted content data, the ‘decryption unit obtains l-;ey

data by decrypting the obtained encrypted key .data'us'ing' 6ne of

the stored decryption keys, and each terminal further includes:

a content decryption unit for decrypting the obtained encrypted

25 content data using the generated key data.

Accbrdingly, the user of each terminal can encrypt digital

content such as audio and video, and record the encrypted digital

content on a recording medium.
20



froman external transm ssion device, and the encrypted data obtaining
unit may obtain the encrypted data by receiving the encrypted-data. 5
Accordingly, by receiving transmtted data such as digital content, each
term nal can use the data easily. Furthernore, the encryption key
desi gnation device of the present invention is an encrypt1®Auguss 2005
desi gnation device that designates one or nore encryption keys to be used
in encrypting _0 Bistheéiméion ghaf anthpprés dHtd Mauhade! Bedh a2 nAmiTRER

term nal s,

i ncl udi ng: a decryption key setting unit for (a) determ ning

two or nor&rewrannektgroaps tranisohisaien gdevpse Nadhdgtheo epicripted data

term nal s

as menbers, so that each of the terminals is a nenber of at | east

one of the PR¥IMENG gimifpsmannebtain Hite @ncziyatiechsaitp. byl Teiceivdnigsthed

such t hat

member wit H M9 Siitadr nore of the terminal  groups does not conpletely

i ncl ude. a
termn

in corres
a decrypt
t er m nal
and al |

t hat incl
desi gnati
key desig
termnal s

any of the term nal dgroups that shares a sane termnal as a

nd is nqt cogﬁetely included in the other one or nore of the .

groups,
Jelyl q_l;etncq:vmth 20 each term nal and each determ ned term nal group;

i on ey 9% c&ﬁ‘ﬁ"&’ﬁ&nd’éﬁc@sﬁnwef%‘?tio@?%&bﬁndl ng with each

the d keyg_lc I ded | rresp ndence vmththetermnal

decryption eysorcfaefm @delnﬁré'B 8§p'6 j
25
i, mielen o U LTS RSB g 8 L0

ng one or nore termnals as 1

nRdd Qfhatdls ond@t Aore! laﬁcggﬁéy&%' KB b ULEERRNGRLLYbL Ind e

by the decryption key grou correspondence unit

decr yp0i ordileaysi MaSicgnad thot hAe 121d19t AUMEEd 230Bhre8 % PimoTef feim¥Rii

term nal s,

are prescribed as valid decryption
including: a decryption key setting unit for (a) determining two

or more terminal groups, which are groups having two or more

terminals as members, so that each of the terminals is a member

. of at least one of the termlnal groups, and so that a relatlonshlp

15

20

25

. is satlsfxed such that any of the terminal groups that shares a -

same termmal as a member with another one or more of the terma.nal
groups does not completely_include and is not completely included
in the other one or more of the terminal groups, and (b) deciding
one -or more decryption keys individually in correspondence with
each terminal and each determined terminal group:' a decryption key‘
group correspondence unit for corresponding with each terminal the
decryption key decided in correspoﬁdence with the terminal and all
decryption keys decided in correspondence with all 'términal gfoups
that include the terminal; an invalid terminal designation unit
for deésignating one or more terminals as invalid terminals; and
an encryption key designation unit, when all the decryption keys
corresponded with the terminals by the decryption key group

correspondence unit, other than decryption keys assigned to the
21
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keys, and supposing that a procedure for selecting an assigned valid
decryption key for the nost termnals to which a selected valid decryption
key is not assigned is repeated until all term nals have 5 been assigned a
sel ected valid decryption key, for designating encryption keys that
respectively correspond to all of the valid. decryption ktAugw#i2089 e
selected as a result of the procedure. Furthernore, the encrypting device
of the presemr moveninvnlid feamiondsypatePriRaribeadhasertifdaaFyption
distribution data that is 10 to be distributed _to three or nore

t er mi nal skey$ n@nddiunposi nisthabairiesagursfer selestingsan easigeedvilifng
two or nore termi nal groups, which are groups having two aqr re terninals
as marrberQ?_CrEBt%%tk‘@éoﬁPlbftmehEOFErFrPHQEEa%rJg 5°n‘é‘??o%i DS e‘fr%fgtvagr’rg‘ of
the termnal groups, and so that a relationship is.sati.sfied. h t 15
any of th@e?ﬁY%h‘é‘{) KeVolD O OFIAES MIREb LS L ERERTF upRi R ATk ERIRREE P
anot h one or _nore of the term pal_.aroups S. hot, GO . J.Gliude and
i s not” colpfFRt 2FTLIHT u‘%le%ﬁ#‘?‘f:tﬁﬁg v(ﬁ%ecf cgencer,(%gtrlgrborkee%"gpg%%}l?e%gelrd#%éﬁg

0roUeS. AUeLh): 68 0 SE PamBEe L LAy £ i bheld Yot

cor respondénc ernn erm ned terminal group; a

d ti b IHE po b
ecryp lotgﬁéf%pgfgfyg‘gfg r\ﬁgﬂfoﬁggglggég&!ﬂbh ak0h £85§ PSS RONAIHY prddeRae

t erm nal ecryption, i n correspondence with the term nal

and al | decryptiof oo réleehdathd FyOin P areadeNSE tivel Présént enviemtiogr oups
that include the termnal; an invalid termnal designation unit for

desi gnat i pg b @it ypit idBr el e£81 i e yiptialg diseribnaien datardratptison
key designation unit, when all the decryption keys corresponded with the
t er mIml stby behed terr pitiedh key threep cor mesponvermiaakd t, inoludinghan
decrypt.ion keys assigned to the one or nore invalid 22 19 August 2005

t er m nal sgeareppies seyEat tdngunit fogclalptebarnéging AHe HUPHES it@grmlnal-

- groups, which are groups having two or more terminals as members,
so that each of the terminals is a member of at least one of the
terminal groups, and so that a’ relationship is satisfied such that

15 any of the terminal groups that sharés a same terminall as a member
with another one or more of the terminal groups does not completely
include-and‘ is not completely included in the other one or more
of the terminal groups, and (b) deciding one or more decryption
keys individually in correspondence with each ﬁerminal and egch

20 determined terminal group; a decryption key group correspondence
unit for corresponding Qith each terminal the decryption key

'der;fided in correspondenée,with the terminal and all decryption keys
decided in correspondence with all terminal groups that include
the terminal; an invalid terminal designation unit for designating

25 one or more terminals as invalid terminals; an encryption key
designation unit, when all the decryption keys corresponded with

the terminals by the decryption key group correspondence unit,

other than decryption keys assigned to the one or more invalid
‘ 22



that a procedure for selecting an assigned valid decryption key for the
nost termnals to which a selected valid decryption key 1is not assigned is
repeated until all. term nals have been assigned 5 a selected valid
decryption key, for designating encryption keys that respectively
correspond to all of the valid decryption keys that are st Augusi28@5 5
result of the procedure; a'encryption unit for encrypting the distribution
dat a succetsinehylsisiarg préscrilsedrat edlédodgqt yuri e keyst, oage spposing
encrypted distribution _0 data group; and an output unit for outputting the
gener at ed tkakrymraretdurer foot sededtiingernecasaigyed Ralicdrdesryptiiin key
encryption_key designation nethod of the present invention is an

encrypt i onfReytheqaftatiesminelisodot whichdassgheetad dfp ki rdgrivnt 1eay key be
used in encrypting distribution 15 data that is distributed to three or

mor et er.ni HAINQL @%a%ﬁhgﬁ sePephed dntgrbap LI B MR NGvespepn fgsigned

mor 6 18 m Ao uanir SECEIR N i GPT HESTERRT MR WAL EPYSr o
| t t he term.nal d_t o t.hat | at i onship .S Lgki ed
20 such ¢ K SRy e ey: P REFSRp B oeS i e B G Rl e ds ' o
nb it het L.nal f ce
Conpl et ol y AL AT g beThEre® ad™™ Eeflul Fe'SH LARChNPa Witeydtion unte

of the terfEPaEnGEQHQ%gatgﬁcrdﬂﬂﬁbﬁi{yorgrQHEa GRIdRIpORAENFeusiRy 01

correspondi ng one Or nofe decryption s 25 individually 1 n correspondence

W th each dedighe RBACLRSPI ol KT BB0yd s Fa 1R hnOéeiPyp Be dRGISEREDABISRY
group correspondence step for corresponding with each terminal, in

addi t .on tdateggespyphhan ateyowrputespandedos tduthetiangr ohe, gahkrated
decryption keys 23 19 August 2005 prescribed in correspondence with al
term nal groupgptddtdistelibdeion data externally. -

. Furthermore, the encryption key designation method of the
present invention is an encryption key designation method that
designates an encryption key to be used in-encrypting distribution

15 data that is distributed to three or more terminals, including:
a terminailgroubrdetermination.sfep for determining two or more
terminal groubs, which are groups having two or more terminals as
members, so that each of the terminals is a member of at least one
of the -terminal groups, and so that a relationship is satisfied

20 such that any of the terminal groups that shares a same terminal
as 'a member with another one or more of the terminal groups does

-not completely_include and is not completely included ‘in the other
one or more of the terminal groups; a decryption key group
correspondence step for corresponding one or more decryption keys

25 individually in correspondence with each terminal and each
determined terminal group; a‘decryption key group correspondence
step for corresponding with each terminal, in addition to the

decryption key corresponded with the terminal, all decryption keys
23



the termnal; an invalid term nal designation step for designating one or
nore termnals as invalid termnals; and an encryption key designation
step, when all the decryption keys corresponded with 5 the termnals by the
decryption key group correspondence step, other than decrﬁgtion keég
assigned to the one or nore invalid terminals, are prescri®héudgus 2069 d
decryption keys, and supposing that a procedure for selecting an assigned
val i d decpypscombkdyirf oprraspondencemiiticd bl terminah aroswiscthat ingilnde
decryption key 10 is not assigned is repeated until all termnals have
been assi ghed ermidiadot 20 irslalddibermnprabriegdgnat pn ESRHRAE iR ISR Y P on
keys that respectively correspond tqo all of the valid decryption keys
that are QBERY MPrEsteTRisale 3% %W@%E%H‘N%a.l%c@&ddﬁﬂg?’ﬂ/%/.Yf?rtfro’bgéﬁpl e,

when encrypted data is recorded _15 on recordi.n di uns_and -each, r rdi ng
medi um di SE51B0RBUORSLED, tER AIL, th%tdeiﬁﬂyftc‘é’% FRe= FoR ‘?’E’c?’%ﬁi on

L e
0L SIBEARY e SaBPaRFIOR e Shlaed 1, oo shaeianea

cannot decry 0 termnals can decrypt data

correct | Ve o Bl 601 DoSid pLEQR-Shelings DoAWHGSc Ytk ich %8985 Aid Bpklodengf the

constructron o protection system 100 of a first enbodi ment of

the presephati 8VERLEQMurd fbr Sd1edtUNR 2BNa58D§hEACEd 0IY Hethyig idhn &BY
encryption device 101 and a decryption device 103a; 24 19 August 2005

Fig. 3 isfarftheth®st conshinkld ap GHawhng  sélackey welid rpcryypttion kes;

10 is not assigned is repeated until all terminals have been assigned

a selected valid decryption key, for designating encryption keys

that respectively correspond to all of the valid decryption keys
that are selected as a result of the procedure.

Accordingly, . for ekampie,‘when encrypted data is recorded.

15 on recording mediums and each recording medium distributed to a

tefminal, not only can the number of encryptioﬁ keys?used in

encryption be kept to a relatively small number, but also if a

decryption key held by a designated terminal is exposed by a

dishonest party, encryption can be performed -so that .ghe

20 designated terminal cannot decrypt data correctly, thle other

terminals can decrypt data correctly.

Brief D ripti f the T .

Fig. 1 shﬁws an outline of the construction of a data

25 protection system 100 of a first embodiment of the present
invention;

'Fig. 2 is function construction drawing of an encryption

device 101 and a decryption device 103a:
24




Fig. 4 shows a 4-ary tree structure; Fig. 5 shows an exanple of a 4-ary
tree structure when there 5 are 64 decryption devices; Fig. 6 shows an .
exanple of invalidation information of the root; Fig. 7 shows an exanpl e of
invalidation information of the root; _0 Fig. B shows keys assigned in,
correspondence with the nodes on level 0-and'level 1 of a ﬂgéhgﬁgﬁﬂﬂ%ture;
Fig. 9 shows the structure of key information stored in a key information
storage unit 301;Filg.g3 18 a Fundtiencbenst showimy drayiagsbfraidy Beeteagi ng
15 executed by a decryption key determ ning unit 305; Fig. 11 shows a
decrypti on seestegn A1 905 that is determ ned according to the key assignnent
process as the decryption keys assigned to a decryption termnal (term nal
1) that corresporfig.t @ &Hoaasf aod-keyekrgehavingturerl ati ve nunber 1
supposing that 20 there are only 64 decryption devices; Fig. 12 is a

fl owchart show ndiigalshiats an ¢Whﬁapfcﬁ14uﬁaﬂtﬁﬂﬂf 5t§éé§§¥-‘ﬁgﬂ@(€‘éh€é€l by
a key information updating unit 304; Fig. 13 is a flowchart show ng key
desi gnat i o Gf Rl SEGRyPtASN Beviced by an encrypt i on key de5| gnat | on unit
306; Fig. 14 shogg eng tion keys anpd t 5 in.a Slaﬁﬁﬁ h_t here
are no invalid térfi-ngl $OYH ap EZ8EPIA F‘E‘Na kapgion, in T/atBJZf"Hé’ VE)?I on
devi ces; 25 19 August 2005 Fig. 15 shows encryption keys and the like in a
state in whiChterminal 1 is an invalid terminal, in a case in which there

Fig. 7 shows an example of invalidation information of the
root:

-0 Fig. B shows keys assigned in correspondence with the nodes
on level 0 and level 1 of a 4-ary structure;

Fig. 9 shows the structure éf key information stored in a
key information storage unit 301;

Fig., 10 is a flowchart show1ng key assignment- process;ng

15 executed by a decryption key determlnlng unit 305;

E‘ig. 11 shows a decryption key group 905 that is determiﬁed
according to the key assignment process as the decryption keys
assigned to a decryption terminal (terminal 1) that corresponds
to-a leaf on level 3 having a relative number 1, supposing that

20 there are only 64 decryption devices;

Fig. 12 is a flowchart showing invalidation information
updating processing executed by a key information updating unit
304;

Fig. 13 is a floﬁchart showing key designation processing

25 executed by an encryption key designatién unit 306;

Fig. 14 shows encryption keys and the like in a state in

which there are no invalid terminals, in a case in which there

are only 64 decryption devices;
25



are only 64 decryption devices; Fig. 16 shows one exanpl e of key
designation information 5 corresponding to the encryption keys shown in

Fig. 15; Fig. 17 shows an exanple of four 4-ary tree structures when there

are 64 decryption devices in a second data protection system of a second
enbodi ment; Fig. 18 shows encryption keys and the like in # &ugusd 2085 10
which terminal 1 is an. invalid termnal in the second data protection
system Fig. 19 Efpusl dethopst |@¢W§°@5§ﬁgﬁe§nﬂot€80ﬁlhﬁdén|"h gtaye aﬂ/
tree structure used in a_third enmbodinment,; qu]a’I 20 shows g de]gl ﬁgtlﬁ)n ey
gr oup 1705"’Bé§hg‘?ﬁamtr@lal 3% afed PYALLBHES TR in 8GR $aAn Yhifh, there
corresponds to a a | evel (fthaw ng a relative nunber 1, supposing

|
t hat therea‘ﬁ?eon@)¥|fa§'I 69-‘19‘6@8?%’? W&F%es; Fig. 21 shows encryption keys
d the lik , St which t s 1, 2,
i ?rm 23 Is's &L&%ig}fa%h%%lfweFiﬂraé%liaoﬁrfyk%x qe8s 3%?%‘%"? eﬁﬁ‘éﬁﬁ%ﬁ“
sygtemgl n aSl?B {)#&h%g § g%%%ﬁroggek%fys?r%@rﬁ% Q'I’I]] %%gstﬁl\s/bde for
Carrying Qut thep]hvent é?&‘ws’-%rﬂe&ﬁﬁg%%'f%ﬁ}tﬂ@f f1oldeP Wt P cERSEE Wresn a

data protection syStemo first ment of t e present invention,
W th use otnhéhe Aeadd HETry® 158 durdiisds Eﬁ%sé@é@%été?@&&téwhbﬂngyﬂ@n 1

shows an outline of the construction of a data protection system 100 of
the first epbadseesia dmihdteinasent : .
Fig. 18 shows encryption keys and the like in a state in
10 which terminal 1 is an. invalid terminal in the second data
protection system;
Fig. 19 shows decryption keys assigned to each node in a
4-ary treé structure used in a third embodiment;
Fig. 20 shows arde.crypltipn‘ key group 1705 assigned to Ia_
15 decryption terminal (terminal 1) that corresponds to a leaf in
a level 3 having a relative number 1, supposing that there are -
only 64 decryption devices;
Fig. 21 shows encryption keys and the like in a state in
which terminals 1, 2, and 17 are invalid te'rminals, supposing that
20 there are only 64 decryption devices; and

Fig. 22 is an outline of the construction of a fourth data

protection 'system in a fourth embodiment of the present invention..

Best Mode f c . out_the I .
25
First Embodiment
The following describes a data protection system of a first

embodiment of the present invention, with use of the drawings.
26



5 invention. The data protection system 100, as shown in Fig. 1, is
conposed of an encryption device 101, a plurality of decryption devices
(termnals) 103a to 103n, and a key setting system 104. The data
protection system 100 is for encrypting digital content ~0 consisting of
digital data showing video, audio and so on, recording tht9 AxgysfgP
digital content on one or nore optical disks 102, which are DVD ROMs or
the like, and distributing the optical disks 102 to a plurality of
termnals. Here, the key setting system 104 is a systemthat determ nes
an encrypt i SRVE&EPLLocpRSEERCEHOR e encryption device 101 and i ndi vi dual
decryption keys tq be set in each of the decryption devices 103a to 103n.
The encryption deg?"ée toEhemsdan R tehdie 1§ ohbRegonssrusidonbedn a data

desi gnat ed Eéo%he ke ,setéingéﬁ¥2t$n1104, and is for 20 encrypting content

and recor di REt&RR r §¥PLE™C GRet Fd IS5t ighodiiment] (3 . BRr ePTESANY t

i s assuged t optical disk 102 is replicated to create nultiple
opti cal dis£§9%8g9§%Ving i dentical content. Furthernore, the decryption

15

devi 103a t 5) f ti t I nal s,
or oxanpl o one b1 i Shes cREvyseTEort affn) 002 naSC aRVR AR, Midom Trerid na

holds a d ' ' 1l Wiyl 1 g
olds a degsnpdbsed d€¥nt ﬂt:rgg?:ln.gﬁe({l]eeﬁ:%déna'ﬁlr",ggdélgg%rfé/.g]ygegzgé/ﬁ%y T t

setting system 104. Each decr

2005 cont etéviEesn @eaniindlg 08BACRL HHHKS 2P a ﬁi‘é?%&&?:ttwgsg&@éﬁﬁit d

content, and reproduces the obtained content. Note that

content the key setting
0 consisting of digital data showing video, audio and so on,

recording the encrypted digital content on one or more optical
' disks 102, which are DVD-ROMs or the like, and ‘distributing the
optical disks 102 to a plurality of terminals.-:
| Here,: t_hg‘ key setting'system 104 'is a system thét determines
.15 an encryption Eey'to be set in the encryption device ldl and
'individual decryption-keys to be set in each of the decryption
- devices 103a to 103n.
The encryption device 101 holds the encryption key that has
been‘designated'by the key setting system 104, "and is for
20 encrypting content and recording the encrypted content on fhe
optical disk 102. Note that it is assumed that one optical disk
102 is replicated to Creaté multiple opticai disks 102 having
identical content.
Furthermore, the decryption devices 103a to 103n represent
25 a large number of decryption terminals, for example one biliion
decryption terminals, and each decryption terminal holds a
decryption key that has been individually detérminéd by the key

setting system 104. Each decryption terminal reads encrypted
27
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5 system 104 and the encryption device 101 are used by an organi zation
that perforns copyright protection. It. is assuned that the decryption
devi ces are used by general users. Furthernore, the key setting system 104
is basically used once for determining the decryption keys for each
decryption device, 10 and once for designating the encrypt1®Augest 2085 be
used first. In addition, whenever it is judged that a., decryption ke

hel d by a pamtient froveoms ptfi bhe deptiicahdd skeck0di SREBEBEF e pBSEHP L eRe
key setting system 104 is used for designating a new encryption key to be
used in recmrdient,, Ehd aRPradynasst ithe oBtaReedn CPREEAS- encrypti on devi ce
101, with a purpose of preventing the garticul ar decrgé)tion devi ce grom
decrypting encrypos® EBAE dift isasmeitBat vietHphe dRtaR LR eSHE™ 5YFE ng

descri bes the encryptign device 101, the .decryption_ deviges , 103 . 103n,
and the key %t H@egy&ém@aecws PR Y é’&l ?°fo)’hgt%ct;ﬁe nggﬁgf‘%
encryption device> Fig. 2.is.a function.constructio raw_ng t

encrypt on Sy(fé\ﬁ"belﬁél 3B t%ﬁ'g d%ﬁ?ﬂﬁ??b ndec%elvt%elog%f %gdeAsu%%. tﬂ% shows,
the encrypt] vi.ce 1 a e It 3 2A1, r;@n er
generation otf(r)ﬂ%tnq%@iloa?nQ‘%gEcﬁ?/gflggﬁ; ké;éf}é%%@ tglregsgléﬂi't thOSﬁ gggiégggb

encryption yt %%%Oog%cag?&%h CRELYPELONa KBl tugdld, BN gahe@dlPULsERS]
e,

206. 28 19 August the content storage unit 201 is a storage

devi ce suchasred@rd, dicte kB3t seteiag soBtemt 100N Ydsiganfl ydugetiabndat a
show ng vi deo, audio, etc. Thé random nunber generation unit 202 has a

function offorbdeeeemining eheadéeryptidekdys feraekely desayriticandeypteng
cont en1'[0 and once for designating the encryption key to be used first. In
addition, whenever it is judged that a.decryption key heid by a
particular decryption device has been dishonestly exposed, the
key setting system 104 is used for designating a new encryption
key to be used in recording content:to optical disks in . the
15 encryption device 101, 'wifh a purpose of pre'-venting i:he particular
decryption device from decrypting encrypted content. recorded on
an optical disk.
The following describes the encryption device 101, the

decryption devices 103a to 103n, and the key setting system 1_04

20 in more detail.

<Constructi6n of the encryption devices‘
Fig. 2 is a function construction drawing of the encryption
device 101 and the decryption device 103a.
25 As Fig. 2 shows, the encryption device 101 has a content
storage unit 201, a random number generation unit 202, an-
encryption key group storage unit 203, a key encryption unit 204,

a content encryption unit 205, and an output unit 206.
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(hereinafter "content key") . Note that the content key is 64-bit data
made up of a random nunber. The encryption key group storage unit 203
stores one or a plurality of encryption keys designated by the key setting
system 10 104. Furthernore, the encryption key group stor?ge unit 203 is a
storage device such as a nmenory that stores key designati oh9Auge®2R88i on
that is used by the decryption deviece to designate the decryption key that
corresponds to theersd,orhd eftteny s@Bradye undotZ01 hata shrorage decigptsumh key
is newy designated by using the 15 key. setting system 104, the encryption
key that wesshelklaby disk tedety yyidmes keynigEmuraisismng ot Q0E e dakat he
new encryption key was 'designated is deleted, and only the newy

desi gnat ed skeriyptiistedeepuiddost eted i n the encryption key storage unit
203. The storage of this new encryption key and key designation 20

i nformation corr édforidingem @umbe rngenaratisn omike Z0Zahase a farrdrand off or
exanpl e, by being jnput by an operator, or by being 6 received fromthe key
setti ngl’ sy ST AP NIT R ARG AUMPEE| BA RMidt kegM iz euREYPBRNGCONtent

encrypting,,, usin ach encryption key stored in the encr i on, ke t.or age
S5 untt DoatheReihikai: CREVERBIEAG f NGREHRAT S PREA A egoha AR
mitti the result encrypted content keys to the

unit 202, a&%ran il IB'%% . _ :
out put unit ) e Tofteflt éﬁgf’?pf’f‘ dnit 205 has a function of
encrypting, 29 ]z%eA%%iE»pg%Qﬁ 5@'&%@%%{{&‘1@29? 81 88ds f&0ndihg

random nunber generati on en In e content storage:

TS T ik T T
capabl® of yeeror tLRghEdahsre) Bk AHd At Wb lkeydSoapl H06LEQE unit 203 is
" a storage device such as a memory that stores key designation
' " information that is used by the decryption device to designate
the decryption key that corresponds to the stored encryption key.
Note that when an encryption key is newly designated by using the
15 key.setting system 104, the encryption fcey that was held 'by the
eanyptidﬂ' key group storage unit -203 before the new encryption
key was “designated is deleted, and only the newly designated
encryption key is stored in the encryptior_u key st'oragel- unit 203.
The storage of this new encryption key and key designation
20 information corresponding to the new encryption key may 'bé'
- performed, for gxample, by being input by an operator, or by being
received from the key setting system 104. | |
The key encryption unit 204 has a function of encrypting,
using each encryption key stored in the encryption key storage
25 unit 203, the content key obtained from the random number
generation unit 202; -and transmitting the resulting encrypted
content keys to the output unit 206. -

-

The content encryption unit 205 has a function of encrypting,
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of obtaining the key designation information fromthe encryption key group
storage unit 203, and recording the key designation information, the
encrypted content transmtted fromthe content encryption unit 205, and
the encrypted content key transmtted 10 fromthe key encr%gption unit 204,
on the optical disk 102. According to the recording by tht Augysgbdon
device 101, encrypted content, one or a plurality of encrypted content
keys, and kejingethemantant keor phtRbned kromesheeandnm PNELSE: Jengr i ion

102. Note that the nunber of encrypted content keys recorded, o&' t he
optical di 8Ri¥0202¢ egn&entostraeduipethsr CORERYPt FERTRET U He dg]?rataepc'fl by
the key setting system 104 and -stored in ,the, encr iLon ke o or age
Uni t 203, SRBVRYRANG RS &@%%1&%?95{:'%56%5\9%8%0&3 the %‘ﬂ%%‘y“ag,&#%pz%-d a
menory. All or sqme _of the functions qQf th ve-descr | A0Ap
number generatio “ﬁﬁﬁ?-rﬁﬁf?'k‘é €d nﬁ’%}%t Pgﬁ%uﬁ?@ %}?C%c%hpgﬁ?egﬂﬁypt i on
unit 2095, ouf put _unit 2 - | r:dlJ 10 t hes GRHEXNEIH | N
a contgol gﬁggtrla%ne%%#&iosfzgé?)‘?{é%lﬁg%a%tég&n%ﬁ%%;l@fg%lc%cﬁstrﬁction of the
decrypti on,gdeyy i tq'ﬁec t 400; 98Yi £5 1038 rind t#ohof Fim @hefl &ic#ARTiasHiICI ng
optical di ggs%{ﬁgﬁg?dg S| O\E/fn%pi %Q%}gﬁé(%f&has arz{ obt gi ning unit _lek?tra
decrypti ongkey g@caEP st b2hdee uhlitl 2837, anddeeEYPHLAG KBy Rey edésignatibnld
August 2005 uni't 213, a kéy decryption unit 214, a content decryption unit
215, and aih€pkAddebhONtHeidnddfptdieicontiehe dbimsmitigedirfirom2tle i curustes

hardware that is capable of reading data from an optical. disk.. The

obt ai ni'ng encrypiidaluhas 2086 unahd orhoferreaagiteg sodteohvkey ntranrmitiiad

content, the encrypted content key, and the key designation information
10 from the key encryption unit 204, on the optical disk 102.

According to the recording by the encryption device 101,

encrypted content, one or a plurality of encrypted content keys,

and key designation information are recorded on the optical disk

102. Note that the number of‘encryptéa‘déhégnt keys V.r‘e-c':orded on-
15 the optical disk 102 is equal to the number of encryption kéys
designated by the key setting system 104 and -stored in the
encryption key group storage unit 203.
The hardware of the encryption device 101 ‘includes a CPU
and a memory. Ali,or some of the functions of the above—descril?ed-
20 random number generation unit 202, key encryption unit 204,
content encryption unit 205, :and. output unit 206 are realized‘
'éccording to the CPU executing a control program that is stored

in the memory.

25 <Construction of the decryption device>
The decryption device 103a is a terminal for reproducing
optical disks, and, as shown in Fig. 2, has an obtaining unit 211,

adecryption key group storage unit 212, a decryption key selection
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fromthe optical disk 102 to the content decryption unit 215, the key
decryption unit 214, and the decryption key selection unit 213
respectively. .0 The decryption key group storage unit 212 is a storage
device, such as a non-volatile nenory, that stores a plurality of
decryption keys that have been determ ned for the decrypti thAugsi28e5 103a
by the key setting system 104, and so on. The decryption keys are stored,

for exanpleunggrfﬂg,tgekgfqaaEE'§¥RdH5dH§%i9§4Uagug?ﬁﬁéﬁ£rﬁbé¥§§g?ﬁh uHi%

decryption key sel-ection-unit 3 has a function ] udgl ng, sed on the

key designa2i®p andoanbépssdeetysyaghit gme.t he obtaining unit 211, which of
the decryption keys in the decryption key group stored in the decryption

key group storageH&€feunthe2bBtadanihg used, 2and isRledesNBatdfadectypti g key
from anongst the keys decryption keys that can be used. The key decryption
unit 214 obtapaisle tdf vegdihbedatr £iromnagn optiiicadldiskhe Thircolyipd Bt reponhent
key that can be decrypted by using the decryption key selected by -the
decryptd on ¥k} has ectfunction ofs reedingndndecenueping aontygtedk epnhgnt,
decrypting the obtained encrypted content keg using the selected _
decrypt i on ¥ SMERYRIAA GANRRY Kol oAndnthe 2key hdes kgrfatiem dnformation
decrypting,,._using the, content ke generated,by t he key decryption unit

214, 31 19F%QWGIE 9BbBacRlALHE rlyét Q LenEenteps RSP HSE e 235ratheng
unit 211 t nerate content,, conveyj ng,the generated cqontent to the
reproduct i gkn (SRS 198, HE %Q?‘e af‘ﬂegb%p‘i’%‘aﬁ%&’o?f‘ % sgigchigngunit
function 0&1§5£é%§é?¥ﬁ$é%&the content transmtted fromthe content
decryption unit 215 that if the content treated by the data

protegp on - The decryption key group storage unit 212 is a storage device,

' such as a non-volatile memory, that stores a plurality of
decryption keys that have been determined for the decryption
device 103a by the key setting system 104, and so on. The
decryption keys are stored, for example;‘during.the‘decryption

15 device manufacturing process. |
The decryption key selection-unit 213 has a function of
judging, based on the key designation information conveyed from
the obtaining unit 211, which of the decryption keys in the
decryption key group stored in the decryption key group storage
20 unit 212 can be used, and selecting one decryption key from amongst
the keys decryption keys that can be used.

" The key decryption unit 214 obtains, through the obtaining
unit 211, the encrypted content key that can be decrypted by using
the decryption key selected by the decryption key selection unit

25 213, and generates a content key by decrypting the obtained
encrypted content key using the selected decryption key.

The content decryptionunit 215 has a function of decrypting,

using the content key generated by the key decryption unit 214,
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system 100 is, for exanple, noving i nage data conpressed according to a
conpressi on net hod such as that specified by MPEG (Moving Picture Expert
Goup), it is necessary for the reproduction unit 10 216 to be, for
exanpl e, a so-called MPEG decoder or the like and to include a function
for expanding content and outputting a video signal. The HaAdgest@00% t he
decryption device 103a includes a CPU and a nenory. Al or sone of the
functi ons dfhe kmcalypteddesatehedconiBewdd af momothei ebeaininecuybt i dh1 kEQ.
selection unit. 213, key .decryption unit 214, content decryption unit 215,
and repr odgsniegateniconzebtar @andegionyeningcshei enarated G sicut? nghg
control programthat is stored in the nenory. Note that the other
decrypti on reProgestioBbupdt 198h. have 20 an identical construction to the

decryption device 103a. However, all or sone of, tgﬁ c ntentg stgr.ed in the
decryption key gF8tpherBPEe ageheKRREOVIE LM Ui &rénf3fof SYBH agerﬁgtion |

const 1 Bt | GRFCAHFAIoRPE IRNEET e EERDHAL: Coa. i e Fonetg e JPekURELORT,
ey et IrIAER il 59/ RLBRURL A 4139° 50 daciPpropebron
e oty 3.4 LTS B BEcH o dasorat
Here, the key . EBHE:PE_&EQB&R@E}?&@ diftif a30inhe Bpeleraga by MEEGCEMosiAl as
a hard disk, for storing key information that is described |ater. The key
i nformati orpigeneeatiPertdoup)s ety Aetessary for the reproduction unit
10 216 to be, for example, a so-called MPEG decoder or the like and
to include a function for expanding content and outputting a video
signal.
The hardware of the decryption device 103a includes.a CPU
7 and a memory. All or .some of the functions of the above-described
15 obtaining unit 211, decryption key,selection unit, 213, key
.decryption unit 214, content decryptionunit 215, and rep‘roduct"ion
unit 216 are realized according to the CPU eﬁecuting a control
program that is stored in t_:he -memory.
Note that the other decryption devices 103b to 103n‘h§ve
20 an identical construction to the decryptiondevice 103a. Howeverl,
all or some of the contents stored in the decryption key group

storage device 212 are different for each decryption device.

<Construction of the key setting system>
25 Fig. 3 is a function construction drawing of the key setting
system 104.
As Fig. 3 shows, the key setting system 104 has 2 key

information storage unit 301, a key information generation unit
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tree-structure so that the decryption devices in the data protection
system 100 correspond to nodes on a lowest level in 10 a 4-ary tree,
assigns one or a plurality of keys to each node in the tree structure, and
generates key information that shows information such as the one or a
plurality of keys assigned to each node. Note that the kel® August@B®%on is
used for designating an encryption key and a decryption key, and includes
i nval i dat i o#025 amfiovedtdoretninalsdeségnat ignbusit 303, jaukigy ignfermatdoneach
of the keys assigned to a node can"be used as_an encryption ke¥. This key
i nf or mat i oNUR@AL ERE unidr 3045 e degcaypEdeon kel deternining andt 39fFe 2R AN d
term nal designation unit 303 has .a function of receiving a specification
of a decryp®PeRYRIeVSR kahsiesip@tdenr Ppitod% ey has been exposed, from an
operator via an ipput device such as a., keyboard or a .pointing device, and
desi gnating. the %%Lfci g cARFORBRtEOn SEorage pngh @2\1 {5 e Storage

I nval i dat ed hereinafter "invalid termmnal™).. An.invalid termnal,i,s.
decrypt? on VAT i85 htaorc{/\ﬁ?ﬁk'ifglfss% NG ksy ?Bfgﬁggég‘?ng‘?‘%%ﬁ%ent
in a way t rvpt.ed content cannot be decrypted correctly by that
term nal . %S‘Lk%f;b?e&]n?lo‘.}r%a% on updating unit 304 has a function-of wupdating

the invalidation gy Ofcgﬁ;i'?&oir At BEnKQerddy O 1B | Bﬂig3 > AdeEimZAOs a

stored in the key inforhation storage unit 301, based on the invalid

term nal desjodnad i ddhddCsbN\Rlaitd €108 MRl ARSI PTcedi in30Bhe ThRAta
decryption key determning unit 305 has a function of 5 determning a

plurality qirstesdtidn @ysteys 100 86rsespbRd €aChod€e oy M i XBwd=y Miewall, ihased
on the key information stored in the ﬁey i nformati on storage unit 301.
Not e titat tdel-cagsr ypeepnakeigns one or a plurality of keys to each node in
the tree structure, and generates key information that shows
information such as the one or a plurality of keys assigned to
each node. Note that the key information is used for designating
"'an encryption key and a decryption key, and includes invalidation
15 informatioﬁ that serves. as é basis for judging whether each of
the keys assigned to a node-can'Be used as an encryption ke'y. This
ke_y information and the 4—ary-'tree are described j.n detail later.
The invalid terminal designation unit 303 has a function
of - receiving a specification of a decryption device whose
20 decryption key has been exposed, from an operator via an input
device such as a keyboard or a pointing devi-ce, and designating
the specified decryption d‘evié:e'as a terminal to be invalidated
(hereinafter “invalid terminal”). An invalid terminal is a
decryption device in regard to which it is necessary to encrypt
25 content in a way ;hat the encrypted content cannot be decrypted

correctly by that terminal.

The key information updating unit 304 has a function of

updating the invalidation information in the key information -
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determ ned for each decryption device are stored along with information
showi ng the node corresponded in the key information, 10 in the decryption
key group storage unit in the decryption device. The decryption keys and
the information are stored, for exanple, during the decryption device
manuf act uri ng process. Therefore, the key setting system 1DAugusi2809 t s

i nformati on showi ng the determ ned decryption keys and the correspondence
between t h&tPFegedmy pthenkéeyinfiorms btomostectage f onitex3Mp) ebaged on the
manuf acturi,n% systemused in manufacturing the decryption device.

Fur t her nor &P @Hédeﬁswgnaéndmwmgm itbe imvelBdaerasinalf desigoatiadn
desi gnati ng Qne (ar a plurality encryption keys to be set in the encryption
devi ce, ba Bdtor8he key information 20 stored in the key information
storage unit 301,, an outguts designation information that serves-as a

k
basis for judgi ng RhFEREY Eb‘??p‘g)bﬁjqwnl’fé‘itng BBiGs3P s gedrpption afy
how th : d bet, t desi t ed ti k dth
hode " Ithi SR ATRe T BB T BEl DRcrEPL P RuR Y BGR or SFE AR AT
desi ted ' [ t put. o | t 1. SSi
Lo the endeeEi¥ELLAC: Sfndly MLty BRECKEY MEEARERER Brespd Ty thsu: um
Not e t hat when; td [ ti | ds. .34 .19
August | 2005 T il BRI SR AR uflEE 0T | ROrkibhar Hhd BEBERSe 1S s )
operation, detet@iNe8eFoa Yed@f @é’cﬂpﬁﬁf&?rcﬂé@i@@vﬁrgh@tBQ@He%tlﬁn?f é’ggﬁi .

recordi ng medi um copied to the encryption key group storage uni
the encrypinformzviee sHiiwiny £Xehddd ebppéspordddant @id RWyNth AR%GIHiRaS t he
key information that is
10 in the decryption key group storage unit in the decryption device.
The decryption keys and the information are stored, for example,
' during the decryption device manufactufing process. Therefore,
the key setting system 104 transmits information showing the
| detérmined dec:_yption keys and the‘correspon'dér‘xce b’etwe’en‘ the
15 decryption keys and the node to, for example, a manufacturing-
system used in manufacturing the decryption deviée. |
Furthermore, the encryption key designation unit 306 has
a function of designating one or a plurality encryption keys to
be set in the encryption device, based on the key information
20 stored in the key information storage unit 301, and outputs key
designation information that serves as a basis for judging which
decryption key is '1:0" be used for decryption by showing -the
correspondence between the designated encryption key and the node.
This key designation information is output together with the
25 designated encryption key. |
This output denotes, for example, transmission to the

encryptiondevice 101, or recording on a portable recording medium.

Note that when the ericryption key designation unit 306 records
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generated by the key information generation unit 302 and stored in the key
I nformation storage unit 301. First, the 4-ary tree is described. Fig. 4
shows the 4-ary tree. The 4-ary tree is structured so that each node that
conposes a node _group 406 that is the | owest |evel (hereinafter "|eaf"

is al so used to describe each of the nodes on the | owest |t/ANgust300%3 jn a
one-t o-one correspondence with one of the decryption devices (termnals).
Theo-ary ttée leasrypdticuctkgye t6 ahpehtasrd reesedPrgnabesumitih NhethUr
nodes. Note that here a structure 1n which each node branches out into
n-nodes br Pelesipry,cikl bs neressary-floreen dJperetor eté harackhaodenténtde
tree structure 20 branches out into four nodes, it is called a 4-ary tree.
Fur t her nor 8f &he Kegeordiag mediwheopiet tintbefoaryrtanohkeyigrapl s esrage
parent node in relation to the four nodes that branch fromthe node, while
the four n8Bé% £Rat 1Br Bhenepesypthenpdeeice nbdle. are  cal l ed child nodes in
relatign to the parent node. Furthernore, 25 a node 405 on the highest

|l evel Ts called a root. Wen the nunber of decryption devices in the data

protection, ystr?%n 100 is pot a power of four, the nunber of nodes on the
| owest | evel”i st RENRhAPTEst power of four that is greater than the nunber

35 19 A 20 f Aol devi e f I npl.i.ci it i
acsumed That thehuriSan S ikChs BeF bt fibos Ko AHPTRRAGN CFhRbASS on
th I : L n§ i), | it 30
prescri boe the: ot iy, KHe DRTE i FFpiEYoh RAIGTh $RIR 3o o Brankil o

the level i hgs@b@éﬁmiﬁ&bﬁ:é(@io,;,%@g%gse%%t sppqcessively increasing the
y 1. e

nunber given to each |evel bel ow evel "403 above the
- First, the 4-ary tree is described.

Fig. 4 shows the 4-ary tree.
The 4-ary tree is structured so that each node that composes
a node group 406 that is the lowest level {hereinafter “leaf”
is also used to describe each of the nodes on the lowest level)
15 is in a one-to-one correspondence with one of the decryp'tion
devices (terminals). | The 4-ary trele has'a.'structure in whi‘ch each |
node branches out into four nodes. 'No"te that here a structure
in which each node branches out into n-nodes branches is called
an n-ary-tree. Therefore if each node in the tree structure
20  branches out into four nodes, it is called a 4-ary tree.
Furthermore, a node that branches out into four branches is called
a8 parent node in félation to the four nodes that branch from the
‘node, while the four nodes that branch from the parerit node are
called child nodes in relation to the parent node. Furthermore, |
25 a node 405 on the highest level is called a root. -
When the number of decryption devices in the data protection
system 100 is not a power of four, the number of nodes on the lowest.:

level is the smallest power of four that is gréét'er than the number
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| owest |evel is prescribed as |level D1, and the |owest |evel 404 is
prescribed as |level D. Each node on each level is prescribed 10 a relative
nunber in the level in order starting from1. Accordingly, the relative
nunber .1 on level D corresponds to the decryption device 103a, the
relative nunber 2 on level D corresponds to the decryptiof® Aegugt€09d3p,
and the relative nunber 4 to the power D on level D corresponds to the

| ast decr ypfi @ecry® idey devitesn. Hexe, Torhsiwpihdibyakpl ks cdssumpdithats ee
when there are 64 decryption devices, In the exanple in Fig. 5, since the
4-ary treeths pyrkar ¢ft dgcryrhion daviess and the nomesy ¢E\Rpdes QrelBe 3.
20 The foll ow ng describes invalidation information that is prescribed in
cor r espondtfreshi tevedadienddie SPe. nvalidation informati on of a node,

supposing that ngde . is a parent.  node, is .informatio onbi ni ng, fl a t hat
shg\?v \/\hetgher t R HIFY HROERETAL EPR ngepeip e Uittt ng?5 PﬁeéFﬁgPeFrgﬁﬁ he

hild 25 de havi he | | at i nb fl 1
oI 85 BB RSeL % LRUSELed SR KRR URE 0 Db log 2 YL Uoogh,
(e CorY FSPRREMRAIIL AR I e 30 YAl dbRRi Eholle

i nf or mat i ofuRhe f N R %BFﬁQeﬂelé\?e ] SefRPby 1,7 FHe fevidi s@didpbvROdge are

inval i d nodes, the invalidation information of the parent node is 111111".

Note that jéwést asveieds M dtided hsthsedepryptdimntdevl6fest Tdiadl 404
corresponds to a leaf is an invalid termnal, the invalidation information

of the |eaisipgreskklibed apdevd0®. | EathendtRCbyipeaon lehewl cies ipresetribad
invalid term nal.
10 & relative number in the level in order starting from 1.
Accordingly, the relative number 1 on level D corresponds to the
. decryption device 103a, the relative number 2 on level D
corresponds to the decryption device 103b, and the relative number
4 to the power D on level D corresponds to thé last decryption_
15 = device 103n.
) Fig. 5 shows and examplve of a 4-ary tree when there are 64
decryption devices.

In the example in Fig. 5, since the 4-—ary,treg is constructed
to ‘have €4 leaves, the lowest level is level 3.

20 - The following describes invalidation information that is
prescribed in correspondence with .each node.

The invalidat‘ion information of é node, supposing that node
is a parent node, is information combining flags that show whether
the child nodes are invalid nodes or not, in order from the child

25 node having the lowest relativé number. A flag has a value of
1 if the corresponding child node is an invalid node, and a value
of 0 if the corresponding child node is not an invalid noge.

Accordingly, if the four child nodes are not invalid nodes, the
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Note that "invalid node" denotes a |eaf that corresponds to an invalid
termnal, or a node that is reached froma leaf that 10 corresponds to an
invalid termnal. Therefore, it can also be said that an invalid node is a
node whose corresponding invalidation information has a val ue other that
"0000". Here, a node being "reached" from another node dent?&ugustg0Pposi ng
there is a chain strung between each child node and its 15 and parent

node, nodesihhalidaeicoinfored tiynose the parEntr aodeyist 0004 nsif thei fdhwr an
upwards direction-or a downwards direction. Accordingly, in the
tree-struct ghéldanodee are titerd ldwesiodesyekhet havalddesiohedinbormatien sphg
one or a plurality of chains consistently fromthe node on the highest

| evel is a hbtleparent 2uode is bkl fromthe top node. Conversely, the
node on.the highest level is a node that is "reached” fromthe node on the

| onest |evel . ForNeS@&fhas ithds rassumeshhpger thahekf ftrl‘tﬁ’rfiﬁﬁyYPE&Pn e¥iFeany

| eaf ca eached fromthe rqot, but one |leaf cannot eached. from

anot herEI ea‘f‘ﬁa§§°ﬂ’i§35’8p9é t(ﬂaﬁ'ﬁ@ Hﬁ/éf’l‘dﬁ‘ﬁ]dﬁj FREBLRAL 5&%‘?“‘&? 143519 des

is "0000" before decr on ke hel, n lL,on Vi

exposed, Si ﬁegth%’embr%for‘f& r]ﬁﬁ Bt ﬁ/ ?[I )én é}b%téj afd gﬁﬁ ‘E%c’%’FPtmn

exanpl es of é@i/g%l d%tﬁ‘gw rpfﬁ{‘;m]l dr{[ Ei August 2005 of the root. The
valida

exarrpleln eTh |on|nforrrat|on of the root being

"0000". when none_,&{1 rd NG 4N J%%g enBEe*’“ﬁeﬁQE% 5slégya}_p,§t Cor s S| e

in Fig. 7, in whi an 1 nvall 'S shown cross, shows

i nval i dati ofioid¥ Qﬁﬂﬁliarté}fmltr{'ﬁ r89ta %%H'& héQQL(E' re‘éf&ﬁ@d’f eok'd Léapadfad hat

corresponds to the relative nunb
10 corresponds to an lnvalld termlnal. Therefore, ‘it can also be

said that an invalid node is a node whose corresponding
invalidation information has a value other that “0000”.
Here, a node being “reached” from an;other' ‘node denotes,

supposing there is a chain strung between each child node:and‘it‘s

15 and parent node, nodes that are connected by one ox a pluraiity
of chains in either an upwards direction or a'downwéfds direction.
Accordingly, in the tree-structure, a node on 't-he lowest level
that is reached by traversing one or a plurality of chains
consistently from the node on the highest level is a node that

20 is “reached” from the top node. Conversely, the node on the
highest level is a node that is “reached” from the node on the
lowest lével. For example, the -rbot can be reached from any leaf,
and any leaf can be reached from the root, but one leaf cannot
be reached from another leaf.

25 The value of the invalidation information of all the nodes
is “0000” before a decryption key held by any decryption device
is exposed, since there are no invalid terminals.’ -

Fig. 6 and Fig. 7 show examples of invalidation information
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an invalid node. The follow ng describes the keys assigned to each node.

10 A set consisting of an encryption key and a decryption key 15 that
corresponds to the encryption key is assigned individually to each node by
the key information generation unit 302. Note that each |leaf is assigned
one set of keys unique to the corresponding decryption, déyAuaust28R8 nodes
other than |leafs are assigned a plurality of sets of keys as descri bed

bel ow. Fig°f8tbﬁomsokeys assigned corresponding to the nodes of Ilevel O

and level 1 in a+4-ary tree. In Fig. 8, an encr n ke and
correspondi ng dEee ﬁi’fﬁfﬁﬁﬂ-eke‘f‘ ﬁ@eﬁpﬁé’é’é"@d@&l KE ??17‘3?9 %@ﬁ)‘ﬁ'

0- 1K0001, 0 etc. for convg Not e t hat 0SS| bIe at a
protection® y"sl?%rﬁ%o ef’ngr@Q)(gt DR BOBAY )Frpf?n b?’ 1t §€K} é’rc#l n
whi ch- each, encr%f |on key and the correspondi ng decryption key have

di fferent *¥at® "a systen1|n mhlch the each encryption key and the 25
cor respondi ng deﬁ‘i pé:l" bIEY rt‘aé’l %%g%g\i?:?xugn }'\h@& £3Cflod€NCL YéHidwa key

and the correspon etryﬁtlon ey ‘hav eren ues for exanpl e,

a decrypti d as
0- 1K0000 habs kﬁi’?%éf%ﬁ?%é;%rﬁéasﬂd‘é89%8‘%\%8%’;’{'5"2%)%’2B%‘éfﬁdé%ééﬁn‘f i ch

the encryphhen disy add HSd@eﬁﬁy@tdmé@bndsaw the reanm ival nemberermlsoyed
in the data protection system 100, an encryption key and a decryption key
expressed &8, ifvil EXamgde, O0- 1KOOOO have the sanme value. 5 Hereinafter an
expression that a decryption key is assigned to each node, or that an
encryption key iBhasfolimdinic desdritoste.the keys assigned to each node.

10 A set consisting of an encryption key and a decryption key
that corresponds to the encryption key is assigned individually
to each node by the key information generation unit 302. Note
that each leaf is assigned one set of keys unique to the
corresponding decryption device, and nodes other than leafs are

15 assigned a plurality of sets of keys as describéd below.

Fig. B'Shows‘keys assighed corresponding to the nodes of
level 0 and-level 1 in a 4-ary tree.

In Fig. 8, an encryption key and the corresponding
decryption key are expressed collectively as 0-1K0000, 0-1KOQQI,

20 etc. for convenience..

Note that it is possible in the data protection system 100
to pre-determine employment of either a systém in which7each
encryption key and the corresponding decryption key have different
values or a system in which the each encryption key and the

25 corresponding decryption key have the same value. When each
encryptionkeyandthecorrespondingdecrypﬁionkeyhavedifferent
values, for example, a decryption key expressed as 0-1K0000 and

an encryption key expressed as 0-1K0000 have different values.
38



Is used. However, in reality, when enploying a systemin which the
decryption key and the encryption key have different values, the
decryption key and the correspondi ng encryption key are .0 assigned to each
node, while when enploying the systemin which the decryption key and the
correspondi ng decryption key have the sane value, a key tHhaAubgstRedHh t he
decryption key and the encryption is assigned to each node. Accordingly,

t he assi gnedhepar ysitem ineyhhod tsle @ncryptien keytdred kéne detoyptionrkeNot e
that the 15 encryption key and the decryption key are, for exanple, 64-bit
data. As shbaweithersgme Balumdesempleyed Hanthedade pretectigneysten 100,
decryption keys. Here, "invalidation pattern" denotes val ues anongst the

20 possi bl e2} ANFEYPIOGUDkey and @ deeryptinatkahexprroasedaas oA 0r|eHaRRkdd on
of a node can_have in which the nunber of "ones" is Iless than (n-1) in an
n-ary tree ¢ }%ﬁq havgnthy ueafie yvalwRre are 11 types of invalidation
patterqf that have | ess éhan three "opes" «in the four branches: "0000"
"*0001",° "0010", "HRAAINaLEET gRRHPred AN thaka Gecryphspn ke 48 ASSinpth
and"1100". The odes, ot her, than the | eaves are assigned de ption keys of
21 e 1100 AT BRI, SPArbaf sy RELhEH T A IO 5P AL 1P

P S BT RO AU L2000 A 7R Lok R ch
S e R G ek g
structure ofhd hge&eyptRbar KBy Ahst@he&dcorresponding encryption key are
.0 assigned to each node, while when employing the system in which
the decryption key and the corresponding decryption key have the
same value, a key that is both the decryption key and the encryption
is assigned to each node. Accordingly, the assigned decryption
key-ahd so on are set in the key information, Note that~fhe
‘15 encryption key and the decryption key are, for example, ‘64-b-it
data. |
As shown in Fig. 8, nodesiother than leaves are assigned
11 decryption keys.
Here, “invalidation pattern” denotes values amongst the
20 possible walues “ 0000, ™“10600”, etc.'thaﬁ-the invalidétion
information of a node can have in which the number of “ones” is
less than (n-1) in an n-ary tree structure. Cbnsequently, there
are 11 types of invalidation patterns that have less than three
“ones” in the four branches: “0000”, “0001”, *“0010”, “00117,
25 *0100”, “0101~, “0110%, 1000, “1001”, “1010”, and "1100”. The
nodes other than the leaves are assigned decryption keys of all
the 11 invalidation patterns.

Here, a key having an invalidation pattern X and being for
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in the key information storage unit 301. As shown in Fig. 9, key

i nformation 500 is information, for each node, in which a node ID 501, an
i nvalidation pattern 502, 10 a key 503, and invalidation information 504

are corresponded with each node. The node ID 501 shows a | evel show ng the
position of the node in the tree structure and the rel ati {2Anawd@P0df t he
node. For exanple, the node ID of a node on level A having a relative 15

nunber B is mageewsed leyelArBhavihe 3 mediatdyei ounbarBrandoks eXPrESFeS ned
earlier, is a value in which the nunber of "ones"” in the possible val ues

of the in&alTHaBK¥h.information is less than three. T" key 503 is the

decryption key and the encryption key 20 assigned to a node shown t he
correspondi ng noBecerslingky 4 nv&l“ilggpﬁgn i N e oﬂe%MPPéF’Pn%ﬂ dgﬁédn

i nformati on about the node shown_by the correspqndi.ng g iRitia
value i s "BOPELSPRBEENY k2R hnvﬂélﬁafyl?waFﬁﬁ‘fﬁoﬁ%@@erggf & e ﬁ;vqg%i‘ﬂﬁgt i on
25 pattern_corres p | eav. he key 503 for the leaf is one set of

di t . Al
a decr ptiBnhﬂ§§n5ﬁ% %ggiﬁﬁﬁﬁwﬁ?iﬁklééyj <Key assi gnnent processing 40 19
A t 2005 Th 1 owi d [ k [ ; | ' h
ugus egﬁloﬁ"%ﬂ'e%s She 'sl%?ﬁc'i:n?g &Y ﬁ?é'lgé*!%rﬂfﬂn%ﬁl nEored he

key setting syst ormmed by the decryption key determ ning unit

305 for deggrthagg%?fﬁﬁggﬁéﬁgb&: fé?éﬂ%ﬁi@t3oh0 each of the decryption

devi ces 10 er words for assigning a plurality of keys to
each decryption fewrsun ahilly. WeYkéPliorerhbeNohasodaenisforeationt Horkey

informati on storage unit 301 by the key information generation unit 302.
each node, in which a node ID 501, an invalidation pattern 502,
10 a key 503, and invalidation information 504 are correspongled with
each node.
The node ID 501 shows a level showing the position of the
node in the tree structure and the relative number of the node.
For example, the node-iD of é-node-on‘level A having a-re;at;ve
15 number B is expressed as “A-B". |
The invalidation pattern 502, as explained earlier, is a
value in which the number of “ones” in the ppssible values of the
invalidation infermation is less than three.
The key 503 is the decryption key and the encryption gey
20 assigned to a node shown by the corresponding node ID.
The invalidation information 504 is invalidation
information about the néde‘shown by the cofreSpbnding node ID.
The initial value is “0000".
Note that in the key information there is no invalidation

25 pattern corresponding to leaves. The key 503 for the leaf is cne

set of a decryption key and an encryption key.

<Key assignment processing>
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Fig. 10 is a flowhart show ng the key assi gnnent processing executed by
the decryption key determning unit 305. 10 The decryption key determ ning.
unit 305 first makes the decryption device (termnal) that corresponds to
the |l eaf having the relative nunber 1 in the 4-ary tree a target of key
assignment ("target terminal") (step S11), and focusing otP Ahgust@ad5t hat
corresponds to the target termnal, in other words the 15 correspondi ng

node on the | owesthd eftdllowd@y daatesbesetive dteipta¥ignnent prddessingdén
("focus node") (step S12). Note that specifically "focusing on a node"
denot es, fothexkepl setstiayi ngyddem atlkd epsrformedie byt rlegedecegpbion hkey

I nformation of that node in the key information in a variable for internal
pr ocessi ng.defeneiting hmite 30ppfoondébyrigingnideenypiion Iy sids Heases

all the decryption keys corresponding to the invalidation pattern set in
t he key infip mqmmfstt@eedemyphéokes

node (parent node) that is_one_ | evel above the focus nqde that sho%/Ft hat

the focus nbReassigaing a phusehity Adr kRYDE5019aRD CRETVBEIONRIYEIGS AOLCEN
$13) . Cont | KN U GO kEy FaP3POEReS HRETS it e kF S SR SIGT hPFagbe
K10y ana. 19075 T8 R Pk KeoinePapanisn FentrRbaed BB L3¢ ey sts Gnci)
0%the Toot, the FidicEo % & 21ck8RGEr Snavifl B kel adSEa it R obaRHIREDAS

e set n (R GUE T AT SRe TPk ey SR RTINS Whother
the asgi gnment t agelddgiyptiadn keyt BetkaniniggMinat, 308 first makes the
' decryption device (terminal) that corresponds to the leaf having
the relative number 1 in the 4-ary tree a targét of key assignment
(“target terminal”) (step S11), and focusing on the leaf that
correspbnds' to ‘the target terminal, in other words the
15 corresponding nodel on the‘ lowest level, designétes one decryption.
key to the node (“fbcus node”) {step S12). Note f:hat-specifically |
“focusing on a node” denotes, for exampl.e, storing the address
in the storage area of the information of that node in the key
information in a variable for internal processing. |
20 " ‘Next, the decryption key determining unit 305 designates
~all the decryption keys corresponding to the invalidation pa_ttern
set in the key infofmation stored in the key information stoiage
unit 301 for the node (parent node) that is one level above the
focus node that show that the focus node is valid, ‘in .other words
25 that the focﬁs node is not an invalid node, and newly prescribes
the parent node as the focus node (step S13).
Continuing from step 513, the decryption key determining

unit 305 judges whether the current focus node is the root (step
41
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ot her words, whether the assignnment target termnal is the decryption
termnal corresponding to the |eaf having the highest 10 rel ati ve nunber
(step 16). If the assignnment target termnal is the last termnal, the key
assi gnment processing ends. Furthernore, when it is judged at step S16
that the assignment target terninal is not the. |ast termnm HaAugysi@o0s
decryption key determning unit 305 newl y.prescribes the next 15 term nal
after the 8Wd)enandSS dnnést nbar ght teot; napeats dhieeprovedsingeatietigipt i on
device that 'corresponds to the | eaf whose relative nunber is one higher
than the | 8328 uotilbspundiuwgremt t fecusunedmtisistheyrraofi. target terminal, as
the assignnment target tetmnat (step S17), and perforns the processing at
step S12. 20 Sucht astery ki ghfrethe prutseert nfoges Sredfess t Hae Jereypth

key group to be set for each decryption term nal.: Each cryption _.device
i s const r UEEEFYPHioR kY detgemipdtdonnkey &y G‘Gﬁ%@’&%e@ﬂf tt)%/eg%%@iﬂbat

bj his k i ing..Eig. 11 shows a d |
G oup S05 HEFEHanstas 2EcBFAPAGSLY 4G ey Ya<8f e ph it set B S E Y e
d tion_key. igned. tq a d ti.on dey] | )
Cor  boponds® £y 187 FBAT 28R LblnEhts Yekedh e L TR B e ol
that there ﬁé@hQP'%eﬁ‘és%ﬁg@cfr%{tfQa@%‘ékcﬁémﬁﬁaigiéghﬁ?:1g%thgef.%E?ﬁ§1,thia& in

Fig 11 3-Y EXPresses a pti-on“Key assi gne eaf 904 on

| evel 3 ha?ﬁ%ﬂgrt %rﬁgl,atdﬁéecﬂgif‘bﬁﬁeé-aslémt”gtéﬂféﬁ eemonkyY G4 the

decryption devices, as shown in Hi 1, the terminal 1 is assigned a
total of Zaeeeg ¥ Dén Qréz%ilﬁemsco]éb}@ggeﬁam |05 tHRY $eas Hpniath thethighestni nal

| are 3-1K, 2-1K0000, 2-1KQ001, 2-1KQ010, 2-1 KO011, 2-1 KA OO, 2-1 K0101,
2- 1K014.0, 1réKePOrk hums@@0stepKOBL0, | Ef KRR1dsdigH@4N0 target terminal is
| the last terminal, the key assignment processing ends.
Furthermore, when it is judged at step 516 that the
assignment target terminal is not the. last terminal, the
decryption key determi;'aing unit 305 newly prescribes the next
15 terminal after the current assignment target terminal, in other
words the deci:yption device that'éorresponds to thé leaf whose
relative number is one higher thén the leaf correspondiné to the
current assignment target terminal, as the assignment target
terminal (step S17), and performs the processing at step Sl2.
20 Such a key assignment procéséing determines the decryption
key group to bg set for each decryption terminal.. Eachdecryption
device is constructed to hold its‘decryption key group as a result
of being subject t';o this key assignment processing.
Fig. 11 showé a decryption key group 905 determined
25 according to the key assignment processing, as the decryption key
group assigned to a decryption device (terminal 1) that

_corresponds to a leaf on level 3 having the relative number 1,

supposing that there are only 64 decryption devices.
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1-1KA d, 1-1K0110, O | KOOOO, O | KOOA , 0- 1KO010, O 1 KOO11, O 1K0100, 0-1KOL101,
and O 1K0110. The decryption key 3-1K is the -0 decryption key assigned to
the |l eaf 904 on level 3 having the relative nunber 1. The other 21
decryption keys correspond to seven invalidation patterns "0000", -0001-,
-0010-, -0011-, "0100", "0101", and "0110" that show t hat19 Augusti2P@® chil d
node is not invalid. Speci ficall y, the decryption keys 2-1KOOOO, 15

2-1 KO001, 2-1 KOQi&te 2nhKQDH ki g2-11KEL0R exprelé@i8la d2ctikption Xeg assinbed
anongst the decryption keys assigned to the node 903 on level 2 having the

rel ative ngabertd e 1&af H54tbe pevehtl ruleing the rdleafiveéOgumbee 1.
decryption keys |-1KOOOO, 1-1KO001, 1-1KO0010, 1-1K0011-, |-1KA OO

| -1 KOL01, and 1-QusHdL)s ey etrﬁesmnammrtgdiy teide dz@rd'@@ﬂ?pt ﬁ@ﬁM@?s %ﬁssﬁh@’f@d to
t he node 902 on level 1 having the relative nunber | and that is the
parent nodénoFighel lnoddhed@Rrmifiad dedsypesanedys toyakoobi2 @%@R}'i—m

Ol kool 0, 0-1KO011, OIKA OO OI1KOAO, and 0-1KOL10 areéﬁ) nqi(t ‘t he
decrypbi onkekeys Bsidgravntdarh&ensdassbaned revdre Germina -

hocor hYﬁSF?Z?%agé’ﬁfsZz@a%%v@-f&;eozé‘fﬂ@éqﬁ‘% | 372 R9RTac 4007, f 41 Eﬁ“{l@’ Fn nal
dﬁ?f ﬁg:E he S At bc unr TR 22£:ﬁ$9¢<ﬁt‘) 332688800 bt o K '@%heNot e
the | eaves 1ark0Ffh oy AaaRORG: nBkoSqly PRR2RP0DS PAEKABIEE EHIGIOTIRAT |
an §nval | donoge) 310300 Shly A1 5 BRGea ey 16H Ky R 14 s dor

starting from e thil avi ng I'owest re I ve nu in the

ngrelyp?.Ai ggtggtﬂsﬁw@g,iggsi&ﬁxa {:8 tHé(aiéQEtQM AL 1674 B A ingATHegni ng

relative number 1. The other 21 decryption keys correspond to
seven invalidation patterns “0000”, *“0001”, “0010”, ™“0Q011”,
“0100”, “0101”, and “0110” that show that the first child node
is’ not invalid. Specifically, the dec;yptiori keys 2-1K0000,"
15. 2-1K0001, 2-1K0010, 2-1K001l, 2-1K0100, 2-1K0101, 2-1KO110 are
| fro'm-'amongst the decryption keys assigned to the node 903 on level
2 ﬁaving the relative number 1 and that is the parent node of the
leaf 904. The decryption keys 1—1K0000,‘1-130001, 1-1K0010,
1-1K0011;, 1~-1K0100, 1-1K0101, and 1-1K0110 are from amongst the
20 decryption Keys assigned to the node 502 on level 1 having the
relative number 1 and that is thg parent node of the node 903.
The deérYpﬁion keys 0-1K0000, 0-;1K0001,‘ 0-1K0010, 0-1K0011,'
0-1K0100, 0-1K0101, and 0-1K0110 are from amongst the decryption
keys assigned to the node 901 on level 0 having the relative number

25 1 on level 0 and that is the parent node of the node 902.
Accordingly, in this case the 22 'de;ryption keys assigned
to the terminal 1 are stored in the decryption key group storage

unit 212, for example, during the manufacturing process of the
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to a term nal group whose nenbers are all the termnals corresponding to
all the leaves that are reached fromall the child 10 nodes that are shown
as valid nodes in the invalidation patterns belong. Therefore, each
termnal is assigned a decryption key that is unique to the term nal and
decryption keys that are assigned to all of the term nal s19AHgUsid0Rg t hat
termnal, in the group. 15 <Designation of encryption keys> The encryption
key desi gnetemmingldi 1.306 in the key setting system 104, when there are no
invalid termnals, in other: words when none of the decryption keys has
been exposed, dedoggatkat ithe Pvakidatsigronakbsrns HRGBOPOEESTRRY tO°?

root, in other words the encryption key corresponding tqo the decryptipn
key 0- 1KOO@®deas ofherefbpdpihe i aagiest ersel%?rﬁt%% ngw iaoﬁeﬁéé g"?’gup
ot 2 A B SHERSRHE de R ts ERRTRL
oy " DSLRORSE fa e LabuP ORI LR TaRE FoaF Coror ot Fraciut 1 rblR Aaepis" o
2005 oxanple AaHE S tAbh EraufBet L 1S USRI aBE fapl ddotibrkist

content on @Rt EﬁghééhtﬁEi&:quaﬁf@rr??%c}(ﬁﬂso@s@%\{;h@ﬁglgéCQggfyehSkéf@

content key denerate the random nunber generation unit 2 in the key
encryption dii f 20éhmPnalBi REcLPE PRESY Pideibelr@y siOr &l l nthiee eaemimalon

key group storage unit 203, and the output unit 206 records the encrypted
content kesrak@pendidestgaatite 184esshatnare reached foaeatk the ¢held
10 nodes that are shown as valid nodes in the invalidation patterns
belong. Therefore, each terminal is assigned a decryption key
that is unique to the terminal and decryption keys that are
assigned to all of the terminals, including that terminal, in the
_ group. |
15
<Designation of encryption keys>
The encryption key designation unit 306 in the key setting
system 104, when there are no invalid terminals, in other words
when norre of the decryption keys has been exposed, designates i;he
20 encryption key 0-1K0000 assigned to'the root, in other words thé
encryption key corresponding to the decryption key 0~1K0000, as
the éncryption key to be set . in tﬁe encfyption key group étorage
unit 203 in the encryption device 101.
Accordingly, the encryption device 101 stores in the
25 encryption key storage unit 203 the designated encryption key,
and key designation information designating the decryption key
0-1K0000 that is assigned to the root of the tree-structure. The

encryption key and the. key designation information are, for
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optical disk. Furthernore, the content encryption unit 205 encrypts the
content stored in the storage unit 201, using the .J content key, and the
out put unit 206 records the encrypted content on the optical disk 102. The
foll ow ng describes invalidation informati on updating processing executed
by-the key information updating unit 304 in the .key sett1hfugysi2ead 104.
15 When the invalid term nal designation unit 303 has designated an
invalid teexenple,t becktyednfoonmthenkepdséttingnsystaiWiaohas the
invalidation information "1111" in the key information stored in the key

i nformati on stordgenunieccafiimf tbatehtaforcothespptdicad tdiske liozyaltie
termnal show that that leaf 20 is an invalid node,c and then perforns the
i nval i dat i SACFHPbBiantdevice pldbl ieng nypdse $hengon bentp dete gehe rianedl byathien
informati on corresponding to the nodes in the key information. Fig. 12 is a
flowchart SABAPRQUMReN gearrasdiosnunit @0Raindhe kpsanonynfiioresping204,
executed by the key information updating unit 25 304. First, the key '
i nf or At | oﬁsbﬁ‘amer@’%ﬁwtmkﬁm&%e%hnttm eneAtian kag 9rospystexage hat
is one |evel, t he, | owest | evel (s S21). In other words, if the

| owest | ev%?l?%@v@n%,t%ﬁguﬁgufgu%gué&gmr%ﬁhﬁn?%ﬁﬁ??% RN thg
unit 304 f sesqon. |l evel .(D-.1).. Next,  the.key .information updating uynit
304. succegg v%ﬁ?/ RSXU?&?%H%‘&&? AT %tlﬁé L SOHFESRYFELGE PoHNE he
focus leveldsidbih O st ' rQmt ode, havin h owest rel ati.ve
nunber, 5 g%\%lﬁ)%a{iggkf he%{u#\}:gﬁ%lgﬂlgggdn%%]ogﬁ% ?%% g?éfﬁgkhéﬁeuf'ﬁgt %Itoé '

il ohC SRS (F o) 00 RECREBLEG) SR04 N ihd e
4 content key, and the dutput unit 206 records the encrypted content
on the optical disk 102.
The following describes invalidation information updating
processing executed by the key information updating unit 304 in
‘the keyAsetting system 104.
15 When" the invalid términal designation unit 303 has
desi'gnated an invalid terminal, the key information Au'p'dat'i.lng unit
304, has the invalidation information “1111” in 'the key
information stored in the key information storage unit 301 of the
leaf corresponding to the invalid terminal show that that leaf
20 is aninvalid node, and then performs the invalidation info'rfnatién
upda_ting processing to update the invalidation informatibﬁ
corresponding to the nodes in the key information.
'Fig. 12 is a flowchart showing the invalidation information
updating processing executed by the key information updating unit
25 304.
First, the key information updating unit 304 focuses on the

level in the 44éry tree that is one level above the lowest leuel

(step S21}. In other words, if the lowest level is level -D, the
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focus node (step S22). For exanple, if the child nodes, in order starting
fromthat with the |owest relative nunber, are "invalid 10 node", "not
invalid node", "not invalid node", and "not invalid node", the key

i nformati on updating unit 304 nakes the invalidation information of the
focus node "1000". After step S22, the key information upd¥® Angusi@0P5304

judges whether the current focus level is the hggﬂest IeVﬁL, ig ot her 15
words | evekey fafepmepipn wpdptingoinit qtdk fomseshon dedelordP-ddove the

f | | tep 24), d eats th ' t, S22, ' '

| odgerent at | ot ciess thRO AR AT ONPAREAER L b TF Cs e eps
S22 to S24 f h | | til th f | ' j.ghest
Covel . and fORISSEN FROGIRCRATLRPP S ANET T Apauprofilie dotus fovld e

N

informati o e 4-ar are-reached fromthe

| eaf C?”%B@%&&e??g@i .eliidé\lgi'oindiﬁféfﬂli@i'orhéfec}?e ¥abder g Bdiay
he 1t olTow ng

"0000". T escribes key designation processing perforned by

the encrypkibenskay odestgnas indudiNido 3@ tt endesbbaharibhepstceyptoprrheey
group to-be set in the :encryption key group 46 19 August 2005 storage unit

203 in thejaRaniphi8n Vi drenatQbn Rt ekhed NEornitd ifdurt enitdalodes dédilgnat ed
by the invalid terminal designation unit 303 and the invalidation

i nf or mat i ofoicnst hedk ey tiepl S22R! | For examplia ed bhet dlei kéyodesor hatgnsier
updating unit 304 in the key setting 5 system104. Fig. 13 is a flowhart
showi ng kegtdesiggaf ram taccessh ithe dowest evelAt itre n pt 25/ ldgwalid
designation unit 306. . .
10 node”, “not invalid node”, “not invalid node”, and “not invalid
node”, the key information updating unit 304 makes . the
invalidation information of the focus node “1000”.
After step _322,_ the key infqrmation updating unit 304 judges
" whether the current focus level is the highest level, in other
15 words level 0 (step S23), and if‘not, focuses on the level.one
above the focus level (step 24), and repeats the processing at
step S22. . .
In the judgement at step $23, the key information updating
unit 304-_r_epeats srtep.s S22 to S24 for each level until the currgnt
20 focus level is the highest level, and ends the invalidation
information updating processing wh‘en the current focus level is
the highest level. |
As a result, the invalidation information for all the nodes
in the 4-ary tree that are reached from-the leaf corresponding
25 to the invalid terminal have a value other thanl‘_‘OOOO”.
The following describes key designation processing

performed by the encryption key designation unit 306 to designate

the encryption key group to be set in the encryption key group
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First, the encryption key designation unit 306 focuses on the node on the
hi ghest level in the 4-ary tree, in other words, 10 the root (step S31)
Next, the encryption key designation unit 306 refers to the key

i nformation stored in the key information storage unit 301 for the node
bei ng focused on (the focus node) to judge whether there 1%Adgust2005

i nval idation pattern that matches the invalidation 15 information of the
focus node EtpepgS3mit 203 ih therendrypdiom davhge IGlalafitey shepinvalid
desi gnates the encryption key corresgongin to the invalidation pattern of
the focus n&@&mipalthe dasdgnnteshbiel Go’-fbéag]slé?l tegnipnaledesignabacReiite
101 (step S33). Cnlg when it is judged that the.level below_the focus, node
20 is not tR&3] andsthe cdnyalidation dadarmagkdog en(Shepkeysinigrmabhed 15n

i nvalid node exists anpngst {he child nodes of the f Ss. hode, does,t he
encrypti on. RBJAUEGRYEET SR VuHP FO RS {HoBERRbeng hie 208 rbEh KesfREEstns
schedul gd focug nogs (step S35). If it is judged at step S32 that there is
no invafi dat¥8n=m2 %attern that matches the invalidation informtion, the

CTET Y1 0 KEY SEEL 9 814 RO AR ot b eLEh bpatebin

child nodes of t f ocus "node ar é on

Lree-struct uRgchsLano¥le dribefith ASPidNASRALS epalyHgan 47 19

August 2005 eys assl gned to, s of the focus node other than

the [leaf correspppding dre @ﬁ%r&/@%@bhdk%g%ﬁ' | nAS AU 308 keyasts obe

set in the encryption device 10 step It is judged at step S36

that the |evhé ndd@d dihehehhigheSt Nedasl ah the {-<amis treds dheotherswomdst he
| owest | evel, the encryption key designation unit 306 sets all the child

nodes 1 thhet aoget (soske $315chedul ed focus nodes. (step S38).

Next, the encryption key designation unit 306 refers to the
key information stored in the key information stbragé unit 301
for the node being focused on (the focus node) to judgé'whether
there is an invalidatién pattern that matches the invalidatibn
15 informétion of the focus node (step S32), and if there is a matching
invalidation: pattern, designates the  encryption | key
corresponding to the invalidation pattern of the focus node é§
the encryption key to be set in the encryption device 101 (step
$33). Only when it is judged that the level below the focus node
20 is not the lowest level in the tree structure (step S34), and wheh
an invalid node exists amongst the child nodes of the focus.'no'de,
does‘the encryption key desi@nation unit 306 prescribe.all the
invalid nodes as scheduled focus nodes (step S35).
If it is judged at step $32 that there is no invalidation
25 patternthatmatchestheinvalidationinformation,theencryption
key designation unit 306 judges whether the level that the child
nodes of the focus node are on is the lowest level in _the

tree-structure (step $36), and if so, designates the encryption
' 47




After steps $35, $37, and $38, or in step 34 after it has been judged that
the I evel one below the focus. node is the lowest 10 level, the encryption
key designation unit 306. judges whether there are any schedul ed. focus
nodes that have not been focused on yet (step S39), and if there are any,
new y focuses on one of the schedul e focus nodes (step S48 AugHs§2P@R urns

he j ud . [ ) : h ' $ wh
E? ?se,-d Lﬁggév”%?%h%%ﬁ%a%%@wﬁk‘ Bars aene Fonae o ofhed e gs, """
dgé?’éﬁat o E serdergiaihy &8 P%%%Y%n‘*%ﬁ'i?ﬂé%@%%leﬁ%%g??%ﬁ‘fgﬁéc%%é-ES: al
the 20 encgé/pgéﬁ%ﬁ(?ehse deq‘?é[)gg%t%ﬁ} By%‘é:[é%? 1?1-3(:3‘&% .ts%g)$37 are output from

t he encryption Sl gha oget her th the key designation

i nformation, andstqred -'pgagaa SECLYPL | 936 kt%étstt%aqevagi th203 1 chhed

encryption device 101. Frg. 14 shows encryption keys and so on in a state

in whigh RE&dddese ehE ROchBVlddad tHdTidvl S5 soePehendovlat teeeg, atdeonly
64 decryption devices. In this case, the encryption key that is stored in

the encrypénarygeionkeyp dekepageivhi tn203306 ddus adnceypt thbldewdides afid
that is used in encrypting the content key 48 19 August 2005 . in recording

content tothéetaymetcalodt s HEhddulde foousy poides . (lsépp0SBR000, in ot her

words the encryption key that corresponds to the decryption key expressed

by 0-1K0000. Fi dMitEs stens SRS, eR3fypandrSIbyoraie stepn3fmiten ditehpf 5

which the terminal 1 is an invalid term nal, supposing there are onl¥ 64

decrypt i orPeRfviigdgedviat thhe deveilnane bglow fBechPFus MRde 4stEhiailRiPStas a

resul t : ) ) . )
10 level, the encryption key designation unit 306. judges whether

there are any scheduled focus nodes that have not been focused
on yet (step S39), and if there are any, newly focuses on one of
the schedule focus nodes (step 540) . and returns to the judgement
proéessing at step S32. | _

15_ Furthermore, at step 539,,wﬁen it‘is judged that there are
no scheduled focus nodes that have not been focused on yet, the
encryption‘key_designationiunit‘306 ends the key:designation
processing.

As a result of the key designation processing, all the

20 encryption keys designated by step S33 or step S37 are output from
the encryption key designation unit 306 together with the key
designatibn informa_tion, and stored in the encryptiqn,key storage
unit 203 of the encryption device 101,

Fig. 14 shows encryption keys and so on in a state in which

25 there are no invalid terminals, supposing that there are only &4
decryption devices. In this case, the encryption key that is

stored in the encryption key group storage unit 203 of the

encryption device and that is used in encrypting the content key
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of the above-described invalidation information updating processing in the
key information stored in the key information A storage unit 301, the

i nvalidation informati on of each of a node 1103 on level 2 having a
relative nunber 1, the invalidation information a node 1102 on |level 1
having a relative number 1, and the invalidation informatSAuUgHst2RBS a- node
1101 on level O having a relative nunber 1 becones "1000". .15 The

fol I ow ng d@%dﬁﬁ@ﬁ%ﬂlnﬂuqnnﬂeq;tﬂnatﬂbow@tdesdrdbeﬂ 192tuaithﬂ1eﬂmrypulon t he
exanple in Fig. specific content of the key designation processing
(see Fig. 18Y Oq ﬂr’*‘soto 't B8 RBEYPYPLAS Kedye @asiryirklionn kayi thapGdraespendsn

the node=in th hu%ﬁest IeveI I n other words the root 1101 (step 20 S31)
Then, the &ft éﬁﬁ kpatexnrranfad 306 0-dK0090t0 t he key infornation
stored in the key |nf e unit 301, and, since the invalidation

i nfornation " 1000F qlshé If?g'ges ggcme%%% ks @ §e SBovR %ﬁ@??bb’a
| { Lt St S32 t th k
0. TK1000 S 'g%%oa%?%g%ﬂs ﬁes BB ERT S EHARAT o RUBROT RS CReTErare
t 555; t d 101 t S33 d
SPﬁEgptLgmqgé ongﬁ%el mﬁ?ﬁlqﬁ%ve%ﬁ%g {ﬁg fgzhgenode f: ﬁgt t%e Igaest
llevel (step S34) ,wré%txgpé Q%rﬂﬁt ?11%9% tm@bﬁﬁg dl%x?a{h'd“@l:ﬂﬁ raaAf é% @Qéﬁit 2005
nodes : 0 \

node anongst the chil e focus n as a sc Cus node

(step S35) ofAf ttafe St VadRiestiitRed hqmmgd%m%nemﬁtﬁrﬁﬁt@oﬁc hggYA £fh
focus node that has not been focused on yet (step S39), the. 5 encryption

key desi gnalricaRsisiing 3A6t HeVWkey PirtSrmdiEon ke oredeid 1fke aé“eyt harbemasiswde
(step S40), and returns to the judgenent processing at step 532.
.0 storage unit 301, the invalidation information of each of a node
1103 on level 2 having a relative number 1, the invalidation
information a node 1102 on level 1 having a relative number 1,
and the invalidation information of the a node 1101 on level 0O
~ having a relative number 1 beéomes-“lOOO".

.15 The following describes,-suppesing'the above—described
‘situation, based on the example in Fig. 15, specific content of

- the key designation processing (see Fig. 13).
First, the encryption key designation unit 306 focuses on
the node-in the highest level, in other words the root 1101 (step
20 S31). Then, the encryption key designation unit 306 refers to
the key information stored in the key information storage unit
301, and since the invalidation information *1000” of the node
1101 matches one of the above-described eleven invalidation
patterns {step 832), designates the encryption key 0-1K1000
25 corresponding to the matching invalidation pattern as the
encryption key to be set in the encryption device 101 (step S33),
and since the level one below the level of the focus node is not

the lowest level (step S34), sets the node 1102, whichis aninvalid
49



Next, the encryption key designation unit 306 refers to the key

I nformation stored in the key information storage unit 301 10 for the
focus node, and since the invalidation information "1000" for the node 1102
mat ches one of the above-described eleven invalidation patterns (step
S32), designates the encryption. key 1-1K1000 correspondi tAugustze05

mat chi ng invalidation pattern as the encryption. ke 0 be set in e
encrypt i on"@&\F @@mopgst( §P8pCI”iS]-‘SSE)quSiQ‘fcé'—¥‘ﬁhé°f38§e¥°%?le BRI %v??}h%é‘fmo%s
node is leyvel 2 an I S _not %he | onest | evel (step S34) , the encryption
key desi gn&OCH§ NoAPt (856Ps&f<) t he node 1103, which is..an invalid node

he child,nodes_pf f ,

20 95| After sPADeBIBLoRiT MRECRoRBSARE SAYA Het] a8 PHIRIRI "
de . th t, bean.. 39),, | :
dosi gnat i of URet 30E nawty T P codSh o TohEEe N P (BRI gy,
and regur n%@g@*ﬂ%ﬁ%@&?&@ﬁ&ﬁ@g@g%a 36% né&fg prédcribeietie nble 1102

encryption esignation u efers to thé key information stored

in the keyasi Ny NB4E @0 fbakaqeripi 541 I tbeufmsusonede AMgemere the
key information "1000" for-the node 1103 mat ches one of the

above- descpirbedseliayenti Byapi g on 50 19 August 2005. patterns (step S32),
desi gnates the encryption key 2-1K1000 corresponding to the matching
i nval i dati on pat Next, ashd keaceppt ypt ikey Heyignabiosenitn3@baefieorsypoithe
device 101 (step S33) . Since the level 3 one below the |level of the focus
node is th&ey Lofesnatéon| stetep i384he they snépypatben ketoreae gixtt otPluni t
306 skips step S35, and since there are no |onger any schedul ed focus,
10 for thfa focus node, and since the invalidation information “ 1000
for the node 1102 matches one of the above-described eleven
invalidation patterns (step S32), designates the encryption key
1-1K1000 corresponding to the matching invalidation pattern as
the encryption key to be set in the enc:yption device 101 . (step
15 $33). Since the level one below the focus node is level 2 and
is not the lowest level (step 534) , t.he‘ericryption‘ key designation
unit 306 sets the node 1103, which is.an invalid node among the
child nodes of the focus node, as a scheduled focus node (step
53%). =
20 After step $35, since the node 1103 exists as a scheduled
focus node that has not been focused on yet (step $39), the
encryption key designafion unit 306 newly sets the node 1103 as
the focus node {step S40), and returns to the judgement processing
at step 832.
25 Next, the encryption key designation unit 306 refers to the
key information stored in the key information storage unit 301

for the focus node, and since the key information “1000” for the

node 1103 matches one of the above-described eleven invalidation
50



nodes that have not been focused on (step S39), ends the key designation
processing. The result of the key designation processing is that the 10
encryption key group that is the encryption key group stored in the
encryption key group storage unit 203 and that is used to encrypt the
content key in recording content on the optical disk 102 1%Aegusty¢ped on
keys 0-1K1000, 1.1K1000, and 2-1K1000. Note that the encryption ke¥< )
desi gnat i onpahterB96 (geapr 8589, kpsignagesi g | enciyplokomt key 2-1K1000
corresponding to each of the encryption keys designated in the

above- descr tberefpynding gtiat i the maschdspnginvaiddatiomoratEprn RS 8%t i on
pattern, and so on in_the key information 500 (see Fig. gh " and %Lé% uts
t he gener at @BCr¥RyiemRdiegnteiksh siefs bR (Fhe BRCEYPT Lok &V 3t [SFEP -

I nf ti 20 i t dinth t] Kk t |t ,203,0f

he. " ancrypEEBRe oubE VR 3 0P PELPHCEPRCLE TR (T TR 1te e 03 St n
t ent d by the e fo il devi 01 1.9, . XA 8l f

oy, dosi gnat SERSF YAt PERDLYEL) - CBFr SRRV, ke o eRedyRt FaR W T 0

in Fig. 15._25 In.,th | e i ' | td | '

nas st ruct GBS (RS S0 ML "4 ieRariet ey Ao RE, 17 4Rl TRcue]

the key | ”ﬂ%&@%i Qﬂaéogi\r%—gﬁﬂz eBE@ﬁzg%c:ﬁ‘é‘é’dtg‘ﬁ @Q%?ngg) , SEhtBY LAk Ko

i nval i dation pattern. ugust 5 Note that the output. unit 206 in

the encrypt§09; eyt £6n 10odfeOls. the key designation information shown in
Fig. 16 on an oOptical disk in a manner that the encrypted content '

generated by encrydtidehlusioFd theekepcayPigeart idy prokck(skitE itsheharcthet ed
5 content generated by encrypting using the encryption key 1-11(1000, and
the en yptedceppt &t gangiraupdthyt el ryhet engrypt igntkey group stored in
" the encryption key group storage unit 203 and that is used to
encrypt the conteﬁt key in recording content on the optical disk
102 is encryption keys 0-1K1000, 1-1K1000, and 2-1K1000. "
Note that the encryption kéy designation unit 306 generates |
15 key designation information corresponding to each of the
enéryptién keys designated"in the ébove-described key designation
proceséing, from the node ID, invalidation pattern, and so on in
the key information 500 (see Fig. 9),"and outputs thg generated
key designation information. This key designation information
20 is stored in the encryption key group storage unit 203 of the
encryption device 101, and is recorded on the optical disk 102
with content and so on by the encryption device 10'1.'
Fig. 16 shows an example of key designation information thét
corresponds to the encryption keys shown in Fig. 13.
25 In the example in Fig. 16 the key designation information
has a structure that combines a character string that is the ncde

ID in the key information 500, the letter K, and the character

string of the invalidation pattern.
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encryption key 2-1K1000 can be distinguished in the stated order.
<Decryption of encrypted content> 10 The follow ng describes in detail the
procedure for one decryption device 103n for decrypting and reproducing
content from the optical disk 102. Here, encrypted content keys generated
by encrypting using the encryption keys shown in Fig. 15,1934’5691!%%005(@
designation informati on shown in Fig. 16 are recorded on the 15 optical

di sk. Note that DRESdER?YyFheopuipytcanib#PhHis the ensrypkiondeyicead) he

encryption _device 103a, and only the content of the decryption_key group
st or age unirtecffﬁlsd*ﬁg?ekgy &%?’eg,gqtl'ﬂe‘mv%’?f%%aﬁ}rﬁri Shawn j&i Eéﬁryﬁﬁi'é‘h &evi ce

d Jdbed . wth f f ' I g. 2. h
L SR by et A SR S e
PEZt dgi'rl?”%?"C?QPE??'%%?%‘?Pn‘;hi???%&‘?g%ggtéﬁﬁsm!kﬁa 't‘ﬁ'?“l@r%r_"é'sS%‘i%gﬁgg}ﬁ%‘?%gpor-
exanpl & 1 heoasaneBrietedby AR UBEIKR I thd e U iRpT ke YOk i
decrypti onak@ythe ferddi@/gt@d ASShiAl | §BnkPhLEARLYOencHYb ey KB¥ing the

designation information, and selects the encrypfion kéy designated in: the

key desi geatir9ptioh depL0R1000 ddif bdegi yPindi sk&y ihhdhe GHatRaPOLS 52 19
August 2005 to the invalidation pattern for the node, in other words,

selects the decryption key corresponding to the encryption key.. The
decryption key selection unit 213 extracts the sel ected decryption key
fromthe déBegpypbiokeyf gereyysted agpntuent> 212, and gives the 5 extracted
decryftion key to the key decryption unit 214. On receiving the decryption.
key, the key decFiptfohlaming deseridrgptin derabhcthptprocedurntfaeenenhi ch
has been ogtained_through t he ) )
ecryption device 103n for decrypting and reproducing content from
" the optical disk 102. Here, encrypted content keys generated by
encrypting using the encryption keys shown in Fig. 15, and the
' . key designation information shown in Fig. 16‘afe'recOrded:on the

15 optical disk. Note that the decryption device 103n has the same
Structure as the encryption device 103a, andronlyffhe content of
the decryption key group storage unit 212 differs. Here, the
various units of the decryption device 103n are described with
use of the reference numbers in Fig. 2.

20 " The decryption key selection unit 213 in the decryption
device 103n reads the key designation information from the optical
disk 102 via the obtaining unit 211, by referring to information
showing the correspondence between the decryption keys held in
the decryption key group storage unit 212, for-éxample the node

25 ID and invalidation pattern corresponding to the decryption keys
in the key designation information, and the key designation

information, and selects the encryption key designated in the key

designation information and the decryption key that corresponds
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obtaining unit 211, using the decryption key. According to this procedure,
for exanple, if the decryption key O 1K1000 is included 10 in the
decryption key group storage unit 212 in the decryption device 103n, the
decryption device 103n uses the decryption key 0-1KO00 to decrypt the
encrypted content key that has been ~encrypted using the elAY@StdAOkey

0- 1K1000 on the optical disk 102 on which the key designation information
shown in Fi go tifeiinvilidatobdepattormtficai thehwdontianothey woxidsgr sebeatsi ng
t he content key, the content decryption unit 215 in the decryption device
103n decr yptthet kieceyptjphe teyontcrtespdmatingi st hetine obnaryption akeyie The
obtaining unit 211, using the content key, to obtain content, and L
reproduces deeryptipnéey velechiemunit Aeerbprotadhiccie1arteddecr XBELOR hat
when the termnal 1 is the decryption device 103a, the_d cr%EHion devi ce .
103a hol ds &8byfxem the degsyREdban key BrQUP $90Xag8 Wuds2dér glvRE the
decryption keys 0-1K1000, 1-1K1000, and ,2-1K100 therefore the,decryption
devi ce ?03acXhRAGEeEoAREEYPYion ééyrﬁ&:qqﬁf&ﬁ%ré%ﬁ?¥PF%ﬁmt%ﬂ%tk%@g' &

ded he ., ical disk 102 b ' [ ;
ncrypti on RESSLERBAFRer SRS EyPe bon dae i AER, AT e TR SRLE AT AT RRP D,

cannot  cor LeatLy A5et ,t%%e% SOCLIPL G SN N HeReORRd 188! BErORbh Bt ©3

19 August o6 reproduce the content. <Remnar

e oot PhrdZREKE AL 98Y) 0881 hY L REAPRIPREY o) Rocind 8y LA0chss

appr oxi mat e 1"on t 1S ne ary to have a 4-ary tree
consi sting ghobgugls, (%lotroezlai?'iél LiH Sné @R ryPERRASKEYOCNR1000MPL hoTudeyi ce
In

is an invalid termnal, e key desi gnafi on processing by the
encrypipon kfythe decryption key group storage unit 212 in the decryption
" device 103n, the decryption device 103n uses the decryption key
0-1K000 to decrypt the encrypted content key that has been
encrypted using the encryption key 0-1K1000 on the optical disk
102 on which the key designation information shown in Fig. 16 is
15 recorded,.to-obtain‘the‘eontent key.
| Afteroﬂtainiﬂgthecontentkey{thetoﬁtentdeCryptionunit
215 in the decryption device 103n decrypts the encrypted content
that has been obtained via the obtaining unit 211, using the
content “key, td‘obtain'tontent, and reproduces the Obtaiped
20  content in the reproduction unit 216.
~ Note that when the terminal 1 is the decryption device 103a,
the decryption device 103a holdS“oniy the 22 keys shown in Fig.
11, and does not hold the decryption keys 0-1K1000, 1-1K1000, and
2-1K1000, therefore the decryption device 103a cannot correctly
25 decrypt the encryptien content keys recorded on the optical disk
102 generated by encrypting using the encryption keys shown in

Fig. 15. Consequently, the decryption device 103a cannot

correctly decrypt the encrypted content recorded on the optical
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designation unit 306 an encryption key corresponding to one 10 invalidation
pattern for each of the fifteen nodes on the path fromthe root to the

| eaf that corresponds to the invalid termnal (excluding that leaf) is
designated. As a result, 15 encryption keys are used for encrypting the
content key in the encryption device 101. At this tinme, tH%AEméﬂ?Q&%d

content and,the 15 encrypted content keys, and the key designation
infornatioﬂlﬁﬁelagreEBngEXBﬂtt¥@Pfﬁﬂ?Eﬁuéﬁ%sﬁedkﬁff' Furthernmore, if for
exanpl e approxi nately sixteen thousand (-4'.) of the one billion decryption
devices are invalid termnals, approximtely 131,072 (4'*(15-7))

encryption<5§¥§ Egg used to 20 encrypt the content key in the encryption,
device 101 "IN this case, approximately 131,072 encrypted content keys, and

key designati ongjbf “%@ﬁﬁﬂ@ﬁf‘%‘% 4ty @He%b@e?ﬁhiﬂ?é'dgizﬁkprj&%ctiong

Supposi ng that each encrypted content""key i1s 64 bits, in other words

byt es, 5 t Nes )3l o720Nes b, a0RLENY KfkSol PLAln 23:2Pp! OXt 184 alocek iy

Ther ef ore, e total ano ta“of the encrypted content keys is
sufficientty RaRklai p-selaties éondder tapasy tleveflsan eedisary optical disk.
The follow ng di scusses the overall data anount of encrypted 54 19 August
2005 content keYys tihisceaee, viuppoaricigy phe aedryptechodeeice i saamamvarl idot her
than that of the present embodinent. (1) If the encryption content key is 8
byt es, andtemppnalngn thetkendeeignetapprmdaesisding by dilg eparvetigpiiedn
devices of which 5 approxinately 16,000 are invalid termnals, and
supposi ng €faigratkonf upis Fdér ai | ORCHERT ER ke¥ GRErAERPYPLPIntRePEhat
is different to all other decryption devices, and a nethod is qfed t%n

whi cht® he tBheEhEakE9n i RIBFRTY A QRsith @LeabR EnEFSRR i RRMsR PR the pa

from the root to the leaf that corresponds to the ;‘.nvalid terminal
(excluding that leaf) is designated. As a i:_esult, 15 encryption
keys are used,fér encrypt;ng the content key in the_encryp;ion
devicé\lOl.‘ At this time, the enqryptedlcontent and the 15
15 encrypted content keys; and the key designation info;mat;on are
. recorded on the optical disk 102.
Furthermore, if for example apprp}cimately sixteen thousand
(%47) of the one billion decryption devices are invalid terminals,
approximately 131,072 [4’*;(15—7_)) encryption keys are used ,»1..'9
20 encrypt the content key in the encryption,device 101. In this
case, approximately 131{072 encrypted cpntent keys, and key
designation information are_récorded on the optical disk 102.
Supposing that each ehcrypted content key is 64 bits, in
other words 8 bytes, the 131,072 encrypted content keys total
25 approximately 1 MB. Therefore, the total amount of data of the
encrypted content keys is sufficiently small in relation to the
capacity of an ordinary optical disk. : -

The following discusses the overall data amount of encrypted
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that corresponds to each decryption key held by each decryption _0 device
other than the invalid termnals, the total nunber of encryption keys to
be recorded on the optical disk is approxinmately 999,984, 000. This neans
that the total amount of encrypted content would be apprOX|nateI¥ 7600 MB.
This large amount of data is not practical. 15 (2) Suppos!hfugust28@e as
above, if only one decryption key is assigned to each node in the 4-ary

tree that camReROKey=LdehcdeesyPhifNeflerysEicidd prirfoamédedghadmany@t i on |
device has the decryption key assigned to each node reached in an upwards

direction fothred thareathdthalif cher pepeeds embddimetecs ypti on device, 20 and
that a method is enployed in which content is encrypted using each
encryption key adsilghi€theeakkypaliod afitahtnbdypsis Bbyes, asid sUupRosiEry of
all the nodes (in other words invalid nodes) that are reached in an
upwar ds di rt&et bhere @me appesximeteloihiddden decryphian devacasmf shickre,
the lowest level in the tree structure 25 is level 15, the total nunber of
encrypPed ARRISFimated v 3 6p800r ager Hava bif t1ermingical aHFsEuP§°§bBEORhﬁEter
393, 216 (9 %%hgqﬁé §¥% and the total ,amoupt of ené é ted conEent
appr oxi nat & |d§cé:ﬁ’§’t}r+9nofjeéf&f:§s 28 oRERBFSEYD TR gkEY %‘3“1915
August 2005 g 1 dat cP &ectlgnvsgsten1l 0 of res
enbodi rrent er§l’} p 8i ﬁg ggp FEPeSEY +C BT f"b & 5‘3&&‘39 t ey S
assigned tq.e o] G deg £9Q dgy
S correspg'ndaggc;ﬂ ﬁﬁe ?og‘?&{;ﬁ{ eé’ gﬁcé ?@/t‘!‘?&llgjr}fiﬁgg%agg Eaé)éph ggcry‘lﬁt I'on
key assi gneehak0-63¢RsBAAAS €3 Mh \dacrIBL YBRAKS 1P gachr Qa Lt 1 6@
t hat correspgndg to fE ‘aecryptlon 3%?? d§t 3%ethod 'S gﬁ%loye
in whigh cerklRe other than the invalid termlnals, the total number of
‘ encryption keys to be recorded on the optical disk is approximately
999,964,000. This means that the total amount of encrypted
content would be approximately 7600 MB. This large amount of data
is not practical.

15 (2) Supposing the same as above, if only'one decryptlon.key
is ass1gned to each node in the 4-ary tree that corresponds each
decryption device and leaf, and each decryption device has the
decryption key assigned to each node reached in an upwards
direction from the leaf that corresponds to the decryption devi'oe',

20 and that a method is employed in which content is encrypted using
each encryption key assigned to all valid child nodes that are
child nodes of all the nodes (in other words invalid nodes) that
are reached in an upwards direction from leaves that correspond
to invalid terminals. Here, the lowest level inthe tree structure

25 is level 15, the total number of encrypted content keys to be
recorded on the optical disk is approximately 393,216
(47*(15-7)*3), and the total amount of encrypted content_is

approximately 3 MB. This amount of data is considerably larger
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I's encrypted using each encryption key assigned to all valid child 10 nodes
that are child nodes of all the nodes (in other words invalid nodes) that
are reached in an upwards direction fromleaves that correspond to invalid
termnals. Here, the lowest level, in the tree-structure is level 30, the
total number of encrypted content of keys to the recordedSAugust200n i cal
disk is 262,144 (2'"* (30-14)), 15 the total anobunt of data of the

encrypt ed tbanerthats ©h MBheThiata gmotmctdfodat sy$tsercob8ddefabthe | prgeent han
that in the data - protection system 100 of the present enbodi nent. Second
embodi ment empoRAmentdt| owi ng . describes a data protection system
(hereinafter "second data protection systenf') of the second enbodi nent of
the present inveh8! orfuRGQsings&hef sane aparPRYS: FHeOBL¥f @PENERCEE¥PHERH t he
data protection system 100 and the second data protection systemis that

the secondX8Xt &S 25s3EhesctcoPadfstReAsEy 8 PrPAY tFes i1 #hieh 1eih es

brot ecet ondEn SVER BaGevHaey i n b 2r RaPeRHEC WL 1SR En 2P d RARTLEP S P HE Rt o
Pl s 1 rosBYIbETRAZRNG dd/adidln 20, SRoRUNAR 20 8RN HBAE FBRLEA S |
oystem rerh PAtISI G I Phloh CBhY Shas chIE S6EORCEANE M O "

protecti onda¥s{seidh e &, Cafl e aind ndd e dekp1 Byok oGl m&cﬁyéﬁﬁf@ﬂtoo,.

and onmits the "simlarities. The specific operation Content of a key
i nformati ops GRINPAIdOBs 1 leadBlen Er otyi drkehBé s DinéPdat a 1D vianiid S0ild a
decryption key determ ning unit 305 and an encryption key

10 nodes that are child nodes of all the nodes (in other words invalid

nodes) that are reached in an upwards direction from leaves that
correspond to invalid terminals. Here, the lowest level in the
tree-structure is level 30, the total number of encrypted content

of keys to the recorded on the opti(:al disk is 262, 144 (2% (30-14) Ve

15 | the total amounﬁ of daté of the encrypted content is 2 MB. This.
amount of . data ié considerably larger than that.‘i_n the datal

protection system 100 of the present embodiment.

Second émbodiment
20 The following . describes - a data protection system
(hereinafter “second data protection system”) of the second
embodiment of _Ithe' present invention, with use of the drawings.
The difference between the data protection system 100 and
the second data protectidn system is that the second data
25 protection system -uses a plurality of tree structures for
determining decryptien keys and encryption keys.
The second data protection system basically ﬁas the same

constituent features as the data protection system100 in the first
' 56



10 designation unit 306 of the second data protection systemdiffer to the
respective corresponding units in the data protection system 100, however
t he basi c processing content of each unit (procedures and so on shown in
Figs. 10., 12, and 13) is alnost the sane. In the key information storage
unit 301 in the second 15 data protection systemthe el evel® ARGuat2B8R i on
patterns decryption keys and encryption keys shown in Fig. 9 are stored

i n corr espamEntiment iseadigmde o 1391, t Dkerébose, thet heféprrsé numevrell s and
one set of a decryption key and an encryption key is stored correspondence
wi th each nosbsl bm Rilgs.lbhest arewsled 20 describikgytsetonagisyentfieglares t he
second data protection system the.key. information generation unit 302
makes four the) secenyd dakd protectéoshewatem. Fi Herey. thgcHestribsipraves
in each of .the 4-ary trees is made to correspond to one of the decryption
terninal s Hymaises eodhe Eopsugasms \thea perend datiiprofsctéenssysien Fgai304,‘

and eagh decrypt.ion device corresponds to a, leaf in one of the tree
struct %r es. 208 §ifferepbukoahhexdabe cPEPt eokion-S¥SEam e’é%"w?é}fpf’ﬂ'éuté BpE 64

decryption devi.ces. i.n the second data protection systemof the 57 19 August
2005 secondEHIGEARERS: In this case, since the four 4-ary trees are

i e o, Uk RS sk, MR Ll e

| evel 2. 5 For | roup that rs
g AR L oA ey S BRERLESBRORASE Ui 0y e
Speci Ti cal lgserhe 1bhf RSN EERYRLhIRGKAYS @ 8052-a - hnl 09ROy IHFO0RAy.
|- 1K0010, 1-1KQO11, [I-1KOL00, I-1KA 8&, |
10 designation unit 306 of the second data protection system differ
to the respective corresponding uriits in the data protection
system 100, however the basic processing content of each unit
(procedures and so on shown in Figs. 10, 12, and 13) is almost
the same. In the key information storage unit 301 in the second .
15 data protection sYstém the - eleven Vinﬁalidation- patterns
decryption keys and encryption kéys sﬁawn'in Fig. 9 arejstored‘
in correspondence with each node othef than those on the lowest
level, and one set of a decryption key and an éncryption: key is
stored correspondence with each node on the lowest level.
20 In the key setting system 104 in the second data protection
system; the_kéyainformation generation unit 302 makes four 4-_
‘ary trees, such as those shawn‘in Fig;»l?;- Each of the léaves
in each of the 4-ary trees is made to correspond to one of the
decryption terminals 103a to 103n. Consequently, there are four
25 roots 1301 to 1304, and each decryption device-corresponds-to a
leaf in one of the tree structures.

Fig. 17 shows an example of four 4-ary trees when there are

64 decryption devices in the second data -prote'ction system of the
57




10 1-1KO110, O | KOOOO, O 1KOOO1, O0-1KO0010, O I KO011, 0-1KO1L000 O I KA A
and O 1 K0O110. The decryption key 2-1K is the decryption key assigned to
the leaf on level 2 having the relative nunber 1. The other fourteen
decryption keys correspond to , seven invalidation patterns "0000",

110001" ' 9%®010"" "O0011-,.-o0l 00", 15 "0101", and "0110" tha‘tQAlh@wtgﬁ%ﬁ t he
first child node, is not in alid. Specifically, t he seven decryption keys
1- 1IKOOOO, slecambedim®€010, 1-1KO011, 'I -1 KOLOO, 1-1K0101, and 1- 1K0110
are f rom anongst- t he decryption keys assigned to the node on | evel

havi ng the rel at ilethisbesse,. SIH@edﬁbefﬂlmﬂ‘l@éystr@imtr%t'érﬂ(dfol
O 1 KO010, 0-1KO011, O 1K0100, 0-1KOL101 and O 1 KOL1O,are .fraom app tagt he
decr ypt i on th@fis thespgate ¢4 leayasodshenlpesst ley aWrﬁch}hé"ngl Al evenurrber

1. Furthernore, for exanple, the fifteen decryption. keys assigned to the
term nal lﬁ-shown in Fig. 17 are 2-17K, 1-5K00001 25'  1-5K0001, 1-5K0010,

1-5KO0LI . 1-5KOLQD, 1:5KOL01, 1-5KOL1
0- 2KOOPI . 0- 2|<018"6’ 6 1 én&'e':(fyf%bffo e*l‘h%g@“g ,lﬁ%pl on'g %%ﬁ s
the d K to th I b

e ecryptﬁ%‘gﬁ&e o ?ngﬁsé gl() ‘Eﬂa{:eé@ dggenh@n\ébﬂanteﬁeaét%ﬁ Inge

nunber our een crypti on keys correspond
to seven i nyal I " 0Q1%, 418010 {19064 1o £ 08dHERL,
"0101", 3\6 R&%ﬂés%qﬁgﬁqﬁ%#'?ﬁas%q?% (fsle(rés?lcg:hl Ilgg)ngarelsl s not invalid.
Speci fi Ca' e 1%?;Vﬁ@ggecr ¢ Of L1tP0898t edn G pt ion1kSKO Gibfl

1-5K0011, 1-51(0100, 1-51(0101, and. K0110 are from anongst the

decrypti on kays aSEKEIEE, t101kbeom9ch&1mdm4e1—mm ni-1K0ED el el KAl hunber
5. The seven decryptlon keys 0- 2K0000, 0-21(0001, 0-21(0010, 0-21(0011,

0-21( @100, 16101000 1 adrell R @AE 01 DS 1KOOO1E r A 1KOOIGst A+HIKAAIGr .y P+ BRI 1QGss
assigned to the node on |evel
0~1K0101 and 0-1K0110. The decryption key 2-1K is the decryption
key assigned to the leaf on level 2 having the relativernum.ber
1. The other fourteen decryption keys correspond to . seven
invalidation patterns “0000", “0001“, “0010“, “00117,. %0100,
15 “0101", énd “0110” that show that the first child node is not
irvalid. Specificaﬁlly, the seven decryption keys ,l—lKDOOO,
1'-1K0001,,1-1K0010, 1-1K0011, 1-1XK0100, 1-1K0101, and 1-1K0110
are from amongst the decryption keys assigned to the node on level
1 having the relative number 1. The decryption keys 0-11(00(?0,.
20 O—lK0,00l, 0-1K0010, 0-1K0011, 0-1K0100, 0-1K0101 and 0-1K0110 are
from amongst i:he decryption keys as_s'igned ;o‘the node on level
1 having_‘t‘he'relative number 1. | |
. Furthermore, for example, the fifteen decryption keys
assigned to the terminal 17 shown in Fig. 17 are 2-17K, 1-5K0000,
25 1-5K0001, 1-5K0010, 1-5K0011, 1-5K0100, 1-5K0101, 1-5K0110,
0-2K0000, 0-2K0001, 0-2K0010, 0-2K0011, 0-2K0100, 0-2K0101 and
0-2K0110. The decryption key 2-17K is the decryption key assigned

to the leaf on level 2 having the relative number 17. The other
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10 0 having the relative nunber 2. Furthernore, as shown in Fig. 17, the
encryption keys that are designated (see Fig. 13) by the encryption key
designation wunit 306 in the second data protection systemwhen there are
no invalid termnals, and that are set in the encryption device 101 15 and
used in encrypting the content key when recording are four19 AdgusigfPon keys
0- 1KO000, 0-2K0000, O0-3K0000, ahd.0-4K0000. Fig. 18 shows the encryption
keys and sofonrtien tdecryptdoral kkyss coryespond ter nseuen iinvailddesdiond
data protection system \Wen the termnal 1 is the only invalid term nal,
as a resul tpakbephst NBOPAVal *OOLER "ROSPTat "@81dDdal'i0AGOPr 0COI8i g BBEe
Fig. 12), the qu information stored in the key information storage_uni

t
301 is "100001187 thati mhavw dbbabnthaf Sixati siiidd tredeode DRSS iﬂdrﬁlpgvm 1

having the rel ative nunber 1 and "10Q00" for, the invalidatign infor i on
of the nodeSBREOILLFE} el then[YRN t ARCEPY Mt ke¥s n ﬁﬁéﬁbggfar}d’.s'%ﬁg%&'

A O TR e
0- 2K0000, 0°3RBBVD TPENASCEYPTIOR KFYS @ 1 FR0TE0 MoRS: 9 dsRel h paving
operations fhe! 98180ELUPHABAS CC 10 800en! BECAGHEYBL! RByECY-0RROBEFA O
103n in the SecoRaATS protection systemare the'Bane as fhose in the

data prot ecélﬂi‘ogdf,t 9“31(%105 oideLT, 6S2keTded0aBR01 oINNdloEpRerigare The

fol l owi ng describes a data protection system (hereinafter "third data
protection pyshedtdngdt aHd d&bBPRAENRRYs d9s0fnédetdreseModevanleval

wi th use of the draw ngs.
10 0 having the relative number 2. .

Furthermore, -as shown in Fig. 17, the encryption keys that
are designated (see Fig. 13) by the encryption key designation
unit 306 in the second data protection system when there are no
invalid terminals, and that-are‘sgt-in the énéryption_deﬁice‘IOI

- 15 and used in encrypting the content key when recording ére four
encryption keys 0-1K0000, 0-2K0000,  0-3K0000, and.0-4K0000.

Fig. 18 shows the encryption keys and so on when the terminal
1l is an invalid terminal, in the second data protection system.

When the terminal 1 is the only invalid terminal, asa resglt

20 oftheinvalidationinformationupdatingprocessing(SeeFig;lZ),
~ the key information stored in the key information storage unit

301 is “1000” for the invalidation informaﬁion of the node 1405

~on level 1 having the relative number 1 and.“iOOOW for the
invalidation informaticn of the node 1401 on level 0 having the

25 relative numbér 1, and the encryption keys designated by key
designation processing by the encryption key designation unit 306
as.the encryption keys to be set in the encryption device 101 gfe

five encryption keys 0-1K1000, 1-1K1000, 0-2K0000, 0~3K0000, and
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The third data protection systemis characterized in that it uses

I nval i dati on patterns whose contents differ to the invalidation patterns
shown in the first. and second enbodi nents. In other respects, the third
data protection systemis basically 15 the sanme as the data protection
system 100. The third data protection system has basi cal | y19 AdgusdrB05
constituent features as the data protection system 100 in the first
embodi ment 4 DU0gs. 1 to 3). Therefore, the reference nunerals used in
Figs. 1 to 3 are used in describing the constituent features 20 of the
third data prot e¥PEBntEysiths oparations efsthe RnowpPHRuseyise 4fd and
features of thﬁ third data protection systemthat are different to the

data prot echSoAeSTEREIPAGEVisRE 953 £ h@3ngimither secerd data REgtection

i nf ti t jt 301. i T third t 25 tectt t

o Che | SRRk A 4 el B e R RS RAR °
k [ . ' h, nhode in the | | ther than the | t
ovel SandiBnansofTasE BhhJafBEt: TOUC. ' And an encryption key in s

correspondence with each 60 19 August 2005 node in the |owest level. In the
first and second enbodi nents "invalidation pattern"” denotes a val ue,
anongst t hepgeesichbeay¥akyes "0000", "1000" etc. of the jnvalidation

i nformation of a node, in which the nunber 5 of "ones" is |less than (n-1)

when the tree strThetUuEellswdign- dab¥ribes. EHOWRMRa iprdtcditdd & pent
"invalidation pattern” denotes the values from anongst the possible

i nval i dati ¢heredhafvattanhivdldersa pfovBethoh B shert¢roDa thiresémbsdimest t han
two. Consequently, there are five types of invalidation 10 patterns:
"000019 "00f1the ppedént IO iomnavitlDABe of whe drawings..

' _The third data protection system is characterized in that
it uses invalidation patterns whose contents differ to the
invalidation patterns shown in the first and second embodiments.
In other respécts, the third data protection syétem iS‘basigally

15 the same as the data protection system 100.

The third data protection systém-has-basically the same
constituent features as the data protection system 100 in the first
embodiment (see Figs.'l to 3). -Therefore, the reference numerals
used in Figs. 1 to 3 are used in describing the constituent features

20 of the third data protection system. Here, the description
focuses on the features of the third data protectidn-sys£§m.that
are different to tﬁe data protection system 100, and omits the
similarities.

The key information storage unit 301 in the third data

25 protection system stores an invalidation pattern and five sets
of decryption keys and encryption keys in correspondence with each

node in the levels other than the lowest level, and one set-of

a decryption key and an encryption key in correspondence with each
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groups of an encryption key and a decryption key for each of the

I nval i dation patterns are corresponded with each node other than the

| eaves by the key information generation unit 302. Key information that
consists of one group of an encryption key and 15 decryption key in
correspondence with each leaf is generated in correspondeht8uglistR0@ach
| eaf, and stored in the key infornmation storage unit 301. Fig. 19 shows
decryption nofler imttloe ldwadést Sleassli.gned to each node in the 4-ary treé
used in the third-enbodiment. 20 As Fig. 19 shows, for exanple, five
decryption keys OIfK®@OEirsd-anddsecond-embaatiments1kiorool idakipm Pattesn” ar e
assigned to the root, and five decryption keys 1- 1K0000, 1-1K0001,
1-1K0010, dengbes@® vaddel-anarmrs: &he Bess kel waduese” ABRR” on JQRRY etc.
having a relative nunber 1 on level 1. 25 The follow ng de crlbes

operatlons 6f E%@ 3L datdion 1&#@F@@F98H §§s?eHRQﬁT b e ﬁhﬁhPﬁﬂbﬁﬁere

I t d The Fi d
1705 trbi et btk sy Lres ddian aé'élldg o, TR ePs R aHCEur R 18] o R

i nal 1 d | level 3 h .
i, “cupposi nb® C‘” e <Rhor cHoRP KBl o4 %2rtyhﬁtv.%one'a%*i&c'@é’n%ékgééﬁés??gﬁ”key
group 1705 %Qx? D gEhGr e L1 lds ??Bﬂanﬁmg?t{tﬂfe g&gﬂﬂﬂ» ﬂa El%%%&bﬂned

according t € key assrgnnen proCessi ng ecryptlon

det er mi ni ng; H&shé@% %ﬁuEg&n wihg):h' #hd RembbBE gk dahasPrial @eggcuhéy%hem

consi sts of rteen ecry I on Specifically, the thirteen
decryption keys af 1§81KQ9QQe2 2KB008;ive 1 20¥K018%alidation

1- 1K0000, 1- 1K0001 10 10, 1-11(0100, O-11(0000, O 1KO001, 0O-112(0010
and 0-10K010fatterns: “0000"; “0001”, *“0010”, “0100”, and “1000".  Five
. groups of an encryptiqn key and a decryption key for each of the
invalidation patterns are corresponded with each node other than
the leaves by the key information generation unit 302. Key
‘information that-consists of one group of an encryption key and
15 decryption key in‘éorrespondente with each leaf is generated inl
. Eorresbondence with each leaf, and stored in the key'ihforméiion
storage unit 301, .
Fig. 19 shows decryption information that is assigned to
each node in the 4-ary tree used in the third embodiment. i
20 ' As Fig. 19 shows, for example, five decryption keys 0—-1K0000,
0-1K0001, O- 1K0010 0 -1K0100, and 0-1K1000 are. a551gned to the -
root, ‘and five decryption keys 1—1K0000, 1-1K0001, 1- 1K0010
1~1K0100, and 1-1K1000 are assigned to the node on level 1 having
a relative number 1 on level 1.
25 . The following describes operations of the third. data
protection system an example in which there are only 64 decryption
devices. o r o - .

The Fig. 20 shows a decryption key group 1705 that is
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The decryption key 3-1K is the decryption key assigned to the leaf 1704 on
| evel 3 having the relative nunber 1. The other twelve decryption keys
correspond to four invalidation patterns "0000", "O0001", "0010", and
"0100" that show that the first child node 15 in not invalid. Specifically,
the decryption keys 2-1K0000, 2-1K0001, 2-1K0010 and' 2- 1K0O1D8ugHst 2P0m
anongst_ the decryption keys assigned to the node 1703 on |level 2 having a

relative nﬁﬁﬁégne_q Y@ BecEyPt hen g EHnabdegmingd 1éaForreaponding to
ol et SRS el R SRR, MR Bt 1
| ati d that, i h t d f th de 1703. Th
Sec;.sp?i Bxgﬁgyg‘?@ 1%8%%?1'@%' bs(ﬁitﬁv(%ﬁ%%rKgglongng 8- 1K0i080a?e from am?ngst
t he decryption ' .t d 0] I L ' s a tive
nunber 1 and t hat s SERRYERISn Koy 3 MBET AL Endlh, 13V fhg, DORHARDLE T 1O
nunbers of SCENDE Oty NShl LXsiBAEH LEEBLAThg! Bol bife heY thdliidhment

protection systemis [ess 't In the data protection system 100 in

the first orHEEEIBRY ofNehe LBaEybHEoH GEY RIdt¥tni®irly QURLa3859Nesk trageach
term nal 62 19 August 2005 by t¥1e decryption key determning unit 305 is

stored in 10p igleenyPthord ket 0Pt edtdlor) & yiitidm 2 Icomdi stac hof erhiiraleni n
the manufacturing processor the like. The follow ng describes the :
encrypt i ondéeyyptixdn ikeysecesSparifidally,r eher th gt eentdenir yared drhkey s laget o,
the optical disk 102, when the third data protection systemis actually
put into opeliki RoAKODAEN 2-1&0004; 2-0kHOP1RY, 2etKQpO0 ol -d&PI0O8s krikQA0dre are
no invalid termnals, the encréﬁtion key that is designated according to

the k&Y dektHRA1GN Iridedddn§-dKOPRA, cATLEROP b R2IKUDL Qcand Pnlkid08n; ¢

306 in the third data. protection syste stored
The decryptionpkey 3-1K is-t¥ne denc}:ryption key assigned to the leaf

1704 on level 3 having the relative number.1l. The other twelve
decryption keys correspond to four invalidation patterns “0000%,
“0001”, “0010”, and ?‘0100”,- that show that the first child .nbde 7'

15 in not invalid. .Specificélly, the decr_ypt;.ion keys 2-1K0000,
2-1K0001, 2-1K0010 and 2-1K0100 are from amongst the decryption

keys assigned to the node 1703 on level 2 having a relative number

1l and being the parent node pf,the leaf 1704, The decryption keys
1-1K0000, 1-1K0001, 1-1K0010 and 1-1K0100 are from amongst the

- 20 decryption. keys éssighed to the node 1702 on level 1 having é
relative number 1 and that is the parent node of the node 1703.

The decryption keys 0-1K0000, 0-1K0001, 0-1K0010 and 0-1K0100 are

from amongst the decryption keyé assigned té the node 1701 on.level

0 having a relative number 1 énd that is the parent node .0of the

25 node 1702. Consequently, the number of decryption keys held by
each terminal in the third data protection system is less that
that in the data protection system 100 in the first embodiment.

Note that the decryption key group assigned to each terminal
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in the encryption key group storage 203 of the encryption device 101, and
used in encrypting the content key in recording content to the optical disk
102 is the encryption key 0-1K0000, in other words one encryption key that
corresponds to the decryption key 15 0-1K0000. Fig.-21 shows encryption
keys and so on when term nal_s 1, 2, and 17 are invalid tet®hughst 2005
supposing there are only 64 "decryption devices. The key information in the

key mforrmtberﬁhétﬂéag?ptlﬂbﬁ #0% diermititat ethiaccIosli p kQokBA in the
i nval i dation information updating processing (see Fig. 12) of the key

i nf or mat i ondequchedti g eyt §¥Hp istddiyd hidit ¢area q@@a@ﬁ It rEnailen Nake
that the invalidation information updating processing is identical to the

content perdrriest uningh@roee sisnbar el ddikepdat i ng unit 304 of the data 25
protection system 100 of the first enbodiment. As a result, in the key
i nformation st or &ei folkewiraydeatvihesitire enorygei omkey 130t ismecessary
i nval idation information of the |leaves on level 3 having relative nunbers
1, 2, and Bn recording ceptentiand dhe diikes tegthggortieabsdisinfldiZyavhen of

t he node 18Q6 OB | evel 2 having a relative nunber 1 is" 1100, the
i nval i dat | EhéFeda toh PIPLERE LRBIEYSBEM Toh ACEHAL LY PHEA HEP #PEERELPTe

nunmber 5 is "100% ?e |nvaI|daE|oE information, of, the node. 1802 on
level 1 having a"P8PatPeES MAfHEPLY16s ecﬁXRﬁF°” qﬁmgqeﬁvappd59¢§ﬁ1are no

f | |
1000”1 na Nalar gy %11803 f ruBtgaeTFey Rbgs %‘t%ﬁnf’é%f%ﬁcs%mg a
relative nqﬁpe hel 3 Sy q%th ro@%@giggt'gg i for £ otggy ‘

nodes is "000 " te t at no se correspondi ng 1T nva t|on 1

i nforgvti ORjelss g) QQQQ & £ Wl UnNOsieSon AN Qb Bepr HOSES1 4 %9&@, dtored

" in the encryption key group storage 203 of the encryption device

101, and used in encrypting the content key in récording ¢ontent

to the optical disk 102 is the encryption key 0-1K0000, in other

words'ohe'encryption key that"correspondQVto'the'decryption key

15 0-1K0000. ' ' | | |

- Fig.'él shows encryption keys and so'on-wheh‘terminaisli;

2, and 17 are invalid terminals, supposiﬁg there are onlyJ64
decryption devices.

- The key information in the key information storage unit 301

20 is updated according to the invalidation information updatingi

processing (see Fig. 12) of the key_information“updating'unit‘3Q4

" in the third data proteCtion.System. Note that the invalidation

information updating processing is identical to the content’

performed by the key information updating unit 304 of the data

25 protéction system 100 of the first embodiment. As a result, in

the key information stored in the key informétion'storage unit

301, the invalidation information of the leaves on level 3 having

- relative numbers 1, 2, and 17 is “1111”, the invalidation
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nodes. After the invalidation information updating processing, the
encryption key designation unit 306 designates the encryption key
according to the key. designation, processing (see Fig. 13). 15 The

foll ow ng describes a specific exanple of the processing content of the
key designation processing basedon the exanple showed in 9 4ugest 2000t h use
of Fig. 13. In this exanple the lowest level is level 3. First, the
encrypti on keforestiprtdbshenmedgdd Foenskavedn? v ingaderohatitee muglrest
level, in other words the root 1801 (step S31). Next, the encryption key
desi gnat i ont &%t 1308’ r &hey inyalidakl@pinfarsathian 6f hopedeiifdien leyel

i nformati on torage. unit 301 for the focus nq t,0 judge whether the

i nval i datioh Ha¥ i o latiN® BPMPRT rﬁ;déslgé%%r%vch%ga&wefhﬂﬁlz’ﬁ

af orenmenti oned five.type f inval] lon,patferns (step S32).. Since the
i nval i dat i off* ?\?‘B‘?‘ﬁ’a‘?g&f&?‘et ﬂ@'dﬁmgg@il@@llggﬁgﬁn&avﬁ'ﬁ‘lgcg r%ﬁ%’”ﬁﬁe fgoer
I nval i dati on,pat S, e, encryptio ' ' ' Lydges
whet he%’at hcelpligve# 6)[?) e BépoW‘f%flcﬁ%%&lgg{ogﬁgﬁ%%gu ¢ ﬁg@% l%ftaﬁa‘%’b?sg V%gi ng
focused on js l.owest l, o S 6)s , 1 aNd 1Hinee l4 : Level
bel ow t he n%dgta%&f \|A§ rfoétleat é’ﬁ( O\I/}g@?g‘?evzel ,19 prlg}s???i'be{sﬁﬁl Il%;(rﬁg'lgﬁﬁléﬁ
nodes of thﬁmﬂ@atlﬁmcafstﬁehﬁgaéepbép%slee@ﬁ%sn(a%tiﬁe 2382t vACRAEERY 1O
step $38, nodes 1802 to 1805 becone schedul ed focus nodes. Next, the
encryption ke dasiogngt a8a théetisesliddides Wagbkabtibhes cierampdeshedul ed
focus nodes that have not yet been focused on (step S39), and since there
are, focuse00d01he mstee 1802 twhheles0 whbsenecof réspamding ein$4Qidathen t he
encryption key designation

10 iinformat;ion is F‘_OOOO” are valid nodes, and other nodes are invalid

’

- nodes.

After the invalidation information updating processing, tﬁe’
_enc:yptionl key designation unit 306 designates the encryption key
ac:_cordilr;g.to _thé kejqes-ignati'on‘ processing -'(see Fig. 13). |
15 The following describes a spécific example of the processing
content of the key designétio_n p"roces;ing based ‘on the éxample
showed in Fig. 21, with use of Fig. 13. |
In this example the lowest level is level 3..
First, the encryption key designation unit 306 focuses on
20 a node on the highest level, in other words the root 1801 (step
S$31). Next, the encryption key designation unit 306 refers to
the key information stored in the key'iﬁfofmétion, storage unit
301 for the focus node to judge whether the invalidation
information “1100” of the node 1801 matches any of the
25 aforementioned five types of invalidation patterns (step S32).
Since the invalidation information of the node 1801 does not match
any of the invalidation patterns, the encryption key designatien

unit 306 then judges whether the level one below the node 1801
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unit 306 returns to the judgenent processing at step $32, and refers to
the key information to judge whether the invalidation information "1000"

of the node 1802 that is being focused on matches any of the
aforenentioned.five types of invalidation 15 patterns (step S32). Since the
i nval i dation information "1000" does match one of the invif fdgustdp0s
patterns, the encryption key designation unit 306 designates the
encryption iyt 1sEONY fidraisedom Hasphadoves tt havehsitiepas 6h, gad aince
"1000" as the encryption key to be set in the encryption device 101 istep
S33) Then, tdiendeved beeeclevel Welolw theomedé Bl Bhal et [theeloveskalev8lpeing
focused on, is not the lowest |evel (step S34), the encryption ke¥

desi gnat i orpnesiari3es plésthe bbildmedesief tdwenodhilBl as Achedprdediiondde
from anongst the child nodes of the node 1802, as a schedul ed focus node
(step S35).nomEsAfiséepstS38)$35, the encryption key designation unit 306

j udges whether there are any scheduyl ed focu des at . have not een
focuse@ on (stepASFPFIingte| $HaP 'Sgﬁer’é" ?%,Slafrb%cgge@.%i betcﬁglenacage§§%%9

which is ogﬁe of those (step S40) Next,, the 65 19 August 2005 encryption
key desi gnatdd? J9®S306 returns to the judgement processing at step S32.

nfof mat on 1o’} DG it REPrPRE PR KekUge R SitoaLt Bok RandBiunether,

information to | er nva ormation

node 1806 r&te%egﬁggnag%chgauﬁgar h848¢ tHateni v t0yet B 8810884

patterns (step S since 1t does not, then judges whether the |evel

one bel ow the (gpdp PP, bhal siscdehite {ACLTFORUARS! 6n ithe hewedBOzewrich
.(step S36). éi nce level 3, which is the level that is one |evel below the

god_e 1806, iissohbeok avmsde 1@ tepv8h0) I herheanthgpenoryeiord&keiygdasignatibot 306
eetgnates unit 306 returns to the judgement processing at step S32, and
refers to the key information to judge whether the invalidation
information “1000” of the node 1802 that is being focused on
- matches any of the 'afdrementio_ned.fiv,e types of invalidation
15  patterns (step S32). Since the invalidation information “1000”
does match one of the invalidation patte}:ns, tf)e encryption ke-y‘
designation unit 306 designates the encryptic;'n key 1-1K1000 that
corresponds to the invalidation pattern ‘.‘10(_)0" as the encryption
key to be set in the encryption device 101 (step 533) . Then, siqce
20 level 2, which is one level below level 1 that is being focused
on, is n'ot- the 1owest ‘level (step S34)', 'fhe -encryption key
designation unit 306 ﬁrescribes the node 1806, which is an invalid
node from amongst the child nodes of the node 1802, as a scheduled

focus node (step S35). |

25 . After step S35, the encryption key designation unit 306
judges whether there are any scheduled focus nodes that have not

vet been focused on (step S39), -and since there are, focuses on

the node 1806 which is one of those (step S40). Next, the
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encryption keys 3-3K and 3-4K that correspond to the | eaves 1808 and 1809
respectively, which are the valid nodes anong the child nodes of the node
1806, as encryption keys to be set in the encryption device 101 (step
S37). Then ' the encryption key 15 designation unit 306 judges whet her
there are any schedul ed focus nodes that have not yet beelt® fe@usid@0%n yet
"(step S39), and since there are, focuses on the node 1803 which is one of
t hose, (stencrpilipnaneyr eesignatdonhenidddéfemetinuresed nghat judgemese.
Next, the encryption key designation unit 306 refers to the 20 key )
i nf or mat i oPRAsres§dne weshep $B2.invalidation information "1000" of the
node 1803 matches any of the aforenentioned five invalidation patterns
(step S32), and Yekte the gacerptiendens deptgnakhian it 64 6psefernso the
desi gnat es .t he .encrypti on key K 1-2K1000 . that corres

&V dndersa

d . h N
Cvali dat i “1800t0adotRe PheEher y*ae?ornze?gﬁagf&%gsiﬁ?maﬁéfn ;
vali dat | dtipafer Lie bt A
e LR Bon Tl et 26ns *hide, Tits mabiher. AnYCGtLEHE! afnsbhef 1%%&85511'%33
Paw 1 netR G Fofli¥el “off, |
18057 o 15YRES of IBsH BR KRR AR AN L PO W) PUnLEREL! HE Bk RnARTe
the node 1§§3n j\.ﬁoggléfs gggﬁﬂeﬁ%sef Pﬁéet%gggqﬁféﬂh%%de Nevble t A 1&NGEYRE 1 on

key desi gnation | udge ere are any schedul ed focus

nodes that fiaveel0dn BEERKEOLHSES iévézyggtéﬁt 8§86 539) 51k 199veqest hﬁlﬁi?cﬁlf e,

focuses on the node 1807 that is one of those (step S40) . Then the

encrypt i on ilseyhe dRSiednahb@nisidine B0%el Hdlidis the hbaej 18QE B tRecTewesny at
step S32, and refers to the invalidation information "1000" of the node

1807 flhat ilevied|ngHeocenedypbidn jkejgedesbghaeiohheaunityalBildatdesiglates
i nformati on "1000" matches any of the aforenentioned five

encryption keys 3-3K and 3-4K that correspond to the leaves 1808
and 1809 respectively, which are the valid nodes among the child
nodes of the node 1806, as encryption keys to be set in the
.encryption device 101 (step 837). -Thén} the encryption key
15 designation urnit 306l judges Qhether there are any scheduled focus
nodes that have not yet-béen focused on yet 1§tep $38), and since
there are, focuses on the node 1803 which is-one'of those, (step

840), and returns to the judgement processing at step S32.
Next, the encryption key designation unit 306 refers to the
20 key information to judge whether the invélidation informatioﬁ
- “1000” of the node 1803 matches any of the aforementioned five
invalidation pattérns' (step §32), and sincé it matches one of the
invalidation patterns, designates the encryption key 1-2K1000
that corresponds to the invalidation pattern “1000” as the
25 encryption key to be set in the encryption device 101 (step 533).
Then, since level 2, which is the level one below the node 1803

that is being focused on, is not the lowest level (step S34), the

encryption key designation unit 306 prescribes the node 1807,
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i nval i dation patterns (step S32). Since the invalidation information
"1000" of the node 1807 matches one of the invalidation patterns, t he
encryption, key designation unit 306 designates the encryption 'key
2-5K1000 | that corresponds to the invalidation 15 pattern "1000" as_an
encryption key to set in the encryption device 101 (step B38ygustPfRe | evel
3, which is the I evel one | evel below .the node 1807 that is being focused
on, is thewhouksislavénveldtidmoddsmang hhecobijdinatekof d¢bs gaodei WO Lni t
306 skips the processing at Ntep S35, and judges whether there are any
schedul ed Bscassnbedeledofedt rede (ahepyy&3Peen focused on (step S39), and
since there are, 25 focuses on the node 1804 which is one of those (step
S32), and r et ur Next o theeenarmptriemn key 6eée§nﬁglap Usmetp @6 Judges whe

encryption key designation unit 306.refers to &1 i nf oy rratlfn todaudge.
whet her t hENEAGaRFEARYSGHaBRG ifosus pogss & thEaH dRo% ghge

o P ) T B A
%crﬁpt [ on9€7t291 Au%rﬁ%t g 8§°53evr%tee&0¥%sfep tQ% Lé§'E:q:s}t?cetolﬁeveely
e | ove tlagsltg i: Q‘ﬂ,&‘% EQE)P IA@Q'% EH?t%ﬁ&i xg.g |gnat|on un|t 3 6t

t he | owest S|nc e encryp

Lries 10 BSgsGiideeagri A ?%qlaaemantmméaapdqaooff SNRNBARRIES

1804 ‘as a sc ocus node (step S35). However, since all the child’
nodes of thgomogdeatl8@4pat fg ERdubdP8aSto Mudifs shetthelrethef Devisl Iditdomr e

prescri bed. . Next, the encryptlon key designation unit 306 judges whet her
there.are aﬂfosﬁaemhed 1000Us m@EiEises hahyhaye e wébrbmentfionededive
:anala.dat:l.on patterns (step S32). Since the invalidation
information “1000” of the node 1807 matches one of the invalidation
patterns, the encryption. key designation unit 306 designates the
‘encryptlon ‘key 2- 5K1000 that corresponds to the J.nvalldatz.on"
15 pattern *1000” as an encryptlon key to set in the encryptmn device
| 101 (step S$33). Since level 3, which is the level one 1eve'l below
the node 1807 that is being focused on, is the lowest level (step
S34), the encryption key designation unit 3t)6 skips the processing
at step 835, and j udges whether there are any scheduled focus-noc_ie's
20 that have not yet been focused on (step S39), and since there are,-
focuses on the node 1804 wh:.ch is one of those (step 532), and

returns to the Judgement processing at step $32.

Next, the encryption key designation unit 306 refers to the’
key information to judge whether the invalidation information
25 “0000” of the node 1804 matches any of the aforementioned five
types of invalidation patterns (step S32), and designates the
encryption key 1-3K0000 that corresponds to the invalidation

pattern “0000” as an encryption key to be used in the encryption
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10 on (step 539),.focuses on the node 1805 that is one of those (step $40),
and returns to the judgenent processing at step $32. Then, the encryption
key designation unit 306. refers to the key information to judge whet her
the invalidation. information "0000" of the node 1805 matches any of the
af orementioned five 15 invalidation. patterns (step S32), *hAugusieB0%t

mat ches one of the invalidation patterns, designates the encryption kﬁy

1- 4K0000 t Haviss lddpdstsrt §3Bhe i Then ddincgn 1g¥eletn Wivodb'ist thRe188Y

1805 as the encryption key to be set in the encryption,, devi c% 10% %s\gep

533) . S nRe Y Ehe NoRki LROASLRAE 1o RALAGEOSHSEReORO LS PRSEDE TREEST

bei f d he | t | I t S34) . .the 25, i k

dosi gnat | oL aHA (88<E: SR ¢ FHE GOCFYBEIER FHY RIS S ASAER TG UG CERP
de f the. node 1805 . hedul f d 5

ince al 1 it BARAETIRRIAE 3PvanacBaae sBond FhE G B} TRdsi be PRETHES
heduleed f ‘ i-hed I ' i on.

ni t 366 ] UTSES Ak mePeleB] Hoe ol kB S B Rk R EReR IR ot

yet been ORHSEAR1aFes %gdtﬁé NoRiel NEHE Al vAD 1 HHUMIRs ,aHY nRNFehbhg1 &Y
designation processing. 68 19 August 2005 As a result of such key

desi gnat | o AL 2 xR KRR SRAALNRLI O keys L
1-11(1000, 1-211000, 1-31(0000, 1-41(0000, 2-51(1000, 3-3K, and 3-4K are

desi gnated to benNe&it,i thé BaceRptyphikey deyigratiét unbt [Stéej udges whetbewen
encryption keys are stored later in the encryption key group storage unit
203 in t he tdrereypreanylechedul281focusinosed thatthevgptatonebfbeasrefocnsedt
key by the key encryptiqn unit 204. Furthernore, each erncrgpth%%ec?g;t:gnt
key tR&t ion (step $39),.focuses on the node 1805 that isoneof ¢t _ ep
540), and returns to the judgement processing at step S32. Then,
the encryptioﬁ key designation unit 306 refers to .the key
informaticn to judge whether the invalidation information “0000”
of the node ll_s(_).s matches - any of the aforementioned five
15 invalidation_‘patterns (step' S32), and since it matches one of the
invalidation ‘pattefns, designates the encryption key 1-4K0000
that corresponds to the invalidation pattern “0000”of the node
1805 as the encryption key to be set in the encryption device 10;‘[’_.
{step S33). Since level 2, which is one level below the,_n.o;:le.l.BO‘S‘
20 that is being focused on, is not the lowest level (step 534}, thé
encryption key designation unit 306 tries to prescribe an invallid |
node among the cAhild. nodes of the node 1'8057 as a scheduled focus
node (step S35). However, since all the child nodes of the node
1805 are valid nodes, no new scheduled focus nodes are p;escribed.
25 Next, the encryption key designationunit 306 judges whether
there are any scheduled focus nodes that have not yet been on (step

$39), and since there are no longer any, ends the key designatjion

processing. _
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generated by encryption using each encryption key is recorded by _0 the
output unit 206 on the optical disk 102 together with the key designation
information that is used to designate the decryption key. that corresponds
to each encryption key, and encrypted content. As a result of the

assi gnnent by the decryption key 15 deternining unit 305 89 Adgustypdd on
keys to each term nal,none of the decryption keys that corresponds to the
seven encryption Askeysregubt| ¢fbysunly kdy t designatien spioce@ssimgl, 7seven
Furthernore, the-other term nals are assigned one or nore of the

decr ypt i on eNEE¥Ptian keypdndKa§00e 117K100e il v3HEFGAR i bnikeQR0, 205K1000,
Consequent ly, after content has been recorded on the optical disk 102
accordi ng % ¥ncPPpt PofK iR desiggaterngotife Sedvin i @pRrYPYipaydevice
decryption %rocessi ng of the content cannot be perforned normally using

t he decryptli dn keys. exposed fromthe terminals 1, 2, and 7. Furthernore,

conten® nor mal |y NOESUPPRC 5o ARHBAL VA TURE RS AL SFPBEY L ORE 4 the

P ourth darsearhiich ReVUeble, Seofior i 20 hn SHRCEHERDb. LR ShP2A S
_ cht 7, °hr _ ne ddta

On i ch 1t Ao Lenay BEra e sePk 8 Py e cGRCRAL Ty LRE O8] pRecrit S ch

is distribuhge tmodhe pdeeh¥PhbeB, d@achS did3qdidlO3oht et akBYDrREY Ofst he
| i ke. However, the fourth data protection system has both a prerecroded -

recordi ng gemedirdtledUs] erfcBypfMRROM AGldefcH @fen |i©nnﬁﬂjr 4B geebraeday
DVD- RAM of which the optical disk 102 is only the recordabl e nmedi um

0 the output unit 206 on the optical disk 102 together with the key

designation information that is used to designate tﬁe decryption

" key . that corresponds to each encryption key, and encrypted.
content. -

As a result of the a'ssignment by the decryption key"

15 det_ermining unit 305,. of decryption keys-toeac.h ‘terminal, none
of the decrypti'on keys that corresponds to the seven encryptién
keys is held by any of the terminals 1, 2, and 7. Furthermore,
the other terminals are assigned one or more of the decryption
keys corresponding to the seven encryption keys.

20 Consequently, aftex content has been recorded on the optical:
disk‘_1‘02 according to encryption processing using the seven
encryption keys, 'd.ecry.ption p:':ocess‘ing of the. content cannot be
performed normally using the decryption keys exposed from the

terminals 1, 2, and 7. Furthermore, other terminals are able to

25 perform decryption processing of the content normally.

Fourth Embodiment : S : : . C .

The following describes a data protection systemof a fourth
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10 In other words, in contrast to the optical disk 102 that is recordable,
in the fourth data protection systemcertain information is recorded by
the system side. The user has the termnal encrypt arbitrary content and
then record the encrypted content: to the optical disk. 102. Then the user
is able to 15 distribute the optical disk 102. In addition]9 Auggst200% t he

sane termnal or another term nal can use their termnal to decrypt and

use the coffepdimentyrdhwreimatheroPfruath diate WRrtetion mtstentng wieh
description focuses on the features of the fourth data protection system
that are dPFEePErithe Slnawdingsta protection system 20 100, and onits the
simlarities. Fieﬁi- 22 is an outline of the construction of the fourth data
protection system of¢ hdakguPERtEFbdANENStEm t HRO psBSwAt in ntket £6KStThe
fourth dat [of ection, syste s, sho in Fig, 22, is 25 canposed_of a
key desi gn%[ltlg% TeTtr FBE BRtH r%’iﬁ%%gv%ew}%ﬁﬁ,th% SNRERGIAR geviSer
data encryptq Vi C term,nal s) 1502a to, ,1502n | yral ity of

Gacry o onFL et ERCARE R "SoRbent” Bihd Snicho 3 ARintiiced 28 whs. 11
I's assunmedyd t il aEX D e 1 t nRR0S Yy .setti system 104
and t he -key é(;%t i glnatcllon [ nhg??r;t?’l %)égn'r géf#g?%gR @v?%gh%ﬂea'r eﬂggg eBy an

or gani zat i gqe EBQEtH&%QQe%:o rdgxg%stpérl?hggtﬂ&h agfge%%ﬁéféﬁggbﬁfﬁs ) Ezed

by general users. Note that the yption termn 0 n-are

sanme 5 amddinmesGbRWY hDURKROM 4Rl £FRILAEBl e fddtiilieisiRheas 3 bvBLRAMNE
of the user data encryption devices 1502a to 1502n may be provided in the

sanme ter moflwhEshaltheobps gl 0fli $RE1CE Y BRI tKE ViE@Srd4SPe tnfe diQd.
Furthernore, the key setting system 104 in the fourth data
In other words, in contrast to the optical disk 102 that
is recordable, in the fourth data protection system certain
information is recorded by the system side. The user has the’
terminal encrypt arbitrary content and then record the encrypted
content to the optical disk '102. - Then f.he user is able to
15 distributé the optical disk 102. In addition, a user of the same
terminal or another-termihal céﬁ use their -termih‘al' to ’decrypt '
and use the content recorded on the optical disk 102. Note that
. here the description focuses on the features of the fourth data
protectien system that are different to the data protection system
20 100, and omits the similarities.

_ Fig. 22 is anoutline of the construction of the-'fbu,rth‘dat.l-:r
protection system of the fourth embodiment of the present
invention.

The fourth data protection system, as shown in Fig. 22, is
25 composed of a keiy designation information recording device 1501,
a plurality of user data encryption devices (terminals) 1502z to

1502n, a plurality of decryption devices (terminals) 103ato 103n,

a key setting system 104. It is assumed that, for example, the
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10 protection systemis basically the sane as. that in the first
enbodi nent, but there are sone additional functions. Specifically, in the
key setting system 104 in the fourth data protection system supposing
that a 4-ary tree structure in which each termnal is corresponded in
advance with a leaf in the fourth .15 data protection syst tAugdsi20p?i on
keys are. assigned to each termnal according to the key assignnent
processi ng képwsethifgg.system t104 angpdded key e deisignatisn oibnfepmation
target termnal i-s a decryption termnal that a decryption key group is
assi gned tvecteding rdekilce 4501 frehusadshynaePrganizatien nthal nanagefser
20 data encryption device that an encryption key group that corresponds to
t he decryptfepykight gretipctions angriche ¥§mﬁéaﬂ§r%%&ﬁ?d IN()H@“FHQEL 197 Scey
setting system 104 generates and then outputs .niﬁf‘-’mtiiﬂ t hat ?EOWS the
correspondence béldigehneheeegecrursigmeg N2 lfet Ba4C dRdR3RE FEESATF t he
tree structure. 25 For conveni ence, in this fourth enbodi nent .ty [ s 3ssuned
that eath ofStihesgs8RoYR D ERE AIRTHATRR ?"885‘8150 'érifrsge B 3L %?053‘1 ed
in the sane rrmnal a he sane r.es I d tion device
103N, Furt ReF T Coes, PRt TP R Jerisaek SRS august 2bGE SR
decryption ngé:ﬁ:o%ri <3 $H B Egmga%/@rrﬁiﬁf%@:ea‘i@ 8f'song?B§GHH€rHéd’ryﬁq‘3h

ol d y 0 e

termnal h a key group consisting encryption ys and decryption
keys that hagy, | ghed gy, the key setting system 104 in advance, -and.
i nformati on show ng the 5 correspondence between the key group and the node

in the 4-ary tregydidrdnde)OtBe kdie sty ingt EiyBgefyHs0 £l Bhel fiovheh fdatet h
data protection systemhas a further function of outputting the key
desi gnp0 i onp i g sy Stheani i 19eei el Iprichensayet asntheys in the first
' embodiment, but there are some additional functions.
i ' Specifically, in the key setting system 104 in the fourth data -
protection system, supposing that a 4-ary tree structure in which
each terminal is corresponded in advance with a leaf in the fourth
.15 data proteétion‘ system, deéryption keys -are assigned to each
'fErminal according'to the bkey assignment processing _shown’ in Fig.
- 10. It is supposed here that if an assignment ‘targef terminal
'is a decryption terminal that a decryption key group is assigned
to-the terminal, and if the assignmenf target terminal is a user
20 data encryption device that an encryption key group that
corresponds to the decryption key group is as_s_igned to the _te;’minal. :
Note that the kc—:‘yr setting éystem 104 generates and then outputs
information that shows the correspondence between the keys
assigned to a terminal and the leaf in the tree structure.
25 For convenience, in this fourth embodiment it is assumed
that each of the user data encryption devices 1502a to 1502n is
provided in the same terminal as the same respective decryption

device 103a to 103n. Furthermore, corresponding encryption keys
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10 designated as a result of the invalidation information updating
processing (see Fig. 12) and the key designation processing (see Fig. 13)
when in operation, to the key designation. information recording device
1501. For exanple, when there are no invalid termnals, the key.
designation information is ' O 1 KOOOO' only. 15 The key desi®Augyssg005

i nformation recordi ng device 1501, which includes hardware capabl e of
recordi ng éBfla €8CEYPBHEenceys ke i asguped & WhAYE HERe a SeMBct Vahuef
recording k information input fr

Secart Al ot
104 to { heCobEPRRERE Ly, ciearh. CrmanAL HBPNEP e 2 dHih SROUHcoRRRAS i, O |
ti devi 1502 t 502 ' t f ti to t f th
cnrypt i onePREYPESORCKER 41 FRETPPF Con bk chem ha B8l gFsagnedicee "¢
th f . -di gi 1 al ' - |
o User 580 LEERLXGLOLEA! 00) Ao COIANLS, | NS AANSTLASLACATRG UL

201. In addi C e encryption Ke up "Sst or age

erting.  <5erEesRBhaBntEl bRt InPhe, HEF, ok R (i Y Dodk R AR A (e

correspondgpgg . between each encryption key and the 4-ary tree. The
encryption key used in the encryption 72 19 August 2005 of the content key

obtai ned by the kgytREsh¥RE|, OfhdiNely 284tihngnsystem IO tHeFeurganaaed i on
unit 202 is selected as a result ofy an encryption key sel ection processing

descri bed pabeectibtr shetenr Rast Hefutipai fumdt 6 adoeatpattingotietkey key
5 designation information to the optical disk 102, but instead records
encrypt ed deaignatand time comatyijoine dstoovitrent okey otro mdre erptyypdiiafi skew®?2.
Furthernore, each of the user data encryption devices 1502a to 1502n have
a furlber demtgnshediasendieaplthefkbhe drvayhidatien information updating
' processing (see Fig. 12) and the key designation processing (see
' Fig. 13) when in operation, to the key designation information
recording device 1501. For example, when there are no invalid
| ‘terminals, the key designat-i-or_l information is '_“.OﬂlKO'OOD” only.
15 The key designation information i‘ecording de‘;'ice 1501,
which includes hardware capable of recor&ing data to anoptical '
disk, isa device which has a function of.recording key designation
information input from the key setting system 104 to the optical
disk 102z
20 Furthermore, each of the user data encryption devices 1502a
to 1502n has eguivalent functions to _those qf the encryption
devices shown in the first embodiment (seé Fig. 2). However, the
user can freely store digital contents in the content storage unit
201. Inaddition, the content of the encryption key group storage
25 unit 203 is the encryption key group obtained from the above-
described key setting system 104 and held by the terminal, and

information showing the correspondence between each encryption

key and the 4-ary tree. The enéryption key used in the encryption
72



10 information that has been recorded by the key designation information
recordi ng device 1501 fromthe. optical disk 102, and perform ng
encryption key sel ection processing to select the encryption key . for use
in encrypting the content key.. This encryption key selection processing
is processing for verifying 15 the information show ng thel2éugesi@BB8ience.

between each_ encryption key in the encryption key group' storage unit 203
and the noREsthmEarHente keyesbaineenby ntks kY EACIXREIPE WL fradde

[ h i n both pi f inf tion, I ' t ti hat
Cor  3pondst FHIACT, GHEDS 2GRRSEANH A WHEE 202548 AELRE AL PROR (AP OF o
the key encryption unit 204. The epcryption_key sel ectipn pr.ocessi,ng LS
simlar to ?’Ke FROEEREIRY koY SBF ‘E?\\’/ﬁﬁna %%‘%%ﬁﬁﬁ% i sﬁ%é’ & cr}ﬁ?%h key
| ecti 11,213 of the. d ti devi 0 h I fi :
embodi ment . TR RT R | S Pear et R P oEREnEReE i Th ERESES IRt key 2
d di . t L LCal 48k sk 2, We : h
tser aata i EISL I EOAINST 1o sheo cBRALET! pfbR 2827 KRR dnsiatiC

the cont e”tr&?dr&@ié(]ﬂ?fﬂﬂ:é&‘%@fﬁtér&” diRY thel laﬁzeggﬂtlea heorkt@dhtd9&iyorat tRa

I nformati on recorde n "advance on the optical 9 August 200 di sk 102,

and recordidggridil ey pied, content key on the optical disk 102. :
Consequently, according to the fourth data protection system the nunerous

term nal s whose daoftH¥dndreieyachE $Belisdndeta koicriyead oaxdpesicesab0Da
decrypt with a decryption key that has been exposed from another term nal.
The cont entto d&d2re hawer gpferthendf urecoicedfometitngpthe Keydidelsigdat s$ont hat
it can be correctly decrypted in the nunerous term nals that have

decr ypil on iefarmation hihetndtashebreoxpeakded by the key designation

information recording device 1501 from the optical disk 102, and
performing encryption key selection processing to select the
encryption key for use in encrypting the content key.. This
encryption key selection processing'is prbceSsing for verifying
15 the . in‘formation showing the correspondence. between each
encryption "key in the encryption kéy group storage unit 203 and
the nodes and the key designation information, and if the same
node is shown 'in both pieces of information, seleqting -the
encryption key that corresponds to that node,. and sending the
20 selec'ted'encryption key to the key encryption unit 204. The
encryption key selection processing is similar to the p'roc‘essingl

fof selecting a deér’ypi:ion’ in the decryption ‘ke‘y-selection unit
213 of the decryption device 103a shown in the first embodiment.
Specifically, when encrypting content with the content key
23 and recording the encrypted content to the optical disk 102, each
of the user data encryption devices 1502a to 1502n has a function
of encrypting the content key using the encryption key following

the key designation information recorded in advance on the optical
73



10 <Suppl enmentary Remarks> The data protection system of the present

i nvention has been described based on the first to fourth enbodi nents, but
the present invention is not limted to. these enbodi nents. Specifically:
15 (1) The content shown in the first to.fourth enbodi nents is video,
audio and the like but is not linmited to being so. The coh® AHgust@i0de a

conputer program or other data, or _a conbination .ofa ﬁorrputer rog‘rj‘%n}lor
other data Fhdk\iQkeo28f FReCTding the engripted LANFANTKEYIR INE SRGHfAN

the first t .fﬁu&# 20 enbodi nents have a reproduction unit 216 for
repr oduci ng‘%cso t * but they. may instead have a function of outputting

embotl mont s ancryUPRBIEANT | Lo REIRGCHS ok AT oo i SRESHED SR

enbodi ment s encryp?e ptica I sKS

di'st 11 but eck o dhe ABSIUMLANL + SN £ ¥hosdUBY Aot REPKAG% M SbIdRHRYAN On

a recordin 'S al ' so posSi an via a wreless

or wired tHANSISS O RAL dl {Eta |db MAN P KN kenbE h
transmtted issr%fé‘iﬁugust cg}é\gg'ﬂ gﬁ%?%%)ee)d, It a}s r?g(?el:g:}slary for the oafput

unit 206 i pddl eipoiskBt £ 95 aBYhe® tdrhilndiNavehbaisiait thatbdancaypted
comuni cation function, and to transmt encrypted content, the encrypted

content keyandincdriiedkey €iasicprdldaQndiskol fdhiscofhke ackanids yprirentdigvi ce
5 (termnal). Furthernore, it is necessary for the obtaining unit 211 in

t he decryptdenrygsted éntdenansroisheéerntnalptthat bizve descrypt icavieymttatr e
that has a communication function, and.to receive and obtain the encrypted
content, tH@wnoryptheerc@mxposedkey and the key designation information.

Not e tl%at t he transm ssion

<Supplementary Remarks>
. The data protection system of the present invention has been
described based on the first to fourth embodiments, but the present
‘invention is not limilted'to‘ these embodiments. ‘Specif‘ic":-aliy-:-\
15 (1) Thé content shown in the first to . fourth fembodiments
is video, audio and the like but is not limited to béin,g so. The
content may be a computer program or other data, or a combination
of a computer program or other data .and video or the like-.
{(2) The decryption‘ devices shown in the first to fourth
20 embodiments have a reproduction unit 216 for reproducing content,
but they may ihstead have a -funct_:ion of outputting dec:yp_ted
content to an external device. -
{(3) In the first to third embodiments enci:yptec._l content i_s
recorded on the optical disks 102 and distributed to the decryption
25 devices. However, besides distribution on a recording medium,
it is also possible to transmit content via a wireless or wired
; transmission path.

When an embodiment in which content is transmitted is
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I 0 met hod may be, for exanple, one in which the encryption device 101
records to a recording nediumin a server that is connected to, for
exanple, the Internet, and the decryption device 103a and so on receive
the content of the recordlng mediumvia the Internet or. the like. 15 ,
Furthernmore, the recording nedi um used when an enbodi ment 19 Augst@R02ont ent
is transmtted is enployed is not |imted to being an optical di sk, but

may be an |€mpleyRd,alt ligknetessi sk fomdtheeontPut apdt A0RAEM the et’lquefYIPl‘tli-@n (49
The met hod of deterntnln the invalidation pattern 20 corresponding t

each node |<i’1eYh%e gﬁﬁfﬁthéﬁd@ﬁéﬂhthéht thes aruqogtnmuiﬁéhtfuwtepﬁpl y
one exanpl e exa possi bl e to have nodes. other than the root

not have ana’F \F&’IF “b‘rFeB&FYEFﬁd"‘ERJTT@“t'bE]Pe|%@£¥%98“Fﬁ95 ¥n PBA
patterns: Ollﬂf'éy *1101", "1011" he contents of the

key 25 assi g prqfcse’sgﬂérﬁo(‘%eénﬁfjﬁmaﬁb‘)’n (5’ tﬁ@cfﬁ RikgN offeV
B thertor ot SHMTRE i  EpeEBey Bl € tetnﬁaa’rde%%esea’{’ﬁe%tté%i’s‘% ifig ot
inval i dat i %Paﬁ{ ?PQSdQE?ypEEE{I o8 URPES 14Hl dtdied ¥eldr t:.%hr HElYEESs

However, ‘it 1s sufficren ree structure to have 'east one part

that has a & hHGEWa‘i-dQ:fa:‘%t thé’tﬁ%%s@”c%ﬁmuﬁiéﬁﬁﬂéﬁ £ dier awertce repgeiparent

node in at |east one |evel aving at least three child ‘nodes. The par ent
node may haugi idbt@en bhanehGsypted icsntehanCchis , edr Pt Sl tcomtder: kayi Agd

differing nunbers of branches, for exanple three or four, may exist in ohe
| evel . Fur tdtes niogye, dddisggriatiinr idfémasion.n iNvre neat dehé oBransmission
10 method may be, for example, one in which the encryption device
101 records to a recording medium in a server that is connected
to, for example, the Internet, and the decryption device 103a and
SO on receive the content of the recording medium via the Internet
or the like. - |
15 Furthermore, the recording medium used- when an embodiment
in- which content is transmltted is employed is not limited to being
an optical disk, but -may be an IC card, a flexible disk, magnetic
tape, a ROM, -or the like.
{49 The method of determining the invalidation?pattern
20 corresponding to eaeh node in the key information shown in the
first embodiment is simply one ,examp;e. For example,-it is
possible to have rtodés other than the root riet have an invali'dat:ion
pattern "0000”, but instead have invalidation patterns “0111”,
*1101, “1011”, and “1110”. . Here, the contents of the key
25 assignment processing (see Fig. 10) and the key designaticn
processing (see Fig. 13) are varied to a degree to fit these
patterns. : o o -

Furthermore, in the first to fourth embod:.ments the
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10 patterns of each node in the 4-ary tree is limted to being less than
three in the first enbodinment, and less than two in the third enbodi nent,
however, for exanple in a 5-ary tree structure the nunber of "ones" in the
i nval i dation pattern of each node nmay be |imted to less than two, |ess
than three, or less than four. 15 (5) It is desirable for 1HhAugust290§sed.
in decryption in the decryption. devices 103a to 103n shown-ip the first to

the fourt h iNgidddiaterns Ratdanns (@Fe sPReEarReEnSUPRCSERT # tH@ ket et a

encryption devices 1502a to 1502n .in the.fourth_enbodi ment to be
Conei Pty edErtes Ty Reetetn tod s ahitichBotorah  cie diheo82569E8 huar

h d d.in.d ' |
Er ot ot o, EE Mo kay s Bel RETe, Bdh PHS, hoSraRRBaRRchEChE o seft e
assi tnod t & RbereR, 1T AFAeP 1S AT A AthE MRdi Ht B dRa5E one 1R .

structgre i@ whisch tlggvsggeetﬁsy%@&tlﬁo&%r ﬁ-g@gﬂsmﬁt BhodePms) hatle thidd is

that the decryption 03n a key group and infornmation

show ng t hgraedBeshdlr COIVESHPARENes O BRCIhaIRBRY Hddes deav iy dDFEMEIng the
decryption devices do 76 19 August 2005 not necessarily have to hold the

i nf or mat i onumbewsNgs thcartibs ,t falr ekahpbe pehtke o Ehardaniy @xien dewnees.
Even if the decryption devices do not. hold the information show ng the
node t hat lewedesponds to the decryption devices,. the decryption devices
can 5 decrypt content by successively trying to decrypt the encr}./&t ed

content key recoFdethermohe, ophiecaiumbiesk, ofist' agesicHrdetthe pinonl 14asiaqmat
that decryption device holds. Note that in this case that a rule may be
provi 48d sBaktesnshef rash sioglt 1Bi the f-ame tregni entinikeddingeing 1¢3s 5

'‘general - digital signature may be used .
g %han threge in the fiX*:st embodiment, and less than two in the third

embodiment, however, for example in a 5-ary tree structure the

number of “ones” in the invalidation pattexrn of each node may be

| limited to less than two,- less than three, or less than four.

15 o .{5) It is desirable for the units used in decryption in the

de'cryptic'm_ devices 103a to 103n shown in the first to the fourth

embodiments and the units used in encryption in the user data

encryption devices 1502a to 1502n in the fourth embodiment to be

construected according to so-called tamper-resistant techniqpes

20 so that the system, data and so on used in decryption and encry;ﬁtion
~are protected. _

- {6) The key sétﬁing system in the einbodiments outputs the
decryption keys determined when determining the decryption kéys
to be assigned to each terminal and information showing the node

25 in the tree structure to which the decryption. key corresponds,
the result of which is that the decryption devices 103a to 103n

hold a key group and information showing the node that corresponds

to each decryption device. However, the decryption devices do
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,0 so that the authenticity of a decrypted content key can be verified.
Here, the decryption device uses the decrypted content key to decrypt
content only when the decrypted content key is authentic. (7) In the first
enbodi mrent the content key, the decryption keys and the encryption keys
are 64 bits; but the data size of 15 the keys is not |inm 124ugustBedhg 64
bits, and nmay be another nunber of bits. Note that in Fig. 16 the character
strings fornednecessaxidlyahace o soldthe baforsatien sbowind the nhdelkdat
information 500, -the letter K, and the character string of the - _

i nval i dat i oRepER$ReRAS ttthéaleqrypivisn daviges . .nf Bvent fﬁnth% denryRtHcned
to this format, 20 (8) In the first to fourth enbodi nents the content key
used in erd®ViteBndef reht baldi Lhacipfosnatidpng shewiipgt e kagde that
expressed as O 1KO000 etc., but besides the contqe%nt kely, variqus, data that
must be kepfOTRRFRINGH Ot I6E ryREAPH QBVLCSE Hiy thEACT R EEBicRRFEN 25
‘9) The. invalidation inforpation updati rocessi ng, the ey assi gnnment
E)rocesgrﬂ ng SHOE YRR Wed’ésggna‘r‘fsﬁﬁgﬁﬁgﬁggs FI’QJ'TQFSF@ g6F5¥85u¢}éé eﬂﬁﬁkﬂt{éﬁ
Figs. 10, 1 in th ey sgtting. s e 0 ' I, I to
fourth enbo%‘?nntgér}?%]}?rgé’yrﬁgo |%§ rlxﬁu?'%ﬁ #ﬁéﬁé}&é&% %SEBV‘%S&S c%:e%%ﬁ@ttér%h

pr ogr am f ore e AGHd WhdY b SARUET fvidd RHIGE | Mbee NARA B AHiAMcase
execution furiction, elther recorded on a recording nmediumor via various

types of Coffaii£ahind Rt e pPovldrd seeh disNgnaeRbad D& Iof ¢aed,
an optical disk, a flexible 5°disk, a ROM or the |ike. e distributed -

conmput er presHEdRt keySieéldy ~bei ngr iangbakk8Y diyi ;008PYh LEu e malyebe hiseqt, hat
then perforns invalidation information updating processing, key assignnment
procesdi ng sthke\thdesogie t D Py ofesdeogyptel cantehatkeshoam bervedilfdeld.r st
to fourth enbodi ments by executing the conputer program
Here, the decryption device uses the decrypted content key to
decrypt content only when the decrypted content key is authentic.
--(7) In the first embodiment the content key, the decryption
keys. and the ‘encrypt‘-ion keys are 64 bits, but the data si‘z‘e‘ of

15 the keys Vis not limited to -being 64'b'its, and may be another number
of bits. Note that in F:i.g‘. 16 tﬁe character strings forrﬁed-froin
a character string that is the hode 1D in the key information 500,

~ the letter K, and the character string of the invalidation pattern,
but the key designation information is not limited to this forma_t.

20 (8) In the first to four‘th embodiments the content key used
in encryption of content is encrypted using encryption keys
expressed as'O-lKOOOO'etE. ,'bt..xﬁ besides the conté.nt key, various
data that must be kept secret xhay also be encrypted using these
encryption keys.

25 (9) The invalidation information updating processing, the
key assignment processing and the key designation processing (the

' procedures shown in Figs. 10, 12, and 13) in the key setting system

104 shown in the first to fourth embodiments may be distributed
77 ,



10 I ndustrial Use The data protection systemof the present enbodi nent can
be used to protect copyright of digital works and soon in a system ‘
conposed of a device for distributing a digital work of audio. video 15
and the |like through a recording nmediumand a plurality of usage devices
for reproduction and so on of distributed digital works. -78 Agguai@dd% 2005
Clains 1. A data protection systemthat conprises three or nore ternjnals,
an encrypt | dh aEQRRBte B Ry ogx amEPY griesHtReD Rk & GAEPYLRT RFvRLEViFe ffat
protects distribution data that is to be distributed tB t he terrrinalsh
accor di ng % 1fe PEREFPPL ¥AF AN EUBRELGPL ST teTe FegPEALLER & FoGRE a1 19
characterized,in that: each termnal stores a decryption k rou signed
ndi vi dual (S H0R FEE SR HREIEERARSS &F SPPBIMEHIFREY coudh e
assi gnment et ho obt aj.ns an.encrypt Lstribuf] lat a. gr oup : S
boen_out pur TYORTIHE Reeii ARy B AT 05 clrdr (a8 Cubleal G KO P apag

L0 decro/Pl SICEYPL Ay S R 19Redlalihe (SRR Molifhred pRoghdeal

nmet hod “( a) e¢rmnestwo or nore fermnal groups, which are grodps 15

e oc s : . .
aving two @éé?afpg%éﬁ{ﬂﬂg#ﬂt%gd EHFHOE&ﬁ;Iw@é& bhatheathe thdthenéepariokms i S

a nmenber of ast one termnal groups, and so that a relationship

is satisfiethwaCivddidn alyf¥mdtion LEpditidlg GooPes$nd, Skeyeassigament
termnal as a nmenber with another one or Chore of the term nal groups does

not conpl etptdcéswingland) kapddésigrait icanplreteky ingcsudkdas nthdte shiower ione
or nore of the 25 term nal groups, (b) decides one or nore decryption keys
i ndi vi dual Ighe first to fourth embodiments by executing the computer program.
10
Industrial Use
The data protection system of the present embodiment can
be used to protect copyright of digital works and so on in a system
composed of a device for"disrtributing a digital work of audio video

15 and the like through a recording medium and a plurality of usage .

devices for reprodubtion and so on of distributed'digital works.
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correspondence with each term nal and each determ ned term nal group, and
(c) assigns to each termnal the decryption key decided in correspondence
with the termnal and all decryption keys decided in correspondence wth
all termnal groups that include.. the termnal; 79 19 August 2005 the
encryption key designation device designates encryption ke®Augusl 2088| udes:
an invalid term nal designation unitclaimslesi gnating one or nore termnals
as. invalid termnals; 5 an encryption key designation unit, when all the
decryption keys assigned to the termnals, other than decryption keys
assigned to the one or nore invalid termnals, are prescribed as valid

decryption Xeyfa pridt st s e tehaihat competdesairere semeats hgrminads gned
valid decryption key for the 10 nost termnals to which a selected valid

decr yptagredeyypsiontderssegnaddi snrepepyptiontkéy aldsignat bahsdéwmiveepeen

assigned a selected valid decryption key, f or designating encryption keys :

thad respechroebyrsodiespibdtion aktaoktheheisatodoeledigpributidysotbhe are
selected as a result 15 of the procedure; and the encryption device

i ncl udesermines; ypidowrdimg tor téecremptrypt dirst débiceoerdatyptbing the
successively using all, the designated encryption keys to encrypt
di stri baisbnidatdongeatmat ichprawetentzegpt bl thatsi buti on data 20 group, and
outputting the generated encrypted distribution data group. 2. The data
protection. sgatbmtErnimaln Btoses ean decryption key group assigned
individually to the terminal according to a predetermined key
10 assignment_method, obtains an encrypted distribution data group
that has been output from the encryption device, and uses a stored
decryption key to decrypt encrypted distribution data;
the predetermined key assignment method
“(a) determines two or more term:.nal groups wh:n.ch are groups_
15 hav1ngtwoormoretermlnalsasmembers sothateachofthetermlnals
is a member of at least one of the termlnal groups, and
so that a relationship is satisfied such that any of the
terminal groups that shares a same terminal as amember with another
one or ﬁofe of the terminal groups does not completely inc;ude
20 and is not completely included in the other one or more of the
termlnal groups, - .
| (b) decides one or more decryptlon keys 1nd1v1dually in
correspondence with each terminal and each determined terminal
group, and
25 (c) assigns to each terminal the decryption key decided in
correspondence with the terminal and all decryption keys decided

in correspondence with all terminal groups that include.the

terminal;
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the predeterm ned key assignnent nethod further perforns 25 the

determ ning of term nal groups so that a termnal group exists that
conpletely includes the plurality of term nal groups, and so that a
relationship is satisfied such that any plurality of term nal groups
within the plurality of terninal groups that 80 19 August ﬁbéggwﬁﬁﬁgés a
sane term nal t@leosic2gpeidh deistilgnatdiohede vhee afe sinyrea ©é s el rygsttioral
groups does not conpletely include and is not conpletely included in the
ot her okeyer, @Ik iclii@egerm nal groups. 5 3. The data protection system
of Claim2, wherein the predeterm ned key assi gnnent net hod further
performs the agetigrwd Inid k@fmihsl t @esigabt jonupnitofbratiesdignatenmy rale
group includes three or nore ternm nals as nenbers, and so that a termnal
group exirstmerchate muivial msashinvadddnbeemib@liser m nal groups. 4. The data
protection systemof Claim3, conprising: a key storage device that, -when
it s supposearn fatcreashitorer kegatdessguetiespundséd with 15 a node on a

| owest level in an N-ary (N being a natural nunber equal to or greater
than three) tmersallidthe dehayphdon ptys assignegitotbedrenninalaetadhemes,
for each node other than the nodes on the |lowest level, a=plurality of
conbi nattihem gacryphd onfkeysactsignedtoNhass onRorfinvd bid daaminssom t he
node (parent node) , that are conbinations of. two or nore.of the N nodes
i ncl udi wye mreser dpedhasnvaddss deamptian kexIudRNd eYRPPsANCoheft A |. of
the N nodes, decides an individual decryption key for each determ ned
conbi natrecssre femselagiing afcpsaiengddvatif\derekprkapn; key for the

10 most terminals to which a selected valid decryption.key is not
| assigned is repeated until all terminals have been assigned a
selected valid decryption key,
fordesignatingencryptionkeysthat respectivelycorrespond
' tolali of ﬁhé'valid.decryption keys that are selected as a result
15 of the procedure; and
the encryption device includes:
an encryption unit for encrypting distribution data by
successively usingjall~th§ designated encryption keys to encrypt
distribution data,'geherating the encrypted distribution Qata
20 group, and outputting the generated encrypted distribution dafa

. group.

2. The data protection .system of Claim 1, wherein
the predetermined key assignment method further performs
25 the determining of términa). groups so that a terminal group exists
that completely includes the plurality of terminal groups, and
so that a relationship is satisfied such that any plurality

of terminal groups within the plurality of terminal groups that
80



25 correspondence with the node (parent node), and further stores an

I ndi vi dual decryption key in correspondence with each node in the | owest

| evel ; and a decryption key determ ning device that executes the 81 19
August 2005 predeterm ned key assignnent nethod, and that determines the 5
decryption key group that is assigned to each term nal, dt®Augusi@d0s

decr ypt ishatesy @ semeeteswigrddgroupash a aramheyr witthe agedhgn pos Reymobei ng
(a) fromanong-the decryption keys stored in_the key storage device in
corr espdfdethe Werninadhaxedesordees apet paenplehelyatimadaidey angais febm
the node corresponding to the termnal on the |owest |evel to_a node on

t he hi giempletely i ded 4 throkbgs anmeranresfdhs tesminaligronmal |
all of the conbination patterns that include a node that is one level
bel ow 10 the node on the sane path;. -and (b) the decryption key stored in
the key storage device in correspondence With the termnal, wherein the

t er i nal3 gr Giass didik REYFRCE0BNEYEEEMe §f0 fdedide 4ui t'he¥FR1R onbi nat i on
patterns, and each term nal group is a group whose ?er are all the
term nal s t hattRrrrresharndngd kﬁéfdé§sgﬂf¥‘}?élt ﬂ?tll'lﬁrg uy ReGEOHRS
reached fromall the conmhined nodes in the correspondi ng, conbi nation

pat t er n, *hf dleftREEidms PfohhR P TIRLR FEOPA RPN SRATPESPPABAL FERYR o

I S suppose rescribes all nodes fromwhich a node on_the |owest |evel
t hat cor+ré€13‘t‘1‘ﬁ?i§ tBreR PrvIOLF f‘f&%ﬂmﬁl-“r £ é&%’ﬂ%ﬁrﬁs PA%¥ali d 20 nodes, and

f ti key, desi, ti ' first i_th d t h
hi ghest | evel S8 Thai G LEERA G PEErD SRES L dat SEKANS) ERERFOPRATOTE
encryption ke esi gnati on processing 25

Fo'PH L8rmina grgups .

4, The data protection system of Claim 3, comprisiﬁg:
a key storage device that,
 when it is supposed that each t_er'mir'lal'i.s éor-respgnded with
15 a node on a lowest level in an N-ary (N‘being a naturél number
equal to or greater than three) tree structure having a plurality
of hierarchies,
determines, for eéch node other than the nodes on the lovest
level, &plurality of combination patterns, for each one of N nqdes
20 that are reached from the node (parent nodei , that are combinatioris
of two or more of the N nodes including the one of the N nodes,
and that i'.nclude" a combination of all lof the N nodes, -
decides an individual decryption key for each determined
combination pattern and stores each decided decryption key in
25 correspondence with the node (parent node), and
further stores én individual decryption key in

correspondence with each node in the lowest level; and

a decryption key determining device that executes the
B8l



until all processing target nodes have been processed, wherein the
encryption key designation processing is perforned on one processing target
node at a tinme that has not been processed, and is processing that (c)
when a conbination pattern exists that relates to a conbination that

i ncl udes all nodes, other that invalid nodes, 82 19 August12808ist@h@5| evel
bel ow thregeteemined tlaryehssddamedesimgidicel, camdcthpti cgletlesmihes the
corresponds to-the decryption key stored by the key storage device in

cor r espdedeyptiont kelyhereombitieat obs pass bgned (HP ebeh Secmvinalat i on.
pattern does not exist that relates 5 to a conbination including al

nodes, other debarmivelsi denoyesionokeys deberrsdigned 49 seshstagminadet
node, designates encryption Kkeys stored in correspondence with all the
nodes, bhasleqnyptidre keym/beidgnedef rompanang kbg deorapeliaakays shored

| evel one level belowif one I'evel belowis the |owest |evel, and if one

| evel 1bnbehewkéey sberage Hewdse Laveprraspppdeacs ¥ith: gachosescoma kpevel
bel ow, other than invalid nodes, processing target nodes, and (e) if one
or nor eSpm¢abathnothe patbt bedns Repathpbrew the PPde SeFRYSPaPgéndnsee,
and if the one | evel belowis not the |owest Ilevel, newy makes all of the
one or Kbeetempinad apdekeplovessi hgvels£q & godenggctheshighesyadgvel,
protection_systemof C aim4, wherein the detergination of. thiéplﬁra ity of
conbi naBkEhugingethe npyle: fBake FoIEESRRFeHrc ok eEldR3ted8  dx OtulRy .t he

nodes on 20 the | owest |evel when the tree structure is supposed, (S
ber f or MEATBS NBEASEY PEY G A ADFLIHS: £ hode Shaha SREn TEYRtH RaLPYn

ds t f-al l. i natj f_two, f__the N
ot TkEe' BPESoRD Fbsepanel BALlinaaane (PLabRBCPFENPEABRBRY stored'Tn

the key storage device in correspondence with the terminal, wherein
the terminal groups have a one-to-one correspondence with
the combination patterns, and each terminal group is a group whose
members ére all the terminals_that éorreépond.to all nodes on the
15 lowest lével that are reached from all the combined nodes in the
corresponding combination pattern, and
theencryptionkeydésignationunit,whenthetreestructure
is supposed, prescribes all nodes from which a node on the lowest
level that corresponds to an invalid terminal is reached as invalid
20 nodes, and performs encryption key designation processing firét
with.a node on the highest level as a procgssing target node, and
repeatédly éerfo;ms thé enbryptiop key designafion'procéésing o
until all processing target nodes have been processed,
wherein the encryption key designation processing is
25 performed on one processing target node at a time that has not
been processed, and is processing that
(c) when a combination pattern exists that relates to a

combination that includes all nodes, other that invalid nodes,
82



(parent node), and the key storage device stores the determ ned 25
decryption keys in correspondence with the node (parent node). 6. The data
protection systemof Caim4, wherein the determ nation of the plurality of
conbi nati on patterns 83 19 August 2005 by the key storage device for each
node excl udi ng the nodes on the | owest |evel when the treel®fuaestdP@Sis
suppose@neileved belavdheoprocessing taraohbrasyi s benatesa decryptieach
conbination pattern corresponds to one of all. conbinations of all N of
the 5 nbB¥LhatdceRrpppendsieo KhesREr YRR ORKkeYoRkOFed &Y Bae kRYapEoRREe
reached fromthe node (parent node), and the ke%{ st,ora%e device stores the
det er ni A¥igecipprosFaappndencs b otuRncemRibATLRE PRASEE Mpar ent node).
10 7. The data grot ection systemof Cai-m4, wherein the encrépti_‘o—n unit
outputs in cofflésHBRBeh @M e PR YHARST RQF §8iPin5PaE blakes
encryption key designati on device, ncrypted dj strjbutipn dag ener at ed
by ®ncr Bt # %@%ﬂ@gi‘-ﬁé ipedipgdingedl nﬁ?égﬁroﬂgbﬁﬁ{:g‘aﬁd"’éﬁﬁfgétg‘aaeﬁey
node identification. 15 information for designati a position in the tree
T it UPBeHe VS hBakath LRE O So L Ra SR RER POy e HOREgREE 6P e bt domy 11
the decgryption key, correspondi to the e YAti on key, d each term nal
stores %ﬁggd§59§ﬁai bR ng?nﬂggcﬁe%ﬁ&i%#ﬁjéﬂ asé’i%gj‘ﬁé:dggéﬁ'ogéﬁng to
t he predeternined ke 20, assipgnnepnt _neth N r p c i
door§pt TONaRas ROGES bR, the KeY: SEGFAEE ARvAF% 18 HEScafel eafiitrry -
decrypt | ke I S cqrrespqnded. .obt.gi ed disigi [ ta
group ?%gognggnéﬂ?p ioIT %S?i?gdé%)ﬂn%?fé&g??%é?%br%?i%ﬁ (g}r‘%ug,gvggd
dechrypt gt C t | Strd ' d h 0. e tion
(eSO R, STl Ll LY BEpE L R Bk Shecterup
' below, other than invalid nodes, processing target nodes, and
(e) if one or more invalid nodes exists cone level below the
processing target node, and if the one level below is not the lowest
‘level, newly makes all of the one or more invalid 'rllodes .procéss'ing

15 target nodes.

5. The data protection system of Claim 4, wherein
the determination of‘the pluralitr},ﬂr of combination patterns
by the Rey storage device for each -node excluding the nodes on
20 the lowest level when the tree structure is supposed, is perfox:med
by prescribing combination patterns so that -each combination
pattefn cofréspoﬁds to one of all cémbinations of two or more ofl
the N nodes that are oﬁé level below and are reached from the node
(parent node), and the key storage device stores the determined

25 decryption keys in correspondence with the node (parent node).

6. The data protection system of Claim 4, wherein -

the determination of the plurality of combination patterns
: 83 :



the termnal and that matches the decryption key node identification,

using the decryption key that corresponds with the decryption key node
identification information. 84 19. August 2005 8. The data protection system
of claim4, wherein the encryption key designation device includes: an

encryption key storage unit for storing the correspondi ng 15AE8S ¢80P on key
of eaclb¥idhs preynskeyagradenvd.cet foad speh Mmedes px3Idddy ddig dwwdeseon

correspondi ng "'encrypti on key and decryption key bein djfferent, 10 9. The
dat a priredowestsieveh vhen thentreenhbFarhutRel HHY S@)‘fi't hé Fé%ﬁ%f‘?‘gn

unit is recording of the generated encrypted distrjbution data group on at

| east dP¢ BEEECKABING rRP RPN PR LELTNS 3% HRRL 83GD ¢ 35hPRd

distribution data from 15 one of the at. | east, one, data rec Lng.nedi uns,
and dedP3pERrPheorEpsPPRCsd ta o1 Kk i £4 ingy 1o t%f%%tgﬁt%ﬁ

t f Claim9, wherein the ti it i des:. 2 tent
8 aounedes wod Mol ngtCbheoht nadry EhaE pEesond 1eYER néfed %Ahem

nunber generation unit for generating tge di st,rjbution data tha% Is . a

random gﬁ%@?? Eremnthat neAgr {BEFSRTUAPHS? m%ﬂ&@&‘?% T IR LRI LGSt a,
25 [ t h ted djstributi dat k te . ted
cont ont SHATSS e GRFBIRSR SRFTVREHEP e vy dhcoREPoREDachEs ri Bl TER ©

dat a grgggeb)(pee&%wéptnlorage t.he generated distribution data

10 7. The data protection system of Claim 4, wherein
the encryption unit outputs in corresﬁondence, for each
encryption keydesignatedbythe enc:ryptiOﬁ keydesignationdevice,
encrypted distribution data.generated by encrypting using the
‘designated encryption key,, and‘encryption key nbc_ie identification. |
15 inforﬁation for designati&g a position in the tree structure of
the node that is corresponded by the key storage device with the
decryption. key corresponding to the encryption key, and
each terminal stores the decryption key that has been
individeally assigned according to the predetermined -key
20 assignment method, in correspondence with decryption key n-c>cie
identifying information of thg node with which the decryption key
is correspbnded, obtains the encrypted distribution data group
and an encryption key node identification information group, and
decrypts the encrypted distribution data that corresponds to
25 encryption key node identification information that is stored by
the terminal and that matches thedecryption keynode identification,
using the decryption key that corresponds with the decryption key

node identification information.
84




85 19 August 2005 successively using each of the encryption keys

desi gnated by the encryption )fey designation device, and recording the
encrypted distribution data group. and the generated encrypted content on
the at | east one data recording nediuns, and 5 each term nal reading the
encrypted content and the encrypted distribution data grolAHguh28he of
the at | east one recording nediuns, decrypting the encrypted distribution
data, and using the resulting distribution data to decrypt the encrypted
cont ent 8.daThe dAtalproteadion myiteeti ofi €ysimmief wlkaiednd, furt her
conprising: an encryption key designation information recording device for
recordi ng encrtynet ieorciypt tesi gent deaignationat devitdeatinalaxdemat es t he
~encryption key designated by the encryption key 15 designation device; each
‘term nal i ncl adi eycryptapddeenstiveaggenri htfconstaringdihe epsrasipeg ding
distribution data that is a random nunber; a=content storage unit for

st 0% i ngeoeay@itiatatkeyt ndft dachy dexryfitgiconl kewrihatiemdiogad oy kde key
selection unit for reading the encryption Kkey designation fromthe data
recor di S§oredicurdewicesel ecting the encryption key designated by the
encryption key designation information, from anongst the encryption key
group that corthesserkespmding RNEEP PPN JFEX ARG CARFF Wbk ey tiedng
term nal, wherein the encryption unit encrypts distribution data by
successididifengithg al | the encryption keys designated by. the encryption
keys designated by the encryption designation device

10 9. The data protection.system of Claim 1, wherein
' theoutputbytheencryptionunitisrecordingoftﬁegenerated
encrypted distribution data group on at least one data recording
medium, and |
| each terminal reads the encrypted distribution'data from
15 one of thé at least one data recording mediums, and decryﬁts the

encrypted distribution data.

10. The data protection system of Claim 9, wherein
tfie encryption unit includes:
20 a content storage unit for storing content data that is:a
digital work; |
a random -nuﬁbér generation unit for generating 'the
distribution data that is a random number;
a content encryption unit for encrypting the content data,
25 using the generated distribution data as a key, to generate
encrypted content data,
the encryption-unit generating an encrypted distribution

data group by encrypting the generated distribution data
85



86 19 August 2005 to generate an encrypted distribution data group, and
out puts the generated encrypted distribution data group. 12. The data.
protection systemof. Claim1, wherein 5 the output according to the
encryption unit is transm ssion of the generated encrypted distribution
data group to each terminal, and each terminal receives th#9 Augusi@00ded
encr ypt sdccdisstivieiyt usindatachr ofipt ke ceniurypipien itey s desihanated dyptde 10
distribution data group.. 13. A decryption key determ ning device that

det er ni ersrgptippt key desyigratupsn fdevise, i andeceegprdbngt bhgeengdiveitedal | y
assigned to at least three termnals that obtain encrypted data and

decr ypt dis5 ribetdumaideds: anoryptand dehe, gersp? Fed ngRrcaYREEHy pORGeNte PN
setting unit for (a) determining two or nore termnal groups, which are
groups thevaftg lewstoronmrdatar neaardiag webers, §8Chat eachoft heterninal s
is 'a menber of at |east one of the termnal groups, and 20 so that a
reltionship eackdtexmieal seadisathappcayptied cot e handfhe FRCENVRESshar es
a same termnal as a nenber with another one or nore of the termng

gr oups éé§§rm®ﬁh&ﬂﬁﬂdﬁﬁﬂ3g#¢wpuﬁ§°maﬁﬂeiQfnEFec%Fpi%?ﬁFyOPﬁcFG&&J@H?Qrm
other one or nore of the termnal groups, ,and Zg éb% carrespo&%%n .an

i ndi vi dmgdigad .y slawivaeing §ihe c2RGIYPERH ALFLLLRYEAER Hatarnd ¥ nal
group; and a decryption key grqup assignnent unit for determinin for
each teltﬁﬁ%ﬁﬁ?utlﬁénéoﬁﬂ-é§6éﬁﬂéd-%gﬁ}ﬁt FEASRYRIn Y P“Fr'fémrall?dl&%mi&&& :

2005
data.

10
- 11. The data protection system of Claim 9, further comprising:
an encryption key designation information recording device
for recording encryption key designation information that
désignates the encryption key designatedrby.the encryption.kéy
15 designation device;
each terminal including:
a random number generation unit for generating the
distribution data that is a random number;
afcontent stSrage unit for storing content data that is a
20 digital work;
| an encryption key selection unit for read_ing the encryption
key designation fﬁ":om ‘the data recording medium, and selecting the
encryption key designated by the encryption key designation
information,fromamongsﬁtheencryptionkeygroupthatcorresppnds
25 to the decryption key group stored by the terminal,
wherein the encryption unit encrypts distribution data by
successively using all the encryption keys designated by. the

encryption keys designated by the encryption designation device
: 86



decryption keys corresponded with each termnal group in which the
termnal is included, as a decryption key group to be assigned to the
terminal. 5 14. The decryption key determ ning device of Claim13, wherein
the predeterm ned. key assignnent nmethod further perfornms the determ ning
of terminal groups so that a terninal group exists that c®pHgus|2005

i ncl udeste gensinats anyeot:rvpmﬁndisgmgyg,loarfélat@cgltcna?: andpytpydshthe s
satisfied such-that any plurality 10 of term nal groups within the

pl ural i t9eR@ratedi aarrypéess dihirikpaien dakAn@re®Pm nal group as a menber
wi th another one or nore of the term nal groups does not conpletely

I nclude and is not conpletely included in the other one or nore of the

term nal_  groups. 15 15. The decryption key determ ning device of Caim1l4,
wherei n 1€he %‘&Q%@-Wﬁ@ﬁeﬁé}oasﬁyﬁ?é‘htgﬁréﬁﬂfd“fht‘%%?rﬁépf orns the |
determning of the term nal groups so:that each ferm nal ,group ing¢ludes
thr&e or more FRFAHEAE ACSRAMMIG LoFRCRPIRE 1O HHini® GF SREMERPLEE

t hat contﬁi pls three or nore ZOC{Iﬁrm na{) grou§s. 16. Th% deccg%gtion key
det er mi nPhNESRNGE e ELRCHYPSedFLs bF HRUE AN FELATT U “REALLLEFRY B ¢ |
when it is supposed that each termnal is corresponded with 25 a node on a
| ovest 1898l in an N-ary (N being a natural nunber equal to or greater

ovest being a nat ural equal 1o ¢ er
for cach node S8FBr L FASMEPELnodRREBY Tho 1iest CEANSBTREREL SUBETPFRRCT

I i f i ' tt f f
Fehchod HHBRELRECABHD (4 o B MBIcy e AL TRLE Coni et ohAPhgBERd oy o

of fd1e NaPRResplAS UL S Nl o the N nodes,

13.Adecryptionkeydeterminingdevice thatdetermines decryption
key groups for use in decryption to be individually assigned to
at least three terminals that obtain encrypted data and decrypt
15 the obtained encrypted data, comprising: |
a decryption key setting unit for
(a) determining two or more terminal groups, which are groups
having twoormore terminals asmembers, sothat eachof the té_rminals
is' a meimber of at least one of the terminal groups, and
20 so that a relationship is satisfied such that any of- the
terminal groups that shares a same terminal as a member with another
one or more"‘of the términal groups does lnoﬁ completely include
and is not compietely included irl1 the other one or more of the
terminal groups, and
25 (b) corresponding an individual decryption key with each
terminal and each determined terminal group; and
a decryption key group assignment unit for determining, for

each terminal, the corresponded decryption key and all .the
87



and that include a conbination of all of the N nodes, 5 decides an

I ndi vi dual decryption key for each determ ned conbination pattern and
stores the decided decryption key in correspondence with the node (parent
node), and further stores an individual decryption key in correspondence
with each node in the |lowest |level, and 10 the decrypti on k@Augusif0s

assi gnnmedecoyptidat kegsnesrrespoygteacdwikdy saah B¢ rrigiaharewp ebigiwhich
termnal, the decryption Kkeys bei-ng (a) fromanong the decrgption_ keys

st ored ibheHermdawaly disi bnckuogedet as ray deminypitd ofiok e B sporidie Aeeb @i ass kae@dnode
on a sane path, the path. being a path fromthe node corresponding 15 to

t he terntaathenterminedsst | evel to a node on.the highest |evel, excluding
t he node that corresponds to the termnal, all the -conbination patterns

t hat include a node that is one level below the node on the sane path, and
(b) the decryption key stored in the decryption key setting unit i

\ In .
cor respohflenctheidecr vt ien nkey detepminéng; devheet @f nfthaimgl dupeherging
one-to-one correspondence with the conbinati onr#)atterns, and each_t erm nal

group is a grotbewnsedetpamiaes ey Agskommendy mefhed (Higther ReRBEEME o

all nodes on the 25 | owest |evel that are rea}c_‘hed fromall the conbjned

nodes i nthRdeterminbedaihlespipPlagranPpaac &PAt al‘)’::erﬂ?é‘ah]egﬁf?b‘?i BRLIRES
of  cCormbi KEAKOROBRLESAAY SOCLSdam,Hate R0 by X1 PR TE e oo fBheach
SUbposed, i's pEPTERRRGE TB) ArieR 5 SORDP AR PA T ey e L b
CO”PJ) nat i4:)(1?:'nterminal groups within the plurality of terminal groups that
'. shares a same terminal group as a mexﬁber with another one or more
of the terminal groups does not completely include and is not

completely included in the other one or more of the terminal groups.

15 15. The decrypfion key determihing device of Claim 14, wherein

the predetermined key assignment method further performs

the determining of the terminal groups so that each tei__’minal group
includes three or more terminals as members, and

sfi that arterminal group exists that contains three or more

20 terminal groups.

16; Thé decryption key détermining device of Claim 15'," wher-ein‘
the décryption' 'key_.settihg unit,
when it is supposed that each terminal is corresponded with
25 a node on a lowest level in an N-ary (N being a natural number
equal to or greater than three) tree structure having a plurality
of hierarchies, | -

-

determines, for each node other than the nodes on the lowest
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pattern corresponds to one of all conbinations of two or nore of 5 the N
nodes that are one |evel below and are reached fromthe node (parent
node), and the decryption key setting unit stores the determ ned
decryption keys in correspondence with the node (parent node). 10 18. The
decryption key determ ning device of Caim 16, wherein tht9asgest208ation
of the pkwealiiypluraddnd}y 6&tcomnbpast bonpditdnms kef seachrmnainftN hodesach
node excl udi ng-.the nodes on the |owest |evel when the tree structure is
supposedhaitsapercachzd fbymprtesaoitbi (1 vambnoedei) ont bat taarensomb inadt oewsc h
conbi nation 15 pattern corresponds to one of all conbinations of all N of
the nodEstandotNmoreobft hheNNnnddest hatladéngnshecesie iodl Sheaddngdes,r each
fromthe node (parent node), and the key setting unit stores the

det er m nad ddaty piridudeys, d:mbbnabipnndénaélmpgh tihise Mhawedegpar ent .node) .
20 25 19. A decryption key determining method that -determ nes decryption key .
grobips for useleioidiec ramptiratl vdpel i degryptbonykaysfgregach dgteradsied hree
termnals that obtain encrypted data and decrypt the obtained encrypted
data, coopbisiatgiora pathenal agdoraraer haadped dede FaeFYRiet @R nkBYnd ™ wo
or nore term nal groups, which are groups having two or nore termnals as
nenmber s cosretspondante ofithether npAgl dPAXERLBRSE) 0f at | east one of the
term nal groups, and 90 19 August 2005  so .that re] ati onship is sat,isfied
such that any asfd t Haintdres n&tqpasupsn h&PdéFT&tdé’é%a §J§rﬁ=}' Iﬁ'ﬂrﬁ alkek 4n .

nmenber with another one or nore of the term nal r oups es not conpl et el
i ncl ude correspondence with each node in the ri.z'.:'art-:-.gst L!I.pevgf,_, ang aly y

- 10 the decryption key group assignment unit determines
decryption keys to be assigned to each terminal, the decryption
keys being (a) from among the decrypfion keys stored in the
decryption key setting unit in correspondence with each node on
a same path, -the path be:i:ng a path from the node ‘r‘::‘orresponc.ling

15 to the terminal on the lbwéét level to a node on the highest level,
excluding the node that corresponds to the termi_nal, all the
combination patterns that include a node that is one level below
the node on the same path, and (b) the decryption key stored in
the decryptionkey settingunit incorrespondencewiththe terminal,

20 wherein .

the terminal groups have a one-to-one correspondence w;th .
the dombination.patterns, énd eaéﬁ terminal group is a group whose
-members aie all the terminals that correspond to all nodes on the
lowest level that are reached from all the combined nodes in the

25 corresponding combination pattern.

17. The decryption key determining device of Claim 16, wherein

the determination of the plurality of combination patterns
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and is not conpletely included in the other one or nore of the 5 term nal

groups;. a decryption key correspondence step for correspondi ng an

i ndi vi dual decryption key with each term nal and each determ ned termna

group; and a decryption key group assignnent step for determning, for 10

each termnal, the corresponded decryption key and all thel9 Aegusi@00on keys

corres powle@héw kdy enche 1165 TGt £60Wadh ndftie exdhal iy iHwindded oel wded,

as a decryption key group to be assigned to the termnal. 15 20. A

conput er1pwegtameien GreslitHg tHed SMtitre desryppposetpyisdpeeEoiiedd

processi ng that determ nes decryption key groups for use in decryption to

be i ndi vbguplres gy igpdcbabahakeant gdtitearnd esoi ndlat tdwmth obbmbinandbypt ed

data and decrypt the obtained encrypted data, the decryption key

" determ npagtargcgagt@gpoa@scnaipbnél 88: alaltcmmbimhtgonapoﬂettm rMmaiorenoft ep
for determning two or nore terminal .groups, which are groups having two -

or Mre tRem tldes ahateaRer Sneshetdhtbedanh ankl tite reachedl from themapber of

at | east one of the téerm.nal- groups, and 25 so that a relationship is

sati sfi edparentt maidedny aidttike Hecmypialiogr keys sdtftinhanest astamest &hei nal

as a nenber wth another one or nore of the term nal groups does not

conpl et ebptenmnlinge daodyps inatkeyspnetet yesponddageiwi tthshetrmde dparentnor e

of .the 91 19 August 2005 term nal groups; a decryption key correspondence

step fornodeiespondi ng an individual decryption key with each term nal and

each determ ned term nal group; and '

10 18. The decryption key determining device of Claim 16, wherein
. the determination.of the plurality of combination patterns
by the key setting unit for each node excluding the nodes on the
lowest level when the tree structure is supposed, is performed

by prescribing combination patterns so that éacﬁ cgmbinatic‘-n

15 pattern éorrésponds to one of all combinations of all N of the
nodes and (N-1) of the N nodes that are one level below and are
reach from the node {parent node), and the key setting unit stores

the determined decryption keys in correspon_dence with the nodé

(parent"node) .

20
19. Adecryptionkey determlnlng methodthat determlnes decryptlon
| key groups for use 'in decryptlon to be 1nd1v1dually assigned to
at least three terminals that obtain encrypted data and decrypt
the obtained encrypted data,‘comprising: |
25 a terminal group determination step for determining two or

more terminal groups, which are groups having two or more terminals
as members, so that each of the terminals is a member of at least

one of the terminal groups, and
90



5 a decryption key group assignnment step for determning, for each
termnal, the corresponded decryption key and all the decryption keys
corresponded with each termnal group in which the termnal is included,
as a decryption key group to be assigned to the termnal. 10 21. A

recordi ng medi um having stored thereon a conputer program 19 8ugust@88%i ng on
a conput er despyphatnakeplédtieonahiimg roateszfind swel thakrankesf the

decryption key groups for use in decryption to be individually assjgned to
at | easterminal growpsshat: shares@asane Segidnak 88 aReEPa Ry ddtayptheke

obtai ned encrypted data, the decryption key determnin rocessin
conpri sPRY: 08 Werei Adl tdeo e auing i HRAURhH 499D 1k %‘é\?&%ﬁmglvﬁguéﬁ
.nore term nal groups, which are groups having two or nore'ternmnals _as .
" menber sandoighhpte sompdietedey/ NGRS IR EheePbRFT oPNGt OF WEFe 96 BhE of
“the term nal groups, and so that a relationship is satisfied such that any
of The LeEMANAL IFVWRH .t hat shares a sanme ternminal as a member with

anot her one or nore of the term nal % s does naqt conp et el édi'n(:l ude

n

|
and i's not coRpREEENPLLAR KEYICPEIERBOBIRB S RE Pof Ofo P BESF SPREAIDY 4

term nal, groups; .a decryption key correspondence e [ _COLI nding an
i ndi vi d&&glﬁé@r‘% A§FIVRF AA1 ke a\?ﬁgg‘e‘??@hgﬁe %];gﬁlc{ig?gﬁn?ﬁgggl%%gFﬁi nal

- group; and 92 19 August 2005 a decryption key group assignment step for
det er m %Fﬁﬁ'} gé:ég'}P‘te"i‘ nal, the corresponded decryption key and all :the

decryption keys, corresponded with each.t | na 0 i | : e
termnal is i cﬁiﬁHEHPiggnaﬁﬁE&WR 8?"[‘%@3 grn%u%tgé %Ee)rgs%é:%gg"l d°for
10 each terminal, the corresponded decryption key and all the
decryption keys corresponded with each terminal group in which

the terminal is included, as a decryption key group to be assigned

to the terminal.

15 20. A compﬁter program for executiﬁg on a computer decryption ke_v}
determining processing that determines decryption key groups for
use in decryption to be individually assigned to at least three
terminals that obtain encrypted data and decrypt the obtained
encrypted déta, the ldec’:ryptic-)h key determining processing

20 comprising:

'a terminal group determination step for determining two or
more terminal groups; which ére groups haviﬂg two or‘more terminals
as members, so that each of the terminals is a member of at least
one of the terminal groﬁps, and |

25 so that a relationship is satisfied such that any of the
terminal groups that shares a same terminal as a member with another
one or more of the terminal groups does not completely inc__lude

and is not completely included in the other one or more of .the
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5tothe termnal. 22. A decryption termnal systemincluding three or nore
termnals for obtaining encrypted data and decrypting the obtained
encrypted data, each term nal conprising: 10 a decryption key group
storage unit for storing a decryption key group that has been individually
assigned to the termnal according to a predetermn ned keylh8ugupi 2609

met hod; taemeRany Rirefhgkd @ obtaining unit for obtaining encrypted data; and
15 a decryption unit for decrypting the obtained encrypted data using one
of the storedadaskygptdorkeey, colreesiporidenqgy etetpe foimedriveppassiigryrant
method (a) determnes two or nore term nal groups, which are groups having
two or daddvieudlndet ragpuimth&ey, witht katheaziminial end eagihndesermdniesl a
menber of at |east .one of the termi nal groups, and so that a relationship
i s sati seirednalclytdig; amydof the termnal groups that shares a same
termnal as a nmenber with another one or nore of the term nal groups does
not5conpl et el y dackyge icankeysyrmip esxilgnmeEnt stepufled detamu.uings fone or
more of the 25 term nal groups, (b) decides one or nore decryption keys

i ndi vi dealdhy terménailesponeecor nasporstesh decnypiioandkenchandetabhi fde
termi nal group, and 93 19 August 2005 (c) assigns to_each terminal the
decr ypt idecdypt ideti kieyls | cocoespepdadenishnweepht hermdpglngroygd ig which
decryption keys decided 5 in correspondence with all term nal grouyps that

i ncl ude theetermimadais included, as a decryption key group to be assigned

to the terminal.
10
: 21. A recording medium having stored thereon a computer program
for executing on a computer decryption key determining processing
that determines decryption key groups for use in decryption to be
'indiv_idually 'aséigned to at least Ehreé f.terl-nir.aal's‘ that obtain’
15 encrypted data and decrypt the obtained encryptedl data, the

decryption key determining processing comprising:

a terminal group determination step for determining two or
more terminal groups, which are groups -having two or more terminals
as' membérs, so that each of the terminals is a member of at least

20 one of the terminal groups, and
. ' so that a relationship is satisfied such that any of the
terminaigtéﬁpsthatsharesaSameterminalasanwﬁberwithahother'
one or more of fhe terminal groupé does not completely include
and is not completely included in the other one or more of the
25 terminal groups;

a decryption key correspondence step for corresponding an

individual decryption key with each terminal and each determined

terminal group; and
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23. The decryption termnal systemof Caim22, wherein the encrypted data
obtaining unit obtains the encrypted data by reading the encrypted data
froma data recording medium 10 24. The decryption term nal system of
Claim 23, wherein the data recordi-ng nedi um has recorded thereon encryption
key designation information f or designating at |east one thAugusti2085 key,
each term nal o dethgptine kdgsgrddp assigmenustepr fonaetevninhng, fHor
generating key:data that 7is a random nunber; a content storage unit for

st ori ng edicli t hermankdnt that derrespinded| decriptdon ekeyymridnakdy the

sel ection unit for reading the encryption 20 key designation information
from t halegatyptriconrkiepg cedresponded witbcepsy fesmingd GrauRl dedtybehon
key group at |east one decryption key that corresponds to the at |east one
encrypt itdre teemidedi jaatredl bgedhaaercd9pryPhiRBKE GRANR oL FHIHEReSN; a
key data encryption unit for generating an encrypted-data 25 group by
encBypt ity thee Yerminadd key data successively using all of the at |east
one sel ected encryption keys, and recording the encrypted key data group
on the data recording nediuny a content encryption unit for generating
encrypted content 94 19 August 2005 data b encrzgting t he stored, content
dat a” usid®r t Redeenephieon teyinmt §Yshel NI MY L PRE SR IGpESL TR 2HE
data on the data recording nedium wherein the eng&g&%Lon data obt ai ni, ng
uni t obtE@mebtrdnimg ererypiediaidaed RN b ALEGP S BRSSPt ed

cont ent . o
data, each terminal comprising:

10 a decryption key group storage unit for storing a decryption
. key group that has been individually aséigned to the terminal
according to a predetermined key assignment method;
an encrypted data obtainihg unit for obtaining encrypted
- daté; ana
15 .adecryptionunitfordecryptingtheobtainedencrypteddata
using one of the stored decryption keys,
wherein the predetermined key assignment method
{a) determines two or more terminal groups, which are groups
ha?in§€hoormoretérminalsasmembers,sothateachofthetermiqals
20 is a member of at least one of the terminal groups, and
so that a relationship is satisfied such that any of the
terminal groups that shares a same terminal as a member with another
one or more of the terminal groups does not completely include
and is not completely inﬁluded in the other one or more of the
25 terminal groups,
(b) decides one or more decryption keys individually in
correspondence with each terminal and each determined terminal

group, and
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10 15 data, the decryption unit obtains key data by decrypting the
obt ai ned encrypted key data using one of the stored decryption keys, and
each termnal further includes: a content decryption unit for decrypting
the obtained encrypted content data using the generated key data. 25. The
decryption terminal systemof Caim22, wherein the encrypi®8ugeat£08as been
transnmitted fK(omasstghertaleadh aresmissa brtlde dieceypdricdnt keyederyipleed idat a
obtaining unit-obtains the encrypted data by receiving the encrypted data.
20 26. 2¢oreespypptieacekeyttethgnza ininab\and aldatedeypdgrisnekeysedecidenr e
encryption keys to be used in encrypting distribution data that is
di st ri bimedorrddpaelencepwétheralihatermdoapr igioups atbatr yiptdlord&eyghe
setting unit for (a) determning two or nore term nal groups, which are
groups tesmhawilng two or nore termnals as nmenbers, so that each of the _
termnals is a nmenber of at |east one of the term nal groups, and so that
a relationship is satisfied such that any of- the term nal groups that
shares a same termnal as a nmenber with another 95 19 August 2005 one or
nmore of 2Bhe Thenilagkyptiops teagsdnad: oifgretef Claknudd, avbersinot
conpletely included in the other one or nore of the termnal groups, and
(b) decidi ng the sncrypeedsiatmpobbaining vk phggansythe encrygtred gaidence
with each term nal and each determ ned _term nal ) .

by reading the encrypted data from a data recording medium.

10 24. The decryption terminal system of Claim 23, wherein
| the data recording medium has recorded thereon enci:yptio’n
keydesignationinformation fordesignatingat least oneencryption
key,
.each terminal further incq.udes:,
15 a random numbér gene‘jz'attj;on unit for generating key data that
is a fandom number; |
a content storage unit for storing digital content that is
a digital work;
ai encryption key selection unit for reading the encryption
20 key designation information from the data recording medium, énﬂ
selecting from the stored decryption key group at least one
de_cryption key that cofreéébnds.to the at least one encryption
key designated by the encryption key designation information;
a key data encryption unit for generating an encrypted data
25 group by encrypting the generated kgy data successively using all
of the at least one selected encryption keys, and recording the
encrypted key data group on the data recording medium; -

-

a content encryption unit for generating encrypted content
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group; a decryption key group correspondence unit for corresponding wth
each term nal the decryption key decided in correspondence wth the
termnal and all decryption keys decided in correspondence 10 with all
term nal groups that include the termnal; an invalid term nal designation
unit for designating one or nore terminals as invalid terh®Ad04st2809 a

r designating one or mre t _ o
w0 T neBEar B AT B et SRR ROnEbRE ATEAYEH1AG ERNS oERleraiRar e
ther t ti K [ d ' | i 1,nal s,
R e G R R R e e K

for selegt] assihgned valid decryption key for the nost termnals to
whi ch a%%dq%ﬁpe%n\‘/ fucf“ﬁecryption key is not 20 assigned is repeated until

all termnals J}%Vrg?i%egﬁgisﬁh%%ggaﬁoéeéf%gﬁb\éékh‘ingg%%ipé | QBtF@C/}?S Iﬁe _

desi gnating encryption respectively correspond to al

val gd d%&o@d%’@oé&?{%ﬂéés ilgéngtéﬂgcéﬁﬁ ﬁﬁear%ééi:‘liédofen Qg Qw%&n@5

k
27. The "encryp _ on device of alm 26, whérein
predet erygyned key assignnment nethod further perforns the determ ning of
term hal groups so that a terminal group exists 96 19 August 2005 that

conpl etely i nceﬁgieae&tgﬁgghuﬁahhti%t Ppt £1 7S nﬁérgﬁ@t@s 7bﬁn§e§9yF)|E§'fnga the

rel ationship is satis such that any plurality of ‘term nal grdups
within thig plAk@l dddrPhti8! Kb P2hathoBEnbNBhe 8HatRE 8tBREE WRICHYIRAidH OUP
as a nenber. wth another one or nore 5 of the term nal groups does not
conpl et glgiyd Nchyge and is not

10 each terminal further includes:

a content decryption unit for decrypting the obtained

encrypted content data using the generated key data.

25. The 'decr‘yp‘tion term.;i.'nal system of Cléim 2-'2, wherein
15 the encrypted data has been transmitted from an external
transmission device, and
the encrypted data obtainingunit obtains the encrypteddata
by receiving the encrypted data. |
“
20 26. An encryption key designation device that designates one or
| _more encryption keys to be us_sed'in' encrypting distribution data
that is distributed to 'three or more terminals, corﬁpfising:
a decryption key setting unit for
(a) determining two or more terminal groups, which are groups
25 having twoormore terminals asmembers, sothat eachof the terminals
is a member of at least oné of the terminal groups, and
so that a relationship is satisfied such that any of the

terminal groups that shares a same terminal as amember with another
' 95



completely included in the other one or nore of the term nal groups. 28.
The encryption key designation device of Claim27, wherein the

predet ermi ned key assignnment nethod further perforns 10 the determ ni ng of
the term nal groups so that each termnal group includes three or nore
termnals as nenbers, and so that a terninal group exists 1HAuges208%ns

: . at a | g
tovi oo s ASHE OF 1 ¥ Ens a1 BroleS, BPERY Bl Pkl SRt Odlc e

_t et _ |
o NS IR AR P AEIESRO A Y LRLR AR A B T e ce

st ruct urg, Qi | al i 20 of hierarchies, determ nes, for each node
ot her than t éggo e@ug%'théalomest | evel, a plurality of conbination

patterns, for @@)C(f:%%gfd% '\bﬁedggmbh%@t d@b%y&)%af%eqkefyrsomﬁalarirmﬂael-%faiﬁ“t

node) , that are I nat'T ons two or nore of the N nodes.including:the

one gof t&@:%%&encé%%ﬂﬂ thah teThi$R 12 MneTRiaed ek 2imitdd gdcer.tnrhﬁ'lé\i

nodes, decides an 1 ndividual decryption key for each determ ne

conbi natgpepypattern and stores each deci ded decryption key in
correspondence with the node (parent node), and 97 19 August 2005 further

stores. an indj ME@‘;‘@?t‘i%rk@_\P g2 uEEYot Pe §PbNEEABBARTIALE B Idb e b diRdiEnd N
an

t he | owest |evel; the decryption key group correspondence unit

COr r espoRfith &K W HTh&AEWheVidde eashiérridnaleciidel der isideypdigndei ng
(a) 5 fromanong the decryption keys stored in the decryption key setting
uni t i n GOER ERRAEIANTEa Wahld £BT Bettdpioivrakegsrieptided i heqaidspmidinca

path fromthe node corresponding to the termnal on the | owest
10 with all terminal groups that include the terminal;
" an invalid terﬁinal designation unit for designating one
or more terminals as invalid terminals; and
a encryption key designation unit,
whenailthedecrthionkeyséorrespondedﬁiththetermiﬁals
15 by the decryption key group correspondence unit, other than
decryption keys assigned to the one or more invalid terminals,
are prescribed as valid decryption keys, and supposing that a
procedure for selecting an assigned valid decryption key for the
most té%minéls tonhiéh égseledted valid decryption key is not
20 assigned is repeated until all terminals have been assigned a
selected valid decryption key,
| fordésignatingencryptionkeysthatrespeétivelycorréépond -
to all of the valid decryption keys that are selected as a result
of the procedure. -
25
27. The encryption key designation device of Claim 26, wherein

the predetermined key assignment method further performs

the determining of terminal groups so that a terminal group exists
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| evel to a node on the highest |evel, excluding the node that corresponds
to the termnal, all of the conbination patterns that 10 include a node
that is one | evel below the node on the sanme path, and (b) the decryption
key stored in the decryption key setting wunit in correspondence with the
terminal, wherein the terminal groups having a one-to-one t®Augygi@ldbence

ith th nbi nat i tt , h t.er.ni nal , bej 15
whose it ComRLet e 1YnanceRfesa e IRy i Sond SOHITL 05 Pg

| onest | evel that .are reached fromthe conbi ned,nod in, the corre ndi n
conb;snati\c/)n pat? Rt énﬁeiﬂﬁlé’ﬁég'ﬂ’& ?‘8ris"1‘<tejysl %ﬁl&ﬁlﬁ%?gha&n?fl? %ﬁafﬁgytlreg

i ngi L%gzﬁoefﬁgeéo?g@%t%%tﬁéﬁz? %?@v?%ﬁﬁ? ﬂﬁfﬁé@?*ﬁ%%&?@%@% Btk o
node bn q'h%lp%‘:i" gahegﬂ“q «5\?&%& Ciag %@eggi %%ﬁ%ﬁ%ﬁ?"&%’ 2 Pé%eg?ne%$§g ‘

ar dot  rohothRaye bRty AFolEE 00 R CEORPTEN BTy MAkudt 2Bl CEFOREED,
nas ot RaERLpr ot yBReFUdRE B RESSRARR bt OF SO KSR aab e,

pattern exists that relates to a 98 19 August 2005 conbination that
i ncl udes all nodes, other that-invalid nodes, one level bel ow the

process! 26, A0t 9671 4001 880 PolSES YR 4ED1 L YE  E2h1R0P7 PPROHSLAO.

the decrypti ey stbre ption key setting unit in

cor respondence it gréﬁst%‘imlin ait@ RAldi®friherit (bt WAENE@rOREP] Pt £ 9Fms

pattern does not eXist that re
10 the determining of the i:er_n_ninal groups so that each terminal group

includes three or more terminals as members, and
so that a terminal group exists that contains three or more

terminal groups.

15 29. The encryption key designation device of Claim 28, wherein'l
the decryption key setting unit,
when it is supposed .that' each terminal is cérresponded with
a node on a lowest level in an N;-ary (N being a natural number
eqﬁal to or greater than three) tree structure having a plurality
20 of hierarchies,
determines, for each node 'other than the nodes on the lowest |
-level,- a élﬁrélity of combination patterns, fof ealcﬁh' oﬁe of N nodes
that are reached.from the node (parént node) , that are combinations
of two or more of the N nodes including the one of the N nodes,
25 and that include a combination of all of the N nodes,
decides an individt_lal decryption key for each determined
combination pattern and stores each decided decryption key in

correspondence with the node (parent node), and
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to a conbination including all nodes, other than invalid nodes, one |evel
bel ow t he processing target node, designates encryption keys stored in
correspondence with all the nodes, other than the invalid nodes, by the
decryption key setting unit in the lL.evel 10 one |evel below if one |evel
below is the lowest level, and if one level below is not 1haugustee0S| evel ,

newly sets all_the nodes one | evel belaqw .ather than invalid nodes, .,
procgssi ng t arfgHttHRfes SSakPT e) 3 oﬁngé’lﬁH?g in 3?F@ipﬁ6885 eXF¥t s Hhe

ot t he GREEAPIRREE TERED RREEE e o 1S GRS nET ol vaMRd nodes
G ai m 29, wheh s nieSBYBREoRo R FT o Lo T IRONTURaP T DUkt CogA
nodes. GethiPtSacRErTU AR sih REM B LY rhe dbePPER B RRBY BefhEUA"®
Pt vor nt Lo AR Ebe 0 EBEORTH P8 KR 18 3, BRCEVEESRn RETHARIRE
nodes gt Arecae Laielidiel ow BAC A0F HoRRCURY sbRETANE Hee,L PRSI gI00e)

, and't décryption~Key se Ini stores in co

node r rﬂgﬁ.a i | r JinEe, t

(paregfgrgét}% as | nt\%é i%o%g%oﬁﬁg{ﬁt@;o%? er{)at ter ni %ﬁ‘ oér}ﬁ%[lfbgﬁesﬁat

I s made oppect i esnLN t I N e | i N
uhet her-ore ofo; e s Bl En R P g A T RE g GERP R b ",

whet her one of the re reache

a targetopiespOARSNEL 1He A WA SP, ACH GEStRE i Mh & fbn w&i@&d@ﬁy for

5 each invalidation pattern Infornation and stores the individua
deqypt i RE1LEQY & &S ASPONES e Wl BR1RvdehePAb8BloROMEE Uik path,

and {b) the decryption key stored in the decryption key setting

unit in correspondence with the terminal, wherein
the terminal groups having a one-to-one correspondence with
the combination p'atteri;s, aﬁ_d each terminal group being a -g'foup'”.
15 whose members are all the terminals that correspond to all nodes
on the lowest level that are reached from the combined nodes in
the corresponding combination pattern, and
the encryption key designationunit, when the tree structure
is suppdsed, prescribes all nodes from which a node on the lowest
20 level that corresponds to an invalid terminal is reached as invalid
nodes, and performs encryption key designation proce_ssing f‘irst‘
‘with a node on the highest lé#el as é processing targét 'nc;de, and
repeatedly performs the -encryption key designation processing
until all processing target nodes have been processed,
25 the encryption key designation processing being processing
pexformed on one processing‘ target node at a time that has not
been processed, and being processing that -

{c) when a combination pattern exists that relates to a
S8 :



the invalidation information for which the individual decryption Kkey has
been deci ded, and the encryption key designation unit, when the tree
structure 10 is supposed, prescribes all nodes that are reached froma
~node on the |owest |evel that corresponds to an invalid term nal as
invalid nodes, and after designating, for each node excl udi$dgugisi 208ddes on
t he | owest IeveI invalidation informati on that show% whet her, t he N nodes
that ar €98¥RENARALN Hehaty hmlla@eme&éhaadﬁﬁom)&éet‘fhé ﬁ(t}dé-né’ Sidhwnades.
nodes, perforns t he encryption key de3|%§ pr.ocessin e encr tion
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Car gt rouc SRREIRRA A e g ) SR SR T SNl R on
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i nval i d ‘no exi 4785 3he
10 one level below if one level below is the lowest level, and if

one level below is not the lowest level, newly sets all the nodes
one level below, other than invalid nodes, processing target nodes,
and
(e) if-oné or more iﬁvalid_nodes exists ohe level below’the
15 processing target node, and if the one level below is not the lowest
| level, newly makes all of the one or more invalid nodes processing

target nodes.

30. Thé encryption key designation device of Claim 29, wherein

20 the determination of the plurality of combination patterns
‘by the decryptlon key settlng unit for each node excludlng the
nodes on the lowest level when the tree structure is supposed

is performed by prescribing combination patterns so that each
combination pattern corresponds to one of all combinations of two

25 or more of the N nodes that are one level below and are reached
from the node (parent node), and the decryption key setting unit

stores incorrespondencewiththenode (parent node) all combination

patterns determined for the node {parent node) as invalidation
29



target node, and if the one level belowis not the |owest level, newy
makes all invalid nodes processing target nodes. 10 31. The encryption key
designation device of Claim?29, wherein the determnation of the plurality
of conbi nation patterns by the key storage device for each node excl udi ng
the nodes on the lowest level when the tree structure is $2fp948#009 s
performed by prescribing conbination patterns so that, each conbination 15
pat t er nPebtesgportormabhenofthall ésntMade i bifs IMNRTEINGF VidHdiesodBs aand
(N-1) of the N nodes that are one |evel below and are reached fromthe
node (pRFEREtrsAdnednrdere sagh Madiug shewingevwhethreoneoigbhehnoses
decryption keys in correspondence with the node Igggrent, node). 20 32._ An
encrypt tBAtdéne ereachedc fyem ddheli BPARbUREHat BOPR At 1S £ Bapget of
distributed to three or nmopre termnals, co

] rising. .a decryption key -
set t i ngCARPLNAEL o) 2kt @hFhidRFIIRS o bR 1Y%‘?Hg?1aﬁje§?:88ﬁ§9rw?ﬁe(¥h f)é/’,rl_”e
groups 25 having.two or nore termnals as, nenbers, .so that each of the
t er i na®@ch inyaliggkd ogy Péf;tﬁéé’sfm%ﬁém@f%lt%at"é{ﬁitﬁ§lengg‘&p%ng&N&d§@ hat

| ationship.i tisfied such: that any.of..Lh inal_gr th
har o SSCHHBLIGTIAY TCarTenBendareR Hhopnehe madSoBAR 5 BRE or

f . the,t i, nal ., d .ot | eteely includ d i .
O e LhEh Thda Bt RE o PRSR AR e MR shd RBL5 aLpkEr B o
(b) deci dlﬂﬁnﬁg% r%a‘g%e&ég %c';lon keys individually in 5 correspondence

with ea ; mned termnal group; a decryption key
group corr esp%%%egﬁgrijrpr}{:io;lq{efarers?.%%%'%q.'d}gunit, when the tree structure

10 is supposed, prescribes all nodes that are reached from a node
. on the lowest level that. corresponds to an invalid terminal as
invalid nodes, and after designating, for each node excluding the
nodes on the lowest levei,' invalidation information that shows
'whethe;: the N nodes thét‘ are one -leve'l -Vbelow and 'are reached from
15 the node are invalid nodes, performs the encryption key designation
processing,
the encryption key designation processing being performed
on one processing target node at a time that has not been processed,
and being processing that
20 (a) when invalidation pattern information exists that
matches invalidation ;Lnft;rmétion_designatéd for the processing
target node, designates aﬁ-encryption key that cofresponds to the
decryption key stored by the decryption key setting unit in
correspondénce with the invalidation pattern information,
25 (b) when invalidation pattern information does not exist
that matches invalidation information designated for the
processing target node, designates encryption keys corresponding

to the decryption keys stored by the decryption key setting unit
100




wi th each term nal the decryption key decided in correspondence wth the
termnal and all decryption keys decided in correspondence 10 with al
term nal groups that include the termnal; an invalid term nal designation
unit for designating one or nore termnals as invalid termnals; an
encryption key designation unit, when aII the decryption kEAugustP@onded

ot her ?ﬁaﬁero%%‘$§§?v§ﬁz§§ﬁ&@§g§?8r%% Bapke L REAE ﬁ@%ﬁ%ﬁ%‘ﬁ& S
for sel et bl kv a?'aﬁéueex%ayﬁai%@& éﬁeo%‘eﬂei“‘%"@%% E%fj éﬂee*’?{m?%g o
1 “Cornihel €Enap be¥RToEeYBHCAR Y el Shwedr TRk BT noR Lk REREET 1T

designat {§g_gaGLYPLLEN lés%gi bORb" eé?ﬁ%&' {RbN ERVHERAOREALS, ag;koegsk%

valid decryp on keys are sefec as a resu ocedure, 325

an cry u r ﬁnfryptlng the distribution data succeSS|ver u3|ng
allqge3|8%§§g& 2%%#%%tl0n keys, to generate an encrypted distribution data

group; and an %t)pg% ik E?.HdOHEJBHté:HEQté %ﬁegfaeé@tw@l&mm%sgcégélgx%

August 2005 distribution data externa The encryption device o

G aim32¢ ‘ﬁ@%ﬁ:e'n% 1€ afil EfttHQ'cSné’L![[Mf et & R Imotkenedgéwa%t h8%e1d
|nfornat|on for entl ying each encryption key designated by the

encrypti ﬁﬁwﬁ% rrﬁﬂéésgf?ﬂ Ofhvdli id £8885NBEc¥eERiNGE tRRgtPiRMedll stribution

data group.

10  31. The encryption key designation device of Claim 29, wherein
the determination of the plurality of combination patterns
by the key.storage device for each node excluding the nodes on
the lowest level when the tree structure is supposed, is performed
by prescrlblng comblnatlon patterns 50 that each comblnatlon
15 pattern corresponds to one of all comblnatlons of all N of the
nodes and (N-1) of the N nodes that are one level below and are
reached from the node (parent node)}, and the key storage device
stores the determined decryption keys in correspondence with the
node (parent node). '
20 |
32. An encryption device for encrypting distribution data that
is to be distributed to threé or more terminals, comprising:
a decryption key setting unit for
(a) determining two or more terminal groups, which are groups
25 having twoormoreterminals asmembers, sothat eachofthe terminals
is a member of at least one of the terminal groups, and
so that a relationship is satisfied such that any of the

terminal groups that shares a same terminal as amember with another
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The encryption device of Caim32, further conprising: 10 a content storage
unit for storing content data that is a digital work; a random nunber
generation unit for generating the distribution data, the distribution
data being a random nunber; a content encryption unit for encrypting the
content data 15 using the generated distribution data as a19<é99'-'&t80@£nerate
encrypted content data; and an output unit for externally outputting the
gener at ehe e mypredof obhent edat natogaohps woes tied srmpirtelyi tnclbdei on
data group. 20 35. The encryption device of Cl aim32, wherein the output by
t he out @nd uks tnet cempletadvofinchudede dypitde atinar iane ioh nere of otipeto a
data recordi ng nedium 25 36. The encryption device of Caim32, wherein

t he out fiRrMinakegboupst andt is transm ssion of the encrypted

di stribution data group to each termnal. 103 19 August 2005  37. ‘An
encryption key(labsq?g:nh«timg fABEhey TREE desiyPiien deyendidigtidmkdy in be
used in encrypting distribution data that is distributed to three or nore
ter®i na|%9rm@ngeﬁge withr gRrl tgradpadetdrdriangh setamapined tserminal
determining two or nore term nal groups, which are groups having two
ornore t¥Y¢¥Pal s as nenbers, so that each of the ternminals is a nmenber of

at least one of the term nal groups, and so that a relationship is
Satisfied such CREE YRty Ot KoK GTAUR HPREFSBPBABECEHL & RaF GOBF SRRPE iR nal

as a nenber. with another _ 10 one or nbre of the t ,nal groups does not
conpletéWﬁt?d%?%%éterminal the 5%crypt£on key é%cfﬁég in corr sponéénce..

withtheterminalandalldeﬁryptionkeysdecidedincorrespondence
10 with all terminal‘grbﬁps;that include the terminal;
| an invalid terminal designation unit for designating one
or more terminals as invalid terminals;
an encryption key designation unit,
\.dhe'n'al], the decl::rthidnl keys 'correspohdéd with the t_e‘rrﬁiriéls
15 by the decryption key group correspondence unit, other than
decryption keys assigned to the one or more invalid terminals,
are prescribed as valid decryption keys, and'supposing that a
procedure for selecting an assigned valid decryption key for the
most terminals to which a selected valid decryption key is not
20 assigned is repeated until all terminals have been assigned‘a
selected valid decryption key,
| fordesignafingencryptionkeYsﬁhatrespectivelyco?respond
to all of the vaiid decryption keyé that are selected as a result
of the procedure;
25 an encryption unit for encrypting the distribution data
successively using all designated encryption keys, to Qenerate
an encrypted distribution data group; and -

an output unit for outputting the generated encrypted
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and is not conpletely included in the other one or nore of the term nal
groups, a decryption key group correspondence step for correspondi ng one
or nore decryption keys individually in 15 correspondence with each

term nal and each determ ned term nal group; a decryption key grou
correspondence step for corresponding wth each termrnﬂ,19ﬁuwuﬂ29&6n to
the decryption key corresponded wth the termnal,all decryption keys
prescri dgtimilaotrespdatenestez0adilyh all terminal groups that include the
terminal; an. invalid terminal désignation step for designating one or
nore termnals as invalid termnals; and an encryption key designation
step, when all the decryption keys corresponded with the termnals 25 by
t he decfpt | Fhek@napynfpienrdespeadeficelaimp 320t W84 &idh decryption keys
_assigned to the one or nore‘invalid termnals, are prescribed as valid .
decryption keyshe areneppbosingtt hautRUtsr oeB8GrBdY s&edct i[85 ignadsionyned
val id decryption key for the 104 19 August 2005 st termnals to which a
sel @ct ed-’\/%?]ﬂ'ﬁia'élé‘éﬁ’ Vs dAerd fydngheachanghvRtfen g%deé?é&gﬁﬁ‘ttield Qy the
term nal s have been assigned a selected valid _decryption Eey, for

desi gnatSNRFr ¥R gpt KEY QWP&’%.1<P%SBB(’:F'»'V§I°59€£%S R the engayrred ne
val id decryption keys that are selected as a result of the procedure. 38.
A conmput®rS i HevhiPRof2ERe8EPMRy on a conput er designation processing t hat
desi gnates one or nore encryption keys to be used 10 in encrypting

di stribution data that is distributed to three or nore termnals, the
deS|gmﬂé£m %ﬁ&g%%%£] €f§Rraé%E8e of Claim 32, further comprising:

10 a content storage unit for storing content data that is a
digital work;

a random number generation unit for generating the

distribution data, the distribution data being a random number;

a”cohﬁeht énérfpﬁibn unit'fof encrypting the cOntépt data

15 using the generated distribution data as a key, to generate
encrypted content data; and

an output unit for externally outputting the generated

encrypted content data together with the encrypted distribution

data group.

20
'35. The encryption device of Claim 32, wherein
the output by the output unit is recording of the encrypted‘
distribution data group .to a data recording medium.
25 36. The encryption device of Claim 32, wherein

the output by the output unit is transmission of the encrypted

distribution data group to each terminal. .
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a termnal group determ nation step for determining two or nore term na
groups, which are groups having two ornore termnals as nenbers, so that
each of the terminals 15 is a nmenber of at |east one of the term nal
groups, and so that a relationship is satisfied such that any of the
term nal groups that shares a sane ternminal as a nenber w 1hAugust2805 one

or nore 3f, thg s iGhH 0y ‘Eﬁﬁlﬁﬁétiéﬂphﬁﬂﬂdd'Eﬁéﬁd@eéﬂﬂﬁdEEQO&n
conpletely, included’in the ofher one or nore of the 20 term™nal groups, a

dECFYDt'@ﬂck?yt969U2e90Ebe§806§%@PQrﬁ%&% tingPdieanonsli floANGafh FREE
decryption keys individually in correspondence with each term nal and each

det er m npgl des8tNBLted QP thded &l@%dﬁéI@@nkguayspuaoﬁﬁﬁ:ﬁ%imndence step
for corresponding with each termnal, in addition to the decryption key °

corresponded ai t&ribAaleyFond dedldriesaypeh ostégysoprescribed in
correspondence wth all term nal groups that include the termnal; 105 19

Augist 2005 adet8ymlihdngetWonak Megegbetin@nadt §pofips, d\emgnaareggﬁaﬁpgr
nore termnals as invalid term nals; and ‘an encryption key designation

step, whieavahy thideo €6 k¥ Rid roti rkels aearern&mwdedtWatreatdteoftterem@ﬁhﬁnaisby
the decryption key group correspondence step, other than decryption keys
assi gnedisoatiembae of rmr Adavtalarke tef nihal sermanal pgesapishednas val i d
decryption keys, and supposing that a procedure for selecting an assigned
val id decryptisa khutfar rehat ionsthiperin s tsi i edhisicla Sedecary ofil the
decryption key is not 10 assigned is repeated until all term nals have been
assi gnedtarminal groups that shares a same terminal as a member with another
10 one or more of the terminal groups does not completely include
and is not completely included in the other one or more of the
terminal groups,
a decryption key group correspondence step for
corresponding oﬁe or more decryption keys individually in
15 correspondence with each terminal and each determined terminal
group;
adecryption key group correspondence step for corresponding
with each terminal, in addition to the decryption key corresponded
withth@terminal,alldecryptionkeysprescribedincorrespondqnce
20 with all terminal groups that include the terminal;
an invalid terminal de51gnatlon step for de51gnat1ng one
or more termlnals as lnvalld termlnals, and |
an encryption key designation step,
when all the decryption keys corresponded with the terminals
25 by the decryption key group correspondence step, other than
decryption keys assigned to the one or more invalid terminals,

are prescribed as valid decryption keys, and supposing that a

procedure for selecting an assigned valid decryptlon key for the
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sel ected valid decryption key, for designating encryption keys that
respectively correspond to all of the valid decryption keys that are
selected as a result of the procedure. 15 39. A programrecordi ng nedi um
havi ng stored thereon a conputer programfor executing on a conputer

desi gnation processing that designates one or nore encrypl9 éngusy80bo be

used I npRuaGr YRI tha dﬁgs S6 1 PHiLANadakRekhal Va1idl abEYHtadH & awrfae Mot Tor €

termnals, 20-t i ghation processing conprising: "a termindl group

det er mi RAY et ePsfPépQSEQH%@ltrﬂ. tam Yo RifalS HARA! bELAURSS i "&T}{é&‘ gre
groups 25 having two or nDre tern1na s as nenbers, so that each ot the

term nalse]l det et "RAPES ? 3%l kRe of the term nal groups, and so that
a relationship is satisfied such that any of the term nal groups that

shares a sane gy db8ah nﬁﬁlﬁg’@{@ﬁ*pt’\iéﬁkéﬁ}gtﬂfﬁﬁ:ré&@e@fl\f@@&%dﬁré

term nal groups does not -co y'include and is not conpletelyilncluded

in ghe aichanioge ©he rmélel@fdé BOford kI ¥Hat2008 Selebledrhsod Gyt @
decryption key group correspondence step for corresponding correspondence

W th _gkﬁumhéﬁytéﬁea@fé decryptlpn keys individually in each termnal and
each determ ned term nal a decryption key group correspondence step for
correspondi ng

38. A computer program for executing on a computer designation
processing that designates one or more encryption keys to be used
510 in encrypting distribution data that is distributed to three or
more terminals, the designation processing comprising:
a terminal group determination step for
determlnlng two or more termlnal groups, which are groups
hav1ngtwoormoreterm1nalsasmembers sothateachofthetermlnals
15 is a member of at least one of the terminal groups, and
so that a relationship is satisfied such that any of the
terminal groups that shares a same terminal as a member with another
one or more of the terminal groups does not completely include
and is fot completely included in the other one or more of the
20 terminal grﬁups,
a decryption key group cor;espondenée step for
| coiresponding one oi more decryption keys iﬁdiﬁiduélly.in
correspondence with each terminal and each determined terminal
group;
25 adecryptionkeygroupcorrespondencestepforcorrespoﬁding
with each terminal, in addition to the decryption key corresponded
withthe terminal, all decryptionkeysprescribed incorrespondence

with all terminal groups that include the terminal;
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with each termnal, in addition to the decryption key corresponded wth
the termnal, all decryption keys prescribed in correspondence wth al
term nal groups that include the termnal; 10 an invalid term na
designation step for designating one or nore termnals as invalid
termnals; and an encryption key designation step, when al 19 Abhgusi@eP§pti on

keys correspon&'ﬁdimgi%hée&ﬁ&mag%ggggmtﬁ%rﬂ%ft@bmf&“.d@syi&’ié’efgg one

correspondence-step, other than 1 yption keys assignhed to t

more | G i flok&! EbERLAa1" 8PIRRATRPG Snid 16 dkayPLTon keys, and

supposing that a procedure for selecting an assigned valid decryption key

for the nost éﬁrgﬁegtﬁgipn e g SRR fsh Vel dyl, decryption key is not
unti

assigned is repeated all "termnal's have been assigned a 20 selected

valid decryptigReken) £Q& d&ﬁ%‘@i&ﬁ@:e@@é&?ﬁé@ﬁoﬁéé& wiat tfl@s@@%ﬂsw

correspond- to all of the vali'd decryption keys that are selected as a

resgt ©f the Q{é&%&{fonzﬁeﬂ;o;?ﬁmg?m!émsmmc% reeep i HEdi tihn

havi ng stored thereon a plurali pi eces of encrypted distribution data

t hat havaaecigypei_gﬁnﬁ_é%easbxgw@'dﬂ&_oem @ned oY Wicld tinvefl RN BRI RAaLEEYS
to encrypt distribution data that is distributed to three or nore 107 19

August 28985 Et@s&tmaéa, alshergll id adlé & yypt ienckgpsi, oankieysugpos ingy beest a
desi gnat ed y designation processing,. the designation processing

conpri sipgocedueent fal sl etipi gt £ rd gwilgrosd Madid decagtotrinimikey fo® thenor e
term nal groups, which are groups. 5 having two or nore termnals as
menber s, msstt bakimeénahsotot hhilcky B tlectied araidnbeteaxfypitidrakeyohe ndtt he
termnal groups, and so that a relationship is satisfied such that any of
t helO assigned is repeated until all terminals have been assigned a
| selected valid decryption key, |
for designating encryption keys that respectively correspond
to all of the valid decryption keys that are selected as a result
"of the prbcédure. | | |
15
39. A program recording medium having stored thereon a computer
program for executing on a computer designation processing that
designates one or more enéryption keys to be used in encrypting
distriblition data that is distributed to three or more terminals,
20 the designation processing comprising: |
a terminal group -determination step for
determining two or moré ﬁerminai groups, which are groﬁps
having twoormore terminals asmembers, sothat eachof theterminals
is a member of at least one of the terminal groups, and
25 so that a relationship is satisfied such that any of the
terminal groups that shares a same terminal as a member with another

one or more of the terminal groups does not completely include

and is not completely included in the other one or more of the
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term nal groups that shares a sane termnal as a nmenber with another one
or nore of the term nal groups does not conpletely include '10 and is not
conpletely included in the other one or nore of the term nal groups, a
decryption key group correspondence step for corresponding one or nore
decryption keys individually in correspondence with each 12AHGURIROBRd each
deterni@@&ﬂfﬁgmrﬁg sgroup; a decryption key group correspondence step
for correspondiFrng" with each termnal, in addition to the decryption key

corresponded erébngﬁti@ﬁ”k&?' gr%lub GRS Y @SCrbbed in
correspondence with all term nal groups that include the termnal; 20 an

invalid term ﬂﬂirﬂéﬁp@ﬂéih@%ﬁé&ﬁfﬂ%r@&f&c&%ﬁl’lﬂl MSys AndBF RIULI IV NEhS as
invalid termnals; and an encryption key designation step, when aII t he

decrypt lmﬂ@@sommé peDgRdedthhtbimihalmandl sachy delierddciadtiermieyl .
group correspondence step, other than 25 decryption keys assigned to the
one50or mpyesup,valid termnals, are prescribed as valid decryption keys, and
supposing that a procedure for selecting an assigned valid decryption key
for, the npstateerypalisn bepgireinp cosetspdredenatistegefoy pidraredynd Sndot
108 19 August 2005 assigned is repeated until all term nals have been
assi gnedvizth eekcctetmyabhild deandittian keythd decdgptdoat key canmregporadedeys
that respectively correspond to all of the valid decryption keys that are
sel ect edvidsh ahedsuinti nabl 04118 kieqarygeteichn key 4 pres aiddrecpi n oo rirersparaderidat |
obtains encrypted data and decrypts, the obtained encrypted data,
conpri siwigth all terminal groups that include the terminal;
10 an invalid terminal designation step for designating one
or more terminals as invalid terminals; and
an encryption key designation step,
when all the decryption keys corresponded with the terminals
by the decryptidn key group Corresbondence step, other than
15 decryption keys assigned to the one or more invalid terminals,
are prescribed as valid decryption keys, and supposing that a
procedure for selecting an assigned valid decryption key for the
most terminals te which a selected valid decryption key is not
assigned is repeated until all terminals have been assigned a
20 selected valid decryption key,
for designating encryption keys that respectively correspond
to all of the valid decryption keys that are selected as a result

of the procedure.

25 40. A computer-readable recording medium having stored thereon
a plurality of pieces.of encrypted distribution data that have
been generated by using each of a plurality of encryption keys

to encrypt distribution data that is distributed to three or more
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a decryption key group storage unit for storing a decryption 10 key group
that has been individually assigned to the termnal according to a

predet ermi ned key assi gnnment nethod; an encrypted data obtaining unit for
obt ai ning encrypted data; and a decryption unit f or decrypting the
obt ai ned encrypted data 15 using one of the stored. decryp&?&ﬂ@%ﬁ?§95

wher ei n terenipralds) ehe plbdr Xeit @ gnoepptienboslys hay inkdreéet des isueposed
that there are"three or nore termnals including the termnal, determ nes
two or foydesignandbngsoupsssingt btd designatneh fadongsing camplnirslngy of
term nal groups, 20 each of which includes two or nore termnals as
menbers, and addiminahegpbupality rofinadinimaiteapy diges exi st so as to
satisfy a relationship that a term nal group that.includes the term nal

as a nenber dabstewtindnylisielgr imetedeaminak groupdnpiheieh yard mrautes i n
anot her of the two or nore terninal groups, 25 (b) decides one or nore '

i ndbvi dusvideztypironoke e rivi nadsraenpohéssc Sk hat eaehak khadlering Is
correspondence with each determ ned termnal group, and (c) assigns to
the termisa membenecobratoleastdionededl thed termirAstIPOMBS ., dabdypti on keys
decided in correspondence with the termnal and the one or nore individual
decryption keyse devatical relabiensbadpdéfceatiisithies sudie thavtmanyl off sl
that include the termnal. 5 42. (New clains) A decryption termnnal that
obt ai ns tEERim barears that sheaeme SAGLOENANAL R AR With #nother
conprising: decryption key group storage unit for storin% a decryption key
group t e % MeEd PhHJIFRE dtarnynadsogREES: HoFe NPEr FRRRIL e teddbidisidid® a

redet erm ned key assi gnment net hod; .
p.f% and is ngf comgletely included in the other one or more of the

terminal groups,
a decryption key group correspondence step for
corresponding one or more decryption keys individually in
do:réspondence'ﬁiﬁh éach:terminal_ahd‘éach'determined-terminal
15 group;
adedryptionkeygroupcorrespondencestepforcorresponding
with each terminal, in addition to the decryption key corresponded
withtheterminél,alldecryptionkeysprescribedincorrespondence
with all terminal groups that include the terminal;
20 | an invalid terminal designation step for designating oﬁe
or more terminals as invalid terminals; and
ah énérfption key deéignation step,
whenallthedec;yptionkeyscorrespondedwiththeterminals
by the decryption key gfoﬁp correspondence step, other than
25 decryption keys assigned to the one or more invalid terminals,
are prescribed as valid decryption keys, and supposing that a
procedure for selecting an assigned valid decryption key forx the

most terminals to which a selected valid decryption key is .not
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10 encrypted data obtaining unit for obtaining encrypted data; and 15
decryption unit for decrypting the obtained encrypted data using one of
the stored decryption keys, wherein the predeterm ned key assi gnment met hod
(a) performs a first procedure of determ ning, for each node other than

| eaves in an N-ary (N being a natural nunmber equal to or 1 August 200%n
three) taseighétctiyr addaitdsumt Pl uaali tgrafinalisetaivahileserndsshighed @aves
are in one-to-one correspondence with a plura 4ty of decryption termnals
t hat i ncselestéebllevharid rcrysk Lol k@) i ty of conbination patterns that
each conbine at least two of N nodes that are one |evel below and are
reached from fbe dwsibgnépangrinamgs)iomkelysi tita bmespaiotiidedly deergppond key
for each deternined conbination pattern, and correspondi ng .the deci ded :
decr ypt tonakkyst vt hdn ki ob abksc X yrat Bon eyl )thats a(ife seddfalred as secesdlt
procedure of, for each node, other than a leaf, on-a path fromthe | eaf
cor rlespofidthge poaderiumznmnal to a root, designating fromanong the
decryption keys corresponded with the node by the first procedure,
decryption keys that correspond 110 19 August 2005 to all the conbi nation
patterns that relate to conbinations that include a node that is one |evel
bel ow t hélnodkderryipd: ipat hermada l(thatacbt ghpstencryntephdesa and depriyptskeys
to the termnal. 5 43. (New clains) A conputer-readable recording nmedium .
havi ng stbeedbtelisesbrercmipted idgtai ppepsisdndéncrypted distribution data
that have been generated by using each of a plurality of encryption keys
to encrypt di serdecryphidatkey BXOUPsSHPERGE Mtidd fos sHeebng dBFEyption

terminals, the plurality of encryption keys having been designated .
key group that "has been individually assigned to the terminal

h according to a predetermined key assignment method;

an encrypted data obtaining unit for obtaining encrypted
data; and

a ‘decry'pt ionunit for decrypting the obt;ained enctypted data

15 using one of the étofédfdecryéﬁion keys,

wherein the predetermined key assignment method,

(a) when it is supposed that there are three or more terminals
including the terminal, determines two or more terminal groups
so that the terminal belongs to a plurality of terminal groups,

20 each of which includes two or more terminals as members, and

sothatthepluralityofterminalgroupsexistSoastosatisfy.

é relationship thét a terminal groﬁp that inclﬁdés fhé terminal
as a member does not completely include and is not completely
included in another of the two or more terminal groups,

25 (b} decides one or more individual decryption keys in
correspondence with the terminal and in correspondence with each
determined terminal group, and ' -

(c) assigns to the terminal the one or more individual
109



10 by designation processing, the designation processing conprising: a
decryption key correspondence step for determ ning, for each node, other
than | eaves, in an N-ary (N being a natural nunber equal to or greater
than three) tree structure that has a plurality of hierarchies and whose
| eaves are in one-to-one correspondence with 15 the terni ntAugustgPQiality

of conbidgatipprRaht REYS 4baldeachncepbikBeponticheasithotné fepmedaglt hal are
one |l evel below and are reached fromthe node (parent node), deciding an

i ndi vi dughe BRe'dPhbe8 iFRN vidia Eaebrypiaion ok deobisainao paéssoNdenne
correspondi ng the decided decryption. keys wth the node (parent node); 20
a decrypsien K2Y @heUReFalirRsPafEsnss chep iacldesi ghat tegminfadr. each

term nal, decryption keys to each node, other than a leaf, on a path from
the | eaf corresponding to the termnal to a root, the decryption keys

bei from a . decr. i it h.the

decropt 185 kOyoR S TEuE ml Rk Lo0pEIEh COERERARRIEE, ol adnic EnPROBLRY 4dEa

nbi i ' t t i i isngcl de t hat
conbi na hanf;\%%gfygiﬁ dHt b €1 #hEa encgggfebgﬁ 2QRS ?E’g‘%’ﬁd‘.@ﬁ*g’*%‘ﬁ a node tha

is one leve he node on the p corr t he

desi gnat ed de %MH%; , H&%§ Wl ' ; gﬂg@- n

!nva?!d ternjgal égﬁéﬁhtl n%ﬁ%ﬁlf%#@%% %gﬂgﬁ%Ag%%%gigﬁgﬁaﬁgq?%?n1na}g&as

| nval | dieer AL ARE BRLILUR! LARIKDAMAO0AEIBE S0 WhRN Bbimihg
eys assi gne .

decryptio to the termnals, other than decryption keys

aSSigneﬁcc%ﬂdlﬁé“%é"ﬁiﬁ?e@@f@rhﬂﬁéhiQe?ehgbﬁﬁhﬁen%r%dﬂﬁﬁﬁﬁibEd as valid
decryption keys,” repeating a procedure for sel'ecting an assigned valid
decyyption keyehbalbied aaﬁgrd@@m@ﬂﬁ?%w EBridirdmsing bALFyRAH datuki ch
a selected valid déCryption key is not assigned wuntil all term nals have
been—asspgaed a sel ected valid decryption

decryption unit for-decrypting the obtained encrypted data
using one of the stored decryption keys,
‘wherein the predetetminedlkey»aSsignment method

15 (a) pefforms a first procedure of determining,.for each node
other than leaves in an N-ary (N being a natural number equal to
or greater than three) tree structure that has a plurality of
hierarchies and whose leaves are in one-to-one correspondence with
a pluraljty of decryption terminals that includes the terminal,
20 a plurality of combination patterns that each combine at least two
_ of N nodes that are one level below and are reached f;om the node
' (parent node),.decidingrén indi#iduar decryptioh ke§ for each
determined combination pattern, and correspending the decided

decryption keys with the node (parent node),
25 (b) performs a second procedure of, for each node, other than
a leaf, on a path from the leaf corresponding to the terminal to

a root, designating from émong the decryption keys corresponded

'withthenodebythefirétprocedure,decrypthm1keysthatcorrespond

110




10 key, and designating encryption keys that correspond to all of the valid
decryption keys that are selected as a result of the procedure. 110/2

19 August 2005
to all the combination patterns that relate to combinations that

include a node that is one level below the node on the path, and

{c) assigns the designated decryption keys to the terminal.

5 43. (Newclaims) Acomputer;readable reéordingmediumhaving stored
- thereon a plurality of pieces of encrypted distribution data that
have been generated by using each of a plurality of encryption keys
to encrypt distribution data that is distributed to three or more
terminals, the plurality of encryption keys having been designated
10 by designation processing, the designation processing comprising: '
'- a decryption key correspondence stép fordetermining, for each
node, qther than leaves, in an N-ary (N being a natural number equal
to or greater than three) tree structure that has a plurality of
hiera_réhies and whose leave’s‘ are in oné-—to—>one correspondence ﬁith
15 the terminals, aplurality of'combination patterns that each combine
at least two of N nodes that are one level below and are reached
from the node (parent node), deciding an individual decryptioh key
for each determined combiha'tion pattern, and corresponding the
decided Hecryption. keys with the node (parent node);
20 a decryption key gro‘tilp correspondence step for designatiné,
for each terminal, decryption keys to each node, other than a leaf,
'onl a-pelzth from the leaf corresponding to the terminal to a root,
the décryption keysi being from among the decryption keys corresponded
with the node by the decryption key correspondence step and
25 corresponding to all the combination patterns that relate to
combinations that include a node that is one level below the node
on the path, and corresponding all the designated decryption, keys

with the terminal;
110/1



10

_ 19 August 2005
an_invalid terminal designation step for designating one or

more terminals as invalid terminals; and

an encryption key designation step, when all the decryptioh
keys as s‘ignéd to Eh‘e tetminais ’ othe‘r than decrypfion keys ass'igned
to tﬁe 6ne or more invalid ﬁerminals, are prescribed as vélid
decryption keys, repeating a procedure for selecting an assigned
valid decryption key that is in correspondence with the most
terminals to which a selected valid decryption key is not assigned
until all terminals have been assigned a selected valid decryption
key, and designating gncryption_keys that correspond to all of
the valid decryptién keyg”that are selected as a result of the

procedure.

110/2



