For digital signature processing using a public key cryptosystem there
I's provided a convenient digital signature 5 systemwhich facilitates
control of a private key. Based on an "I D' supplied by a user, the
dynam c signature encryption key control section 16 obtains registered
dynam c signature data and a private key froma control database 12.
The regi abgiedctdynani c signature data is conpared with authentication
dynam c signature 10 data sent by the user in the dynam c signature
verifying section 14. When it is determned that they are identical

si gnature data, the dynam c signature encryption key control section

16 supplies  Fornedb@ieallatdghatiurer oprédessiseg, waihd he publdle key to
t he encryption operation section 18. The encryption operation 15

section tEyprosysitent,heheresagepriodded i ngonv@enddntatégien]l sfignaturesends
the encrypted nessage data to the dynam c signature encryption key
contrpl sgetiemwhich fheilljbaves compwdliliof a prieateypéy on Baxdd on aaction
16 returns signed, i.e. encrypted, nessage data or the like to the
user. The ingesuppdd edobycaniuselr, 2hehdgnamicpsigyateukeyencryption key
control section 16 obtains registered dynamic signature data and
a private key from a control database 12. The registered dynamic
signature data is compared with authentication dynamic signature
10 data sent by the user in the dynamic signature verifying section
14. When it is determined that they are identical signaturedata,
the dynamic signature encryption key control section 16 supplies
message data sent from the user, and the private key to the
encryption operation section 18. The encryption operation
15 section 18 encrypts the message data using the private key, and
sends the encrypted message data to the dynamic signature
encryption key control section 16. The dynamic signature
encryption control section 16 returns signed, i.e. encrypted,

message data or the like to the user. The user need not control

20 his own private key.

25

50



