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of the Invention The present invention relates to a nobile M%M”,mm’lﬂe
comuni cation system and a comruni cation control program

Background Art Fig. 19 is a block diagram show ng an exanpl e of *@&1$tr st
nobi | e conmuni cati on systemin which a nobile node is a nobile host . In
Fig. 19, MH i fdrthtes BHRoBNVENHHEN, HP. indicates a honme agent, AR

i ndi cates an access router, and CH indicates a correspondent host. As shown
in Fig. 19, aM@BbBLE&ODBmMMOBIHIE COMMEYSEATI AT Y SBRYy ANOLAMDYIAAT IRdst 103,
a hone agent 105, a plurality of access routers 107, 109, a correspondent
host 111, andC@NTRELNERHBRAM113.

BACKGROUND OF THE INVENTION

Field of the Invention

The present invention relates to a mobile node, a
mobile communication system, and a communication control
program.

Related Background Art

Fig. 19 is a block diagram showing an example of a
first mobile communication system in which a mobile node
is a mobile host. In Fig. 19, MH indicates a mobile host,
HA indicates a home agent, AR indicates an access router,
and CH indicates a correspondent host. As shown in Fig,.
19, a mobile communication system 101 comprises a mobile
host 103, a home agent 105, a plurality of access routers
107, 109, a correspondent host 111, and an IP network 113.

The home agent 105 provides the mobile host 103 with
a home 1ink. The access routers 107, 109 provide themobile
host 103 withwireless links (to be referred to as “external
links” hereinafter) other than the home 1link,. The
correspondent host 111 performs communication with the
mobile host 103.

The mobile host 103 uses a home address on a home link,
and on an external link uses the home address and a care-of

address having a link prefix for each external link. The
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The hone agent 105 provides the nobile host 103 with a hone link. The
access routers 107, 109 provide the nobile host 103 with wreless links (to
be referred to as "external |inks" hereinafter) other than the hone |ink.
The correspondent host 111 perfornms comuni cation with the nobile host 103.
The nobil e host 103 uses a honme address on a honme |ink, and on an external
i nk uses the hone address_and a care-of address having a link prefix for
each ext er nal mopaike bt 103 nadhi fiesbae hong 2eent il ¢h&iRdABY h 105 of
bi ndi ng which states "home address of this node" and "care-of address
obt ai ned by céfa&esi SROMENRUAraRE ehethbsrenedent an®s SRRt t3HLr Bifdi ng.
When the home agent 105 receives a packet addressed to the hone address of
the nmobi | e hosbtzdnedine cronecidentl ygy crediide ARrpR Rk L SatfhEd%ed to
the bound care-of address, stores this packet in a payload portion, and
forwards the FhéRebindipge DN dhfodomeoadepivilAg Feeeives 2 madkrhar ded
packet, the nobile host 103 extracts the original packet fromthe payl oad
portion. The pAf&esardpheKete ihomejardsess ‘?%%%mﬁ?&i]{%hﬁé&l(ﬂ)e R can

t herefore be received therebg. Next, state transitions of a conventjonal
nobi | e host dbPRERIENaNELFEepRes RN ﬁ@bPPGkEBnﬁ%‘&ﬁ%%W%ﬁos%Fé?ﬁ% of the

af orenenti oned constitution will be described on the basis of Fig. 20. It

i s assumed heF@Yehaf %‘W_ér%%i Iw“et?rﬁ‘?s"'t the8 RavhEhidhteBa: Pﬁdt?ﬁértlon'
Correspondent ast 1Ll Bl BSRGRE Yo EhCkp: {2, BASEIL Y, ke A0y e
Four. received the forwarded packet, the mobile host 103 extracts

the original packet from the payload portion. The internal

packet is addressed to the mobile host 103 and can therefore

be received thereby.

Next, state transitions of a conventional mobile host
during a hand-off in the mobile communication system 101
of the aforementioned constitution will be described on the
basis of Fig. 20. It is assumed here that the mobile host
103 communicates with the correspondent host 111 in a
stationary network.

As shown inFig. 20, thestate transitionsof themobile
host 103 during a hand-off are divided into four.

State I: the link layer of the mobile host 103 is
connected to the access router 107. The care-of address
of the mobile host 103 is set at CoAl, and a default router
is set to the access router 107.

State II: the link laver of the mobile host 103

switches connection point from the access router 107 to the



State |I: the link |ayer of the nobile host Z03 is connected to the access
router |107. The care-of address of the nobile host 103 is set at CoAl, and
a default router is set to the access router 107. State Il: the link |ayer
of the nobile host 103 switches connection point fromthe access router 107
to the 2 access router 109. The period during this connection point

ou o0 1 S0 L Skl VBt CLSSOEE LT P Lo B A (1
(e scress. oML eL 100 Mokgalhiss N bbrkl aren Sobbe ROl s 103 T
access out orMioTRITT Eigt athS T eI Pe HRBOIPE-HotoT0d Fheei ves
L0 SO SSIpILL O e tGESzLoUL e, 198 ang s Lshes L 0wl
510 state ML Lol o £eogRi on. T, G COULBE SIS asEEly o (1
(0.Cor2, ond SuLhehLan ol e SeL el b O DR Becsn Ll 107

ot 1 co.t he ROESS8EH CABE S el g CPor Ehb! AR A S LL GRE AR car e- of
o 055 COR2 BHPEENS, 6647y MKLAGAPHALEapATE! I s BNt o1
summari zed | nuﬁ@?het}}e mbbile host 103 receives a router advertisement
from the access router 109 and switches the default router
from the access router 107 to the access router 109,
State IV: this is the state which follows reception
of the router advertisement from the access router 109,
alteration of the care-of address of the mobile host 103
to CoA2, and switching of the default router from the access
router 107 to the access router 109. At this time, the link
layer connection point and the default router are both the
access router 109. The mobile host 103 notifies the home
agent 105 of binding for the home address and new care-of
address CoAR2 by means of a binding update packet.
The link layer connection points, default routers,

and care-of addresses in these states I to IV are summarized

in Table 1.



Table 1 STATELI NK LAYER CONNECTI ON PO NT DEFAULT ROUTER CARE- OF

ADDRESS| AR107AR107CoA1l | NONE( eREAK) AR1D7CoAll | | ARL09AR107CoAll VARL09AR109Co
A2 As shown in Fig. 20, the state transitions of the home agent 105 during
a hand-off are divided into two. State A: binding for the home address and
care-of address CoAl of the nobile host 103 is recorded in the hone agent
105. The hone agent 1%2 tiansfers packets addressed to the nobile host 103
transnitted from t he28bfr spondent host 111 to the care-of address CoAl.

This state continye T
STATE LAXERggR”FCﬂON DEFAULT ROUTER | CARE-OF ADDRESS
I AR107 AR107 CoA1
I NONE (BREAK) AR107 CoA1
m AR109 AR107 CoA1
v AR108 AR109 CoA2

As shown in Fig. 20, the statg transitions of the home
agent 105 during a hand-off are divided into two.

State A: binding for the home address and care-of
address CoAl of the mobile host 103 is recorded in the home
agent 105. The home agent 105 transfers packets addressed
to the mobile host 103 transmitted from the correspondent
host 111 to the care-of address CoRl. This state continues
until a binding update packet notifying the home address
and new care-of address CoA2 is received from the mobile
host 103.

State B: binding for the home address and new care-of
address CoR2 of the mobile host 103 is recorded in the home
agent 105. The home agent 105 transfers packets addressed
to the mobile host 103 transmitted from the correspondent
host 111 to the new care-of address CoA2.

The bound care-of addresses in these states A and B

are summarized in Table 2.



until a binding update packet notifying the home address and new car e- of
address CoA2 is received fromthe nobile host 103. State B: binding for the
hone address and new care-of address CoA2 of the nobile host 103 is
recorded in the hone agent 105. The hone agent 105 transfers packets
addressed to the nobile host Z03 transmtted fromthe correspondent host
111 to the new carefaggleadéjress CoA2. The bound care-of addresses in these
states A and B are sunmarized in Table 2. 4

BOUND
STWE | ShDkess
A CoA1
B CoA2

Fig. 21 is a block diagram showing an example of a
second mobille communication system in whicha mobile node
is a mobile router. In Fig. 21, SH is a stationary host,
MR is a mobile router, HA is a home agent, AR is an access
router, and CH is a correspondent host. As shown in Fig.
21, a mobile communication system 201 comprises a mobile
router 203, a stationary host 205, the home agent 105, the
pluralityof access routers 107, 109, the correspondent host
111, the IP network 113, and a mobile network 207.

The home agent 105 provides themobile router 203 with
a home link. The access routers 107, 109 provide themobile
router 203 with external links other than the home link.
Themobilenetwork207moveswhilemaintaining the connection
relationship between its internal nodes (the mobile router
203 and the stationary host 205). The correspondent host
111 performs communication with the nodes on the mobile
network 207.

The mobile router 203, which is a gateway router for
the mobile network 207, uses a home address on a home link,
and on an external link uses the home address and a care-of
addresshavingalinkprefix foreachlink. Themobilerouter

203 notifies the home agent 105 of binding which states “home



Tabl e 2 BOUNDCARE- OFADDRESSAC0OAL1BCoA2 Fig. 22 is a block diagram showi_ng an
exanpl e of a second nobile comunication systemin which a nobile node is a
nobile router. In Fig. 21, SHis a stationary host, MRis a nobile router,
HA is a honme agent, AR is an access router, and CHis a correspondent host.
As shown in Fig. 21, a nobile conmunication system 201 conprises a nobile
router 203, a stationary host 205, the honme agent 105, the plurality of
access router @d8@ess109, thhe bofeesponvelivorlsprafiixes nel Yiimarakgrde 113,
and a nobile network 207. The home agent 105 provides the nobile router 203
with a hone | prikwoTke2Adleardr trke 0l GAAXEPS phERiHedt BE qasplaction
link”. The home agent 105 stores the binding received from
the mobile router 203. When the home agent 105 receives
a packet addressed to the home address of the mobile router
203 or apacket addressed to an address belonging to a network
prefix in the mobile network 207, the home agent 105 creates
an IP packet addressed to the bound care-of address, stores
this packet in a payload portion, and forwards the packet
to the mobile router 203. Having received this forwarded
packet, the moblle router 203 extracts the original packet
from the payload portion, and if addressed to another host
within the mobile network 207 (the stationary host 205),
the mobile router 203 routes the packet within the mobile
network 207.
Next, state transitions of a conventional mobile
router during a hand-off in the mobile communication system
201 of the aforementioned constitution will be described
on the basis of Fig. 22. It is assumed here that the
stationary host 205 within the mobile network 207
communicates with the correspondent host 111.
AsshowninFig. 22, thestatetransitionsofthemocbile
router 203 during a hand-off are divided into four.
State I: the link layer of the mobile router 203 is

connected to the access router 107. The care-of address

of the mobile router 203 is set atICoAl, and a default router



router 203 with external links other than the honme |ink. The nobile network
207 noves whil e maintaining the connection relationship between its

i nternal nodes (the nobile router 203 and the stationary host 205) . The
correspondent host 111 perforns conmunication with the nodes on the nobile
network 207. The nobile router 203, which is a gateway router for the

nobi | e netmnr ZQZt §e§h§ Q8g§s§d958§§ onga. home |ink, and on an external
link uses the RofE addreS§ &nd 5 care-of address haV|ng a linkprefix for

each I1nk. The mobi ke fouse( 243, Natlf 183N eNPRE AYETLe AWutlx Dl g

whi ch states "hone
switches connection point from the access router 107 to the

access router 109. Theperiodduring this connectionpoint
switching is known as a link layer disconnection period.
At this time, the care-of address of the mobile router 203
is CoAl and the default router is the access router 107.

State III: the link layer of the mobile router 203
is connected to the access router 109. At this time, the
care-of address of the mobile router 203 is still CoAl, and
the default router is still the access router 107. This
state continuesuntil themobile router 203 receives a router
advertisement from the access router 109 and switches the
default router fromthe access router 107 to the access router

o 109.

State IV: this is the state which follows reception
of the router advertisement from the access router 109,
alteration of the care-of address of the mobile router 203
to CoA2, and switching of the default router from the access
router 107 to the access router 109. At this time, the link
layer connection point and the default router are both the
access router 109. Themobile router 203 notifies the home
agent 105 of binding for the home address and new care-of
address CoA2 by means of a binding update packet.

The link layer connection points, default routers,

and care—-of addresses in these states I to IV are summarized



address of this node and network prefixes within nobile network 207" and
"care-of address obtained by connection |ink" . The honme agent 105 stores
t he binding received fromthe nobile router 203. Wen the home agent 105
recei ves a packet addressed to the honme address of the nobile router 203 or
a packet addressed to an address belonging to a network prefix in the
nobi | e network 207, .the honme agent Z05 creates an | P packet addressed to
the bound car&fo ag&args stores this packet in a payl oad portion, and
forwards the packet to.the nmobile router 203. Havi ng received this

f orwar ded packet, t hePHBbPl e router 203 extracts the original packet from
t he payl oad portio ard—H—addressed-t-o—anether—hoest—y the nobil e
network 207 (the sﬂatSTmchmggﬁg@mp Dtﬁmwnm:rtpecmmtmomgl routes the
packet within the rfobrtemgtwork 207. [Next uate tTansitio of a
conventional mobilé robiter|dur fR¥7a hdnd- 6R10% n the ne®hl e cprmuni cati on

system 201 of the aforegnenti Itu W | ed on the
basis of Fig) 22) It anqu hati‘hﬁ@

t 205 within
t he nmobi | e net wor k {207gcomfruni ﬁﬁi@s W|th hh%porrespoq:@gnt Host | 11. As
shown in Fig. 22, the—st+ate—t+ransttons—ot—the 203 during a
hand-oft are divid¢d iNto fourARB%te |l : AR i nk | ay@A2of the nobile
router 203 is connected to The access router I0/7. 1ne care- addr ess of
the nobil e router set , CoAZ, and a defaul t. outer s set as
the access router I 28% Shﬁwnafléagﬁg f%’etsenskt?ta %F appi ﬁ%nﬁﬁ’gll'f}ée |lr’85‘teer 203
swi t ches connggé%gnlgglghx§£§n1tgg 8CSEPS L 95f5<}Q¥JHRn e Access rout er

109. The perio aring onnéect i on p0|n ing 1’s nomm as a link

l'ayer di sconnectiongper he defL'L :zklarou % |s %aé[cgdrcgssagg hﬁl&e nmobi | e

router 203 is CoAl and e access ro State
[11: the Ilnk t r Gt ccess
router 109. Até?% t rfeﬂgtﬂgméfer tE% dres P% E leﬁﬂ?%ﬁ?%%?g? 203 is
still CoAl, aQﬂdtébGréjfa‘@HhHrEQBt@éAi %ssfééérdé‘t? 1BCEES hoheW §dntl @65 Thi s

state contl nues until the nobile router 203 receives a router adverti sement

fromthe accegser gdigr a%@nﬂo§\/\t£§ﬂ§§ef§1ep98fcéﬂét alQHt8sed r 08 the access
router 107 to the access router 10

stationary host 205 in the mobile network 207, transmitted

from the correspondent host 111 inside a stationarynetwork,
to the care-of address CoAl. This state continues until
a binding update packet providing binding for the home
address, network prefixes within the mobile network 207,
and new care-of address CoA2 is received from the mobile
router 203.

StateB: thebindingforthehomeaddressofthemobile
router 203, network prefixes within the mobile network 207,
and new care-of address CoA2 is recorded in the home agent
105. The home agent 105 transfers packets addressed to the
stationary host 205 within the mobile network 207,

transmitted from the correspondent host 111 within the



State IV: this is the state which follows reception of the router
advertisenent fromthe access router Z09, alteration of the care-of address
of the nobile router 203 to CoA2, and switching of the default router from
the access router 107 to the access router 109. At this time, the link

| ayer connection point and the default router are both the access router
109. The nobile router 203 notjfies tgg home agent_| 05 of binding for the
honme address éﬁathéﬁﬁégr@-e*éwoékdrggst P CRERTRE AU HhEHY updat e
packet. The link |layer connection points, default, routers, and care- of
addresses in these ﬁ’ﬁt%um (RH87 Hr @I RFSLP LY TheSE FLRASSeARNG Dl e 3
STATELI NK LAYER CONNECTI ON POl NTP. iAULT ROUTERCARE- OF

ADDRESS| ARLO72AFE 073 BNERE( BREARPARIB7CoALI | | ARLO9ARLO7CoAL1VARLO9ARL09COA
2 As shown in Fig. 22, thg state transitions of the hone agent 105 during a
hand-of f are divi ded®Ph€o*two. State A bindi ng for the hone address of the
nobi | e router 203, petwor B&“ﬁiﬁ_@ within the nobile network 207,

STATE ADDRESS

A CoA1
B CoA2

Next, an example of the state transitions of a
conventional mobile host during a hand-off ina thirdmobile
communication system in which the mobile node is a mobille
host will be described on the basis of Fig. 23. In Fig.
23, MHindicatesamobilehost, ARindicatesanaccessrouter,
and CH indicates a correspondent host.

It is assumed here that amobile host 401 communicates
with a correspondent host 407 on a stationary network. As
shown in Fig. 23, the state transitions of the mobile host
401 during a hand-off are divided into four.

State I: the link layer of the mobile host 401 is
connected to the access router 403, and the default router
is set to the access router 403,

State II: the link laver of the mobile host 401
switches connection point from the access router 403 to the
access router 405. The period during this connectionpoint
switching is known as a link layer disconnection period.
At this time, the default router is still the access router

403.



and care-of address CoAl is recorded in the hone agent 105. The hone agent
105 transfers packets addressed to the stationary host 205 in the nobile
network 207, transmtted fromthe correspondent host 111 inside a
stationary network, to the care-of address CoAl. This state continues until
a binding update packet providing binding for the hone addr ess, netmork

prefixes within theghbil e;petvqy Oiﬁggt @Ei%%%wdﬁé‘rn@ eaqg e&%ﬁq%

recei ved fromthe nobile router ar t

address of th‘éogﬂ R U agggss thggkgoﬁr.e‘ci&ﬁ(@ﬁé%’g&%ﬁbn

tbn*é
net wor k 207 new care- o ress I'S recor n theeqmrre agent 105

The home agent, 105 £ La0S1 QLS PACKS! $398Le%%ed #0918 BRate continues

until the mobile host 401 receives a router advertisement

- from the access router 405 and switches the default router
from the access router 403 to the access router 405.

State IV: this is the state which follows reception

of the router advertisement from the access router 405 and

switching of the default router from the access router 403

to the access router 405. At this time, the link layer

connection point and the default router are both the access

router 405. The link layer connection points and default

routers in these states I to IV are summarized in Table 5.

Table 5
STATE | conmme Rt [PEFAULT ROUTER
1 AR403 AR403
1 NONE(BREAK) AR403
m AR405 AR403
N AR405 AR405

Next, the state transitions of a conventional mobile
router during a hand-off in a fourth mobile communication
system in which the mobile node is a mobile router will be
described on the basis of Fig. 24. In Fig. 24, SH indicates
astationaryhost, MR indicates amobile router, AR indicates
an access router, and CH indicates a correspondent host.

It is assumed here that a stationary host 409 in a

10



stationary host 205 within the nobile network 207, transmtted from t-he
correspondent host 111 within the 8 stationary network, to the new
care-of address CoA2. The bound care-of addresses in these states A and B
are summari zed in Table 4. Table 4 E BOUND CARE- OF ADDRESS A CoAl B CoA2
Next, an exanple of the state transitions of a conventional nobile host

during a hand-off_in a third nobile comr,ur}{cation s%éteg\ig \Ahi(ri‘{b he

mobi | e node %8983 hBBELWORESOMHUNLqedeFdict HReICoRT eFROBASPENGFTEY - 23. In
Fig. 23, MHindicates a nobile host, AR indicates an accgs%ou er., and CH
i ndi cates a cbfre’pERdEht Hfostzd | thes s5asEnehaket el h&tO MPHEst 401

comuni cates with a correspondent. host 407 on g st atcieo,nar Petwork. As
shown in Fi g. ro8tefndll deeiRY o RRGTRE brathSinoie 1HH:§% A¥E during a
hand- of f axe divided intq four. Statrell: th %ﬂnk | ayer of the hil e host
401 i s connected t oStdke décesBerbitlerl 36T Canld s AOPdeCatPREFBA LT 1iSs set to

the access rouler 2034 to the access router 403, and the default router

is set to the access router 403.

State II: the link layer of the mobile router 411
switches connection point from the access router 403 to the
access router 405. The periodduring this connectionpoint
switching is known as a link layer disconnection period.
At this time, the default router is still the access router
403.

State III: the link layer of the mobile router 411
is connected to the access router 405. At this time, the
default router is still the access router 403, This state
continues until the mobile router 411 receives a router
advertisement fr'om the access router 405 and switches the
defaultrouter fromtheaccess router 403 tothe access router
405,

State IV: this is the state which follows reception
of the router advertisement from the access router 405 and
switching of the default router from the access router 403
to the access router 405. At this time, the link layer
connection point and the default router are both the access
router 405, The link layer connection points and default

routers in these states I to IV are summarized in Table 6.

11



State Il: the link |ayer of the nobile host 401 sw tches connection point
fromthe access router 403 to the access router 405 . The period during
this connection point switching is known as a |link |ayer disconnection

period. At this tine, the default router is still the access router 403. 9
State Ill1: the link |ayer of the nobile host 401 is connected to the access
router 405 . At this time, the default router is still the access router

403. This state conrtfiil%%séuntil the nobil e host 401 receives a router
adverti senent fromthe access router 405 and switches the default router

[romthe, acoess, Tou o, AP LS macRBRm ] 9%, State Tv. this I the
router 405 and 1 AR403 AR403

i NONE(BREAK) AR403

i AR405 AR403

L\ AR405 AR405

SUMMARY OF THE INVENTION

However, it has been found that the following problems
exist in the state transitions of a conventional mobile node
during a hand-off as described above.

First, a problem which arises when the mobile node
is a mobile host in the first mobile communication system
will be described.

As shown in Fig. 20, packets Pl and P3 transmitted
from the correspondent host 111 to the mobile host 103 are
normally transferred from the correspondent host 111 to the
home agent 105 to the access routers 107, 102 to the mobile
host 103 to thereby reach the mobile host 103. During a
hand-off of the mobile host 103, however, some packets do
not reach themobile host 103. For example, when the packet
indicated by P2 in Fig. 20 reaches the home agent 105, the
home agent 105isinstatel, andthus thepacket istransferred
to the care-of address CoAl. If the mobile host 103 has
already reached state II or further when this packet P2 is
transmitted to the access router 107, the packet P2 does

not reach the mobile host 103, and thus packet loss occurs.

12



switching of the default router fromthe access router 403 to the access
router 405. At this time, the link |ayer connection point and the default
router are both the access router 405. The link |ayer connection points and
default routers in these states | to IV are sunmarized in Table 5. Table 5
STATELI NK LAYER CONNECTI ON PO NTPEFAULT

Ctals transitions df A CORVENCLNaF IO Fer Ot APEIA NG5 Tahd BFF fn

state transitions 0O uring a in a

ourLy bt EpT O BRSSP R AU IR S TR L

a stationary host,  M.ingh cales AyPbilenteuter o ARy MEFAAIm  the
correspondent host 111 is shown in Fig. 25. In Fig. 25,
the solid line arrows represent control packets used for
the hand-off, and the broken line arrows represent TCP data
segments transmitted to the mobile host 103 from the
correspondent host 111 and TCP acknowledgement signals (TCP
acks) transmitted from the mobile host 103 to the
correspondent host 111, States I to IV and states A and
B in Fig. 25 correspond to the states I to IV and states
B and B described in Fig. 20.

As shown in Fig. 25, the mobile host 103 does not stop
transmitting TCP acks until directly before state II, and
thus the correspondent host 111, having received these TCP
acks, continues to transmit TCP data segments. Hence, as
shown in Fig. 25, at least two TCP data segments P5 and P6
are lost insuccession. WhenapluralityofTCPdatasegments
is subject to such successive packet loss, TCP throughput
declines dramatically.

Fig. 26 shows a sequence occurring when the mobile
host 103 hands off from the access router 107 to the access
router 109 during data transfer using TCP from the mobile
host 103 tothecorrespondenthost11l., Thesolidlinearrows
represent control packets used for the hand-off and the

broken line arrows represent TCP data segments transmitted

13



an access router, and CH indicates a correspondent host. It is assuned here
that a stationary host 409 in a 10 nobi | e network communi cates with the
correspondent host 407 . As shown in Fig. 24, the state transitions of the
nobile router 411 during a hand-off are divided into four. State |I: the
link ayer of the nobile router 411 is connected to the access router 403,

d the def aul i h : i nk
Fayer of the FEbrAE Sk eroed oot  £o o&@iﬁ g“%’ﬁ f%o%‘g%lbéearé%ies's”
403 t 405, i i i t]

ot swi teht B5E aSR8 Sl ad 22om FR SFEESRREtIE bR IR0 Ui D1

i me, the def : i ill th 403. State ILl: th
Link 1 ayer of ehe LhoBPRE 18arertates L X Mo aer tar i age%%sinr%hi-er 405,
A hi i me, ~t.he def aul i il 4 . Thi t at
continues. um 2P Sid st R ahEE ks 1 e AR SRR AR R sy Pl
t he access rogbe%ié(ﬁz%r]d swi tches the default ro_ut er fromthe access
router 403 to"th Ccéss router 405. State |IV: this is the state which

fol l ows reception of t ) %vl(,ﬁ'{i%e{*i?g‘é%;th?g B 1l QR ¢ %3%0%?%85:?#%16405

and sw tching of the router fromthe access router 4

e N D

[
default router aremt:)Lothl}‘t he access r ayer

gOi nts and defaul L,GophGESthE ddESEpditiet hdst hY12r Rastigard &edidd) Tabl e
these TCP data segments, continues to transmit TCP acks.
Henceforth, as shown in Fig. 26, the TCP ack P7 is lost and
no TCP acks reach themobile host 103 following the hand-off.
In this case, the mobile host 103 is unable to obtain an
opportunity to transmit the next TCP data segment, and thus
the TCP throughput declines dramatically.

Next, a problem which arises when the mobile node is
a moblle router in the second mobile communication system
will be described.

As shown in Fig. 22, packets Pl and P3 transmitted
from the correspondent host 111 to the stationary host 205
are normally transferred from the correspondent host 111
to the home agent 105 to the access routers 107, 109 to the
mobile router 203 to the stationaryhost 205 to thereby reach
the stationary host 205. However, during a hand-off of the
mobile router 203, some packets do not reach the stationary

host 205. For example, 1f the home agent 105 is in state

A when the packet indicated by P2 in Fig. 22 reaches the
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11 Tabl e 6 STATELI NK BAYER CONNECTI ON PO NTPEFAULT

ROUTERI AR403AR4031 | NONE( BREAK) AR403I | | AR405AR4031 VARA05AR4A05 SUMVARY OF THE
| NVENTI ON However, it has been found that the foll ow ng problens exist in
the state transitions of a conventional nobile node during a hand-off as
descri bed above. First, a problem which arises when the nobile node is a

mobi | e host 'ﬂa%gea‘%éiégogobeﬂégaggww%'elna BLERkbl e dasaigibed. As

shown in Fig s”P1 an transmtte romthe correspondent host

|11 to the mgg&ﬁeQQ%OA]lOB ? gcf{égﬁgﬁug Ayt epsed < £ pmd clj%1_,%%rcrh%%pondent

host 111 to t one agent e access routers 107, 9 to the nobile

O e host 195ERY %%Cﬁufmem erCehpStoatikte Purd §9ﬁﬁt58”ﬂf afdce@fs the

nmobi |l e host 1 owever, sone packets do not reac e host 103 .

rit e ﬁ@ew%&%mw%gg O

agent 105, one a In stateA, a

transferred tooyhe gang-oh Addnessckofles hbeb o vmbidiechos icg%rmaj al r eady

reached state en“this pac Is transmtte

access rout em&@% zdﬁaleﬁske&héﬂoma Atwd9aeh 7t e TRkl ga st 1433 and

t hus packet |oss occurs.
OCCurs.

Fig. 27 shows a sequence occurring when the mobile
router 203 hands off from the access router 107 to the access
router 109whilethe stationaryhost 205inthemobile network
207 is in reception of data transfer from the correspondent
host 111 using TCP. In Fig. 27, the solid line arrows
represent control packets used for the hand-off and the
broken line arrows represent TCP data segments transmitted
from the correspondent host 111 to the stationary host 205
and TCP acks transmitted to the correspondent host 111 from
the stationary host 205. States I to IV and states A and
B in Fig. 27 correspond to the states I to IV and states
A and B described in Fig. 22.

As shown in Fig. 27, the mobile router 203 does not
stop routing TCP acks until directly before state II, and
thus the correspondent host 111, having received these TCP
acks, continues to transmit TCP data segments. Henceforth,
as shown in Fig. 27, at least two TCP data segments P5 and
P6 are lost in succession. When a plurality of TCP data

segments is subject to such successive packet loss, TCP

15



A sequence occurring when the nobile host 103 hands off fromthe access
router 107 to the access router 109 while in reception of data transfer
using TCP fromthe correspondent host 111 is shown in Fig. 25. In Fig. 25,
the solid line arrows represent control packets used for the hand-off, and
the broken line arrows represent TCP data segnents transmtted to the
nobi | e host 103 frog1tge coires ogdent hos% 111 and TCP acknow edgenent
signal s (TCP HRKSVIPPUASAFELERCF r SFAPALLGBbtY e host 103 to the

dent host 111. States | tqJV.and states A and Bin Fig. 25
cor  espond 1o the. ssrut oA ok SR S8t lieaindrd Anery 20

R R e e e

e, a3 Shoth PERE R BArLllE RE e R BB e
successi ve paﬁi%t_slf%gé?narfg lf%s?%té%%dtn C fnﬁgéi %éﬁ?%%ﬁ@ybﬂ]ﬁ 3&1626 shows
out o1 107 ¢ coPREe SERBEENF GUiveF 1bb HURThd Gt athr BHLT iy PR 1 om t he
opr ecent - conttBF G SoRESRC b oFiid oA BT 1S ARBLCHE EYBRENS TRE arr ows
represent TCP?‘g&th ggtge%ggﬂgﬁdt#é%srgr%@g JI?l?r_ets((g3n h?rcgg:d{aﬁﬁp%%?&tnt@%t 111

fromthe nobi acks transmtte e correspondent

host 111 to tPPaHRﬁH:@e@%ttr{e%r%féan dntlfodtV1 8 r&h%@%ﬁ%%@?ﬁ% n Fig.

26 correspond to the states to stat es AandB descri be 1g. 20.

As shown in Rigst28ps5 tARy M e kR0statRi9088 PREm SURP dordRaPdnldeng TCP
dat asegnments until directly before state Il, and thus the correspondent

host 111, havhdgtrecei ¥vedndase tihfaf hoxrgment s, seordd Muesp ty ahansmi t
TCP asks. Henceforth, as shown in Fig. 26, the TCP ack P7 is |ost and no

TCP acks reacét4bes mkideshostrid3 Aokbewesgohbecdiane- etatesnI tiy gvcase,
the nobile host 103 is unable to obtain an opportunity to transmt the next

TCP dat a segn®idl, states hisanded TddEs ¢ hiloeg hhutrideclaznes dramatical [y. Next,
a probl em which arises when the nobile node is a nobile roister in the
second nobi | e commuis catavon isyEtigm 28} | the mbdddel bedte A2 Ghaues moEi g. 22,
packets Pl and P3 transmtted

stop routing TCP data segments until directly before state

II, and thus the correspondent host 111, having received

these TCP data segments, transmits TCP acks. Then, as shown

in Fig. 28, the TCP ack P7 is lost and no TCP acks reach

the stationary host 205 following the hand-off by the mobile

router 203. Inthis case, the stationaryhost 205 is unable

to obtain an opportunity to transmit a TCP data segment,

and thus the TCP throughput declines dramatically.

Next, a problem arising in the state transitions of
a mobile node during a hand-off in the third mobile

communication system in which the mobile node is a mobile

host will be described with reference to Fig. 23. When the
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fromthe correspondent host 111 to the stationary host 205 are nornally
transferred fromthe correspondent host 111 to the hone agent 105 to the
access roisters 107, 109 to the nobile roister 203 to the stationary host
205 to thereby reach the stationary host 205. However, during a hand-off of
the nobile roister 203, sone packets do not reach the stationary host 20S.
For exanple, if the home agent 105 is in state A when the packet indicated
by P2 in Fig.liekrkaveresamection Reietagedt theslefignd thaonderppatsh
transferred to the care-of address CoAl. If the nobi|le roister 203 has

al ready reachéstatatleany srafautVheragket st b angudiiad pronsthomobdleo access
roi ster 107, the packet P2 does not reach the nobile roister 203.

Natural |y, theoplck®t tP2theeeprissnoagen Tt Restt4l ar8ryeERSYe205 hehin t he
nobi | e network 207 and thus packet |oss occurs. Fig. 27 shows a sequence
occurring wheace®es npiter ritisthed spgsthandehefded frreteeccdgscessst er 107
to the access roister 109 while the stationary host 205 in the nmpbile
network 207 iEouhe¥ et@ptinFigiteddt antr afseer FOWiR% HY X dfy 6§588déM? host
111 using TCP. In Fig. 27, the solid line arrows represent control packets
used for the #RAEVITEREY FHe WBEEREROPARB A DG O e dden Bt rERORALN
segnents transmtted fromthe correspondent, host 11%§t0 t he stg&i onary host

205 and TCP aRKEWP¥Ansmig d¥PRid & hestoceaddongantonbEensni tr PafKeRE
stationary host . 205. ates T to IV and states A and B, i ig., 27

cor r espond toa‘%%eﬁ%‘?%? q%et%oqué?ﬂi‘cgetrﬁis}é s‘%\agﬁan%sagggﬁljg@gdrsﬁagpg_ 22.
As shown in Fj 2{) the nobile roister 203 does not stop routing TCP acks
until di rectlt/&)e‘? 7R state | T, and thus the correspondent host 1J.1,

s CE hed bRt A AT s QAU AR ARSI | o
B oot oo HAEEE R 2B 0 R A A T poqyh) ect 0
Access Control) address of these packets is the MAC address
of the access router 403. However, since the connection
between the 1ink layer and the access router 403 has already
been severed, these packets do not reach the access router
403 and are not routed to the stationary network. Hence
the problem here is that packets transmitted to the
correspondent host 407 from the mobile host 401 in state
II or state III do not reach the correspondent host 407,
or in other words packet loss occurs.

Next, a problem arising in the fourth communication
system in which the mobile node is a mobile router will be
described with reference to Fig. 24. Only when the link
layer connection point and the default router in the mobile

router 411 match (state I and state IV), packets which are

transmitted tothecorrespondenthost 407 fromthe stationary
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Meanwhi |l e, Fig. 28 shows a sequence occurring when the nobile router 203
hands of f fromthe access router 107 to the access router 109 during the
transfer of data fromthe stationary host 205 in the nobile network 207 to
t he correspondent host 111 using TCP. In Fig. 28, the solid line arrows
represent control packets used for the hand-off and the broken |ine arrows

represent TCP data segnents transmtt to the rr espondent host 1 from
the stati onarQP%%ﬁtogzgﬁdaﬁﬂu?émg?’ﬁn‘gﬁtbtyeggﬁr%%?} %%’rr{reé‘sﬁiident
host 111 to the stationgry host 205. States |.to .V apd states nd B in
Fl . 28 corr ARRRECESPALIEREAS Toa%E PO ShtnbE e AE SRt Es G8ceribed in
Fig. 22. As shown in Fig. 28, the i.l e router 203 does not stop_routing
TOD data seqrR S TnEactns EEREeTpal o STAES T Posmepad aer 105

correspondent, host 111, having recei ved these TCP. dat ts, .transmt
TCP acks . THdhSTatesHOWARAT FHtEA 58 thecoR eeSBRdE NOSEoly ARFIAE Tep
acks reach t statiqnary host 205 following the hand-off |, the nobil e
router 203. 11§ Ft@tdRIE, ytﬂ%‘t"g‘?]é rog}la\’rey\flhogﬁy%ggi Eh%ﬁ%ﬂﬂ yet GOUbELI n an
opportunity to transmt a, TCP data seqnmen and fhus. the TCP t hr.oughput
o noa 4 ardfit PRI aErp Tort E S Tt e AN d 1 Pub BB T ESpbm@HEouL

bi | de duri hand-.of f j h hird. nobi | ' [ [
ahi ch the oI e VA HoSheu b iob e Tod (i o POrLEence Lo

Fig. 23. Ve he 16 | i ayer connection point and the default router
mat ch (stat er}ﬁf aarﬁldlsstta%tee %f ,éllie)saocket s transmtted fromthe nobile host 401

to the correspondent, Rast A9/ AL Stace! ¥od i d Hgfgﬁgﬁlsﬁ%%é’i Qs pLch 1's

set as the default Fouter (accéss router 40371 n’s access router

405 in state alc\%elslagggﬁﬁ%}%3t,%ﬁ&‘%h&?éf&?é’%gedbtségk‘?%ti%%g%i@ aHB§e§Eati onary

networ k. The no ost continues to transmt packets addressed to the

corr eSpondentqu(@{es@J?a'@cesctsati% kheaflc siddfedd bR alc'&e?sa‘.;cguk:érand

state |11, the defaul router is the access router 403, and therefore the

destination M3 ( MedivavResessn&8HOLInAEEE €55 vRftwickes enpackat §agért he MAC
address of the access router 403. However, since the connection between the

link layer anrthd hteageesss’ soiiesr 403 has already heen seenealry), thhsse
packets do not reach the access router 403 and are not routed to the

stationary nefamidts denps teechridly £rades eolset HAB ad kelesndt abgAett ed to

t he correspondent host 407 fromthe nobile host 401 in state Il or state
11 do not rdaclihehsetzbiorappmemortiost Hé0Te tWre pmobflkerhewe ds pheket | oss
occurs. Next, a problemarising in the fourth comunication systemin which
the nobil e nedelefs tnsnidm ttad dirom Ithebstagdorabydhasth4Pef épebbe to Fig.
24. Only when the link |ayer connection point and the default router in the

nobi | e rout ecWrESRANIENC $estedP7 i ch are royted dur kdes shptéAnare
Lransm tted O e Ui B e e e Tohte M "Gat Sy 'Y 11 ang
state III do not reach the correspondent host 407, or in

other words packet loss occurs.
Hence an object of the present invention is providing
a mobile node, mobile communication system, and
communication control program which are capable of
preventing the occurrence of packet loss during a hand-off

period.

A mobile node according to the present invention is
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host 409 and routed along the way by the nobile router 411 are received in
the access router which is set as the default router (access router 403 in
state | and access router 405 in state TV) and routed to the correspondent
host 407 inside the stationary network. The I P layer of the nobile router
411 continues to route packets addressed to the correspondent host 407
transmtted by the stationary host 409 in state Il and state IIl also. In
state |1 and stmokllelpodéefaeftuansmiditiog aspetkebceeryr Fpingmesss, and
there fore the destinati on MAC address of these packets is the MAC address
of the accessfpouioerf 403 ngHoves gpackethcdur bieg canhabdrofifbdended tamel | i nk

| ayer and the access router 403 has already been severed, these packets do
not reach thetasnemstiongethe0Buiierade packetowhen ttdishdagdaifdndisy
networ k. Hence the problemhere is that packets transmtted fromthe
stationary hostmgletee vherebnrispariam desstmipzswhherperod surddiat o t he
stationary network side by the nobile router 411 during state Il and state
111 do not redbhchhehe prcksohedmtisged guhedpashs @tfhghemcﬁé@klet | 0ss
occurs. Hence an obj ect of the present invention is providing a nobile
node, nobile sbatuai et tha $yskehpvandoEobmamadti®omadht rol program which
axe capabl e of preventing the occurrence of packet |oss during a hand-off
peri od. A nobil e node theserkii Ignededrsopdisgric the presentiigvegtion, nobil e
node for transmtting a_packet conprising neans for buffering the packet
during a handpéﬁkeﬁé?JdﬂlEﬁ@eFP&H%ﬁFPFFHthﬁédHEFF%H%HaBQCREgPﬁﬁéﬁdthis
hand-of f is conplete, wherein the neans determ nes the period during which
t he packet i s2BRf PAEEGTSR (TR ShaR PRENGoRRBBFTORLERatHE 1B the | i nk

| ayer of the pobile _node., In the bi )l e node, according tq the present
inzenti on, paEﬂ’é?"Rﬁ?cfheWe‘? F@dbgRFr rtetdeaaﬁgfeigﬁ e -SH‘E*Ftﬁgri od are

buffered rather th eing transmtte uring the hand-off_ periaqd, and the
buf f er ed pack‘é]{)gna etb]?%%gﬁ?ffelds vﬁ%??q‘ta%ee ‘ha%fl-%flfe?‘gp%’orﬁﬂ%e& ?‘R§Sa
result, packef .lQ33;Q§C4hEIRY UALAG-Fr PARG:QId RS Y (SAR G Sy event ed.
It is preferable that the period during which packets
are buffered by this means is a period from the beginning
of a 1ink layer disconnection period, during which the 1ink
layer of the mobile node is not connected to any external
links in order to switch connection points, to the time
following the end of the link layer disconnection period
. at which the access router providing the newly connected
external link becomes the default router. With such a
constitution, the packet buffering period can be set highly
appropriately, whereby packet loss can be prevented with
certainty.
It is also preferable that this means detects the
beginning of the link layer disconnection periodby a signal

from an interface which is connected to the external link,
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It is preferable that the period during which packets are buffered by this
nmeans is a period fromthe beginning of a |ink |ayer disconnection period,
during which the link |layer of the nobile node is not connected to any
external links in order to switch connection points, to the tine follow ng
the end of the link | ayer disconnection period at which the access router

roviding the ne connected external |ink becomes th ef.ault router.

\F;\'It h sucﬁ a @d?fis\t{:%&t th,s I{‘?I%nf)éji,e&@tc%ﬁu?fcg}a}qﬂf B Fo% Cﬁ%{%“ﬁg 8P Aitghl y
appropriately, whereb acket. | Qss.can be preventied w th certaint It is
BP0 bt e or Al St TRAnA bt RoERE Lol 6875 inbh B aGHHHOBE - + M o ARRayer

di sconnecti on period b\t/,a si gnal fkognbﬁ)&;' nterface, which is c%nn cted to
the external 4 FARSt18§UtigR4 theParkp L 1BG BT 0% SR ESTRCERE def aul t

router by a signal fromtihe IP |ayer of the nobile node. Wth such a
constitution,2H Wl%ﬁqgr?%ﬁé@ri od can be detected appropriately and
easily. Tt is also preferable that this means does not buffer
aroutersolicitation forrequestingtransmissionofarouter
advertisement from the access router. If all packets are
buffered, then the following problem arises. It is
generally preferable that the mobile node, having switched
connection links, receives a router advertisement as early
as possible in order to learn the default router on the newly
connected link more quickly. Hence, the mobile node is
capable of transmitting a router solicitation to an access
router directly after the end of link connection point
alterationusing amulticast addressed to all of the routers
on a link. However, when all of the packets are buffered,
the router solicitation does not reach the access routers,
and as a result reception of the router advertisement in
the mobile node is delayed. If router solicitations are
not buffered, then a router solicitation transmitted by the
mobile node reaches the access routers and the mobile node
is able to receive a router advertisement more quickly.
It is also preferable for the mobile node to receive
a TCP data segment and transmit a TCP acknowledgement signal

corresponding to this TCP data segment, and for the means

tobuffer the TCP acknowledgement signal during the hand-off
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Tt is also preferable that this neans does not buffer a router solicitation
for requesting transm ssion of a router advertisenent fromthe access
router. If all packets are buffered, then the follow ng problemarises. It
is generally preferable that the nobile node, having sw tched connection

i nks, receives a router advertisenent as early as possible in order to

| earn the default router on the newly connected |ink nore quickly. Hence,

t he nobi | e noperisdeasabranshit thadmififisneg BCF eckepvwiedpenent séaned an
access router directly after the end of |link connection point alteration
using a nultiwclast tddressddofd ddicaripléieerouters on a |link. However, when
all of the packets are buffered, the router solicitation does not reach the
access routers, andlimshasmegiille natepitbacshovhedgentret shdualsivbémbnt in
the nobile node is delayed. If router solicitations are not buffered, then
a router soligeraticon ke ansansniditdsy dumeimpbihe hend-oEhchesio@eazecess
routers and the nobile node is able to receive a router advertisenent nore
qui ckly. It ilsuBfevedr diwriagl dheorhand afthhiperinderabheecthar helop data
segnent and transmit a TCP acknow edgenent signal corresponding to this TCP
dat a segnent,trag@shbitede rdembufbeped f6F aorCdredgauaid stgerenarsi gna
during the hand-off 20 period and transmt the _

buf f er ed TCPackrenétgeRd mhsingre hapdnofhd hapErottei s Thoigpl Btrce IRPt hi s
nobi | e node, TCP acknow edgenent signals which were to be transmtted
during the hawnekepvledgenentr &igupteraBediPringrenemhihadofRrpBei 68er at her
than being transmtted. Thebuffered TCP acknomﬁedgenentsignals are

transmitted WARPETHEL ALY F Dosheniff R taTRGEMER T A & erEpareRASRrPEdgenent
A 1 B b T v
Craner tt e 1o AR o8 Hantb et 1o ton SRR SeRo e st Sldres SxPe
hcknowl edgenshierhar s SFPES Y i gl s e kT e 2R, 8oy o,
(appr ox; ot el SCTIAES oat ¢ el 58 (TERERAER:1 8 node, I the wni o

| data transfel, | sq hawkadydue 10p SURGSHPLAGerlbR Q%ﬁlafgggsﬂhfkgn?ad,equa' S

at
t he amount of time taken for a TCP retransint tinmef to expire (equival ent

to "Tr" in Figsta 35 4 £ u%aﬂga*rcbeiaémaqrt%asegaadthi;@rpee.c&%@pbgﬁaﬂhus TCP
t hroughput deterioration due to TCP acknow edgenent signal buffering is

smal | er than gk dridiaug ittt iget eakenatd otk er 4ol qapbyrexIePrdaya
segnent loss. As a result, a dramatic deterioration in TCP throughput
during the hanbres oroflesbe. nobi khenmdesc Aanke fheyperted.dXing whichk al so
preferable that the period during which TCP acknowl edgenent signals are
buf f ered by tdetardanmsisferaipdrabtkd dom to prenstserivien®€dP tdate befmentt he
begi nning of a link |layer disconnection period, during which the link |ayer
of the nobil eloadiedw kpttheoaneunedof & iy takear far 4 TP rebrandsitt o

swi tch connection points, to the time follow ng the end of the link layer
di sconnect i orFigee s 3@ gEPAEC ReHREVRERIE SO OdFeripFdEsdi Af theBneang
connected external |ink becomes the default router. Wth such a

consti tution,2% NeeaTP RRNIFSUGenENt el e buf fEEndChethBaughnube set

hi ghly appropriately such that a dramatic deterioration in T t hr oughput
ca% bg fEPt h?g,etbqre'vé‘qﬂ‘éjcﬁn due to TCP acknow edgemeng signal bugfpering gnp

is smaller than TCP throughput deterioration due to
successive TCP data segment loss. As a result, a dramatic
deterioration in TCP throughput during the hand-off of the

mobile node can be prevented.
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It is also preferable that the neans detects the predeterm ned tine before
the beginning of the link |ayer disconnection period by a signal from an
interface which is connected to the external |ink, and that the means
detects a change in the default router by a signal fromthe IP |ayer of the
nmobi |l e node. Wth such a constitution, a TCP acknow edgerrent si gnal
buffering period can be detected appropriately and easil is further
preferabl e that thelteghalser Péleﬁﬁr?@ﬁ?ea‘ékﬁbmg}é%ld@@rﬁd vagﬁa!lq WBLESr i ng
upon each TCP connection, and that when, upon each TCP connection, a newy
buf fered TCP HeRrRmlinatyeanisramedity sdlonadr é§soha§fe6e@ IR hea e assgAsnt wit h
a larger sequence nunber than a currently buffered TCP acknow edgenent
signal, the cumegiod fsonfapsedetprrinedatiteledogenthe RaGRing ofepl aced
by the newy buffered TCP acknow edgenment signal. Wth such a constitution,
the space requikisk flﬁyafuﬂﬂéﬁpﬁge‘FCPOacRﬁéw d@#eing it $head ipk

econom zed. A nobile node may_also transmt a TCP data segnent, and the
means may buf¥ayex e toe mabalgé@%@tlSd@Mtngowéchfaﬁdt%fafan@ﬁtéanaﬁd
transmt the buffered TCP data segnent when the hand-off is conplete. In
this nobile nbbeks Tap eder s’é@rﬁéﬁ‘t%@%ﬁ%%@q PoBetEr akonitheediBgri ng t he
hand-o f f period are naqt transmtted during the hand-off period but are
buf fered. ThefbIFIEkRg thepeast 8f sEBﬁeH%ka%‘%\’?I? aﬂ#ssrﬁqntn&ﬂ:t\?oﬁé‘npﬁﬁéoﬁland of f

is complete . Thus, since TCP data segnents, tra smtted uring the
hand- of perl%wwlb&l"reeéﬁ%&?nﬁo?%@ga?&% Lyt o Sil3nspangrgen

:sL;S,ln Z?ttiﬁdﬁta%&%%‘jv%% FhoreeHe T PhRara e S&Wpﬁgg {*&hﬁfg PFEdge:f’”e
the 1 anem { (TR ot S etibnl 6 aPe FPARGHEERERt 5 PHatnbatre ABde. ©
Duri ng_the Pt oc 4 b bt £ J363:980180L8, A £abULLE e%raﬁgtcge”ansfer

usi ng TCP |s thi's p anount n for
e oot doBUpEH SRUEL MO0 ASIS o AR BSOSl
]Q(F;PO([; _ll{rc‘::atlz/gto trangmis aanggP ﬁﬁéﬁeéﬁﬁﬂ@nthﬁﬁu%é hBEn8MaUREC-PE thae taken
predetermined time before the beginning of the link layer
disconnection period by a signal from an interface which
is connected to the external link, and that the means detects
a change in the default router by a signal from the 1P layer
of the mobile node. With such a constitution, a TCP
acknowledgement signal buffering period can be detected
appropriately and easily.
It is further preferable that the means performs TCP
acknowledgement signal buffering upon each TCP connection,
and that when, upon each TCP connection, a newly buffered
TCP acknowledgement signal corresponds to a TCP data segment

with a larger sequence number than a currently buffered TCP

acknowledgement signal, the currently buffered TCP
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retransmt timer to expire (equivalent to "Tr" in Figs. 25 to 28, and at
| east one second, for exanple). Thus TCP t hroughput deterioration due to
TCP data segnent buffering is smaller than TCP t hroughput deterioration due
to the inability to obtain an opportunity to transmt a TCP data segnent.
Hence a dramatic deterioration in TCP throughput during the hand-off of the
nobi | e node can be prevented. It is also preferable for the period during
whi ch t he TCPagkhavwdedmenestasbobal fis acbmhacatk byebhe Brevhe kitff@resd from a
predeterm ned time before the beginning of a link |ayer disconnection
period, duringCRhcknewnkeddanentagepnad -t W&l Ebisch neeastitubiorotiéct ed to
any external links in order to switch connection points, to the tine
fol | owi ng t hespageoreghered nfor it atiigbAtEcarbnopbedgement \iHigsr lishe
access roister providing the newy connected external |ink becones the
defaul t roisterD Yet Bconemiaedonstitution, the TCP data segnent buffering
period can be set highly appropriately and a dramatic _deterioration in TCP
t hroughput can be f&ridliley fay. aileoj srangiiHer BEBfE3EdISeIeRL t he
nmeans detects the predetermned tinme before the beginning of the |ink Layer
di sconnect i on2p@r Fgé Boans fghAufhadmtdie TeFefrhe oS ofnent i M@ thédEed to
the external |ink, and that the nmeans detects a change in the default
roi ster by a BRBAaPIfrRARIIkaPs tagesnbt theebubbered d6fedatvseemendn a
constitution, the TCP data segm,snt buffering period can be detected
appropri at el y"Bgg She hapdre{l HEamMBPLIRE®a nobile comunication system
according to the present, i nventi on ¢conpri sgs a nobile noggﬁgor transmtting
S

a packet and a pl ur 2Pt HPORELESROTRUL PSR FHEAHIHY YR €8 node

ith external links, wherein the bil e no conprise ans faqr_ bufferin
this packel dBFITGT ST aashr e R aRa oF RENIO Phg e HPRESd hacke! -
hand-of {1 conphefcRd Rend 0% s 0o Dot RPRIAR B8 LB Rede A Ch (e

packet s bUf'féﬁeQaQPnts{elﬁggﬁg%is ok té&gnoﬁﬂ[{f]‘cgcﬂ el A4S HahdlBeel ik |ayer

of the nobil e node. € no nobi T e comuni cat’i on system

accor ding 10 i, PLesentnivlenl oD TcBALke! seiliall MPL ok e siiaRsy {t ed

during a hand period are not transmtted during t of f period but

are buffered. s\hengt henhandsabt o comlieke, the Rufaiednpagket scare
transmtted to the access router providing the newy connected external

link. tAsda I estkhowDE8EEheh ©SI RRAW &8 rHH MG t_dNed Enethdb PRS hedecan be
prevent et and no TCP acknowledgement signals become subject to packet
loss. When the TCP data segments are transmitted following
the hand-off period, TCP acknowledgement signals
corresponding to the transmitted TCP data segments are
transmitted to the mobile node. During the period inwhich
the TCP data segments are buffered, data transfer using TCP
is halted, but this period equals the amount of time taken
for thehand-off (approximately l00msorless). Ontheother
hand, the period in which data transfer is halted due to

the inability to obtain an opportunity to transmit a TCP

data segment equals the amount of time taken for a TCP
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It is preferable that the period during which the packets are buffered by
the nmeans is a period fromthe beginning of a link |ayer disconnection
period during which the Iink |ayer of the nobile node is not connected to
any external links in order to switch connection points to the tine
following the end of the Iink |layer disconnection period 25 at which the
access router providing the newy connected external Iink becomes_the
defaul t rout efet xRkl dAnaercBA¥RIAS deIViKalpRE K gﬁffﬁﬁlFﬁg?spezﬁod can
be set highly apfroprl ately and packet |oss can be prevent ed with

Certainty. |tt@s2®d sanrat ekedite @%tsﬁqi@%aﬁ%r il -he TBESI RRFNng of a
| ink |ayer disconnection period a signal froman interface which is
connected to ﬁh}@‘&(ﬁ@%%éﬁtﬁfh?raﬁhént% tonECheana sravantsbHIEREARE in the
default router by a signal fromthe IP _|ayer of the nobile node. Wth such
a constitutiohs @W%ﬁ&k@%a%lﬁqper‘ihﬁﬂiﬁm% dexfrieraéient d4eappr 5pei atel y
and easily. It is further preferable that the nmeans does not buffer a

rout er sol i ci tHahEBrY r@qﬁ%??ﬁg@‘?—eﬁ’ﬁ?ﬁ%@%%f@ Fpaberlad &F d8RBnt from
the access router. Wth such a constitution, a router solicitatjon

transmitted BSRIMP bR Choddredadicsdake Rl dRetCP ShgORANEUEhe
node. may- al s 6L s, hAES Bin ode e RO LAY G PonPERY-AEERSS. 1 out er
Cor tespond! ng. to | M TEr LR BTEEGRERLE S ChAd LR SOF L ER A FBenode may
Cranai t ¢ he BA FAgy =58 8”@%%’5&%&? i BY A mean, B B e beraRfe,

Fz’go‘“ ding the.ngn Y SUMGELRI @4 @103 pbEBK AR SR DAL Al o' 31601 ete.

layer disconnection period, during which the link layer of
the mobile node is not connected to any external links in
order to switch connection points, to the time following
the end of the link layer disconnection period at which the
access router providing the newly connected external link
becomes the default router. With such a constitution, the
TCP data segment buffering period can be set highly
appropriatelyandadramaticdeteriorationin TCP throughput
can be further prevented.

It is further preferable that the means detects the
predetermined time before the beginning of the link layer
disconnection period by a signal from an interface which
is connected to the external 1ink, and that themeans detects
a change in the default router by a signal from the IP layer
of the mobile node. With such a constitution, the TCP data

segment buffering period can be detected appropriately and
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In this nobile conmunication system TCP acknow edgenent si gnal swhich were
to be transmtted during the hand-off period are not transmtted during the
hand- of f period but are buffered. The buffered TCP acknow edgenent signals
are transmtted to the access router providing the newy connected external
i nk when the hand-off is conplete. Thus, since TCP acknow edgenentsi gnal s
are not transmtted during the hand-off period, no new TCP data segnents
are transnmitteabikyt he nobile node fromthe correspondent node and no TCP
data segnents becone subj ect to packet loss . Wien the TCP acknow edgenent
signal s are transniMeawhblehe agedds commerlcallonisysteReaREARAERE peri od,
new TCP data segnents are transnitted to the nobile node fromthe

corr espondenttqotibe. mHaseng t Feveekivd FAMBRE €8S t Be MPER 1&c KRAR efigEnent
signals are being buf fered, data transfer using TCP is halted, but this
peri od equal stXaresmibiing of Pa¢ket Raken Plorat ASYHIhacerss (EPPada hatel y
100nms or less) . On the other hand, the tine in which data transfer is

hal t ed due tPEUCkHET Faetapbiihe fodegwbhl 9xdernadubiske hehersdm the time
taken for a TCP retransmt tinmer to expire (equivalent to "Tr" in Figs. 25
to 28, and atmqleike nede @@Wﬁ@,esffﬁﬁa@(g%bé ferfpgdhicPranrugnpiing
deterioration due to TCP acknow edgenent, signal_ buffering is smaller than
TCP t hr oughpt h@ewdsdifdr perdpddead tie anfidddingetireoybier ab gacket B8s. Hence
a dramatic deterioration in TCP thr,oughput durijgg t he harég;]off of the

mobi | e node CEtf FEGHTHAEET PFOVIALNP TR St b O RLt eGn8*¥p&FPBY duri ng

whi ch the TCP acknow ' I buf f by th . i od
from a pr edetEit HB™ i HoRBaRor b HRE BEY FhA B B ns TeHe Papgpmines” P! €
di ti iod, duri whi.ch |i Rkl t il de i t
connocted 1 o A PEvLEAdr R GG eA st oY Evienatoat e BaPRLs, to
the time fol lowng the end of, the Link.! ayery disconnestionnpephoghat which
t he access raouter providing thé nemfy connected ext'ernal” ['I'nk bécones the

default routg[ g Wth such a constitution, the TCP acknow edgenent signal
buffering period can be set highly appropriately and a deterioration in TCP

throughput can be fiyf themd¥iACRLEE orl tnd fioBli3e d¥he!AltS Josysbenmeans to
detect the predeterm ned tine before the beginning of a |ink layer

di sconnect i oy It Prh Py JTRABSpLéséntS iR thod) pAcket &N Wairehtbs
connected to the external link, and for the nmeans to detect a change in the

defaul t rout ege byafieangtell dusirgnalhandwttthset fvd ayerndd tthesmbbtég node.
Wth such a constitution, a TCP acknow edgenent signal buffering period can

be detected aphpriopy i cthel yanddoBAspeyiodtbus &vet baffprefier atiten f et he
means to performbuffering of a TCP acknow edgenent signal upon each TCP
connection, aehdrrelt ispoemebete, TCRedonfEteddnaciehevdne budhemett§CP
acknow edgenent signal corresponds to a TCP data segnment with a | arger
sequence nuniier thR@radns cankentdnpwigingr the NeERlyicorwdtgeashersabnal , it

is preferable for 28 _
link. As a result, packet loss occurring during a hand-off

period can be prevented.

It is preferable that the period during which the
packets are buffered by the means is a period from the
beginning of a 1link layer disconnection period during which
the link layer of the mobile node is not connected to any
external links in order to switch connection points to the

time following the endof the link layer disconnectionperiod
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the currently buffered TCP acknow edgenent signal to be replaced by the
new y buffered TCP acknow edgenent signal. Wth such a constitution, the
space required for buffering TCP acknow edgenent signals can be econom zed.
The nobil e node may also transnmit a TCP data segnent, and the means may
buffer this TCP data segnment during the hand-oft period and transmt the
buffered TCP data segnent to the access routgr roviding the newy
connect ed ext &F P FR Nk URSIT 4T TRARET OPEOT %Q$hﬁ@ﬁe?eﬁi¥19%n§eﬁﬁﬁﬂie
communi cati on syste TCP data segnepnts which were to be transmtted during
the hand-of f P¥FeBE2Ar 41Kt PEFARER LREdIGERAPAY TRELRAND- BEFRPENFEd 2hut are
buffered. The buffered TCP data segnents are transmtted to the access
router provi dFegsSEhEUREARY toSnpRek e DXl 8F AP RSTHOWARR AneehAdERdMt s
conpl ete. Thus, since TCP data segnents are not transmtted qyrin% t he
hand- of f peri 8ePLABL EBFRLEpGRH NBETERL adRFEW SRRy emEnt PEFERRFSD afd th
transmtted to the nobile node fromthe correspondent node and no TCP
acknow edgemef®*§34REYs beconme subject to packet |oss. Wen the TCP data

segnents are transnifted foll ow ng the hapd- of eriod, TCP ackn edgenent
signal' s correspondi bl 8 Fﬁéotpﬁﬁgﬁfﬁ?%ﬂ ?%?£d£? ?@6H§n§§t§F%St gkénitted

to the nobile node fromi he, correspondent node , Duri e per.iod.in which
Lhe Tep dat o ReohERt RO HAE 1 TR NS RAATR oRBECr iot Heabd B8 £ S elRaca. "Dt
t.ime taken for .the hand- of f oxi mately

hi i od I f.

ELolofnspg;I Ioesg%lgm%ﬁ Bﬁ%aeg?%gtﬁ ‘P%é o lfgcon?ﬁcét?)%rqooghf’ne%?%%a]t(jQ‘B'E‘rkt’r ansf er

i hal ted d to the i bility t bt ai tunit t 1t TCP

ot oot B IRk BPeOPLE 'L PR AR L SO 2 1T
[ i val ; STE I-gs- t A t d, f

O ey ) Skt bl ool £nEL 801802 4 BRe 00 AL ALABS! 018, SEERN. 1O

puff ering 1s suldseh diltannlFhe Reougbaiisdatald pEalbaAiss R dnabi 11 ty

to obtain an opportunity to fransmt a at'a’ segnent . nce a dramatic

deterioraIicwhﬁﬁkgﬁgﬁgaépyggﬂyte£gq1$g t he hand-of f of the nobile node can
be prevented. 1t 1I's preferable that the period during which the TCP data

segnents are bufferegdiByrurte FEANSE d 1S DEHA 0EhE AN dd&4lebeblirregd tine
before the beginning of a link |ayer disconnection period during which the

link | ayer ofatbetepkidld diade ioh fatr ey £n aitys £xdres falrohitels in
order to switch connection points to the, time follow ng the end of the
link |ayer distoanetsenenperiracth athehiadcddse acuess.r ouWethpraowhli mag t he
new y connected external |ink beconmes the default router. Wth such a
constitution,comet TOPtHara seynvherbeblécihgtpeni bdanamibeedebyhitylel vy
appropriately and a deterioration in TCP throughput can be further

prevent ed. | tmolslbe S1de deaciigiSeal RECe T noaded  dandcikus Hargprebatder ni ned
tinme before the beginning of a link |ayer disconnection period by neans of
a signal fromedeiFierFacel ki h 9yt o ardd segeitfe "oXte @dICXlynk, and

t hat the neans , ,
The mobile node may also receive a TCP data segment

transmitted fromthe access router and transmit to the access
router a TCP acknowledgement sighal corresponding to the
TCP data segment, and the means of the mobile node may buffer
the TCP acknowledgement signal during the hand-off period
and transmit the buffered TCP acknowledgement signal to the
access router providing the newly connected external link

when the hand-off is complete.
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30 detects a change in the default router by nmeans of a signal fromthe

| P layer of the nobile node. Wth such a constitution, the TCP data segnent
buffering period can be detected appropriately and easily. In order to
transmt a packet, a communi cation control program according to the present
i nvention causes a conputer to function as neans for buffering the packet
during a hand-off period and transmtting the buffered packet when the
hand-of f is conpl etEp widrisd n medideanscommgaication daywnteme t A&Pperi od
during which the packet is buffered on the basis of the connection status
of the |ink |ayenowledpenembisionaddathirh wene g ke toapsmbtteddutilog as this
nmeans in the conmunication control program according to the present

i nvention, packetsngriodif pertod ereenaty Ansndni ted guiniga tlee hand-offff peri od
are not transmtted during the hand-off period but are buffered, and these
buf f ered packetsiedéutr anskiufifereshenThadufdedect TCP e ckooplledgenasta
result, packet |oss occurring during a hand-off period can be prevented. It
i s preferabl esi¢raalsrrepbrppanttireddavbheragrricerouice WIFTiaigw et he
means is a period fromthe beginning of a |ink |ayer disconnection period
duri ng whi ch n¢ely cernegied aftamye lnbik vhen dé e kanwto fdohs eempd ete - any
external links in order to switch connection points to the tinme follow ng
the end of thHeNE$nikinepFCRIpSERANEREYBACPHeFilgnads arenot transmitted

during the hand-off period, no new TCP data segments are
transmitted to the mobile node from the correspondent node
andno TCP data segments become subject topacket loss. When
the TCP acknowledgement signals aretransmittedto the access
router following the hand-off period, new TCP data segments
are transmitted to the mobile node from the correspondent
node. During the period in which the TCP acknowledgement
signalsarebeingbuffered, data transferusingTCPishalted,
but this period equals the amount of time taken for the
hand-off (approximately 100ms or less). On the other hand,

the time in which data transfer is halted due to successive
TCP data segment loss equals the amount of time taken for
a TCP retransmit timer to expire (equivalent to “Tr” in Figs.

25 to 28, and at least one second, for example). Thus TCP
throughput deterioration due to TCP acknowledgement signal
buffering is smaller than TCP throughput deterioration due
to successive TCP data segment loss. Hence a dramatic
deterioration in TCP throughput during the hand-off of the

mobile node can be prevented.
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at which the access router providing the newly connected external |ink
becones the default router. Wth such a constitution, the packet buffering
period can be set highly appropriately, whereby packet | oss can be
prevented with certainty. Tt is also preferable that the nmeans is caused to
detect the beginning of the Iink |ayer disconnection period by a signal
froman interface ich is con t he ext lin i aused to
detect a change in% rijrﬁoeljfggFE&Peapglrbﬂ uﬁ’l@rﬁ‘f"ﬁﬁcﬁg% @8 of the
nobi |l e node. Wih s stltU|on et bufferin eriod.can be
det ect ed appr%‘ﬁf?%‘t’ﬁ?@q 5%9??7 S BEC; bélqi&&??ﬁ;ry W%F@?BBI g%)ﬁﬁflf)ﬂe means

is caused not _to buffer router gol i Cfg tion .for uest | n% tr SSsi on
gfo coneh

of a router a%’?l‘é‘?t?d%??éjrﬁ FIMSth L 1BEcREECF B UG bEW tution,
Fouter . and UAEST K SOBRRE LioBe Tetay BUFanPLRH T ke b FRERJRIEPE soment
T O g S LSO SRR PO, e g fgoetve 7
o e R AR AR S
transmtti ng the. buff t%d LI&{( k#% QQSH}?Q& rl‘M& ﬁ_é{gﬁfg}a@g off is

COI’Tp| ete. e conp unc Ion as ans

acknow edge"e“é é@ﬁl et r%wlﬁgha% g&gﬁéﬁ%@'@é G, andf

period are noet‘ ransm d darin eri o are buffered. The

buf f er ed TCP et
t hehand- of f i scoé%}ﬁg\% %%%Tﬁgéugc %23?% aﬁﬁv%ue?}gen%jutuuon’ the

si gnal sar enotdc Qéﬂh&&rfgdgahéﬂ@ségﬂamu@%&rpﬁ@b@%oa%a@l% J&Pndghaysegnent s
are transmtte to the no e node and no TCP data segnents becone subj ect

to packet |osg, tdmey 168 @@@ﬂ%l@@ﬁ%%ﬁtiﬁlm@%ﬁr@u&ﬁﬁ@'&m bked
fol |l owi ng the han -of f period, new TCP data segnments are transmitted to the
mobi | e node. fuFEHgr theepaidedl i n which the TCP acknow edgenent signals are
bei ng buffered, data transfer using TCP is halted, but this period equals

t he amount of tinme Itakien floo tthe feantblief fofappheomerakety d80sBtOothkess )

On the other hand, the period in which data transfer is halted due to
successi ve T@Er ek tte meigrahtt ines dediprad $hiehbegiounhgobft ankihakdayépr a TCP
retransmt timer to expire (equivalent to "Tr" in Figs. 25 to 28, and at

| east one seciiskoineckiampee)odMiuzeanpr ahacignnit fTdenearn onderbacdue to
TCP acknow edgenent signal buffering is smaller than TCP throughput

det eri or at i orwhiiveh tig sorBesteddorthedex tesryhdink, 088d Fenhddeamgpadat i c
deterioration in TCP throughput during a_hand-off_of the nobile node can be
prevented. |ttq defpeter 513@@9?—% thﬁé@%@ﬁlédrce}mmeymw ¢€m signal

buffered b ans c{s ap%riltgd S]‘JCohmg

acknow edgenent si

al
pr edet er i nedch?ri‘re%BSf zTrPgr iﬁ@eﬁeéjifnnpﬁé

constitution, a TCP acknowledgement signal bufferingperiod
can be detected appropriately and easily.

It is further preferable for the means to perform
buffering of a TCP acknowledgement signal upon each TCP
connection, and when, upon each TCP connection, a newly
buffered TCP acknowledgement signal corresponds to a TCP
data segmentwitha larger sequence number than the currently

buffered TCP acknowledgement signal, it is preferable for

28



33 | ayer di sconnection period during which the link |layer of the nobile
node is not connected to any external links in order to switch connection
points, to the tinme following the end of the link |ayer disconnection
period at which the access router providing the newy connected external

| i nk becones the default router. Wth such a constitution, the TCP

acknow edgenent signal bufferingperiodcanbe set hjghly appropriately and a
dramatic det eﬁrn@rqwrmnwmmﬁfﬁm@w aope edgemeat siehedt E. PRt i s

al so preferable that the means is caused to detect the beginning of a link
| ayer di sconnesn}appbivotihy nevdivgpaf fe¥ednTlsR a2 keewbedoswsith siign@dnnect ed
to the external link, and is caused to detect a change in the default
router by a JiiHalsuchomednstiputdyasy, shetsragpbrreinsdeombuffstidnga
constitution, the TCP acknow edgenent signal buffering period can be

det ect ed apprip? i ackrgwiepesit siqnalis qagy deeegonemézall-e that the neans
is Caused to performbuffering of the TCP acknow edgenent signals upon each
TCP connecti on suchthh&ebdAediodmBaYekir TEpPnEBARet LLEak? seargbuf f er ed
TCP acknow edgenent signal corresponds to a TCP data segnment with a | arger
sequence nunirEd ttHih Mg aEgr Pakt PyL baf fidted TFEPJat R niRdeRIe 1l nd R8I, the
currently buffered TCP acknow edgenent, signal is replaced by the

new ybuf f er ed @ otk RoRLIOFgeRe - A thewuhf TGP st SEgPRBh, t he
space required for buffering TCP acknow edgenent signals can be ecgnom zed.
30 I ordertq 5VEr 3RS TRUFEP RER CahERE MeUHYSC CRREr B SRRAINL T o
program may al so cause the conput to function as neans for buffering the
TCP data seg kd@?%gﬂ%%eh _cﬂﬁflspé:rci effd transmitting the buffered

TCP data segment when, { he, naodzof £l 9 60MRLS! G Bh, RS B9 L Bg famRYt e
which were to be transmitted during the hand-off period are
not transmittedduring the hand-off periodbut arebuffered.
The buffered TCP data segments are transmitted to the access
router providing the newly connected external link when the
hand-off is complete. Thus, since TCP data segments are
not transmittedduring thehand-off period, nocorresponding
TCP acknowledgement sighals are transmitted to the mobile
node from the correspondent node and no TCP acknowledgement
signals become subject to packet loss. When the TCP data
segments are transmitted following the hand-off period, TCP
acknowledgement signals corresponding to the transmitted
TCP data segments are transmitted to the mobile node from
the correspondent node. During the period in which the TCP
data segments arebuffered, data transferusing TCP is halted,

but this period equals the amount of time taken for the

hand-off (approximately 100ms or less). On the other hand,
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comuni cation control program TCP data segnents which were to be buffered
during the hand-off period are no.t transmtted during the hand-off period
but are buffered. The buffered TCP data segnents are transmtted when the
hand-off is conplete . Thus, since TCP data segnents are not transmtted
during the hand-off period, no corresponding TCP acknow edgenent signals
are transmtted to the nobile node and no TCP acknow edgenent signals
becone subj ecthe cppatket inowbichnhdata herampt efat &S seyhbnd sdee eterahsnitted
follow ng the hand-off period, TCP acknow edgenent signals corresponding to
the transm t tBeeOH Hatte ob§Aeht 3N ARPATtams Yt Cedt¥anshkt roBCPedabde.
During the period in which the TCP data segnents are buffered, data
transfer usi ngedGmt saHallsckhe pupunhiod bipe §akequirs atHe sabuaRsBLtti ne
taken for the hand-off (approxinately 100ms or less) . On the other hand,
the period intieekarRiteahefetvitetalteedT8lel §ige PRI Kiyy2P8 obtain
an opportunity to transmt a TCP data segnent equal s the apount_ of tine
taken for a TOP ¥&2Ffard®f tSeFRGY 1P 8 a €dqui vALENTCEothrpughputi gs. 25
to 28, and at |east one second, for gxarrpl% Thus TCP 35 throughput

det eri or at i orf @R tr Ao SVE SR Jifdnte bisesmend Putsekineds ﬁ%ﬁl#gjb

t hroughput deterioration due to the inability to obtain an_qpportunity to
transnit a Tdﬂl%tTé:Pséa‘ﬁ@HthpHEn‘a%t%”d’r’%ﬁthq dgét b7 i radirghLild tYcRe

th hput during, the hand-off, of th bi, b ted. It i

preforapl e ¢ {EREEHESPERARF QTS NGt IAFEROTER it B 0t amarei o BBRFEr cd by

th [ iod, f det I, ' bef t he begi npj f

[k | ayer dicBRBREHon CRSFFORLLF PRg A I (e 1SHE Ty ar oS  RBCnobi | o
de i t t t t. | i [ d itch ti

oint S, Lot HARTEE ] o1f da g e Lt Re s B SPapbBaa Sconnect i on

peri 0d ol which {hgAcCSsRt Bste Bogyidgl one i Fpprertad giper v

| i nk becones the d such a constitution, dat a

segnent buf f &fing s‘éegﬁﬂé%&sc%'}eb%usf%hrgagﬁ:‘{/yt@@%%}[é 3l pe2ndqt BUSm2

dramatic deterioration in TCP throughput” can be turther prevented. It is

al so preferab] %rtefa%}tetrlﬂﬁr{&ial‘éimia%@?d@@hfeonSRﬁﬁﬁné*'l'?f R edakei gyopd time

prior to the béginning of a link [ayer disconnection period by a signal

froman interdacemiadids gannertagihg Waecextaenalnki NkyeAndri shgaused to
detect a change in the default router by a signal fromthe IP |ayer of the

mobi | e node. WY1l Suobeal sMrst tdbnhéotsd theadhRxtaraasepimyd ibubfeet ng

period nmay be detected appropriately and easily. The present invention wll

beconme nore fuad Iswid@Gh connection points to the time following the end
of the link layer disconnection period at which the access
router providing the newly connected external link becomes
the default router. With such a constitution, the TCP data
segment buffering period can be set highly appropriately
and a deterioration in TCP throughput can be further
prevented.

It is also preferable that the means detects the

predetermined time before the beginning of a link layer

disconnection period by means of a signal from an interface

which is connected to the external link, and that the means

30



under stoodfrom t he detail ed description given hereinbel ow and t he
acconpanyi ng drawi ngs which are given by way of illustration only,
are not to be considered as limting the present invention. Further
of applicability of the present invention w || becone apparent from
detail ed description given hereinafter. However, it should be under
that the detail ed description and specific exanples, while_ indjcat]

preferred enffigrit @ eRaRde ihiBRIHR I EOYEPEPheRAY OF & FLUR%+ati on

only,

of the i nvent¥&nmwithe okBY§Fpatfenthe o Mobdde shedeed Fat

detail ed description. BRI EF DESCRI PTION OF THE DRAWNGS Fig. 1 is a view

since various changes and nodifjications within the_sgirit and

hSugh #

and t hus
scope

t he

st ood

ng

scope
romthis

showi ng a corfnukiwniasl, &heobf datenpaanent BH erdngnp ettt §idfgPeo a
first enmbodinment; Fig. 2 is a view show ng a constitution of a nobi
Fig. 3 is a Sefirgierd crpicRoiatee bas®d #amileh the nobile host hand

during comrunication with a correspondent host; Fig. 4 is a view sh
constitution of a,ﬁﬂp;@ertotransmltapacket,acommnucatloncontrol

programaccording to the present invention causes a computer
to function as means for buffering the packet during a
hand-off period and transmitting the buffered packet when
the hand-off is complete, wherein the means is caused to
determine the period during which the packet is buffered
on the basis of the connection status of the link layer of
the mobile node.

By having a computer function as this means in the
communication control program according to the present
invention, packets which were to be transmitted during the
hand-off period are not transmitted during the hand-off
period but are buffered, and these buffered packets are
transmitted when the hand-off is complete. As a result,
packet loss occurring during a hand-off period can be
prevented.

It is preferable that the period during which packets
are buffered by the means is a period from the beginning
of a link layer disconnection period during which the link
layer of the mobile node is not connected to any external
links in order to switch connection points to the time

following the end of the link layer disconnection period
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communi cati on system according to a second enbodinent; Fig. 5is a view
showi ng a constitution of a nobile router; Fig. 6 is a sequence chart for a
case in 'which the 37 nobi |l e router hands off during conmunication with a
correspondent host; Fig. 7 is a view showng a constitution of a nobile
comuni cation system according to a third enbodinent: Fig. 8 is a view

showi ng a constitution of a nobile host; .
at which the access router providing the newly connected

external link becomes the default router. With such a
constitution, the packet buffering period can be set highly
appropriately, whereby packet loss can be prevented with
certainty.

ITtisalsopreferable that themeansiscausedtodetect
the beginning of the link layer disconnection period by a
signal from an interface which is connected to the external
1link, and is caused to detect a change in the default router
by a signal from the IP layer of the mobile node. With such
a constitution, the packet buffering period can be detected
appropriately and easily.

It is further preferable that the means is caused not
tobuffer a router solicitation for requesting transmission
of a router advertisement from the access router. With such
a constitution, a router solicitation transmitted by the
mobile node reaches an access router, and thus the mobile
node is able to receive a router advertisement more quickly.

In this communication control program, in order to
receive a TCP data segment and transmit a TCP acknowledgement
signal corresponding to the TCP data segment, the computer
may also be caused to function as means for buffering the
TCP acknowledgement signal during the hand-off period and
transmitting the buffered TCP acknowledgement signal when
the hand-off is complete.

By having the computer function as this means, TCP
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Fig. 9 is a sequence chart for a case in which the nobile host hands off

during reception of data transfer

10 is a view showing a constitution of a nobile host in a nobile
comuni cation system according to a fourth enbodinent; Fig. 11 is a

sequence chart for a case in which the nobile host hands off during the

of data using TCP to a correspondent host; Fig. 12 is a view
Qd%esfferat FbBN &S sbrhalmyers terrssiransmiickst dirgngo a

fifth enbodinment: Fig. 13 is a view showing a constitution of a nobile

transfer

showi ng a coristand

router;

the hand-off period are not transmitted during the hand-off
period but are buffered. The buffered TCP acknowledgement
signalsare transmittedwhen thehand-off is complete. Thus,
since TCP acknowledgement signalsarenot transmittedduring
a hand-off period, no new TCP data segments are transmitted
to the mobile node and no TCP data segments become subject
to packet loss. When the TCP acknowledgement signals are
transmitted following the hand-off period, new TCP data
segments are transmitted to the mobile node. During the
period in which the TCP acknowledgement signals are being
buffered, data transfer using TCP is halted, but this period
equals the amount of time taken for the hand-off
(approximately 100msor less). Ontheotherhand, theperiod
in which data transfer is halted due to successive TCP data
segment loss equals the amount of time taken for a TCP
retransmit timer to expire (equivalent to “Tr” in Figs. 25
to 28, and at least one second, for example). Thus TCP
throughput deterioration due to TCP acknowledgement signal
buffering is smaller than TCP throughput deterioration due
to successive TCP data segment loss. Hence a dramatic
deterioration in TCP throughput during a hand-off of the
mobile node can be prevented.

It is preferable that the period during which TCP
acknowledgement signals arebufferedbythemeans is aperiod

from a predetermined time before the beginning of a link
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Fig. 14 is a sequence chart for a case in which the nobile router hands off
while a stationary host in a nobile network receives data trans fer using
TCP from a correspondent host; Fig. 15 is a view showing a constitution of
a nobile router in a nmobile conmunication systemaccording to a sixth
enbodi nent; 38 Fig. 16 is a sequence chart for a case in which the nobile
router hands off while a stationary host in a nobile network perforns data
transfer usingaYep dbsernir¢lesppmegiiod during which the link layer of

the mobile node is not connected to any external links in
order to switch connection points, to the time following
the end of the link layer disconnection period at which the
access router providing the newly connected external link
becomes the default router. With such a constitution, the
TCP acknowledgement signalbufferingperiodcanbesethighly
appropriatelyandadramaticdeterioration in TCP throughput
can be further prevented.

Itisalsopreferablethat themeans iscausedtodetect
thebeginningofalinklayerdisconnectionperiodbyasignal
from an interface which is connected to the external link,
and i1s caused to detect a change in the default router by
a signal from the IP layer of the mobile node. With such
a constitution, the TCP acknowledgement signal buffering
period can be detected appropriately and easily.

It is further preferable that the means is caused to
perform buffering of the TCP acknowledgement signals upon
each TCP connection such that when, upon each TCP connection,
a newly buffered TCP acknowledgement signal corresponds to
a TCP data segment with a larger sequence number than a
currently buffered TCP acknowledgement signal, the
currently buffered TCP acknowledgement signal is replaced
by thenewlybuffered TCP acknowledgement signal. With such
a constitution, the space required for buffering TCP

acknowledgement signals can be economized.
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host; Fig.

17 is a view showi ng a constitution of a storage nedium Fig.
Is a view showing a constitution of a storage nedium Fig. 19 is a block
di agram showi ng an exanple of a conventi onal

nobi | e commruni cati on system

18

Fig. 20 is a sequence chart showi ng state transitions during a hand-off by

a conventional nobile host; Fig. 21 is a bl ock diagram show ng an exanpl e

of a conventional nopbile comunication, syste Fig. 22 is a sequence chart
showi ng state transi®i8h8egurihgta2RIAHE ofF ﬁ%/Pad%SHV&EEq%%t}' nggillse

router;

communication control program may also cause the computer
to function asmeans forbuffering the TCPdata segment during
the hand-off period and transmitting the buffered TCP data
segment when the hand-off is complete.

By having the computer function as this means in this
communication control program, TCP data segments which were
tobebufferedduring the hand-off periodarenot transmitted
during the hand-off pericd but are buffered. The buffered
TCP data segments are transmitted when the hand-off is
complete. Thus, since TCPdata segmentsarenot transmitted
during the hand-off period, no corresponding TCP
acknowledgement signals are transmitted to the mobile node
and no TCP acknowledgement signals become subject to packet
loss. When the TCP data segments are transmitted following
the hand-off period, TCP acknowledgement signals
corresponding to the transmitted TCP data segments are
transmitted to the mobile node. During the period in which
the TCP data segments are buffered, data transfer using TCP
is halted, but this period equals the amount of time taken
for thehand-off (approximately 100ms or less). Ontheother
hand, the period in which data transfer is halted due to
the inability to obtain an opportunity to transmit a TCP
data segment equals the amount of time taken for a TCP
retransmit timer to expire (equivalent to “Tr” in Figs. 25

to 28, and at least one second, for example). Thus TCP
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Fig. 23 is a sequence chart showi ng state transitions of a conventi onal
nobi | e host during a hand-off; Fig. 24 is a sequence chart show ng state
transitions of a conventional nobile router during a hand-off; Fig. 25 is a
sequence chart of a hand-off by the conventional nobile host during
reception of data transfer froma correspondent host using TCP, Fig. 26 is
a 'sequence chart of a hand-off by a conventional nobile host during the

transfer of dEtECUEHRIYC PeberdozatsPPeifoRetitl Aase; segnent burfering

is smaller than TCP throughput deterioration due to the
inability to obtain an opportunity to transmit a TCP data
segment. Hence a dramatic deterioration in TCP throughput
during the hand-off of the mobile node can be prevented.

It is preferable that the period during which TCP data
segments are buffered by the means is a period from a
predetermined time before the beginning of a link layer
disconnection period during which the link layer of the
mobile node is not connected to any external links in order
to switch connection points, to the time following the end
of the link layer disconnection period at which the access
router providing the newly connected external link becomes
the default router. With such a constitution, the TCP data
segment buffering period can be set highly appropriately,
and thus a dramatic deterioration in TCP throughput can be
further prevented.

Itisalsopreferable that themeans iscausedtodetect
the predetermined time prior to the beginningof a link layer
disconnection period by a signal from an interface which
is connected to the external link, and is caused to detect
a change in the default router by a signal from the IP layer
of the mobile node. With such a constitution, the TCP data
segment buffering period may be detected appropriately and
easily.

The present invention will become more fully
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Fig. 27 is a sequence chart of a hand-off perfornmed by a conventi onal
nobil e router while data transfer using TCP is received by a stationary
host in a nobile network froma correspondent host; and Fig. 28 is a
sequence chart of a hand-off performed by a conventional nobile router
while data transfer using TCP is perforned froma stationary host in a
nobi | e network to a correspondent host. DESCRI PTI ON OF THE PREFERRED

EMBODI MENTS (wirdersEpaddirranthe fp§ailefdesariahionodi nepn 2eEcAsbieloni on of a
mobi | e comuni cation system according to a first enbodinment. In Fig. 1, M
i ndi cat es anp®id et st CCHPP NGkt BAVE IS dgdn BT eARivied &3t ¥aYaRTaccess

router, and CH indicates a correspondent host. As shown in Fig. 1, a nobile
comuni cat i oniklgsergion only, and thus are not to be considered as

limiting the present invention.

Further scope of applicability of the present
inventionwill become apparent fromthedetaileddescription
given hereinafter. However, it should be understood that
the detailed description and specific examples, while
indicatingpreferred embodimentsofthe invention, aregiven
by way of illustration only, since various changes and
modifications within the spirit and scope of the invention
will become apparent to those skilled in the art from this
detailed description.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a view showing a constitution of a mobile
communication system according to a first embodiment;

Fig. 2 is a view showing a constitution of a mobile
host;

Fig. 3 is a sequence chart for a case in which the
mobile host hands off during communication with a
correspondent host;

Fig. 4 is a view showing a constitution of a mobile
communication system according to a second embodiment;

Fig. 5 is a view showing a constitution of a mobile
router;

Fig. 6 1s a sequence chart for a case in which the
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conprises a nobile host 3, a home agent 5, a plurality of access routers 7,
9, a correspondent host 11, and an |IP network 13. The nobile host 3 is a
node whi ch conmuni cates with the correspondent host 11 while noving from
link to link. The access routers 7, 9 are routers for providing external
i nks (wireless |inks) towhichthenobil ehost3 can connect. The home agent 5

Is a router capable of transferrin ackets addressed to.the nmobile host 3
to a |ink at THRLH t REUFEEI IRADRF Oos(A 40 | GERBLA-FARLER SFAD Fi nk

provi ded by an access routg{ or the like) using the | P mobility control
syst em Mobi | ETERAFRIME NtOPriot ocol version 6). The correspondent host 11

I's a node which communi cates with the nobile host, 3. . .
Fig. 7 1s a view showing a constitution of a mobile

communication system according to a third embodiment;

Fig. 8 is a view showing a constitution of a mobile
host;

Fig. 9 is a sequence chart for a case in which the
mobilehosthandsoffduringreceptionofdata transferusing
TCP from a correspondent host;

Fig. 10 is a view showing a constitution of a mobile
host in a mobile communication system according to a fourth
embodiment;

Fig. 11 is a sequence chart for a case in which the
mobile host hands off during the transfer of data using TCP
to a correspondent host;

Fig. 12 is a view showing a constitution of a mobile
communication system according to a fifth embodiment;

Fig. 13 is a view showing a constitution of a mobile
router;

Fig. 14 is a sequence chart for a case in which the
mobile router hands off while a stationary host in a mobile
networkreceivesdatatransferusingTCP froma correspondent
host;

Fig. 15 is a view showing a constitution of a mobile
router in amobile communication system according to a sixth

embodiment;
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Note that a node is a device for transmtting and receiving packets
corresponding to IPv6, and a link is a conmunication path for transmtting
a packet transmitted froma node to another node by neans of a wired
transm ssion systemor a wireless transm ssion system Links conprise hone
i nks and external links. A honme link is a link belonging to the nobile
host 3, and an external link is a link other than a hone |ink. The nobile
host 3 is allocat edF¥d hdrfe i8dar 2REUERGIMRHINECKi AKCBTRI &t "Hdshe8DE car e- of
address froman external link. Fig. 2 is a view showing a constjtution of
the nobile hd@@bnsl.eméltﬁabm%dﬁ@sf?f whike g stpBbenary hoft Ap@ mekiilen | ayer
31 conprising an application 31a, a transport |ayer 33 conprising a TCP
(Transni ssi oo Pepfersesiatahgempl e uded ngaf 6Ytem PrsEeEBPRA8BE (to be
referred to as "TCP/ UDP" hereinafter) and a buffering space 33b, an IP

| ayer 35 conptd%§ing an IP (Internet Protocol) 35a, and a |ink |ayer 37
conmprising a link 37a and an interface 37b. In the nobile host 3, data to
be transm tted frorht%he ldppt iBcht B FIPYENE02 Ssteit idon af & 6EaRaAP t ed
fromthe interface 37b via the TCP/UDP 33a, the IP 35a, and the link 41
37a . Conver s‘%ﬁ@%u%ta transmtted from another host reach the application
3l1a via the interface 3{5 the |ink 37a, the I P 35a, .and the TCP/ UDP 33a.
The buffering spacd $B8blPsl 2iSeH $OSPRURLE! R rPRe IO IRF ih§TaRaHE- of f
peri od. The TCPCé].rUDP_ 33a buffers the packet into the buffering space 33b.
The packet bdt$Er#™g period is a period required for sw tching connection

poi nts which extends, fr t.he beginping of a link |ayer 37 disconnection
period, during whi 3%%33 Pk 3l §38Fﬂsdi‘9%?riﬂhe? 1 A SKAEELE a1 =
connected to an ernal |inks, ft he pai.nt- at ich an access router
providing a e ‘gle%)(%lnonnea?t é“aobelx éercr?gﬂm nﬁﬁl?%ilgnsﬁﬁyﬁg%g‘d to a default router
follow ng the end qf; t heslsi 7 a6l 1.0 i t he
TCP/ UDP 33a det ect gjtgifeggelg%rﬁe%%glfgt%lgéﬁgagﬁ%l r d?:gg%ﬁ%lgciz P3n

peri odbyneansypfs fy Sl gialgfdamye idheehasend{Ppodrdedabeets the change of
default router by nmeans of a signal fromthe IP ?ga. When the connection

point is swtched fgim tzhei@s:seﬁoératafég{x?arﬁ%ﬂd%ﬁ GESexaRAPLEM of, at he
interface 37b issues ‘abuffering command to the TCP/'UDP 33a. Thereby, the

TCP/ UDP 33a deirgedr idiea bedyinid@orimihieakiiok kg¥eem37 di sconnection
period. Having received the buffering conmand, the TCP/ UDP 33a uses the

buf feri ng space 33lritga bedisna bulfuenice-loirt Baopankeitsathitelnyet ongi gi nal |y
intended for transmi ssion to the I P 35a.
during a hand-off by a conventional mobile router;

Fig. 23 is a sequence chart showing state transitions
of a conventional mobile host during a hand~off;

Fig. 24 is a sequence chart showing state transitions
of a conventional mobile router during a hand-off;

Fig. 25 is a sequence chart of a hand-off by the
conventional mobile host during reception of data transfer
from a correspondent host using TCP;

Fig. 26 1is a 'sequence chart of a hand-off by a

conventional mobile host during the transfer of data using

TCP to a correspondent host;
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Once the default router has been changed foll ow ng 42 a router
advertisenment received fromthe access router 9, the IP 35a issues a
buffering cancellation command to the TCP/ UDP 33a. Thereby, the TCP/ UDP 33a
detects that the default router has changed. Having received the buffering
cancel l ati on command, the TCP/UDP 33a cancels buffering and transmts the
packets that were buffered in the buffering space 33b to the IP 35a, As
noted above, the paFk®ts?{righdf EPARENES Gharl Pi38ahard-eFERehkABEYi a the
link 37a to the interface 37b, and_ fromthe interface 37b to the access
router 9 ( sebYad aHWeiHiiqnal peRide) ropteh Wida deda: heanelfy Usdiitect ed
external link. Fig. 3 is, a sequence chart for a case in which the nobile
host 3 which TSP &S chesehyeathvi wtatiorerdorrespbidefiobd REEWRATds of f
fromthe access holder 7 to the access holder 9. The solid |line arrows
represent conf¥eR paEREreSPeRdeRbcheshy aP%and off at the IP I ayer |evel
using Mobile IPv6, and the broken |ine arrows represent g ta packets
transmitted by the Fb®il%e° Hos@ SEHBeRRR %?Eé’&ogdgﬁ?‘jﬁ% Logmades |
through IVin Fig. 3 correspand to.the states I. through 1V as described in
Fig. 23. In sPéﬁgqqn¥9ﬁ¥%q FQ%é}esﬁo%?e¥H@“ﬁﬁbgﬁgahgﬁ%n ¥ Widhtfected to

the access ro router |

r,7, and th ef aul t set . to the, access rquter 7,
g hos” dat Bl pe Brien HrBs StESti T hedtoid & BABLIE Stk
routed to the corresgondent host. 11. Then, in state Il and state |11, 93
data packets EP3} £8 f?@?oaggnﬁu??%FEd and not transnitted. Wien the nobile
host 3 receives a roister adverti senent

DESCRIPTION OF THE PREFERRED EMBODIMENTS

(First Embodiment)

Fig. 1 is a view showing a constitution of a mobile
communication system according to a first embodiment. In
Fig. 1, MH indicates amobile host, HAindicates a home agent,
AR indicates an access router, and CH indicates a
correspondent host.

As shown in Fig. 1, a mobile communication system 1
comprises a mobile host 3, a home agent 5, a plurality of
accessrouters7, 9, acorrespondent host1l, andan IPnetwork
13.

The mobile host 3 is a node which communicates with
the correspondent host 11 while moving from link to link.
The access routers 7, 2 are routers for providing external
links (wireless links) towhichthemobilehost 3 canconnect.
The home agent 5 is a router capable of transferring packets

addressed to the mobile host 3 to a link at which the mobile
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fromthe access roister 9 and alters the default roister fromthe access
roister 7 to the access roister 9, processing noves to state IV and the
buffered data packets (P3) to (P8) are transmtted. Since the link |ayer 37
of the nmobile host 3 is connected to the access roister 9 and the default
roister is set to the access roister 9, the data packets (P3) to (P8) are
routed to the correspondent host 11 through the access roister 9. Data
packets (P9) hodt(Plyy laamtalddanoexterral t ek provsgeddentarhascess t hr ough
the access roister 9. Note that when the nobile host 3 obtains a new
care-of addressutisedofothanl Eielerusding ithle, IPhwolbbite doogirad tsyatiemi ts a
packet containing a binding update option to the honme agent 5 . Having
recei ved the Mohiileg Upd#t e (adtleenett h@duhmeodgenmer5istor €3 .t he Bhedi ng
(the correspondence between the hone address and care-of address of the
mobi | e host 3yoandspradsnitleost packet ol ahhchgontinddiatg sackinowhedgenment
option to the nobile host 3 as a confirmation response. In this first
enbodi nent, imob$lasbostd3for the sake of sinplicity that the nobile host 3
does not transmt a roister solicitation. This enbodinent is of course

appl i cable to a noblNptehtbat3avitnded isamstevicen fagi dtrensgditicdngasndn, but

it is necessary to prevent the roister solicitation frombeing buffered. If
buffering i s peeedvied Packebstearspmrandifneto33Pvas apdihel ik §is 44

enbodi ment, the router solicitation is not buffered. Buffering may al so be
perforned i n EpEnEPiFaiapnamatyfior fremsyissdagi @ Rackaic &yaaspitsedet er ni ne
whet her or n@Q@ the packet subject to buffering is a router solicitation by
havi ng the | PEFraget nggeaF‘PaFE?E%h?ﬁé‘qqﬁ RERRAN AT Wl 60¢ SFansBissdrat , and
to exclude the gacket frombuyfferin if,th,elf)ack t is_a router

sol i citation. SEPEETIPER MWFTeAREFYST PRI HECY BYRESHer LimKDELBRIIESt he
acket involves the .foll ow erat.i an. .For each packet, the IP. |ayer 35
Ehecks t he pr%?%ﬁoﬁlﬁ‘?fﬁb@ﬁl‘g%d&%&niar} ﬁﬁéﬂ?ﬁext %hé?ﬁi’g? ﬁr dt? nae&(’:ﬁ‘%?/P
header conpri.si n._ex i O e ng if th rotocol nunber indi cates
05 (1 cnpy Tt et Sn Rl 8 LSS hoBi3ETho O, ' dnd 38 BRELERRY TUBRSS e T e

Fol lowi ng t hey | BERSAARE cnkh o Hepb MABINUTBEE dch AL (g HOLL € 13aL B! ot T on)

, it is determne IS a router s ati1on. hat in

this first e [ f3 | i ' - kod from
t he begi nni nggggh%qﬁigl}ef]g%g%Eg%g%l%aénﬁ%%%%g?Sg?gdg?F%SQ\%E:SCh t he
link layer 37gpfmtBe BRBELLaDOBInB, is not connected to any external Iinks

in order to switch connection points, to the point at which the access

router providing theigew ysGornertsxbwtieangdld khaceresthadehaukite
routerfollowng the end of the Iink |ayer 37 disconnection period. However,

t he packet buhdetidhg [Tere mdbise Maist Bnis ed-dvieree) withAnch apylitatiexanpl e,
be set longer than this period in consideration 45

layer 31 comprising an application 3la, a transport layer

33 coniprising a TCP (Transmission Control Protocol) and UDP

(User Datagram Protocol) 33a (tobe referred to as “TCP/UDP”

hereinafter) and a buffering space 33b, an IP layer 35

comprising an IP (Internet Protocol) 35a, and a link layer

37 comprising a link 37a and an interface 37b.

In the mobile host 3, data to be transmitted from the

application 31la to another host are transmitted from the

interface 37b via the TCP/UDP 33a, the IP 35a, and the link
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of the wireless link conditions and so on. As described above, during a
hand-of f period in the first enbodi nent, while packets cannot be
transmitted to either of the access routers 7, 9 fromthe nobile host 3,
the nmobil e host 3 buffers the packets to be transmitted during the hand-off
period, and transmts the buffered packets when the packets becone able to
reach the hand-off destination access router 9. As a result, all of the
packets that 3fer.e €Conberseapsmatetrbpsnhstediitdon aesthar dgsitnged ¢l
hand-of f are routed to the correspondent host 11 via the hand-of f
destinati on aheesppldcaériod, 3aadvihuthe hinteriaraeedds, okhpatkek 3b8s during
a hand-of f period can be prevented. Also in the first enbodi nent, the

peri od duringhshilth 3% i [thehdSP/YDFutBars packets is set as a period
fromthe beginning of the link |ayer 37 disconnection period, during which
the link |ayer 37 Ghethief fobineshese 3Bh ésnsedckrinbef 8riBg anpaekeer nal
links in order to switch connection points, to the point at which the
access rout edw@imowhandgof hipendaidy cBhndefEHDBRBabvdIf ansiiaReaekes t he
default router following the end of the Ilink |layer 37 disconnection period.
Hence the padkéto bhefuifrrisg spaceadshe ddre Rrgkey PDafirgpridaperyodo t hat
packet loss is prevented with certainty. Al so according tqQ the first

embodi ment , titseateey iod mgastirad fak Iwiiah 3w ePRRYFRHE PO PESr TRYCH s
detected in the TCP/UDP 33a by nmeans of a signal fromthe interface 37b
which 46 i exdendsctoanitde hegérpépd L pi hidk dades ThahgeoTrReaEt gl t

router is detected in the TCP/UDP 33a by nmeans of a signal _fromthe IP
| ayer 35 of ®IREIAshi PErRBS: WhickntRe thidlk daver %%Jf‘?%r%ih??gmﬁgﬁ%ghﬁ% be

d d i | d ily. | houl d . be, iLf.all k

are butfered Aot RECHUBRRECRBAILS TN G ErRRdnT ARy Sutae B8PS Bt on.
the foll ow bl i L Lt | f t bi |
host 3 recer JEAE PEAGERoart P aReE e tea pef SRR haL Bk bR I, o °
earn the defayly JLoULeL BhecqUl Gk eaGR: oF hey TRl HaRt edal srcapabl e

of transm’ttilh1 a“fouter solicitation to an access router directly after

the endof i %Ceorﬂﬁ%tiﬁ”ﬁ?&%@éﬁﬁﬁﬁ%ﬁ%@&%w theps! addrespggpt o all

of the routers onali packets are buffered, the

router sol i cidal on.d0es aoked eI BE RLPSRKNANESTS) 81 sabnastiohesul t,
nooi | e

reception in the host of a router adverfisenment is delayed. If

router soli Cideati sy ALEn Bt HiH §es Bdrohhee it teadhee 30, #hd aétedts
transmtted Dby the nobile host 3 reaches the access routers 9 and the

mobi | e host I Hes cabhget 6fr@eRivet adurrebyatyald ofearsiigmalr €rgm thbey.
(Second Enbodi nent)
IP 35a.

When the connection poinf is switched from the access
router 7 to the access router 9, the interface 37b issues
abuffering commandto the TCP/UDP 33a. Thereby, the TCP/UDP
33a detects the beginning of the link layer 37 disconnection
period. Havingreceived thebuffering command, the TCP/UDP
33a uses the buffering space 33b to begin buffering of the
packets which were originally intended for transmission to

the IP 35a.

Once the default router has been changed following
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Fig. 4 is a view show ng the constitution of a nobile conmunication system
according to a second enbodinent . In Fig. 4, SH indicates a stationary
host, MR indicates anobile router, HA indicates a home agent, AR indicates
an access router, and CH indicates a correspondent host. 47 As shown in
Fig. 4, a nobile comunication system 51 conprises a nobile router 53, a
stationary host 55, the hone agent 5, the plurality of access routers 7, 9,
t he corr espoRdepttaBsadvar tigRNeHe repeddedof oM $heTRECADBI FRUE¥utHr 53
nmoves fromlink to link with a nobile network 57 conprising the stationary
host 55, andthenéPidims lfsuesyat BWaer Hg &S Lefkd orpbrrRandt W ribes7. The
nobil e router 53 uses a hone address on_a hone link, and on _an external
link uses t h@CRéHBPaddressTRA¥ERY cafle ofCR IS alatests 15hat g i x for
each link. The stationary host 55 is_a node having an, unchangi ng connection
rel ati onshi pARERUAENTDI TR hagt ehamged Notle VEREtr YA FEeﬁﬁ%gﬁﬁq&nﬂ? may

al so conprise a router or a nobjle host. The hone agenf 5 provides the

nobi | e rout epasge\;lvilﬁﬁ1anm@qn%thﬁﬁ&P{H8Pa3é@e%%W%1ﬁ BrELprenEdad he
nmobile router 53 with external |inks. The nobile router 5§§infonns t he hone
agent 5 of btHBPEHLIESHPRE HaFeTRe HetevanaredLesrd hp sttt ket et wor k

prefixes within the _nobile network _57, and a care:of address ohtained by a
connecti on | FRRCEardD H® hoke ﬁ%eﬁt‘saS s@ﬁr@gtﬁﬁi gbBivRei Ej‘.e BAAYT S ecei ved

Kk dd h d h bi .
Bkt 200k eehed 0 e T 18055 O LIE PELAS oM 83 oyl o
t 5 N k dd d t.he b d - dad , st
e © o1 eaL % A L pREKL RIS e e UMD sl e o Al oLores
t 53. Havi ived t.he .4 1 il t 53
Louter 55 BHhg, ErELYal Lt LOBRIOG AR Sl e R P o 5

addressed to Xi i ithip the nmobile network 57, routes the
packet wi thi ﬁgpﬁgérﬁggi grt%g &3&%9

Fig. 3 is a sequence chart for a case in which the
mobile host 3 which is in communication with the
correspondent host 11 hands off from the access holder 7
to the access holder 9. The solid line arrows represent
control packets for executing a hand off at the IP layer
level usingMobile IPv6, and thebrokenline arrows represent
data packets transmitted by the mobile host 3 to the
correspondent host 11, States I through IV in Fig. 3
correspond to the states I through IV as described in Fig.
23.

In state I, the link layer 37 of the mobile host 3
is connected to the access router 7, and the default router
is set to the access router 7, and thus data packets (P1)
and (P2) reach the access router 7 and are routed to the

correspondent host 11. Then, in state II and state III,
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Fig. 5is a view showng the constitution of the nobile router. The nobile
router is provided with an IP layer 71 conprising an I P 71a and a buffering
space 71b, and a link layer 73 conprising a first link 73a, a second |ink
73b, a nobile network side interface 73c, and a stationary network side
interface 73d. Packets received fromthe nobile network side interface 73c
or the stationary network side interface 73d reach the |P 71la through the
first |ink 732Ehaaskeshd(F3hikor8h8t adpdeefirrgd anfdqtptyanspifEpdnces a
routing table to determ ne whether to_transmt the packets to the
stationary networkWﬁQﬁ¢@@@P&Hh€hQﬁﬁéﬂﬁcéﬁvﬁﬁ@iﬁﬂﬂ?%aﬁgﬁﬁéiﬁe%$n§lde
(stationary host 55), and transfers the packets to the second link 73b or
the first |idfOrBADRrAGERDT FANEIW BRI F\Et?’é%lﬂhte gefeni & ettt Ral on. The
buffering space 71b is used for buffering packets durlng a hand-of f peri od.
The |P 71a b#®RECpAERARIMT T hBeARTESS h@u%% e PEASe SEHEpHRKEE
buffering period is set as_a _period fraomthe beginning of a |Link |ayer
(second Iink trB3Etake §Va‘%¢%ﬁé’¥%/bh1§tf\%ﬁﬁ 43 R HAkE Fﬁaég”ﬂtﬁﬂ (&i8dcBRRect i on
period, during which the second |link_73b and stationary network side

i nterface 73FHEY9hk Papee ?§e4élnk|%a¥%%:¥bﬁﬂi&hﬁoﬁPEPlSShaﬁE not
connected to _any external Ilnks in order to smﬁtcg cti oi nts,

t he point at %F&Prir}?ec%ﬁﬂ:ég ChQFCERS§ TRWRATIP PGt E’&ﬁnﬁ ‘t‘EﬁrexternaI

[k ?Eﬁogﬁi%{‘%ﬁd o n%%‘%%ﬁ% Sk tfgahreﬁﬁa’lte%&?{lﬁtgﬁdﬁﬁﬁﬁq §ﬁ|5£ei?§82”d
He he IP_71 i 73
and st ati onaPy EPRSER. B di ACEFPAEEIT0T 1 Ko OB TOrT S8R OHCBY* means of
2 signal Fromihe,suati g0aLy, IefYOL ks depln et fpos I 3 ccrnd detiert s o

change in de r out er statl nar srdernterface

73d Tssues adyd iehiiid SomEmNd 1 he kR LLarbeD 5E8e98n9§§£é9n9p0' nt s

switched fro e access router to the accCess router ereby the IP

71a detects the begighy fgalufed ERK roBI%E Hoaransbld Hs I3 aad-slati onary

network side interface 73d) disconnection perio Havi ng recelved the
buf fering CO@@@%&séﬁﬁédEb?&%é&%%&ﬁﬁ@l?ﬂifEhéﬁﬁb&@@%ﬁéﬂﬁt%@n@ﬁﬂt@

buffering the packets which were orlglnally ue to be transmtted to the
second |ink &3backdeeochitaidehad binauhghipdasehgan ciheddad Hald syeng
5. Havingreceivedthebindingupdatepacket, the home agent
5 stores the binding (the correspondence between the home
address and care—-of address of the mobile host 3) and
transmits a packet containing a binding acknowledgement
option to the mobile host 3 as a confirmation response.
In this first embodiment, it is assumed for the sake
of simplicity that the mobile host 3 does not transmit a
router solicitation. This embodiment is of course
applicablg to a mobile host 3 which transmits a router
solicitation, but it is necessary to prevent the router

solicitation from being buffered. If buffering is

performed in the transport layer 33, as in the first

44



a router advertisenent received fromthe access router 9, the IP 7la itself
detects that the default router has changed and cancel s buffering.

Thel P71 at hent ransm t st hepackets that were buffered in the buffering space
71b to the second |ink 73b. As noted above, the packets transferred to the
second link 73b are transmtted fromthe stationary network 50 si de
interface 73b to the access roister 9 (set as the default_roister)
provi di ng t hembhedipeasnnsbeedonkesr Aat1Ft Mt1®R gts 9% mce chart for
a case in which the nobile roister 53 which is in, cg,trlrjgu%c tion vg'ath t he
correspondent host BeffraABg BRY 3rbPenBehEeBREC (gt & Yehe Hccess
roister 9. The solid |line arrows, represent controjF Packets}éfq{ executing a
hand of f, anButhénbibkencesfel hripMeaessAeyehP ARFAIPIRRIE IS MMHitted by
the nobile roister 53 to the correspondent hast 11. States, |..through IV in
Fig. 6 corre@@érﬂ“—ﬁt@a?ﬁétsﬁuéﬂe%cqt‘PE’Pééﬁﬁlletsoaﬁé’u&g%W%H&ﬁ HBYh. 24. In
state |, the link |ayer 73 (second_|ink 73b d %ahi ogary n rk side
interface 738y bRViRE Hpei TR Yaiek ér 3133}%2%3:2% el gt nd" roi ster

packet's. (P1) ofiHne HACTRlar AnthBoatasing Sheuehce g oal BUFERE LR i t ho

Co (P8} are BUFT PR@KPar et harbteing SPHARSHELER: WIS CHETm e 1 of ot er
The defaul T FBPSBEY Poriihd FAOEBaST FBILPEFoY 1h FhePacRebd s irad o'
B e transm { Ebg. cePhsetpRonemthdye, M5 CREBRe Frh e % e AT onary
network side | OLerl age 3000l LifEROI & P! fhe HhaltneaRBEE RS O the

access roisté&
in each IP header comprising an extension header, and if

the protocol number indicates 58 (icmp), the IP layer 35
checks the field indicating the type of the icmp following
the IP header. If the type number is 133 (a router
solicitation), it is determined that the packet is a router
solicitation.

Note that in this first embodiment, the packet
buffering period is set as a period from the beginning of
the link layer 37 disconnection period, during which the
link layer 37 of the mobile host 3 is not connected to any
external links in order to switch connection points, to the
point at which the access router providing the newly
connected external linkbecomes thedefault router following
the end of the 1link layer 37 disconnectionperiod. However,
the packet buffering period is not limited thereto, and may,

for example, be set longer than this period in consideration
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the default router is set to the access router 9, the data packets (P3) to
(P8) are routed to the correspondent host 11 through the access router 9.
Dat a packets (P9) and (P10) are also routed to the correspondent host 11
t hrough the access router 9. Note that when the nobile router 53 obtains a

new care-of address foruse on an external |ink, the nobile router 53
transmts a packet containing a binding update option to the hone agent 5.
Havi ng recei \Rd & WhiGRl 7p €Peditdenst gachsReC8gent 5 stores the

bi ndi ng (the correspondence_betweent hehoneaddr essand _care-of address of the
nobi | e router 53) d&ddessidketsalopackBir idehBahandgoat mefdiodyin the

acknow edgenent option to the nobile roister 53 as _a confirmati on response.
In this secordd%heabasimenty, vWHideshaclctdrcame ke tFRNSPASERE €9 t hat
the nobile roister 53 does not transmt a roister solicitation. This

enbodi nent | €idtheo@isEhgpprreadl YL nobPl EreBi Shema3 Ihirefttfansmits a
roi ster solicitation, but it is necessary to prevent the, roister,

sol i citati on TYORPBE} RHOBEI IR EERT VRRAPBEKREFTOPS ST PRFP BRI RLRGe | P

| ayer 71, a determination is nade as to whether or_not the packet subject
Lo buf fof i ng S AAPGTSF BPeSdPTeians, FERR B KRG FRGUHE TS REgHEEoAheRal y 26

he TP head d bel f th ket , d if [ [

So1 1 i a1 on tHo B IR & BREBRECHILS (5t FBRCH Sk RESREIRTdeaeEF ORFEHEN buf

fari bj ts . Anal ysi f . the | P d 52 | f. th ket

pec 11 cal | y 37 BOCERE Tl Purs SHavatior L K5 BAERCHGRAt, "RE | P

|7 header " cortst P8 PEEART SR EACH DR ROMtar Lo AF AT M FTB BEOt Rbhoer

i ndi 58 (i h P fiel d. indj [ h

of the i amp P GRUGE S I onERHErSERRaRRE Tone e e AN dFrourer
the i cmp (31 di | e (& Fouter

T thi s Secots Wi tih FUE SRS bt PAr W borr a0 SekEEAa o por o

fromthe Degiy. Alodh il A% hatdeeead deihioal 3anapd lbegpagy nel vork

side interface 73 I sconnectl on perio uring e second link 73b

and stationary netwaide $hdfd Pl 5t @a@0A3RAL, 11 Fbe!foh%(_ﬁriné?wﬁfcﬁ he
nobil e router 53 are not connected to any external links in order to switch

connect i on paihd smoptiQet hesti FEp@t £ el PJadked saeeesst rasitehe?ipaoFiding t he
new y connected external link followng the end of the Iink |ayer (second
i nk 73b and t$iteabiegriamy ngebiot ke sl thek | Iy &8 di3dpndestdbnepér dad peri od
beconmes the default router. However, the packet buffering period is not
i mted thereuwirgnaghieh, therlixanplyer Bé cettHeomgbilehamst I3 sspeostod in
consideration of the wireless link conditions and so on.
connected toanyexternal links inorder to switch connection
points, to the point at which the access router 9 providing
the newly connectedexternal link becomes the default router
following the end of the link layer 37 disconnection period.
Hence the packet buffering period can be set highly
appropriately so that packet loss is prevented with
certainty.
Also according to the first embodiment, the beginning

of a link layer 37 disconnhection period is detected in the

TCP/UDP 33a by means of a signal fromthe interface 37b which
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As descri bed above, during a hand-off period in the second enbodi nent,

whi | e packets cannot be transmtted to either of the access routers 7, 9
fromthe nobile router 53, the nobile router 53 buffers the packets to be
transmtted 53 during the hand-off period and transmts

t hebuf f er edpackets when the packets becone able to reach the hand-off
destination access router 9., As a.result,. all of the packets .that re to
be routed to ¥HhEHES £9 the Wrgiahelwa]%L FHLa ‘%‘%e rl(IJ‘uiiEEa 3tduri ng
t he hand-off are routed to thg _(:orres;lqonzta]nt Osf%}’ll via the hand-of f
desti nation KXY Asutetestednth g THREAUBECT? SVeBeBRS RicRefLPBES duri ng
a hand-of f period can_be prevented. Further, in the second enbod| nent the
packet bufferi%Rih f&e 68 HBYehe npbhithe Pelter B2t S sefhds té‘epBlaFiStf romthe
begi nning of the link |layer (second link 73b and sta%i nary, networ k side

i nterface 73PUIYCHNRELLER ‘b@?g’@o‘?eﬁﬁﬁﬁéaﬁ??@ﬁrﬁﬁ eié‘ CRPHkY73b and

outer 55 are. not | CnAGENS PB SRy OBl PLARCTREG aF POTLRFERn
oty conneGCEl BRGNS oL T SIYLEM RPLHE: Gha Bt H SPLAR’ FAYEPR( Second
lj: 2&05%0??&%@%&3@? &ﬁ?gi%‘fﬁ%%g%}%ﬁilsi[ensﬁgmgfg E%Lecfcealtlﬁepﬁ%ﬁgﬁbg)ﬁf fering
Wt cer ai nis o idts ebatal ROt o7 ke 8Bsha LRRe At RE B R ng of o

link Tayer (segond L 0Ks 458180 SFALL QAP ¥a PEIRS Be3hdPt router more

gquickly. Hence, themobilehost 3iscapableof transmitting
a router solicitation to an access router directly after
theendof linkconnectionpointalterationusingamulticast
addressed to all of the routers on a link. However, when
all packets are buffered, the router solicitation does not
reach the access routers 9, and as a result, reception in
the mobile host 3 of a router advertisement is delayed. If
router solicitations are not buffered, then a router
solicitation transmitted by the mobile host 3 reaches the
access routers 9 and the mobile host 3 is able to receive
a router advertisement more quickly.

(Second Embodiment)

Fig. 4 is a view showing the constitution of a mobile
communication system according to a second embodiment. In
Fig. 4, SHindicates a stationaryhost, MR indicates amobile
router, HA indicates a home agent, AR indicates an access

router, and CH indicates a correspondent host.
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interface 73d) disconnection period is detected in the IP 71a by neans of a
signal fromthe stationary network side 54 interface 73d which is
connected to an external |ink, and a change in default router is detected
by the IP 71a itself. Thus the packet buffering period can be detected
appropriately and easily. Note that it is preferable for a router
solicitation not to be buffered in the nobile router 53 which transmts
router solicitatiods$ SFAWBOlHEIAg, 4a & BOPEL esePTRYREa olPT BYRERT PEd by t he
mobil e router 53 reaches the access routers 9, and as a result the nobile
router 53 is IR isey adwbidearowired3ad statdensry NasteSquitéia Yome Third
Enbodinent) Fig. 7 is a view show ng a constitution of a nobile

comuni cat i orrESFER efy addvr dPAYrabihyt Wit daeRBesi mowters n’Fi §,. thewd

i ndicates a nobile host, HA indicates a hone agent, AR indicates an access
router, and GRLGRARGGENTE hositr ddpordanthigodf. NASWSKKWASin Fig. 7, a mobile
comuni cati on system 301 conprises a nobile host 303, a home agent 305, a
plurality of acces§heompbidezomutand3 goyes: E5pBntitht Toddn¥1withnd an 1P
network 313. The nobil e host 303 is, a node which comunicates with the

cor r espondentifriste FEEWREK &7 neoipEl § o thee tad tonaty fRetageesdndout ers
307, 309 are routers for providing external links to which the npbile host
303 can connddCtiRnshGFe dagRheWapsr Put el iRk dhec BgRBLE BEEYPEKSPérring a

k r h il | | nk whi
packet add eST%eedrr:[o%itleergg ereSQOSéegog lgoomea aclc{]res%t on aCQome link,

and on an external link uses the home address and a care-of
address having a 1ink prefix for each link. The stationary
host 55 is a node having an unchanging connection
relationshipwiththemobile router 55. Notethatthemobile
network 57 may also comprise a router or a mobile host. The
home agent 5 provides the mobile router 53 with a home 1ink,
and the access routers provide the mobile router 53 with
external links.

Themobile router 53 informs the home agent Sofbinding
comprising the home address of this node, the network
prefixes within themobile network 57, and a care-of address
obtained by a connection link, and the home agent 5 stores
this binding. Having received a packet addressed to the
home address of themobilerouter 53or toanaddressbelonging
to a network prefix in the mobile network 57, the home agent
S5createsanIPpacket addressedto theboundcare-of address,
stores this packet in a payload portion, and forwards the

packet to the mobile router 53. Having received the
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55 the nobile host 303 is located (an external |ink provided by an access
roister or the like) using the IPnobility control system Mobile | Pv6
(I'nternet Protocol version 6). The correspondent host 311 is a node which
conmmuni cates with the nobile host 303. A node is a device for transmtting
and receiving (including routing) packets corresponding to I Pv6, and a |ink
is a communi cation path for transmtting a packet transmtted from a node
to anot her notrvar dednscleta thiemab tleanent ek Parediracdm Bre ariwiedbss
transm ssion system Links conprise home |inks and external |inks . A hone
link is a |lirmedeonirog tbet pevdobd ®@dsrnzodndand arhexpaekef Lsnk is a
link other than a hone link. The nobile host 303 is allocated a hone

addr ess fromaddusssed e anbdts ezliisséanead thignitbeonokitbe eedwordndan
external link. The nobile host 303 uses a hone address on_a hone |ink and
on an exter ndfoutek tRespadiethotdbdditdss nobd 18 agitwosk &ddress having a
link prefix for each external |ink. The nobile host 303 inforns the hone
agent 305 of bi ndi fgToRpEi SVheW stiewingneragaresitetionpd thamebske a
"care-of address obtained b}\)/,a connection link", and_ the honme agent 305
stores this Bidisy. HRg REPEER &VEE L FRRRYLRIIMeSSetRt F ttR¥eRomk address

of the nobile host, 303, the_honme agent. 30S creates an_| P packet addressed

to the bound CRRFEGILING@Nedd, 7 gnds i pakesPesea’ Hay 13Kl 2pbttkon, and
forwards the packet_to the nmpbile host 303 . Having recei v&d 26 t he
forwar ded paciter the GRERRIEIRGsE B685Ext 1Bkt Eané SecorFat 1BEckd®” from t he
payl oad portion.. Since .the_ interpnal cket is addressed to the _nobjl e host
505, thi 5 may BebH] BREHEEEELGE Tt e Facs T 9F eRtSita A P CORBEF POt Fon of

the mobile . 4e interface 73d.

Packets received from the mobile network side
interface 73c or the stationary network side interface 73d
reach the IP 71a through the first link 73a and second link
73b respectively. The IP 7la references a routing table
to determine whether to transmit the packets to the
stationary network side (default router) or the mobile
network 57 side (stationary host 55), and transfers the
packets to the second link 73b or the first link 73a in
accordance with the result of this determination.

The buffering space 71b is used for buffering packets
during a hand-off period. The IP 7la buffers packets into
the buffering space 71b. The packet buffering period is
set as a period from the beginning of a link layer (second
link 73b and stationary network side interface 73d)
disconnection period, during which the second link 73b and

stationary network side interface 73d of the link layer 73
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host 303 . The nobile host 303 is providedw th an application |ayer 331
conprising an application 331la, a transport |ayer 333 conprising a TCP
(Transm ssion Control Protocol) and UDP (User Datagram Protocol) 333a (to
be referred to as "TCP/ UDP" hereinafter) and a TCP ack buffering space
333b, an IP layer 335 conprising an | P (Internet Protocol) 335a, and a Iink
| ayer 337 conprising a |ink 337a and an interface 337b. In the nobile host
303, data geriér Abedneylledrapny O psR Bl eredtethdw enF¥deXxEerahe
interface 337b via the TCP/UDP 333a, the IP 335a, and the |ink 337a .
Packet s receili@kst ABnPERET] he eFWhiEeh 3BT ecizam Hsdnaspl teathenpeBal via the
link 337a, the IP 335a, and the TCP/UDP 333a. The TCP ack buffering space
333b i s used atowhBehf EhPNYCTERS aEkat elird My WHidkimg- f Repéli senngrieed CP/ UDP
333a buffers the TCP acks into the TCP ack buf fering space . The TCP ack
buf feri ng perexd¢ringlal bek kesopasc hhexdefmisl f romtarpfellverig fd¢ ende (Tn)
before the beginning of a link |ayer 337 di sconnection period required for
swi t chi ngconfecthent ok thayerwisscone Link THyandgrasioprEyeiyerhost 303
i S not connected to a external i nks, to the point _at which 57 t he
access rout erSigeoiR ‘F%acf?\é 3o %ﬁmw Eﬁ%’é@ﬁal Henfe bledifedld he

def aul t router fol |l ow ng e end of the Iink l.ayer 337 di sconnection
period. Here, QHﬁg'PCﬁPBDPegﬁé%lBEt%Etgh?rk?%ﬁé@%?%fﬁﬁﬁéﬂnglﬁénFTﬁ§bbefore
the b f l'ink I 337 di t f
Si'gnal f rom B FHEGLPAREYS3YENO R R GeTE T aciAge) | R SeVRIFEEI SRt er by
f f the 1P 335 t.h f th det d
fime (Tn) bediiia qdrw”’m 85, o4 8 0t 5%&&9&%}?@%@’%{%& 15t ot erabl y
t |t h d t th host
s o O T A RS R 0
t w t t th
recept oﬂebyythreaé‘??ﬁ‘reéE%EE R PR IR dcf ERERSH, TRRaT Tk pri or
to the begi Nl ubLEhLAG @@rtr}%eﬂ:emvmﬂ'tﬁ%t BEpAUEESBL! Yosanect ed

access router. he connection point I's sw romt € access router

307 to the ageesyiteHER! rA0R tHd1@ ddiar F8G8eP37kd S8 cBBY fohtLY command
to the TCP/UDP 333a. Thereby, the TCP/UDP 333a detects the predeterni ned

time (Tn) befeor eThEEeB?QﬂH@“IPQIl@‘ déhect s thd BYEInSBTg @irs£ AnNR&C 4 P&k Peri od.
Havi ng received the butffering command, the TCP/UDP 333a uses the TCP ack

buf f eri ng spagecdadblink bepi and)ufctaeﬁbneryhaatmmkée ittieGiT aeRr 3@y i gi nal |y
intended for transm ssion to the I P 335a. Once the default router has been
changed fol | @disagnn®ction period. Having received the buffering
command, the IP 7la uses the buffering space 71b to begin
buffering the packets which were originally due to be
transmitted to the second link 73b.
Once the default router has been changed following
a router advertisement received from the access router 9,
the IP 71a itself detects that the default router has changed
and cancelsbuffering. TheIP7lathentransmitsthepackets
that were buffered in the buffering space 71b to the second
link 73b. As noted above, the packets transferred to the

second link 73b are transmitted from the stationary network
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a roister advertisenent received fromthe access roister 309, the I P 335a

i ssues a buffering cancellation conmand to the TCP/ UDP 333a. Thereby, the
TCP/ UDP 333a detects that the default roister has changed. Having received
t he buffering cancellation conmand, the TCP/ UDP 333a cancel s buffering and
transmts the TCP acks that were buffered in the TCP ack buffering space
333b to the IP 335a. As noted above, the TCP acks transferred to the IP
335a are trarsima irteviace 8k takh33gecass roeteéntdersaicas3Idirpdetauvdt from t he
interface 337b to the access roister 309 (set as the default roister) which
provi des t he mmwler)c emestitdddicexther mewllyi wennpFcgedgekseanskqlismce chart for
a case in which the nobile host 303 hands off fromthe access roister 307
to the access roistfég.309iguri agauenept tharbffatatea casansdhevhigh fherCP from
t he correspondent host 311 . The broken line arrows represent TCP data
segment s tramiititeedrewtehe SPobvhéchodts 308 bymmheicatierspondénttimst 311
and TCP acks transmtted to the correspondent host 311 by the nobile host
303 . State Icamrestngleny &wetsildt bends ®Ef fiRing the eecesspordten T he
states | to IV and states A, B described in Fig. 20. At a predeterm ned
time (Tn) befter &heowicegser sausest 8.1 The stodild g-li;ﬂet RErABHI FePFRRNTB03
buffers the TCP asks to be transmtted. Then, when the nobile host 303
recei ves a rdiotgiolappekeitsefemt ekeehting adwass ofdi sead B bigksreby
changing the default roister fromthe access roister 307 to the access

roi ster 309 dArddEoRFEPWS KEPACHBRt IRt RACkRIGT Banswht tedpydbedioRi Ibves to
state IV and the nDblle host 303 transmts the buffered TCP acks. Note that

when the nobifi%¥4sEsP3363 Bt aﬁorTsr%RPéWe@e’Er E‘Oﬁft Lhdr eSatesy Ul 3iptan
external link, the pobile host 303 tran cont ajpi hg .a bi ndi ng
updat e opti oﬁjvt ¢ ﬁéghoﬁecﬁﬁﬁﬁfpgﬁg L scrag:t‘? &e%ﬁltrﬁgg%' ﬁ@‘h‘g dat e
packet, the gg ent 305,.st or, &S t he blndlng (the correspondence between
t hehonme addr 5&%& grén lgddFESs of the nobile host 303) and transmts a

k b 303

e e confirmt1on PBoRoAce T Ac Aaes B 78 §8eb Ry’ IERRN AR A et veen

the access "D %‘% n ot stildeS: 44U £ £ &IHog| %gnéhe%%ﬁ%%@ehf“ 303
uring t

buffers the hat were to be transmtted

period, and whefs Eeﬁneeegacﬁftﬂéaeeagé%%te&rvanmftﬁetd@fa el SHAG TCP acks.

In so doing, the correspondent host 311 becomes unable to recei ve TCP acks

fromthe moviiRgsBesto 303 HiddMs RitRand; oidqd ReROdatEhgasREEESEONdENt host
311 theref or ewi t hhol dst ransni ssi on of the next TCP data segnent. If the

correspondentan@og23licdorstRot attedstdutkeP 7dahd segnestiSedtterthwatural ly
no TCP data segnents becone subj ect to packet |oss during the TCP ack

hand- of f. Onecertreepondeng host 303 heiserconpl etedet D& Baddsvdfe 11T novi ng
host 303 transmits the buffered TCP acks agai n, whereby these TCP acks are
recei ved by tladacprcéspendBil hostPB1lareThafferedspahient thastbedinl t hen

transmitted.

When the mobile router 53 receives a routef
advertisement fromthe access router 9andalters the default
router from the access router 7 to the access router 9,
processing moves to state IV and the buffered data packets
(P3) to (PB) aretransmitted. Sincethelinklayer73 (second
link 73b and stationary network side interface 73d) of the

mobile router 53 is connected to the access router 9 and
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60 restarts transm ssion of the next TCP data segnment. During the period
in which the TCP acks are being buffered, data transfer by the
correspondent host 311 is halted, but this period equals the anmount of tine
taken for the hand-off ( approxinmately 100nms or less ) . On the other hand,
the period in whi ch data t raps f er by the correspondent host 311 i s

hal t ed due to successive TCP data segnent | oss equals the anmount of tine
taken for a TR defeadsnroutehers etekpililee parersastuope SesbrdfataThus TCP
t hroughput deterioration due to TCP ack buffering is smaller than TCP

t hr oughput detearkedrsat(Pén Hoe(E®) ArecEsyted TTEheacarsegrendensskost Hence a
dramatic deterioration in TCP throughput during a hand-off of the nobile
host 303 can Hetbrevehtté apreds ineutrs % hi Patamrsdiatent POt madéeP1dd duri ng
whi ch the nobile host 303 buffers TCP asks is set as a period froma

predet er ni nednd ma SCTAPUFEdot ot Bhe heoheegpafidRf tofhoshe 11 fRrpughrthe7

di sconnection period, during which the link |ayer 307 of the nobile host
303 is not caftEaedTY-myY -external links in order to switch connection
points, to the point at which the access router 309 providing the newy
connect ed ext er nal Notgk Hhali sheRg thremeRdl8f TenEeT| ?ug pajeinyzy new

di sconnection period becones the default router. Hence the TCP ack

buf fering perGad® CIaderaes TAF JIFEPLHbEEperRR kL y & o thiedtobicre BeREehr e not
buffered any nore than is necessary and, TCP t hrqughput deterioration can be
further provei SEaPATSS Sa8cBRARRG YOH TR Ad DeABOHETBRDS EnePIon
(i connect | o ohEmeodoRte BEBEL S | TRTHIS traaddant thayRiodatd(Tedatbe 333a)
by neans of a signal fromthe ' interface 337b which is,cqnnect to the
ext er nal IinIRaca\%gc’a Snge d%?%ﬁ{taﬁoiss CEFS stgst e%f‘%gl?ﬁergg}he by neans
o For 9ot Pl e B B TR S L S Rl 8 TCF acl
TCP ack is bl!:fff %ﬁgqnogfjloe %t@if ngiaﬂﬂi transmits a packet containing

a binding acknowledgement option to the mobile router 53

as a confirmation response,

In this second embodiment, it is assumed for the sake

of simplicity that the mobile router 53 does not transmit

a router solicitation. This embodiment is of course

applicable to a mobile router 53 which transmits a router

solicitation, but it 1s necessary to prevent the router

solicitation from being buffered. When buffering is

performed in the IP layer 71, a determination is made as

to whether or not the packet subject to buffering is a router

solicitation by having the IP layer 71 analyze the IP header

and below of the packet, and if the packet is a router

solicitation, then the router solicitationmust be excluded

from the buffering subjects. Analysis of the IP header and
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is perforned for each TCP connection, and when, for each TCP connection, a
new y buffered TCP ack corresponds to a TCP data segnent with a | arger
sequence nunber than the currently buffered TCP ack, the currently buffered
TCP ack may be replaced by the newly buffered TCP ack. A TCP ack inforns
the transm ssion side host of the | argest TCP data segnent sequence nunber
received up to that point by the reception_side host, and therefore when
two TCP ~. ckbeRawe odi fiher @ackedqepscs Lagabéysinvatvaerthekfebowmbrd f yi ng
the | arger sequence nunber doubles as reception confirmation for the TCP
data segnment opgpatdorhe Eadl RaEhsbatkpte RRADEF . lavebt hbrChRfls, thy
replacing a currently buffered TCP ack when a later TCP ack is to_notify a
| ar ger sequeREeteeederukes $Heredidnehte il hepegrTEe KD BRENTED ack
buffering space 333b can be econom zed. (Fourth Enbodi nent) The

const i t uti onheROEHC oY | 21RDAMPNICASHOR e&im &2 WheR RO TP M

enbodi ment is identical to the nobile communication system 301 of the third
enbodi nent a®uBkeRNiPAiFREes B8 AR IeEREoTelar8E T lpERBRkS hBechiceld
omtted. Fig. 10 is a view show ng the constjitution of the nobile host 303
used in the ﬁ@ﬁlilw@tcléxﬁr&#ﬁecétypénogy%%rﬁ@fp thed Logngh teRb 6B FeREST The

nobi |l e host 303 is provided with an_ application | ayer 332 conprisjng an
appl i cati on 3315heatyPEnBPBPET| A5et3B3F COMNETFsiPRG IS Feblembr 388al%ind a TCP

dat t buffer,i 33c, I P | 35 | Si | P 335
and a | nk | SYSETEET o miAt o £ocihk 5578 BRECER FRTLTIARRt@RTD. The TCP
dur i ng a hand-of { BETTHRE SIREndeBPORhSSE, SBRERIPS RO A P LRe TRt Tt

uring a hand-o . s into
the TCP data, t bufferi 333¢C.. . feri
per6i od i saaaﬁzc’re %%%vﬁw?gqﬁe 5 ;Olt&;%ﬁéﬁ%?’%r]ﬁea& :)hrn'el}l 8?%%%%?1%%%?%%%%% ore(reI tn ﬂe
bedi nni ¢ . 3 : ! . . it chi
connect i on pathts, TReriche SRt oRabE, TosPosR s kR OB eTaEE SBif " OY
connect ed 10 ARLCXLANY, bERkSa, (Rurlifg PRLEL e WBEGRA MG AG08Sa g OUL of

e l1n e default

provi ding the newly connec exf ernal econes t router

following th f { I : L Ll rq r t he
TCPI UDP 3330 e e & P S e A e e B e I g of

the link layen 88é #bBe0BNESEtON TP EreUnSY dBaNsctadd doShapaéxtepmat he
interface 33?b, and detects a change in 63
links in order to switch connection points, to the time at
which the access router 9 providing the newly connected
external link following the end of the link layer (second
link 73b and stationary network side interface 73d)
disconnection period becomes the default router. However,
the packet buffering period is not limited thereto, and may,
for example, be set longer than this period in consideration
of the wireless link conditions and so on.
As described above, during a hand-off period in the
second embodiment, while packets cannot be transmitted to

either of the access routers 7, 9 from the mobile router

53, themobile router 53buffersthepacketstobetransmitted
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default router by nmeans of a signal fromthe IP 335a. Here, the range of
the predetermned tine (Tn) begins fromzero. Here, the predetermned tine
(Tn) is preferably set equal to or greater than the round trip tinme between
the nobil e host and the correspondent host, or in other words the tine in
which a TCP ack newy transmtted by the correspondent host in response to
the reception by the correspondent host of the last transmitted TCP data
segment pri orduiirhEhesgndnPhd Pef iodranet t rrp Suit e Rebf serd prakeke
currently connected access_router. Wen the connection point is swtched
fromthe accédwenolitier BBZkKEbSt Reqmieesabiputter 863Cht Hdg nharfaeéf337b

i ssues a buffering command to the TCP/UDP 333a. Thereby, the TCP/ UDP 333a
detects the predetariqRaCERAE IOWHRIDRf 0RE 2 FeShblyi Al o ©ie PAEKRERK | ayer

337 di sconnection period. Having received the bufferi n% conmand, the
TCP/ UDP 333a fiwds were topheatrausegnint thefy @ iinpampasetyssk sédpeln
buffering the TCP data segnments which were originally intended for
transni ssi on e fe@ile 3385er it duiadderadiandififepT RO WHerch tehhhged
following a router advertisenent received fromthe access router 309, the
| P 335a i SSUEOEHIRIRIS MY MoFTc el 1543 Shechrmdnet f et rEArBDRC3834.
Thereby, the TCP/UDP 333a detects that the default router has ¢hanged.
Havi ng recei Ve kse JuPPer FRYS cBMe QISR CCoRhaPRC ke the OFEPAUBRRI33a

cancel s buff rin(g a transqgits the TCP data segnents that were buffered in
64 the TCPE?:F&{ —%ggrﬁé‘?ﬁl% 430t iy RFYERU883c to the IP 335a. As noted
above, the TCP data, segnents ansferred.to..the | P 335 r ansmtted via
the I1nk 337a to ¢ HOA M1 1B EPE TS Cnd R DT S R F S BUEE9PTRE ¢ he
access router_309 . def reuyter) i_.ch_provi des_the _newy
connect ed extern Cfé ?DS%E%%F‘F‘Q&Q I?J;Héaersgguggncsee\%; %r?%f%rloaf%gggl Fﬁev\,hi ch

the nobile h%sé%i;i%fﬁhlgba'%‘%stl‘?% fliﬁagcoﬂd%%]g (§888ﬁ8 194 95,304 E?aﬁgngg ess

router 309 duri transfer of to the ‘corresponden 1 using

TCP. The bro i r LeRLese T &89 : [.anNS{i from
the mobile hc%*“%doé’gt%ﬁeﬁve@ﬁ?é?%o?%%%@ S AT bR bRy PERELRE 1O

fromthe corrgspandent hastoadl 14ax heahid ebest: 303y Siatfotytgiabate 1V
and states A, Bin Fig. 11 correspond to the states I' to IV and states A B
described in ifritgerPdre A3ROEN EEleIEMKE Nadeti T imTohe BRfOIR: WOVItRG EBOM Sstate

are not connected to any external links in order to switch

connection points, to the time at which the access router

9 providing the newly connected external link following the

end of the link layer (second link 73b and stationary network

side interface 73d) disconnectionperiodbecomes thedefault

router. Hence the packetbufferingperiodcanbe set highly

appropriately so that packet loss is prevented with

certainty.

Alsoaccording to the second embodiment, thebeginning
of a link layer (second link 73b and stationary network side

interface 73d) disconnection period is detected in the IP

71a by means of a signal from the stationary network side
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| to state Il, the nobile host 303 buffers the TCP data segnents to be
transmtted. Then, when the nobile host 303 receives a router adverti senent
fromthe access router 309, thereby changing the default router fromthe
access router 307 to the access router 309 and obtai ning a new care- of
address, processing noves to state IV and the nobile host 303 transmts the
buf fered TCP data segnments. As _descri bed above, during a hand-off between
the access rotepsLace 7Xohich ApsCorResredMbannBRESIRAL 1idHi1 8Mkbst 303
buffers the TCP data segnents that were to be 55 transmtted during the
hand- of f peri®d&hanae Wpctehiavd theAdt oF L5 deberppe Dy, the dfshtd & 45/ Touf f er ed
TCP data segnents . In so doing, the correspondent host 311 becones, unabl e
to recei ve TCEMat atBegnRacket r ot FRY Hihi IRPIHARG 383 dBS nGetREtRSnd- of f
period of the nobile host 303. Hence the correspondent host 311 does not
transnit TCP RRECPrErhesYt#eF cR?FE5pondent host 311 does not transmit TCP
acks, then naturally no TCP acks becaone subject to packet _|,oss duyring the
hand- of f of the rmb’%‘P’ée He&t 8b3Ls PreéerRBLIAVIAY & F@g?e@?@lﬁ%t@&ﬁ‘ﬁpet ed the
hand-of f, the npbile host 303 transmts the buffered TCP data segnents

agai n, wher eb§P¥ Hes @eTepI darad sidy bRt BORt &8 teddiaFed S 1Y 1 He tEGRSELSSndent
host 311. The correspondent host 311 then transmts the cqrrespondi ng TCP
acks. During TPEEPErTVEGH afHiANF t hdRTED P /s BFRIR ST B0 45T 100% f er ed,

data trans szl onRYLES TUPLLg NoRl 202 5 palted. byt Lihg Reiod cauel
0 the oLner B3Rk ¥, BGr 2 4L 9 Fob [ AUSIEGE B e, T £ oSt 902
data seorent s SRS 41 MBIl anle BN IOGALIEE rot anem (e (o
daia seorent buff o018 SIIAGLLfan TCP [hroUghout deteroration due (o

Hence a dramatic dekey | of aid Ol &y TG4 PUIBRH: Ui 0n 2o NGBl of  he

66 nobi | e host 303 CTan be prevented. so Iin the fourth enmpbodi nent, the

period duri ng-yehi Eaei R PakcdPdiyf t@ s thtPd dahso SaEeN! S TS set as
a period froma predetermned tine (Tn) prior to the beginning of the link

| ayer 337 di sE0nNgGIMIDIN@SEs O8ls adiod G Mo eNHARS diicak elsayrtmd 3§enf , t he

nobi | e host 303 is not connected to any external links in order to switch
connecti on pdmt sindiccdttees t iane atcabschrdineermgccess rodt em@SBgwoviadi ng t he
new y connected external |ink beconmes the default router follow ng the end

of the link layereg3¥ndéstommsitti on period. Hence the TCP data segnent
buffering period can be set highly appropriately so that TCP data segments
are not buffered ays mboant afidgs hecesshi e mogruopcafiongpsitem 301

deterioration can be further prevented. Al so according to the fourth
enbodi nent, t¢rprises a mobile host 303, a home agent 305, a plurality

of access routers 307, 309, a correspondent host 311, and
an IP network 313,

The mobile host 303 is a node which communicates with
the correspondent host 311 while moving from link to link.
The access routers 307, 309 are routers for providing
external links to which the mobile host 303 can connect.
The home agent 305 is a router capable of transferring a

packet addressed to the mobile host 303 to a link at which
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predetermned tine (Tn) before the beginning of the link |ayer 337

di sconnection period is detected in the transport |ayer 333 (TCP/UDP 333a)
by neans of a signal fromthe interface 337b which is connected to the
external link, and a change in default router is detected therein by neans
of a signal fromthe IP layer 335 of the nobile host 303. Thus the TCP data
segnent buffering period can be detected appropriately and easily. (Fifth
Enbodi nent) Filge kil hositedOshionilogatied ¢ansextentian léhkapnobvided

comuni cation system according to a fifth enbodinent. In 67 Fig. 12, SH

i ndi cates a stpbhawaresshosttehRrithdi thtasuahndithe Ifywier]itypcontdieat es a
home agent, AR indicates an access router, and CH indicates a correspondent
host. As showystenriobiPle aPwbbi(lrtevnatinPrattonl sysrehe354) conphéses a
nobil e router 353, a stationary host 355, the hone agent 305, the plurality
of access routerse30daO9 hadte 3ddr iespormténtwiiigdt cammunandtelew! Phnet wor k
313. The nobile router 353 noves fromlink to link with a nobile network
357 conpri si nghe roksile itorely yBhbst 355, and functions as a gateway router
for the nobile network 357. The nobile router 353 uses a _hone address on a
horre |ink, and on &h roderifala |daWags o1t hEansma thdngeaBd angcel ¥aRe- of
address having a link prefix for each link. The stationary host 355 is a
node havi ng aglrmhk@ffgﬂ P UdarBcPasket el aP T oRsPepding Ha ﬂévﬁmbﬁné gout er
353. Note that the nobile network 357 nay al so conprise a router_or a

nobi | e host . ek hbfred agelRUBHS2bEow| Rkt Rer nbhpreibiing 35BaGkehH a hone
| ink, and the access routers provjde the nobile rquter 353 wth, external
links. The nobi3esRbiied T39% & MASEEC e HhGReagRitY 8680810 hnt gl
conprising "hone address of this node and network prefixes within the

mobi | e net worlk AEML SHP™ HY LR %Hd?e‘é’%rﬁg?ﬁF nEHagﬁmhs%Jo‘?fheEY?Bﬁmri nk",
and the hone agent 305 stores t(fj]lir.s bi ndi,ng., Havi ceive

packet . addre 3§ EPRE 1FEnBRA S 8Pt t?ﬁﬁﬁﬁngiﬁgﬁt er* g‘g’%eojri%k packet
addressed to an afdr£35 108l A% 09 4% AP LHISPR85! Xanlth LR Lyt D, [PPI 1 € 68
link is a link other than a home link. The mobile host 303
is allocated a home address from a home 1link and is allocated
a care-of address from an external link.
The mobile host 303 uses a home address on a home link
and on an external link uses the home address and a care-of
address having a link prefix for each external link. The
mobile host 303 informs the home agent 305 of binding
comprising “the home address of this node” and a “care-of
address obtained by a connection link”, and the home agent
305 storesthisbinding. Havingreceivedapacket addressed
to the home address of the mobile host 303, the home agent
305 creates an 1P packet addressed to the bound care-of
address, stores this packet in a payload portion, and

forwards the packet to themobile host 303. Havingreceived
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network 357, the home agent 305 creates an | P packet addressed to the bound
care-of address, stores this packet in a payload portion, and forwards the
packet to the nobile router 353. Having received the forwarded packet, the
nobi l e router 353 extracts the original packet fromthe payl oad portion,
and if the packet is addressed to a host existing within the nobile network
357, routes the packet within the nobile network 357. Fig. 13 is a view
showi ng t he &destiorwairesdofPadie robite MRitlea howe IdbieeLFarierthe
provided with an IP layer 371 conprising an |P 371a _and a TCP ack buffering
space 371b, amdgankilnkacket Iremcdms iBavPadfPpstippnk $iBge atkecond
link 373b, a nobile network side interface 373c, and a stationary network
side interfadat3rddl pPacketsis addnassed 6m the mibile hestwdP &k, stifes
interface 373c or the stationary network side interface 373d reach the IP
371a t hr oughmelyebki teenispakt8®3a and second |ink 373b respectively. The IP
371a references a routing table to determ ne whether to transmt the
packets to the staFi@nafysSnetWicik skpyéng deranstitytiep)ohithecbls | e
networ k 357 side (stationary host 355& .and transfers the packets to the
second |ink 3?3k I3 ¢ hdhpmokilq ks BIA4 15 RIQVEGEGHIS 30 TP HEA TR t  of
this determ nation. The TCP ack buffering space 371b is used for buffering
TCP acks dur lAgeE I EOBPE 15dRT0Rn aPRe 1FRL 390 & i/ f B 2PEPCREKR Y 0 t he
TCP ack buffering space, 371b. _The TCP ack 69 buf ferin eripd is_set as a
period from &3pr gaﬁgéf‘ﬁi‘-ﬂgdat?% t%n%?%ﬁﬁi%qoﬁérﬁég?gﬂgﬂﬁoﬁ} ang nk

I d link 373 d i k side i f 373d
i connect | offPBer0SaF BTG MR SPRELStann | RIS BEaHES S | Thar y

t k side,| 373d the |ink 73.Ln th bi | t 353
are mot connSCLEd UPE ahy  EeRrRET 1 1 BT T A AT ShoBBHRt! on

ints, to th i.nt. at i 0 Ldi w
onnect ed_exAor ial 1ok Beconmbr PR EEnTFy Bt diet BrPPRE T8 of the
ik | ayer (sgaond bk, 3738 Andontal L aRALY: ek wark Shaed L age, 373d)

di sconnection perio t he la detects the predetermned tinme (Tn)
prior to theshegi nning of the link layer (second link 373b and stationary
network side interface 373d) disconnection period by neans of a signal from

the stationary netwarkid deobater fraes 3789, @g_&ade?gﬁé§a@e@hgggg;ﬂ@ def aul t
router itself. Here, the range of thepredeterm nediime (Tn) begins from

zero. Here, bﬁﬁl@b@d@bﬁrHBmada{:énEraﬁﬂ'iﬁiﬁifedJrfﬁ:fo@f abpleyifeéreqoal 33 or
greater than the round trip tine between the stationary host and the

cor respondenyihagic TOP/UDP GBBear, thy UK 388, ndethial whk aB7a. TR cledtas segnent
newly transmtted by the correspondent host in response to the reception by
t he correspordertivedsiran theein et fdgend s i trteedhl e aplp Licadi ond 3 Te

begi nning of buffering can be received via the currently connected access
router. The utiat tbralynkeBwdrk &ShdelPnBabPfacend7Bhei TSRLIDR 333a.

The TCP ack buffering space 333b is used for buffering
TCP acks during alhand-off period. The TCP/UDP 333a-buffers
the TCP acks into the TCP ack buffering space. The TCP ack
buffering period is a period which extends from a
predetermined time (Tn) before the beginning of a 1link layer
337 disconnection period required for switching connection
points, when the link layer 337 of the mobile host 303 is

not connected to any external links, to the point at which
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70 buffering command to the I P 371a when the connection point is changed
fromthe access router 307 to the access router 309. Thereby the IP 371a
detects the predetermned tinme (Tn) prior to the beginning of the link

| ayer (second |ink 373b and stationary network side interface 373d)

di sconnection period. Having received the buffering command, the IP 371a
uses the TCP ack buffering space 371b to begin buffering the TCP acks which
vere origi nalthe @GEess BOULRENRAPTLEHN Y LB VB b seRRERked 78t eeRRE t he
default router has been changed followi ng a router, advertisenent received
from the accdddk bgcomesoghe ﬁ‘@fﬁplﬁigug%efqudéfflé& $henshdi pé Hag aul t
router has changed and _cancels buffering. The IP 371la_then transmts the
TCP acks t hatl iy B2 Yo Per b Soennre tiop BRI A5t f 8t fg LS /APES IR t he
second link 373b. As noted above, the TCP acks transferred to, the second
link 373b ar datesishitiecBrersittRérstatiBRaliP hdshote shaePerivringe 373b
to the access router 309 %set as_the default router) providing the newy
connect ed extOdr A& LRk 1RY§T §§7i§1%c%%‘61%‘éw (H%ﬁJtOde@ﬁ’ %le@ﬁgeofrﬁmhi ch
the mobile router 353 hands aoff fromt 307 to the, access

router 309 wii%ahd Ay Wemygtce?,g%T ;Cg?? rﬁggtﬂg Snet WARIBS R s in

br oken |1 ne. &G Y ERRESEY TERdAhe CORER CEoR etk oddar o Bake
rans tt ed 13 REREBIo b IR AERAEREER RS Y s A Ry iR A E o Roat s, State
and states APBSielbR Baatererninésdink’ GRSt R PR N vefor e
U5 be’r out ed 1o CEngr SREEFarEeY thet iRk nte Sk betngeh EhE Wontte [T 22

353 1 ecei ves @ ouLaroAdyetLLSBIRALALNAILL NB AL B3n LOU s 303 ¢ e eby

changi ng the de router e access router o the access router
309 and obt aijpi Rgh Acipew %Pe'&ft@dgéﬁxgémt PHERESS tFGnFRN €S ehO LY &like | V and

the nobile router 353 routes the buffered TCP asks.
correspondent host in response to the reception by the
correspondent host of the last transmitted TCP ack prior
to the beginning of buffering can be received via the
currently connected access router.

When the connection point is switched from the access
router 307 totheaccess router 309, theinterface 337b issues
a buffering command to the TCP/UDP 333a. Thereby, the
TCP/UDP 333a detects the predetermined time (Tn) before the
beginning of the link layer 337 disconnection period.
Having received thebuffering command, the TCP/UDP 333a uses
the TCP ack buffering space 333b to begin buffering the TCP
acks which were originally intended for transmission to the

IP 335a.

Once the default router has been changed following
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Not e that when the nobile router 353 obtains a new care-of address foruse
on anexternal link, the nobile router 353 transmts a packet containing a
bi ndi ng update option to the hone agent 305. Havi ng received the binding
updat e packet, the honme agent 305 stores the binding (the correspondence
bet ween the hone address and care-of address of the nobile router 353) and
transmts a packet containing a binding acknow edgenent option to the

nobi | e rout erd 388t8E advegrisaRantohesespeAde omakheiaserFpaP e %during a
hand-of f between the access routers 307, 309 in_this fifth epbodi ment, the
mobi | e rout ertl853PhdfPerissuns 7 EEKEL R AANRELd afdOBeCHBIARD toothRe
stationary network side during the hand-off period, and when the hand-of f

i s conpl ete, TENEP BRSabuf TerrebycAhs KSR/ 333a defamdisnghathghe
correspondent host_ 311 beconmes unable to receive TCP acks fromthe
stationary hétafa3ns gapfeg haechandestf FrYivdbpcehsefdlia BufdaFéRrI3s3 .
The correspondent host, 311 therefore wi thhol ds transm ssion of the next TCP

dat a segnent .CaFCal@ G £Sp8IRENt thest CBAUPR v hSRRCRARSHIE T§E Pat a
duri g the. hadl QTR HEOIEE. PO oFhaBare s CRTsE obii EPPoEEr 353
noks agui n. Vil DR HEICE FERCRCALR D (e Pedshy: | S BEEPEsRBAUSNT host
data seqment CHTERAHR SARSGaTEROH Gha Kb S5 LR LAGTHGERS TR or ed.
cqual s the afSmEiBR F71% TEERER e lre e dia ot Ein DR MPEFSRSe coms or
cor r ebpondent TELECITRS) SOHAPT PR P9 L S8besr v ras ALY seBhehl l oss
equal's the aQHHg%12L¥ﬁﬁgﬁ$%gﬁﬁﬂnkﬂhﬁaﬁpagé%%%hagingnﬁgHgi?k9 expire (at

| east one secon roughp eterioration o TCP ack

buffering is small ef 4 han;TCR EQgQHH@QP&hQPEeféPVaaHa%% duewh@cRUERESSI Ve
TCP data segnent |oss . Hence a dramatic deterioration in TCP throughput

during a hangdfif1 OhokRes M@ ManRis' 68 rotpIned b Preuestesh7 iy ther, in
the fifth enbodi ment the TCP ackbuffering period by the nobile router 353

is set as a RRIJRME rodez 389 duadptrRicdptadnt bPeddthh )k rihis@ert @sihg
begi nning of the link |ayer

(secondl i nk3TRirantsih ahieotsr yeiowddssi Hesntxarif.acehdb3dkedi Sicanasebiven
period, during which the second |link 373b and stationary network side

i nterface 373cpofestdrs FCRkdd zy eregBiédtisnt timesmitt ¢ @ tootitemodi3 eahesnot
connected to any external links in order to switch connection points, to
the time at X hyt ke asasspondest 309t pibl ictidnBCR ke ksetr gnsohhted ed
external | i nk becomesthe default routerfollow ng the end of the |ink |ayer
(second |i nk t@78he &g respanssRtyh ok Rddio g ithe mahidies hest 393d) SFak®nnecti on
period. Hence the TCP ack buffering period can be set highly appropriately
so that TCP dck® éFétﬁo?Vb%IF‘Tlesrte?d:easn%n@r eTt % % cREceseery BRdthepr

t hr oughput deteri oration n be furthe revent e
gnp states I to' I and states %,pB deschbed in Fig. 20.

At a predetermined time (Tn) before moving from state
I to state II, the mobile host 303 buffers the TCP acks to
be transmitted. Then, when the mobile host 303 receives
a router advertisement from the access router 309, thereby
changing the default router from the access router 307 to

the access router 309 and obtaining a new care-of address,
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Al so according to the fifth enbodi ment, the predetermined tinme (Tn) prior
to the beginning of a link layer ( second link 373b and stationary network
side interface 373d) disconnection period is detected in the IP |layer 371
(I'P 371a) by neans of a signal fromthe stationary network side interface
373d which is connected to the external link, and a change in default
router is detected hy the IP 37 itself.. Thus, the TCP bufferlng peri od
can be det ectpgc?cz?ﬁﬁr%‘ﬁr“?%‘{eeﬁ §/°§ atga@ﬁ@d t%fngbtlﬁ tho\fllrreﬁo%kt

buffered, TCP acﬁg&&fferlg% erformed for each TCP connectlon, and when,
for each TCP @&%n egRd d%h Spuffered TCP ack is in respect of a TCP

E‘é%;iﬁ:”?ﬂé our Peﬁplta%%mtfk@?%;é%ﬁce %E}Eb%vtt@]? é%faa@adgfﬁ‘d{cfé%‘%' g e
TCP cpP ]

ar gest TGP esggﬁeaﬁésq{aﬁn%%”%m o] dniedroneh frate B%%y the
reception side _host, e differ

it art i e K ST R Ml T e

e e SRECTRERGEE Tl Eo T B AP i bt o o0

ggg;gg:;gdbuigi§gg %E%T%Fkothe % i % gFerlng.gﬁace 8&??8 nﬁﬁb eation
SROHIRAE vl .?}%Wca%’é%f’@%%g“&'%f@ 28 fadny

systemin the siXt e connunlcatlon

system 351 of ftEﬁefﬂt&Bﬁgm%dd ARl 38qSHPMMkA Nt &idpa S%get%

description thereof Is omtted. Fi'g 15 1s a vie oW n .%e constltutlon

of the mobi | %Bpﬂafﬁg?a‘amc& %édé}?c BRRi b] @&mm&@ﬂ%oﬁsg@mﬁ the
si xth enbodi nent. An" TP | ayer 1 conprising an I P 371a and a TCP data

segnent bufferi-earsipaceidhleespBesa.l ink layer 373 conprising a first link
373a, a second |ink 373b, anobile network side interface 373c, and a

stationary networkasi destpiBefiagBodéiddar engr gvihsheg o Fher JiGR elatin s egent

buffering space 371c is used for buffering TCP data segnments during a

hand- of f periaedesEhmuiers 307, 309 in this third embodiment, the mobile
host 303 buffers the TCP acks that were to be transmitted
during the hand-off period, andwhen the hand-off is complete,
transmits the buffered TCP acks. In so doing, the
correspondent host 311 becomes unable to receive TCP acks
from the moving host 303 during the hand-off periocd. The
correspondent host 311 therefore withholds transmissionof
the next TCP data segment. If the correspondent host 311
does not transmit TCP data segments, then naturally no TCP
data segments become subject to packet loss during the TCP
ack hand-off. Once the moving host 303 has cempleted the
hand-of£f, the moving host 303 transmits the buffered TCP

acks again, whereby these TCP acks are received by the

correspondent host 311. The correspondent host 311 then
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| P 371a buffers TCP data segnents into the TCP data segnent buffering space
371c. The TCP data segnent buffering period is set as a period froma
predetermned tine (Tn) prior to the beginning of a link layer ( second
link 373b and stationary network side interface 373d) di sconnection period,
during which the second link 373b and stationary network side interface

Sy ext er nal T9RHEE Do E BR B T ST BRRE G T sREReRly (HEF g at
bocores. ¢he. dSEaBEELPOut B Githd CEnaCERc o DERGS) BRETrESEr dabond 1 nk
Nore, the | b HIE SRR Uy e (0I5 RSRRUEAEALRr § ST {THR e bio R O
?ggégﬂhrgnﬁg%ﬁﬁ; | Peﬁdﬁﬁgﬁﬁeﬁm% §&i hiBer haken 75y e MRt fbn period

Qe oets a ChaBE e et AL ULBtR GF LECebt 1 MG O ChRE SRR AR DERLOD
< pref er ably A AT LSRR LG U Bhe PRERC TRG I HURRo F i 1 bEtheen (e
oy ch . Tep e REWF)CErSRERE T B = AESher B LroehS, o ihonse 1o
Segment pri ot b iRERRG! FaF HFCP sl e Rb SLAEL e edre 1
i orface 37900 SURhTh UL o TG O C SPReE T B arian g, Eept®

connection pg i c 7 S router
300, Ther oby T Re TEr§TTA9 35, SR PR BRETEE Skt b bt e I The

begi nni ng of diherhi fkcdavdiyd 368088tk iduorhdb1 884, SttdQnargragkupe k si de
interface ,373d) disconnection~peri od. ving received the buffering

command, thedeeibration fHeTdLPHBs @ IBRGTRILr iRy BehhAE-6PECOE HE t O
begin buffering the TCP data segnents which were originally due to be

transmtted moebkile $©eENd0Ei ckn3b2bproveatele default router has been
changed followi ng a router advertisenent received fromthe access router
309, the I P 371a i Adebfiméheditsitdhambotitmdet adhie werded duad nghelng=d and
cancels buffering. The IP 371a then transmts the TCP data segnents t hat
wer e buf f er edthiermobhil § @R stad 63 suyfans BOPfarkisngs syedces 37 bertiodt fiomsecond
link 373b . As noted above, the TCP data segnents transferred to the second
link 373b ar & predeherniesqd sAmeheln) ariondrythebrgikndingeof fheribwe 373d to
the access router 309 (set as the default router) providing the newy
connect ed exté@yal 337 A scppgecisoner ndyudnEtng Wadchf bire 4 1akskayer whi ch
the nobile router 353 hands off fromthe access router 307 to the access

router 309 \Aﬁiol7e°{ft¥‘esf“8¥’g6ﬁé?‘iﬁq1§§t3 BFRQL CORRE BT I ABYVRAFKEEH per f or ns

data transf erlilxjﬁclsngn-rggdteg ‘thesw7i7tch connection points, to the point

at which the access router 309 providing the newly connected
exXxternal link following the end of the link layer 337
disconnection periodbecomes the default router. Hence the
TCP ack buffering period can be set highly appropriately
so that TCP acks are not buffered any more than is necessary
and TCP throughput deterioration can be further prevented.

Also according to the third embodiment, the
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correspondent host 31l. The broken line arrows represent TCP data segnents
transmtted fromthe stationary host 355 to the correspondent host 311 and
TCP acks transmtted fromthe correspondent host 311 to the stationary host
355. State | to state IV and states A, Bin Fig. 16 correspond to the
states | to IV and states A, B described in Fig. 22. At a predeterm ned

time (Tn) before noving fromstate I, to state LI, .the nobilg router 353
buffers the ?@%@%ﬁe%ﬁ?et 2&’% IP%&%%% lé’f‘&fligoﬁgrghﬁef k side .
Then, when the nobile router 353 receives.a router advertisenent fromthe
access rout erla§@§3§ﬁ&léwné}%i°ﬁgpqwtgéf5 qftecrtcﬁﬂa%?%fq‘eo FREP A ess
router 307 tqQ the access router 309 and obtaining a new care-of address,
processi ng nﬁw?é(§rt(§3s3t ATEHAYDIN P 1R bt ofterd 3593 bt BOR i %uf f et ed
TCP data segnents._ As de;cri bed above, during a hand-offﬁfgt,vv%gn X%Se access
rigz 32

routers 307, B3®LERceEn? 371 WA Rt SRS et FR thEneF ke TRy ffers

the TCP data segnents, t hat re to be routed to the stationary network side
during the hé‘nﬂgﬁpgep@idﬁéa\ﬁﬁdrﬂﬂgﬁrt%%ﬁgﬁﬁ- &6k %r%bt?rﬁye{“&gnﬁdlﬁue)s t he

buffered TCP data_ s nt I 0_doai corre nden ost,.311 becones
unabl e to re@ef'%‘én%g%r}g’& Ehge%'niﬁé’grf#}%n{)%@%Fg[’%iﬁ;}%ﬁ%égg-35%11%ri ng the
hand- of f by e il outer .353, and, hence the correspondent host 311
does not tra&rg’rﬁ @Q@%bﬁgf?répﬁ&eﬂ%ﬂ Eglnrctées&?%&é: dh%g?r%aﬁl%l% not
transmt TCPa%‘cks, t.tigzn naturally no TCP acks beconme 7a  subject to packet
| oss during t éj E e by the nobile router 353. Once the nobile router

353 has coml et ed (g N gELy e JORH S, iy S5cr o sse sy Byl T er e

TCP data segnents agali ere sdgient's "are received by
t he corresponde 1 T q@q . hos 1 en jts the
correspondi nggT%rggéééaD%Pang%ﬁgf%%ﬁ%o ?%tl}f\%’chntéhéh% 5%1% ?%%Hgnent S

are being bu r r IS ted, but
this period feTg%a gn{l g\t:g(r)r%bﬁ?%{)eﬁjltséjmﬁ?g gﬁa#%lfrﬁ% Cﬁgﬁg-sgfg?dfaggféoxi mat el y

100ms or lesgck da93 bRegmehhelikand, 15hgepesifleh fe Wiikbe HatBalt ransf er by

the stationary host 3557is halted due to the inability to obtain an

opportunity tQrtrearsfibutherd & ciahaksagiestsreqtdl o muab ok ti ne
taken for a TCP retransmt timer to expire (at | east one second) . Thus TCP

t hr oughput dekgr ber a¢pbacedeby dchECReddyabaefered TIH fazyk .NgAbYCP he-kobi | e

router 353 is smaller than TCP t hroughput deterioration due to the

i nability of ihferssathenarandwists i3mbside st nfatheppordasti T¢Ptdattar ansm t
the TCP data segnments . Hence a dramatic deterioration in TCP throughput

during a hangegfrengf seheenobi hembentezcsibatap be phetepoddt Purther, in

the sixth enbodi ment the TCP data segrrent buf feri n%Nperi od bﬁ' the nobile

router 353 | §eseptasnaspie st r gMdatheraéere mhriy tonBCETagkpriaste to the
begi nning of the link |ayer (second |link 373b and stationary network side
interface 373dff&FsRENFRELPRRS PBIMRRE S dEPENECIMADH foRenyb1ifying the

larger sequence number doubles as reception confirmation
for the TCP data segments up to the smaller sequence number.
In other words, by replacing a currently buffered TCP ack
when a later TCP ack is to notify a larger sequence number
than the currently buffered TCP ack, the TCP ack buffering
space 333b can be economized.

(Fourth Embodiment)

The constitution of the mobile communication system
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second link 373b and stationary network side interface 373d of the |ink

| ayer 373 in the nobile router 353 are not connected to any external |inks
in order to switch connection points, to the tine at which the access
router 309 providing the newly connected external |ink beconmes the default

router following the end of the link layer (second |ink 373b and stationary
network side interface 373d) disconnectjon period. Hence the TCP data

segment buf f éRi igiSefPHRLBarpMROEEENE; ghi y1dpptdpatattd ythe fekilfcP data
segnents are not buffered any nore than is necessary and TCP throughput
det eri or at i oRCEEWNbea ELPR heYS bkt @8, the Shizcc sPEPA4MEBL 13 sdiopPh

enbodi ment, the_predetermned time (Tn) prior to the beginning of a |ink

|l ayer ( secohd Fi®k B7andidedicfOorndrCrePhbPR heke? hiley IS t8734)

di sconnection period is detected in the |P Ialéer, 371 (IP 371% bi neans of
a signal from the Bt%t L8rar§VheY ROPKIBHIES GRF Heat Lomat fhr&POis Sconnect ed
to an external |ink, and a change.in default router js dg%ﬁct ed the I P
371a itself. hq’ﬁﬁg’oﬁﬁﬁe@&g?&wg’édwwqw HEF T ROt Fhed@Udétect ed
appropriately and,easjly. Next, .a conmunication, control| ogr. accordi ng
to an enbodi FERPIGFERRe” prldgeMoRient?dh 3/I5|3| e BE%W%@d. 1%“ Gfder to
transmt a packet, the communi ion control program causes conputer to
function as ﬁ@Bﬁ%chi"o%uf?g?Fné% h%ox?}%{%]k%]tn%tffr? r%gn]rﬁaﬁ:dl-o@f 13%&@#| &d and
transmtting, the buffered et _when.the -aff.is conmpl ... Ihe 80
cormuni cat i oh*&BfPPH y&d{) gﬁgicgnﬁpgégmgaa EﬁgzU@%n%%faanE%aﬁégId«?-Elaecor di ng
medi um for exanple. e,.a recordi med] um,i iz €C i S
capabl e of artef Iﬁg ?‘ﬁﬁ%%’fh%ﬁ% %a%engggf’sg%h%sfﬁggﬁe |5srﬁotﬂ\3 ghs'?,plgjor

electricity | r-dan j t h I=i-PL. ) CQE a I for a
readi ng devi 3{(;‘ flﬁs%?as’l I’e%ﬁld\r,\! tlﬁéltkhg? vvar%e37r éé%ﬁ%%ggﬁgg aﬁégrr%ﬁ%%%%gn t her eby
transm t theageiﬁxaie?%%gg geatent of the programto the reading device in a

correspondi ng signal format. This recording medi um may be, for exanple, a

magneti c di sk, an ppLied qdtgkoedhdde RBP4 e PInFRPUL 595L 8l gded TR

conputer. As shown 1n Fig. 17, t'he recordi ngnedium 81 conprises
buffering TCP data segments during a hand-off period. The
TCP/UDP 333a buffers TCP data segments into the TCP data
segment buffering space 333c. The TCP data segment
buffering period is a period which extends from a
predetermined time (Tn) before the beginningofalink layer
337 disconnection period required for switching connection
points, when the link layer 337 of the mobile host 303 is
not connected to any external links, to the point at which
the access router providing the newly connected external
link becomes the default router following the end of the
linklayer 337disconnectionperiod. Here, the TCP/UDP 333a
detects the predetermined time (Tn) before the beginning

of the link layer 337 disconnection period by means of a

signal from the interface 337b, and detects a change in
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a programregion 83 for recording a program The conmmuni cation control
program 85 is recorded in this programregi on. The comruni cati on

cont rol program conpri sesa main nodul e 85a for controlling processing and a
packet buffering control nodule 85b for buffering a packet during a
hand-of f period of a nobile node and transmtting the buffered packet when
the hand-off js ¢ execut i t.his.c I C cont pr ogram
t he conputerdﬁiﬁyﬁgpﬁ ggrﬁﬁ’mﬁﬁﬁﬁl 5&@“@ fr?ﬂ3h§$%¢§§éﬁ %%Fflrst
enbodi nent or the nDbll rout er

of . t af or t, oned cond enmbodi nent .
Thuspackets CchaReF e &%pfﬁgﬁgﬁﬁ‘f% gqﬁyr%%“b'fs Bfgrf%}boarle not
t tted but buf f d t.h d- ff wh th
hand-of { 1s &8iipreEBS PRECBLPFEIBeY 'St@ S ey SoE L 2°
result, packet |o d n off eri od can be ree ed F aII ,
another Gommbfi 85t FBRA %ﬁ?f%fnﬁfﬂﬁgxaﬁpﬁci%m.mw o g 8 e
present inventi be descri rder to recei veqa '{gP tsata segnent

e transm £ Bes9tth She ﬁoFéEBBBPS St i 766 (R cREE G Tk, Cé |
CorTer oot LSRRl ER MOl R SRUT S AR &4 $iP chirCh il B dBRlS 10T
TCP ack when,the hand.s (] tsoafpe EhSep FUEMIPLRO! D0/ dek-bigpk ragapT (@ TP

dat a segnent he™Co nication con pro cause a comnputer

peri od and t Pandid 1 ret ne-porEred ToP 83 SSMERN AN BNCH s
conpl ot e. ThacEqmUAICA 8176008 r| Bl 968 UBCA VR G detnt ALY or

readabl e recor "um or ex a recording nediuml1s an obj

ect which is gapabledohdder |r|ag1tgfg,e state of energy such as magnetism
l'ight, or electricity in accordance with the descriptive content of a

program for a readiyjRgndere ¢@nhBetabhdint { &R RS ErsEaI£ese a
conputer to thereby transnmt the descriptive content of the programto the

readi ng devi geultBr® CDt6 eHRAUUHIIS S e 309) fRk.intHirF ace @37 Ngsuesli um may
be, for exanple, a magnetic disk, an optical disk, a CD-ROM or nenory
instal |l ed i naabudifattierg dsusdaivtd ntie grCHABJDP he33&corThengehygditie 881
conprises a programregion 883 for recording a program The 82

conmmuni cat i oFC@SHDP03 3 pa dgrtamtB 8t predeteordidedrtine $Tpr bgfamertdy on. The
communi cation control program conprises a nmain nodule 885a for controlling
processi ng abéganbafigerdhgtbentiok degelire BB5LdfsrorinddtEdmperikeP. ack
during a hand-off period of a nobile node and transmitting the buffered TCP
ack when t heHRzABgotecekvedhper busfeThaginsrmancgtkeAEPOVDRISIRaIBBEL may

al so be used when a nobile node transmts a TCP data_ segnent_ for causing a

conputer to BBFIET EREATOIRMLYEEMEMT 86ACRE F haRdSerP Prifd nhd
executi ng.  hEBSCORRuIF bRt FETRERH MLt BBt APTeAa B0t Hut e AR HiGhe as t he
gg: :2 host %ggngfnitsgeio%f Qreqent &gnggf)tfu rd and fourth enbodi nents or the
Once the default router has been changed following

a router advertisement received from the access router 309,

the IP 335a issues a buffering cancellation command to the

TCP/UDP 333a. Thereby, the TCP/UDP 333a detects that the

default router has changed. Having received the buffering

cancellation command, the TCP/UDP 333a cancels buffering

and transmits the TCP data segments that were buffered in
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router 353 of the aforenentioned fifth and sixth enbodi nents . Thus a
dramatic deterioration in the TCP t hroughput during a hand-off by the
nobil e router 353 and the nobile host 303 can be prevented. Fromthe
invention thus described, it will be obvious that the invention nay be
varied in many ways. Such variations are not to be regarded as a departure
fromthe spirit and scope of the invention, and all such_ nodifications as

woul d be obvitd\es TCE BaEsREFPLRL W Liee YT SRRES Af 2R ded thér TPnd?eRi on

wi thin the scope of the follomﬁngggug%ns. The basic Jaganese Agplications
No. 2002- 689185 e &5h 2RNEN/ £582 e N IBRIVE 68635£PFERYORC the

Mar ch/ 13/ 2002 _ar e _her eby incor,p%{e%;t ed b%/ reference. 83 VWHAT |'S CLAI MED
IS: 1. A nobilfe3Adae2¥ortiaiidhted Hy2atpa . 3dSAp SRR RESREAFRr
buffering the cket during.a hand-off perio

andt ransnmi t t i97 iheﬁﬁﬁng%B éPgﬁﬁgﬂcFﬁgﬁéﬁgbeheF?xﬁﬁﬁbFQPE?rmﬁ%?ein sai d
nmeans determ nes the rio ur.in ich the.packet is buffered on the
basis of the (S5ined¥| gﬁ‘est %’é“l&-‘f gﬁcfvfblc?]i’)nkwﬁég rp51°thﬁ§Sn§5’iq R6HE. 2. The
nobi | e node according, to d ai i“ Eﬁerein t he period during which the
packet is buFﬂQQ9fq%¢:£§§fr nsf¥-a period froma predetermined tine

before the beginni of l.ink | ayer disconnection perioqd duripng which the
link |layer of said i Ilg node § ec&ﬁ’r?éf(’,:t gﬂrt% ‘%ﬁ? IlinnW]%lFH Brler to

S teh coneciian PRLRLSS 2:,8Y e WPIDG Lie oIl L v
comnected | LISRGOESLLE J8 M RBLSTe BrolbRmRt | B a5 aoeRr o 1o o
Dol oncehEAR e dhesen e o Mk sl o8l deeman,
in the defauldsrQiesit Byp Aath 3Rkt L8 R { &Y EF o bn8 @b ML 6t node.
303 to the correspondent host 311 and TCP acks transmitted
fromthecorrespondenthost 311 tothemobilehost 303. State
I to state IV and states A, B in Fig. 11 correspond to the
states I to IV and states A, B described in Fig. 20.
At a predetermined time (Tn) before moving from state
ItostateIlI, themobilehost303buffersthe TCPdata segments
to be transmitted. Then, when the mobile host 303 receives
a router advertisement from the access router 309, thereby
changing the default router from the access router 307 to
the access router 3092 and obtaining a new care-of address,
processingmoves tostate IVand themobilehost 303 transmits
the buffered TCP data segments.
As described above, during a hand-off between the

access routers 307, 309 inthis fourth embodiment, themobile

host 303 buffers the TCP data segments that were to be

65



4. The nobile node according to Clains 1, wherein said neans does not
buffer a router solicitation for requesting transm ssion of a router
advertisenment fromthe 84 access router. 5. The nobile node according to
Caim1l, wherein said nobile node transmts at |east one of a TCP data
segnent and a TCP acknow edgenment signal corresponding to a TCP data

Cransm i s the BT GrStRbAL hhBR TR RAAPSS 100 AndED B Sk Bnd- 6£€ The
ggEinloﬁA ggggng%c%rg%igﬁgﬁe? gglllsrrn?igs’ tmegg‘lfgeégg T(C):rlged?:ttsa tsg?gm-gg):s . In
so doing, the correspondent host 311 becomes unable to
receive TCP data segments from the mobile host 303 during
the hand-off period of the mobile host 303. Hence the
correspondent host 311 does not transmit TCP acks. Since
the correspondent host 311 does not transmit TCP acks, then
naturally no TCP acks become subject to packet loss during
the hand-off of the mobile host 303. Once the mobile host
303 has completed the hand-off, themobilehost 303 transmits
the buffered TCP data segments again, whereby these TCP data
segments are received by the correspondent host 311. The
correspondent host 311 then transmits the corresponding TCP
acks. During the period in which the TCP data segments are
being buffered, data transmission by the mobile host 303
is halted, but this period equals the amount of time taken
for thehand-off (approximately 100msor less). Ontheother
hand, the period in which data transfer by the mobile host
303 is halted due to the inability to obtain an opportunity
to transmit the TCP data segments equals the amount of time
taken for a TCP retransmit timer to expire (at least one
second) . Thus TCP throughput deterioration due to TCP data
segment buffering is smaller than TCP throughput
deterioration due to the inability to obtain an opportunity

to transmit the TCP data segments. Hence a dramatic

deterioration in TCP throughput during a hand-off of the
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said nmeans perfornms buffering of the TCP acknow edgenent signal for each
TCP connection, and when, for each said TCP connection, a newy buffered
TCP acknow edgenent signal corresponds to a TCP data segnment with a | arger
sequence nunber than a currently buffered TCP acknow edgenent signal, the
currently buffered TCP acknow edgement signal is replaced by the newy

conpr 1 51 ng & TR oo T0F CARARYGYS hnacket and a plural ity of

obi | ¢ LSSLQEEWL?T A G PebeRinere bhemellad i nagh haRa of
Phe. new v cortdik R s RORk e PHo R O FSCRHRRtass %%&fésﬁ%%;d' "
determ nes the per gd during, sl ch Lhe Bagksl s PATL7qd grhe, basis of

of the link layer 337 disconnection period, during which
the link layer 337 of the mobile host 303 is not connected
to any external links in order to switch connection points,
to the time at which the access router 309 providing the
newly connected external link becomes the default router
following theendof the link layer 337 disconnectionperiod.
Hence the TCP data segment bufferingperiod canbe set highly
appropriately so that TCP data segments are not buffered
any more than is necessary and TCP throughput deterioration
can be further prevented.

Also according to the fourth embodiment, the
predetermined time (Tn) before the beginning of the link
layer 337 disconnection period is detected in the transport
layer 333 (TCP/UDP 333a) by means of a signal from the
interface 337b which is connected to the external link, and
a change in default router is detected therein by means of
a signal from the IP layer 335 of the mobile host 303. Thus
the TCP data segment buffering period can be detected
appropriately and easily.

(Fifth Embodiment)

\

Fig. 12 is a view showing the constitution of a mobile

communication system according to a fifth embodiment. In
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of the link |ayer of the nobile node. 8 . A communication control program
which, in order to transmt a packet, causes a conputer to function as
nmeans for buffering the packet during a hand-off period and transmtting

t he buffered packet when the hand-off is conplete, wherein said neans is
caused to determ ne the period during mhich t he packet is buffered on the
basis of the connectlon status of the. link E%%F of, the nobile node. 9. The

conmmuni cat i off *ont4 ofH &P@d%%&%?ﬂ?h@‘?%y m1B Ingicades a PP bt i od
during which the packet |s buffer eg}ﬂr%gsal d, nmeans, |§ period froma

pr edet er ni ned WGRF bEFOLRILRRLBE G ageEngy I%I&q &3 8Botriei¥ on

peri od durln%_mhlch the link | gyer of said nobi e i s not connected to
any links in r4(§QQMQﬁﬂ+qﬂﬁﬁ%§9ﬁ @ncﬁ5FﬁF§°P e%tSB?ﬁF foll owi ng the end
of the link layer disconnection d at vk\/{u ch the acce S route rovi di ng
the newly connecteds wB‘e&BnE de?é‘lﬂ 1l grppunigal l?ﬂes¥%WFEn| cation
control progr accordln , n sai d neans

detect the be%i nﬁPﬁ‘QIEJFeghE W‘%ﬁ? %Pé’rtedfi §génn%&qa&+°5@1rlyo§°5§u%§§'l gnal
fromanlnterfhten WhiChl% n % eI| andlscused¢ det ect
the change if¥ E\Oa@f (¢ i gﬁge oRCERES) f’o\lg%? W sai d

i, i Toe s oy Smcse L ol

requesting transm gsion of 13 [QULEL 36YSLSTSS T NiRH LB8 RsRaT e Outer.
a mobile network 357 comprising the stationary host 355,
and functions as a gateway router for the mobile network
357. The mobile router 353 uses a home address on a home
link, and on an external link uses the home address and a
care—~of address having a link prefix for each link. The
stationaryhost 355is anodehavinganunchanging connection
relationship with the mobile router 353. Note that the
mobile network 357 may also comprise a router or a mobile
host. The home agent 305 provides the mobile router 353
with a home link, and the access routers provide the mobile
router 353 with external links.

The mobile router 353 informs the home agent 305 of
binding comprising “home address of this node and network
prefixeswithin themobile network 357” and “care-of address
obtainedby a connection link”, and the home agent 305 stores
this binding. Having received a packet addressed to the
home address of the mobile router 353 or a packet addressed

to an address belonging to anetworkprefix within themobile
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12. Theconmuni cati on control program according to Caim8, wherein, in order
to transmt at |east one of a TCP data segnent and a TCP acknow edgenent
signal corresponding to a TCP data segnent, the conputer is caused to
function as nmeans for buffering the one during the hand-off period and for
transmtting the buffered one when the hand-off is conplete. 13 . The
comuni cation control program according to Clains 12, wherein the gne is
the TCP ackndtetryéndht / §g@r]ﬂé%“}e IR ?rgéﬁé‘e%eééﬁs@cp%q}‘e&e?@%?%?%ﬁ@f ering
of the TCP acknow edgenent signal for each TCP Connection, and when, for
each said TCREQCBhabdeunshcare neiRfdBass e SE@ TR AR 4B AP Y 5P 8 al
corresponds to a TCP data _segnent with a | arger sequence nunber_than a
currently bufftdPImCRNEckaBWREA dienPaskehdio thRdvRir ke foLyebufPered TCP
acknow edgenent signal is replaced by the newy huffered TCP

acknow edgendtavigiggrareiged the Aarwapded packet, the mobile router 353

.Ae. Als. A A AF . A Ae. A A A A AF Y. A¥(5. AR Ay5. AR Ay. Ae, Aly. ASe. A. AR Al . Ay. A
Sy. AHy. Al y. AEXAERAS ApR Ayl abnak PAFKER Aol ASe P E{0aEPETAIARASE AR He. Ay He.

AHy. AT nR. ASe. Al Hy. Ay. A A5?. AS[ e. Af[. Ay, Af! . AH. Ay. ATy Af[. Af[ . A@Ay. Af [ . Ay5
. Zii! TAH Asﬁ.%[%)é.a&f@. A%%‘%ﬂé?gﬁﬁ YfA?/r?L.%%i. %5‘%.5%&99[#.1%‘{?%9; AS. ,[A\Snz(
) Td" <u: ;

Jzupkf a\ W c TR Ea et a1 ¥h) SaUEesc dPEaPaskes) YAFRLT B 7R L8] cra] ca]

ca] ca] c”a] ca]nceaéwcoagkcagﬁ] ca] ca] cMa] cTa! BQO)

Fig. 13isaviewshowing theconstitutionof themobile
router. The mobile router is provided with an IP layer 371
comprising an IP 371a and a TCP ack buffering space 371b,
and a link layer 373 comprising a first link 373a, a second
link 373b, a mobile network side interface 373c, and a
stationary network side interface 373d.

Packets received from the mobile network side
interface 373c or the stationarynetwork side interface 3734
reach the IP 371la through the first link 373a and second
link 373b respectively. The IP 37la references a routing
table to determine whether to transmit the packets to the
stationary network side (default router) or the mobile
network 357 side (stationary host 355), and transfers the
packets to the second link 373b or the first link 373a in
accordance with the result of this determination.

The TCP ack buffering space 371b is used for buffering
TCP acks during a hand-off period. The IP 371a buffers TCP

acks into the TCP ack buffering space 371b. The TCP ack
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of a signal from the stationarynetwork side interface 373d,
and detects a chémge in default router itself. Here, the
range of the predeterminedtime (Tn) begins fromzero. Here,
the predetermined time (Tn) is preferably set equal to or
greater than the round trip t':ime between the stationary host
and the correspondent host, or in other words the time in
which a TCP data segment newly transmitted by the
correspondent host in response to the reception by the
correspondent host of the last transmitted TCP ack prior
to the beginning of buffering can be received via the

currently connected access router.

The stationary network side interface 373d issues a
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Once the default router has been changed following
a router advertisement received from the access router 309,
the IP371aitselfdetects that thedefault router has changed
and cancels buffering. The IP 371a then transmits the TCP
acks that were buffered in the TCP ack buffering space 371b
to the second link 373b. As noted above, the TCP acks
transferred to the second link 373b are transmitted from
the stationary network side interface 373b to the access
router 309 (set as the default router) providing the newly
connected external link.

Fig. 14 is a sequence chart for a case in which the
mobile router 353 hands off from the access router 307 to
the access router 309 while the stationary host 355 in the
mobile network 357 is in reception of data transfer using
TCP from the correspondent host 311. Thebroken line arrows
represent TCP data segments transmitted to the stationary

host 355 by the correspondent host 311 and TCP acks
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vual0  #31 Ve XI0MReZ&Cbs¥ router 307 to the access router 309 and
obtaining a new care-of address, processing moves to state
IV and the mobile router 353 routes the buffered TCP acks.

Note that when the mobile router 353 obtains a new
care-of address foruseonanexternal 1ink, themobile router
353 transmits a packet containing a binding update option
to the home agent 305. Having received the binding update
packet, the home agent 305 stores the binding (the
correspondence between the home address and care-of address
of the mobile router 353) and transmits a packet containing
a binding acknowledgement option to the mobile router 353
as a confirmation response.

As described above, during a hand-off between the
access routers 307, 309 in this fifth embodiment, themobile
router 353 buffers the TCP acks that were to be routed to
the stationary network side during the hand-off period, and

when the hand-off is complete, routes the buffered TCP acks.
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In so doing, the correspondent host 311 becomes unable to
receive TCP acks from the stationary host 355 during the
hand-off periodby themobilerouter 353. Thecorrespondent
host 311 therefore withholds transmission of the next TCP
data segment. If the correspondent host 311 does not
transmit TCP data segments, then naturally no TCP data
segments become subject to packet loss during the hand-off
by the mobile router 353. Once the mobile router 353 has
completed the hand-off, the mobile router 353 routes the
buffered TCP acks again, whereby these TCP acks are received
by the correspondent host 311. The correspondent host 311
then restarts transmission of the next TCP data segment.
During the period in which the TCP acks are being buffered,
data transfer by the correspondent host 311 is halted, but
this period equals the amount of time taken for the hand-off
(approximately 100msor less). Ontheotherhand, theperiod
inwhichdatatransferbythecorrespondent host 311ishalted
due to successive TCP data segment loss equals the amount
of time taken for a TCP retransmit timer to expire (at least
one second). Thus TCP throughput deterioration due to TCP
ack buffering is smaller than TCP throughput deterioration
due to successive TCP data segment loss. Hence a dramatic
deterioration in TCP throughput during a hand-off of the
mobile router 353 can be prevented.

Further, in the fifth embodiment the TCP ackbuffering

period by the mobile router 353 is set as a period from a
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ayer6Qecon&{E{1373bandstatlonarynetwork51de1nterface
373d) disconnection period, during which the second link
373b and stationary network side interface 373d of the link
layer 373 in the mobile router 353 are not connected to any
external links in order to switch connection points, to the
time at which the access router 309 providing the newly
connectedexternal linkbecomes thedefault router following
the end of the link layer (second link 373b and stationary
network side interface 373d) disconnection period. Hence
the TCP ack buffering period can be set highly appropriately
so that TCP acks are not buffered any more than is necessary
and TCP throughput deterioration can be further prevented.
Also according to the fifth embodiment, the
predetermined time (Tn) prior to the beginning of a link
layer (secondlink373bandstationarynetworkside interface
373d) disconnection period is detected in the IP layer 371
(IP 371a) by means of a signal from the stationary network
side interface 373dwhich is connected to the external link,
and a change in default router is detected by the IP 37la
itself. Thus the TCP ack buffering period can be detected
appropriately and easily.
Note that when a TCP ack is buffered, TCP ack buffering
is performed for each TCP connection, and when, for each
TCP connection, a newly buffered TCP ack is in respect of

a TCP data segment with a larger sequence number than the
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when a later TCP ack is to notify a larger sequence number
than the currently buffered TCP ack, the TCP ack buffering
space 371b can be economized.

(Sixth Embodiment)

The constitution of the mobile communication system
in the sixth embodiment is identical to the mobile
communication system 351 of the fifth embodiment as shown
in Fig. 12, and therefore description thereof is omitted.

Fig. 1l5isaviewshowingtheconstitutionof themobile
router 353 used in the mobile communication system of the
éixth embodiment. An IP layer 371 comprising an IP 37la
and a TCP data segment buffering space 371c, and a link layer
373 comprisingafirst link 373a, a second 1ink 373b, amobile
network side interface 373c, and a stationary network side
interface 373d are provided.

The TCP data segment buffering space 371c 1s used for

buffering TCP data segments during a hand-off period. The
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network side interface 373d) disconnection period, during
which the second link 373b and stationary network side
interface 373d of the link layer 373 in the moblle router
353 arenot connected to any external 1links inorder to switch
connection points, to the time at which the access router
309 providing a newly connected external link becomes the
default router following the end of the link layer (second
link 373b and stationary network side interface 3734d)
disconnection period. Here, the IP 371la detects the
predetermined time (Tn) prior to the beginning of the link
layer (secondlink373bandstationarynetworksideinterface
373d) disconnection period by means of a signal from the
stationarynetwork side interface 373d, anddetects a change
in default router itself. Here, the range of the
predetermined time (Tn) begins from zero. Here, the
predeterminedtime (Tn) ispreferably set equal toor greater
than the round trip time between the stationary host and
the correspondent host, or in other words the time in which
a TCP ack newly transmitted by the correspondent host in
response to the reception by the correspondent host of the

last transmitted TCP data segment prior to the beginning

of buffering can be received via the currently connected
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(Tn) prior to the beginning of the link layer (second link
373b and stationary network side interface 373d)
disconnection period. Having received the buffering
command, the IP 37la uses the TCP data segment buffering
space 371c to begin buffering the TCP data segments which
were originally due to be transmitted to the second link
373b.
Once the default router has been changed following
a router advertisement recelved from the access router 309,
theIP37laltselfdetects that thedefault router has changed
and cancels buffering. The IP 371a then transmits the TCP
data segments that were buffered in the TCP data segment
bufferingspace37lctothesecondl1link373b. Asnotedabove,
the TCP data segments transferred to the second link 373b
are transmitted from the stationary network side interface
373d to the access router 309 (set as the default router)
providing the newly connected external link.
Fig. 16 is a sequence chart for a case in which the
mobile router 353 hands off from the access router 307 to
the access router 309 while the stationary host 355 in the

mobile network 357 performs data transfer using TCP to the
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states I to IV and states A, B described in Fig. 22.

At a predetermined time (Tn) before moving from state
I to state II, the mobile router 353 buffers the TCP data
segments to be routed to the stationary network side. Then,
when the mobile router 353 receives a router advertisement
from the access router 309, thereby changing the default
router from the access router 307 to the access router 309
and obtaining a new care-of address, processing moves to
state IV and the mobile router 353 routes the buffered TCP
data segments.

As described above, during a hand-off between the
access routers 307, 309 in this sixth embodiment, the mobile
router 353 buffers the TCP data segments that were to be
routed to the stationary network side during the hand-off
period, and when the hand-off is complete, routes the
buffered TCP data segments. In so doing, the correspondent
host 311 becomes unable to receive TCP data segments from
the stationary host 355 during the hand-off by the mobile
router 353, and hence the correspondent host 311 does not

transmit TCP acks. Since the correspondent host 311 does

not transmit TCP acks, then naturally no TCP acks become
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period equals the amount of time taken for the hand-off
(approximately100Omsorless). Ontheotherhand, theperiod
in which data transfer by the stationary host 355 is halted
due to the inability to obtain an opportunity to transmit
the TCP data segments equals the amount of time taken for
a TCP retransmit timer to expire (at least one second). Thus
TCP throughput deterioration due to TCP data segment
buffering by the mobile router 353 is smaller than TCP
throughput deterioration due to the inability of the
stationary host 355 to obtain an opportunity to transmit
the TCP data segments. Hence a dramatic deterioration in
TCP throughput during a hand-off of the mobile router 353
can be prevented.

Further, in the sixth embodiment the TCP data segment
buffering period by the mobile router 353 is set as a period
from a predetermined time (Tn) prior to the beginning of
the 1ink layer (second link 373b and stationary network side

interface 373d) disconnection period, during which the
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second link 373b and stationary network side interface 373d
of thelinklayer373inthemobilerouter 353 arenot connected
to any external links in order to switch connection points,
to the time at which the access router 309 providing the
newly connected external link becomes the default router
following the end of the link layer (second link 373b and
stationary network side interface 373d) disconnection
period. Hence the TCP data segment buffering period can
be set highly appropriately so that TCP data segments are
not buffered any more than is necessary and TCP throughput
deterioration can be further prevented.

Also according to the sixth embodiment, the
predetermined time (Tn) prior to the beginning of a link
layer (secondlink373bandstationarynetworkside interface
373d) disconnection period is detected in the IP layer 371
(IP 371la) by means of a signal from the stationary network
side interface 373d which is connected to an external link,
and a change in default router is detected by the IP 37la
itself. Thus the TCP data segment buffering period can be
detected appropriately and easily.

Next, a communication control program according to
an embodiment of the present invention will be described.
In order to transmit a packet, the communication control
program causes a computer to function as means forbuffering
the packet during a hand-off period and transmitting the

buffered packet when the hand-off is complete. The
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a reading device installed in the hardware resources of a
computer to thereby transmit the descriptive content of the
program to the reading device in a corresponding signal
format. This recording medium may be, for example, a
magneticdisk, anoptical disk, a CD-ROM, ormemory installed
in a computer.
As shown in Fig. 17, the recordingmedium 81 comprises
a program region 83 for recording a program. The
communication control program 85 is recorded inthis program
region. The communication control programcomprises amain
module 85a for controllingprocessing and a packet buffering
control module 85b for buffering a packet during a hand-off
period of amobile node and transmitting the buffered packet
when the hand-off is complete.
By executing this communication control program, the
computer functionsas themobile host 3oftheaforementioned
first embodiment or the mobile router 53 of the
aforementioned second embodiment. Thus packets which were
to be transmitted during a hand-off period are not

transmitted but are buffered during this hand-off period,

and when the hand-off is complete, the buffered packets are
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complete. Further, inorder to transmit a TCP data segment,

the communication control programmay alsc cause a computer
to function as means for buffering a TCP data segment during
a hand-off period and transmitting the buffered TCP data
segment when the hand-off is complete. The communication
control programis recorded in a computer readable recording
medium, for example. Here, a recording medium is an object
which is capable of altering the state of energy such as
magnetism, light, or electricity in accordance with the
descriptive content of a program for a reading device
installed in the hardware resources of a computer to thereby
transmit the descriptive content of the program to the
reading device in a corresponding signal format. This
recording medium may be, for example, a magnetic disk, an
optical disk, a CD-ROM, or memory installed in a computer.

As shown inFig. 18, the recordingmedium 881 comprises

a program region 883 for recording a program. The

82



109WVE' ()- nyl09%AME' ()-)buPvT310 iyL10% & ()-:!dyL10% 4 & ()-:
y10% * & () - 410MMLOMMLOMM y: 109WE' ()- Vy! 109ME' () - P@DEF" | 0bU410

y109ME ()- 110°°10°°10°" y: 10% & ()- sf +10% & ()- Of +10% & ()-
dyL10% " & ()-:"9%& (71uT310 10%:& ()-1 BLO%& ()-

10% : & ()-110%: & ()- LOMMLOMMLOMM ; 109K () - $vU410 yyl090ME ()- 109%& () -
1090V ()-10::10::10:: ;. 10%:& ()- 10% :& ()-BEFGHVUALO  *y10%& ()- @
y109WE! () - @CRAMHERION GOR ERS ‘-’??’-fa%}@@g W@W@%ﬁ %}fﬁ’g\rxé}%ﬂo
L09%& () - F10%xd& () ;3 FLO% () - 3LOMLOMMOMM y: 10%/|v&é(%€- ,
y31109%ME () -*§BRI10 TRERAMINACHAR BRR KO LPEIARET FOMPEIoted § pain

2008 & () Tore Y54 Toseben tRBVLRG Pragetiag)and & Blrrebind” € O
1002 (07 10RO IS L) RS SR 100410
B ¥
100202 10_40,00 A%, S0, $QA0. €4l L AL,
10w (- (008 e IR § 0% (016 O
310% & ()- o 0¥ agtLsedrient? o & ddsidd aNHQ el TAREEEL7 the TP

data segment during a hand-off period and transmit the

buffered TCP data segment when the hand-off is complete.

By executing this communication control program, the
computer functions as the mobile host 303 of the
aforementioned third and fourth embodiments or the mobile
router 353 of theaforementioned fifthandsixth embodiments.

Thus a dramatic deterioration in the TCP throughput during
a hand-off by the mobile router 353 and the mobile host 303
can be prevented.

From the invention thus described, it will be obvious
that the invention may be varied in many ways. Such
variations are not to be regarded as a departure from the
spirit and scope of the invention, andall suchmodifications
as would be obvious to one skilled in the art are intended
for inclusion within the scope of the following claims.

The basic Japanese Applications No. 2002-68918 filed
on March/13/2002 and No. 2002-68932 filed on March/13/2002

are hereby incorporated by reference.
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the packet is buffered on the basis of the connection status

of the link layer of the mobile node.

2. The mobile node according to Claim 1, wherein
the period during which the packet is buffer\ed by said means
is a period from a predetermined time before the beginning
of a link layer disconnection period during which the link
layer of said mobile node is not connected to any links in
order to switch connection points to a point following the
endof the linklayerdisconnectionperiodatwhichthe access
router providing thenewlyconnectedlinkbecomes thedefault
router,

3. The mobile node according to Claim 2, wherein
sald means detects the predetermined time before the
beginning of the link layer disconnection periodbya signal
from an interface which is connected to the link, and said
means detects a change in the default router by a signal
from the IP layer of said mobile node.

4, The mobile node according to Claims 1, wherein
said means does not buffer a router solicitation for

requesting transmission of a router advertisement from the
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access router.

5. The mobile node according to Claim 1, wherein
saidmobile node transmits at least one of a TCP data segment
and a TCP acknowledgement signal corresponding to a TCP data
segment, and

said means buffers the one during the hand-off period
and transmits thebuffered onewhen the hand-off is complete.

6. The mobile node according to Claims 5,

wherein the one is the TCP acknowledgement signal,

said means performs buffering of the TCP
acknowledgement signal for each TCP connection, and

when, for each said TCP connection, a newly buffered
TCP acknowledgement signal corresponds to a TCP data segment
with a larger sequence number than a currently buffered TCP
acknowledgement signal, the currently buffered TCP
acknowledgement signal is replaced by the newly buffered
TCP acknowledgement signal. '

7. A mobile communication system comprising a
mobile node for transmitting a packet and a plurality of
access routers for providing said mobile node with an link,

whereinsaidmobilenode comprisesmeans forbuffering
the packet during the hand-off period and transmitting the
buffered packet to the access router providing the newly
connected 1link when the hand-off is complete, and

sald means determines the period during which the

packet is buffered on the basis of the connection status
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of the link layer of the mobile node.

8. Acommunication control programwhich, inorder
to transmit a packet, causes a computer to function as means
for buffering the packet during a hand-off period and
transmitting the buffered packet when the hand-off 1is
complete,

wherein said means is caused to determine the period
during which the packet is buffered on the basis of the
connection status of the link layer of the mobile node.

S. The communication control programaccording to
Claim 8, wherein the period during which the packet is
buffered by said means is a period from a predetermined time
before the beginning of a link layer disconnection period
during which the link layer of said mobile node is not
connected to any links in order to switch connection points
to a point following the end of the link layer disconnection
period at which the access router providing the newly
connected link becomes the default router.

10. The communication control program according to
Claim 9, wherein saidmeans is caused to detect the beginning
of the 1link layer disconnection period by a signal from an
interface which is connected to the link, and is caused to
detect the change in the default router by a signal from
the IP layer of said mobile node.

11. The communication control program according to

Claims 8, wherein saidmeans is caused not to buffer a router
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solicitation for requesting transmission of a router
advertisement from the access router.

12. The communication control programaccording to
Claim 8, wherein, in order to transmit at least one of a
TCP data segment and a TCP acknowledgement signal
corresponding to a TCP data segment, the computer is caused
to functionasmeans forbufferingtheoneduringthehand-off
period and for transmitting the buffered one when the
hand-off is complete.

13. The communication control programaccording to
Claims 12,

wherein the one is the TCP acknowledgement signal,

said means is caused to perform buffering of the TCP
acknowledgement signal for each TCP connection, and

when, for each said TCP connection, a newly buffered
TCP acknowledgement signal corresponds to a TCP data segment
with a larger sequence number than a currently buffered TCP
acknowledgement signal, the currently buffered TCP
acknowledgement signal is replaced by the newly buffered

TCP acknowledgement signal.
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