
;e3et(6^TG^ TITLE OF THE INVENTION MOBILE NODE, MOBILE COMMUNICATION
SYSTEM, AND COMMUNICATION CONTROL PROGRAM BACKGROUND OF THE INVENTION Field
of the Invention The present invention relates to a mobile node, a mobile
communication system, and a communication control program. Related
Background Art Fig. 19 is a block diagram showing an example of a first
mobile communication system in which a mobile node is a mobile host . In
Fig. 19, MH indicates a mobile host, HP. indicates a home agent, AR
indicates an access router, and CH indicates a correspondent host. As shown
in Fig. 19, a mobile communication system 101 comprises a mobile host 103,
a home agent 105, a plurality of access routers 107, 109, a correspondent
host 111, and an IP network 113. 



The home agent 105 provides the mobile host 103 with a home link. The
access routers 107, 109 provide the mobile host 103 with wireless links (to
be referred to as "external links" hereinafter) other than the home link.
The correspondent host 111 performs communication with the mobile host 103.
The mobile host 103 uses a home address on a home link, and on an external
link uses the home address and a care-of address having a link prefix for
each external link. The     mobile host 103 notifies the home agent 105 of
binding which states "home address of this node" and "care-of address
obtained by connection link", and the home agent 105 stores this binding.
When the home agent 105 receives a packet addressed to the home address of
the mobile host 103, the home agent 105 creates an IP packet addressed to
the bound care-of address, stores this packet in a payload portion, and
forwards the packet to the mobile host 103. Having received the forwarded
packet, the mobile host 103 extracts the original packet from the payload
portion. The internal packet is addressed to the mobile host 103 and can
therefore be received thereby. Next, state transitions of a conventional
mobile host during a hand-off in the mobile communication system 101 of the
aforementioned constitution will be described on the basis of Fig. 20. It
is assumed here that the mobile host 103 communicates with the
correspondent host 1Z1 in a stationary network. As shown in Fig. 20, the
state transitions of the mobile host 103 during a hand-off are divided into
four. 



State I: the link layer of the mobile host Z03 is connected to the access
router l07. The care-of address of the mobile host 103 is set at CoAl, and
a default router is set to the access router I07. State II: the link layer
of the mobile host 103 switches connection point from the access router 107
to the 2   access router l09. The period during this connection point
switching is known as a link layer disconnection period. At this time, the
care-of address of the mobile host 103 is CoAl, and the default router is
the access router 107. State III: the link layer of the mobile host 103 is
connected to the access router 109. At this time, the care-of address of
the mobile host 103 is still CoAl, and the default router is still the
access router 107. This state continues until the mobile host 103 receives
a router advertisement from the access router 109 and switches the default
router from the access router 107 to the access router 1Q9. State IV: this
is the state which follows reception of the router advertisement from the
access router 109, alteration of the care-of address of the mobile host 103
to CoA2, and switching of the default router from the access router 107 to
the access router 109. At this time, the link layer connection point and
the default router are both the access router 109. The mobile host 103
notifies the home agent 105 of binding for the home address and new care-of
address CoA2 by means of a binding update packet. The link layer connection
points, default routers, and care-of addresses in these states I to TV are
summarized in Table 1. 3   



Table 1  STATELINK LAYER CONNECTION POINT DEFAULT ROUTER CARE-OF
ADDRESSIAR107AR107CoA1IINONE(eREAK)AR1D7CoA1IIIAR109AR107CoA1IVAR109AR109Co
A2 As shown in Fig. 20, the state transitions of the home agent 105 during
a hand-off are divided into two. State A: binding for the home address and
care-of address CoA1 of the mobile host 103 is recorded in the home agent
105. The home agent 105 transfers packets addressed to the mobile host 103
transmitted from the correspondent host 111 to the care-of address CoAl.
This state continues 



until a binding update packet notifying the home address and new care-of
address CoA2 is received from the mobile host 103. State B: binding for the
home address and new care-of address CoA2 of the mobile host 103 is
recorded in the home agent 105. The home agent 105 transfers packets
addressed to the mobile host Z03 transmitted from the correspondent host
111 to the new care-of address CoA2. The bound care-of addresses in these
states A and B are summarized in Table 2. 4   



Table 2 BOUNDCARE-OFADDRESSACoA1BCoA2 Fig. 22 is a block diagram showing an
example of a second mobile communication system in which a mobile node is a
mobile router. In Fig. 21, SH is a stationary host, MR is a mobile router,
HA is a home agent, AR is an access router, and CH is a correspondent host.
As shown in Fig. 21, a mobile communication system 201 comprises a mobile
router 203, a stationary host 205, the home agent 105, the plurality of
access routers 107, 109, the correspondent host 111, the IP network 113,
and a mobile network 207. The home agent 105 provides the mobile router 203
with a home link. The access routers 107, 109 provide the mobile 



router 203 with external links other than the home link. The mobile network
207 moves while maintaining the connection relationship between its
internal nodes (the mobile router 203 and the stationary host 205) . The
correspondent host 111 performs communication with the nodes on the mobile
network 207. The mobile router 203, which is a gateway router for the
mobile network 207, uses a home address on a home link, and on an external
link uses the home address and a care-of address having a linkprefix for
each link. The mobile router 203 notifies the home agent Z05 of binding
which states "home 5  



address of this node and network prefixes within mobile network 207" and
"care-of address obtained by connection link" . The home agent 105 stores
the binding received from the mobile router 203. When the home agent 105
receives a packet addressed to the home address of the mobile router 203 or
a packet addressed to an address belonging to a network prefix in the
mobile network 207, the home agent Z05 creates an IP packet addressed to
the bound care-of address, stores this packet in a payload portion, and
forwards the packet to the mobile router 203. Having received this
forwarded packet, the mobile router 203 extracts the original packet from
the payload portion, and if addressed to another host within the mobile
network 207 (the stationary host 205), the mobile router 203 routes the
packet within the mobile network 207. Next, state transitions of a
conventional mobile router during a hand-off in the mobile communication
system 201 of the aforementioned constitution will be described on the
basis of Fig) 22) It is assumed here that the stationary host 205 within
the mobile network 207 communicates with the correspondent host l11. As
shown in Fig. 22, the state transitions of the mobile router 203 during a
hand-oft are divided into four. State I: the link layer of the mobile
router 203 is connected to the access router 107. The care-of address of
the mobile router 203 is set at CoAZ, and a default router 6   is set as
the access router 107. St ate II: the link layer of the mobile router 203
switches connection point from the access router 107 to the access router
109. The period during this connection point switching is known as a link
layer disconnection period. At this time, the care-of address of the mobile
router 203 is CoA1 and the default router is the access router 107. State
III: the link layer of the mobile router 203 is connected to the access
router 109. At this time, the care-of address of the mobile router 203 is
still CoAI, and the default router is still the access router 107. This
state continues until the mobile router 203 receives a router advertisement
from the access router 109 and switches the default router from the access
router 107 to the access router 109. 



State IV: this is the state which follows reception of the router
advertisement from the access router Z09, alteration of the care-of address
of the mobile router 203 to CoA2, and switching of the default router from
the access router 107 to the access router 109. At this time, the link
layer connection point and the default router are both the access router
109. The mobile router 203 notifies the home agent l05 of binding for the
home address and new care-of address CoA2 by means of a binding update
packet. The link layer connection points, default routers, and care-of
addresses in these states I to IV are summarized 7   in Table 3. Table 3
STATELINK LAYER CONNECTION POINTPEFAULT ROUTERCARE-OF
ADDRESSIAR107AR107CoA1BNONE(BREAK)AR107CoA1IIIAR109AR107CoA11VAR109AR109CoA
2 As shown in Fig. 22, the state transitions of the home agent 105 during a
hand-off are divided into two. State A: binding for the home address of the
mobile router 203, network prefixes within the mobile network 207, 



and care-of address CoAl is recorded in the home agent 105. The home agent
105 transfers packets addressed to the stationary host 205 in the mobile
network 207, transmitted from the correspondent host 111 inside a
stationary network, to the care-of address CoAl. This state continues until
a binding update packet providing binding for the home address, network
prefixes within the mobile network 207, and new care-of address CoA2 is
received from the mobile router 203. State B : the binding far the home
address of the mobile router 203, network prefixes within the mobile
network 207, and new care-of address CoA2 is recorded in the home agent 105
. The home agent 105 transfers packets addressed to the 



stationary host 205 within the mobile network 207, transmitted from the
correspondent host 111 within the 8   stationary network, to the new
care-of address CoA2. The bound care-of addresses in these states A and B
are summarized in Table 4. Table 4 E BOUND CARE-OF ADDRESS A CoA1 B CoA2
Next, an example of the state transitions of a conventional mobile host
during a hand-off in a third mobile communication system in which the
mobile node is a mobile host will be described on the basis of Fig. 23. In
Fig. 23, MH indicates a mobile host, AR indicates an access router, and CH
indicates a correspondent host. It is assumed here that a mobile host 401
communicates with a correspondent host 407 on a stationary network. As
shown in Fig. 23, the state transitions of the mobile host 401 during a
hand-off axe divided into four. State I: the link layer of the mobile host
401 is connected to the access router 403, and the default router is set to
the access router 403. 



State II: the link layer of the mobile host 401 switches connection point
from the access router 403 to the access router 405 . The period during
this connection point switching is known as a link layer disconnection
period. At this time, the default router is still the access router 403. 9
State III: the link layer of the mobile host 401 is connected to the access
router 405 . At this time, the default router is still the access router
403. This state continues until the mobile host 401 receives a router
advertisement from the access router 405 and switches the default router
from the access router 403 to the access router 905. State TV: this is the
state which follows reception of the router advertisement from the access
router 405 and 



switching of the default router from the access router 403 to the access
router 405. At this time, the link layer connection point and the default
router are both the access router 405. The link layer connection points and
default routers in these states I to IV are summarized in Table 5. Table 5
STATELINK LAYER CONNECTION POINTPEFAULT
ROUTERIAR403AR403IINONE(BREAK)AR403IIIAR405AR403IVAR405AR405 Next, the
state transitions of a conventional mobile router during a hand-off in a
fourth mobile communication system in which the mobile node is a mobile
router will be described on the basis of Fig. 24. In Fig. 24, SH indicates
a stationary host, MR indicates a mobile router, AR indicates 



an access router, and CH indicates a correspondent host. It is assumed here
that a stationary host 409 in a 10   mobile network communicates with the
correspondent host 407 . As shown in Fig. 24, the state transitions of the
mobile router 411 during a hand-off are divided into four. State I: the
link layer of the mobile router 411 is connected to the access router 403,
and the default router is set to the access router 403. State II: the link
layer of the mobile router 411 switches connection point from the access
router 403 to the access router 405. The period during this connection
point switching is known as a link layer disconnection period. At this
time, the default router is still the access router 403. State III: the
link layer of the mobile router 411 is connected to the access router 405.
At this time, the default router is still the access router 403. This state
continues until the mobile router 411 receives a router advertisement from
the access router 405 and switches the default router from the access
router 403 to the access router 405. State IV: this is the state which
follows reception of the router advertisement from the access router 405
and switching of the default router from the access router 403 to the
access router 405. At this time, the link layer connection point and the
default router are both the access router 405. The link layer connection
points and default routers in these states I to IV are summarized in Table
6. 



11   Table 6 STATELINK BAYER CONNECTION POINTPEFAULT
ROUTERIAR403AR403IINONE(BREAK)AR403IIIAR405AR403IVAR405AR405 SUMMARY OF THE
INVENTION However, it has been found that the following problems exist in
the state transitions of a conventional mobile node during a hand-off as
described above. First, a problem which arises when the mobile node is a
mobile host in the first mobile communication system will be described. As
shown in Fig. 20, packets P1 and P3 transmitted from the correspondent host
l11 to the mobile host 103 are normally transferred from the correspondent
host 111 to the home agent 105 to the access routers 107, 109 to the mobile
host 103 to thereby reach the mobile host 103. During a hand-off of the
mobile host 103, however, some packets do not reach the mobile host 103 .
For example, when the packet indicated by P2 in Fig. 20 reaches the home
agent 105, the home agent 105 is in stateA, and thus the packet is
transferred to the care-of address CoAl. If the mobile host 103 has already
reached state II or further when this packet P2 is transmitted to the
access router 107, the packet P2 does not reach the mobile host 103, and
thus packet loss occurs. 12  



A sequence occurring when the mobile host 103 hands off from the access
router 107 to the access router 109 while in reception of data transfer
using TCP from the correspondent host 111 is shown in Fig. 25. In Fig. 25,
the solid line arrows represent control packets used for the hand-off, and
the broken line arrows represent TCP data segments transmitted to the
mobile host 103 from the correspondent host 111 and TCP acknowledgement
signals (TCP acks) transmitted from the mobile host 103 to the
correspondent host 111. States I to IV and states A and B in Fig. 25
correspond to the states I to IV and states A and B described in Fig. 20.
As shown in Fig. 25, the mobile host 103 does not stop transmitting TCP
acks until directly before state II, and thus the correspondent host 111,
having received these TCP acks, continues to transmit TCP data segments.
Hence, as shown in Fig. 25, at least two TCP data segments P5 and P6 are
lost in succession. When apluralityof TCP data segments is subject to such
successive packet loss, TCP throughput declines dramatically. Fig. 26 shows
a sequence occurring when the mobile host l03 hands off from the access
router 107 to the access router 109 during data transfer using TCP from the
mobile host 103 to the correspondent host 111. The solid line arrows
represent control packets used for the hand-off and the broken line arrows
represent TCP data segments transmitted 13   to the correspondent host 111
from the mobile host 103 and TCP acks transmitted from the correspondent
host 111 to the mobile host 103. States I to IV and states A and B in Fig.
26 correspond to the states I to IV and states AandB described in Fig. 20.
As shown in Fig. 26, the mobile host 103 does not stop transmitting TCP
datasegments until directly before state II, and thus the correspondent
host 111, having received these TCP data segments, continues to transmit
TCP asks. Henceforth, as shown in Fig. 26, the TCP ack P7 is lost and no
TCP acks reach the mobile host 103 following the hand-off. In this case,
the mobile host 103 is unable to obtain an opportunity to transmit the next
TCP data segment, and thus the TCP throughput declines dramatically. Next,
a problem which arises when the mobile node is a mobile roister in the
second mobile communication system will be described. As shown in Fig. 22,
packets P1 and P3 transmitted 



from the correspondent host 111 to the stationary host 205 are normally
transferred from the correspondent host 111 to the home agent 105 to the
access roisters 107, 109 to the mobile roister 203 to the stationary host
205 to thereby reach the stationary host 205. However, during a hand-off of
the mobile roister 203, some packets do not reach the stationary host 20S.
For example, if the home agent 105 is in state A when the packet indicated
by P2 in Fig. 22 reaches the 14   home agent 105, the packet P2 is
transferred to the care-of address CoAl. If the mobile roister 203 has
already reached state TI or further when this packet P2 is routed to access
roister 107, the packet P2 does not reach the mobile roister 203.
Naturally, the packet P2 does not reach the stationary host 205 within the
mobile network 207 and thus packet loss occurs. Fig. 27 shows a sequence
occurring when the mobile roister 203 hands off from the access roister 107
to the access roister 109 while the stationary host 205 in the mobile
network 207 is in reception of data transfer from the correspondent host
111 using TCP. In Fig. 27, the solid line arrows represent control packets
used for the hand-off and the broken line arrows represent TCP data
segments transmitted from the correspondent host 111 to the stationary host
205 and TCP acks transmitted to the correspondent host 111 from the
stationary host 205. States T to IV and states A and B in Fig. 27
correspond to the states I to IV and states A and B described in Fig. 22.
As shown in Fig. 27, the mobile roister 203 does not stop routing TCP acks
until directly before state IT, and thus the correspondent host 1J.1,
having received these TCP asks, continuestotransmitTCP data segments.
Henceforth, as shown in Fig. 27, at least two TCP data segments P5 and P6
are lost in succession. When a plurality of TCP data segments is subject to
such successive packet loss, TCP 15   throughput declines dramatically. 



Meanwhile, Fig. 28 shows a sequence occurring when the mobile router 203
hands off from the access router 107 to the access router 109 during the
transfer of data from the stationary host 205 in the mobile network 207 to
the correspondent host 111 using TCP. In Fig. 28, the solid line arrows
represent control packets used for the hand-off and the broken line arrows
represent TCP data segments transmitted to the correspondenthost 111 from
the stationary host 205 and TCP acks transmitted from the correspondent
host 111 to the stationary host 205. States I to IV and states A and B in
Fig. 28 correspond to the states I to IV and states A and B described in
Fig. 22. As shown in Fig. 28, the mobile router 203 does not stop routing
TCP data segments until directly before state II, and thus the
correspondent host 111, having received these TCP data segments, transmits
TCP acks . Then, as shown in Fig. 28, the TCP ack P7 is lost and no TCP
acks reach the stationary host 205 following the hand-off by the mobile
router 203. In this case, the stationary host 205 is unable to obtain an
opportunity to transmit a TCP data segment, and thus the TCP throughput
declines dramatically. Next, a problem arising in the state transitions of
a mobile node during a hand-off in the third mobile communication system in
which the mobile node is a mobile host will be described with reference to
Fig. 23. When the 16   link layer connection point and the default router
match (state I and state IV) , packets transmitted from the mobile host 401
to the correspondent host 407 are received in the access router which is
set as the default router (access router 403 in state I and access router
405 in state IV) and routed to the correspondent host 407 in the stationary
network. The mobile host continues to transmit packets addressed to the
correspondent host during state II and state TIT also. In state II and
state III, the default router is the access router 403, and therefore the
destination MAC (Media Access Control) address of these packets is the MAC
address of the access router 403. However, since the connection between the
link layer and the access router 403 has already been severed, these
packets do not reach the access router 403 and are not routed to the
stationary network. Hence the problem here is that packets transmitted to
the correspondent host 407 from the mobile host 401 in state II or state
III do not reach the correspondent host 407, or in other words packet loss
occurs. Next, a problem arising in the fourth communication system in which
the mobile node is a mobile router will be described with reference to Fig.
24. Only when the link layer connection point and the default router in the
mobile router 411 match ( state I and state IV) , packets which are
transmitted to the correspondent host 407 from the stationary 17 



host 409 and routed along the way by the mobile router 411 are received in
the access router which is set as the default router (access router 403 in
state I and access router 405 in state TV) and routed to the correspondent
host 407 inside the stationary network. The IP layer of the mobile router
411 continues to route packets addressed to the correspondent host 407
transmitted by the stationary host 409 in state II and state III also. In
state II and state III, the default router is the access router 403, and
there fore the destination MAC address of these packets is the MAC address
of the access router 403. However, since the connection between the link
layer and the access router 403 has already been severed, these packets do
not reach the access router 403 and are not touted to the stationary
network. Hence the problem here is that packets transmitted from the
stationary host 409 to the correspondent host 407 which are routed to the
stationary network side by the mobile router 411 during state II and state
III do not reach the correspondent host 407, or in other words packet loss
occurs. Hence an obj ect of the present invention is providing a mobile
node, mobile communication system, and communication control program which
axe capable of preventing the occurrence of packet loss during a hand-off
period. A mobile node according to the present invention is 18   a mobile
node for transmitting a packet comprising means for buffering the packet
during a hand-off period and transmitting the buffered packet when this
hand-off is complete, wherein the means determines the period during which
the packet is buffered on the basis of the connection status of the link
layer of the mobile node. In the mobile node according to the present
invention, packet which were to be transmitted during a hand-off period are
buffered rather than being transmitted during the hand-off period, and the
buffered packets are transmitted when the hand-off is complete. As a
result, packet loss occurring during a hand-off period can be prevented. 



It is preferable that the period during which packets are buffered by this
means is a period from the beginning of a link layer disconnection period,
during which the link layer of the mobile node is not connected to any
external links in order to switch connection points, to the time following
the end of the link layer disconnection period at which the access router
providing the newly connected external link becomes the default router.
With such a constitution, the packet buffering period can be set highly
appropriately, whereby packet loss can be prevented with certainty. It is
also preferable that this means detects the beginning of the link layer
disconnection period by a signal from an interface which is connected to
the external link, 19   and that this means detects a change in the default
router by a signal from the IP layer of the mobile node. With such a
constitution, the packet buffering period can be detected appropriately and
easily. 



Tt is also preferable that this means does not buffer a router solicitation
for requesting transmission of a router advertisement from the access
router. If a11 packets are buffered, then the following problem arises. It
is generally preferable that the mobile node, having switched connection
links, receives a router advertisement as early as possible in order to
learn the default router on the newly connected link more quickly. Hence,
the mobile node is capable of transmitting a router solicitation to an
access router directly after the end of link connection point alteration
using a multicast addressed to a11 of the routers on a link. However, when
all of the packets are buffered, the router solicitation does not reach the
access routers, and as a result reception of the router advertisement in
the mobile node is delayed. If router solicitations are not buffered, then
a router solicitation transmitted by the mobile node reaches the access
routers and the mobile node is able to receive a router advertisement more
quickly. It is also preferable for the mobile node to receive a TCP data
segment and transmit a TCP acknowledgement signal corresponding to this TCP
data segment, and for the means to buffer the TCP acknowledgement signal
during the hand-off 20   period and transmit the
bufferedTCPacknowledgementsignal when the hand-off is complete. In this
mobile node, TCP acknowledgement signals which were to be transmitted
during the hand-off period are buffered during the hand-off period rather
than being transmitted. Thebuffered TCP acknowledgementsignals are
transmitted when the hand-off is complete. Thus, since TCP acknowledgement
signals are not transmitted during the hand-off period, no new TCP data
segments are transmitted to the mobile node and no TCP data segments become
subject to packet loss . When the TCP acknowledgement signals are
transmitted following the hand-off period, new TCP data segments are
transmitted to the mobile node. During the period in which the TCP
acknowledgement signals are buffered, data transfer using TCP is halted,
but this period equals the amount of time taken for the hand-off
(approximately 100ms or less) . On the other hand, the period during which
i data transfer is halted due to successive TCP data segment loss equals
the amount of time taken for a TCP retransmit timer to expire (equivalent
to "Tr" in Figs. 25 to 28, and at least one second, for example). Thus TCP
throughput deterioration due to TCP acknowledgement signal buffering is
smaller than TCP throughput deterioration due to successive TCP data
segment loss. As a result, a dramatic deterioration in TCP throughput
during the hand-off of the mobile node can be prevented. 21   It is also
preferable that the period during which TCP acknowledgement signals are
buffered by the means is a period from a predetermined time before the
beginning of a link layer disconnection period, during which the link layer
of the mobile node is not connected to any external links in order to
switch connection points, to the time following the end of the link layer
disconnection period at which the access router providing the newly
connected external link becomes the default router. With such a
constitution, the TCP acknowledgement signal buffering period can be set
highly appropriately such that a dramatic deterioration in TCP throughput
can be further prevented. 



It is also preferable that the means detects the predetermined time before
the beginning of the link layer disconnection period by a signal from an
interface which is connected to the external link, and that the means
detects a change in the default router by a signal from the IP layer of the
mobile node. With such a constitution, a TCP acknowledgement signal
buffering period can be detected appropriately and easily. It is further
preferable that the means performs TCP acknowledgement signal buffering
upon each TCP connection, and that when, upon each TCP connection, a newly
buffered TCP acknowledgement signal corresponds to a TCP data segment with
a larger sequence number than a currently buffered TCP acknowledgement
signal, the currently buffered TCP 22   acknowledgement signal is replaced
by the newly buffered TCP acknowledgement signal. With such a constitution,
the space required for buffering TCP acknowledgement signals can be
economized. A mobile node may also transmit a TCP data segment, and the
means may buffer the TCP data segment during the hand-off period and
transmit the buffered TCP data segment when the hand-off is complete. In
this mobile node, TCP data segments which were to be transmitted during the
hand-o f f period are not transmitted during the hand-off period but are
buffered. The buffered TCP data segments are transmitted when the hand-off
is complete . Thus, since TCP data segments are not transmitted during the
hand-off period, no corresponding TCP acknowledgement signals are
transmitted to the mobile node and no TCP acknowledgement signals become
subject to packet loss. When the TCP data segments are transmitted
following the hand-off period, TCP acknowledgement signals corresponding to
the transmitted TCP data segments are transmitted to the mobile node.
During the period inwhich the TCP data segments are buffered, data transfer
using TCP is halted, but this period equals the amount of time taken for
the hand-off ( approximately 100ms or less ) . On the other hand, the
period in which data transfer is halted due to the inability to obtain an
opportunity to transmit a TCP data segment equals the amount of time taken
for a TCP 23  



retransmit timer to expire (equivalent to "Tr" in Figs. 25 to 28, and at
least one second, for example). Thus TCP throughput deterioration due to
TCP data segment buffering is smaller than TCP throughput deterioration due
to the inability to obtain an opportunity to transmit a TCP data segment.
Hence a dramatic deterioration in TCP throughput during the hand-off of the
mobile node can be prevented. It is also preferable for the period during
which the TCP data segments are buffered by the means to be a period from a
predetermined time before the beginning of a link layer disconnection
period, during which the link layer of the mobile node is not connected to
any external links in order to switch connection points, to the time
following the end of the link layer disconnection period at which the
access roister providing the newly connected external link becomes the
default roister. With such a constitution, the TCP data segment buffering
period can be set highly appropriately and a dramatic deterioration in TCP
throughput can be further prevented. It is further preferable that the
means detects the predetermined time before the beginning of the link Layer
disconnection period by a signal from an interface which is connected to
the external link, and that the means detects a change in the default
roister by a signal from the IP layer of the mobile node . With such a
constitution, the TCP data segment buffering period can be detected
appropriately and 24   easily. Meanwhile, a mobile communication system
according to the present invention comprises a mobile node for transmitting
a packet and a plurality of access routers for providing the mobile node
with external links, wherein the mobile node comprises means for buffering
this packet during a hand-off period and transmitting the buffered packet
to the access router providing the newly connected external link when the
hand-off is complete, and the means determines the period during which the
packet is buffered on the basis of the connection status of the link layer
of the mobile node. In the mobile node of the mobile communication system
according to the present invention, packets which were to be transmitted
during a hand-off period are not transmitted during the hand-off period but
are buffered. When the hand-off is complete, the buffered packets are
transmitted to the access router providing the newly connected external
link. As a result, packet loss occurring during a hand--off period can be
prevented. 



It is preferable that the period during which the packets are buffered by
the means is a period from the beginning of a link layer disconnection
period during which the link layer of the mobile node is not connected to
any external links in order to switch connection points to the time
following the end of the link layer disconnection period 25   at which the
access router providing the newly connected external link becomes the
default router. With such a constitution, the packet buffering period can
be set highly appropriately and packet loss can be prevented with
Certainty. It is also preferable that the means detects the beginning of a
link layer disconnection period by a signal from an interface which is
connected to the external link, and that the means detects a change in the
default router by a signal from the IP layer of the mobile node. With such
a constitution, the packet buffering period can be detected appropriately
and easily. It is further preferable that the means does not buffer a
routersolicitationfor requestingtransmission ofa router advertisement from
the access router. With such a constitution, a router solicitation
transmitted by the mobile node reaches an access router, and thus the
mobile node can receive a router advertisement more quickly. The mobile
node may also receive a TCP data segment transmitted from the access router
and transmit to the access router a TCP acknowledgement signal
corresponding to the TCP data segment, and the means of the mobile node may
buffer the TCP acknowledgement signal during the hand-off period and
transmit the buffered TCP acknowledgement signal to the access router
providing the newly connected external link when the hand-off is complete.
26 



In this mobile communication system, TCP acknowledgementsignalswhich were
to be transmitted during the hand-off period are not transmitted during the
hand-off period but are buffered. The buffered TCP acknowledgement signals
are transmitted to the access router providing the newly connected external
link when the hand-off is complete. Thus, since TCP acknowledgementsignals
are not transmitted during the hand-off period, no new TCP data segments
are transmitted to the mobile node from the correspondent node and no TCP
data segments become subj ect to packet loss . When the TCP acknowledgement
signals are transmitted to the access router following the hand-off period,
new TCP data segments are transmitted to the mobile node from the
correspondent node . During the period in which the TCP acknowledgement
signals are being buf fered, data transfer using TCP is halted, but this
period equals the amount of time taken for the hand-off (approximately
100ms or less) . On the other hand, the time in which data transfer is
halted due to successive TCP data segment loss equals the amount of time
taken for a TCP retransmit timer to expire (equivalent to "Tr" in Figs. 25
to 28, and at least one second, for example) . Thus TCP throughput
deterioration due to TCP acknowledgement signal buffering is smaller than
TCP throughput deterioration due to successive TCP data segment loss. Hence
a dramatic deterioration in TCP throughput during the hand-off of the
mobile node can be prevented. 27   It is preferable that the period during
which the TCP acknowledgement signals are buffered by the means is a period
from a predetermined time before the beginning of a link layer
disconnection period, during which the link layer of the mobile node is not
connected to any external links in order to switch connection points, to
the time following the end of the link layer disconnection period at which
the access router providing the newly connected external link becomes the
default router. With such a constitution, the TCP acknowledgement signal
buffering period can be set highly appropriately and a deterioration in TCP
throughput can be further prevented. It is also preferable for the means to
detect the predetermined time before the beginning of a link layer
disconnection period by means of a signal from an interface which is
connected to the external link, and for the means to detect a change in the
default router by means of a signal from the IP layer of the mobile node.
With such a constitution, a TCP acknowledgement signalbuffering period can
be detected appropriately and easily. It is further preferable for the
means to perform buffering of a TCP acknowledgement signal upon each TCP
connection, and when, upon each TCP connection, a newly buffered TCP
acknowledgement signal corresponds to a TCP data segment with a larger
sequence number than the currently buffered TCP acknowledgement signal, it
is preferable for 28  



the currently buffered TCP acknowledgement signal to be replaced by the
newly buffered TCP acknowledgement signal. With such a constitution, the
space required for buffering TCP acknowledgement signals can be economized.
The mobile node may also transmit a TCP data segment, and the means may
buffer this TCP data segment during the hand-oft period and transmit the
buffered TCP data segment to the access router providing the newly
connected external link when the hand-off is complete. In this mobile
communication system, TCP data segments which were to be transmitted during
the hand-off period are not transmitted during the hand-off period but are
buffered. The buffered TCP data segments are transmitted to the access
router providing the newly connected external link when the hand-off is
complete. Thus, since TCP data segments are not transmitted during the
hand-off period, no corresponding TCP acknowledgement signals are
transmitted to the mobile node from the correspondent node and no TCP
acknowledgement signals become subject to packet loss. When the TCP data
segments are transmitted following the hand-off period, TCP acknowledgement
signals corresponding to the transmitted TCP data segments are transmitted
to the mobile node from the correspondent node . During the period in which
the TCP data segments are buffered, data transfer using TCP is halted, but
this period equals the amount of time taken for the hand-off (approximately
100ms or less) . On the other hand, 29   the period in which data transfer
is halted due to the inability to obtain an opportunity to transmit a TCP
data segment equals the amount of time taken for a TCP retransmit timer to
expire (equivalent to "Tr" in Figs. 25 to 28, and at least one second, fox
example). Thus TCP throughput deterioration due to TCP data segment
buffering is smaller than TCP throughput deterioration due to the inability
to obtain an opportunity to transmit a TCP data segment. Hence a dramatic
deterioration in TCP throughput during the hand-off of the mobile node can
be prevented. It is preferable that the period during which the TCP data
segments are buffered by the means is a period from a predetermined time
before the beginning of a link layer disconnection period during which the
link layer of the mobile node is not connected to any external links in
order to switch connection points to the, time following the end of the
link layer disconnection period at which the access router providing the
newly connected external link becomes the default router. With such a
constitution, the TCP data segment buffering period can be set highly
appropriately and a deterioration in TCP throughput can be further
prevented. It is also preferable that the means detects the predetermined
time before the beginning of a link layer disconnection period by means of
a signal from an interface which is connected to the external link, and
that the means 



30   detects a change in the default router by means of a signal from the
IP layer of the mobile node. With such a constitution, the TCP data segment
buffering period can be detected appropriately and easily. In order to
transmit a packet, a communication control program according to the present
invention causes a computer to function as means for buffering the packet
during a hand-off period and transmitting the buffered packet when the
hand-off is complete, wherein the means is caused to determine the period
during which the packet is buffered on the basis of the connection status
of the link layer of the mobile node. By having a computer function as this
means in the communication control program according to the present
invention, packets which were to be transmitted during the hand-off period
are not transmitted during the hand-off period but are buffered, and these
buffered packets are transmitted when the hand-off is complete. As a
result, packet loss occurring during a hand-off period can be prevented. It
is preferable that the period during which packets are buffered by the
means is a period from the beginning of a link layer disconnection period
during which the link layer of the mobile node is not connected to any
external links in order to switch connection points to the time following
the end of the link layer disconnection period 31   



at which the access router providing the newly connected external link
becomes the default router. With such a constitution, the packet buffering
period can be set highly appropriately, whereby packet loss can be
prevented with certainty. Tt is also preferable that the means is caused to
detect the beginning of the link layer disconnection period by a signal
from an interface which is connected to the external link, and is caused to
detect a change in the default router by a signal from the IP layer of the
mobile node. With such a constitution, the packet buffering period can be
detected appropriately and easily. It is further preferable that the means
is caused not to buffer a router solicitation for requesting transmission
of a router advertisement from the access router. With such a constitution,
a router solicitation transmitted by the mobile node reaches an access
router, and thus the mobile node is able to receive a router advertisement
more quickly. In this communication control program, in order to receive a
TCP data segment and transmit a TCP acknowledgement signal corresponding to
the TCP data segment, the computer may also be caused to function as means
for buffering the TCP acknowledgement signal during the hand-off period and
transmitting the buffered TCP acknowledgement signal when the hand-off is
complete. By having the computer function as this means, TCP 32
acknowledgementsignalswhich were to betransmitted during the hand-off
period are not transmitted during the hand-off period but are buffered. The
buffered TCP acknowledgement signalsaretransmitted when
thehand-offiscomplete. Thus, since TCP acknowledgement
signalsarenottransmitted during a hand-off period, no new TCP data segments
are transmitted to the mobile node and no TCP data segments become subj ect
to packet loss . When the TCP acknowledgement signals are transmitted
following the hand-off period, new TCP data segments are transmitted to the
mobile node. During the period in which the TCP acknowledgement signals are
being buffered, data transfer using TCP is halted, but this period equals
the amount of time taken for the hand-off (approximately 100ms or less ) .
On the other hand, the period in which data transfer is halted due to
successive TCP data segment loss equals the amount of time taken for a TCP
retransmit timer to expire (equivalent to "Tr" in Figs. 25 to 28, and at
least one second, for example). Thus TCP throughput deterioration due to
TCP acknowledgement signal buffering is smaller than TCP throughput
deterioration due to successive TCP data segment loss. Hence a dramatic
deterioration in TCP throughput during a hand-off of the mobile node can be
prevented. It is preferable that the period during which TCP
acknowledgement signals are buffered by the means is aperiod from a
predetermined time before the beginning of a link 



33   layer disconnection period during which the link layer of the mobile
node is not connected to any external links in order to switch connection
points, to the time following the end of the link layer disconnection
period at which the access router providing the newly connected external
link becomes the default router. With such a constitution, the TCP
acknowledgement signalbufferingperiodcanbe set highly appropriately and a
dramatic deteriorationin TCP throughput can be further prevented. It is
also preferable that the means is caused to detect the beginning of a link
layer disconnectionperiodby a signal from an interface which is connected
to the external link, and is caused to detect a change in the default
router by a signal from the IP layer of the mobile node. With such a
constitution, the TCP acknowledgement signal buffering period can be
detected appropriately and easily. It is further preferable that the means
is Caused to perform buffering of the TCP acknowledgement signals upon each
TCP connection such that when, upon each TCP connection, a newly buffered
TCP acknowledgement signal corresponds to a TCP data segment with a larger
sequence number than a currently buffered TCP acknowledgement signal, the
currently buffered TCP acknowledgement signal is replaced by the
newlybuffered TCP acknowledgement signal . With such a constitution, the
space required for buffering TCP acknowledgement signals can be economized.
34   In order to transmit a TCP data segment, this communication control
program may also cause the computer to function as means for buffering the
TCP data segment during the hand-off period and transmitting the buffered
TCP data segment when the hand-off is complete. By having the computer
function as this means in this 



communication control program, TCP data segments which were to be buffered
during the hand-off period are no.t transmitted during the hand-off period
but are buffered. The buffered TCP data segments are transmitted when the
hand-off is complete . Thus, since TCP data segments are not transmitted
during the hand-off period, no corresponding TCP acknowledgement signals
are transmitted to the mobile node and no TCP acknowledgement signals
become subject to packet loss. When the TCP data segments are transmitted
following the hand-off period, TCP acknowledgement signals corresponding to
the transmitted TCP data segments are transmitted to the mobile node.
During the period in which the TCP data segments are buffered, data
transfer using TCP is halted, but this period equals the amount of time
taken for the hand-off (approximately 100ms or less) . On the other hand,
the period in which data transfer is halted due to the inability to obtain
an opportunity to transmit a TCP data segment equals the amount of time
taken for a TCP retransmit timer to expire (equivalent to "Tr" in Figs. 25
to 28, and at least one second, for example). Thus TCP 35   throughput
deterioration due to TCP data segment buffering is smaller than TCP
throughput deterioration due to the inability to obtain an opportunity to
transmit a TCP data segment. Hence a dramatic deterioration in TCP
throughput during the hand-off of the mobile node can be prevented. It is
preferable that the period during which TCP data segments are buffered by
the means is a period from a predetermined time before the beginning of a
link layer disconnection period during which the link layer of the mobile
node is not connected to any external links in order to switch connection
points, to the time following the end of the link layer disconnection
period at which the access router providing the newly connected external
link becomes the default router . With such a constitution, the TCP data
segment buffering period can be set highly appropriately, and thus a
dramatic deterioration in TCP throughput can be further prevented. It is
also preferable that the means is Caused to detect the predetermined time
prior to the beginning of a link layer disconnection period by a signal
from an interface which is connected to the external link, and is caused to
detect a change in the default router by a signal from the IP layer of the
mobile node. With such a constitution, the TCP data segment buffering
period may be detected appropriately and easily. The present invention will
become more fully 36   



understoodfrom the detailed description given hereinbelow and the
accompanying drawings which are given by way of illustration only, and thus
are not to be considered as limiting the present invention. Further scope
of applicability of the present invention willbecome apparent from the
detailed description given hereinafter. However, it should be understood
that the detailed description and specific examples, while indicating
preferred embodiments of the invention, are given by way of illustration
only, since various changes and modifications within the spirit and scope
of the invention will become apparent to those skilled in the art from this
detailed description. BRIEF DESCRIPTION OF THE DRAWINGS Fig. 1 is a view
showing a constitution of a mobile communication system according to a
first embodiment; Fig. 2 is a view showing a constitution of a mobile host;
Fig. 3 is a sequence chart for a case in which the mobile host hands off
during communication with a correspondent host; Fig. 4 is a view showing a
constitution of a mobile 



communication system according to a second embodiment; Fig. 5 is a view
showing a constitution of a mobile router; Fig. 6 is a sequence chart for a
case in 'which the 37   mobile router hands off during communication with a
correspondent host; Fig. 7 is a view showing a constitution of a mobile
communication system according to a third embodiment: Fig. 8 is a view
showing a constitution of a mobile host; 



Fig. 9 is a sequence chart for a case in which the mobile host hands off
during reception of data transfer using TCP from a correspondent host; Fig.
10 is a view showing a constitution of a mobile host in a mobile
communication system according to a fourth embodiment; Fig. 11 is a
sequence chart for a case in which the mobile host hands off during the
transfer of data using TCP to a correspondent host; Fig. 12 is a view
showing a constitution of a mobile communication system according to a
fifth embodiment: Fig. 13 is a view showing a constitution of a mobile
router; 



Fig. 14 is a sequence chart for a case in which the mobile router hands off
while a stationary host in a mobile network receives data trans fer using
TCP from a correspondent host; Fig. 15 is a view showing a constitution of
a mobile router in a mobile communication system according to a sixth
embodiment; 38   Fig. 16 is a sequence chart for a case in which the mobile
router hands off while a stationary host in a mobile network performs data
transfer using TCP to a correspondent 



host; Fig. 17 is a view showing a constitution of a storage medium; Fig. 18
is a view showing a constitution of a storage medium; Fig. 19 is a block
diagram showing an example of a conventional mobile communication system;
Fig. 20 is a sequence chart showing state transitions during a hand-off by
a conventional mobile host; Fig. 21 is a block diagram showing an example
of a conventional mobile communication system; Fig. 22 is a sequence chart
showing state transitions during a hand-off by a conventional mobile
router; 



Fig. 23 is a sequence chart showing state transitions of a conventional
mobile host during a hand-off; Fig. 24 is a sequence chart showing state
transitions of a conventional mobile router during a hand-off; Fig. 25 is a
sequence chart of a hand-off by the conventional mobile host during
reception of data transfer from a correspondent host using TCP; Fig. 26 is
a 'sequence chart of a hand-off by a conventional mobile host during the
transfer of data using TCP to a correspondent host; 39   



Fig. 27 is a sequence chart of a hand-off performed by a conventional
mobile router while data transfer using TCP is received by a stationary
host in a mobile network from a correspondent host; and Fig. 28 is a
sequence chart of a hand-off performed by a conventional mobile router
while data transfer using TCP is performed from a stationary host in a
mobile network to a correspondent host. DESCRIPTION OF THE PREFERRED
EMBODIMENTS (First Embodiment) Fig. 1 is a view showing a constitution of a
mobile communication system according to a first embodiment. In Fig. 1, MH
indicates amobile host, HA indicates a home agent, AR indicates an access
router, and CH indicates a correspondent host. As shown in Fig. 1, a mobile
communication system 1 



comprises a mobile host 3, a home agent 5, a plurality of access routers 7,
9, a correspondent host 11, and an IP network 13. The mobile host 3 is a
node which communicates with the correspondent host 11 while moving from
link to link. The access routers 7, 9 are routers for providing external
links (wireless links) towhichthemobilehost3 can connect. The home agent 5
is a router capable of transferring packets addressed to the mobile host 3
to a link at which the mobile 40   host 3 is located (an external link
provided by an access router or the like) using the IP mobility control
system Mobile IPv6 (Internet Protocol version 6). The correspondent host 11
is a node which communicates with the mobile host 3. 



Note that a node is a device for transmitting and receiving packets
corresponding to IPv6, and a link is a communication path for transmitting
a packet transmitted from a node to another node by means of a wired
transmission system or a wireless transmission system. Links comprise home
links and external links. A home link is a link belonging to the mobile
host 3, and an external link is a link other than a home link. The mobile
host 3 is allocated a home address from a home link and allocated a care-of
address from an external link. Fig. 2 is a view showing a constitution of
the mobile host 3. The mobile host 3 is provided with an application layer
31 comprising an application 31a, a transport layer 33 comprising a TCP
(Transmission Control Protocol) andUDP (User Datagram Protocol) 33a (to be
referred to as "TCP/UDP" hereinafter) and a buffering space 33b, an IP
layer 35 comprising an IP (Internet Protocol) 35a, and a link layer 37
comprising a link 37a and an interface 37b. In the mobile host 3, data to
be transmitted from the application 31a to another host are transmitted
from the interface 37b via the TCP/UDP 33a, the IP 35a, and the link 41
37a . Conversely, data transmitted from another host reach the application
31a via the interface 37b, the link 37a, the IP 35a, and the TCP/UDP 33a.
The buffering space 33b is used for buffering a packet during ahand-off
period. The TCP/UDP 33a buffers the packet into the buffering space 33b.
The packet buffering period is a period required for switching connection
points which extends from the beginning of a link layer 37 disconnection
period, during which the link layer 37 of the mobile host 3 is not
connected to any external links, to the point at which an access router
providing a newly connected external link is switched to a default router
following the end of the link layer 37 disconnection period. Here, the
TCP/UDP 33a detects the beginning of the link layer 37 disconnection
periodbymeans of a signal from the interface 37b, and detects the change of
default router by means of a signal from the IP 35a. When the connection
point is switched from the access router 7 to the access router 9, the
interface 37b issues abuffering command to the TCP/UDP 33a. Thereby, the
TCP/UDP 33a detects the beginning of the link layer 37 disconnection
period. Having received the buffering command, the TCP/UDP 33a uses the
buffering space 33b to begin buffering of the packets which were originally
intended for transmission to the IP 35a. 



Once the default router has been changed following 42   a router
advertisement received from the access router 9, the IP 35a issues a
buffering cancellation command to the TCP/UDP 33a. Thereby, the TCP/UDP 33a
detects that the default router has changed. Having received the buffering
cancellation command, the TCP/UDP 33a cancels buffering and transmits the
packets that were buffered in the buffering space 33b to the IP 35a. As
noted above, the packets transferred to the IP 35a are transmitted via the
link 37a to the interface 37b, and from the interface 37b to the access
router 9 ( set as the default router) which provides the newly connected
external link. Fig. 3 is a sequence chart for a case in which the mobile
host 3 which is in communication with the correspondent host 11 hands off
from the access holder 7 to the access holder 9. The solid line arrows
represent control packets for executing a hand off at the IP layer level
using Mobile IPv6, and the broken line arrows represent data packets
transmitted by the mobile host 3 to the correspondent host 11. States I
through IV in Fig. 3 correspond to the states I through IV as described in
Fig. 23. In state I, the link layer 37 of the mobile host 3 is connected to
the access router 7, and the default router is set to the access router 7,
and thus data packets (P1) and (P2) reach the access router 7 and are
routed to the correspondent host 11. Then, in state II and state III, 93
data packets (P3) to (P8) are buffered and not transmitted. When the mobile
host 3 receives a roister advertisement 



from the access roister 9 and alters the default roister from the access
roister 7 to the access roister 9, processing moves to state IV and the
buffered data packets (P3) to (P8) are transmitted. Since the link layer 37
of the mobile host 3 is connected to the access roister 9 and the default
roister is set to the access roister 9, the data packets (P3) to (P8) are
routed to the correspondent host 11 through the access roister 9. Data
packets (P9) and (P14) are also routed to the correspondent host 11 through
the access roister 9. Note that when the mobile host 3 obtains a new
care-of address used for an external link, the mobile host 3 transmits a
packet containing a binding update option to the home agent 5 . Having
received the binding update packet, the home agent 5 stores the binding
(the correspondence between the home address and care-of address of the
mobile host 3) and transmits a packet containing a binding acknowledgement
option to the mobile host 3 as a confirmation response. In this first
embodiment, it is assumed for the sake of simplicity that the mobile host 3
does not transmit a roister solicitation. This embodiment is of course
applicable to a mobile host 3 which transmits a roister solicitation, but
it is necessary to prevent the roister solicitation from being buffered. If
buffering is performed in the transport layer 33, as in the first 44
embodiment, the router solicitation is not buffered. Buffering may also be
performed in the IP layer 35, but in this case it is necessary to determine
whether or nQt the packet subject to buffering is a router solicitation by
having the IP layer 35 analyze the IP header and below of the packet, and
to exclude the packet from buffering if the packet is a router
solicitation. Specifically, analysis of the IP header and below of the
packet involves the following operation. For each packet, the IP layer 35
checks the protocol number stored in the next header field in each IP
header comprising an extension header, and if the protocol number indicates
58 (icmp), the IP layer~35 checks the field indicating the type of the icmp
following the IP header. If the type number is 133 (a router solicitation)
, it is determined that the packet is a router solicitation. Note that in
this first embodiment, the packet buffering period is set as a period from
the beginning of the link layer 37 disconnection period, during which the
link layer 37 of the mobile host 3 is not connected to any external links
in order to switch connection points, to the point at which the access
router providing the newly connected externallinkbecomesthedefault
routerfollowing the end of the link layer 37 disconnection period. However,
the packet buffering period is not limited thereto, and may, for example,
be set longer than this period in consideration 45  



of the wireless link conditions and so on. As described above, during a
hand-off period in the first embodiment, while packets cannot be
transmitted to either of the access routers 7, 9 from the mobile host 3,
the mobile host 3 buffers the packets to be transmitted during the hand-off
period, and transmits the buffered packets when the packets become able to
reach the hand-off destination access router 9. As a result, a11 of the
packets that were to be transmitted by the mobile host 3 during the
hand-off are routed to the correspondent host 11 via the hand-off
destination access router 9, and thus the occurrence of packet loss during
a hand-off period can be prevented. Also in the first embodiment, the
period during which the mobile host 3 butters packets is set as a period
from the beginning of the link layer 37 disconnection period, during which
the link layer 37 of the mobile host 3 is not connected to any external
links in order to switch connection points, to the point at which the
access router 9 providing the newly connected external link becomes the
default router following the end of the link layer 37 disconnection period.
Hence the packet buffering period can be set highly appropriately so that
packet loss is prevented with certainty. Also according to the first
embodiment, the beginning of a link layer 37 disconnection period is
detected in the TCP/UDP 33a by means of a signal from the interface 37b
which 46   is connected to the external link, and a change in default
router is detected in the TCP/UDP 33a by means of a signal from the IP
layer 35 of the mobile host 3. Thus the packet buffering period can be
detected appropriately and easily. It should be noted that if a11 packets
are buffered in the mobile host 3 which transmits a router solicitation,
the following problem arises. It is generally preferable that the mobile
host 3 receives a router advertisement as early as possible in order to
learn the default router more quickly. Hence, the mobile host 3 is capable
of transmitting a router solicitation to an access router directly after
the endof linkconnectionpoint alteration usingamulticast addressed to a11
of the routers on a link. However, when all packets are buffered, the
router solicitation does not reach the access routers 9, and as a result,
reception in the mobile host 3 of a router advertisement is delayed. If
router solicitations are not buffered, then a router solicitation
transmitted by the mobile host 3 reaches the access routers 9 and the
mobile host 3 is able to receive a router advertisement more quickly.
(Second Embodiment) 



Fig. 4 is a view showing the constitution of a mobile communication system
according to a second embodiment . In Fig. 4, SH indicates a stationary
host, MR indicates amobile router, HA indicates a home agent, AR indicates
an access router, and CH indicates a correspondent host. 47   As shown in
Fig. 4, a mobile communication system 51 comprises a mobile router 53, a
stationary host 55, the home agent 5, the plurality of access routers 7, 9,
the correspondent host 11, and the IP network 13. The mobile router 53
moves from link to link with a mobile network 57 comprising the stationary
host 55, and functions as a,gateway router for the mobile network 57. The
mobile router 53 uses a home address on a home link, and on an external
link uses the home address and a care-of address having a link prefix for
each link. The stationary host 55 is a node having an unchanging connection
relationshipwiththemobile router 55. Note that themvbile network 57 may
also comprise a router or a mobile host. The home agent 5 provides the
mobile router 53 with a home link, and the access routers provide the
mobile router 53 with external links. The mobile router 53 informs the home
agent 5 of binding comprising the home address of this node, the network
prefixes within the mobile network 57, and a care-of address obtained by a
connection link, and the home agent 5 stores this binding. Having received
a packet addressed to the home address of the mobile router 53 or to an
address belonging to a network prefix in the mobile network 57, the home
agent 5 creates an IP packet addressed to the bound care-of address, stores
this packet in a payload portion, and forwards the packet to the mobile
router 53. Having received the 48   forwarded packet, the mobile router 53
extracts the original packet from the payload portion, and if the packet is
addressed to a host existing within the mobile network 57, routes the
packet within the mobile network 57. 



Fig. 5 is a view showing the constitution of the mobile router. The mobile
router is provided with an IP layer 71 comprising an IP 71a and a buffering
space 71b, and a link layer 73 comprising a first link 73a, a second link
73b, a mobile network side interface 73c, and a stationary network side
interface 73d. Packets received from the mobile network side interface 73c
or the stationary network side interface 73d reach the IP 71a through the
first link 73a and second link 73b respectively. The IP 71a references a
routing table to determine whether to transmit the packets to the
stationary network side (default router) or the mobile network 57 side
(stationary host 55), and transfers the packets to the second link 73b or
the first link 73a in accordance with the result of this determination. The
buffering space 71b is used for buffering packets during a hand-off period.
The IP 71a buffers packets into the buffering space 71b. The packet
buffering period is set as a period from the beginning of a link layer
(second link 73b and stationary network side interface 73d) disconnection
period, during which the second link 73b and stationary network side
interface 73d of the link layer 73 49   in the mobile router 53 are not
connected to any external links in order to switch connection points, to
the point at which the access router 9 providing a newly connected external
link becomes the default router following the end of the link layer (second
link 73b and stationary network side interface 73d) disconnection period.
Here, the IP 71a detects the beginning of the link layer (second link 73b
and stationary network side interface 73d) disconnection period by means of
a signal from the stationary network side interface 73d, and detects a
change in default router itsel f . The stationary network side interface
73d issues a buffering command to the IP 71a when the connection point is
switched from the access router 7 to the access router 9. Thereby the IP
71a detects the beginning of a link layer (second link 73b and stationary
network side interface 73d) disconnection period. Having received the
buffering command, the IP 71a uses the buffering space 71b to begin
buffering the packets which were originally due to be transmitted to the
second link 73b. Once the default router has been changed following 



a router advertisement received from the access router 9, the IP 71a itself
detects that the default router has changed and cancels buffering.
TheIP7lathentransmitsthepackets that were buffered in the buffering space
71b to the second link 73b. As noted above, the packets transferred to the
second link 73b are transmitted from the stationary network 50   side
interface 73b to the access roister 9 (set as the default roister)
providing the newly connected external link. Fig. 6 is a sequence chart for
a case in which the mobile roister 53 which is in communication with the
correspondent host 11 hands off from the access roister 7 to the access
roister 9. The solid line arrows represent control packets for executing a
hand off, and the broken line arrows represent data packets transmitted by
the mobile roister 53 to the correspondent host 11. States I through IV in
Fig. 6 correspond to the states I through IV to be described in Fig. 24. In
state I, the link layer 73 (second link 73b and stationary network side
interface 73d) of the mobile roister 53 is connected to the access roister
7, and the default roister is set to the access roister 7, and thus data
packets (P1) and (P2) reach the access roister 7 and are routed to the
correspondent host 11. Then, in state II and state III, data packets (P3)
to (P8) are buffered rather than being transmitted. When the mobile roister
53 receives a roister advertisement from the access roister 9 and alters
the default roister from the access roister 7 to the access roister 9,
processing moves to state IV and the buffered data packets (P3 ) to (PB )
are transmitted. Since the link layer 73 (second link 73b and stationary
network side interface 73d) of the mobile roister 53 is connected to the
access roister 9 and 51  



the default router is set to the access router 9, the data packets (P3) to
(P8) are routed to the correspondent host 11 through the access router 9.
Data packets (P9) and (P10) are also routed to the correspondent host 11
through the access router 9. Note that when the mobile router 53 obtains a
new care-of address foruse on an external link, the mobile router 53
transmits a packet containing a binding update option to the home agent 5.
Having received the binding update packet, the home agent 5 stores the
binding (the correspondence betweenthehomeaddressand care-of address of the
mobile router 53) and transmits a packet containing a binding
acknowledgement option to the mobile roister 53 as a confirmation response.
In this second embodiment, it is assumed for the sake of simplicity that
the mobile roister 53 does not transmit a roister solicitation. This
embodiment is of course applicable to a mobile roister 53 which transmits a
roister solicitation, but it is necessary to prevent the roister
solicitation from being buffered. When buffering is performed in the IP
layer 71, a determination is made as to whether or not the packet subject
to buffering is a roister solicitation by having the IP layer 71 analyze
the TP header and below of the packet, and if the packet is a roister
solicitation, then the routersolicitation must beexcluded from the buf
faring subj acts . Analysis of the IP header and 52   below of the packet
specifically involves the following operation. For each packet, the IP
layer 71 checks the protocol number stored in the next header field in each
IP header comprising an extension header, and when the protocol number
indicates 58 (icrnp) , the IP layer 71 checks the field indicating the type
of the icmp following the IP header. If the type number is 133 (a router
solicitation), it is determined that the packet is a router solicitation.
In this second embodiment, the packet buffering period is set as a period
from the beginning of a link layer (second link 73b and stationary network
side interface 73d) disconnection period, during which the second link 73b
and stationary network side interface 73d of the link layer 73 in the
mobile router 53 are not connected to any external links in order to switch
connection points, to the time at which the access router 9 providing the
newly connected external link following the end of the link layer (second
link 73b and stationary network side interface 73d) disconnection period
becomes the default router. However, the packet buffering period is not
limited thereto, and may, for example, be set longer than this period in
consideration of the wireless link conditions and so on. 



As described above, during a hand-off period in the second embodiment,
while packets cannot be transmitted to either of the access routers 7, 9
from the mobile router 53, the mobile router 53 buffers the packets to be
transmitted 53   during the hand-off period and transmits
thebufferedpackets when the packets become able to reach the hand-off
destination access router 9. As a result, a11 of the packets that were to
be routed to the stationary network side by - the mobile router 53 during
the hand-off are routed to the correspondent host 11 via the hand-off
destination access router 9, and thus the occurrence of packet loss during
a hand-off period can be prevented. Further, in the second embodiment the
packet buffering period by the mobile router 53 is set as a period from the
beginning of the link layer (second link 73b and stationary network side
interface 73d) disconnection period, during which the second link 73b and
stationary network side interface 73d of the link layer 73 in the mobile
router 53 are not connected to any external links in order to switch
connection points, to the time at which the access router 9 providing the
newly connected external link following the end of the link layer (second
link 73b and stationary network side interface 73d)
disconnectionperiodbecomes the default router . Hence the packet buffering
period can be set highly appropriately so that packet loss is prevented
with certainty. Also according to the second embodiment, the beginning of a
link layer (second link 73b and stationary network side 



interface 73d) disconnection period is detected in the IP 71a by means of a
signal from the stationary network side 54   interface 73d which is
connected to an external link, and a change in default router is detected
by the IP 71a itself. Thus the packet buffering period can be detected
appropriately and easily. Note that it is preferable for a router
solicitation not to be buffered in the mobile router 53 which transmits
router solicitations. Tn so doing, a router solicitation transmitted by the
mobile router 53 reaches the access routers 9, and as a result the mobile
router 53 is able to receive a router advertisement more quickly. (Third
Embodiment) Fig. 7 is a view showing a constitution of a mobile
communication system according to a third embodiment . In Fig . 7, MH
indicates a mobile host, HA indicates a home agent, AR indicates an access
router, and CH indicates a correspondent host. As shown in Fig. 7, a mobile
communication system 301 comprises a mobile host 303, a home agent 305, a
plurality of access routers 307, 309, a correspondent host 311, and an IP
network 313. The mobile host 303 is a node which communicates with the
correspondent host 311 while moving from link to link. The access routers
307, 309 are routers for providing external links to which the mobile host
303 can connect. The home agent 305 is a router capable of transferring a
packet addressed to the mobile host 303 to a link at which 



55   the mobile host 303 is located (an external link provided by an access
roister or the like) using the IPmobility control system Mobile IPv6
(Internet Protocol version 6). The correspondent host 311 is a node which
communicates with the mobile host 303. A node is a device for transmitting
and receiving (including routing) packets corresponding to IPv6, and a link
is a communication path for transmitting a packet transmitted from a node
to another node by means of a wired transmission system or a wireless
transmission system. Links comprise home links and external links . A home
link is a link belonging to the mobile host 303, and an external link is a
link other than a home link. The mobile host 303 is allocated a home
address from a home link and is allocated a care-of address from an
external link. The mobile host 303 uses a home address on a home link and
on an external link uses the home address and a care-of address having a
link prefix for each external link. The mobile host 303 informs the home
agent 305 of binding comprising "the home address of this node" and a
"care-of address obtained by a connection link", and the home agent 305
stores this binding. Having received a packet addressed to the home address
of the mobile host 303, the home agent 30S creates an IP packet addressed
to the bound care-of address, stores this packet in a payload portion, and
forwards the packet to the mobile host 303 . Having received 56   the
forwarded packet, the mobile host 303 extracts the original packet from the
payload portion. Since the internal packet is addressed to the mobile host
303, this may be transmitted. Fig. 8 is a view showing a constitution of
the mobile 



host 303 . The mobile host 303 is providedwith an application layer 331
comprising an application 331a, a transport layer 333 comprising a TCP
(Transmission Control Protocol) and UDP (User Datagram Protocol) 333a (to
be referred to as "TCP/UDP" hereinafter) and a TCP ack buffering space
333b, an IP layer 335 comprising an IP (Internet Protocol) 335a, and a link
layer 337 comprising a link 337a and an interface 337b. In the mobile host
303, data generated by the application 331a are transmitted from the
interface 337b via the TCP/UDP 333a, the IP 335a, and the link 337a .
Packets received from the interface 337b reach the application 331a via the
link 337a, the IP 335a, and the TCP/UDP 333a. The TCP ack buffering space
333b is used for buffering TCP acks during a~hand-off period. The TCP/UDP
333a buffers the TCP acks into the TCP ack buf fering space . The TCP ack
buffering period is a period which extends from a predetermined time (Tn)
before the beginning of a link layer 337 disconnection period required for
switchingconnection points, when the link layer 337 of the mobile host 303
is not connected to any external links, to the point at which 57   the
access router providing the newly connected external link becomes the
default router following the end of the link layer 337 disconnection
period. Here, the TCP/UDP 333a detects the predetermined time (Tn) before
the beginning of the link layer 337 disconnection period by means of a
signal from the interface 337b, and detects a change in default router by
means of a signal from the IP 335a. Here, the range of the predetermined
time (Tn) begins from zero. Here, the predetermined time (Tn) is preferably
set equal to or greater than the round trip time between the mobile host
and the correspondent host, or in other words the time in which a TCP data
segment newly transmitted by the correspondent host in response to the
reception by the correspondent host of the last transmitted TCP ack prior
to the beginning of buffering can be received via the currently connected
access router. When the connection point is switched from the access router
307 to the access router 309, the interface 337b issues a buffering command
to the TCP/UDP 333a. Thereby, the TCP/UDP 333a detects the predetermined
time (Tn) before the beginning of the link layer 337 disconnection period.
Having received the buffering command, the TCP/UDP 333a uses the TCP ack
buffering space 333b to begin buffering the TCP acks. which were originally
intended for transmission to the IP 335a. Once the default router has been
changed following 58  



a roister advertisement received from the access roister 309, the IP 335a
issues a buffering cancellation command to the TCP/UDP 333a. Thereby, the
TCP/UDP 333a detects that the default roister has changed. Having received
the buffering cancellation command, the TCP/UDP 333a cancels buffering and
transmits the TCP acks that were buffered in the TCP ack buffering space
333b to the IP 335a. As noted above, the TCP acks transferred to the IP
335a are transmitted via the link 337a to the interface 337b, a,~d from the
interface 337b to the access roister 309 (set as the default roister) which
provides the newly connected external link. Fig. 9 is a sequence chart for
a case in which the mobile host 303 hands off from the access roister 307
to the access roister 309 during reception of data transfer using TCP from
the correspondent host 311 . The broken line arrows represent TCP data
segments transmitted to the mobile host 303 by the correspondent host 311
and TCP acks transmitted to the correspondent host 311 by the mobile host
303 . State I to state TV and states A, B in Fig. 9 correspond to the
states I to IV and states A, B described in Fig. 20. At a predetermined
time (Tn) before moving from state I to state II, the mobile host 303
buffers the TCP asks to be transmitted. Then, when the mobile host 303
receives a roister advertisement from the access roister 309, thereby
changing the default roister from the access roister 307 to the access
roister 309 and obtaining a new care-of address, 59   processing moves to
state IV and the mobile host 303 transmits the buffered TCP acks. Note that
when the mobile host 303 obtains a new care-of address for use on an
external link, the mobile host 303 transmits a packet containing a binding
update option to the home agent 305. Having received the binding update
packet, the home agent 305 stores the binding (the correspondence between
thehome addressand care-of address of the mobile host 303) and transmits a
packet containing a binding acknowledgement option to the mobile host 303
as a confirmation response. As described above, during a hand-off between
the access routers 307, 309 in this third embodiment, the mobile host 303
buffers the TCP asks that were to be transmitted during the hand-off
period, and when the hand-off is complete, transmits the buffered TCP acks.
In so doing, the correspondent host 311 becomes unable to receive TCP acks
from the moving host 303 during the hand-off period. The correspondent host
311 thereforewithholdstransmission of the next TCP data segment. If the
correspondent host 311 does not transmit TCP data segments, then naturally
no TCP data segments become subj ect to packet loss during the TCP ack
hand-off. Once the moving host 303 has completed the hand-off, the moving
host 303 transmits the buffered TCP acks again, whereby these TCP acks are
received by the correspondent host 311. The correspondent host 311 then 



60   restarts transmission of the next TCP data segment. During the period
in which the TCP acks are being buffered, data transfer by the
correspondent host 311 is halted, but this period equals the amount of time
taken for the hand-off ( approximately 100ms or less ) . On the other hand,
the period in whi ch data t raps f er by the correspondent host 311 i s
halted due to successive TCP data segment loss equals the amount of time
taken for a TCP retransmit timer to expire (at least one second) . Thus TCP
throughput deterioration due to TCP ack buffering is smaller than TCP
throughput deterioration due to successive TCP data segment loss . Hence a
dramatic deterioration in TCP throughput during a hand-off of the mobile
host 303 can be prevented. Also in the third embodiment, the period during
which the mobile host 303 buffers TCP asks is set as a period from a
predetermined time (Tn) prior to the beginning of the link layer 337
disconnection period, during which the link layer 307 of the mobile host
303 is not connected to any external links in order to switch connection
points, to the point at which the access router 309 providing the newly
connected external link following the end of the link layer 337
disconnection period becomes the default router. Hence the TCP ack
buffering period can be set highly appropriately so that TCP acks are not
buffered any more than is necessary and TCP throughput deterioration can be
further prevented. Also according to the third embodiment, the 61
predetermined time (Tn) before the beginning of the link layer 337
disconnection period is detected in the transport layer 333 (TCP/UDP 333a)
by means of a signal from the ' interface 337b which is connected to the
external link, and a change in default roister is detected therein by means
of a signal from the IP layer 335 of the mobile host 303. Thus the TCP ack
buffering period can be detected appropriately and easily. Note that when a
TCP ack is buffered, TCP ack buffering 



is performed for each TCP connection, and when, for each TCP connection, a
newly buffered TCP ack corresponds to a TCP data segment with a larger
sequence number than the currently buffered TCP ack, the currently buffered
TCP ack may be replaced by the newly buffered TCP ack. A TCP ack informs
the transmission side host of the largest TCP data segment sequence number
received up to that point by the reception side host, and therefore when
two TCP ~.cks have different sequence numbers, the TCP ack for notifying
the larger sequence number doubles as reception confirmation for the TCP
data segments up to the smaller sequence number. In other words, by
replacing a currently buffered TCP ack when a later TCP ack is to notify a
larger sequence number than the currently buffered TCP ack, the TCP ack
buffering space 333b can be economized. (Fourth Embodiment) The
constitution of the mobile communication system 62   in the fourth
embodiment is identical to the mobile communication system 301 of the third
embodiment as shown in Fig. 7, and therefore description thereof is
omitted. Fig. 10 is a view showing the constitution of the mobile host 303
used in the mobile communication system of the fourth embodiment. The
mobile host 303 is provided with an application layer 332 comprising an
application 331a, a transport layer 333 comprising a TCP/UDP 333a and a TCP
data segment buffering space 333c, an IP layer 335 comprising an IP 335a,
and a link layer 337 comprising a link 337a and an interface 337b. The TCP
data segment buffering space 333c is used for buffering TCP data segments
during a hand-off period. The TCP/UDP 333a buffers TCP data segments into
the TCP data segment buffering space 333c. The TCP data segment buffering
period is a period which extends from a predetermined time (Tn) before the
beginning of a link layer 337 disconnection periodrequired for switching
connection points, when the link layer 337 of the mobile host 303 is not
connected to any external links, to the point at which the access router
providing the newly connected external link becomes the default router
following the end of the link layer 337 disconnection period. Here, the
TCP/UDP 333a detects the predetermined time (Tn) before the beginning of
the link layer 337 disconnection period by means of a signal from the
interface 33?b, and detects a change in 63  



default router by means of a signal from the IP 335a. Here, the range of
the predetermined time (Tn) begins from zero. Here, the predetermined time
(Tn) is preferably set equal to or greater than the round trip time between
the mobile host and the correspondent host, or in other words the time in
which a TCP ack newly transmitted by the correspondent host in response to
the reception by the correspondent host of the last transmitted TCP data
segment prior to the beginning of buffering can be received via the
currently connected access router. When the connection point is switched
from the access router 307 to the access router 309, the interface 337b
issues a buffering command to the TCP/UDP 333a. Thereby, the TCP/UDP 333a
detects the predetermined time (Tn) before the beginning of the link layer
337 disconnection period. Having received the buffering command, the
TCP/UDP 333a uses the TCP data segment buffering space 333c to begin
buffering the TCP data segments which were originally intended for
transmission to the IP 335a. Once the default router has been changed
following a router advertisement received from the access router 309, the
IP 335a issues a buffering cancellation command to the TCP/UDP 333a.
Thereby, the TCP/UDP 333a detects that the default router has changed.
Having received the buffering cancellation command, the TCP/UDP 333a
cancels buffering and transmits the TCP data segments that were buffered in
64   the TCP data segment buffering space 333c to the IP 335a. As noted
above, the TCP data segments transferred to the IP 335a are transmitted via
the link 337a to the interface 337b, and from the interface 337b to the
access router 309 (set as the default router) which provides the newly
connected external link. Fig. 11 is a sequence chart for a case in which
the mobile host 303 hands off from the access router 307 to the access
router 309 during the transfer of data to the correspondent host 311 using
TCP. The broken line arrows represent TCP data segments transmitted from
the mobile host 303 to the correspondent host 311 and TCP asks transmitted
from the correspondenthost 311 to thernobilehost 303. State I to state IV
and states A, B in Fig. 11 correspond to the states I to IV and states A, B
described in Fig. 20. At a predetermined time (Tn) before moving from state



I to state II, the mobile host 303 buffers the TCP data segments to be
transmitted. Then, when the mobile host 303 receives a router advertisement
from the access router 309, thereby changing the default router from the
access router 307 to the access router 309 and obtaining a new care-of
address, processing moves to state IV and the mobile host 303 transmits the
buffered TCP data segments. As described above, during a hand-off between
the access routers 307, 309 in this fourth embodiment, the mobile host 303
buffers the TCP data segments that were to be 55   transmitted during the
hand-off period, and when the hand-off is complete, transmits the buffered
TCP data segments . In so doing, the correspondent host 311 becomes unable
to receive TCP data segments from the mobile host 303 during the hand-off
period of the mobile host 303. Hence the correspondent host 311 does not
transmit TCP acks . Since the correspondent host 311 does not transmit TCP
acks, then naturally no TCP acks become subject to packet loss during the
hand-off of the mobile host 303. Once the mobile host 303 has completed the
hand-off, the mobile host 303 transmits the buffered TCP data segments
again, whereby these TCP data segments are received by the correspondent
host 311. The correspondent host 311 then transmits the corresponding TCP
acks. During the period in which the TCP data segments axe being buffered,
data transmission by the mobile host 303 is halted, but this period equals
the amount of time taken for the hand-off ( approximately 100ms or less) .
On the other hand, the period in which data transfer by the mobile host 303
is halted due to the inability to obtain an opportunity to transmit the TCP
data segments equals the amount of time taken for a TCP retransmit timer to
expire (at least one second) . Thus TCP throughput deterioration due to TCP
data segment buffering is smaller than TCP throughput deterioration due to
the inability to obtain an opportunity to transmit the TCP data segments.
Hence a dramatic deterioration in TCP throughput during a hand-off of the
66   mobile host 303 can be prevented. Also in the fourth embodiment, the
period during which the mobile host 303 buffers TCP data segments is set as
a period from a predetermined time (Tn) prior to the beginning of the link
layer 337 disconnection period, during which the link layer 337 of the
mobile host 303 is not connected to any external links in order to switch
connection points, to the time at which the access router 309 providing the
newly connected external link becomes the default router following the end
of the link layer 337 disconnection period. Hence the TCP data segment
buffering period can be set highly appropriately so that TCP data segments
are not buffered any more than is necessary and TCP throughput
deterioration can be further prevented. Also according to the fourth
embodiment, the 



predetermined time (Tn) before the beginning of the link layer 337
disconnection period is detected in the transport layer 333 (TCP/UDP 333a)
by means of a signal from the interface 337b which is connected to the
external link, and a change in default router is detected therein by means
of a signal from the IP layer 335 of the mobile host 303. Thus the TCP data
segment buffering period can be detected appropriately and easily. (Fifth
Embodiment) Fig. 12 is a view showing the constitution of a mobile
communication system according to a fifth embodiment. In 67   Fig. 12, SH
indicates a stationary host, MR indicates amobile router, HA indicates a
home agent, AR indicates an access router, and CH indicates a correspondent
host. As shown in Fig. 12, a mobile communication system 351 comprises a
mobile router 353, a stationary host 355, the home agent 305, the plurality
of access routers 307, 309, the correspondent host 311, and the IP network
313. The mobile router 353 moves from link to link with a mobile network
357 comprising the stationary host 355, and functions as a gateway router
for the mobile network 357. The mobile router 353 uses a home address on a
home link, and on an external link uses the home address and a care-of
address having a link prefix for each link. The stationary host 355 is a
node having an unchanging connection relationship with the mobile router
353. Note that the mobile network 357 may also comprise a router or a
mobile host. The home agent 305 provides the mobile router 353 with a home
link, and the access routers provide the mobile router 353 with external
links. The mobile router 353 informs the home agent 305 of binding
comprising "home address of this node and network prefixes within the
mobile network 357" and "care-of address obtained by a connection link",
and the home agent 305 stores this binding. Having received a
packet.addressed to the home address of the mobile router 353 or a packet
addressed to an address belonging to a network prefix within the mobile 68 



network 357, the home agent 305 creates an IP packet addressed to the bound
care-of address, stores this packet in a payload portion, and forwards the
packet to the mobile router 353. Having received the forwarded packet, the
mobile router 353 extracts the original packet from the payload portion,
and if the packet is addressed to a host existing within the mobile network
357, routes the packet within the mobile network 357. Fig. 13 is a view
showing the constitution of the mobile router. The mobile router is
provided with an IP layer 371 comprising an IP 371a and a TCP ack buffering
space 371b, and a link layer 373 comprising a first link 373a, a second
link 373b, a mobile network side interface 373c, and a stationary network
side interface 373d. Packets received from the mobile network side
interface 373c or the stationary network side interface 373d reach the IP
371a through the first link 373a and second link 373b respectively. The IP
371a references a routing table to determine whether to transmit the
packets to the stationary network side (default router) or the mobile
network 357 side (stationary host 355), and transfers the packets to the
second link 373b or the first link 373a in accordance with the result of
this determination. The TCP ack buffering space 371b is used for buffering
TCP acks during a hand-off period. The TP 371a buffers TCP acks into the
TCP ack buffering space 371b. The TCP ack 69   buffering period is set as a
period from a predetermined time (Tn) prior to the beginning of a link
layer (second link 373b and stationary network side interface 373d)
disconnection period, during which the second link 373b and stationary
network side interface 373d of the link layer 373 in the mobile router 353
are not connected to any external links in order to switch connection
points, to the point at which the access router 309 providing a newly
connected external link becomes the default router following the end of the
link layer (second link 373b and stationary network side interface 373d)
disconnection period. Here, the IP 371a detects the predetermined time (Tn)
prior to the beginning of the link layer (second link 373b and stationary
network side interface 373d) disconnection period by means of a signal from
the stationary network side interface 373d, and detects a change in default
router itself. Here, the range of thepredeterminedtime (Tn) begins from
zero. Here, the predetermined time (Tn) is preferably set equal to or
greater than the round trip time between the stationary host and the
correspondent host, or in other words the time in which a TCP data segment
newly transmitted by the correspondent host in response to the reception by
the correspondent host of the last transmitted TCP ack prior to the
beginning of buffering can be received via the currently connected access
router. The stationary network side interface 373d issues a 



70   buffering command to the IP 371a when the connection point is changed
from the access router 307 to the access router 309. Thereby the IP 371a
detects the predetermined time (Tn) prior to the beginning of the link
layer (second link 373b and stationary network side interface 373d)
disconnection period. Having received the buffering command, the IP 371a
uses the TCP ack buffering space 371b to begin buffering the TCP acks which
were originally due to be transmitted to the second link 373b. Once the
default router has been changed following a router advertisement received
from the access router 309, the IP 371a itself detects that the default
router has changed and cancels buffering. The IP 371a then transmits the
TCP acks that were buffered in the TCP ack buffering space 371b to the
second link 373b. As noted above, the TCP acks transferred to the second
link 373b are transmitted from the stationary network side interface 373b
to the access router 309 (set as the default router) providing the newly
connected external link. Fig. 14 is a sequence chart for a Case in which
the mobile router 353 hands off from the access router 307 to the access
router 309 while the stationary host 355 in the mobile network 357 is in
reception of data transfer using TCP from the correspondent host 311 . The
broken line arrows represent TCP data segments transmitted to the
stationary host 355 by the correspondent host 311 and TCP asks 71
transmitted to the correspondent host 311 by the stationary host 355. State
I to state IV and states A, B in Fig. 14 correspond to the states I to IV
and states A, B described in Fig. 22. At a predetermined time (Tn) before
moving from state I to state II, the mobile router 353 buffers the TCP asks
to be routed to the stationary network side. Then, when the mobile router
353 receives a router advertisement from the access router 309, thereby
changing the default router from the access router 307 to the access router
309 and obtaining a new care-of address, processing moves to state IV and
the mobile router 353 routes the buffered TCP asks. 



Note that when the mobile router 353 obtains a new care-of address foruse
on anexternal link, the mobile router 353 transmits a packet containing a
binding update option to the home agent 305. Having received the binding
update packet, the home agent 305 stores the binding (the correspondence
between the home address and care-of address of the mobile router 353) and
transmits a packet containing a binding acknowledgement option to the
mobile router 353 as a confirmation response. As described above, during a
hand-off between the access routers 307, 309 in this fifth embodiment, the
mobile router 353 buffers the TCP acks that were to be routed to the
stationary network side during the hand-off period, and when the hand-off
is complete, routes the buffered TCP asks . 72   In so doing, the
correspondent host 311 becomes unable to receive TCP acks from the
stationary host 355 during the hand-off periodby the mobile router 353 .
The correspondent host 311 therefore withholds transmission of the next TCP
data segment. If the correspondent host 311 does not transmit TCP data
segments, then naturally no TCP data segments become subject to packet loss
during the hand-off by the mobile router 353. Once the mobile router 353
has completed the hand-off, the mobile router 353 routes the buffered TCP
asks again, whereby these TCP acks are received by the correspondent host
311. The correspondent host 311 then restarts transmission of the next TCP
data segment. During the period in which the TCP acks are being buffered,
data transfer by the correspondent host 311 is halted, but this period
equals the amount of time taken for the hand-oft ( approximately 1 OOms or
less ) . On the other hand, the period in which data transfer by the
correspondent host 311 is halted due to successive TCP data segment loss
equals the amount of time taken for a TCP retransmit timer to expire (at
least one second) . Thus TCP throughput deterioration due to TCP ack
buffering is smaller than TCP throughput deterioration due to successive
TCP data segment loss . Hence a dramatic deterioration in TCP throughput
during a hand-off of the mobile router 353 can be prevented. Further, in
the fifth embodiment the TCP ackbuffering period by the mobile router 353
is set as a period from a 73   predetermined time (Tn) prior to the
beginning of the link layer
(secondlink373bandstationarynetworksideinterface 373d) disconnection
period, during which the second link 373b and stationary network side
interface 373d of the link layer 373 in the mobile router 353 are not
connected to any external links in order to switch connection points, to
the time at which the access router 309 providing the newly connected
externallink becomesthe default routerfollowing the end of the link layer
(second link 373b and stationary network side interface 373d) disconnection
period. Hence the TCP ack buffering period can be set highly appropriately
so that TCP acks are not buffered any more than is necessary and TCP
throughput deterioration can be further prevented. 



Also according to the fifth embodiment, the predetermined time (Tn) prior
to the beginning of a link layer ( second link 373b and stationary network
side interface 373d) disconnection period is detected in the IP layer 371
(IP 371a) by means of a signal from the stationary network side interface
373d which is connected to the external link, and a change in default
router is detected by the IP 371a itself. Thus the TCP ack buffering period
can be detected appropriately and easily. Note that when a TCP ack is
buffered, TCP ack buffering is performed for each TCP connection, and when,
for each TCP connection, a newly buffered TCP ack is in respect of a TCP
data segment with a larger sequence number than the 74   currently buffered
TCP ack, the currently buffered TCP ack may be replaced by the newly
buffered TCP ack. A TCP ack informs the transmission side host of the
largest TCP data segment sequence number received up to that point by the
reception side host, and therefore when two TCP acks have different
sequence numbers, the TCP ack for notifying the larger sequence number
doubles as reception confirmation for the TCP data segments up to the
smaller sequence number. In other words, by replacing a currently buffered
TCP ack when a later TCP ack is to notify a larger sequence number than the
currently buffered TCP ack, the TCP ack buffering space 371b can be
economized. (Sixth Embodiment) The constitution of the mobile communication
system in the sixth embodiment is identical to the mobile communication
system 351 of the fifth embodiment as shown in Fig. 12, and therefore
description thereof is omitted. Fig . 15 is a view showing the constitution
of the mobile router 353 used in the mobile communication system of the
sixth embodiment. An TP layer 371 comprising an IP 371a and a TCP data
segment buffering space 371c, and a link layer 373 comprising a first link
373a, a second link 373b, amobile network side interface 373c, and a
stationary network side interface 373d are provided. The TCP data segment
buffering space 371c is used for buffering TCP data segments during a
hand-off period. The 75 



IP 371a buffers TCP data segments into the TCP data segment buffering space
371c. The TCP data segment buffering period is set as a period from a
predetermined time (Tn) prior to the beginning of a link layer ( second
link 373b and stationary network side interface 373d) disconnection period,
during which the second link 373b and stationary network side interface
373d of the link layer 373 in the mobile router 353 are not connected to
any external links in order to switch connection points, to the time at
which the access router 309 providing a newly connected external link
becomes the default router following the end of the link layer (second link
373b and stationary network side interface 373d) disconnection period.
Here, the IP 371a detects the predetermined time (Tn) prior to the
beginning of the link layer
(secondlink373bandstationarynetworksideinterface 373d) disconnection period
by means of a signal from the stationary network side interface 373d, and
detects a change in default router itself. Here, the range of the
predetermined time (Tn) begins from zero. Here, the predetermined time (Tn)
is preferably set equal to or greater than the round trip time between the
stationary host and the correspondent host, or in other words the time in
which a TCP ack newly transmitted by the correspondent host in response to
the reception by the correspondent host of the last transmitted TCP data
segment prior to the beginning of buffering can be received via the
currently connected 76   access router. The stationary network side
interface 373d issues a buffering command to the IP 371a when the
connection point is changed from the access router 307 to the access router
309. Thereby the IP 371a detects the predetermined time (Tn) prior to the
beginning of the link layer (second link 373b and stationary network side
interface ,373d) disconnection~period. Having received the buffering
command, the IP 371a uses the TCP data segment buffering space 371c to
begin buffering the TCP data segments which were originally due to be
transmitted to the second link 373b. Once the default router has been
changed following a router advertisement received from the access router
309, the IP 371a itself detects that the default router has changed and
cancels buffering. The IP 371a then transmits the TCP data segments that
were buffered in the TCP data segment buffering space 371c to the second
link 373b . As noted above, the TCP data segments transferred to the second
link 373b are transmittedfrom the stationary network side interface 373d to
the access router 309 (set as the default router) providing the newly
connected external link. Fig. 16 is a sequence chart for a case in which
the mobile router 353 hands off from the access router 307 to the access
router 309 while the stationary host 355 in the mobile network 357 performs
data transfer using TCP to the 77  



correspondent host 31l. The broken line arrows represent TCP data segments
transmitted from the stationary host 355 to the correspondent host 311 and
TCP acks transmitted from the correspondent host 311 to the stationary host
355. State I to state IV and states A, B in Fig. 16 correspond to the
states I to IV and states A, B described in Fig. 22. At a predetermined
time (Tn) before moving from state I to state II, the mobile router 353
buffers the TCP data segments to be routed to the stationary network side .
Then, when the mobile router 353 receives a router advertisement from the
access router 309, thereby changing the default router from the access
router 307 to the access router 309 and obtaining a new care-of address,
processing moves to state IV and the mobile router 353 routes the buf feted
TCP data segments. As described above, during a hand-off between the access
routers 307, 309 in this sixth embodiment, the mobile router 353 buffers
the TCP data segments that were to be routed to the stationary network side
during the hand-off period, and when the hand-off is complete, routes the
buffered TCP data segments. In so doing, the correspondent host 311 becomes
unable to receive TCP data segments from the stationary host 355 during the
hand-off by the mobile router 353, and hence the correspondent host 311
does not transmit TCP acks . Since the correspondent host 311 does not
transmit TCP acks, then naturally no TCP acks become 7a   subject to packet
loss during the hand-off by the mobile router 353. Once the mobile router
353 has completed the hand-off, the mobile router 353 routes the buffered
TCP data segments again, whereby these TCP data segments are received by
the correspondent host 311. The correspondent host 311 then transmits the
corresponding TCP acks. During the period in which the TCP data segments
are being buffered, data transfer by the stationary host 355 is halted, but
this period equals the amount of time taken for the hand-off (approximately
100ms or less ) . On the other hand, the period in which data transfer by
the stationary host 355 is halted due to the inability to obtain an
opportunity to transmit the TCP data segments equals the amount of time
taken for a TCP retransmit timer to expire (at least one second) . Thus TCP
throughput deterioration due to TCP data segment buffering by the mobile
router 353 is smaller than TCP throughput deterioration due to the
inability of the stationary host 355 to obtain an opportunity to transmit
the TCP data segments . Hence a dramatic deterioration in TCP throughput
during a hand-off of the mobile router 353 can be prevented. Further, in
the sixth embodiment the TCP data segment buffering period by the mobile
router 353 is set as a period from a predetermined time (Tn) prior to the
beginning of the link layer (second link 373b and stationary network side
interface 373d) disconnection period, during which the 79 



second link 373b and stationary network side interface 373d of the link
layer 373 in the mobile router 353 are not connected to any external links
in order to switch connection points, to the time at which the access
router 309 providing the newly connected external link becomes the default
router following the end of the link layer (second link 373b and stationary
network side interface 373d) disconnection period. Hence the TCP data
segment buffering period can be set highly appropriately so that TCP data
segments are not buffered any more than is necessary and TCP throughput
deterioration can be further prevented. Also according to the sixth
embodiment, the predetermined time (Tn) prior to the beginning of a link
layer ( second link 373b and stationary network side interface 373d)
disconnection period is detected in the IP layer 371 (IP 371a) by means of
a signal from the stationary network side interface 373d which is connected
to an external link, and a change in default router is detected by the IP
371a itself. Thus the TCP data segment buffering period can be detected
appropriately and easily. Next, a communication control program according
to an embodiment of the present invention will be described. In order to
transmit a packet, the communication control program causes a computer to
function as means for buffering the packet during a hand-off period and
transmitting the buffered packet when the hand-off is complete. The 80
communication control program is recorded in a computer readable recording
medium, for example. Here, a recording medium is an obj ect which is
capable of altering the state of energy such as magnetism, light, or
electricity in accordance with the descriptive content of a program for a
reading device installed in the hardware resources of a computer to thereby
transmit the descriptive content of the program to the reading device in a
corresponding signal format. This recording medium may be, for example, a
magnetic disk, an optical disk, a CD-ROM, or memory installed in a
computer. As shown in Fig. 17, the recordingmedium 81 comprises 



a program region 83 for recording a program. The communication control
program 85 is recorded in this program region. The communication
controlprogram comprisesa main module 85a for controlling processing and a
packet buffering control module 85b for buffering a packet during a
hand-off period of a mobile node and transmitting the buffered packet when
the hand-off is complete. By executing this communication control program,
the computer functions as the mobile host 3 of the aforementioned first
embodiment or the mobile router 53 of the aforementionedsecond embodiment.
Thuspackets which were to be transmitted during a hand-off period are not
transmitted but are buffered during this hand-off period, and when the
hand-off is complete, the buffered packets are 81   transmitted. As a
result, packet loss during a hand-off period can be prevented. Finally,
another communication control program according to an embodiment of the
present invention will be described. In order to receive a TCP data segment
and transmit a TCP ack in respect of this TCP data segment, this
communication control program causes a computer to function as means for
buffering a TCP ack during a hand-off period and transmitting the buffered
TCP ack when the hand-off is complete . Further, in order to transmit a TCP
data segment, the communication control pro gram may also cause a computer
to function as means for buffering a TCP data segment during a hand-off
period and transmitting the buffered TCP data segment when the hand-off is
complete. The communication control program is recorded in a computer
readable recording medium, for example . Here, a recording medium is an obj
ect which is capable of altering the state of energy such as magnetism,
light, or electricity in accordance with the descriptive content of a
program for a reading device installed in the hardware resources of a
computer to thereby transmit the descriptive content of the program to the
reading device in a corresponding signal format. This recording medium may
be, for example, a magnetic disk, an optical disk, a CD-ROM, or memory
installed in a computer. As shown in Fig. 18, the recording medium 881
comprises a program region 883 for recording a program. The 82
communication control program B 85 is recorded in this program region. The
communication control program comprises a main module 885a for controlling
processing and a buffering control module 885b for buffering a TCP ack
during a hand-off period of a mobile node and transmitting the buffered TCP
ack when the hand-off is complete. The buffering control module 885b may
also be used when a mobile node transmits a TCP data segment for causing a
computer to buffer the TCP data segment during a hand-off period and
transmit the buffered TCP data segment when the hand-off is complete. By
executing this communication control program, the computer functions as the
mobile host 303 of the aforementioned third and fourth embodiments or the
mobile 



router 353 of the aforementioned fifth and sixth embodiments . Thus a
dramatic deterioration in the TCP throughput during a hand-off by the
mobile router 353 and the mobile host 303 can be prevented. From the
invention thus described, it will be obvious that the invention may be
varied in many ways. Such variations are not to be regarded as a departure
from the spirit and scope of the invention, and a11 such modifications as
would be obvious to one skilled in the art are intended for inclusion
within the scope of the following claims. The basic Japanese Applications
No.2002-68918filed on March/13/2002 and No. 2002-68932filed on
March/13/2002 are hereby incorporated by reference. 83   WHAT IS CLAIMED
IS: 1. A mobile node for transmitting a packet, comprising means for
buffering the packet during a hand-off period
andtransmittingthebufferedpacket when thehand-off is complete, wherein said
means determines the period during which the packet is buffered on the
basis of the connection status of the link layer of the mobile node. 2. The
mobile node according to Claim 1, wherein the period during which the
packet is buffered by said means is a period from a predetermined time
before the beginning of a link layer disconnection period during which the
link layer of said mobile node is not connected to any links in order to
switch connection points to a point following the endof the link layer
disconnectionperiod at which the access router providing the newly
connected link becomes the default router. 3. The mobile node according to
Claim 2, wherein said means detects the predetermined time before the
beginning of the link layer disconnection period by a signal from an
interface which is connected to the link, and said means detects a change
in the default router by a signal from the IP layer of said mobile node. 



4. The mobile node according to Claims 1, wherein said means does not
buffer a router solicitation for requesting transmission of a router
advertisement from the 84   access router. 5. The mobile node according to
Claim 1, wherein said mobile node transmits at least one of a TCP data
segment and a TCP acknowledgement signal corresponding to a TCP data
segment, and said means buffers the one during the hand-off period and
transmits the buf f ered one when the hand-o f f i s complete . 6. The
mobile node according to Claims 5, wherein the one is the TCP
acknowledgement signal, 



said means performs buffering of the TCP acknowledgement signal for each
TCP connection, and when, for each said TCP connection, a newly buffered
TCP acknowledgement signal corresponds to a TCP data segment with a larger
sequence number than a currently buffered TCP acknowledgement signal, the
currently buffered TCP acknowledgement signal is replaced by the newly
buffered TCP acknowledgement signal. 7. A mobile communication system
comprising a mobile node for transmitting a packet and a plurality of
access routers for providing said mobile node with an link, wherein said
mobile node comprises means for buffering the packet during the hand-off
period and transmitting the buffered packet to the access router providing
the newly connected link when the hand-off is complete, and said means
determines the period during which the packet is buffered on the basis of
the connection status 85   



of the link layer of the mobile node. 8 . A communication control program
which, in order to transmit a packet, causes a computer to function as
means for buffering the packet during a hand-off period and transmitting
the buffered packet when the hand-off is complete, wherein said means is
caused to determine the period during which the packet is buffered on the
basis of the connection status of the link layer of the mobile node. 9. The
communication control program according to Claim 8, wherein the period
during which the packet is buffered by said means is a period from a
predetermined time before the beginning of a link layer disconnection
period during which the link layer of said mobile node is not connected to
any links in order to switch connection points to a point following the end
of the link layer disconnection period at which the access router providing
the newly connected link becomes the default router. 10 . The communication
control program according to Claim 9, wherein said means is caused to
detect the beginning of the link layer disconnection period by a signal
from an interface which is connected to the link, and is caused to detect
the change in the default router by a signal from the IP layer of said
mobile node. 11. The communication control program according to Claims 8,
wherein saidrneans is caused not to buffer a router 86   solicitation for
requesting transmission of a router advertisement from the access router. 



12. Thecommunication controlprogram according to Claim 8, wherein, in order
to transmit at least one of a TCP data segment and a TCP acknowledgement
signal corresponding to a TCP data segment, the computer is caused to
function as means for buffering the one during the hand-off period and for
transmitting the buffered one when the hand-off is complete. 13 . The
communication control program according to Claims 12, wherein the one is
the TCP acknowledgement signal, said means is caused to perform buffering
of the TCP acknowledgement signal for each TCP Connection, and when, for
each said TCP connection, a newly buffered TCP acknowledgement signal
corresponds to a TCP data segment with a larger sequence number than a
currently buffered TCP acknowledgement signal, the currently buffered TCP
acknowledgement signal is replaced by the newly buffered TCP
acknowledgement signal. 87 .A .Ae.A.A.A
.Ae.Als.A.A.AF`.A.Ae.A.A.A`.A.AF.y.Ay5.AR.Ay5.AR.Ay.Ae.A!y.A5e.A.AR.A!.Ay.A
5y.AHy.A!y.Ae.A!y.A!.AyH.Ay.A5.A5.Ay.AR.A5e.ASy.Af5y.AS[y.AyH.A5.AfHe.AyHe.
AHy.AfnR.A5e.AlHy.Ay.A.A5?.AS[e.Af[.A5y.Af!.AH.Ay.Afy.Af[.Af[.A@.Ay.Af[.Ay5
.Ay!.AfH.ASn.Ay[.Ay[.Af5?.Ay5y.Ae.Ay[y.AyHL.A!F.A5R.AyH.A!.Af[.A!y.A5.ASny(
)Td"<u:;
Jzupkfa\W]cTa]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c^a]ca]
ca]ca]c^a]ca]ca]ca]ca]ca]ca]ca]c^a]cTa! BC) 



. 7 8
%*23}xsnid_Z]cT]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca
]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!;mX
F38@AmNRS}xsnid_Z]cT]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]
ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!8BCk)*-.349:UD7<~}xsnid_Z]cT]c
a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca]ca!
"#[&`&l&t&'G'y'''%([((((()B){))))))))5*}xsnid_Z]cT]ca]ca]ca]ca]ca]ca]ca]ca]
ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!
5*p***++L+M++++++-6.7.R.S.n.o..///0N0000,1g1111{vqlgb]X]]ca]ca]ca]ca]ca]ca]
ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]caU]caU]ca]ca]ca]ca]ca]ca]ca]c
a]ca]ca!11112N222222222222 3?3y333.4:4;
4g44455K5566~ytoje`[V]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca
U]ca]caU]ca]ca]caU]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca!6 67Z88999+:::P:r::%;
;>>>>??:?;???D@E@a@b@e@f@%AACCC|wrmhc^Y]c]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]
ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c^a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!CCDChCiC
DDDD,D2DfE+GGGII2KeKMN_OeO%RYRUUVWIY}YZZ\_}xsnid_Z]c]]ca]ca]ca]ca]ca]ca]ca]
ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]
ca!__``baabbCdydddd+eheeefnktk{kkqqsauuvv|wxxK|Q|}|wrmhc^Y]c]ca]ca]ca]ca]ca
]ca]ca]ca]ca]ca]ca]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c
a]ca]ca]ca!}~SGms]OK}3TZ7my-3h}xsnid_Z]c]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]
ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!@s"(P&Z`
I%"OU}xsnid_Z]c]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!MN#7kL`7uE:}xsnid_Z]c]]ca]ca]ca]ca
]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca
]ca]ca]ca]ca!:Bv,iu{'-ck<m3i4o}xsnid_Z]c]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]
ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!"VVF3m,dj
6;
|wrmhc^Y]c]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c
^a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!;FynU[ 4:~?
&-|}xsnid_Z]c]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]
ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!X ^ 



P
#)xJ7EKO!!"?"y"""#}xsnid_Z]c]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]
ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!#%
&G&&&&'()*++,-L/11M22'4U4
77::l<<<$?W?dABB}xsnid_Z]c]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca
]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!BBDH"HGKMMNOO0SDSxS~S%T
^TUV
Y&Y[8]k]^^9`=bcodudf`jfj}xsnid_Z]c]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]
ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!fjjcmm?oRoooop,
rt|uuhwxxylz{{!{<}xsnid_Z]c]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!bP@F"(7l$BHvc;
}xsnid_Z]c]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!;
;AZ$4q~"U~$6h|wrmhc^Y]c]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]
ca]ca]ca]ca]ca]ca]c^a]ca]ca]ca]ca]ca]ca]ca]ca]ca!h06k-(3fU~$6h|wrmhc^Y]c]ca
]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca]caTdiK-&M10%(&'()-s10%(&'()- '10%(&'()-
z10%(&'()-10%(&'()-10%(&'()-
#10%(&'()-"<u~_@-&M10%%`10%(&'()-#10%(&'()-!F!#10%((&'()-!n10%((&'()-'10%q&
'()-'10%(&'()-JdE-&M10% `<10%(&'()-`
7s10%(&'()-,5s10%(&'()-9310%(&'()-)10%(&'()-f&':10%(&'()-\
rS1![10%'o'o&'()-10%'o&'()-!V10%}o}o&'()-&10%'o&'()-& 10(( 10((
10((!:10%((&'()-) + 



, - . {\:![!x10%::&'()-G10%:&'()-G 10'o 10'o 10'o9;
s10%'o&'()-!i10%'o'o&'()-!i10%'o'o&'()-%'()*2}rg\=![!`10%:&'()- 10: 10:
10:9y;
`10%:&'()-!i10%::&'()-10%:&'()-!d10%&'()-G239>OUVeiO0=~10%:&'()-~10%:&'()-~
10%:&'()-~10%:&'()-~10%:&'()-~10%:&'()-~10%:&'()-efvwyiJ+=~10%:&'()-(~10%:&
'()-~10%:&'()-~10%:&'()-#3?~10%:&'()-~10%:&'()-eA+=~10%:#3?~10%:&'()-~10%:&
'()-~10%:&'()-~10%:&'()-#3?dJ+=~10%:&'()-~10%:&'()-#3?~10%:&'()-~10%:&'()-~
10%:&'()-~10%:&'()-;mdC+=~10%:& LSM10%&'()-
Ql10%&'()-~10%:&'()-#3?~10%:&'()-~10%:&'()-mX|[:+=~1 "10%&'()-  10%&'()-
10%&'()- 10%&'()- &10%&'()-- 310%&'()- F|[:+=~1  .10%&'()- ,,10%&'()-
L*10%&'()- Y(10%&'()- 9y&M10%&'()-- $10%&'()-35678@AvU9~1HN|10%1#&'()-
&10%1#&'()-101010 &f;s10%&'()- 1f10%&'()--
90:10%&'()-AGHIQRS[sW79~HN|10%1#&'()-HN|10%1#&'()-|HN|10%1#&'()-HN|10%1#&'(
)-|-HN|10%1#&'()-[\^cdfklxX@9~|HN|10%1#&'()-HN|10%1#&'()-|HN|10%1#&'()-HN|1
0%1#&'()-|lmNa@@9~  s10%#&'()-  10%#&'()-  `10%#&'()-  10%#&'()-
&M10%#&'()-HN|10%1#&'()-8k|[:@9~   "10%#&'()-  , `10%#&'()-  910%#&'()-
Y10%#&'()-  y10%#&'()-  10%#&'()-U|[:@9~  s-10%#&'()-  +10%#&'()-
)10%#&'()-  '10%#&'()-  %10%#&'()-  $10%#&'()-D79:|[:-910#  &S;s10%#&'()-
3710%#&'()-  ,510%#&'()-  9310%#&'()-  F1#10%#&'()-  f/`10%#&'()-:;<~Z
bA910#    %10%ZeZ&'()-'  d%10%ZeZ&'()-'  %10%ZeZ&'()-' 10%e&'()-
10%ZeZ&'()-10#10#      M""#vU410  l-#10%"&'()-: s10%5"5&'()-  s10%"&'()-
s10%&'()-10ZeZ10ZeZ10ZeZ  9;s10%ZeZ&'()-#%[&]&^&_&`&l&t&vU410  L10%ZeZ&'()-
10%ZeZ&'()-10"10"10"   9S;s10%"&'()-  sy#10%"&'()-  y#10%"&'()-t&z&&&&&&_;
vU410  #3l Vv X10%ZeZ&'()-v 



X10%ZeZ&'()-v X10%ZeZ&'()-v X10%ZeZ&'()-v X10%ZeZ&'()-&&&&&&&`DvU410  #3v
X10%ZeZ&'()-#3l Vv X10%ZeZ&'()-v X10%ZeZ&'()-v X10%ZeZ&'()-v
X10%ZeZ&'()-&&&&&&&{_?vU410  #v X10%ZeZ&'()-v X10%ZeZ&'()-#3l Vv 



X10%ZeZ&'()-v X10%ZeZ&'()-v X10%ZeZ&'()-&&&&&''_?vU410  #v X10%ZeZ&'()-v
X10%ZeZ&'()-v X10%ZeZ&'()-#3l Vv X10%ZeZ&'()-v X10%ZeZ&'()-''''G'y''^=vU410
# 9L'10%e&'()- Y10%e&'()- &y:10%e&'()-v X10%ZeZ&'()-#3l Vv
X10%ZeZ&'()-''%([((()|[:vU410   #s10%e&'()- !M10%e&'()- 10%e&'()- 10%e&'()-
`10%e&'()- ,`10%e&'()-)B){))))5*|[:vU410   /`10%e&'()- &9-10%e&'()-
Y+10%e&'()- f)s10%e&'()- 'M10%e&'()- %s10%e&'()-5*p***+++++|[NA41010e10e10e
y;s10%e&'()- 6s10%e&'()- 4M10%e&'()- 310%e&'()- 110%e&'()-++++++-yX7NA4101
10%x&'()- 9j10%x&'()-! 010%D/ 



D/ &'()-!910%ff&'()-!*10%ww&'()- 10%x&'()---x../////|[NA41010x10x10x L;
t10%x&'()- l.10%x&'()-z 910%x&'()- s10%x&'()- |10%x&'()-//0N0000|[:NA41010
F10%"&'()- Sm"10%t"t&'()- `10%"&'()- Y 10%"&'()- Ss10%"&'()-
s`10%"&'()-0,1g1112N2|[:NA41010 10%"&'()- 10%"&'()- 10%"&'()- s10%"&'()-
10%"&'()- `&&10%"&'()-N2222222~^>NA41010
9n!10%"&'()-9n!10%"&'()-9n!10%"&'()-9n!10%"&'()- L10%"&'()-
`10%"&'()-22222222hL,49n!10%"&'()-9n!10%"&'()-9'9n!10%"&'()-9n!10%"&'()-9n!
10%"&'()-'22222222eG+49n!10%"&'()-'9n!10%"&'()-9n!10%"&'()-9n!10%"&'()-'9n!
10%"&'()-2333 3?3y3eD+49n!10%"&'() F,10%"&'()-
F&*:10%"&'()-9n!10%"&'()-'-9n!10%"&'()-9n!10%"&'()-y333.4g4444|[:-410" F,;
10%"&'()- F&96&10%"&'()- FF4"10%"&'()- FS2s10%"&'()- Fs010%"&'()-
F.10%"&'()-444K55 667bA410" F Fxf10%x&'()-  Ff10%x&'()-  010%x&'()-<
Fx0010%x&'()-< F10%x&'()-10"10"7Z88999999|obU410 FL10%x&'()-10x10x10x F;
10%x&'()- F&-10%x&'()-   %10%x&'()- F %10%x&'()-99 ::*:+:-:aEbU410
FL10[i10%x&'()-'i[i10%x&'()-[i10%x&'()-[i10%x&'()-[i10%x&'()--:3:9:::=:I:O:
eEbU410
FL10[i10%x&'()-[i10%x&'()-[i10%x&'()-'i[i10%x&'()-[i10%x&'()-O:P:T:Z:`:a:d:
j:hL,4[i10%x&'()-[i10%x&'()-'i[i10%x&'()-[i10%x&'()-[i10%x&'()-'ij:p:q:r::%
;;dC,4[i10%x ny10%e&'()-M dy10%e&'()-M m 10%e&'()-[i10%x&'()-'i[i10%x&'()-;
;>>>>>%ABvU4 `10%x&'()-) i10%x&'()-)10e-10e10e ;10%e&'()- !10%e&'()-
y10%LeL&'()-MBAC,D/D0D1D2D/EfEvU4 10%LeL&'()-  10%e&'()- 10x-10x10x f;
10%x&'()- 010%x&'()- x10%x&'()-)fE+GGGIIIII|[NA410e10e10e y;10%e&'()-
@)10%e&'()-f `10%QeQ&'()- i`10%e&'()- `10%e&'()-I2KeKMN_ObOcO|[:-410e ,; 



10%e&'()- ,10%e&'()-  /10%iei&'()- 10%e&'()- 9`10%ses&'()-
`10%e&'()-cOdOeOO%RYR(TUbA410e  `!10%x&'()-  !10%x&'()-  10%ixi&'()-
i10%x&'()- 10%&'()-10e10eUUU UUVWIY}YvU410 9-910%"&'()- @#10%&'()-
F`#10%s"s&'()- 10%"&'()-Y10x10x10x y; 10%x&'()-}YZZZZZf\\_vU410
y&10%MM&'()- 910%&'()-m 10%MM&'()-m10"10"10" ;10%"&'()-
/10%"&'()-__`````baavU410 L10%2 &'()- 10%2 &'()- 10MM10MM10MM y;10%MM&'()-
!y&10%&'()- sy&10%MM&'()-abbCdyddd|[:vU410  @/s10%2 &'()- `-s10%2 &'()-
l+S 10%2 &'()-  10%2 &'()-Z  L&10%2 &'()- 10%2 &'()-dd+eheeeeee|[NA410102
102 102  ; 10%2 &'()- 7:10%2 &'()- 5s10%2 &'()- 9&310%2 &'()- 31z10%2
&'()-evffjnkqkrksktk|[NA41010MM10MM10MM f;10%MM&'()- yl10%MM&'()-M'
yl10%MM&'()-M' 910%&'()- 10%MM&'()-tkk%oqqqqqs|obU410
|10%&&&'()-&10&&10&&10&& ;10%&&&'()- 10%&&&'()- 1 10%&&&'()- 1 10%&&&'()-
1ssauuvvvvv|[NA41010&&10&&10&& ;10%&&&'()- /10%&&&'()- >10%&'()- 10%&&&'()-
410%&'()-&v|wCxxxK|N|O|P|Q||[NA41010x10x10x ; 



10%x&'()- s10%x&'()- G10%x&'()- i10%x&'()- 10%x&'()-Q|}~x|[:-410&&
;10%&&&'()- &-10%&&&'()-  9l10%&'()- l10%&&&'()- 910%&'()-
10%&&&'()-SgGa@410&&  > 10%&'()--  10%::&'()--9 910%&'()-
10%::&'()-9!&10%&'()-10&&10&&Gmpqrs]vU410 10%&&&'()-m  9:10%&&&'()-
10%&&&'()-10::10::10:: ;10%::&'()- @/10%::&'()-O|[NA41010&&10&&10&& y;
10%&&&'()- F+10%&&&'()-s &S):10%&&&'()- &!10%&*&&'()-y 9'10%&&&'()-K}vU410
10%&&&'()- 910%&'()-' |10%&&&'()-'10::10::10:: ;10%::&'()-
10%::&'()-03TWXYZ7mvU410 910%&'()- 10%::&'()-10&&10&&10&& f;10%&&&'()-
.10%&&&'()- G10%&'()-mBy-0123h|obU410 10%&&&'()-S10::10::10:: ; 10%::&'()-
S 10%::&'()- >10%&'()- 10%::&'()-h|obU410 s10%&&&'()-10&&10&&10&&
;10%&&&'()- n310%&&&'()- 310%&&&'()- /10%&'()-S@s"|[:bU410  /10%&&&'()-
910%&'()- 10%&&&'()- 10%||&'()-S 10%&&&'()-S !s10%&'()-"%&'(PvU410
>10%&'()-` 10%::&'()-` *10%&'()-  10%::&'()- 10&&10&&10&& ;
10%&&&'()-&g|[NA41010::10::10:: ;10%::&'()-* 9Y+10%&'()- Y+10%::&'()-
B10%&'()-Y  10%::&'()-Y Z]^_`MvU410 *10%wxw&'()-` 10%x&'()-`10::10::10::
;10%::&'()- n 10%::&'()- 



1  10%::&'()- 1 |obU410 [10%&&&'()- 10x10x10x ;10%x&'()- '10%x&'()-F
G@10%x&'()-9 @10%x&'()-9I%vU410 *10%&'()-  10%MM&'()- 10&&10&&10&& y;
10%&&&'()- s10%&&&'()-F% 10%ii&'()- %|"ORSTU|[NA41010MM10MM10MM ;10%MM&'()-
*yf)10%&'()-z yf)10%MM&'()-z 410%&'()- 10%MM&'()-UM|[:NA41010 10%&&&'()-
10%&&&'()-  &:10%&&&'()- 10%&&&'()- 10%&&&'()- 10%&&&'()-N#7|[:NA41010 9-
10%&&&'()- xf)10%&&&'()- '10%&&&'()- %910%&&&'()- #f10%&&&'()-
!910%&&&'()-7k|[:-410&& ;10%&&&'()- 6910%&&&'()- 510%&&&'()- 3&10%&&&'()-
110%&&&'()- /910%&&&'()-L`bA410&&  &10%::&'()- @10%::&'()- & 10%::&'()- m
10%::&'()- 10%::&'()-10&&10&&7u|[:A410&& ,10%::&'()- L&10%::&'()-
Y10%::&'()- f10%::&'()- &10%::&'()- 10%::&'()-E|[:A410&& %S10%::&'()-
#&10%::&'()- !3 10%::&'()- 10%::&'()- &10%::&'()- 10%::&'()-:Bv|[:A410&&
110%::&'()- /s10%::&'()- &-10%::&'()- 3+10%::&'()- f)10%::&'()-
s'10%::&'()-,iuxyz{|obU410 910%::&'()-10::10::10:: ; 10%::&'()- 610%::&'()-
4s10%::&'()- 2'10%::&'()-'-ck|[:bU410  910%::&'()- 10%::&'()- 910%::&'()-
10%::&'()-  



10%::&'()- 10%::&'()-<m|[:bU410  910%::&'()-  10%::&'()- @910%::&'()-
`10%::&'()- l910%::&'()- y10%::&'()-3i|[:bU410  f):10%::&'()- s'y10%::&'()-
%:10%::&'()- #10%::&'()- !&10%::&'()- 10%::&'()-4o|[:bU410  410%::&'()-
2:10%::&'()-  110%::&'()- /10%::&'()- 9-:10%::&'()- F+10%::&'()- !"VvU410
10%e&'()- 10%e&'()- L:10%e&'()-10::10::10:: ; 10%::&'()-
6`10%::&'()-V|[:vU410  `10%e&'()- y4 10%e&'()- 10%e&'()- 10%e&'()-
L:10%e&'()- 10%e&'()-F|[:vU410  f)10%e&'()- s'10%e&'()- %M10%e&'()-
10%e&'()- 9 :10%e&'()- s@10%e&'()-3m|[:vU410  410%e&'()- 3s10%e&'()-
110%e&'()- /s10%e&'()- &9-:10%e&'()- F+m10%e&'()-vU410 10%e&'()-
*10%ded&'()-  10%e&'()- 10e10e10e ;10%e&'()- 610%e&'()-,dghij|obU410
10%::&'()-10e10e10e ;10%e&'()- %10%e&'()-: %10%e&'()-: L10%e&'()-6;
|[:-410:: ; 10%::&'()- 4y)10%&'()-z y)10%::&'()-z /10%&'()- 10%::&'()-
10%&'()-Fy;nUbA410::  f1s10%ss&'()- 9S10%&'()- S10%ss&'()- *f10%&'()-F
f10%ss&'()-F10::10::UXYZ[ vU410 f10%``&'()- 10%&'()-  10%``&'()-  /10%&'()-
10ss10ss10ss y;10%ss&'()-4789:vU410 y10%&'()- y10%ss&'()-
9y10%&'()-10``10``10`` ;10%``&'()- f10%``&'()-vU410 !10%&'()-& d10%MM&'()-&
10%MJM&'()-&10ss10ss10ss ;10%ss&'()- S'10%ss&'()-F~pvU410 B10%&'()-
10%::&'()-10MM10MM10MM y;10%MM&'()- `y10%MM&'()- y10%MM&'()-?
#$%&{ZM@31010::10::&10:: y;10%::&'()- 010%::&'()- *10%&'()-Y!V10%  &'()-Y
10%::&'()-Y&-||[NA41010``10``10`` ;10%``&'()- f%10%``&'()-' y10%``&'()-
*10%&'()- Q10%``&'()-|[:NA41010 By310%&'()- 



y310%MM&'()-  !10%&'()-m  10%MM&'()-m  /s10%&'()- s10%MM&'()-X [ \ ] ^ P
vU410  10%::&'()-: [10%::&'()- 10%::&'()-10MM10MM10MM ;10%MM&'()-
L-10%MM&'()- #&'()vU410 s10%``&'()- 10%``&'()-10::10::10:: ; 10%::&'()-
9-10%::&'()-   10%&'()-:xJ|[:-410`` y;10%``&'()- f`-10%``&'()- 



y&10%&'()- y&10%``&'()- 410%&'()-S 10%``&'()-S7EbA410``  '10%::&'()-G
i10%::&'()- 10%::&'()- 10%&'()-  10%::&'()- 10``10``EHIJKO1 vU410
%10%ZZ&'()-M l`10%~~&'()-` B10%&'()- 10%ZZ&'()-10::10::10:: ;10%::&'()-1
!!!!!"?"y"vU410 10%K"&'()- "10%K"&'()- 10%K"&'()-10ZZ10ZZ10ZZ ;10%ZZ&'()-
Q%10%ZZ&'()-My"""#% &G&|[:vU410  210%K"&'()- 1L10%K"&'()- L10%K"&'()-
&l:10%K"&'()- yM10%K"&'()- 10%K"&'()-G&&&&&&&''vU410 10%dxd&'()-
10%x&'()-10K"10K"10K" ; 10%K"&'()- 610%K"&'()- 410%K"&'()-'(())*+{Z9vU410
s10%x&'()- d10%x&'()- 10%x&'()- 410%x&'()-`!n10%&'()-`
10%x&'()-`+++++,-/L/vU410 10%ww&'()-( 10%&&&'()-( s10%ii&'()- ( s10%&&&'()-
(10x10x10x y; 10%x&'()-L/11111M22'4vU410 f10%ss&'()-F( *y10%&'()-(
y10%ss&'()-(10&&10&&10&& ;10%&&&'()- %10%&&&'()-M'4U4?5 77777:|obU410
y10%``&'()-(10ss10ss10ss y; 10%ss&'()- xS!10%ss&'()-  S!10%ss&'()-
9f10%&'()-F::l<<<<<<$?|obU410 10%::&'()-3(10``10``10`` y;10%``&'()-
!fs'10%&'()-m fs'10%``&'()-m !y10%&'()-$?W?.AdABBBBB|[NA41010::10::10:: ;
10%::&'()- ,/10%::&'()- 10%&'()- 



10%::&'()-  /10%&'()-3BBDDHH H!H"H|[NA41010``10``10`` yS;10%``&'()-
f10%``&'()- y10%&'()-F `y10%``&'()-F
y10%``&'()-F"HKGKMMNNNN|[NA41010::10::10:: y;10%::&'()- !10%}}&'()-
!10%::&'()- 10%&'()- 10%::&'()-NNOO0SDSxS|[:NA41010 6:10%MM&'()- 4
10%MM&'()- yL10%MM&'()- Y:10%MM&'()- , 10%MM&'()- ,
10%MM&'()-xS{S|S}S~S%T^TUVvU410 y10%&'()-f y10%``&'()-f y10%&'()-
y10%``&'()-10MM10MM10MM y;10%MM&'()-V Y#Y$Y%Y&YK[[8]vU410 f10%``&'()-
y10%&'()-g y10%``&'()-g10``10``10`` f;10%``&'()-
f10%``&'()-8]k]^^^^^`9`vU410 910%&'()- 10%``&'()-10``10``10`` yy;10%``&'()-
f-10%``&'()-  *f10%&'()- 9`b=bcodrdsdtdud|[NA41010``10``10`` y; 10%``&'()-
`f%10%``&'()-9 f%10%``&'()-9 !yy10%&'()-  yy10%``&'()-
udf`jcjdjejfjjcmvT310 n'!10%M4M&'()-!'!10%MM&'()-101010 S;10%&'()-
@L10%&'()- f10%&'()-Ycmm?oRoooooo{ZM@31010MM10MM10MM y;10%MM&'()-
iy#10%MM&'()-!dy#10%* * &'()- y#10%MM&'()- '!10%&'()-oopNq,rst|u|[:M@31010
f&-10%``&'()-  Bf 10%&'()- f 10%``&'()- d10%``&'()-@ Q10%``&'()-@
10%``&'()-@|uuuuu/whwxxyvU410 dL10%MM&'()-- L10%MM&'()-- 410%&'()-
10%MM&'()-10``10``10`` ;10%``&'()-ylz{{{{{vU410 >y10%&'()-1
y10%MM&'()-110MM10MM10MM ;10%MM&'()- ny&'10%MM&'()- y&'10%MM&'()-!vU410
4y10%&'()- y10%``&'()- &10%&'()-s 10%``&'()-s10MM10MM10MM
;10%MM&'()-!{~=<vU410 y10%&'()- Hy10%ss&'()- y10%ss&'()-10``10``10`` f;
10%``&'()- f-10%``&'()- <vU410 y10%MM&'()-) 10%MM&'()-10ss10ss10ss yy;
10%ss&'()- VS10%ss&'()- S10%ss&'()-vU410 y!10%MM&'()- y10%&'()-
y10%MM&'()-10MM10MM10MM ; 



10%MM&'()- ny10%MM&'()-)buPvT310 iyL10%``&'()-:!dyL10%4 4 &'()-:
y10%``&'()-410MM10MM10MM y;10%MM&'()- Vy!10%MM&'()-P@CDEF"|obU410
y10%MM&'()- 110``10``10`` y; 10%``&'()- sf +10%``&'()- 0f +10%``&'()-
dyL10%``&'()-:"%&'(7luT310  10%::&'()-1 B10%&'()-
10%::&'()-!10%::&'()-10MM10MM10MM ;10%MM&'()-$vU410  yy10%MM&'()-  10%&'()-
10%MM&'()-10::10::10:: ; 10%::&'()-  10%::&'()-BEFGHvU410  *y10%&'()-@)
y10%MM&'()-@)10MM10MM10MM y;10%MM&'()- y%10%MM&'()-9 yy10%&'()- vvU410
10%x&'()- F10%dxd&'()-3 F10%x&'()-310MM10MM10MM y; 10%MM&'()-
y3110%MM&'()-c|obU410  10%::&'()-F10x10x10x <10%x&'()- /10%x&'()-
%10%QxQ&'()- %10%x&'()-;;>?@A|obU410  y10%MM&'()-110::10::10:: ; 10%::&'()-
[&10%::&'()- &10%::&'()- 10%&'()-FBvU410  `10%::&'()-
10%::&'()-10MM10MM10MM ;10%MM&'()- Qy10%MM&'()-1 y10%MM&'()-1|obU410
10%``&'()-10::10::10:: y; 10%::&'()- i10%::&'()- x10%::&'()-
10%::&'()-Z$|[:bU410   f@)10%``&'()-f *y&10%&'()-  y&10%``&'()-  !10%&'()-y
V10%``&'()-y s10%``&'()-y4vU410   10%::&'()- 910%::&'()-
10%::&'()-10``10``10`` f;10%``&'()- sf@)10%``&'()-f4q~"U|[:vU410
l10%::&'()- y&10%::&'()- s10%::&'()- 910%::&'()- 10%::&'()-
s10%::&'()-U~$|[:vU410   f)10%::&'()- 'L10%::&'()- 10%::&'()- @10%::&'()-
@10%_&'()- `910%::&'()-6h|[NA410 10::10::10:: ;10%::&'()- s410%::&'()-
310%::&'()- ,/10%::&'()- L-`10%::&'()-||[:NA410 10 >10%&'()- 



10%&&&'()-  /10%&'()-` Q10%&&&'()-` n10%&&&'()-` 10%&]&&'()-`03456kvU410
yz10%ss&'()- y10%ss&'()-10&&10&&10&& S; 10%&&&'()- n+10%&&&'()-t
+10%&&&'()-t-(3|[:vU410   f,z10%ss&'()- L'10%ss&'()- f10%ss&'()-
y10%ss&'()- y10%ss&'()-  '10%ss&'()-3f|[:vU410   f,z10%ss&'()- f;
10%ss&'()- S10%ss&'()-L /S10%&'()-L :10%ss&'()- 10%ss&'()- Normal" "Heading
13]c" "Heading 23]c" "Heading 33]c" "Heading 43]c" "Heading 53]c" "Heading
63]c" "Heading 73]c" "Heading 83]c" "Heading 93]c"A "Default Paragraph
Font- )7;_#(,16;1AFdL RW]bshnsPyrY2'_Tz!iZ9%]( J#(.49?!EK}P%V[taeglrx}E'G@5
"$&(*,.02468:<>@BDFHJLNPRTVXZ\^`bdfhjlnprtvxz|~5*16CC_}:;#Bfj;
hGHIJKLMNOPQRSTUVWXYZ[\]2emA[l: #t&&&&'')5*+-/0N2222y3479-:O:j:;
BfEIcOU}Y_adetksvQ|Gmh"%U7U&E1
y"G&'+L/'4:$?B"HNxSV8]9`udcmo|uy!<P"4U3^_`abcdefghijklmnopqrstuvwxyz{|}~6Ti
mes New RomanArialCourier New"h Root EntryWordDocument
!"#$%&'()*+,-./0123456789:;
<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]^_`abcdefghijklmnopqrstuvwxyz{|}~
!"#$%&'()*+,-./0123456789:;
<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]^_`abcdefghijklmnopqrstuvwxyz{|}~ 








