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SYSTEMS AND METHODS FOR WMG NG QUT- OF- BAND DEVI CE
~CONNECTI ON BACKGROUND OF THE I NVENTION 1. Field of
the Invention 5 [001] This invention rel ates generally

AR B TLSRBNGE U bl bR ik

envi ronnments. 2 Descrlp@oganéTqb@;Related Awt [0021
IRRIREREN

As the value and use of infornmation conti
ways to proces Qr.nmat option
T b B Do e Bt GRS, AR AR NV ENTGNP

i ncrease, individuals and businesses seek addltlmmmm
available to f-S—S—+H1ro

systens:. An information handllng systen1genera||y
processes,  conpiles, stores, and/or conmunicates
i nf br mat Fighl oftheilpvandan: busi ness, personal or other

: r e I Hs&lhs to t adva
00F PSSR Rl LI HESSRALS RS, SCHREIAEE s o
" deviicef connedtiod mdnapgethem gn weekkss ﬁé‘c(i/oﬂﬁﬁgl ef@fBRMentsy ar y

between different users or applications, information
handl i ng systens  may al so vary 15 regardi ng what

i nf rnatbon.is hap%l d, how the information is
hantll ed, —ﬁ%%ﬁﬂ%%ﬂ——ﬁgkﬁﬂﬁ n is processed, stored,
[002] ASMMEN L& edd &RdoNAUfIMhGEL YeorRRU&R! Td GhEBIskY lltl(h€1 uals and
informati on nmay be processed, stored, or comunicate
bUSTITWéS@s §¢¢ka4dd¢imnal wayhfoqpraesss @nd stoamn dif@mgatlsys t(hresopmloh amailable to
for or.mat | andl i ng _systens_to be gene
uselsot it PRAR MnRR e e e ot et g S teragenerally
pro&&sés, NERGiRE, bloaRs amtlio? nc&ﬁﬁﬁﬁf&ﬁﬂeﬂ OinféthfatibM€or data for business,
reservations, 20 enterprlse data storage, or globa
Persasim i oshar RyRoses Fhezabni allogying |uﬁ¢réﬁmakeo¢d\/hatﬁﬂ¢ pﬁghe value of the
1nf03¥1§1{181[1‘r5 B%@Xush q%géhHgl%gg a}ﬂg ru!lf%%:%at?on gar{ 1%%{%8 dS rsefqglrrféments vary

mponent s t con ure

'betamh dififierenti osete or rafpphmbns;nnﬂmhmn ]hatiﬂlmgl%y@tﬁﬁlsollhay also vary

t dat e tens, an
reg?@t%?ﬁ’?hgﬂ'}@%ﬂs Slseﬂr?é'eftif ﬁow der %%é?f?r{a%ﬁét\ﬁnmdﬂfgi how much

 inf@MatibR MTBRIcEsse@® &HRL! Sﬁ%ﬂﬂmﬁf&%eeeﬁéd ﬁB@n(%ul&{l? Qllnﬁr@fﬁﬁgntly the

25 end-uSers i s managi ng the connection o
infermatige yiayebe processed, rﬂémwd,rkr chromunmatedl cElse vmiamnksn information

th ey.chal l asso iatio
nar e St o Rl SR B8 ST B b4 B e g gpafigured for
spedifid u3ter speeifiooisk 8dch BY BhaRidl APhrRAMSh f16ceS ¥l SAMide e R rvations,
a secure network nodel. The proliferation of wreless

enigTRE Hin JRIBgSteBES e lobalkprsmamisatipuie - dn ealdition, information handling

systems may include a variety of hardware and software components that may be
configured to process, store, and communicate information and may include one or more

computer systems, data storage systems, and networking systems.

[003] In electronic networking environments, a challenging and persistent problem .for
end-users is managing the connection of peripherals and devices to the network. For
wireless networks, one of the key challenges is association and connectivity of known and
trusted peripheral devices and other networked -ihformation handling systems into a secure
network model. The proliferation of wireless technologies such as wireless wide area

networks (WWANSs), wireless local area networks (WLANS) and wireless personal area
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networ ks (WAMNs), wireless |ocal area networks (WANSs)
and wirel ess personal area 1 networks (WPANs) that
enabl e peripheral devices into a network (be it |ocal,
ad- hoc or infrastructure) drives conplexity in terns
na emen
oS T Gl BHBkP Do B PG T bRyt tocal. ad-hoc or
mﬁmm@yse)r drmeslcdu@lewi rieltess ccfesarses:sf-us@r obnfiRSatid, thanagement and

ft
sel U GPAETON TBErS AEBing o ont AApBlavap Vel orreless device

préfilds $E€ UWihJoWwP 8 ROAS, dnf-dther %}%Ie#l% ls&ftwgr% cﬂlﬁgura ion utilities)

frequency identification (RFID t'ec

and ¥ - &Rt qufhespipatisyeadisacuritp plecbatisrom@. ¢t 0D, lvla)r y from
i nvent ory managerment and traffic telematics (e.g.,
.traffic toll tags) to security |ID badges and pet

stens, SU

O80T SRR RIS b AR en i

applrlqasmnaﬁq@e(vary ﬂrd)mrlavem;orp rmatiagederd AMEtthdfc efleMBNAYLRY traffic toll
i nformati on handling systens

tagé Of%eﬁ%f?% 3%&%%@@%%&%@6 84pply el rasrgrgneat syséemes.
one of. using out-of-band wreless comunication to
manage in-band w reless connection of said wreless

devi ces based at SUMBIARY (naTHEJINVENI‘lgszfe wirel ess
15 devi-ce profiles; or usrng out-of-| reless
conmuni cation to performdevice profile configuration

AcOBrdBesBRE jinintidA Yn GORHRI %Eétoﬁleré1%r;ﬁ'8(/1ded\gcr%tﬂb(§] gf fr]ﬁ)agaging in-

the invention in a second aspect ere IS provi
ba fi?etqﬁ?éﬁecélpn nehdgforpation lmdkingrvr syslesss codigieat ia3n wifeless devices,

f d I
co glflﬁltlgg'[ legg gg%lﬁlgg ﬂé arrilacv?rgﬂ%: ucfro%g]gﬁg??\émv;eto en?a?nage in-band
witethes t drfriectévin @ﬁba(d?ﬂra)essﬁ@é{mb@ ibagddi 2 meatsPanBﬁé:@lt BoRl wireless

l.east one of said wireless devices for in-b
deyjgs BTOg'i%S Ob et usrpfiband aviesless eammunicagian tto (m:rfouneie@rce profile

corTRufatith n%nﬁéémaﬁvwagnyr&m‘brr{aﬁ%? Her&pr ding to the

invention IR a thi aspec ere is provided a
mrreless netmorklng 25 connecti on nmanagenent system
i nformati on handling system

L Sin r st
AR i I inTistighah mefoght drmiin hest ¥y %mag@d.ornmammg in-
baﬂ& Wied1@8 LoRMIMIBE b AfornfitiBR lm r§2§t§m9tc9rﬁf éH r reless "Yevices,
handl i ng systens configure s condary
CorgRIiFingsIngradi frequency 1dent1ﬁcat10n (RFID) commumcatlon to authentlcate at
least one of said wireless devices for in-band wireless connection based at least in part on

one or more wireless device profiles.

According to the invention in a third aspect, there is provided a wireless networking
connection management system, comprising a first information handling system
configured to use RFID communication to manage in-band wireless connection to one or
more other information handling systems configured as secondary wireless devices based

at least in part on one or more wireless device profiles.

[005] Disclosed herein are systems and methods for managing connection of information

handling systems as network devices to a wireless network using out-of-band
2
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at least in part on one or nore wrel ess device
profiles. 30 [005] Disclosed herein are systens and
nmet hods for managi ng connecti on of infornmation
handl i ng systens as network devices to a wirel ess

[ 1] Catd suc S
oo CafioS, 3 8 kol eAREhcy g R s B P rRtFteflons or other
suitabletchmmunsaatiba lnheehum) MUk thiei distla¥edl isydrem&ahd gnetiifls, out-of-band
discLosed systens, and net ds, out - of - band )
CORYMYRIFALIONS | sben%fb'aa@g%&!\? mpjaytsioymanagedy&d qrepte, activate, etc.)
andRREAgE Svifbless ‘a@%@@ ?rofﬁ@ fdeﬁ‘ﬁa%’on %Icne)twoﬂ@&jeﬁ%g haNg% out-of-band
wi rel ess device l'e informati on for network
wigelessc devicedspratjleo unarxagerb@ntd the wiisaddsed s syeams eandr afeitheels may be
t, the disclosed yste d net hods ma
lmn?etﬁ&?%%eq QaPty ldﬁr Svivadey 9 r(?uétoy ‘Eﬁ“c(?f %‘ﬁaerﬁ% gapabilities
1nﬂ&dhﬂ9 e ot Ciafi@i tb] duts-bahf@evidé B@tustHinaBShehd 4Hdt ;ﬁgmmlty based

out - of - band devi ce status managenent "and proximty
ausmwtloau@weﬁ@%w.f@h virRlesse peImorls. f&orwwré%sln one exemplary

nilzﬁ)tdﬂgérlﬁl‘ll ods: gcgo@(‘i%?mar%s gfﬁ%m%[]}%ﬁg ﬁ‘\gl loyelﬂ:g? gytnrge 3 3t of known

and efisted ;ﬂ:r@hérabfanldnwmorked devcés insd Wﬁe}é@i Lphe (WL N)néhvironment,
et worked devices_in a wreless LAN (
# rdoRerft smals pdHicedbome péfice, (SEP), ‘éﬁ Fmél MgHn dusingss (SMB)
Q t or smal | - medi um busi ness (SMB) environnent.
[ 0061 The discl osed systens and met hods may be
i npl enented in one enbodinent to provide a dual |ayer
security for a wireless networking environnment. For
(0884 anfhecdisdosed sydiemes| andsmetbodsomiry rhgyintrderoenied gupe@l ewibpdiment to
[ that d rOX|m
e 3PS e 2y 020, NSUCRRPb STt S gramote o
wiedei meavorinmuy the c@nfigted wisleoue Iséc}hrit)’clygrer tthaatinél0gésus @Boximity-
atraditio band wirel ess security pechani sm
baéedgout oftqaggi I1c%qn8ﬁa@t1cw cqmmphigatiopy wgchanispy n %qm)latlon with another
seé'[ﬁ"ﬁf'] qayén‘thaWﬁQQdéqH' ¥aligtal Rhib4ag yw(rg}gg> sg&lrlty mechamsm e.g.,
ani sm 11i based security nechanism etc.
tradrionelx\¥imbl quremcheﬂsﬁy PAMAEchanioin,&¥ gred Equiyaleet ]Els\exdy (WEP)
as uni que device identification information
(identifier or identification tag), and out-of-band
i dentification communication used as a vehicle for the
secure delivery this identification infornmation
coupled with the associ ated nmechani sm for
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5 integration into wreless LANs/PANs. [007] In one

enbodi nent of the disclosed systens and net hods,

proxi mty-based out-of- band identification.

comuni cations nmay be provided, for exanple, using
m%ﬁ%}lfm’r é‘ﬁg]e“ Patfdsecity duehagispRey. 1 ane pxemplaryserabodiment, MAC
ad@bhet Sl tabl &eghd tyd: NS SK media. For .. .
~exanpl e, ya pr oglamgt yqrgﬂékggieg{j:? - g%gggagnllndérﬁf) TPRoL; (gignifier or
ideptifimativinctag ), end eedibingnidermifidatod GommuhRAEsH Qskd 48 DWhicle for the

enb oli ment, .usj ng..RFI D t and reader nodul es that have
SequE SGBY 01 (SR BEAHSR Thfadmaie couRled wadhe associated mechanism for
intBgr@Nbinty/whared ANyFofvband i dentification

- communi cati on net hodol ogy nmay be inplenented to

~address spoofing concerns by enploying out-of-band -

transm ssi on devices (e. g) , RFID tags) that do not
[047{ o fs Ang embediment efikg digclospdh systempargkmgibioyls, gfroxdmity-based out-of-

r - of.- ban eceiver, device (e.qg., RFID .
DB it liphANGY BEBani e FoReishnizc sy shiot range radio
freqoemcy N@RFY i tralsmissions @t other (s@itgble shohtDraABE trab@misionY media. For

‘keys) on the out-of-band comuni cati on equi pnent.
exé[“@iésa] a PrOX RSy -BassHAuied banthisgniieation REMMYNsCAtion sndshanism may be

: implBfegeatiednt Bnivdl %é?ig'il%igﬁ‘pllﬁﬁnt% iaﬂg 2R %{rggﬁﬁkﬁ?‘%rh%e_ relatively

rangi ng from not eboo uters~an
lom\cge‘fzsr #adi nlaga a:radel.pr i Sauchra ;irﬁxinlii:t%bztse@abds-oﬂ?gelorﬁ fidentiﬁcatic‘m
nodul es ma e oyed across a w de variety 0
colREBIRRYT G R DnG 1 &6 | BRI ared anidrsiespaptiogt epncerns by
embplt§ing SiRloibaNe |t15énir9i§’si69%Evi@gsd(ebé,ekPﬁP Y%e%t 73 not !trérelSmit unless
urthernore, RFID systenms may be enpl o O provi de
theyj are|ivghe previnits qfr ofcpinglomengye menbf-bate addedrr device (e.g., RFID

i ti {G. [ imty b d . . '
e ML L HEL S BEOKLE L BEE e e 551D snd

secarity leys) en (e Oui-SEbirtecomthiitation@quieidnr mout - of - band.

devi ce status nanagenent. 25 [00 One or nore
features may be inplenented, alone or in conbination,
Oogii P”? t he dirﬁd osl%g iiystems- and net hods as needed or _
008k s 1 g Seprlary h gmbadiment. e RFIR | medeles begiftegrated in information
hardipRk isgaéh PlatfoHHe $ondi R lBRS 1 %}&9{% i .
1i mhtgd_ tg)tpa lj)se_ of % -rof - ban e. g.pPQ%F?I%gFDRgE%I%LAN Access
Poiptsaand primtgsas bi thés waerdt REID modubes raat b ehplosedinerosk, a wide variety
LNdi Vi . RFILD.enabl ed vices that are eac
of ot R, SR B S e R e GRED, tow ot and
reldtively) srsdll SioemMIkthainhd8, RPIIPEPNEHE niay Ut SEpIOKEP WM brovide wireless
devi ce | D associ ation, and asset tracking of net rk
devigsy  pefle | mpragemsnt nEaroasior) . agydtien onal), f eaigue eproximity based

~incd t lLimted to, nplenentation of ..
am}\}\n&ﬁlg%@sa e&F@gﬁgpggcuhgh%ﬁa%én@’rll‘l‘[“\isaﬁi‘g{qr i Py PIQ¥jdggthe ability to
perfoutn-cft-ofdaetd deviee status management.

[009] One or more features may be implemented, alone or in combination, using the
disclosed systems and methods as needed or desired to fit the characteristics of a given
application. These features include, but are not limited to, use of out-of-band (e.g., RFID)
labels that are passive and that may be actively scanned, use of individual RFID enabled
devices that are each unique and identifiable, use of out-of-band (e.g., RFID)
communication to provide trusted (known) device ID association, and asset tracking of

-
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RFI D) conmmuni cations. Exanpl es of such out - of - band

devi ce status managenent capabilities include, but

are not limted to, device configuration nanagenent
5 managenent of unique attributes and

(e.g., | ) e _
“ewgﬁé’t’@?%(leffo“hoﬂé%“@é() sﬁéﬁtlagalr@eﬁus&scincl@dntmmIare not limited to,

' imkﬁ:ﬁﬁ{aﬂgﬁ otfm?e%;se&é%lce s?elﬂ% )rlanggev Cit EB%) létpfousmg out-of-band (e.g.,

I gur ation mana genent

RRYBmacgmnnumczctfonusagﬁmﬂfpwsl bESsubM ORLITLHAEd OflevikieO WRRT management
T&?’Ell pus. secondary wi rel ess devi ces;

capabilities  inghidge BE iaje topimred: dpy devica seryéigpratipn | menagement (e.g,
BIespeim-Tes-Tpir ele r di ng/ del et

m dg%’% oes 1o p(ﬂl%ngttlgtgut&g%rgi ?Qljagl%'tt $3 o %‘ca \%je such, as rev15109 control,

Intasswchyacs/bnelofetcs)ed@mdarmoﬂle Wnﬁ‘@hm@ndﬁama“geﬁwm (e.g., creation and

conbi n tlfons ofﬂéﬁ lg gabl lities as well as any other
THEPIMDY O HtESJENBITE OX HFABIE T SFOPRINGMRTRUY SrCoRiary tarelpss devices;

fatigRReVtivaRGE F‘%&‘t;ﬁﬁ?su r
?C ena\/1 ir o%rrelr\llt [ 8010 In St eBllp?'rir1 g\%t [ cg?énf&vgg rbg%\;}g Iﬁbl@gp()hmes for
addinp/delicieq tdevises ttha)rdﬁbs,l e&éd al:rﬂtehndmoanﬂ)dsyiﬁi)elﬁﬁon of secondary

ue device ara ~and. features
willlsS oG8, S RaBREGT: ik, A HEE hoSrelts Py other form of
manegagant kap£biatyerettiBabtth® War@f oP3AE drEmbre: deli:éep)Wlthln wireless
technology (e.g., including the ability to create hd
n'Wﬁﬁﬁgéegﬁé@mﬁntproflIes for devices that do not
support mechani sns for out-of-band conmuni cati ons;
addi tion of |egacy hardware to regul ar usage

[O(H@Pﬁﬂ RS pradcfi€e 3¢ tatighd Qﬁllbgéllrﬂe%gsa % It]ea[ifjs%r g}?ﬂa)g‘s/ aélg systems,

t he acti vation of another o and ena

'umqne tdewics alik pprapicitére, andt feajuresForaly hles mBTpRoyed Tab®Or sup dport may be

confl rati on may 20 be provided for varie
P“W‘ e&@%’seg%“e‘/v‘i‘ ga@dﬂg&”f PHglgemdie-ga/HlEP icchploay 6ogh including
theUMBility @8l érehdr andiridiRge Ik C?ﬂ)ﬁles (Rr gdev1ée§ eh@Pido| h¥t support

to mai ntain authenti Catl on and assoclatio
meghgndspsaiior eut-lohand pompuni casibng rakd ditiones ﬂ@ae;s hardwaresto n%u&ar usage
L i P8 LY, TR SOTREELLS0S, LML U oo
en&‘bﬂad c)ev1<{e()1(ﬂ]tﬂx§: sy prafagesc . haurthdmde 1Rrad &atal &irﬂ%ﬁraﬂon may
0]

' C‘J‘I‘OI nati on, using various 25 enbodi nents
be (ievidrEaPosaHesy SHehs ARt eERRS i AOGddu b, Bhstash, UW,
Celling, tZ@ébeEOWIWWEQ,Fe%eabQ ncgl'aglﬁ%ﬂ) alﬂpgn\{fcdt?dvfuide%ssocxatlon

wirel ess device profi Securi
lnfomra@crgthpr\@xuom tngtvoak etthteafat&we i |acalhglknproa‘mj ®asdtelity to manage
etwork troubl eshooting due . to out-of-band device
CO%’F%R% "OUHAYERERYOTK BT 29°S HAng A opuagibeser rdpricp e
herein is a nethod of nmanagi ng i n-band connecti on of
30 information handling systens configured as wirel ess

[00d €V Ademtadebethapt i@yl bdGeMlieBY AMnel @2SIn combination, using various
embodiments of the disclosed systems and methods include, but are not limited to,
enhanced ease of use (EoU) provided by wireless device profiles, enhanced security
provided through proximity based authentication, and easier network troubleshooting due

to out-of-band device status management.

[0012] In one respect, disclosed herein is a method of managing in-band connection of

information handling systems configured as wireless devices, the method including at least

4
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4 one of. using out-of-band w reless conmunication to
manage i n-band w rel ess connection of the wreless
devi ces based at least in part on one or nore wreless
device profiles; or wusing out-of-band wreless
ong gfmbiHne aui-efnbang Vbléfr1¢st§ ﬁﬁﬁm@mlwloodﬂm@agfamrmd wireless connection
r n t. band W re
of PRSI hevie baS IR in o 8T RS bf PR Selegtidaipprofiles: o
using reunafeamd tvireldiss adikylnﬁlﬁifbtldih@ftcb gerforneuedte b&odkatloh management;
anot her respect di scl osed_herein is a nmethod of
of gy PRIgOf-bANd arirelfps epmaBInicaiancet puforar devieo pnefile osenfiguration
t d as wireless devices, the
nuBﬂﬂﬁhJHQ?%% gﬁﬁgﬁﬁgﬁﬁgyégﬁlo frequency i denti fication
“(RFI D) conmunication to authenticate at |east one of .
the wirel ess devices for in-band wirel ess connection.
[0011(3] [Imoanzqher mespadtt Meclosed pertn igiasmetedbfhmariging $n-8and wireless

conne F i t wor Ki H%‘i_ﬁiﬁonnect| on ﬁanaaenent system
AR PRI PhglBR RS PBR Soalamen g yeriath devices, the method
1nc¢1§1ﬂlf1g @sietalid Hefiety RenfABIAYN &@Imr&ohﬁnﬂm&%gﬁ o authenticate at

i n-band w rel ess connection to one Or nore
leaptrgnsrafahy witelepadayiden forsydandavicstass conneetbnas secondar y-
wi rel ess devices. 15 BRI EF DESCRI PTI ON OF THE DRAW NGS
- [0015] Figure 1 is a sinplified block diagramof a
e t ng 0 accordiing to o
mOgQTe%llp %?o}}ﬂé;r nb\i‘@s@g&t (%1?8%@ rl]llgpdé]sclsose amgei}s e EMG gmg connection
mauregdma:m syqt€f liatlultingr fers@inf@ngatish tiphdifrigedstbinQek fidi@@ k@ ke RFID

(Proflle manager and, tmo wi rel ess 20 networking
Corélm}’fl} GHARAR ?%E%fo%d‘?%a WiselgtecaRetHINAPyOnE s JaPTvetibergnformation

hafdMg By St6mQ 6k 212 YPATBo AR %Iefégﬁg’e t{e9017] Figure 3
illustrates profile creation met do ogy according to
one exenplary enbodi nent of the disclosed systens and
met hods. [0018] Figure 4 illustrates profile
activation nethodol ogy according to one exenplary 25
enbodi ment oppip PP PEORYG] s. 5
DESCRI PTI ON T VE B Fi gure
1 is a- block diagram of a mﬁreless net wor ki ng

ron nt 100 agcordin one exenplary enbodi nment
[Oﬁggﬂ: F%“%Il st Bs%ﬂ‘pﬁﬁg‘{ g aﬁ‘&c’i‘i‘@% R s Wikelegmineiverking environment
acdr@ifif @56k exemplary embodiment of the disclosed systems and methods.

[0016] Figure 2 is a simplified block diagram of a profile manager and two wireless _
networking environments according to one exemplary embodiment of the disclosed

systems and methods.

[0017] Figure 3 illustrates profile creation methodology accordmg to one exemplary

embodiment of the disclosed systems and methods.

[0018] Figure 4 illustrates profile activation methodology according to one exemplary

embodiment of the disclosed systems and methods.



10

15

20

30

5 systens and net hods may be inplenented to nmanage
connection with information handling systens
configured as secondary w rel ess devices (e.qg.,

aut henti cate secondar wirel ess devices and make '
i n- band J)ESGRII?HQN&FJBBMMTI\AE EMBODIMENI S s s
net wor ki ng environnent 100 i ncludes a nunber of
exenpl ary secondary w rel ess devices that may be

[0040¢ Bignker é0h bycladiagedm of a avitidse heswriaak Wavkodrh@dt 106 according to
operating an information 10 handling system configured

On%gxeénwrw&r’é@sdﬂpﬁlaqu| the disaloged sysgans and methods égyavhich thaglisclosed
sy ddrhdIShE %@fg\ogg(qﬁ'@ %&y%ﬁ}ﬁgﬁgﬁéﬁ ytowlrnr S!i &> %ognegho% with information

represent evi ce encourttere
hamﬂmgldyetemart@gﬁgurk&&s\Met@dﬁr}awﬁxaretss; dbhhaés @y, Shlﬁitﬁéntlcate secondary

at one, office, etc.) 0020] The
er&eg vEe saygt @ﬁge APthane49BaECtioRy Bethenpireslent/ed shewn, wireless

- netHRAALE FARMESN 900 inRudistd Emﬁl%%ﬁ’ Q)q‘% éﬂagbg E&%ﬁdﬂg\%&cﬁ%s devices

(e.g., authenticate secondary mnre Vi ces
thatrarag bei enchuaniered dnyreeuserr @i 2 Wmeltesh;eaes\am) thhhatomfmjm@em information

epncount er ed file nn 0 as it nov
harg Paediit eﬁbt%ﬁ%gﬂ aén%l‘?”c’i onf'i? LR, dAb- pllﬂléh’éalfegarda the
illds@eRE | edmpilfryd -secdRMBS |H&Ms Qfetzic@@ feBré%Qﬁ'fE deb&@% lthQL may be
office, etc.). In thi's regard, Figure 2 shows a
enqduaigrednb R pble mAeagst 48 vetthndi prehiculmhpinsiqat dddatien (e.g., home,
offi@ngaer 130 may nove between a hone networking 20 |
envi ronment 210 and an office networking environnment
220. As illustrated, a set of secondary wreless
devices exists in office net wor ki ng envi ronnent 220
[0026hThe slisdidséd rsmtms ndmdthalssehy Ot isRtansasy tcwinra@h%ee Sonnection
eV|ce exi. s i.n honme netmorklng envi ronment 21
wil 0962%] AWM S% YeFsntért Brthentigate seqondgpy wireless gedess and make
in-PAH3AERhed s it6 thd Léﬂﬁé)rtﬁﬁtelga?%eaenc&ﬁft&@@lb@ ﬂ)l%f'lﬁer ﬁrﬁhég%p 130 as it
handl i ng systemin the form of a notebook conpu
moses:bfﬁwaﬁ:ryngwovhm@ Ergngwniscas slifferentushey sishk ek aams r(m gi, nooves from

ot UL TR THEESL, 1yt B4R 8 g ot oo

exansl@Feniiidithert Wherepro€lemandgel E3GRRY Blové bétwedHa IRInRSfetworking
nmedi a center persgnal conmputer 114, wreless

enyigngFns 240 andean pffice] RelwopkaRg GRwIroNTERIK 228 s iAst dlmlstrm@ a set of
t a _nej
seofhl SR ey Ry e RS PBE i PR i iteren
froar tha seteif sookdag cesdess (DlleVnt:es’léiéstmgﬁn home eﬁb}ﬁﬁkﬂi@%wr&ﬁnem 210.
such secondary wi reless devices represent wreless
devi ces t hat nay be encountered in a single physica

[OOIZ‘ff?t Ithoenémg'ocf megt oIh glgure ? wireless proﬁle manager 130 is illustrated as a

portable information handling system in the form of a notebook computer. Secondary
wireless devices include wireless monitor 102, wireless keyboard 104, wireless mouse 106,
wireless printer 108, wireless local area network access point 110, wireless file server 112,
wireless media center personal computer 114, wireless television 116, wireless personal - -
data assistant 118, wireless wide area network device 120, a neighbor’s wireless printer
122, and a neighbor’s wireless local area network access point 124. In one embodiment,
such secondary wireless devices represent wireless devices that may be encountered in a

single physical location, such as home.
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[0022) In the practice of the disclosed systens and
nmet hods, a networking environnent may be defined by
in band wirel ess (W.AN, WPAN, WMN, WVAN)
ommuni cati on capability between profile manager/s
lﬂﬂ&%hlrs@@omaﬁrcy o the dissdosed vy giems and métheds, @geateorkimg environment

e R Y, R A AT ARG WAL E g ronication

: capabdhtjp betwee prfile tradnaged DindC SOHAr ¢ avitd)gssib/WRE K 16l ahid regard, in-

networ k conputi ng data shared bet ween W.AN

ba’lﬁ’efvg{&ffeﬁs ROHERY any dlgghce &8%¥?W1°at10§|r§ﬁﬁélb§ anyewgyelesy ggramunication

meﬁﬂltrrl' %a @Y tFefberiyORR Br té&msm% fol 8 dﬁ%&lﬁdauﬁ%%e twark data (e.g.,
between a given-secohdary w re ess devi ce an

netwarkagempu3e d&aaﬁpﬂedsbemWeaUWLMNrmtws& ﬁedhsal aJnbek l¢dﬁt,rol signals

I d.t I t [itan are :
(e Sroi ERTY WORKG! TERHTS FHogh Mt exbo s F@U Hs O 6 Erven secondary

wuleléﬁﬁﬂé’\ﬁ&e Qfdﬁg@@i@é"%aﬁ%@sﬁo( & hm lé@l MCﬁqglrgigg mgglyt?ﬁ(clude but

d| a for applications
aremt hmdgd [ vareless Hmt@adbfan drealmtwelsk (VEMAN) m8ilaERplications such

o= (e aral P, Rl e SR TP Vi e tibtex 302.20),

WWAN MeddWO i Agplications sudOzs 1dimeB®2oalibnd %Qc’esé”(g g, GSM/GPRS,
802. 11n WPAN nedi a for plications such
Z)EMAC db¥laPpe pﬂdﬁtﬁéﬁ%&t 1(€EVQPO) 15XBVt@VfDOtWIILAN1 media for

app?ggt?&fgosg;@hé&én Bl ehaolh a%@ff@t Sk Othsﬁg%g,tgoznb 802.11g,

807. D03 WP ANt heediax €81D byl icaBER30 Sidie B pehpﬁéﬁurcablé replacement (e.g.,
envi ronnent 100 is defi ned i n- band

net
BIuGiof) bas Eygqogwg A RIIRUR SR el 3 By G U, 802.15 3a
t HAls manager 103 and secondary wirel ess
U%\%Z@ (FJlfDQle S{jcre 1. For exanple, wireless LCD 20
nmoni tor 102 may be capabl e of comunicating with

rofile manager 130 via short range ultra w de band
[00231\/@) thg SKerOPIREAe N beimeReyibioanig 11@14twqrbu@een1/06nmnm IPDAs defined

oy I 3080hE iy, LGB B LIS, Sempen o

manéNlﬁEmﬁéSemd@I'y ilb/ll@lesﬂﬁdwaeslsfllfﬁghré:’@ 1Eér eddnhfe, wireless LCD
server. 112, prin 108, television 116, neighbor's

mofyion c‘&‘éiéée Sepane Qﬁaorawenmﬁ%wh psoflej meragen $30 lvmyshort range

t t
oS gESH R ORISR D PALL) FORNEE v

capable aofnesrmmn ficakeng @ethlﬁﬁ)ﬁ’myndmgﬂapﬁblv& Qt4 GHz Bluetooth wireless
oo QT EE B P55 i AR5, 1D M er e 10

teleRfon EXE M MbYr’§ WOANTERess ﬁof?ﬁ Qbh | fdRAGERE s T B2 may be

be configured with integrate

capable of communicating with profile manager 130 via 2.4 GHz 802.11 a/b/g protocol.
Wireless wide area network device 120 may be capable of communicating with proﬁle_
manager 130 via cellular (e.g, GSM, CDMA) or 2.4 GHz Bluetooth protocol. In one
exemplary embodiment, a profile manager 103 may be configured with integrated
interfaces to 802.11a/b/g/n, Bluetooth and GSM/GPRS networks. In a further exemplary
embodiment, a profile manage 103 may be further configured with integration of bther

network interfaces such as UWB and 802.11n, elc.
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interfaces to 802.11 a/b/g/n, Bluetooth and GSM GPRS
networks. In a further exenplary 30 enbodinment, a
profile manage 1-03 nay be further configured with
[ tion of other network interfaces such as UAB
[003%38@ own,g3ch b gf e S?C({ﬂéelzzwylr%@swms ildustratedfin Figure 1 is provided
w1t§e£&@§’é%'h¥e Wuf 8f Bami q'?r\éf&??rahérh fl§%%?]%dbﬁ]e ) Hﬁsgmiltmg an out-of-
provid a respective ot
bartdr 'airrslmss Blgnallﬁﬂd (pa}fdblrmnagelt ifﬂhwptdvlld’e@ With @Lﬁortéfspondmg out-of-
reless s| g .and profile manager 130 is

g\ﬂe 8t rg\‘iel“f?ra cont b dpSiafigEreguto- BreeivBaow-afibead eigeless signals
trafs@GRbY &y &% bhaJurloBban gt %IQSHEI%EI%I }/532 oubu?&%gzﬂ’lgi wireless

wireless signals 5 transn1tted eac ~out-o

| tralv/ﬁrrr1§¢résls52t mmSmtttmperamryz or Quermahershnditadhee| pSgsically coupled: or

oth%{v?ges SS c1ate 5%)5? Pé)xgrgﬂi)l? %é?rgé%%ﬂ@gvgggcélnggggig:eégegewce and

in biie @rhb@ﬁmléﬁloﬁhlamﬁe)’m{e‘gra%ecp f ERPRANG REhReS Qél‘ggfléfy wireless device.
wi rel ess device, and .in one enbodi nent may

Sirmifrlygrant edt-ofr basdbwirgless weedhver 454 euandar iempiorellese permanently

atta%Eé/d %&51%6 ){@eo %F){?rr 0 %r\ggg Sgsorcrgﬁ éﬁ\fv%g%al'%g%ppra glf\r/oef[ le manager,
andpinysiecahbodimentphegd be ﬁnt@ﬁx’ﬁ%ﬁ%r@nlﬁﬁi&@@ wath@fla Wrdtlle Zi‘nana{ger device.
profil e manager, and in one enbodi nen

In ﬁ’g{/rr%egggqo nrﬂ;j%n 2ead d@i/wéfnﬂé%ld@w Witerpee afltbrfdiﬁmrecqs’anagencultry of
corgs% 6rﬁﬁn se'cHn&eﬁ&r %fe%@ﬁgvlc&uéndoéutg)?%%{)g %g\lngeesSIS]Zl may 11Xerface with

erface wt rocessing circul
theqmqe@spg)ndcmgysﬂ”@@mdquudmorledse$sofHe\maftﬁ§erarﬂlﬁirough various serial or

f h th
Parglf3ééiaslrlfa%ége?ﬁhacgfr@alyglﬁclgﬁér@ég%53 Skt MS& BGd, PCI Express
etc "B a8 r&hérhb%fﬂféta\@@léﬂéﬁné@lﬁh@éhaﬁﬁ g/cd notﬂ{ i6h }g'gfot%gl. In one

“interfaces nmay i ncl ude, but m t'e

~ exeppary p(gbodm@nt @nmt@@§ba@d dewcrr lfahlylapbh eonfjungat uoeharfytce with the

aki ng/ co Jon rotocol I n
L T R T
1 32{: a)naf ncg u:roﬁﬂ giired i totigtefface widht fhe tﬂ?@cesﬁh Cc%%ﬁﬂtﬂ/gofcih(eﬁ%dnrdpondmg
of . a iTe manager 130, while at the sane
“mﬁ%?“%ﬁmﬁ MdYeassSces 152 are not confi gured tq
interface with the processing circuitry of their
correspondi ng 20 secondary w rel ess devices. [0025]
[0025) InhtBe praRGbd 5ﬁthefd1§ctb%edib§s€én9§§rﬁi BYHLES %ﬂﬂ Fpélgfﬁgnal may be
an out - of - band signal may be any signal I's st

anyf shgnad/’s switabile & qqgimmﬁ@tmanmbmate@aragmfdglg:fm @Tmoml ¢haracteristics
IT1catl on

h e |st uni que .i.de
(e_%c ? glr r%%t {dgrﬁ ﬁ%? I ﬁpgrinf lé’ﬁ{“é%ﬁgie@u?h?‘f’%ncor&%f"é’ﬁf‘ system
capaisifighiihtedritpt defiin@k, SRbwHerb{iBRS, nfahﬁfﬂ@fé? 58005 SinRMevel in printer,
manuf acturer, status, ink level in printer,
chipset, memory size, etc.) of secondary wireless devices to proﬁle manager 130, and that
is not in the same communication band as the in-band wireless systems and device
communications transmitted between profile manager 130 and the secondary wireless

devices.

[0026] Exainples of suitable out-of-band signal types for use with current WMAN,
WWAN, WLAN and WPAN in-band wireless communications include, but are not limited

" to, radio frequency identification (RFID) communications, IR based communications or

8
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25 chi pset, nenory size, etc.) of secondary wrel ess
devices to profile manager 130, and that is not Fn
t he same communi cation band as the in-band wirel ess
systenms and device communications transmtted between

any, ogfer | BoFrpigagRe comBENgAton psotoeeosutad onirelimbles delivery of relatively

i | f suj tabl - of - band .
st o LERRRLIS AR Pl R oS R oo sima
magrte SARANdI for bandlatwire oF S&IeIBAH 6dthmARRatidHCIaHEE rel e to the in-

a({_ee_not limted  to, radio frequency identification
bandpirpless gRsratng distapers betvrem aswiselews rirofilic gnariagersanst a c@rresponding

' . ' ' col. suj.ted
BB TSR SOTYRL 55400 LRl g o o

. of-Hartdasighad S sttolntan tHan ki d@s3ble ebmununicadoe derdee of8fetin-band wireless

out - of - band si gnal.s_ may be selected for use that are
Sy énd e, CORGIIMIcaY At hebaestothe: Aritpdess eprafijey enangger and the
cof@ark 'wirbRBAdWiEL! £55 eLREpIAL | i : ) i
> Wi r er;yesg prof i Ile manaaer a%ﬁhd;gggfgé@@gﬁd?r%w@%ene the disclosed
syssameoanthmythails mlag bs impleimeetednmsing argouthetbahtieigapielizatiean operable
communj.cati on di stance of the .out- of-band si %nal i's _
COEREPIEHOR Frg (DRBYSPSF RErC SrviEh IFensiBe andsprafilsemgpager receiver
that BeletNthRRBHeqMal & S5o%t 16 Y&k ©MhiAR G g@ﬁﬁ:pgr?s_o to a range of greater than
communi cati ons between the wirel ess profi Pe rmnzfger
or el thabous d 80 dierardgr initastl ezeleis\dovenurficatioerbatvpdea,a profile manager
lary., erpodi.ne he di scl osed systens and
anc{r)rg%?gggﬂgrg;%w eewihﬁ%fl%rn"eg{)%&iﬁsi ng an out - of - band si gnal
havi ng an operabl e 10 conmuni cati on range between
secondary device transmitter and profile nmanager
[0028} & weturth¢theteniparl essbodhaentpuse afial relabvélh alibrt kfhnk@@dsion range
This i,S.in com%ar.ison to a range of greater than or
outzofihand siEnahBay s drkerisnteddp allgRpiAvnyTased sonnection management
e. € OFMMAl Rk O sEREME8R AuiheRfiddi® il fb
( Zseé,econ ary device 1\{\v\‘}ﬁ.en ugi n918012fl 1 a. {68)0% e?rhaaproﬁle fanager
and gng REMAsK segRIndaty wintleshi dasnces, oweniof thatraehew icomhaction between a

1 SSIQnR_ran 15 out-of - band si gnal . be
o T S e R B B2
thermofijentandger GAd Ghe seTBAGGERREleQ! dSfGUArk i PBEse proximity to each

aut henti catjon procedures) between a profil e mahager
othgt dictied §¥ the PeCTabRD HABIYISGHPR apReEssolitei @bof-bapdisigngl. It is also

S dd REVLICHT I rafi|l e manager and

po secon gry Wi T ei ggbl%g%ﬁgngﬁﬂ?&a%l%ﬁﬁ@r%.“gt%,aVarlabﬁa’ out-of-

bangiui gl ttrapamissipn whiege, efgheaoplof 4 @seran ageonmindtheRoximity required
secondar;é/ﬂvvi rel ess devi g;rgre in aclose proximty to

for SAMMFCHAN GratageATE BhpesdeRPr fREredge fireqmiyemenls dfiags yaprnetworking
envirdRgRng§. the out-of -band signal. It is also

[0028] Still referring to Figure 1, out-of-band wireless transmitters 152 may be configured
in one exemplary embodiment as RFID tags, and out-of-band wireless receiver 154 may be
configured as a RFID reader that is configured to communicate with the RFID tags
associated with the secondary wireless devices. In this regard, any combination of RFID
tags and complementary RFID reader devices may be employed that is suitable for
communicating information between secondary wifeless devices and a profile manager to

implement one or more of the connection management features described herein.
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possi bl e that an out-of-band wireless transmtter may

be configured with a variable out-of- band signal

transm ssion range, e.g., to allow a user to custom ze

the proximty required for connection managenment as
Exaawilrsdoopuithdli REIDttag fdetllceeapwlmcE:ererEB/eoRFH) ghg/dBvices (e.g, RFID

0028] Still referring
Ll o S B PRl ety Fonsutiod bir's carspRging RFID
redier)C Odiidi @ediRd REID @42 R¥REPI @1y RIPOIGERAL %thEJe 1nternally and

tags, and out-of-band wirel ess recei ver 154
COBBWqUQ]IYrWCG@)aIt REInR undarstaodtthattselesticonf t}gmrcffd{EID system may be

.mgtf%n'gy e SR oW e 1rtcp g)éaRF G4 Eg)gt ﬁ}%s ctllqal}gqilgr?slé]ggf \elima]taleg'n}:uqar networking

secon ary wre

- eneotixhéea applicatidbn. RFI D tags and conplenentary RFID

reader devices may be enployed that is sui tab! e for 30
comuni cating information between secondary wrel ess
nd a profile manager to inplenment one or
(0 a5 Gholieot Sofide e SHEABG dnlvde. bebrigmes liastedrtbRAID tags and

cot@le@hdhtary Wé}gme?ssbégfed ol J{eailgl(ﬁl £ .[gtén%grﬂg(?%owgl&ﬂa&aeré’nes of 106

i ncl ude passive RFID tag devices
kbpﬁatT}ES%RﬁﬂD\eyﬂc&nby low nmpl’a:a‘ten[emfohe hiwﬂg’l dyghmic encryptlon capability

anl BT ety ReFEmE(Ior s0ddreuntn oot dssiiat Aresuitabe ar
RFID{SSE8b impAdhle c\%tth@m%h@@&%ﬁfagféagg}v@ggﬂt{‘%tes of 26.46 kbps).

under stood t hat sel ection of type
In Jargpgrethie RisDheesders ane thgslateddbpabe E T8 B(bﬂa208 standard Specific

t wor ki
ex RO TRIBMEORF o bR bl vk afipmes Topiet 0. aBFID tags and
cofpleBienysy emmu riatierd esvaidale #otn NRkad [ﬂﬂr{lﬁfénfso(TIfFA}%l'gg Wireless

tags and conplenmentary RFID readers based on
Ide.’[‘&‘%&%mg’t éﬁ&\éﬂg (A MSWF ngedhaplogiest ekymal 06T Ribissdelectronics,  erc.

Fuﬁhﬁslﬁfo%%hﬁ)oﬁ ¥5 1D 53/121 pgg r{u{gpi)ee %)Slﬂgﬁ%)r %n%PB 6}31 n‘gpléed States Patent

dynam c encryption
Nmﬁﬁﬂ“ﬁ%r@‘lﬁ iJaued:rSeaté@Paadded) FETMI00Y eddtd of which is incorporated
|b|||t Also suitable are RFID systens
heremﬁ%’ 'ieffg with the | SO 15693 st andard (allow ng data
rates of 26.46 kbps). In Europe, the RFID readers are
regul ated by the ETSI 302-208 standard. Specific

; QB -
[0030h ERb@plesfof SUMezHbE ndnhERrS g rlrl'étﬁ%at%lstege %%rle g&éﬁk‘sﬁtted when

ted to, RFID tags and
R‘Flé]bg‘lelv]&ﬁ?f tha} prsramRlQyed 45|1(§{'[1QJ1)¢91|;E)§V11(€1I€|S§ trapgspitte’sland complementary

outTWéf'(; l%]‘lglslgl? éli')grekgg&E ‘Bltﬁ%@-ﬁw‘kﬁr ogFlg{ni,e'\ﬁ%gnge,elelg are not limited to,
actﬁurantiqnasswa‘ amnedticonmaragBnki @Mﬁ@@ﬁﬁoﬁ@ﬂnhﬁlefeﬁéﬁgla& &hbodiment

of & agthe conlngcuL(J)?ll rtnggaggglghtegon%agsnea?lton a RFID reader device 154 associated
with a profile manager 130 may be configured to interrogate a RFID tag 152 for specific
information regarding one or more characteristics of the associated secondary wireless
device (e.g., unique identification (ID) information/idehtiﬁer, system configuration, system
capability, interrupt settings, firmware revision, manufacturer, status, ink level in printer,
chipset, memory size, efc.) stored on the particular RFID tag 152, to change and program
the RFID tag 152 (e.g,, RFID tag 152 on WLAN AP 110 may be reprogrammed using an

AP configuration management utility to show new system configuration/capability, efc.),

and/or to obtain active status and management information for the secondary wireless
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No. 6,294,997 and United States Patent No.. 6,724, 309,
~each of which is incorporated herein by reference.

- [0030] Exanpl es of connection managenent capabilities

that may be inplenented when 20 RFID devices that are
dewigploge8FHS tagil 5Hbr BEhANWMAP dll6s8ayt canaifiihfoemAsomasbut the number

of BB RE R TAF Q3 S5V plices OB AhiEY Rbha Wiselese Access Point
152 @ poRGtHeY RFADUePRES irY e GRARRE L ON 2 45B B R ghfe %I;]ID tag 152. In

configurations. In one exenplary enbodi nment .
ong cxeyplagy phodinent nefn ageassine  coonédtignr mizhagemeat RBhfzuration, each
I [ .associated .with rofile ma er
RG9SO SR ap B B B RS o 0 st
onfyotagsthacihhs ¢nf3bmatiiroréPatdifd ohe U MoRd cORBCcRFistiRI & the associated
characteristics of the associ ated secondary w rel ess
sepagiry eviredesy devignprgsammeninte thedeg h2.(1 D)
information/identifier, systemconfiguration, system
capability, interrupt settings, firmware revision,
o) R =Y i - eV ' ' . [ <
(0F oy Sl Bfve 8 ApHEs cordliet @ and ol B BLimgfil WRERED tags 152
may3, “a¢tyetyh agrgieoranahned by RID relder REH BsdoatcbRith grcgi-lg manager 130
REID tag 152 on.W.AN AP 110 may be reprogramed using .
to Shta SR oF BHeF GHPGE TR Srea e PRe AT [FE3hdy SHslisndvice (e.z.
de G ti@ntigioa] dr0 kB rh AYrC aRRBn| Lotk guBhtfonk; erANd/ A »\]Ejﬁ be described
obtain active status and nmanagenent |nTor tion for
furthee heeeimntl dripbeder wianagsmen syl ceay degimpl&ftiiied ag ohbZxemplary
- P may_ co i.n informati.on about the
e o prdtE TSR of QSR RET s Bt bom RFID tags 152

(copfibined efor OfictivB eoBIpabsitey cOhndchign ihARIRERNACEESRFITY IBder 154 to
52 to poll other RFID devices in the vicinity, etc.)

autyenitsatesnd v aliflath hereamigdrariperpb devires togrieustsdempivarkyenvironment.
[ ; ' tJ: 1t . :

o A eI e FRYPEG' 25 JRORRRT RNy i may have

addjdemah diarcyiondlitplie sst aiewi Rlélmnydé}eemdq:tgﬂli @HereRIF @S tags 11 6Aend/or 154

. . .h i nf ti regardi ng.one or nore

in B fcioPEet U ed®Tpete TBssapai Y e bE smmiepeniene e ssample, t

allgle\d sReRse@nARRE WileRk® dbige t@airdin [QPALE fngorﬁrrleahtgﬁ fabout other

active or passive connection managenent enbodi
secopdarRMifgiesa geviesn andrqy théeed alis iinefyationebatkdn asmafikradanager 130

uﬁg%oﬁghg%%g%g%&u%%%fassociated with profile manager 130

ain one or “hor e characteristics of the
associ ated secondary w rel ess device (e.g., device
i dentification information, system configurations,
[0082F 1) theAsnpiemEntatord @ ahé kiesdlostdirsi/ftems fkﬁfdemﬁthgds, a given wireless
.nman ment sysfem nay be inplenented in one
devdat aba;e Héant%%g using ar}gl ftorm of %entlﬁcag.gn information that is suitable for
eEeWpY &Fy _
identifying or otherwise distinguishing the given wireless device from other wireless
devices using out-of-band communications. In one exemplary embodirhent, MAC
addresses may be used as unique device identification information (identifier or
identification tag). Other examples of suitable identification information include, but are
not limited to, bar codes, vendor specific IDs for products, IDs that conform to a certain
industry standard, etc. As previously mentioned, other types of information concerning the
characteristics of a given wireless device may also be. transmitted via out-of-band

communication, e.g. device configuration information, device capability information, etc.
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enbodi nent on profile manager 130 to use information
obtained fromRFID tags 152 (configured for active or
‘passive connection nmanagenent) by RFID reader 154 to
15 aut henticate and validate the required periphera
10038, Fremze Boillastrates pedilpsraatipk methodelngend) thatnmap diehanplemented
[ , 152 . gi ven seconda . ,
occ R (TR et IR b ST Bntlolnaionany fapthags. e b

prodité masagen |BFobFigreer aghtl pRlthis eédaed, Prffile ck@didn IRdhodology may
and/or 154 ip the vicinity of the glven device. This
be uy Bﬁepﬁegfs FRWBE (ep | XRERINELON ¢ Bptebrelnprinaputen), asafiinoware (e.g..

j ' S i .C 0 i ntain .
oxctulhd/ B SRARGYE o ot Ui G Icoalyr T3 Blelagipe acoess 10 a given
profule mheapsr devicees, and/or to feed this information back

to a profile manager 130 using out-of-band

comuni cations. [00321 In the inplenentaplor of the
(008 Ref2Fis S8 6 TRufttplogs 00, g By el © the exemplary nework
enviftdiehf E@Bbdigient 6f PIIRL 1 08nd BRINdrS a§éﬂaﬁ3ﬁb%1€%oﬁ@(fry wireless devices

i.dentifying or otherw se distinguishing the given o
are\iflerdified Pydwofilemanagan bithiar stop PEL esing 25 betel/ivirekessisdmmunications,

t -.0f - ban 0 nications. In one exenplar ) .
anég %b%lg:‘elﬁe aﬁﬁﬂa%mgyoangarrye gv ree esFmé}:.vbcg Wétﬁwnggt“% Cﬁﬁxglronment 100 1s
mageallyc ehoantd | aat infdust NEOKERbOLA {npAENbF faulmAically chosen for

jdentification tag). Other exanples of suitable
AUtRERRIGATion c AR iSER ﬁQfg Jrelei BaAnages | 1@denollsuthe ghesennatailable secondary

s L - bar es;: Lfic | for ... )

v A s SRR KD B0 ARRED A il o i scond

devs¢cans dat-df-batdocapAlsie pil fotie dnbhiyd respdsefideh thetdhesent PETadY wireless
i.nformati qgn cancernjng the 30 characteristics of a

devj/Bflicgier diatdds queicandepraiedheremeinadalery 8¢ pracgeds to step 306,
whérétou@bf-BatHautRMPMMY R hE S8t at&d. 9in s?tgﬂ(%et}fé%gggtge%ﬂlc%ﬂ wireless

i nformation, device capability information,
devigo3gmnRinieates Bdentificattonatinfermpatodn (e geor ¥BXQ omldress of the chosen

300 th I mpl.enent e according to .
RT3, kT BT e FESSAS0 s s
comBuhieaitonse. The dosePE@bhliRy RRABE deb&Q 2l il S4b&8ted i88Hification

is il reati on met hodol o ma
G R SR s St o RN f o
r LI Lo Doexecuting .
secORNED BRI SE TPHLS b Bn b RAMRL £ d EachicsionnfiFEHon Wan exising
profrmagitery 308 oess atnewdy-gieaed prpfilefinlseeprilager, adendCBe specified by
034] Referring now to nethodol ogy 300 as it may be

u“%§%$i%@nWﬂofW§° BEHBPLYY network  envi ronment

enbodi nrent of Figure 1, one or nore avail able

secondary wi rel ess ‘devices

[0035] However, if the in-band response (or lack thereof) from the chosen secondary
w_iréless device indicates it is not out-of-band capable, then the profile creation
methodology proceeds to step 305 where a user (e.g., manual or automatic policy) may be
given the opportunity to choose whether or not the chosen secondary wireless device
should be nonetheless added to a new or existing profile and an activation policy set for
this added device. If the chosen secondary wireless device is not selected for addition,
then methodology 300 returns to step 302 and waits for another secondary device to be

chosen for authentication. However, if the chosen secondary wireless device is selected for

12
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(egpnpa

are. identified by profile manager 130 in step 302
usi ng i n-band wirel ess comruni cations, 10 and a given
avai |l abl e secondary wirel ess device within network
environnment 100 is manually chosen (e.g., by nouse or
adddeyth dberdthi mpuicy isrddad to amewoal dxystinp @sefile a0may be selected by a user
aut he W%lcation” I@.SSep 304, profile manager 103 polls
O QEANEUANF BBiY)secondary wirel ess devi ce using
i n-band wireless conmunication to determine if this
secondary device is out-of-band capable. If the
[0036} Waietd réaePeNpRfild erfatibie n@é%@&ﬁﬂb%gfem HRFYpuM F‘%?%Sgl%ém profile
device indicates that it is out band capabl e, th
mapgeR §gure dlywEbes ‘md@é%%%th@too@t@pn@@@roﬁlmme be created by choosing
an(?ﬁéegogéo quy %Bg&ﬁdncglt ée% arV V?SE tGVelg Elaiéi(%‘gprogle as may

n secondary w re ess

be indededi 61 daired o ifitfthe rBadaowri§essOef, ofd6r R astvdRk chbBonments to
chosen gecondary Wi rel ess device or other suitable

whiclethei PiPE1e) MaBagst gfevice maridige Pxpesed usiably ilnshsavsdan entertainment
I‘EI%E@TH@& ESbEIHIS th c ghd8YiGe
RGNS BB 35 MBS B s
devieasgreseniowiiein netviok eavir@meannoer ni ng one or nore
. characteristics of the chosen secondary wrel ess
devi ce) may then be added as authentication

informati on to an hSti rofile tep 308, or to
a new y-creat ed pn:[ec#’;"i t_{tﬂ’tgﬁ%‘% ﬂr@ E , as may be
speci fied by wuser (e.g., manual or automatic policy).
[ 0035] However, if the in-band response (or |ack
t her eof) fron1the ¢hos@hos@rOadadyry 25 (W rel ess devi ce
indicates it is not out“ﬁﬁﬂg@qﬁwﬁgpable, then the
profile creation ne | sto step 305
where a user (e.g. -—EQE§§J£ “Sé?qqﬁﬂ‘ﬁ policy) may be
gi ven the opportunltvr%%h%ﬁ€6§épgﬁéﬁher or not the
chosen secondary mnr§Vd§§(U@vnmeﬂh&ﬂﬁuld be
nonet hel ess added to oan %5 exgstlng profile and an
activation policy set xpﬁpgr EHEd device. If the
chosen secondary MAreIess deyice i s not| selected for
addi tion, 30 then nmethodol ogy 300 returins to step 302
and waits for anot her—seeendary—deviecelto be chosen
for authentication. However, if the chosen secondary
wireless device is selected for 12 addition, then the
device is added to a new or existing profile as may be

[003@] Ealiled dpwa dusefifice (rdess dERYGrofle tAa MBRbE Greated by choosing

% gﬁ [Q036] Wth regard to profile creation

avahlé I me&éﬁceswelﬁs qovisigh @resentgyithin getyvomk prafanment 100.
manager device, it wll be understood that one or nore
profiles may be created by choosing

Table 2 — Office Profile

Chosen Secondary
Wireless Devices

WLAN Access Pointl 10
File Server 112
Wireless Printer 108
Keyboard/Mouse 104, 106
Monitor 102
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5 and negoti ating any conbi nati on of secondary
W rel ess devices for a given profile as may be needed
or desired to fit the characteristics of one or nore
network environnments to which the profile manager
devi ce may be exposed. TabPpAllighows an|entertai nment
wirel ess device profiTe that may be created by
choosi ng avail abl e entertai nnent wireless devices
present within network environnent 100. 10 Table 1 -
Entertai nnment Profile Chosen Secondary Wreless
[0938]) Table Wehrawsae srobilitpovirgless g vickipdofale Ghatt rany BEcfebted Bi\choosing

: f di.a_ Center. Ext ender Devi ce, )
av%%z %57%40%%?@6%55 %’\}vcsesgﬁessli’tf‘?llggn\Rnetr“éq,rgggv‘m?f’é?b&ofi | e

that may be created by choosing available honé of fice

W rel ess devices present within network environnent

100. Table 2 - Of fi cEabledfi Mubiliy@serilsSecondar y

W rel ess Devices WLAN Access Pointl 10 File Server

112 Wreless Printer 108 Keyboard/ Mouse 104, 106

Moni tor 102 13 PDAiﬁ&ﬁ—%@@%%}—labLe—sfshoms a nobility
wirel ess device prof$PeeRREEORAAFYbe crent ed by
choosing avai | abl e Witslese Devicet ess devj ces present
wi t hi n network environVeWMAN O@vicédbbe 3| - Mbility

Profile PDA 118

[0039] Figure 4 illustrates profile activation methodology 400 that may be implemented
according to one exemplary embodiment of the disclosed systems and methods, e. g by
profile manager 130 of Figures 1 and 2. Like profile creatior_l methodology 300, profile
activation methodology 400 may be implemented as software (e.g., executing on a
notebook computer), as firmware (e.g,.. executing on a router) or in any other suitable

manner for managing access to a given profile manager device.

[0040] Referring now to methodology 400 as it may be applied to the exemplary network
environment embodiment of Figure 1, a given profile (represented as “Profile X” in Figure
4) stored in profile manager 130 may be manually chosen (e. g, by mouse or keyboard
input) or automatically chosen in step 402 for activation. For example, Profile X may be
one of the previously created profiles of Tables 1, 2 or 3 described above. If the chosen
profile X does not include any inactive devices in step 403, then methodology 400 exits in
step 401. However, if profile X includes one or more inactive devices, then methodology
400 proceeds to step 404, where secondary Wirf;lesé devices of Profile X are then polled
using out-of-band wireless communications (e.g.,” RFID polling transmission from RFID
reader 154 of profile manager 130). In response to the polling transmission of step 404,

each of those polled secondary wireless devices of Profile X that are within proximity of

' the out-of-band polling transmission then transmit authentication information to the profile

rhémag’er 130 using out-of-band wireless communication (e.g., RFID transmission from
14 |
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Chosen Secondary Wrel ess Devices WMN Devi ce 120
PDA 118 5 [0039] Figure 4 illustrates profile
activation nethodol ogy 400 that may be inpl enented
according to one exenplary enbodi ment of the discl osed
RFEY steg i 2aasdogiated dis  giwengpolted squoodiry ewirelassgadevid30 Ak previously

Fi.gures 1 and 2. Like_.profile creation nethodol ogy _
desghBed. gk afihendiaion Jp BT stobo gy BB dRaiPgE N one or more
chdra@teR T dihasgivel tpUlee deborttiary SHRALST 88/iQ) Md1f one exemplary

not ebook conputer), as firmware (e.g.,.. executing on
emfodigignemyy §e upiquamdensifinasiond D) mfdmnativnhdentifieosuch as MAC address

[ SS. a,given profil e nanager devi ce.
Of%%%%%‘é(&g%&%g&%%sﬁe%gehet hodol ogy 400 as it may be
applied to the exenplary network environnment
~enbodi nent of Figure 1, a given profile (represented
[00e43] Whrenfa dieen@econddry guireess d¢vied withih ProfiledX gédpbﬁds to the polling of
er. 130 may be ual ly chosen (e.g.,. by nouse or
Ste@@%ﬁ?*&%}ﬁc‘? &P}It'gEQ%‘t Yihgnticanon Infpgaaion; i istaathentoated by
¥ akipan- X Br of i | : f. s
RS QOO0 A5, B 8L TP S e it
Prodds Erietreadabwosectlyf (of figlsah osspond powédtlys tokthd pedingaif step 404, it is

no AReERERY 265 Ll UPTH il ABRSRgige i Relay (e, about 10

R@ brl hyothBchuider @ne RoleBtel HHCE L¥ER) ARY KRS Riplddliied in st
SecEet‘hodolyogy 400 pr%gtl:fyedsetoesteegﬁ%m, %eye sg?oér?ﬂ%ry i Step

408prien wsispersipgctep 13 mdbfif heseysany, aepolmgpbt Igadn20carsiangwireless

20f - d wreless co icgtions (e.qg., RF .
de\ggﬁt fhlgig 55)‘?& rlaatr(})\grﬁsg L0 £ g% %FI %e'plo gﬁ'@e\”“%;} ﬁtGBfiog_r By |cgntinue as
nedeBdagg @ntilld0Xhe bétoh@srPonisedsOddviees el dckiRstell ITRHSIR X Ha98 correctly

. of step 404, each of those polled secondary wrel ess
respnsied cuntibt Isag qrieefithe peondans wirelersidepices Phiatiyaisfl Profile X have
- - i i i . tran i .
okt Bpolc PN, HAMIIRTAUARELC ATy ggpecinic
nurpbérrg pollattehpisakuaited b lisedintio forusipolingoec(e. g. ., RFI D
transmssion from 14 RFID tag 152 associated the
gi ven pol |l ed secondary wirel ess device). As previously

OASPAEERGE E SHANGE LR TR Y, BN g i s
404, hegigen sstopddrl enrdes ArRE Ynayi Beeh@BatedaMist, 41@NAA étHvaBBE may be
per?cz(rre}ggln?arnsﬁally (e.g., by mouse or keyboard input) or may be performed automatically
following successful authentication in step 406. Upon activation of .a given secondary
wireless device in step 410, in-band wireless communication is now allowed between
profile manager 130 and the given secondary wireless device. As illustrated, Profile X

may be configured in step 412 to allow activation of more than one secondary wireless

device following authentication of secondary wireless devices in step 406, in which case

step 410 may be repeated as necessary for- multiple secondary wireless devices.
Alternatively, Profile X may be configured in step 412 to not allow activation of additional
secondary wireless devices following activation of a given secondary wireless device in

step 410. In this case, methodology 400 may return to delay step 408, followed by

repeating of step 403.
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enbodi ment may be unique identification (ID)
information/identifier such as MAC address 5 of the
gi ven secondary wirel ess device. [00411 Wien a given
secondary wirel ess device within Profile X responds to
(043¢ Wishaut rgcesssful peipofdgdwiuthenticatiamir siep 40Gtandf adviaation in step
ut hentication information, .it,.is authenticated by ]
AT RERLER Rrbefcablh oo Eleyem v edudery wirless
desiee and rofileimAlagers eV Tags, Wetehiify 1Rl ddrforkide SRARIBnent 100 of
incorrectly éot fails to respond correctly) to the .
Figyese |1 Ry 1nband ayirelos commynicationriptpermittaé ieivesznautofile manager 130

; | hent i,cat. ti me del _
and gBfB8Cs PO’ Akdt Fod B BBt F e s Gnty2e, even it

deticere] 22edrict Bidarb withitl 58 bandWireREs témanRMtrahPe §h&Bre capable of
408 prior to repeating step 403 and, if necessary, '
compusinaing gvith, arogils, expnagss olidarip nrbaad e\f;lseleaﬁemr@@umhamon. In this
i | 0 step. 40 i ng._usd,ng _ste
reé;?gdéi ﬁrrgt))/gncgo %tsﬁlﬁﬁ@gcgg& nlé:\cg%lg arégo‘g{%{ Pq%bééfeln P 503411% e’@gméF y1 30 and
authemtedagslsedmdagesirabssakioeat &t osdn prefilé. have correctly
15 responded, until at |east one of the secondary
wi rel ess devices of activated Profile X have

OFALESE), ¥ G000, RPOLRL LERELLLTY LTSI b0, g

corabfuaitation, fhieyi doath BYt bi NRithdnfichied qnlé_’s?'tlﬁé}l hieR® ivyiilif aﬁt-of-band

.[00421 After one or nore secondary w rel ess devices o
wilpjess CpIMUNiGABOR RIRENILY €agedldsa pstremity@6d capaples efitransmitting the
| evi ce be.activated in step.
cor g AR aloh SRR eV T B Rl Wil poie erion to profit
mabygenrolEe OBy Kayimar cutiofbahd &fmﬂ&ﬁ{icﬂﬁ)npgfcfxfi&hﬂ?din one exemplary
automati.cally foll ow ng successful authentication in _
emgf’@ﬁi%bé‘? Qgbstrnge tthaj adqes masf exdengt bevpndethonbanglaries of a physical
i [ [ e ol ngl w1 8l :
o e o ol SRR CAS; RRBanced yegprity from
unawgigorized aceess (- g.efropenngidaringwiirdéssievidey b@side Ase physical location
fLIIus{rate Profile Xl naéige ﬁpnfigured in Sfep 412 d
of Metes) oNARCES FAYAHRECRS Y 8VILFRd Yo FRIUEME, RRtky glose proximity an

 trainiighlsScodRctithht cdin! iRMrgHaMt b@dﬁ&'i(t)%ﬁta;y %@ fBiher enhanced in one

secondarg W rel ess devices in step 4 ' i Cl _

exeIpRipryA9bodigenie by spefigwsingas meftlesmanagef with amlout-pllf-band wireless
Ik eyi ces Alterpatively, Profile X |

B DR S SR Sy LSHBR P e B rovimie

outedf-tnidi wirelesd traneniBsidAr for VHurBbRS Sofd R¥itiag Ssct @lityO W fBfnation (e.g.,
activation of gi.ven secondary w reless device in _

Sec&f‘bvpccléf to PHt‘?f?ﬁb%‘dc%’é?ssﬁEEtfﬁ%éﬂrdé% apbbyresAuitang that this security

' infgtgﬁeﬁ‘ﬂbn%%%ngﬂﬁtedf&lzi ﬁ\ﬁﬁpwﬂ}éless")’gaﬁsﬁ'ﬂﬁg}t liSQg(o Qz&iregfés%.eecﬂ'eci)\?’e'r 154 via

out-of-band wireless communications prior to successful authentication in step 406.

However this embodiment may be flexibly configured to allow a user to program the
profiles so that other devices in the profile are able to perform in-band communication

even if out-of-band communication is not established.

[0045] Similarly, without successful out-of-band authentication in step 406 and activation
in step 410, no in-band wireless communication is allowed between secondary wireless

devices of other profiles that are not included in the currently selected Profile X. Thus,
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[0043] Wthout successful out-of-band authentication
in step 406 and activation in step 410, no in-band
wi rel ess comruni cation is all owed between a given
secondary wireless device and profile manager 130.
refqmming, to efher nptgriiogt Revirmment ki0Q ehviigoamint nd Od-lind  wireless

' . . i n: ‘W rel ess_communication i ) )
co B I D8 G105 3 s v
114y Iel ggis] 20rwhivhehe (BcaREbNEI0GTRBIR' BisWeleele8S SveAGE @8Fices 114, 116

oint 124, even if devices 122 and 124 are wthin
and n14fh rare winitBine 48-basdmirinelest | epmmanigatiomdrange awpaint ecapable of

. pcati i p Li.e:n 130 via . .
coflmpi SHRMILCBNE e 1 e RREE o 0l funicaion. By o
managibg mebfd esyinisiposdibieno issleairthyseadct oy balese devic&f Witk which in-
éLl{Enager 130 and authenticated secondary wireless ,
bapg gerampaicaions &k dearedofyshi Waen multirde seqonggywireless devices of the
sarfle Y 15eSre LRI AN Wit e ElrGu, € f i
y out}-l%ef - gand1 cormurlllll caet Fon, ntg @;w@guﬁngﬁﬁglgkﬁé%g’ closest wireless :
keyhoatte 4 adtrecisaiDéss t hey were within out-of - band
wi rel ess comruni cation proximty (e.g., close
proximty), and capable of transmtting the correct
ent,j cation infaormation.via out t -of .band, . _
LRI LR i T Ot et ——
and itittddagionul, -felverd aimd/of QRIS AP P HeMbhYioydd @ &reate and/or
exenpl ary 15 enbodi nent to a distance that doés not
actpiptce APIIRSy BN Yt MENRB LsvaPble dor gecamplishiriccae of owae iofrihe features
di'sQlfo?]ci,cf‘ﬁe%'ﬁ.St (e.g., room house or office building),
enhanced security from wunauthorized access (e.qg.,
from nei ghboring wirel ess devices outside the physical
| ocation of interest) may be advantageously provided
[004] Theywiiralesy phafilh nodneger PiloMiusirstyd amFiguresahand 0t ialilladtrated as a
- aut henti.cation inf. tion. Security nmay be :
poiiftic Ritbrdiiod YR, SBitem 2 Wt B o oifonk iramiutsy However, it
wilt befundersioog that pr @ireless prRfiROBianiddr inaNbohy 88 of information
Wi reless receiver 154 (e.g., RFI D reader) that i S .
handling hgysteam At IS (&8 orrersonplycompuier.oBB Apr eixi) nthely is suitable for
A4in0f 5 i t 1 §Si,0 r..purposes gf .
o w%‘??nﬁp’gggﬂ‘{“@gﬁqﬁ’ 0 rrrgijtill ?g]nr:h( g Sm lﬁzmoneéegﬁ ¥ |r1f° §/d§ cééaee‘yhetr% herein.
Funhdrmote, iamdl bt neldessotdrtamsatibough tHbdiscidbel Bystdn@dbhd infé¢hods are
d thgt ‘fm[:}i S sec&:ri ty information be transm tted back
SHBEA Wl BsElatogrion sigle Restable, wWiieless @safile apasiager opesaged by a
huthb® udd, @tk oftfer RAMDANhERS GRS PGB NIFGAL PH
sucélessf ul .Oa.l?trhenti cation | R step X‘ég%kﬁﬁgﬁé\f}lgﬁ’é tt a?lsOrle profile
mapageo dhae bt presgntand bopsiatihgy vatnd iagwireldss aetaloridng &nuietiment -at a
. 1 rogr.am.t.he rofiles so. that other devices in the
sinkf? 0 PRAIPRAE: B 5, 6F PoTm AT 54 AP b FATE GaoPGHed By the same
or @¥Refent fise@¢!t mafddRAM it GRITPHLIBRIthA, profifdhafstARhl $ESHerated by a
non-human user, e.g., automated or robotic industrial equipment, automated or robotic
office equipment, automated or robotic home equipment, automated or robotic laboratory
equipment, efc. It is also possible that a profile manager may be a stationary (non-
portable) device that encounters portable secondary wireless devices that move in or out of
a networking environment, and/or portable or stationary devices that are only periodically

activated within a networking environment.
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[0045] Simlarly, wthout successful out-of-band
authentication in step 406 and activation 30 in step
410, no in-band wireless comuni cation is allowed
bet ween secondary wireless devices of other profiles
[0Q4|8h11t \aﬂ]ealmbe undﬁrud@ﬁthanthefm)rtabferz&ﬂtsitaltuﬁl&i}e(@lbﬁ%ortable) secondary
16 refer to the netvvork|n
w“é’!}e@ls rd V%Sr}flllfgﬁfegfmﬁ‘éﬂrreé &oz A BXGTRPARY @P]é(ssln thlsﬁéegard a
secoafaTY Wifsddsk @Bvics n§ i 4 Qﬂhé}q &1 (ﬂ‘fe@)flé Ly %aﬂfll ormation
angﬁgecondary Wi rngﬁess n}:iyew cegﬁ\!?llgr 116 anﬁ%g)
hapdlimeg ysteme oPpmirelgse dsvicTdblge @mwt@ep@mlﬁd@l elverthatf is suitable for

6 _and.120 arevvl n- band rel ess
R brorh? Sy S B Sl Ragmes of
su0h1 H&MCHSOntcllﬁembﬁﬁgﬁér ndB0inMied td)- 19@15%151" E(ﬁil}?[ﬁént office equipment,
commruni cati on managi ng profiles
lab Bf?é%rb’b‘f%llﬁ%el‘éel"é%? QW@e@dﬁdmgycamﬂedi ehmn@liqunpesnt etc. As
ations are desired even
e HONE, Lo B0 ATV 095 e 245! S o oo
of & ypievoakiag anaﬂrd)r&bd:rﬁ ofiatdiven pdrRAbRAGEStARIHARY f5iofille manager or may be
envi r8nrrent e. closest wireless keyboard 104 and
statipfiay. davigss they T@Gwdlwlbmlmedb@ﬂun@e?eéw%mg mronment of a given
I ar.
r{%%* lg)g%él)tg?éggéaer th%gﬁmgfesqn% ?oorutg Per n ve¥hs % %;E@.ry wireless
devies, ewrphay &d ttatianagabe partdblordevivet i that aegﬁ@foldloaﬂylpﬁao%HYthm a
er suitable for. acco Shl a% one or nore of the

“e‘?N@Q%% ELVIropmenf gL g #iVF RY C[RIG mapagep e feeBgyiodic activation of
theeOdrdafy W&B@g@ﬁe\ﬂi&,oaﬁd/bﬂ"}?hﬁ?et ﬁl‘Qn rFEAUTER zﬁs@P&si?olé that both a
~itlustrated as a 15 por eln orrratlon hand
SeCQ?@tﬂéWVﬂfﬂe&Shée\flm m@fpraﬁhombm mayphet euanorhﬁmdeerces i I)r that a
rstoo t hat rel ess profil e _manager

secthdery A AT 81 Ty S RIES o oG Ph 16y Jr i svambeer may
be teelf mcé@d gmﬁl@ﬁfaﬁ@gwl e. £ 08RUAE brofffOMan8é& hhvihB 3k o networking

suitable for managing wreless connection profiles In
CMAORESAer described el sewhere herein. Furthernore, it

wi || be understood that although the disclosed systens

and net hods are 20 described herein in relation to a

[0039NBbrep b ded Rif €hiu di&’l&ﬁ% RA Qhiok @i ﬂgx‘fcfh Eﬁ%&eﬁﬁg%&ude any

human user, that other enbodi ments are po

' msi@*rgﬁfﬁalgy Qﬁﬁgrqg@m obH n@trpm@malmes npﬂaglertorm)yn}hme pl&ssEnt process,

traxﬁplqt ox%@é’l% pegrl%ve og%n?qt%w Cé‘?’eﬁ %h stgreet %sé%g@%&y@%ﬁzo gcgcntt record,

singl e

repdjdhé@rlﬁﬁﬂlepbﬂhhh& AR BGRT 6f Qﬂ@rﬁl@dt% RtelliBerRabE dathfor business,
different users, In addition, it al so possible that

sc1eF51,t1é)'1f:1 q(@trﬁlaﬁggf&alqwt 15 og}yépan@gesbyF o example an mformanon handling

system may be a personal computer, a PDA, a consumer electronic device, a network
storage device, or any other suitable device and may vary in size, shape, performance,
functionality, and price. The information handling system may include memory, one or
more processing resources such as a central processing unit (CPU) or hardware or software
control logic. Additional components of the information handling system may include one
or more storage devices, one or more communications ports for communicating with
external devices as well as various input and output (I/O) devices, such as a keyboard, a

mouse, and a video display. The information handling system may also include one or
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25 non- human user, e.g., automated or robotic
i ndustrial equi pnent, automated or robotic office
equi pnent, automated or robotic hone equi pnent,
aut omated or robotic |aboratory equipnent, etc. It is

mat sbuees spdrhlet bat transpriofdonemimioadRk BBYveBE the various hardware
stationary (non- portable) device that encounters

compPie}- e secondary wirel ess devices that nove in or

~out of a networking environnent, and/or portable or
stationary devices that are only periodically 30

(0650} Wil & ehetMrivehilord nit§t MO LKARSLIENY| Mfgﬁ?{}ﬁ qiiéiZ%Ir?gQ‘la%h alternative

It will_ also be understood that the porta
forgisaspasHia gmbedimeptsrhaxblbedn skawmbsryay of exingds atddeseibded herein.
i1l ust in Figure d.2 are exenplary only. |n
Hepjeh 8L ekt b8 RGBS G5Bl Be baymited 1o the
pavichiar fangRalielosedr Ratheg tBOBVeti& Blb QBAALI RS AKERIIequivalents,
handl ing system or w reless device (e.g., conputer
ang, PRy fallste withimshe sririsand sbore pOthes mivebeor asidefined by the
o R TR0 0, TS o SRSEELT Smuana v

sewher e her ei n.

malyute @tlzed6h vhiioud @dntiifationd dugiok iddepestienB e Mthus M in¥Ention is not

. equi pnrent, | aboratory equipnent, video equi pnent

lmv% Bbli ?Téjy cthRes a“é),mbh%*’?/?@ngq%h%ﬁﬁ’e rtereigt dut Agsltheg em@yi bethde other

corBP¥Bonsd Secondary w rel ess device may be a portable
device that noves in or out of a networking
environment of a given portable or stationary profile
manager, or nmay be 10 stationary devices that are
periodically placed within a networking environnment of
a given portable profile nmanager that noves in and
out of proximty with the secondary wrel ess device,
or may be stationary or portable devices that are
periodically placed within a networking environnent
of a given portable profile manager due to periodic
activation of the secondary w rel ess device and/or
profile manager, etc. It is also possible that both a
15 secondary wirel ess device and profile nmanager may
be stationary devices, or that a secondary wrel ess
device within a networking environment of a first
profile manager may be itself a second profile
manager, e.g., second profile manager having its own:
networ ki ng environment. [0049] For purposes of this
di scl osure, an informati on handling system may incl ude
any 20 instrunentality or aggregate of
instrunmentalities operable to conmpute, classify,
process, transmt, receive, retrieve, originate,
switch, store, display, manifest, detect, record,
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reproduce, handle, or utilize any formof informtion,
intelligence, or data for business, scientific,
control, entertainnent, or other purposes. For . LLOYD WISE

N, 4 ri@ation handling system may be
g@?ggt§§(§6%gﬁﬁﬁﬂﬁ9a PDA, a consumer el ectronic
devi ce, a network 25 storage device, or any other
suitabl e device and may vary in size, shape,
der f orAramatieod of umiagingainitayd c@AfleddiohCs. infétehation handling systems
infﬁénq%ion. and| i ng systen]na¥ i ncl ude nmenory, one or
O PFORLWHPINE FYLEErOBPISINERT keastpne@fit r al  pr ocessi ng
unit (CPU) or hardware or software control | ogic.
Addi ti onal conPonents of the information handling
syst ensigy ouhel-batel omigelessr commminitationagée dmvnaes,in®agd  wireless
or nore co nicatiens, ports for. cqnmunpi cating with 30
ext er nal dggﬁl{r%:eggm%g Sed Iemﬁ ey g?‘f"t‘ﬁg’a?#;?}tcle%%w Pft prypne or more
(1710 devi Qﬁ&lessueﬂc@?roﬁléggmboar d, a nouse, and a
vi deo di splay. The information handling system may
al so include one or 18 nore buses operable to
transmt communi cati ons between the various hardware
conponents. [0050] While the invention may be
adapt aghg tont-shbamliswireldss | cathinafiatsid &) t Gerftinl V@evice profile
forms, specific epbodi nents have been shown by way of
exanpl e an8OYEREIPLRAREEBER: OF 5 However, it should be
understood that the invention is not intended to be
limted to the particular forns disclosed. Rather, the
i nvengmoepmbinationcthereof. al | nodi fi cations, equival ents,
and alternatives falling within the spirit and scope
of the invention as defined by the appended cl ai ns.
Moreover, the different aspects of the disclosed

yste and net hods, may be utilized in various

gorrbi ha¢ imBsiRod ) drim o eplesieiansaid outrpfrband, avirelese neanununication
' P ay . C ' [,ons shown

e Ry R D R LB . one. 10

WHAT IS CLAIMED |IS: LLOYD WSE 1. A nethod of managi ng

i n-band connection of information handling systens
configured as wrel ess devices, conprising at |east

one OThd mésdadoO8him?T1; REMAPrivhE %eﬁégingqméﬂg %}élé’ﬁ@ dofinection of
manage in-band wireless connectio f sald wreless
oS P B o eaid awirglesssdeviges hased @nleastén qrartnwr ene or more wireless

device profiles by:

creating at least one wireless device profile by negotiating out-of-band
authentication with at least one wireless device of said wireless device

profile using in-band wireless communication; and

activating said at least one wireless device profile by authenticating said at least
one wireless device using out-of-band wireless communication
communicated from said at least one wireless device.
4, The method of claim 1, further comprising performing device configuration

management using out-of-band wireless communication.
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wi rel ess device profiles; or 10 using out-of-band

W rel ess communi cation to performdevice profile
configuration managenent; or any conbi nation theredfLOYD wisg
15 2. The nmethod of claim 1, wherein said out-of-band

wi rel ess communi cation conprises radi o frequency

ident i Thecaiethf»ﬂ ¢fRElaID) G sRpRishat pé}ﬂ)rnaﬁ% aevfcr%‘ Z)rmte heds guration

of claim1, ri.sing managi ng in-b wre
58?'%8%‘79?‘3#5% rEgHE_ band Yisglessoforymunicatione| ess devi ces
based at |l east in part on one or nore wirel ess device
profiles by: creating at | east one w rel ess device
profile by negotiating out-of-band 25 authentication

i th I 0 wreesdewce of said wreless
évi ce hepﬁ%ﬁ?q 8P§l§1nhé * YL AR YRE Boyidingyrthentigatiemfor in-band
awitklers Coimelti oy oSsHidlwirklek £ASice? 'Bgse\ﬁ"ornj! ?ﬁﬁnﬁf o\@sg% eslgss devices

g)roflle by authentlcatlng said e wmre
ke aﬁ&‘faﬁgg dbtleast opamdreldss deviss fomahmmidowiréless Enection when
(oY i e al dat | east one el ess devi_ce.

FAOTHC! K8 tnt CRMREL efloer B rPtotind | aipl vt ofband wircles

semfrunivatign deminuaicard g sal |a0[bast'@1@%%f§s@tdevﬁkn&d herein said
outt%f nﬁ]and Wi rel ess comuni cati on. 20 hod
QH-¢irbang, wire IS mEHEAt S8 a8 s oMM dRivatiom rangd thaeis shorter than a

cantuavsa e AR LR M Bf 0T, 0

conmmuni cati on. further
conpri sing providing authentication for in-band

W rel ess connection of said w rel ess devi ces based on
proximty of said wireless devices by only activating

at | e7hé MeBoW 6IcRSS JSVifiRer -
connecti on when  sald al gg%rt ggﬁgﬁmng %él\é\ﬂé)hﬁ'l Qa'i'ds wireless

%Flﬁ%tfﬁnl dteepny Shidg W)lmleﬁf deeines wisirg) ems id®and w1reless security
ghpatlon communi cated fromsaid at | east one
'r :ess devi ce; and wherein said

8. The method of claim 1, further comprising using an information handling
system to manage in-band wireless connection of said wireless devices using out-of-

band wireless communication.

9. A method of managing in-band wireless connection of information handling
systems configured as wireless devices, comprising using radio frequency identification
(RFID) communication to authenticate at least one of said wireless devices for in-band

wireless connection based at least in part on one or more wireless device profiles.
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10

out - of - band wi rel ess communi cati on has a comruni cati on
range that is shorter than a comrunication range of

said in-band wireless conmmunication. 15 7. The met hgthyp wise
of claim1, further conprising controlling in-band

wirel ess connection between said wrel ess devices

usi an in-band wireless security mechanism 20 8.
Thenﬁﬁlﬂ?}ho%f’fa{]f“ﬁ?m%fﬁftﬁ?rmﬁl%npri sing using an

i nformati on handling systemto manage i n-band
wirel ess connection of said wreless devices using
out -U§fg MdRdcommediespndomminenteate afirst 26s8d wiretmss Hedcaffor in-

managi ng,;i_nsband wi rel ess caonnection of. infqrmation
handri ng BaB3 SRSV L b PGt SR ASigihiSag it Sevidss: and

. conprising using radio frequency identification

(RFI'D). communication to authenticate at |east one of
sai dcryweessi fswiglgsstdsvicedobianehndwiired¢ss senmotioe etitheaid

e oe SRR PRI o B SR B S uing
conpri si Bgid dusoNgarFivPeleonaBniinGalchdh;t 0 authenticate a

first of said wireless devices for in- 5 band w rel ess
connection with a second of said wirel ess devices; and

- act iMAtdiRgaid MDfdoﬁﬁﬁux}%artﬁégﬁglpgﬁé@ 1%3115 ggm%géiggtgig\/l?eé\geen an

11.

Co

ba

12.

W rel ess connection w second wre

af t er saiRFIDitagassotinel edath e fiese wilaasitideed arlednERIFID reader

usi n sai d out-of-band w reless conmuni cation; 10

vvhergi n &550qiakgd Wtk saithseroad trisiese drpee:s@d RFI D

comruni cati on between an RFID tag associated with

said first wireless device and an RFID reader -
ass odiestie spidinthioregmpaid 8EE0 rdmmurstation hdey ceamuaidtidibrange that is

wher ei n sai erein said RFID co nj catiqn- has a
cormulni cgﬁﬁ!”‘g%%%g@'?’ﬂg%‘c?%on 2ReT SE%J‘” ‘I‘?;ﬁm wireless

comuni cabingfinicange of said i n-band wirel ess
conmuni cation. 20 11. The nethod of claim 10, further
conprising controlling in-band wreless

The method of claim 10, further comprising controlling in-band wireless
nnection between said first wireless device and said second wireless device using an in-

nd wireless security mechanism.

The method of claim 10, further comprising:

creating at least one wireless device profile on said information handling system
that contains the identity of said first wireless device by negotiating RFID
authentication with said first wireless device of said wireless device profile

using in-band wireless communication;

~ activating said at least one wireless device profile by authenticating said at least

one wireless device using RFID wireless communication communicated
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connection between said first wreless device and said

second w rel ess device using an in- band wrel ess LLOYD WISE

security mechanism 25 12. The method of claim 10,

further conprising: creating at |east one wreless

devi ce piiofn $aad Grst saiettss dédcermt saahsehambivirassdsti@mnd activating

t hat cont ai the .identity of said.first wreless )

devi ce b)?alﬂg%%}twlﬁfil?sﬁ GPQIEF%” 13{heRd Miteless Fonegiemwathsaid second
first W keleRSs dSAVE §RerQhidbOwibIES @I ede¥ i RuRL! | ©

30 using in-band wreless comuni cati on; activating

said at |east one wreless device profile by
“authenticating said at |east one wireless device

using RFI D wirel ess comuni cati on communi cated 22
131 romhe ahethdd o$icla € eaficdRY54€ R WRelsSBEARE is authenticated by

W rel ess device, and activating said first wreless
cogayniatipg idengifipgiinn inferaiatien frammsaidt atosastiank faf evireless device to

ge 2 S Vi af t er (d first .wireless, .. . .
s e\%‘fggggdi i%lgﬁe% ﬁe(?letvig%atuggj.g g&fiis_ e BIREHCBN: | %y identification
infohmeatiinn ideaiifyidd rsaid virse vifsesd eddvee; | anduhhienthi Cab@ddBtification
._comuni cating identification information fromsaid at
infprmationsQe cqrieSRending dfigidicaern drformpatiogarentaiaedrin said at least one
withdsCligdce (I8HleCsh {43 QlonWiteREL Ryg@muni cation, said

identifrcation 1nformation rtdentifying said first

wi rel ess device; and matching said identification 10

information to corresponding identification

information contained in said at | east one wreless
14deviThe itk JfR 1R BakaRpERngithd-el ess device. 14. The

nmet hod of claim 10, further conprising: 15 creating

two or nore wireless device profiles on said

i nf i on handling ,syst el first .one of said two

or %Q@ﬁ%&% re%%red%\%?l%% d:ﬁ?”g% Pfozféesc%hiaﬁm?ﬂfgﬂapﬂa han&lmg system,
i denti t yadifstoae of fdid $wo ot metEewheld@Victfe ROHleRcGREAN the

one of sajd.twg or nore. wreless devi ce@gr ofiles

cont ai ni HGNHHOTisadisY Yyirglessaeyvicer andg sesprs enedefisaisetwo or more

20 ‘choosi,pgeds flvisd pr%[e@lcSﬁin%&gﬁnL: li(?ﬁ&?lty S& t%irtdvvvff)lre%ss device;
nore wireless device profiles sal ’
choosing a first wireless profile of said two or more wireless device profiles on said

second wireless device for activation; and

activating said first wireless profile on said second wireless device by
authenticating at least one respective wireless device of said first wireless
profile using RFID wireless communication communicated from said at

least one respective wireless device to said second wireless device; and

activating said at least one respective wireless device for in-band wireless
connection with said second wireless device after said at least one

respective wireless device is authenticated.
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second wireless device for activation; and activating
said first wireless profile on said second w rel esgQyYD WISE
device by 25 authenticating at | east one respective

ideless _device of said first wireless profile using
R D ik R B Rt Rt iog AR EERoRY DG Soorepriing  frs
liefosiatdsrehdndipg Sy stte cHhfiRh &P HERIFED chbRniichtidh ¢& HQnage in-band
w rel ess device; and activating said at | east one

rEEPEE1GOVREGHOR P 09§ Al an9re thiagrinfommptierd hatidliok egste®® configured as

I QALY ' ond, wi.rel ess device after sajd .
SPERE, Vil Moo TR R I B BT APE S & o wiblels device
gueofilemt i cat ed. 23 15. A wirel ess networking connection
managenent system conprising a first information
handl i ng system configured to use RFI D comuni cati on
to manage i n-band wreless connection to one or nore

her -inforpati an handlLing systens_configured as
ggt:on &Fysy\ifg?rblogs%ala‘e Pc e{?Hkéﬁl‘ggﬁrSF apformatipn hendligg system is
QBgfigired®:e W rel ess device 5 profiles. 16. The
systemof claim 15, wherein said first information
handling systemis configured to: 10 use said RFID

conmupi : Jcat J one secondary .
i rol oag T RO o bRl & S G2 3 B Rud Sranogty dyireless
sai d first devitoforanibemd wiralesd ¢ongecivatvard saaderst iformation
activate said,at | east one secondary w rel ess device

for in-bandaii@s¥sem: ehnect i on with said first
information handling systemafter said at |east one
secondary W rel ess device is authenticated using said

RFI D 2eb@Asfitaitleashonesscopiaremvitelssy deviel for in-band wireless

comruni cat | ' : i i.on _betwegn a
R D 1. aSo e AR RS EA Hre AR LRkl R RIE, M at leas
Wi rel ess dew¢ seeonduly wamelcdR-i&iceciadeatheatsaa @irgtaiti RIID

said first cérﬁ&%fggiéﬁn handl i ng system and

wherein said RFID communication comprises RFID communication between an
RFID tag associated with said at least one secondary wireless device and
an RFID reader associated with said first information handling system;

and

wherein said RFID communication has a communication range that is shorter

than a communication range of said in-band wireless communication.

17. The system of claim 16, wherein said in-band wireless connection between said
at least one secondary wireless device and said first information handling system is

controlled using an in-band wireless security mechanism.

18.  The system of claim 16, wherein said first information handling system is

configured as a profile manager, said profile manager being configured to:
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25 wherein said RFID communi cati on has a comruni cati on
range that is shorter than a comunication rangey Qfyp ywise
said in-band wirel ess comunication. 17. The system of
claim 16, wherein said in-band wirel ess connection

 bet FESH & dsagt oppegendapawirelgpedeyéesoprditeyonniaifiess mformation

cont 1 of | ey Shal HABATTIh MolE G salfheigfSl 0 defondary

mechani swirel8s ddviee by aégtiatihg RIFADMuftntiddidh&lith & & least one
first informgtion handling systemis 35 configured as

‘a profi | &GrRAZYeYeleRidavise of Faid seranderarwindessglevice profile using

conf | ur Glyhi whthel! &k fudtad fagsq Oe secondary

wirel ess device profile on sard first information
handl ing systemthat contains the identity of said at

| east .one s cgndar W rel ess device by negotiating o
RFI B FloEESt B° HCPPIAEaMarcsass fevse Pows by awberdisaljng said at
wi 1 el ess jdevéiie@e@indad) JirsIBSOR A M IBF 85 %98 &Snm nication
profile using 5 in-Band w rel ess conmuni cation; and

act i vat e cemimiingatelddasy sodet RegandaegondaryeliedsssdieVice € said first

profile by. authenticating said at. |east one secondary
wi rel ess‘%f8w%é)“3§?§1¢“ Bhithe pebating said R ieast apg secondary

communi Cafigtkst BOESRYr ¢h-Bind \%ﬁf@l‘ésso&ﬁmgﬁﬁﬁlr\gﬁﬁ YaidMit 8L &8 fnation

device to said first 10 information handling system
and act i bardling sysicm adier saadiatt learione econdanyywvirakss dbeiss is
devi ce fgﬁthie&'ck%% d wireless connection with said first -
i nfor mat fon - han ling systemafter said at |east one
secondary wireless device is authenticated. 15 19.

The system of claim 18, wherein said first information
handl i ng systemis configured to authenticate said at

19! eagte oﬂ@te%?%‘?na@ir fr’?ﬁtr\?il&%&l QSM' bifst b%gorﬁ% 1§{i1 \S/li)ﬂrr]lghgg system 1is

identification 1 nfor on cofMmuni cat e

confgustd tormethsetomel saig at 1265t wie sdcosdarglevitetestdovisabg i rst

i nformati on handling systemusing said RFID
conmuni cation, said identification infornation

| depdceivirignidesiaidtiah idf@AsHioR Q@mnﬁﬁﬁ&%&iafrbfm%f;deit ?e%?t one secondary

device; and matching said identification information :

conmuni cAMskEss denesstaisdiddirs) infrmatioe handling system using said RFID
communication, said identification information identifying said at least one

secondary wireless device; and

matching said identification information communicated from said at least one
secondary wireless device to corresponding identification information

contained in said at least one secondary wireless device profile on said first

information handling system.

The system of claim 16, wherein said first information_hand-ling system is further

conﬁgﬁred to:

[\
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25 secondary wirel ess device to correspondi ng
identification information contained in said atllO¥RSYISE
one secondary w reless device profile on said first

inf'ol mati on hapdling system_ 30 20. The system of'

cl aflAv Brealippieivg ARere ssasdaniwieless deyicetpapidics o said first

system i §ehiiidfh ncﬁﬁ’&@ygtléfngg g’fr% ordf %1!19\}0' F G gerlon%ary

two or nore second ary wre evice profiles o
first i nvoelmss doncehmnfles egntaysietie idenfity of sabht leefst 6ad d

two or nore %Scond%s%/ w rel ess deV| ce profiles
figv

cont ai ni HFOPHEY Md& 16> and 2 gechnd qus of sgjfl gwo or more secondary
secondar yiMiek£i85& ﬁ@ﬂle§ %on@ﬁgnf‘th% CEQMey one eQF)nc? &cndary

two or nore secondary 5 wireless device pro?

cont ai ni wgretehsadfwmmhattly dlfferaltscml’mniddsaebastahaeyecondary wireless
wi rel ess,device that is different fromsaid at |east '
one secon%véﬁ? wireless device; allowa first wirel ess
profile of said two or nore secondary w rel ess device
profiles 10 on said first information handling system

t o lovendisuvireess acafile af sa iW@nUmoamelcvra{taey waelts§ dedte profiles
Wi rel ess sgid fir |nfor n ha

oyt em by 5ot MRl b SR I h Bet Ry et hion: and
secondary wi rel ess deV| ce within said first wreless
profile using RFID wireless communi cati on conmuni cat ed

15 $9tyAesaidfingt Wirgsstprafile anesbbist indomestion dardling system by
Wi rel essatﬂféé’dtfcgmiiﬁ;atslgdsgoxﬁé 1%§é‘eclt10£ Q&%Mr w1re‘rflesg d{:wgeéwnhm said

SySt em and actl St on resp
secondar fjrs‘t\/wllelessproﬁmlmm RBID mrirehan dorthuﬁlcﬁﬁGn commumcated

connect i n W tgngal d first .information handlin
system a f”é‘rsa cast Oqeééﬁe%ﬁeeserc@%‘éﬁélét"‘flﬁﬁées§é%‘d%lﬁ’r%?ld first

wi 1 el essindeit 68 n hin ARG BEMC 8P4k tivABn2Eaid at least one respective
secondary wireless device for in-band wireless connection with said first
. information handling system after said at least one réspective secondary

wireless device is authenticated.
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