15 August 2003 METHOD AND APPARATUS FOR ENHANCED AUDI O VI DEO SERIgGESO0BTH
VWATERVARKS AND ASSOCI ATED- DATA FI ELD OF | NVENTI ON Thi s di sclosure rel ates
to audio and video and to enhanced audio and video services, such as
pay-to-record or. pay-to--tape, 1in, e.g., acable television system direct
broadcast satellite system or public conputer network (internet).
DESCRI PTION OF THE PRI OR ART Sone net hods of controlling copying, or
preventing SEETHOD ANPWRRGRATTS VG GENIBINEDARUBLS Pviont Ao MeEST§RkK Tely
on the recording device twherRRlzakseanpdaswdErAmk pheat he vi deo 1mage.
Watermarks are well known in the digital video field.. Watermarks are

si gnal s-enbedded in an otherw se conventional video or audio signal that
provide a unique identifier and thus discourage or prevent unauthorized
copyi ng orfléébJH%ENVEuﬁI@Nnark is not apparent to a person view ng the’

wat er mar ked simgial dibByicdrd i dete QR | circuitry.
Preventing_or, controlling co Sﬁ%ﬁ“é‘lt?é? Eée%fa?t ?{18?233%{3 é‘@%;ﬁff ieé’?i;'tmc‘eéi

i nf ri ngememto ARV Edent St GG shubreh F PaTderFecerédor qpeso-tapa,
"gener at i oital "e.gont aotalsysttabemieion sPEE&n HidRRELESRNEALL ?’é@glﬂgée and
a no- nore- e‘?ns'@&clﬁ b o siate. the £9 |\rll\§é{on of first and second”
wat er mar ks det1 et Ra"ho: norBUESpi BEEYpy ternek) whil e the ori ginal

wat ermark defines the one--copy-allowed state. (Copying here refers to

use of a WHERRIPPEN' &S Of:f rPquthg.go disc recorder, for instance.) In a
television syStTemwthn a arqgitar caple television or direct broadcast

satellite set COFHBRERISYBOL cPRE301YiRg Ffopyisie TPpT PYeveIEt iser sakiabpyi ng
of video comteny, ofiniied heceetBli aéneanidles JARKES. NG ARPLAPLLE! © State
change frQp Q.ggﬁﬁo?g‘-r@clel QW %ﬁ no- nor e-csl:o ies during the recor pr ocess.
However, it does Rot. easi 15 affol PEToH ergark P dthe cHidece inpgee
records arf@tgamaris|grecteldr dvvvndin the bHigdtal video field.

' Watermarks are signals ewbedded in an otherwise conventional

' video or audio signal that provide a unique identifier and thus
- discourage or prevent unauthorized copyiné or use. The
watermark ie not apparent to a person viewing the watermarked

" signal, but is readily detected by appropriate circuitry.

Preventing or controlling copying is useful to prevent

copyright infringement, and prevent distribution of
unauthorized copies. In a “generational” control system where
there is a one-copy-allowed state and a no-more-copieg-allowed
state, the combination of first and second watermarks define
the no-more-copies-allowed state while the original watermark

"~ defines the one-copy-allowed state. {Copying here referé to
‘use of a video tape recorder or video disc recorder, fo?
instance.) 1In a television system with a digital cable
television or direct broadcast satellite set top box (STB),
this type of system prevents serial copying of video content,
gince the compliant recorder makes the appropriate state change
from one-copy-allow to no-more-copies during the record |

- process. However, it does not easily allow for a paY—to-récord

feature since records are generally not provided with back
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15 August 2003 channel and conmuni cati on nmechani sns for reportispggpstr2obase .
choices to an accounting system To inplenent a pay-to-record feature, the
STB needs to control the state change rather than the recorder controlling
,the state change. The pay-to-record feature thus allows a STB to output

video under conditional access control with three possible payments by the

Vi ewer : Nodaaﬁﬁgptané henmQRASY s.not_allowed to view or record
the content: l'evel of pagt?r{eon e ﬁl\égé%ﬂguﬁ%lf TPH Y ORI ew t he

cont ent, B’E}PIF%Sn'iﬂ 3 ReFRENEG @df@rtéml t. Different (higher) payment: the

consuner can bord idpawmend 56&%‘4;&_&% 62/t £01 i S ssible to use
the STB-to Ergfg:e t he,  secon vvaterr?ar th%]}r/g]e at(r%léa E"Dltﬂégacg"%) i%Sues t hat

prevent ‘wi gespr Rad K SHPFEnchitnos E@ﬁhérsyé?’énﬁhesrmﬂoﬁfidéal Fontxdicking s a

| ar ge i nst-&ht eglt dtas ehanfye STBEhaMpiagh tdor88brd ngégﬁgreattgutahglig@éu J &g

features tQOaJJ‘[l tt‘;llg vﬁ] %Id waternark.to be added. |f a copy control

system were introduce L R i ci}ﬁtté'PllraY’kt?dPhRﬁﬁpy .

control i nPSq%’sblet REyTERES dyy Qxhenglewasunm& payidhtSTBReWebhduher t hi s

feature mwbﬂem)dll%eaf:&agfmée%ﬂt 893§ SONSUIRLS iR “'gg Q%%“”ab' e to make
e

copi es at i\ An alternatlve nmet ho provi ding Bt r ool
features us8%eh Of PAYEENt: fthe CeBeupereis sakl awefhtogvaphi the camisat:,

(nunber, ubuvaliy rot blbhewyd ftd BecWEChLl S KA Fd Rl Qh%%h&P %I .ons
channel asggpg @c}:}%m‘é\ﬁ:th tgg"é’h 59 This ticket uses ryp OQraphl C
features t0 maintaln a Jir¥-BRY FRRWt \Fheosentayt f uiftilenstaie wel |
known to t bl\'ﬂerthuSe Nt STEr gpt DOt Apdice fﬁlﬂ @eaaddlﬁ&ié’&?aﬁ class of
transf or negméd) driae wpE FRY f n reI ativ asy to
ﬁgﬂ J.Stcf'ﬁgg {‘.Hgt é\ﬁ;en% g re??‘ ﬁ#ﬁ%PéS

conmput e but s}f ni fican to un or tevel
X it is ed®Y1 & SXFEGRat esﬂe(csa)ficaéwvetrhe:ga vien af (Layget instadiYed buke to

corrputﬁ X . ofA\ STEsOKtlé eh Odd agit rl@tchﬁoP&‘@eC&@’ I oved Plalfral (WALELOBrK
nust then defect A8 GOLLEH AL S ge gééé)cg B (r):\é:wp}rl control system

were introduced which used such a second watermark for copy

gi ven

control in STBs, then the exlstlng consumers with STBs without
this feature would be dlsenfranchlsed those consumers would be
unable to make copies at all.

' An alternative method_of providing these copy control
features uses a “ticket.” \A ticket here is a cryptographic
counter (number, usually in binary form) which is carried in a
communications channel associated with the video. This ticket
uses one-way cryptographic features to maintain a play and
record history. One way functions are well known to those
versed in the cryptographic field and include a class of
transforms with the property that the function is relatively
easy to compute but significantly harder to undo or reverse.

In other words, given x it is easy to calculate f(x), however
given £(x) it is difficult to compute x,

A recorder detecting the one-copy-allowed state’s
watermark must then detect the correct ticket prior to allowing
a recording to be made. To convey the ticket from the STB to
the recorder, the vertical blanking interval (VBI) of the video

gignal can be uged as a communications channel., However, this
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a recording to be nade. To convey the ticket fromthe STB to 15agustcooger,
the vertical blanking interval (VBlI) of the video signal can be used as a
comuni cati ons channel.. However, this -2 15 August 2003 has the

di sadvant age that sone br oadcast MPEG encoders (video conpression devices)
do not transmt the entire VBI. Alternatlvely, the ticket is inserted in
t he actlve [&-;areq, such tg It |n t he oversoan ar.ea of ol der
TV's. 7 UIP &Y § ?/a?ﬁ% Waﬁﬁlgpﬁﬁt%n%%@erﬁ)e(m by
the vi ewer @dﬂnpﬁ@\ﬁldﬁ/'c&v(ﬂﬂ:éﬁbngdﬂﬁﬁ MR eRERN L handnt hus vy, be deened

obj ectiona%f by the onsggg Yet _another. nethod of conveying the ticket
is to actiVat e TG Y abbcket s‘cﬁa%geﬁ'ﬁ:e@hénaﬁ}aﬁoﬁc%‘fﬁ -RigpyAneg

protection wﬁ,emtmlgnmlas tlﬁ gonineyeite WivedskaamréAng agr Sdit iTeapyi ng

br ot ect - on “SrERgE. HHi BRS e Cothaatatuney Mok Pack G b seey.
Ryan U.S. F)atehhe m@mmos) nEITélrsTV'rms(Hah&n@dmaﬁéag‘eeiMme@ﬂﬁ Itm,gxsd}nglyt al
recorders pe autorratlcally delete this form
of a tlckef’m:'p st nce %%gecgio%% gcﬂ\érhc?/ “REFVRY: - However, ‘to acconplish'the
appropriate cont¥ed] Wh@!“ m*ehcsrsaﬁ @qmmeﬁrsngh'ahgetsm]eaﬂ higs $.'EBa$:tI1ﬂheéna|
sof tware. - fy %&.m%c%a%sée a%&é@a‘ (HalGeC ?‘ﬁ‘é‘%% 5@%&; @oegpe { Qagkating STBs

over, the air or-cable, mar i ner

circuit) mﬁyﬁ?e@bﬁéﬁﬁfﬂ& £ eComeRs G’\/l’-’é‘tﬁﬁr@mp Gralny copiqwopydati on
pul ses canpreaeict1dpPELRRATE Ghere HRURYET ¢ eé%&%ééﬁréﬁ%fo%b%%l

sof tware %?1% been i nsta %r etgjocPer manent | y i n the S cannot
nodi fi ed. EnESRY nBTRBHSE U FreFFeri HEieh (v ctomeigird 1¥nodi fi cat i on
to the cabayailaﬂniat:eals@&sw,steelg heag‘aend sorpdtnt snfdoyase3hQ prRYsde a

way to intgeduegat BevLL HYO L8 r s 498951 JY S odifi cation coul
undesi r abl Y, cbe qﬁl tevexe %leve g?%"tl%i O SHETS £EC ?Feﬁg‘;’se
oper at or . ype automat:n.cally delete this form of a ticket,

since they fail to record the VBI. However, to accomplish the

© appropriate control out of the $TB requires changes to the

. STB’s internal software. In some éases, this software can be
downloaded to existing STBs over. the air or cable. TIn this
wanner the encoder IC (integrated circuit) whicﬁ generates the
Macrovision Corp. analoy copy protection pulses can react
appropriately. However, in other cases the'internal software
has been 1nstalled permanently in the 8TB and cannot be
madifaed

‘A1l these methods of transmitting a ticket requiré
modification to the cable-TV/satellite system head end cohtrol
software to provide a way to introduce the ticket into the
video. This modification could undesirably be guite expensive
to the cable-TV or satellite system operator. '
Published International Patent Application No.

PCT/IB96/00592, published April 10, 1957 as Internatiomal
Publication Number WO 97/13248, discloses an electronic

- watermarking scheme that works at a high level in the hxerarchy'
of an MPEG source signal. According to this scheme, parameters

. of the MPEG gtream such as slice boundaries or quantlzatxoﬂ
matrix values are altered in a manner unlikely to ogecur at
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Publ i shed International Patent Application No. PCT/|B96/009925 Aughki zjved
April 10, 19.7 as international Publication Nunber WD 97/13248, di scl oses
an electronic watermarking schene that works at a high level in the

hi erarchy of an MPEG source signal. According to this schene, paraneters
of the MPEG stream such as slice boundari.es or guanti zation matrix val ues
are altered in-a manner unlikely to occur a '-3_ 15 August 2003 random

and in sucCkREIBsAHh Mhatltihe KREOLREr khpE Bhet Vrtgruatly ig S SdiaHdu

si gni fi cante td3s€ o 1h@f fOIdni Fi@NnEORYanBEOEERY | OfEdit, Prioid deghby t he
MPEG standard may al so, be used, in conjunction with this schene. ubI | shed

| nt er nat i VPPt ERR ipIpeatidad Ry, thpdiPBfsatandes] Wb dldtdavmsers

1985, as | esdipfiiidion witipldGat i-eReTber WO 85/ 02293, discl oses an’
anti piracy devi_ce. The deV| ce incl Edes a detection nenber for detecting a

mark signal i id&tishedaat cRabeny HpebbcEE Nivich may  not be
el i m nat ecbcﬂwmﬁom I (iﬂﬂilqn&he@ ﬁa&eﬁﬁl oms@@nbsé I erfi8RGdINg at | east -

one digit i hscri bed the sound track, a retrieval

coded ness ge a so .
nmenber fogp"?'}ét"r‘?ae“v’t Iy Sr*@ggaée déﬁal%%‘ﬁsa’? SntdpifE gy davice.
inhibiti n@ﬁ&&i@a@&@liﬁlﬁés q{ &erxzaet&aﬁem@ﬁsbértﬁéﬁ\ﬁaﬂié&ﬂuy:% ‘x‘c@fr]@s a

function of, th r Ki n and .the code rressa PubI| Eur opean

Patent ApptisRit %1 d&‘a ﬂgﬁégbﬁ soungdy, F§ﬁ’éd°g®u‘§’td %8“’ b ST cation

PO | EP S)" afrt IR -eA% mirdite] @Bﬂﬁn@; i gupmicdaimﬁmm&?&mmewwlm ad
e u n | t t nal s re ne

r ef erence@t&ttugﬁmar%\i(?%t g’i c‘?rdtﬁgh gﬁ}f %%8?1% ‘}% ST é&s&&nﬁ 3%530

plural ity ia¥ thief fegramt ﬁmcdcr,mr kedatiavah mewmr@u'tmtmi&ﬁm (tl]ajd@duﬁ

unit, | and o iRIRL MY WRRR 160G ofRKLERY(OF LiRANLLA WH LR,

S|gnals wat er nar K dat a I|e rom the wat er mar tlon out put
unit. SUMGER¥Re tape by a television receiver as a function of the

marking signal and the coded wmessage. L

Published European Patent Application No. 98103047,
published Bugust 26, 1998 as publication mo. EP 0 860 992 a2,
diecloses a dlgital data encode system including a £ield
Judging unit dividing the d:.gital data sigmals by a
predetermined reference, a watexrmark data selection output unit
for selecting one of a plurality of different watermark data in
Tresponse to the field judging unit, and a watermarxk insefting

device for inserting into image data signals watexwark data
supplied from the watermark data selection output umit.

SUMMARY
‘I.‘his disclosure is directed to use of a watermark together
with congumer controllable informa.tlon in a television (oxr
- audio only) STB to provide pay-to-tape (or pay-to-récord
' generally) control. One embodiwent uses the existing video
line 21 (in‘IN‘IfSC~TV) extended data service or.closed caption
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This disclosure is directed to use of a waternark together W thAceGSOBS
controllable information in a television (or audio only) STS to provide
pay-to-tape (or pay-to-record generally) control. One enbodi nent uses the
existing video Iine 21, Ui NTISC TV) extended data service or. closed
caption 3a 15 August 2003 protocol to hold a ticket (cryptographic value),
and a V|deo mar 0_]j ontrol I n f .videq bein

prov' i de(PrclﬂP ﬁ?ﬁﬁ ng§7&5%t¥dcfmr?9§3€ﬁ¥ %ﬁ]ﬁ e, t?%eﬁaﬁllgeo

addi ti onalwefteaa:trwreﬁ t&U§hlﬁ61pageﬁtcrd1apmp@rlngayftﬁxd@mfed,nge\pe:bvmadsyst ens
with prior art | n.addi'tion, .this roach has the advantage

STB
that exis ega%)ifﬁrmggtlé?lﬁi?ré T SR ﬁ‘e%mé%g ﬁ\ﬂleﬁan‘(?npr essi on)
encoders @a&ﬂnajﬂceadyfeatanem t stdh sad gy -tfo -taper omtpaon-: tdieneend, newram

changes ang, SAUMERG:LR bFosYaLeORIahOkutel NEAIAUUME. dide

accordance WI one aspec i nventi on
control i r@m@@gﬂhn@aéf theva@"é@msﬂl@maihats ediistiog echbld 1 TWORE aad!;@dilﬁx’eat , .the

met hod i nelyudes, HReqaehs ﬁ{’E Sth?&ﬁr%‘ééb%io%z ULE8S-S ! 4nal C?la:%ta |d| ng a

wat ermark i'n the video sig provi associ ate n a

pr edet er mtFERIEEat-hdf EYPet‘Pl% infrpadiigal | Henee astigigium cdhaggrs BBRng

rel at ed tQ:etdiﬁre\é\laﬁzerﬂ’ﬁéksjrﬁté’mmlﬁi%lt‘iffnsn%ﬁfﬂﬁé‘@ﬁictdﬂé accordance w th
anot her aspect of the Qresent i nventi on, agﬁarat us for proce55| ng an

i nput- vi deo si gRaPCFBTIRRAR G ‘%lﬂﬁee&\fé’ﬁFtcaﬁ B RS dmyeRtirg. -
di scl osedmelthodnef eah@ﬂelt&tﬁg ddmaa@owahu&idecls@rala i%e@isﬁiﬂgéétor a
hash functdo e cou t LV see ener at or
and out pué:hr g”?%l &ga a, gt vvat‘rée%rl?a%g&gﬁ@aﬁfo? &F&pﬁ Fb‘ppggéﬁge t he
seed and gbﬁevéﬂmasmzt@lmwmiddimg lme Waterdarianth ttheevicict lsdégualer mark in
a_pi CLUr e ol b6018lnd esaddiiied I6lta, 18] B raa@gypmagoao%weﬁ' ofoupl ed -
to transrrﬁi t resu tlfg ata and wat er na receiver,
t he vxdeo signal,” the associated data being reIated to the
‘ watermark in a predetermined manner.

In accordance with anqther aspect of the present

invention, an apparatug for processing an input video signal-to

control subsequent copying of the signal is disclosed. In one
embodiment, the apparatus includes & seed generator, a hash
function generator coupled to receive a seed from the seed
genexrator an@ output resulting data, a watermark genefator
coupled to receive the seed and generate a watermark from the
seed, and to ewbed the waterwmark in a picture portion of the
input video, and a transmission channel coupled to transmit the
rYesulting data and the watermarked video to a receiver, the |

- resulting data being transmitted other than in a pictufe' -
portion of the video. '

In accordance with yet another aspact of the present
invention, a method of processing a video Elgnal having an
embedded watermark and associated data so as to prevent
unauthorized copying of the video signal is disclosed. In one
ewbodiment, the method comprises the acts of determining. in
response to user input, whether recording of the video is to be
rermitted, the determination being wade by a copy contxrol -
system at a destination of the video gignal, and only if
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resulting data being transmitted other than in a picture- portsgugaé Jooe
video. In accordance with yet another aspect of the present invention; a
met hod of processing a video signal having an enbedded watermark and
associ ated data sp as to prevent unauthorized copying of the video signal
I s di scl ose@cok®igneise L PR ri he act,s of | .
determ nin in. rggpong‘ggﬁ% use"r %ﬁuﬁﬁﬁ%@ﬁgﬁﬁg?ﬁr 8%%?’8#%3% df“ﬁ@ 880 is
to be per et ¥ddecr HégnRl &hYii e | AP b sIongrmdeyiszem copy menbraingsyst em
at a desti pathapieh bhecNé depisd Wy a lyesf -4 15 August 2003
recording is permfted, transméc%ti .élatlheﬁggggg)é‘i%fj@d Héf"ﬁeavﬁt ﬁ]t“et he vi deo
si gnal by VRESEBRYKCBAF 3| PEgddtamisesd redetdonghipeebanhsmatothgryijdeo

si gnal desBhgati on, wherein the waternmark has a predeterm ned relationship.
to the associated data. In accordance with yet another aspect of the -
present i nvent¥BnRCECE@NID X Yebr apothert aspetd 6ft eheVhEeAsne I ecei ver

i s di scl oseflvehPi®ne £nhadi S ~box ._includes an, input
term nal ada ?edlto,recgivéﬂgngg%gggig%%#ggFﬁePuE?nﬁ g@iﬁf%?%%?k and to
receive as@%@?’a‘t’%’a Hardselrsedassdsi anedenaodibenty tht aset top Ik
wat er mar k dmekuddd egetpgam r te.lO al so_jpcludes a
condi ti onq)r aggess cont rrgil %%ﬁ%g‘ag ?:%%?F%? F%rﬁ?g%fv?o? v"r%%‘éi"?’/’rﬁfgﬂa user
sel ecti on TOr St i A ECTRF N §IGf tot Hecel vecrssoghmt od adut2, atdi ner
havi ng a cGErRoulatteat rdatal bednn 261k0ed L shapal t he

ng od ¢o Qﬁ%neéteo sﬁgﬁgf romthe input

condi tion ; rol._and receiving t
Eﬁrang an (ri{lg@g.er&tartft ottpat TPBrifhaoP W cakeq Hnalomdsisner out puts t he’

termnal ,

video si gfgndiitilenal asicelsutohbeo] dssemiaiL baltlal LIS ELY the
' anot her aspect of the

present * mvent onr S ovk hobeor o0 dor Tl i deecuctinme ot she sulcemea.,
X signal, and 2 combiner having a control terminal coupled to'én
output terminal of the conditional access control and receiving
" the video signal from the input terminai, and having au outpit
texrminal, wherein the combiner outputs the video signal with ox
without the associated data in regponge to the coﬁdibicnal
acCess control. ‘ i ¢
. Imn accordance with still another aspect of the presen£
"invention, a method of operating a video récorder is disclosed,
comprising Fhe acts of receiving an input video signal having
gn embedded watermark'and associated data; detecting the
watermark, detecting the associated data, subjecting the
agsociated data to a Predetermined compressioﬁ funotion, and
allowing recording of the input video signal only if the

detected watermark matches the result of the compression -
function. |

o In accordance with yet another aspect of the present
invention, a video recorder ig discloséd which includes an
interface to a recording wedium, an input port for receiving a
-vid§9 signal pd be recorded on the wedium, a watermark detector
coupled Fo the input port, a data detector coupled to the ippuc
. POxt to detect data at a predetermined Iocation in the video
signal, and & processor coupled to compare the detected .

-
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Conprising the acts of receiving an input video signal having1s5anggsiedded
wat ermark and associ ated data, detecting the Waternmark, detecting the
associ ated data, subjecting the associated data to a predeterm ned
conpression function, and allow ng recording of the input video si gnal

only if thecedetert ed YaLsk s!%f@ft SciR8 Lesul

% (? Etlh Cg ress
function. in accordance vmt yet” anot her -aspéct 0 P ent tion,
a video réf@éfp@éinﬂsoﬁlgbﬁkO\SJeEtEQ/\kﬂJcQ'naln©mdeSharknetﬁM@riﬂctﬁ1é O:cangaa@@mng
nmedi um  agq gpytpRrt for receiving a video signal to be recorded on the
medi um a water mar “detector coupled to the input port, a data detector
coupl ed to' th&njapoordpers wichletsdll datahat aspeedeserohaeskdggaiion in

t he video; I ed t conpar t he, detected - 4a 15
Aigust 2008 GarbrRarh o SHE AT bPBREEY $ &t derdsS s enabl o
-r ecor di ngegbrdaé Qmoteangiigxmlcan@mistelsethedwm|éftj5£&aﬁh@&thémded s a
mat ch. d th aspect, of t ent , jnvention, a
met hod ot(?ls gg{rit% o??f&ﬁg&})% g“yeﬁfr%‘! 1'({df %raé% gte“B‘g %%tf,ertp rjg"éoétﬁt CJr‘F‘tS’di um
conpri sessl‘gaahctéemc@rwlda}at Imsacdahedswgmltlié ori.dde é@:’talm det ecting
a water \ al dat som at t he vi deo
si gnal , ma‘%ub ect hﬁ% ‘%lﬁee%'c?bt%a%’o aﬁd cg%#%(réégglg%ne ‘irﬁﬂaﬂ
furt her @layiay icfethei gridecoslignal d;:ln‘kyvﬁ ethntaterm:taﬁms a resul t
of the cqmmoép fai OF UBE Bhgg'eQQiBQef ‘%/ &%I&?e th yet
eo pI cl

anot her agpect of, the present ntron
which i ndf#¥s an interface to a recordi ng rredl um whi ch outputs a vi deo

signal, a wat am&dﬂmmowitﬁupéﬁdahétﬁéﬁ%éﬁéé@%f e Yreticgnal . a data

det ect or ﬁe%io deh@ct a.dat a 8_& a:t | 0 SI gnal a

processor, Coup o & HERaPAFYEFK ﬁe &F ? 2 el eg an - .
_interface to a recording wedium which outputs a video signal, a
‘watermark detector coupled to receive the- video signal, a data
detector coupled to detect a data associated with the video
gignal, a processor coupled to the watermark detectoxr and date
detector and which subjects the detected data to a compression
function and compares the watermark to a result of the
compression function gperating on the data and allows further
plaving only if the cowmparison is a match.
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detector and which subjects the detected data to a Conpressi ons Aigdasitioon
and conpares the' watermark to a result of -the conpression function
operating on the data and allows further playing.Only if the conparison is
a match. 15 August 2003 BRI EF DESCRI PTI ON OF THE DRAW NGS Fi gure. | A -shows
a block diagramof a systemin accordance wth the disclosure, Figure 113
shows detail of Figure 1A; Figure 1C shows a variant of - Figure 7A;

Fi gure | DpRhews pESCRaTITaN ot gl inkenasl gure 2 shows playback in
accordance Wwin . tnis _disclosure, .Frgure 3.shows-a video recorder for the

Figure 1A syst&fSVregdfe shakifows bl odk ddraaniigpdnposyanstnép. aggerdance

Fi gure 5 sfiehs taecVidd @@ lcasdiede ril@ie 1Re ahlbger S LOWg e 6A shows
t he syste?ﬁof Figure 1; Fi 'glf'?e 6 sk?ovj\'/s g. grgo%iﬂﬁg%"i rgﬁny'gugﬁd%écorder.

Figure 7 SREHES: RS shoMEnrovatigmte of FagurredtioFiguaeoll shgureas shows
an audi o vaggEder offorilhgelhgure 7 system -DETAI LED DESCRI PTI ON Thi s
disclosure is'. O a systemwhich in one enbodinent  Utilizes the existing
i nfrast ruct ur eFdaHrEedarhadeamlaybacyi doanacrordagee wikh fhiis(in the VBl in
NTSC - TV) ddlabacaggeconbines it wth a new aspect available with video

Wat ermar ks to, _generate revenue by allow ng Controlled copying of video

" signals. videoFiguke 31ghowsnasvideo wecowdetr Cbhr ths. Figurei $Aoaystemdar d)
currently is u ' cl,o apts| ala e bl ocki ng
(V-chip) data ?ﬁ%go#ggﬁgg’swhf Eﬁlg ﬁ/gt . ;als' éﬁﬁag‘céﬁt aﬂgF'g%%ag%g{.;e‘RNSI /.Bl A- 608
and ANSI/ El A- - Fhgure Ohehows| avidider retandard€okrathesFijlize & caysren, and
may be used siyi Vi g 0 rticular,_.various U S. |aws
require tel evi igiiég%féée?% és%bl“%i;ﬁg tgﬁ%t%]gséf E%E"frué:&cll"tgl%{:ﬁ CHreheES Y |ine
.21 and r‘éﬁ‘ﬂ%’éa‘%%@l e &n6h ecREdes. t o 'be preserved during transmi ssion

t hr ough Figure 7 shows the system of Figure 4 modified for audio.

Figure 8 shows an audio recorder for the Figure 7 system.

DETAILED DESCRIPTION

This disclosure is. of a system which in one embodiment
vtilizes the exi.s_ting‘ infrastructure and legal advantage given
to video 1ine 21 (in the VBT in NTSC-TV) data and cowbines it
with a new aspect available with video watermarks to generxate
Yevenue by allowing controlled copying of video signals. \}ideo
line 21 (in NTGC TV, which s the U.5. telévision standard)
currently is used to carry closed caption data and barental

‘bl.ockftng (V-chip) data in accordance with two significani':
standards: ANSI/EIA-608 and ANST/EIA-744. (Other television
standavds have similar features and may -be used gsimilarly.) I

-
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various paths. In addition, U S FCCrules derived fromthe Ws&ugust2003
Tel ecommuni cations Act of 1996 also require TV receivers or PC s (personal
conputers) with video tuner cards, and with displays greater then 13" in
size, to provide parental blocking (V-Chip control). The | egal
requirrenent. (in the U S., at least) to provide parental blocking ensures
that PC s (personal corrputers) as a potential class of storage/recording
devi ce, nu?ﬁrFé‘élé)bqrﬂ-zefampdeoUmnelaMs datiairdV t&berkidilvrs skegakor® gy renent,

PC s m ght qhaedect t a |l e, faor other. funcgtions. As
descri bed |tn El A- GB%I %&?g?‘é"{:g &{”g ?\ég é?l %%% %J]';llandt 5SHEYE® Heosed

capt i oni ng%8Fat %R ]drr}eg|2ﬁaF°pP%tEPF@Q§6’mdeﬁtlrl(lg\ﬁré}nmnﬁsegnhahmugm fields
per f rare. ).raNi)o@é hefcrdat a1sesdd oefon, ake 53l Fewed, hey edexEk,%lideo lifle 21 may

however % ed C%Btl oni parent al bl ocking or other extended data
servi ces. Tﬁe 'gefsloet%’érﬂ'l bFBG’r%‘gﬂ Rt pfetf@RdRbse afeauigiey T¥esegeivdrexi bl e
enough t habrt Pl@':prmmohamanowmd@hehaviaééseﬁuﬁg cgtragr a@@gﬁ(.‘that ed
data) as d f HOwW t at ket as shown in
Fraare 1A Bapplef qHadtRy, fRen DO e BE B o CREDAIR FaeByoL HoLkebpent
provi der 1(§V Ghigeapntagdber) S is generated by a seed generator 12. (This
s, e.g., a ranﬂ;gnlmegqu{@ér@ér&r ()_mTE_hg ﬁeﬁgl S unc%@znt%l%#gct to a

flxed and secure one-way hash function ash r‘]‘fi316 Thi s
i s a one- WwB§FHEAT b@é’&?ﬁb?%s%’i‘%%ﬁeﬁ‘ et 8ﬁ'§f (péwesanade opebhitérown aisnat he

crypt ogr appotedtielld clasgeber s iaddyee@biri Agl adv ket mEstTQScogii/ em

operator c I| I e k rusfed par as suc maki ng
the seed agjé]@és)illb]l% ?Q éla%lhag'?j\tlg}'é’“% ?‘gr‘l?l 'f"g"[‘ %ﬁ&%&ﬁ‘ef‘ﬁe BG/$ @dpht
security. Pekedhat bandwidbaliarenttyhavatbabbat fqr Q:ll;[héel‘ fuﬁ@&;_dﬂg,e sxstem
operator, déﬁé%ﬂﬂHdSLnlﬁIAa@E%t'f¥é & 1 tﬁgnée f% 3. t %?Ve t

g system

wat er mar k epbedder 20Q. Note that this‘is a hy
Upst i eam of ¢ §?§t%3n1’t‘$ie°’§|"d’f?al°n§lﬂﬁbl Ph‘thtehéIOSFSnbut pUl?'\é -5

Pictures have two fields per frame.) No other data services
dre allowed here. Field 2, line 21 wmay however have closed
captioning, parental blocking or other extended data services.
The protocol provzded with extended data services is flexible
enough that the protocol can aacommodate a tlcket (or other
associated data) as described above.

To follow the path of the ticket as shown in Figure 1A, at
the time of content (program) preparation by the content
provider 10, a seed (number) S is generated by a seed generator
12. (This is, e.g., a random number generator.) This seed S
is then subject to a fixed and secure one-way hash function F _
by hash function element 16. This is a one- way'hash
{compression) function of the type well known in the
cryptographic field to determine the original ticket T. The
system operator cannot reliably be known té be a trusted party;
as such, making the seed accessible to him has the potential to
weaken the system security. Hence in this embodiment the

~content provider, not the system operator, does this. .In'
addition,” the seed S is provided to the watermark embedder 20.

Note that this is a hybrid digital-analog TV system.

Upstream of the STB 34, the signal is digital; the STB out’puts

-5-



15 August 2003 an anal og signal or optionally both a digital asndugnaloess
form of the video signal. Signal transm ssion over other channels (e.g.
the internet) is an alternative. Each block in the figures represents a
conventional integrated circuit or. comercially available conponent
(circuit or softmare) or product or such a conventional elenent nodified
as discl osed here. the natgre -of the connections therebetween as shown in
the figures, an a?y Ridiompddyi Bath (helisrisal and|abdcapatant. t o

one skilled PA ‘ﬂhfe Vaudteq ﬁlgn@ht mfgnauhtsaﬁém&%ﬁr %VeEO(gtﬂép?%ﬁ é;_,{:;_‘L)he
I e

content provigdes. bligek 119 g ebodied in a suitably nmo
conput er, vmthe%he seed, eflﬁ%ﬁ)et an cri‘ ﬁ?ﬁ?% ¥Seneration carried out by

software execut ey PEREk chrpiheePigureat rapraventessi senvhidionkie Wat er mar k
enbedder 20 mﬂﬁgﬁa&eﬁha s8€Hk S unction F three tines,
. . i %ﬁg‘aw%ﬁ% LR NG Ot NS L1 TS,

as shown in t| ure 1B, e a wa
convent i onal‘?’? cﬁc’f g gfe?ﬁfé%i’&'é’d"?-’n?u?lhea Wadwensignal alexpmiti eddntiaddeo

i nput port éﬂsldmlpbedmheﬁeﬂw BatBre Woit QALK cludes the
three one wayg hashimf gﬂcg%gn F_hl acks ga 22b, © nﬁggﬁg&g{ el:%n%ﬁeg E S%hi ch
inserts the resulting d FEEs) Fpd 2y H?ce\ﬁﬁﬁﬂnﬁ‘?ﬁlﬁwatth@nw deo. The

out put si gnath Qﬁe@nbaéébrbtiapy@mnt toneme Ekidiea $hOMRe idrtFiQui §ghéd o f'é'he
wat er mar k |St1ﬂ(kiﬂd bm I N ar fashion usi an avall
oklogurd 9% heliel, 150, RELLE S ST ol

wat er mar Ki ng, §e g | n_ some cases,
bits to guarant F']E‘R%’tecbfmaﬁpﬁlép?él@be mﬁuegraqxi@uemomtﬁxtﬁy, t he
ticket is treeest tb.ekleasari?d Seiteemak GARARLSHS oo ¥R ¥4 N O%E! t#{g‘* These
di gi tal conrgg@cg?ghog ds feo_] conveyi ng B tes of datd acrofan
n-bit wide interface lére ﬁﬁe?s?%alaﬁd‘%ﬁﬁsm ury-avai | abl e
protocol, includh§, Wa#@rmantsteguheédef CRY |sRbmi t EPPhe Tgk_eednsdg.gcﬁi.g{@él&y\n

to the

the wat er marde YhY aaflet ih tH ¢ he inde ende tly.transmtt
system (cabl.e or satellite T\k}ggeeotf):léérE /ShePl % %11 &pt Fiware \1Bihe

cont ent to0 generate a watermark W Whlch is then conventlonally added to
(embedded in) the video signal V applied at video input port
24. As shown in Figure 1B, watermark embedder 20 includes the
three one way hash function F blocks 22a, 22b, 22c and element
23, which inserts the resulting'data FIF(F(8))] as the
watermark in the video. The output signal of embedder 23 is on
line 27, also shown in Figure 1A. The watermark is added in a
linear or non-linear fashion using any avallable watermarking
technique. In some cases, to convey a sufflclent number of
bits to guarantee a ticket of appropriate cryptographic
complexity, the ticket is transmitted as a series of characters
varying over time. These digital communication methods for
conveying m-bytes of data across an n- -bit wide interface are
well understood, and can use any avallable protocol, 1nc1ud1ng,
for instance, TCP/IP or PPP,

The video signal with the watermark V+W and the ticket T
can pe independeﬁtly transmitted to the system (cable or
satellite TV) operator/head end 30, or optionally the content
provider can use a standard closed captioning encoder to embed
the ticket T on, €.g9., video line 21. (The distinction here

between the content provider and system operator is arbitrary
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rovider can use a standard closed captioning encoder to enbedSAIutbastizoglget
‘FI)' on, e.g video line 21. (The distinction he&rseA bet }[Netzagogh:ngognfa; Cor
i der a tor is arbitrary -6 1 ugust
provi der and system opera f Chon et e oot
of illustration.) An exanple of a ne _ _
ItOlrJ;P\g?n'etsti ng the ticket T to the systemoperator would be to provide it on

' ratgr .could then send it through the system
s NPEG user par oy phor PedRGIE 8 1 ER ol Bt Phoepl ofce, memhaton

in Figure 1% Jﬁ%p@ﬁ@eléﬁmﬂaglét_thw the ailches Thﬁosﬁﬁaﬁ %@g@@%{)@%\n@{%tc%rg
Changes 1o the romai naer of ot o ouet | Laouty) Rtels LoTeh cYeCERgaPEraton <
ot horvi s | AR AReE oM dte LhERIgH |54 IystsaconMeas aisethasth | okt 1)

] ) ' ' d sent
: Lhee Adee chea et Iacdiad sk 9aY t 0 Vi 480 Si nal and
ggt %PEQE I:jgtefafl GF;@ sf enls gPEG encoder . _Wg%outet 11650 i fig FWIR d  be
treated |ike video ah?[vxoﬁzlh& POYRNTIET 15a%e Lsupibews tthet systes uapenstdeo

conpr essi on & @PP&@Ysi;-heasvattleamafb[tmck{eid(&dﬁﬂeiogi.%tﬁénptaiq:g%{:%%%&{r&;\%sf oir;n
indeo ably waad cecy el Bo BAY 2dinder 6 Loz Srlsinghe system
ggglet .(r)?'blsyhi\é\l%%aﬁﬁg‘?%@r%t-he (Figeretld diss othaveyes nReddie) 2do M¥EG,data in

' eam:whil et he .vi deo, wi t h ‘wat er mar k
VAW 'S sentaas. conpr seaed. oot fr SHeC AL )l Ward B0 IRe G ato |
v

ressed pict i |
STBs 34 via conven%?olﬁalexgrgﬁﬁ%ésqr%éFhPeEéﬁﬁfPoﬁhlgﬁalt laad ﬁaﬁsahagmﬁgt ream
Two cl asses 9gFagdrBstisy syssenbe MRESiceoads . | egaow k) s STBs. apd _new,

T. e able .to have, their |ht_ernal )
i P ocont 1ol Lormoar s s [B2add Sl SRia) RaDWEialiy breswbiach &b hel i ne 21

: i dethrddbans Al kOt Hehi S
as standar duﬁ?’i’%e‘ﬂlq%’plcpﬁﬁfeswéﬂétmfactaxtaem _ _
i nf or mat i ondwbcrdtd SospheVi Stk ol Ii%eslgpifec?,mq%‘étnt&.gaﬁhe anal og vi deo |

ions are made
signal as  ang bit rate rediuction occurs.

This undesirably would corrupt
the ticket.

In Figure 1C, from the system operator’s head end 30, the
ticket T is conveyed as liné 21 MPEG data in the MPEG stream’s
video elementary stream while the video with watermark V+W is
sent as compressed picture-datal The ticket T is provided to
all STBs 34 via conventionél broadcast and reception of the
MPEG data stream.

Two classes of STBs 34 must be considered: legacy (old)
STBs and new (upgraded) STBs. Legacy STBs are unable to have
their internal microcontroller software upgraded. Thus they

treat the ticket T on line 21 as standard closed caption,

teletext or extended data. All of thig information which is

provided to the STB is output in the analo

g video signal as
line 21 data. l

Consumers with legacy STBs are not inconvenienced or
prevented from making a recording. fThis is a disadvantage from
the content provider’s standpoint, since he may in fact accrue
less revenue as a result. However, television industry
pPractice with respect to time shifting (video recording) may

indicape that such consumers should not be disadvantaged. Thus
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line 21 data. Consunmers with | egacy STBs are not inconveni enceslaQgust 2003
prevented frommaking a recording. This is a di sadvantage from the content
provi der's standpoint, since he may in fact accrue |ess revenue as a
result. However, television industry practice with respect to tine
shifting (video recording) may indicate that such consuners should not be

di sadvant agegd. sDus: =6 420004 12043 LR, SYSUEID 43, IR86LLRED fieg, ensur es

that the consuner is in act not di vant aged a . l'egacy
provi de t h&actcRet diGrAVRBERIY st ddesul egaay sHWN previdgutks tigketC and

1D, the SB3 Bheoutpided bliepwi deqanighbwhhenBiQray kani b she {d Chsl
V+WT. In f?g% §2_se t?f tFI ggre 1D, the ticket T i1s not  control]able by the
consumer difect 8-t REPHEEGLEG" VHEST it thRewalemiagk, wigh, Ehe Heldifty possibl e

user contr §4+WHS. paln ae- ¢hsw oDIFiRfirepap; atle NOickdtew. ighhsti s control | ed

by the swi i he STB 34a_of . Figure.AD._ _New,or, upqr d STBs
I n accor datﬁggt\i}m&%kﬁh%@yd?gél %%rllffug“erp%&?i 53 S t]1e(§’r?§ly cgﬁﬁ%"ﬁtfg%?'ﬁe
consunmer afdBaPés- alleow thecenly missgibdet vser evsnumlf de php-aydtwewoper at or

and | ot Cept aBE- ﬁ\arﬁehotwimSﬁa%eistgﬁ%;a@meﬂess&fe& qghet her

he wi shes to si y .vViewthe program or wh hes to view and
recor d/ st oFROFE. 1RHdie SEBndkesohikiguze @Bt on through a standard interface

Wi th an onscr eeNewi@plipyraasd TPl Gebbi@hncd RALAIBRisOAdEEIMAe access
(CA) sub-system 36d-.%t.ore an indicator of the activity - view only or
View and  PERSIAS SOHTIRRAR OIS ShRoEPREINOH A0 AUFRABIOY o |
transm t t edccoutheok yaeafeopeewtore \fioxr &hecsywsnt iqgrealatoabhed skdtel | ite
TV/ i nt er nefoohebHE HRAke3? fxllf' &Eirse% Lo il Me‘iﬂrtelhx“%ﬂdﬁglre' g., a

e telep 3 . n

t el ephone npdemusing  th one-11ines or ose cable TV systens
whi ch supp¥Pether be Wigheente orplvamievwpthat Pregnam oFarhetiex ien path 39
al  ows t hewightemopaedt andt PeSHRI/GRdrRe iE0NSBH HeOmaltks his 3

selection through a standard interface with an onscreen display
and remote control, the STBs conditional access {CA) sub-system
36 stores an indicator of the activity - view only or view and
record - which the consumer selected.

This indicator is transmitted to the system operator wvia a
conventional cable/satellite TV/internet return path 39
{Figures 1A, 1C} which includes, e.g., a telephone modem using
the telephone lines or, in those cable TV systems which support
it, a conventional cable plant return path. Return path 39
allows ;he system operator to charge the consumer for hig
selection. A report of the access is made to the conventional -
system operator aécounting system 35 for consumer billing .
purposes, via return path 39. ' |

After the conditional access sub-system 36 ﬁas stored the
indication of the consumer’s request, then the addition of the
ticket T to the video occurs. If the content is only to be
viewed, then the video is provided out of the STR 34 without
the ticket: V+W. “If the content is to be viewed and recprded,
then the video is provided out of the STB 34 with the ticket:
V4W+T. Adding the ticket T to the video V consists now of
either introducing the ticket data T in the encoder IC
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sel ection. A report of the access is made to the conventional 1588802003
operator accounting system 35 for consuner billing purposes, via return
path 39. After the conditional access sub-system 36 has stored the

i ndi cation of the consuner's request, then the addition of the ticket T to
the video occurs. If the content is only to be viewed, then the video is

provi ded oin:@l-hbeq SIRGA i kot $hE 44 %‘f:e'élté/itﬂgtlvell the,Gopsent is to

be viewed and recorded,  then the video is provid of the STB 34 with
the ticket®F WW?la%'allﬁ}j‘eBﬁét?ﬁicﬁé‘fc‘ﬂiq docREed;- H’éos"-\'ﬁ cHnsi $Esisow of .

ei ther i nfyriduenagasherd Ivﬁii%h datputds idh tdaﬁlagceﬂeéolﬁgxﬁﬂ@oﬁ@gélst 2003
(integrated circ ié) ‘é he STE 34 or_alternativel
B5PdiTY =

r enodul at ASECRE: GENYE 118G FPYH §f’§n§ﬁte‘¥ttﬁ’ SSTBt ﬁ b@ﬂg(ﬁ’r | C
whi ch out putes iapuaindl@irali dddesi ghghal 0 tlhte isasbeCREtBEhcRM1meoe| wleicl( not

_shovvn) co d I NRUt 0
t he rem) I ag’oégvﬁ;%%éit%agt g{?an I% tgFgT%/ﬂ tqﬁ% t?&ﬂ%ﬁl S case
tHe ti cketlsl'copfxr@bhb:tﬂ Ikybltélebyotlh@n%n@mmvsﬁls h34. STE 34. In Figures 1A

and 1C the recqpdpiadre AW ra%aeweéhé%cmlxoaszﬁoréea%' ViV or VEWHT.
Vi deo record r 42 ortjons _of which are shown in detail in Figure 3) is

nostly i $hdFO pigneda Fr¥doEsVHItE o JEdEReFECPEIGH G2udBCEREDS ecor d
control fwm&m&ﬁh43reT$1€ckﬁi /i aetaildmcemeﬁrreaen Oois4dflostEiét racts the ticket

T and sub ts | U|t oce sor ich perforns the

one- way. rg 8?3‘ n'% \% lscf cﬂ?adh'la'rel Ot%drui&ulg €of this
hashi ng atr@rdSeon’ar@he‘smca;lioncéarpar'ai@fetﬂlmehélwéam retiradton 4the vi deo
signal detgbedelend VALY kndCLahas S ttoh%@réméﬁb Gftdkssgboped and

recording _by recorder 42 is allowed, i.e recordi | owed when the
fol | owi ng ¥ondi®t FBAGR PRHTst sheneRe-vay. hashy ﬁeacséorbeﬁ rﬁjvo tiges eF ( F .
[T] ) ticket T. If the result of this hashing at 54, 56 matches, at

comparator 57, the watermark W in the video signal detected by
a watermark detéctor 50, then switch 58 is closed and recording
by recorder 42 is_allowéd, i.e., recording is allowed when the
following conditional logic statement is returned as being
true: '

W=F{ F[T] )

As shown, switch 58 (when closed), controlled by
comparator 57, couples the V4+W signal extracted by the
ticket/line 21 detector circuitry 52 to the output terminal of
switch 58. This output signal V+W is then coupled to the
actual recording part (not shown) of recorder 42, which is
conventional. A

The pay-to-record feature has now been implemented. If
there is no ticket T detected by the record control 43 recorder
42, then this statement.(comparison) is returned as no. This
would be the case if the consumer had chosen to only view the

- content. If the wrong ticket T is accompanying the video,
perhaps because a recording of the video signal has already

been made, then again the statement is returned as false and
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As shown, switch 58 (when closed), controlled by conparator 3%3Auwg0ost3oes
the VtWsignal extracted by the ticket/line 21 detector circuitry 52 to
the output termnal of switch 58. This output signal V+Wis then coupled to
the actual recording part-(not shown) of recorder 42, which is
conventional. The pay-to-record feature has now been inplemented. If there
i s no ticketheTrdedetier 1k$yrﬂblaepéem‘,i)tftclad:ont(mlte48haecﬁdi&rder422 hé@n this

st at ement ( ris tur 0. This be .the case if the
consuner ?I’%nﬁgsééng% 531 r%vf)gw (5 é'-rci’fzor??’n?h WORGO PRRet T is
acconpanyi rtg-cﬂihé Vo dets re;w@nrﬂapsmmwfe G ebosdeage dfhet mediades &i gnal
has al ready;dbegd gmpes, th | h t el L se and
" g..-15 Au)e g’? 2003 t he trne?grgggé i]'Ilnts ﬁto}t%t g:té'%%g?t dai?S %OEH %ﬁb?é?ée?order 42
need not Bdeafupgtien Eié@oﬂ&éﬁrattw\%m%c@ranﬁg @ﬁethﬁi ddekghdI’ ti cket to
t he recor dejhigedhge 4hd idkvbRbgrepee tdudPRY RakSbéen - indich@nasgshown in
Figure I A), the tlcket T is again subject to the function F to generate a
new versiorf of Fheftitket V. In this case the cryptographi ¢ counter has

bﬁen IncregEntedagai ﬁﬂeﬁrpﬂagﬁﬁgmbﬁﬁkFﬂﬁéﬂwﬂ@ebaﬁkn&éﬁt\5ﬂ$m0tﬁ@ntegt fr0n1
the recordin i a as, _shown. in Fj ircuitry associate

the drive 50 %ﬁg‘fﬁ% 'b?‘%fe 555 ghgvm 39%{@“5 %er?lﬁﬂﬁytrw Fﬁﬁ?ﬁﬁ%?ﬁ‘% the
ticket T byidppthendrivend0i dn EheopldyerT's2>= (E(g.T' a )DVINipd agrery eagdliper f or ms
this funct '1%’reﬁie1gts 'E:L% Q}{Dreﬂ%a%ﬁ'gll)awgr %u.{lgpg.gﬁmfptt d ;33 R Ari \éfeﬂrl na

personal conputer wth a twar € "associ ate EG deco _
(Not e t hat ™ t her eThe qlrcweeé@l pentermg grhiz dungtiend ¢o.at whgn aebVR; the

medi a_may tga,ayergsz SEMEARAUALRE £4 L 3RS W 4R aPPLARSA! %omﬁﬁEé’:?%ﬁﬂ-[CUit
circuitry.) case, there is conventlonalléean Interface (the drive or

seni conductaoF°§?8¥’é%e°r dBTOBES cRFRRFIITAC MEEChEecRdst r@ebRAFRRE (st or age)

medi um there is no requirement for a drive and rotating media; the

media wmay be, e.g., semiconductor storage wlth approprlate'
access circuit circuitry.) 1In any case, there is
conventionally ‘-an interface (the drive or semiconductor storage
control circuitry) to the actual recording (storage) inedium.
Then the drive (of appropriate circuitry) performs the

" ticket incrementing to enhance security. (The player 52 may be
the recorder 42 of Figure 1A or a play only device.) HNow at
the MPEG decoder 54 in the player 52, the watermark W is again
detected and checked against the current ticket T'‘. If a
match is found, then playing is allowed and play control is.
implemented. 1In thie case, the following equation must hold:

W= T/ = F( T } = F (F(T))

An additional option under play control (also shown in
Figure 2) at this point is to apply to the video signal an
analog video copy protection of the type available from
Macrovision Corporatioﬁ, such as automatic gain control and/ox
color stripe. This hag the advantage that further ﬁHS analog

video .copies are prevented (or at least are not usable} as well
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Then the drive (or appropriate circuitry) perforns the ticket 15paggesteobang
to enhance security. (The player 52 may be the recorder 42 of Figure 1A or
a play only device.) Now At the MPEG decoder 54 in the player 52, the
watermark Wis again detected and checked against the current ticket T".:
If a match is found, then playing is allowed and play control is.

i npl enent edis khetddsiiase]l the:fol | QWY edyat,i MsshceA0],5¢ ™=F(T
) = F (F ( u%L An_addi thl onal ggtio (%l?r%der pl ay %Er)bntrol e?a{lg%n\s%)vm in
Figure 2) at tRPEhori" Matermaphi4e4estoRE - vi deo signal an anal og vi deo
copy protectionTé witermpmk deactiid® Horeih b Y iisipdBmERESTAL 0N, such
as aut omat i |.N. £04t ..apd/or color stripe. . This has.the advantage
“that' furt h‘grrng%hgo ]gnde;il{()f%lre\?)i?dégy%’opleé’senélﬂggpg%vg?ﬁ &Tpf‘gﬁgaf-yl%%ﬁh%r e not
usabl e) as 2fEPFriatgd ¥atArgerkie® Yy stent.neFaddinstomale, digi thd copi es which
~are wor kedywdBeRmdyi i LRERAL £ h Iy de t.ars.. The wat er mark )
descri bed hergi n, calnﬂ%'gelélyigrrptlgeir:r%\(afrlﬁtE gﬁ\%hgéﬂggﬁb"é% eagt}l%d?f)f eFet ways, .
dependi ng i f E3He.e i at véat ckenglyyistrga  For
SHEEhELpaate Pf Bfsinmle fieddi athen mtsfkach

instance, afotite of\ai=AaTeEki BE S35t Lhah LR.AvRl lkdRkeyvhsy Al e to carry
sufficient mggﬁgmc_)sn a sgﬁ}gke field,.then a sufficiently large ™ amount of
data can be carried STER PRafPR-9% ne Hafgraembreimentenkbeced be applied. "

in some eniatiémemisincheyshanecanrid=n@-bissepre AdamRs Bobbvér RALY kane;

however onhyed U tS-280 i r_hashing seed purposes since 4 bits
were needed for other g{gg‘é%i‘%r {%@3‘ itsﬁeaé%'%ﬁnr%elst gi”%gﬁe'gi ¥e¥§ use a
64-bit seeBeEMRA piathercrees. Baxs secheiby ordsodinseit sis rézpiivabla gbni mum

of 16 framase va tdu it ackBabnd 8haii Ok iELAES MRRENERDLE Wldi el,@RSPOr U
pr ot ocol epp i’:?d based on the | gi tal commruni cation system design. Thus

di
one embodi TEAL 7 sqUr FERuPy BT A nFEER| B Htad ondmbksr ipfafxPRPSWhi ch
enpl oy st afependent op Char bramspeatd paotbuel t@nmpgltsredabis€d Mn ahe

digital communication system design. Thus one embodiment
requires typical communicétion protocols such as PPP which
employ start and stop characteristics. Due to the nature of a
video communication channel, it may be desirable to employ some
form of forward error correction. Reed-Solomon encoding is one .
example of a forward error‘qorrection code that is commonly

used for this purpose.

Some embodiments also employ 16-bits per field when
carrying the ticket on line 21. Thus, both the ticket
processing and watermark processing réquire buffers for storage
such that decisions can be delayed and timed to occur when
whole data values are available. Design of these types of
buffers is apparent to those in the video and digital
communications fields in light of this disclosure.

While the above disclosure is of a method usging line 21 of
analog video to carry the ticket between the STB and recorder
to enable pay-to-record features, any combination of a |
watermark and consumer cofitrollable information in an STB could
be used. This approach is also not limited to any pérticular
TV standard. In particular, other video lines could be used to
hold the ticket as long as they have the desired

-%1l~-



vi deo comuni cati on-channel, it may be desirable to enpl oy sonsAuboestroos
forward error correction.’ Reed-Solonon encoding is one exanple of a
forward error’ correction code that is comonly used for this purpose. Sone
enbodi ments al so.enpl oy 16-bits per field when carrying the ticket on line
21. Thus, both the ticket processing and-watermark processing require

buf fers forckimcigeissioh athakeidgctsannsi nan ke dakayes and tdaggd, t 0 occur

' I ai ign,of these types of buffé_rs S
Apparent Lo Epene R A B e S B GRSt s preRds ™ n |1 ght

of this disti®rsure. Wile the above disclosure, is of a method using |ine

1 of anal og virdegad T Yt BBt L EXEL Wl 'gg é;[ t:argid recorder - to
gnagl e pay- .g-.r eIdor.d fteﬁﬁjres, ey conbi%tqggngo% a4 Wat armarRrahd consumer

an ‘ Vi
control | abl &9 or MBEFTIRGST SHORTES cHERkr 1354 USBérewhie” Jampr @achT$G al so
not |imteditighadgfpaiticeultan sTVsstandaild rheBuPaLLi §48 Ao OhRGE Y1 deo

. ; i ed
i nes coul d ta . hold the ticket as . qng as they have the _des! re
-11- 15 Aug(ulksét%o%ggg) c alrcglc &P gg?fig%fc' "Fg'aﬁgﬁﬁltlikeeﬂ tigkehec®TB in a

manner  sucdtFiiabet tentusdl ede ivotbie obTRd Iy thescenssmind ?&&‘ﬁﬁgrﬁiéé‘i%fn STB.
In addi ti oy ithckhgs vgpﬁ%_ﬂigsgsﬁngftag%gr&t o pyeoa rﬁg!aghg,ap}e;['i%g;égce,

such as | EEE- 1394 ("Firewire”) or an A } Flg_ Iy - “\SB

si gnal , fr &4 fBesreEqragkdirket qonkigiatdop whith defirstsothgecempability

: istiatl . ca idel sheusedn®) ik ikdckhe &IBia b i the
wggsﬁn'hgsitlm; o Chda ek =t um'ggééﬁon of thg corre%dtllgéctlgetaaﬁéfg%%dorrpl I shed

. Or ran , )
and the wat erlrlrlér &#?F@Fg &@Sﬁhaﬁ'é?i FriRGCTdef FHeomheasepy - L5 tme bel n
these situgissdmsble He miotktransmiid dvey friake bt esll UKurg 1hhec MBEG User data

. : : ! ; ko
L OF cakBsSONE RS PR disbi JEY irable to not transmi any tic
gtesglr: p butcaisﬁsbtﬂgr cg%eg%f't rr]é%/)etboeq: e?ﬁ?‘é%l B PR Frgie ncorrect

ticket There are also other places in these video signals which
could be used to transmit the ticket; however, the ticket is
still controlled in the STB. The STB provides a way for _
ensuring that the content owner receives ﬁayment,'whether that
payment is for viewing only or for viewing and recording.
Thus, it is the watermark and associated data under consumer
control in the STB which are used in this method.

Another embodiment (see Figure 4) uses a second watermark
embedder located in the STB 34 as a watermark remarker 66¢. (No
ticket is used here.) 1In this method of creating video and
record or view only video, a second watermark W2 is used.
(Pigure 4 shows elements identical to those used in Figure 1A,
or similar, and thereby having reference numbers similar to
those of Figure 1A with the letter “a” appended. ) -ﬂ

In the Figure 4 system, when the consumer sglection 61 is
to view (but not record), the analog video- signal output from
the STB 34a is-No-More-Copy: V+Wil+W2. When the consumer
selection 61 is to view and record, the video signal output
from the STB 34a is Copy—Oncé: V+W1l. Under these
circumstances, the record control portion 64 of the associated
recorder 42a operates as shown in detail in Figure 5. (The
remainder of recorder 429 is conventional.)

-12-



There are al so other places in these video signals which couliflAbgusi®ed3to
transmt the ticket; however, the ticket is still controlled in the STB.
The STB provides a way for ensuring that the content owner receives
paynent, whether that paynent is for viewing only or for view ng and
recording. Thus, it is the watermark and associ ated data under consuner
control in theaAS¥Btebnztk afle desedtdm ddifdrget Hetkcdnaotdrermerhodl mermt. ( see

Figure 4) " hg ;ST s a
woter mar k e CEREEEn W SERBRY EOPRAIRL AL BE* S e o Saet e
creating Aid€s dfidisraesmedbireretrrining visdevaikalke on bhat gonbelkt W2 s

used. (FiyHy @10%8%9%9@1 YRRt e | Cals %Qtéméﬁc %efis! QeEbULE HA  or
simlar, and t havi ng ref erence nunbers simlar those of Figure

1A with tHE qw &dWy ‘ﬁﬁ’FQCFFé’rFFauiﬂ%tﬂc"s‘i/éftaetrﬁmﬂﬁEnW% he Honsuner
sel ecti on Wl iiss notodut@we(d)uh:haﬁt ré&sﬁld:)g ikhgl aow DG itickeenskgnal out put

from the 4a - +W2,  When t he consuner el ection

61 is to v‘ge% %ndt%’%c%rrl%“ W”a\}ﬁb‘g%d sﬁtgaﬁeﬁ oGPBUTY SFFHmIEHES S‘T%f%iau} s

Copy- Once:thaR\\recondeng timsd. lopedcunkttanthst Whis rte;mrcmlagnbbmé portion 64

of the as p t |gure‘5
A Rcedni hE6 OF R iF3.PPARAIER 33 %E!@xg ”?Peléf%&ugﬁ

(The renuai nder of recor 9 1's conventiona 2003 A
wat er mar k BRPVdEEeBt 4¢ B ‘?hartsﬂ:hﬁetl%@f shevaosr paRrkCqEsanifly no watermark WL i s

;ound thalhdc@x@@hdéﬂée% lclﬁp)ﬂa'lt@)ﬁ p&ﬁ%bﬁép@&ﬁeﬁﬁfﬁ dété&lﬁ’n%%lj”egn t .
ree- copying i s.avai) abl e or e.cont en; as ] resirictions.

vvatermark |§lde¥’%lé?’é'&ar§is B8, YREM tlﬁ’é:o\/v&f‘@rﬁﬁl?ﬁf‘%//@ O%elté‘ét 54982 detects
wat er mar k Aagel. f Rmovmgmhedetvéthmdt ddwradiagotié Ngpdes aalthiowedidedce. this

defi nes t%@gﬁtcggy‘, qymh {We The system "fails safe" in that
recording is.allowe t at S t%_\nlcally sone predeterm ned function

of the active \?Fd@% itietentieds aleng grigl #iloati 22 scthemmot wecesding s not
unnecessarid \llowed since this defines the no-more copies state. This

is accomplished by controlling swiﬁch 76, which in this case
(yes from comparator 70} is set to be open. Otherwise
(recording permitted) switch 76 is closed and video signal
V+W1l+W2 from W2 embedder-74.is output from switch 76 to be
recorded by the remaining (fiot shown) conventional portions of
recorder 42a. If the video signal input to the recorder 42a
has W1 but no W2 and is recorded on the media 46a, then thé_
watermark W2 is embedded in the video signal prior to recording
on the media 46a.

Also, it should be recognized that in Figure 5, while
separate detectors 66, 72 are shown for Wi aﬁd W2, these may in
fact be implemented in the same functional hardware (or
software) element with internal reconfiguration as to allow
differentiation of W1 and W2. This iwmplementation is réadily
achieved by one skilled in the art. Playback of media using
this embodiment is simpler but.it provides a lower level of
security since no checking or détection of the watermarks is

- required. Also, in many cases & compliant recorder will be
coupled to the player and will thereby prevent subseguent
copies from being generated. A system without this coupling

-13-



i nconveni enced by fal se positive watermark detections. |In gengialgust 2003
wat ermarks are "woven into the fabric" of the video inmage. Renoving them
wi t hout. degrading the base active video content is very difficult. If W
is detected along with WL at 72, then no recording . is allowed since this
defines the no-nore copies state. This is acconplished by controlling

switch 76, swhiThdd vishivs §§-§@e ht@sdf LA FOTRALALRY ﬂ%r&? d§eerva.191ebe _open.
switch 76_1s close and vi deo signal

Q herw se recorcliljarg)gl ngl
VW +W2 f r on W erms&dd dﬁ‘clb‘&t of  BREVFAHFS26 to be recorded by the
remai ni ng (not Pﬁndxm):heoaheméldﬁmﬂrimat bpfte RCAIBOIoLLR id frnkhe video

signal inp r 42a has WL_but no W2 and is recorded on the
nmedi a 46a, HB#%{& fos Sg%%%?%a??vwsiéognﬁgﬁose% TR %QXVWE‘%) Fgn&beprior to
recordi ng reeerdry, rréiéiﬁaezlﬁa nMlsing itb sheulwﬂéae:lreetfngatz@da}tﬂtqi ofn Fi gure

S5, while pepRraAadatect : and W, . . these may in
fact be- |rrﬁlement ed in thgé??aerrjé ul%%fa %%‘E—i hat (SJWar e!\fi YHREPEY el enent
r

wi'th i nt er Fa¥9%% EOnFREHF at e rexafemo ag| feserihed @bonei usinm tife Vamand V2.
This inpl eﬂefléﬁrldwnu&béﬁ@ﬂlﬂm: aﬁ%'&' @M@dnbg' &{éec%%bhksﬂt'ﬂaé}% 8
Pl ayback o&h{r&gl a.ust t%h g% i's sinpler but it providés a | over
| evel of Secur Iqust;pgl ﬁc%s e ?Yﬂ‘é‘i’ é‘tﬁq Feddr the tha é'r:'#&ﬂks is
required. ®ito thmmﬁymaalswcammnphbaét (\Bmﬂd'er will be coupled to the
pl ayer and wi || e uent c Les from generated. A
syst em wi t hout Eﬁ%kggcgﬁ ﬁ%&%ﬁ'}gﬁ%ﬁ fl%‘?tefb YR Fg?\a[%&(/é"l%ue si nce
record confPHineshwith Fh?)r’@ﬂ%ﬂaﬁ@el@@mmgﬂmapparmg@ed nal ue of
play cont remomvwahe bhep@boyayas gt i-hed M&ﬂ% %so 4SE ﬁ%ﬁg 56
Fachter

cont ext of arlat§ gew ces-for the set tOF
there is nd hlprPglF P e TR PﬁnEFI%TT%F(tT)”Of SbB%%P‘f]WeséhéeW@la% bei ng
i Nt egr at ed4¢ may desphgied apparlatyes. 86 ocutputting the video stream as

shown, which is the video with the watermark and ticket
(VHW+T”) or merely the video with the watermark (V41) .

It is apparent that the systems of Figﬁfes 63 and 6B may
be used in the above-described system employing the above-

' - described first watermark and second watermark wmethod for
controlling recording.

While the above disclosure is directed to video, a similar
approach using the first watermark and second watermark may be
applied to controlling recording of audioc. Hence Figure 7

’ shows a system in many respects similar to that of Figure 4,
however being adapted for providing enhanced audio distribution
with the possibility of paying to record. The only structure
labeled identically in Figure 7 to Figure 4 is the system
operator headend 30. The other structures, although somewhat
similar, have been redesignated to indicate that in this case
they are adapted for audio purposes.

Hence the content provider 90, which is the source of thé
audio material, generates copy corntrol information CGMS which -

' is applied to the input terminal of a watermark embedder 92, to
the other terminal of which is applied ordinary audio input
signal A. The resulting output audio with watermark A+Wl is

-14 -



[ A shows the system as described above using the same 16efugustRos3
EL%Q?S? but al so sh0\>//m' ng the conpliant player 80, which outputs faskshown
when playing the nedia 46, the video wth the watermark and the tic St .
(V+WT"). Figure 6B shows a related system having the STB 34- conbi neI Wi
the recorder 42 in a single apparatus 84. As shown, the output signa

i deys/. y' e plied.to a recorder 88 if
W) ) oty e Eony el cngfis TR0 4 e sRpEFPaBoSATYR L ng
the vi deo AR 387 JHSAnEhefipi cihe sudie videal v-W1 tise seat eovar k and

i T alhe theeyineo M thphbe Wal ey R K YW LL 0
Eilp(p:)g(ra:an'g V':ﬁm ?Eganéf{se[rg f Iezi ures 6A_and %@B@énayé% u.s.feg R hE
above-descgl}iq%gd sy@%/eem enﬁ?Oyi‘cr'ﬁ t9fe 1&6&b‘€§5d%sﬁri®éd-°ﬂaﬁsﬁcmssernark and
second watsstremks fretchodhitbr iscapdIriadd ianlgomﬁ@éﬂlmerldeyl?hﬁ()h{]%% Iol\r/@t

' ' ' |.d a sinmlar _approach usi B _
\?\/zitsglrg;lrjlr(ealnz gg%géf:]fd@\(}\;ast g%)ﬁ(%rggcn’lauydeﬁea 56[3?1“&%3% d—‘%‘@rﬁﬁea ?P%g“-’h-‘é&‘}brdl ng of
audi o. -Heﬁ@élSFW@Eﬁ%“a?ﬂ‘sWé’msnéelsymrmrpﬂnoﬁaugnd‘ﬂﬁrmﬁls atbBbk Ay e ha’lt3 '?Ton
Fi gure 4, sshoweNerwdiirparRO88H65 .01 oBN gﬁégﬁg' &&&%]ﬂ;hsa’%_ edgggg,'é,ga,rl > l“ d“ !
withthepoasibilit of paying to record. The onl'y stru e ]
i dent i cal YR ﬁ’iﬁ%&a 1R PB F‘Pgtﬁ“@ 4orgst heOry sfam ispehat oonnfacact&nddBO. The
ot her stravtuths,otdldrhaggbosprimividire ,Si ﬂh|@ihef‘%é%‘?eﬂhge&9§|%§g to

i ndi Ly t U , they are adapted for audi o purposes. nce the
l:gglt gﬁ% ep%ggitﬁtr 9‘%& i\ﬁﬁ?%ﬁzf sé}ﬁ\; 890%8‘3?'0 thevith@rowhbhert al , generates
copy cont Wakermads e ok oy awhinctludii ag apat dechriko wihe TH@L&SéCﬁfi:th@ﬁlj. 01; r a.
Budt o TnpgePes g ekortpy 148 stedtvel Sl Untod oo\ B by iendowa. [0
audi o input . signal A The resulting output audi

“14 15 Audfiger rednRhntearesord goesnebntQbnaloeshanherscotd ifh@isyst em -

oper at or - ah@akie k- e3Pprebeom dMEl@dst g By0ER: Ui’ 1A+ is sgnt over,

, present and recorder 106 ig in the recording mode, thereby
outputting audio stream A+Wi+W2 to record on associated media
112, '

Figure 8 shows a block diégram of recorder 106 with
further detail, showihg how the record control porticn 108 of
audio recorder 106 includes a watermark Wi detector 114, a
watermark W2 detector 116, and a watermark W2 embedder 118. -
The signal output from watermark W1 detector 114 ie the
indication of watermark Wi being present at 122. This is
logically combined at 124 with the indication of whether
watermark W2 is present. Only if both watermark are present is
switch 128 opened, thereby preventing recording; otherwise ‘
switch 128 is closed thereby communicating the input audio with

- the added watermarks A+W1+W2 on the output terminal 130 of
record control portion 108. It is to be understand that Figure
8 only shows the record control portion 108 of recorder 106,
the remaining portions which are not illustrated being the
conventional recording portions. _

This disclosure is illustrative #nd not limiting; further
modifications will be apparent to one skilled in the art and
are intended to fall within the scope of the appended claimg.
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for instance, the satellite or cable television distribution 153uguet200she
STB 96. STB 96 includes a conditional access system98 to which is applied
a consumer selection on line 100. The STB 96 al'so includes a watermark
remarker 102 which adds watermark W2 under control of conditional access
system 98. The watermark renmarker 102 then outputs the waternmarked audio
streamin Q&g.oftﬁmn forns. One formis the copy-once and the other is
copy- no- mor®. TRCEPREr Wit ALESERE EVBteBrFRd Of+RFe oFe i wRplite
anal og audi® W awnghvbdeo fidlAdkvingt €& FBoks W Ndaralsways i ncl udi ng wat er mar k
WL. The associated conpliant recorder 106 receives this anal og audio
signal, and under control of its record control 108, does not record if W
and W2 are present and adds W2 to the audio if it is not present and
recorder 106 is in the recording node, thereby outputting audio stream
A+tWL+W2 to record on associated nedia 112. Figure 8 shows a bl ock di agram
of recorder 106 with further detail, showi ng how the record control
portion 108 of audio .recorder 106 includes a watermark WL detector 114, a
wat ermark W2 detector 116, and a watermark W2 enbedder 118.. The signal
output fromwatermark WL detector 114 is the indication of watermark W
being present at 122. This is |logically conbined at 124 wth the

i ndication of whether watermark W2 is present. Only if both watermark are
present is switch 128 opened, thereby preventing recording; otherw se
switch 128 is closed thereby communicating the input audio with the added
wat er mar ks A+WL+W2 on the output term nal. 130 of record control portion
108. It is to be understand that Figure 8 only shows the record control
portion 108 of recorder 106, the remaining portions which are not
illustrated being the conventional recording portions. This disclosure is ..
illustrative and not limting; further nodifications will be apparent to
one skilled in the art and are intended to fall within the scope of the
appended cl ai ns.
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--15 15 August 2003 For instance, the present system and net hdg fAsgast®adi | y
applied to TV and video follow ng various standards. 15 August 2003 CLAI M5
W clay n: 1. A method of controlling copying of a video signal,

conprising the acts of: . supplying the video signal (V), enbedding a
watermark (W in the video signal; and providing associated data (T) in a

predet er m ne cm%gation of the video signal, the associ ated data being
related to t rmark in a predeterm ned manner. 2. -The nethod of Claim

|, wherein the asstcicdbdd:data in a cryptographic value. 3 _ ' The nethod
of Claim2,- V\,hereiln th%rég‘)tcfgzrfphi ¢ value is a hash function (F) of a
seed (8)., and the Wat ernirk < FERRESH-Fifh Qorodnef of he tiaddo latmatdion of -
t he hash fun&9marisisf the smedofd. . The method of Claim |,, wherein the
predeterm ned |ocatio . Ty, .is videq line 21.. 5. An apparatus for
processing an i nput Vi gg%ﬁ%;lgxgﬁgteo&@%‘?\ﬁ‘tﬂmguﬂgéquent copyi ng t hereof ,
conprising: a seed geneéFaedtingl 2) wvateaxtagh funehi gRe OENEL AL rgn(a?i_ﬁ)a{l%oupl ed
to receive a 'seed fr ner a an utfput resulting ‘data; a
wat er mar k gener atgr é24) %ﬁﬁgggf’%g%ae%ee% %ttahnge%’a Ak yEteEiaed -

wat ermark from t he®SeEn £fd the whdee sigreluathenasiod ihmOigid BeRALL | ON

of the Input videpelapsd t® WhaNRELSSH agn oupled to transmt the
resulting data and the- wat er mar ked vi%gﬁ)ggogag%%g%?%fneqoﬁmul ting data-

"being transmitted other than in a . picture portion of the video.
. 2. The method of Claim 1, wherein the assaciated data is
& aryptegraphic vaelue.

. 3. 'The me.tﬁod of Cl,

value is a hash function

- is t?he bash function of &
@£ the geed.

wim 2, wherein the cryptographic
(F) of a seed (8§), and the watermark
he hash function of the hasgh funetion

4. The method of Claim.1, wherein the predatermined

location, for MTsc TV, is video line 21.

5. Bn apparatus for processing an input video signsl to

contrel subgequent copying thereof, compriging:
' & seed generator (12);
. & hagh function generator (16) coupled to :Eeceive a
‘Seed from the seed generator and output .resulting data;

2 watermark generator (24) ' coupled to receive the
eeed and generate a watermark from the seed, and to embed
the wat-:ermark in a picture portion of the input video; and

& transmigsion chanmel coupled to transmit the
resulting data and the watermarked video to a receiver,

the resulting data ‘béing transwitted other than in a .
picture portion of the video.



-17 15 August 2003 6. The apparatus of Claimb5, wherein the wh$ augestk003

t he hash function of the hash function of the hash function of the seed.

7. A method of processing a video signal (V) having an enbedded wat er mark
(W and associated data (T) so as to prevent wunauthorized copying of the
video signal, copprising the -acts aof: determning; in response to user

i nput, - whet her °recoftff FPRFENE PEdEdain o Weeprelmititee tha telttrark o

det er m nat i e Hed 919 F@da kY, @£CORY RORLT %né'é’f&?.@[j{ %ﬁ)e ?{ﬁfﬁgiﬁdem i,nation of

the video sjignal 7 and only if recording s pernmi CRGTt RE
associ at ed U4t &% tHe video si gnal by the copy control systemto a
recordi-ng mechani sm (42) at the video signal destination, wherein the
wat er mark has. a7oredeterm' ned relationship to the associated data. S. The
method of O aim’, ' &hdrERc RE BEooeraled aavildcs signadr Wy ogeenhicapal ue

9. The net hagh«izd ai ; i h ic Malue is a hash
function (P)_of ;@ segd@ e(&rsrsarwgﬁgﬂt ﬁgamg?%é%%ér)%&%sgttahe&ﬁagﬁ %‘ﬁn@?i BRe¥EMthe

hash funct i‘GRUSRoMR&eRasRPYiREt PENnChefvideo stiarhall0 cotbe tgehigodhef sofhai m
7, further gfanprising the acts of .. upon determning that recordi ng of
the video is to be germ'tt.ed, reporting by the copy control systemto an
accounting system ( 3SFEERBLNIRE or L ELsRONES o peem ttpdt , awHeehargi Ng a
fee to a-recipi egtopliihbeosi €ee Figad! ing, system for
permitting the pecor di{{g ,18 15, Au(g%%tiszg& ﬁé%?%&%g&f fhe : _
ctermination being made by a copy coutrol systein (34) at

a destination of the video signal; and

only if recording is permitted, transmitting the
gss_ociated dai_:g with the video signal by the copy control
system ‘to a recording wechanism (42) at the video signal
destination, wherein the watarmark has a predetermined
relationship to the mesociated data. - -

8.. The wmethod of Cldim 7 ¢ wherein the associated data is
a .cryptographic value.

9. -The method of Claim 8, wherein the exyptogrephic
value is a hash function (F) of a seed (8), and the watexwark

is the hash function of the hash funetion of the hagh function
_of th»_a saed.

10.  The wethod of Claim 7, further comprising the acts .
of:. ‘
‘upon determining that recording of the video is to be
_ permtted, reporting by the copy control system to an
- accounting system (35) that recording is to be permitted;
and : '
charging a fee to a reci‘.pient of the viddo mignal by
the accounting system for permitting -the recording.
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|1 A set top box (34) fax connection to a television receivébAugust2003
conprising:: aft input term nal adapted to receive a video signal (V)
including a watermark (W and to receive associated data (T) , the

associ ated data being related to the watermark in a predeterm ned manner, a
condi tional .acces- coht¥ef {@B)boraditig fpiconhnektibar gbnal c&peEEELVI Ng a

user sel ect+8Ba{vL-enabl, . recording of-the video signal; and, a
conbi ner. (3 8) having abggsn.]flﬁ I termnal coupled to an output term nal of

the conditional acces®lcomribltg@3dnalandapted ¥bNgethe Vi gepi(%é(gnﬂ from
the input term ngk, -ﬁgﬁlé‘ﬁgrgg‘%tnt Qut %%It hgrm’ nal, wherein the conbi Her
be) outputsthe vi deo signal,” w FEBPChi (HOUBREhEO akSeeive cassaat at éd

response to the @i {Fondthacseesiaontr dhtd2be f’@laﬁ&@‘t@%hgf claim
11, further comyrd«si Qe lLon_to_ an -uplink (39), and erein the
condi tional access c%lﬁlhﬁl%lairf%;ﬁt%ﬁdggﬁti“ﬁ‘eaom%@%?bl ink an indication of

user Muton. 13. The SseondifismeloticGhasneddtrde(ssn, tﬁ@vﬂﬁ%i at a
et. top box of Caimll, r‘fh':gc]ér?tc‘jrc’f

is a cryptographi 4e.£ k4 ;
conprising a video ?{e?corf er r%%%g@ag(izb‘si’é F R Ih S Bt Minte o
signal . 15. A mdemearddtigoedr ghienyideyi dbonaEf aigler, conprising the acts
of : receiving an input .\ ' having an enbedded waternmark .(W and
associ ated data (T) %g\eskr%gﬁe%lgq?ﬁir%}' %ﬂ?ﬁ""‘mﬁ,@:’e&ﬁ%&&}e coupled to
associ at ed- dat a®s @HtERE fgrevivaksedHotln acbumthital drnia ddRaat Qfdﬂt’l%ﬂ ﬁ?'%?
conpr essi on funghoRecadl¢indSe 0 | qwi ng .Lecqrding of the T nput
i deo st gnal Onfyo a:':s.ng fffp%f&:@ 0302l PO G input” terniinal,

: output terminal, vherein the conbiner (38)

- outputs the video signal with or without the assoeisated
data in regponse to the conditional accegs contr.ol.

12. The set top box of Claim 11, further comprising:
& comnection to an uplink (39), and wherein the

conditional access contwol . (26) Cransmits- to. the -uplink -&@n
indication of user selection. '

. '12. " The set top box of Claim 11, wherein the ass.ociate.d
data is a cryptegraphic value.

14. The set top box of Claim .11, furEher comprising a
video recorder coupled (42) .to record the output video signal.

15. A method of operating a video recorder, comprising |
the acta of: '

- receiving an input video gignal having an ewbedded
watermark (W) and associated data (T);

detecting the watermark;

detecting the associsted. data;

subjecting the associated data to a predetermined
compragsion function; and



the detected watermark matches the result of the conpression1bngusti0036.
The nmethod of Caimis, wherein the conpression function is a nmultiple
hash function, 17. The nmethod of claim 15, wherein the data is on a
predeterm ned video line in the vertical blanking interval of the video
signal. 18. The nmethod of ClaimZ5, wherein the data is a cryptographic N
value. 19. A video. re & rgl pg: ;. an interface to a recording
medi um an i nput Port f%?&rge%reléﬁ%oﬁﬂ% %g 5T grial Yo Vbaeo G st ion dtthe

medi um  a wat er matedéebeebed (Ghewrap wdttited el BpEL1 POSE (tha data

detector (52) cougbggrggswgf Jort to detect data at a. predeterm' ned
| ocation in the video signal; ci' a processor (57) coupled to . Conpare the
detected watermark to a corrpressi on function of the data, and to enable

recordi ng of the V_EdEOTﬁéqti@}_hﬁltd}f bﬁgl,qeggurgﬁefml hﬁlécor{]éarl san I S a

mat ch. 20- T gdeo iecordei)t_f dalm 19, Whe

function is a ashCFunit? inf e, haghy ﬁ‘ﬁ’éﬁm of the data. 21. The vi deo
recorder of a almls wherein the data is a cryptographic value. -20 15
August 2003-22 net ontrqlling playing of a video signal recorded
on a medi um' ngrl spﬁge %eetﬁfg 3% iag‘ﬁdlfpl Aerginhehe didw disgoal af rom
the. medi um Pl”ﬁé@ ernined wiatcer durk LMY the miﬁgﬂ%&@}@ 4ntdeh85t ) Lp9
data (T) asseﬁéa@%g\ngib&.ﬁe vi deo signal;

16. The wethod of Claim 15, wherein the data is a
cryptographic value.
19. A video.recorder (42), comprising:
an interface to a recording medium; .
an input port for receiving a video gignal to be
-recorded on the wedium;
a watermark detebtor (50) coupled to the input port;
a data detector (52) coupled to the input port to
detect data at a predetermlned location in the video
"glgnal; and
a processor (57} coupled to Compare the detected
watermark to a compression function of the data, and to

enable recording of the video signal onto the medium if
the comparison is a match.

20. The video recordér of Claim 19, wherein the

conpression function is & hash function of a hash function of
the data.

21. The video recorder of Claim 19, wherein the data is a
cr.YPtographJ.c value. - -

-20-



subj ecting.the data to a conpression function (F) allow ng fuffhegusil2898ng
of the video , signal only if the watermark matches a result of the
conpression function operating on the data. 23. The method of C aim 22,
further conprising the act of applying an anal og copy protection signal to
the played video. 24. The nethod of C aim 22, wherein the conpression.

T oD L o hash T unctthoc oS, o malling sleiaToER YRGS QLR 2

to a recordi ng Medium 463_“8\/\%’??311 %dt#%gtsé'ngét%’iedéd?)tﬁ @’Egl - wat er mar k

~detector (54) coupl edPteYregetilve tihkeo widealsirgaal th@-ﬁ\@hﬁuﬁet ector coupl ed
(50) to detect a dat ade@ééeﬁkgat equm'th tgﬁ vi.deo signal; a pf ocessor

coupl ed (54) to the water nark detBetdraind¥ain Gbeevidecaniionhich

subj ects. the detect edetiatting datacdmpr agsben ar NG EAN ares the

watermark to a result of the %ri[%r?%? on funct_ion.opergglgﬂgggggtﬁ’e%ié

and al |l ows. further playing orﬂgi i f&ScbRpar FeBRTESshonnfituhtieR 1 (1P,

August 2003 27, & Video player of Caim 26, wherein the conpression

function is a hash f (.on, of ash_funetion._. 28. The video player of

Cl ai m 26, wherein theggi‘ac%"gﬂ:g fé&t yBﬁaljfaghPS the veldeooa i g HENIANG, £

APPARATUS FOR ENHE\GE:exuBil WaBEDe SER| W &ibe &{\'_—'Tthéf\ﬂa'&ﬁig% .

ASSOCI ATED DATA hstdidGly on the data. : S8 unction

23. The methgd of Claim 22, further comprising the act of
.applying an .analog copy protection signal to the played videa

24. The method of Claim 22, wherein the conprassion
function is a hasgh functionm.

£’

25, The methc:d of Claim 22, wherein the data is a
cryptographic value.

.26_. A video player (52) comprieing:

an intexface to & recording medium (46) which .ou'cputs'
& video signal; |

a waterwmark detector (54) coupled to receive the
video sgignal;

a data detector coupled (50Q) to deﬁect a dats
associated with the video signal; ‘
a pj.:ocess‘or coupled (54) to the'v}atermark detectox

and data detector and which subjecta the detected data to
4 compression function and compares the watermark to a

result of the cowpressien function operating on the da(ta

an: :llows further playing only if the céu@arison is a
natch, - '



Met hod and apparatus for .controlled copying of an audio or vilddagsst@oan
transmtted over a cable television or direct satellite broadcast system
or the internet, Copyrighted (or other) audio or video material is

pr ot ect ed f;gg]unmgnted copyi ng- (recording) by the conbination of a
wat er mar k enbédded™®i e o Of Qidéo %64ﬂwﬁenﬂintmgeh@@gpgggsgggpther
W th aﬂdhttbﬁﬁli@O@yhiwﬁnfﬂHdgggndggaaiﬂégﬁt€?£1 n the audio or video
signal, either a ticket or a second waternmark. &8 1ine (21) in the
vertical ‘blanking interval for (NTSC TV) is used to hold the ticket-

(cryptographig. c : .0 or. videqg watermark is enbedded in the
active portion o?ﬂ?%Skgﬁﬁfgﬂ%&%kv?gegrégpgﬁhlVh@ﬁﬁ}niﬁh@hdatgnianer is

Wil li ng‘%@%ﬂ-‘@hﬂé@ Yasluet.he video signal with both.the waternmark and the
ticket transmtted to his recording device which then matches the
watermark to a mathematical function of the ticket, and only if they match
is recording permtted. Alternatively, this consuner control my operate
on a second watermark in the audio or video. The correspondi ng pl ayback
device outputs an audio or video signal which does not have the ticket and
hence no further copying is permtted. This enables a single copy to be
made upon paynent.
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