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The systemis particularly suited for facilitating
the sale of services and/or goods in electronic 5
format (such as software). Background Art The
foll owi ng di scussion of the background of the

i nvention is intédiAfeBleatroniciTransactionByatem”’st andi ng
of the invention. However, it should be appreciated
that the discussion is not an acknow edgenent or
abieid of tine imeentiomy of the nmaterial 10 referred to was
publ i shed, known or part of the comon genera

knowl edge of the person skilled in the art in any
jTJIné paegenit imvesdiontretates fr aoreilgctrotit Fransadtioe system. The system is

l.i cation. of , an d or. service often. .
rEAtpRYY hier TRt oo thS RS SeBicST AN e n electronic
c,%pmgg squcf-]fds%aﬁwér@) co-ordinate, particularly in
S|tuat| ons where the input of one party, or even the
need to contact that party for their input, is
dgReRGSUndPArt he 15 input of another party. In
situalions ere the retailed service or good is
di stributed over an electronic netvvork this problem
| Fhé HiloWilq BBGSKORLRtheNadkifourkPOTRR IRARREAL '.rqgn&émo facilitate
such servites or goods can be provided | mmedi ate
Aar amdiersjapding tofi theainveijcrct Hofweves, nrsdrmﬂ henam‘emated that the

ovi de_an el ectroni transacti S that i .
Sebirmiahs Nt ArknfedoRatEIY  ShpRAmSRoR HBBL 20K ¢fthe material
C@f&@e@tcﬂwggtﬁuwshéao Knolhsh paH bf Meecd?ﬁﬁwbh%f-‘en@vﬁrkn@medge of the
el ectronic network. A yet further problemwth

ebersonskilledtin dresad in any gyisdistienias attibe meietyf datetdiéne application.
el ectroni ¢ transaction systemto integrate with the

exi sting, pervasive Electronic Funds Transfer at

PRetailingf ofSamye gooERTBERY e PftEN arsqumﬂ theeinpuhp$ npdimé@ parties. This

leppem os DPadE prieseainatd. ATELEEG Siualipreokér thEMbut of one
t pavh st dy@ih BRVhESRS td B@hta'cﬂﬂiaictfar@nfoy tA&ir input, is dependent on the

input of another party. In situations where the retailed service or good is

distributed over an electronic network, this problem is further exacerbated by the

common expectation that such services or goods can be provided immediately.

Accordingly, it is an object of the present invention to provide an electronic
transaction system that is customisable in a manner that simplifies the task of co-

ordinating input from multiple parties over an electronic network.

A vyet further problem with electronic transaction systems is the need for the
electronic transaction system tc; integrate with the existing, pervasive Electronic
Funds Transfer at Point of Sale (“EFTPOS") infrastructure. This poses problems
as the EFTPOS infrastructure:



enbedded paynent applications because of their limted
menory capacity; and are highly regul ated, such that
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infrastructure nmust be recertified - a considerably
costly process for the applicatdon owner. One prior
nmet hod of overcom ng this problem has been to

integrate tfically agtsagidesn tsyrsdaetion tevides ehbedohetide only an
paynment application. However, this solution

t he transa@mbﬁﬁ’dﬁéqB?Y'@?”b?pBPQﬁf%@oPe‘i%JsﬁoBf f"K}gi H'@?'fcéd memory
main switc combdat e transacti on transacti ons

as wel | as%ég?@ptaﬂ ransactions. Such nodifications

are expensive and time-consumng. It is therefore an

optlonal subsi.di.ar f I pvent L on:

to pr oVi deaé%%'@?lgcr@%%? %ugﬁstgga??a i ﬁwgﬁ afflication that
utilises t fm@egxhéiEmmdﬁTrﬂfﬁtmturashustcbexr@cemméd e a considerably
overcom ng, or at. least partially alleviating, one or

nore of th&OsHy BW§ﬁ@ftth8@@@|'?ﬁt@& @BCTassoci ated with

the existing EFTPCS infrastructure. Disclosure of t he

I nvention Thr o@ghout the specification, unless th
c Omeesprior eaqethast oft ﬁéﬁwo%ngtﬁbsv@fpéemcaﬁ%rﬁ’%%“ t6’r integrate the

\éggh%%éé%ﬁ’ 82%%?1 %Ith Ctﬁgpéﬂﬁéglﬁg]%(? u% 2y o; 'agbggagron"“ I Yowever, this

| Bolegen redquitioline ttﬁnsa&tle@ebqwbmtorrmbced;m)retmhudufyoﬂneofmam switch
20 any ot her integer, or rou i ntegers. Fur

¢ e BERammOgRiR TPGModdrlsaEhonS 2 (valcat R énb Bangactions. Such
MR BAY a?@%%(b&r%uvé"@ﬁ& ﬁﬁ@&ﬁéﬁﬂﬂﬁa‘?t ion

constituting offer and acceptance of "the service is
conducted over an electronic nmedium |n accordance

W||ttlg tﬁerfe’fdréta ;gEJ‘htal cgub"sl&‘?argnfﬂ?@&f mhbrtﬁé%ht?m@érﬂ)ﬁn%dprowde an

an el ectroni transact1 on S stem conpri si ng:
hetetctmarwmansmczosaét@mmat BtﬂTSesuma]eMdthlEﬂTM infastructure

at | east one transactiqn device; i
while overcoming, or at qeag patl:"t?élly alleviating, one or more of the

aforementioned problems associated with the existing EFTPQOS infrastructure.

Disclosure of the Invention

Throughout the specification, unless the context requires otherwise, the word
“comprise” or variations such as “comprises” or “comprising”, will be understood to
imply the inclusion of a stated integer or group of integers but not the exclusion of

any other integer or group of integers.

Further, the term “electronic service” is to be understood as meaning any service
where the transaction constituting offer and acceptance of the service is

conducted over an electronic medium.

In accordance with a first aspect of the invention there is provided an electronic

transaction system comprising:

a host server;



at | east one service provider system and a content
managenent system where the content managenent system

w@rmgieiess content in the formof details of 5pCT/AU2004/000855

10

15

20

25

el ectroni ¢ goods and/ or services able to be transacted

by the electronic transactionr3ystemto the at |east

one transaction device and where; upon the at | east

one tr anheaet otrdavactoni dsitdlg a client request to the

host server for one or nore of the el ectronic goods

and/ or services detailed, the host server operates to

gener aheleastoneBéniRSHronRRrispstefplandt o the cli ent

request and in generating the 10 client response,

where necessary, issuing a service request to the at

| east grROntRMYArfeR)dPhéNtisyefensyst em and receiving a

service response fromthe at | east one service

provider. ldeally, the electronic paynment system

f Whiehe thes edMEhs BfardigBRidnt $ysRaP prividePcsftent Bf the form of details of
perm ssions and/ or constraints applicable to the

eblectrooisi @oodaneadiarosesyeaserable 1® ded tingastacheby the electronic

bR e AT B F ey Do EReh R ahd virtre, upon the at
t fc2138 0nkE itMsdelor eevicetibsuing al Rt raqest té ans aski Sérver for one or
device to ensure that the set of perm ssions and/or

ilinis A the glegtraniccanass and/Qr §€P{Vicﬁ|8é%eé@%ﬁﬂ,>}be thﬁ_ét $RIVET RPerates to
| Behédes aaEliérﬁﬁgéPBH& o ré;?l? ot%?ﬂhleot‘f“ rteabgﬁnéh@'?ﬁ:ge%%rating the

a“transaction ce di nens an el ectroni c good “or
selientaespomse siiere Reckssaryyessliagta semwviesranqueseaethe at least one

di mensi on operable to recording information in respec

obSTie BB Rl e Fee g Bt it 5B0RS S rasa s g least one
OkeRRICHBDderas appropriate, that may affect 25 the

content to be provided by the content nmanagenent

system WD 2005/ 001725 PCT/ AU2004/ 000855 -4 The host

S IR B0 1018, M50 190 s FARHERcoring s

cohpemaissipgs randdrroeansthainth @pphicable tate ebdfotmoamcransdation system,
and where the content management system references the matrix in determining
the content to be provided to each transaction device of the at least one
transaction device to ensure that the set of permissions and/or constraints are
complied with. Preferably, the matrix includes at least one of the following

dimensions:
a transaction device dimension;
an electronic good or service dimension; and
a merchant dimension,

each dimension operable to recording information in respect of the transaction
device, electronic good or service or merchant, as appropriate, that may affect

the content to be provided by the content management system



matrix in generating a client response to ensure that
the set of perm ssions and/or constraints are

weowphies with. 5 In a further preferred enbodpaBAt2004/000855
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each transaction device of the at |east one

transaction device receives a-set of unique

identifiers fromthe host server, each unique

| PREhokt SérverPIRES1Bb idedednife WIREIRE! thef clidhe réQisttomplies with the

the transaction device operable to check the set of

usetoRfeperaeinsipns @nd/aigeansdteinds Heeprded inctheympirty pae deferences the
- [ [ e i

PG s e s B | FaorE i ths el of Bermissions andfor

syeristmintd lage compiied Witn devi ce may further operate to

di scard conponents of the content having a uni que

identifier not included in the set of unique

| theatfufther préfered i@tibbdiataritheabi9stansaétioredeviceead the at least one
the unique identifier consists of a file nanme and at

| lGARYACHAR dstvigeneecriescavsabOr HNigspdreRtifiars figan the fost server, each

er.t. p . ; t i |y, i f.. ,
S5l PS8t Bl CHIRMNE o tnd R S o oton device
coperable toaohemkrthe sslysf eniqapeidantifiers agaimst | abatértealready provided
content to each {jransacti on q vice of the at | eas

[

A (TPAHES EPBRh ATV Uryiken (QeHiIRRoMOt Af FRdY brovided from the

"Esbnt hiBhagerM | QakM!l  gpBt ﬁQﬁséc@ioﬁré@\ﬁé‘étﬂw?{/‘ further operate to
devi ces can be attained. The content preferably

i distardesomponerds md dhe wontent haying: arwnidee sdantifiee nahiotuded in the
goqd 20.able . tq.be transacted: at least one of, th .
PEh S, R rpERveS oo lie. EST ser s erlotlie the uniaue
edentifieiiensistsvoica fle 8808, andleitaichst Bheas e #lloving: a version
paynent met hods; details of acceptable validation or

dR¥nmben @nerghesky@iie. and/ or 25 details of any

docunent to be provided when the service response

confirms a service request was successful. WO
2BienetivgiznurTeRefion of gontent usBEshe-®nterianaragament system, the

i ; ctu r..navi j e .
A ené?lbtglﬁxla\ggéé}rﬁ%ﬂ% ggstgﬁgg%%%\g% é)bf)rg)v[doé th% elér%'élm f?)geégh fransaction
device of the at least one transaction device. In this manner, almost “real-time”

download of content to transaction devices can be attained.

The content preferably includes, in respect of each electronic service and/or good

able to be transacted; at least one of the following:
a description;
a graphic to represent the electronic service or good;
details of acceptable payment methods;
details of acceptable validation or data entry mechanisms; and/or

details of any document to be provided when the service response

confirms a service request was successful.



be transacted; and details of any security mechani sns
i npl emented to control access to any 5 restricted

w@eoosioemnss of the menu structure; Each transactPOIIAU2004/000855

5

10

15

20

25

device of the at |east one transaction device may '
receive a scheduled tine for t-rffahsm ssion of content
fromthe content nmanagenent system each transaction

devhe eontedt Allyaalé@inchRiieest the set of unique
identifiers fromthe host server on the schedul ed

time. 10 Preferably, the host server operates to

gener at# nderfll 5ROEUFE SRIORNBAgatihg Bl ¥lebBohideservick§nd goods able to
request reference to a process nodel, the process

b
nmodel c%g’émaﬁeqi;yand:onpri sing a series of steps and
i nks, the arrangenent of one or nore links in
respect of a first step representing a second step to
pr ocessdeiails RE any rsecudtyemecharismsi implemeated to control access to any

predet er nj ult .o a t of predeterm ned-

resul t S{e@#ﬁi@%éﬁ@pg Oig"eppégjgtsg%&”gd results,

ideally, are a set of Bool ean values and a fail

resul,t .. The el ectronic {ransaction systemr | so .

| epbhese R BURR' G T A ne S SBL ciBemay receive a
r suhRid0RdetAe Fortratsiskidonadf dopdsit fRIMR the @BARME hihagement system.
devi ce, where content provided to each transaction

defacketransactioRdaviqe gperaplenty fesiuekkthenset efsunigeeidantifiers from the
prhl%’ét@?R/eq’%ne(ﬂgrécﬂégﬁl%\gtt{n?@saCti on device in the sane
cha ng.

nnel” gr oupi east one rel ationship may
also be included in the electronic transaction

PIRIFEEGEE T KEAFSA OB DB GERL SLROTLHERy Blppap n oy o o

anglieat rérest byr eifisrenté a0 pricees Fhodels &ie/ b ddt AvibEENr conceptually
system using _their respective native | anguages and

c ITRTDAIERE iFoPPRDPLEWPS. andh links, dhe preanganasnt of one or more links in
?%?ﬁ%@g&ﬁaﬁ f‘irgg sgpe%ﬂrgé‘éﬁtir{gr Qnsc‘é?ébtd)gogtteﬁgf%t ﬁFBcréls'EoonC the first step

i nc ectroni c r’nventor efectroni
i mesalvingytooa @radidterrmimedrresullin arsetlof giredeeemirgalodsutts. The set of

SRR Beel Ssub RSOl 813 8t RLGOPRENURLES Gadal resul

identifier, the electronic inventory operable to
[ od having a fo respondi ng

o0t RalRPRaIs2FiPT SEpBaNe FoDsSG A Ihast one channel grouping,
P AUZAd AR gj‘r@)&éi%sééoc‘la%d with at least one transaction device, where
content provided to each transaction device of a channel grouping is the same as
content provided to each other transaction device in the same channel grouping.
At least one relationship may also be included in the electronic transaction
system, each relationship recording details for facilitating communication between
the host server and either a transaction device or a service provider system, using

their respective native languages and communication protocols.

In a yet preferred embodiment, the electronic transaction system also includes an
electronic inventory, the electronic inventory operable to provide an electronic
good to the host server on request. The request from the host server for an
electronic good may include a goods identifier, the electronic inventory operable

to provide an electronic good having a corresponding goods identifier in response



to the request. To conbat potential fraud, on return
of an electronic good to the electronic inventory,

wo bwsebeed roni c good is not able to be provi depcT/AU2004/000855
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response to a request fromthe host server for a

predet ermi ned period of tine.-®%he electronic good may

be a serial nunber to be provided in redeem ng an

¢bdhe rre@lhe:stse'rrwbombaﬁpatdneatﬁ:atb@ o pexsie o€aAn dlbetronic good to the
el ectronic transaction stem may be operable to iss

b%% Hranih E1yeatyst -lactER A aRPErs ot 8bla,d-Be previded ipfesponse to
%Ffroﬁ?%@%s@%@%r?@f yi @détﬁﬂﬂﬁ%ﬁsper f time. The electronic

ync ronous client request I NC e a correlation ke ey
@m@dameyrt&pcﬂmel nombteh do dey prolvidedoinsresieeminog anegleeonic service

a chronous .client request, as appropriate, 10
ﬂ%el" f%@gtr@ Spr el ati on key. As asynchronous service

requests can cause confusion for the host server, the

st e ver be operable to distinguish . betwe
e pBe B, Brderting Sslmaney i, deetdtls Possremet sgnchronous
M SR RNseRE S/cRENT MRRrestY. efA%S/ﬁQIH%no@é‘%'ervuce requests

servi ce request Servi ce response, client request and
andeaﬁyncmsorroeep@te@é rewmnmmmamrmlatm kepast anyeresponse to

e RRgoHRows PRn ot Rr Lo s B Slienb reayssbas gopropriate,
tnlitﬂudééirtﬁécécbrﬁmaﬂkﬂ’vllée% I ngd léé%cﬁﬁodo@@%er@ﬂie Fﬁ@dmﬁ@s‘t‘é can cause

application. Usi n? an internedi ate router havi ngi
geafusiaredor Simbest saMes. thee hrsk sesier ey el apgrable to distinguish

RRAANESS & Q&%Ce rtellgg h%%%@ﬂcé 'cg%utdr%\ﬁhggt {J?¥eife%9{@er {jo ?}e correlation

service request ansac devitce

tkeg dmdédr tgpever and formard a paynent request issued
by the paynent application of the transaction device
to the paynents host. In a potential alternate

[Rrefeeaislyn@atht bavicet hegdasinsenideomesidnises dlpptasqasst and client
aut horisation request to the internedi ate router for

TOSRRTISE 5 FOMENYNEalsay iR At leash 658 MaeRFaUsCRS eSha message bus may
OB USRI QISR IndchaFichher BstHifRRchfnst via the 25

i nter late router and where so aut horised, the
transacti on device thereafter issues a service

rl&%i@s*thé trahB5c P HeWES Yludidat st %%%rﬁ%ﬁ@ﬁteaéfﬂﬂhﬁén Using

receiving a service response
tdnaht&rhmd@evooter rhaqm@sa dediatad cmsméo]io,n toi tﬁelhcrs;g sarver and to a

st to t ment ost ath
%%geﬁ%%%gg%%%gegeac |onp(?3/v1ce mséyhfo?war\c/jI a serwce request issued by a
transaction device to the host server and forward a payment request issued by the

payment application of the transaction device to the payments host.

In a potential alternate processing method, the transaction device issues an
authorisation request to the intermediate router for forwarding to the payments
host and receives an authorisation reply from the payments host via the
intermediate router and where, if so authorised, the transaction device thereafter
issues a service request to the host server via the intermediate router and, upon
receiving a service response indicating that the service request was successful,

issuing a payment request to the payments host via the intermediate router.



WO 2016/ 00172n PCT/ AU211114/111111855 -7 The
transaction device may further include renovabl e,
wowdosealb® nedia for recording one or nore ofpd¢tIRU2004/000855
followi ng: a receipt; an electronic good; details of
the client request; details of-the client response.
The host server may operate to confirmthe identity
ahd/ ransagiani degvict hiwy fortheransiede aenitembie Whigdable media for
i ssued the client request and, if the |dent|t of

t he
fqCoRAiAg ANGPTdBo e ef f@&rfo'f'@‘t/'naea EQFAIPk @é‘de'e‘éifoﬂ'ﬁQOOd deta”s of the
ERRRGLANeR odilfls b ARAAEN| AiRpARKECe [ o exceeded.
I gnore t ent reques accordance with a second
aspect of the present invention there is a host server
TRE HS&, L&~EF rﬁclazcc%ﬁé}g g t&f ! oD léé(rﬁhﬁn%ﬁc?/SPrc%'pgglty of the
to the first as i nvention.

5 Hansaaﬂmncelewcéhtrmttfssueb athpecheraf retdiuespramjenﬁ the |dent|ty of the
gnventl on,there is }aBtranﬁactl on device for use in

RRRAGIGR; deviGerRA B B C8) R éB?d%aRQC'ttlbof e V?'P%%C“Oﬂ device
%%B&%bdgé ,958,% t'h@\t‘ﬁ@f\{ %ek{] accordance with a fourth

aspect of the presen ention there is a method of

15 perform ng an electronic transacti on conprising the

ﬁi&&%r@énceo\fvﬁl‘{ déé&%nﬁ%{%b%e{ of tﬂetsd?@s%rﬂriméﬁtig%%@é & fhost server

el ectronic goo and/or "services able to be

forarseaint ed ¢lectadnit deestsactien tsyatesacccording o dbe first aspect of the
10 recetlw ng a client request for one or nore of the

EVEQ¥?Bni ¢ goods and/or services detailed froma

transacti on devi ce 20 generating a client response in

eply to the. Ii uest iC ere _necessar

fBpchradnde S T aRUR e DR aeberbrien i giora s 4 transaction

SEVive & udy PlVéaﬁ’@lecﬁbb%ﬁ@ﬁéﬁ%hbﬁ%%}s’b’érﬁ%o@oﬁﬁﬁq k& ?ne first aspect of

response fromthe at |east one sService prov

theédaventiont he met hod al so i ncludes the step of

referencing a matrix recording a set 25 of

perm ssions and/or constraints to ensure that the

koacendance bithp fowirttedspect \Wh the eS8t 7vention there is a method of

15 Cr_rrc/)rﬁﬁLlJr%& %%%}eghlolnllcl ilrgggaction comprising the steps of:

providing content in the form of details of electronic goods and/or services

able to be transacted to at least one transaction device;

receiving a client request for one or more of the electronic goods and/or

services detailed from a transaction device;

20 generating a client response in reply to the client request which, where
necessary, includes issuing a service request to at least one service
provider system and receiving a service response from the at least one

service provider.

ldeally, the method also includes the step of referencing a matrix recording a set

25 of permissions and/or constraints to ensure that the content to be provided to



-B each transaction device conplies with the recorded
set of perm ssions and/or constraints. Preferably,

wo besoetrbod al so i ncl udes the steps of deter m PiTIgu2004/000855
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whet her the client request conplies with the set of

perm ssi ons and/ or constrai nts8recorded in the 5

matrix and the step of generating a client response

ieaeh uegssddiien sadvicd @Bnifflies v @RS i reBoided 58t bf petMissions and/or
ensure that the set of perm ssions and/or constraints
&PBStraipkpl i ed with. The method may al so include the

step of sending a set of unique identifiers to each

transaction device, each unique identifier _
Psptesalit thegmethashplsadncludes tthe stes ebdetenmjningavhetieer the client

O T s I

aheattig eanib dife rstepl et gdnyerbting td aNemic tegpondevineRides the sub-step of
Additionally, the method includes the step o

f
rEERRAING the maicter ensire tivat thesedpf PaRMISEENE EBKoR Gansyaints are
fBH{BIigaQ/slﬁtht ransacti on device at each transaction
gew ce's scheduled tinme. 15 Preferably, the step of
generating a client response includes the substep of

GT)F\%CM%H&% Fnya?/r 886SHicBY98he sttQ[? eog rs%gﬁﬁ‘g% gg%‘?;onf Lniaye identifiers to

concep conprising a ser

eheh ararsagtone devick, eaeh anique &lentifidesrdpreseagipgCa component of the
fir ste res ntil_lrl%ﬂa second ste .process on

t a. t . .
ERBlENt, 910 40 SPR. 1 ARG, Bl i FEVi@ Uis4 1denifiers not
alresdy BFO\{P(,?]@djﬁ)t Bt clies Wblite wpdnTREUERIHPHheArSRaction device.

i ncl udes e step of associating each transaction
deditiomally t theamethiashinabudesc thenatelp gi cegeiivigg & hequeshtfenthe set of

rovi de Q each transaction device. of channel . .,
i Kpri Bl itk AT o SBeRt dEVisRo of AP eiapton device's
atheduléd &RfAction device in the sane channe
groupi ng. ldeally, the nethod includes the step of

recording details for facilitating 25 comunication

Pesteraly | R RS ofefitdrafing £aGBnt rédpRikhl MRIERY Q(t?e r:?]ubstep of

and the host server and each service provider syste
esetying a nsecesst mogdehtthe msncess medet benceptegllyofornpiisigg a series

'PE 1(;31 | ga(nrgﬂn?)%t ?iaé %g%bbgﬁ»}:ﬂg%f 'oﬂetoqeméreet |incf<fs in respect of a first step
representing a second step to process on the first step resolving to a

predetermined result in a set of predetermined results.

The method also includes the step of associating each transaction device with at
leat one channel grouping, the content provided to each transaction device of a
channel grouping being the same as content provided to every other transaction

device in the same channel grouping.

Ideally, the method includes the step of recording details for facilitating
communication between the host server and each transaction device and the host
server and each service provider system to form a set of relationships and the
step of using the appropriate relationship in the set of relationships to facilitate

communication between the host server and transaction device or service
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conmmuni cati on between the host server and transacti on
device or service WD 2016/00172n

websM12351114/ 111111855 -9 provi der system aBCT/AU2004/000855

appropriate, in their respective native | anguages and

comuni cation protocols. The a®thod nmay al so i ncl ude

the steps of issuing a request to an electronic
pPOAGAG OISy s, @13 RpPESpriite C igopkinEsp@ivkYinBfv@nlanguages and
electronic good fromthe 5 electronic inventory.

pPBETRUREAtON PIREOGRS.- hod al so i ncl udes the step of

di sti ngui shing between a service response and a

client request by reference to a correlation key in

fThe methac gay esoinsdudifiostegmpef issungnst eqlashyto sars @lectronic

ARBDIEE o0 EBeRenE U0 T BRRIREDL SHralE MR, Bood fom the

eRppongaavétonay of at | east one nmessage bus using a
publ i sh/ subscri be nechani sm of conmuni cati on.
Preferably, the nethod includes the steps of

Posrerdiy, etrhethodedlss inclgdsl P stepRAiStngRfshiftebetween a service
transaction device that issued the client request and

ferposse At a cliptdrieayesthby dpfesance éoiesorrelatipnekey in the service

?éjsﬁifbﬁwisé%nﬂ‘?orttyﬁetransaCt.i on device can not be 15
confirmed or € capacity of the transaction device is

exceeded. Brief Description of the Drawi ngs The

FRSTRL N R eSS0 BB, s

reypopsest alend ne@lies agdeasieho réspdnsas HIolvap df 3y $daondOmessage
Figure 2 is a conceptual representation of_ a process ‘
Rﬁgéﬁlr@t%eybwvwhscrme MRGhacR of SOMRURICHPN n t he

el ectronic transaction systemof Figure 1. Figure 3 is

an illustration of process flows of a host server as

Prefggakint &g imethoguinciudes theyusters ¢fs canfiinigeatieofidentity and/or
i : CLf: VLGE

CREROICE B, GERARES, dRAck PatTep S REEAAR RRHES and Thp ste of

ignoFinguthe dlient request if the identity of the transaction device can not be

confirmed or the capacity of the transaction device is exceeded.
Brief Description of the Drawings

The invention will now be described with reference to the following drawings, of

which:
Figure 1 is a schematic representation of an electronic transaction system.

Figure 2 is a conceptual representation of a process model step, with link

attachments, as used in the electronic transaction system of Figure 1.

Figure 3 is an illustration of process flows of a host server as illustrated in Figure
1.

Figure 4 is a diagram of a transaction sequence used by a transaction device

when communication with the host server as illustrated in Figure 1.
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a schematic of the conponents of a nulti-purpose

wo passeres on device for use in the el ectroni cPCT/AU2004/000855
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Transacti on system of Figure 1. Best Mde(s) for

Carrying Qut the Invention Inicordance with the

present invention there is an electronic transaction

Firirerd isSa B8heinatit lof tied eotnponientst ofaasacitiipampeses transdddion device
bei ng described, apd as shown .in Figure 1, the

rass iprihe elgchionic { lagsacian yata® Qlfdédalquesli‘& a host

server 12; at |east one transaction device 14; at

| east one service provider system 16; 10 dat abases

Best Mpde(s} forgearmyig O the dayandian nanagenent system

22, schedul er 24; channels matrix 26; 15 schedul e

managenent nodul e 28; nmerchant reporting nodul e 30;,
ImAsGRIFEREe MUhe PIgsent pvaniion therewsr electrepisrransaction system

du 4: [ e def iyt i e : :
TR VbD pled R e RS T PR SsERESR SantPas shown in
Figureel, sherelectrsnicetraaganton sysidol €0 88mprislest  Server 12
The host server 12 operates to provi de nessage
br okering services between participants involved in
an exghangeheét dgpesrages. As such, the host server 12
is 5 in data comunication with the at |east one
transaction device 14, service

. at least one transaction device 14;

. at least one servicé provider system 16;
. databases 18;

. process designer 20;

. content management system 22;

. scheduler 24,

. channels matrix 26;

. schedule management module 28;

. merchant reporting module 30;

. management module 32;

. accounting and settlement module 34;

. business procedure definition module 36; and



provi der systens 16, databases 18, process designer 20
and content nmanagenent system 22. The host server 12

wao pooberr2conpri ses: adaptors 40; process autBIBEAULI04/000855
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engine ("PAE") 42; 10 electronic inventory 44; and
noni toring system 46. Adaptorkl 40 Adaptors 40 can be
classified as front-end adaptors 40a and back-end
adapt @rs  Hianels @atrixaRdn bAf Modlr 38.e responsible
for data conmunication wt 15 transacti on devices
14. Back-end adaptors 40b are responsible for data
HYEEvaF N Wi th service provider systens 16. In
other respects, front-end adaptors 40a and back-end
adaptors 40b are basically identical. Each adaptor 40

HESS ﬁastagér%r aqtzeépéﬁdtéélten&lawae Hésgag Ocﬁaksﬁfﬁ %fenh@@s between

functions of an adaptor 40, a relati |pr resents
@arta:IMSm%pd‘ idran emra‘r@enfngesmases‘wlgedw rtbe diogkserver 12 is

e adapt or O fr format native to the , .
T8, P Ryieele; bibute 2 JBeel Brealontaltdh gevice 14, service
PeEWHEE Ws@é/mgeﬂGSy%lbﬁa”Ba%@s I1r8t Op?ocfé%%”&ies@}iﬁr' VB t8nd content
t he PAE 42 and vi ce versa. p‘yﬁreason of its

t

MFngement syplengRodde fppsttsﬁ@/eada hergompriggssr abl e
to act as a translator. WO 2016/ 00172n

PCT/ AU2111141 111111855 -12 Adaptors 40 "listen" for
transacti cadaptysaddes fromits respective transaction
device 14 or service provider system 16, as
appropriate. On receipt of a transaction nessage, the
adapt er 4(propessadetentatiohremyiieo(‘ MAE TR4ZESSage in
accordance with its associated relationship for
forwarding to the PAE 42. 5 Simlarly, on receipt of a

messag@e f rgsatidiic PAentdy 4uhan@dapt or 40 operates to
transformthe nessage in accordance with its

associated relationship for forwarding to its

respeqt i VanbhitsHiRCsystdmdeyi ce 14 or service provider
system 16, as appr opr| ate.

Adaptors 40

Adaptors 40 can be classified as front-end adaptors 40a and back-end adaptors
40b. Front-end adaptors 40a are responsible for data communication with |
transaction devices 14. Back-end adaptors 40b are responsible for data
communication with service provider systems 16. In other respects, front-end

adaptors 40a and back-end adaptors 40b are basically identical.

Each adaptor 40 has an associated relationship. In the context of the functions of
an adaptor 40, a relationship represents data necessary for transforming
messages received by the adaptor 40 from a format native to the adaptor’s 40
associated transaction device 14 or service provider system 16, into a format
native to the PAE 42 and vice versa. Thus, by reason of its associated

relationship, the adaptor 40 is operable to act as a translator.
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| ogi cal concept conpri sing: at | east one process

worpgshos®s nessage buses 62; a nessage recei BEr/A6A04/000855

10

15

20

at | east one request handler 66; 15 a retry receiver
68; and at |east one process i@xecutor 70. Process
Model 48 Process nodel 48 is, as described in nore

Aelaptdrs bed oNsten” Fop arzmzastiore messmgesefrrbat itenresbeative transaction
busi ness procedure. However [i)r ocess nodel

48 .S .
dBvieer 44 0D SEBIRE JURVIOER,SYSIRSP( | G PSt FBRIOBFEIsS s OPnigoeiPt of a

B SRR IRt 0, B8 © PSRN message i

lusmjaﬁae Merithade bssmiatéd eelatiorsbip ffor foonandmg:atpu the PAE 42

% BN P S L2 A oports

%I%fo?m SHES Fiddaagar Trﬁn&%ﬁ?d‘éncewﬁlﬁﬁﬂG@ﬁ ADcRied | ehatibnship for

by various conponéents 5 to the desired nessage bus 62.
rvtardingdagtssraspeclive radsadion devieg dinen seymice mrguider system 16,
vari ous cqnponents subscri be to the desired nessage
LR Sy der to receive nmessages. Subscription
requires the conponent to specify subscription
E%Q%e ia. Thus, on a nessage being published to the

gge bus 62, the nessage bus checks the nessage
agai nst the various subscription criteria of its 10

bscribers ere the nessa mat ches, t he e
SOSSEAF S ik Aisiagie opPonent iyl B 159ER! Chgemt eRerpng;
is notified of the publication of the nessage to the
nmessage bus 62. In the enbodl t bei ng descri bed
t her e *ar e 3tdeaStRNERIGECHEWSEE. | nbound

. message buses 62;
o a message receiver 64; .
. at least one request handler 66;

. a retry receiver 68; and

at least one process executor 70.

Process Model 48

Process model 48 is, as described in more detail below, a programmatic
representation of a business procedure. However, a process model 48 is able to
represent any short-duration process that needs to happen repeatedly in a

predictable manner.
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nmessage bus 62a; outbound nessage bus 62b; retry
nmessage bus 62c; and 15 response nessage bus 62d.

wokmsage2Recei ver 64 Message recei ver 64 subscribhRE2000/000855

i nbound nmessage bus 62a. When notified of the
exi stence of a nessage, the nr¥sSsage receiver 64
operates to decode the nessage. This is done with
MdseheB8 Busks g2he rel ationship associated with the 20
adaptor 40 through which the nessage has been
received. In this manner, while in the context of
Mayabat bsesbp2agreadsdd gor 48mrhlisicatiPinmaydaaed infernally between
a nostic as to the content of the nessage, in the
reRic HBNpacioessysigTofiOr eempeRenige Massage bysespdR exork on a

Sl TR, Yoo T T Sororen

e tHedgekirddheesessnbgs 62C Suchrmédsagesmae hdudedette imforenation.
whet her the nessage is a client request or a service
response. In this regard, if the nessage includes

qhe eAridusoBompbaentet dubdcribd eonbesdgsiradentissege Glis 62 in order to
desi gnates the nessage a service response and

6RERE BRESEEE65 di FIsFriptien dedyices Hie exaRpNeRt iacspecify subscription
{00 PCT/ / 1 1

CHERLO T, T ARk SISl ek atbscdde HUS o2, ne

Messsage b%eclmokerthéétnasmgmagalhat t@mnmssaglscnstlm crltena of its

clhent requ ny request fo an |l e tronlc g

2 57
SEIRETEe 1R teareskTin TBeD CEPYGLCiRra of a

OBBcridd?S i GEB st B SSRER A 8F @he/ ?iubﬁé‘atw ob@hé‘tﬂw@séa@e to the

etermne that a message Is a 5 service response by

magssagedfustdd format of the nmessage, even in the

absence of correlation information). Cient requests

are then forwarded to request handler 66. Request

HHan rhlakb emtﬁﬁ]irﬁanhbeiet;adéscﬁbed pbhe@sa:@nfoasmeﬁsageobuseqlﬁ%t— inbound

hand
Racknecr R @oer St BreshrlecEle s2n sofYiBRpsadd fug 62 and

'réﬁ%rfse Mbssddienid 62@s the appropriate process rmdel
the process executor 70 executes.

Message Receiver 64

Message receiver 64 subscribes to inbound message bus 62a. When notified of
the existence of a message, the message receiver 64 operates to decode the
message. This is done with reference to the relationship associated with the
adaptor 40 through which the message has been received. [n this manner, while
in the context of translation by an adaptor 40, the relationship is agnostic as to the
content of the message, in the context of processing of the message for the
purposes of the message receiver 64, the relationship may also be interested in

the content of the message.

Once decoded, the message receiver 64 operates to determine whether the
message is a client request or a service response. In this regard, if the message
includes correlation information, the message received 64 designates the

message a service response and operates accordingly (refer to the examples
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In the latter arrangenent, the request handl er 66
forwards the client request to the process executor

w0 Qos/etrry Recei ver 68 15 Retry receiver 68 i SP@I/AU2004/000855

subscriber to the retry nessage bus 62c. The functions

of the retry receiver are deddribed in nore detail in

t he exanpl es bel ow. Process Executor 70 The process

expwt off the mexesagesiobbendirinciese coreshtichd ua‘Srmatlon the message
determ ned by request handl er 66. To sone exte

FRARNAIT O/ ERBLBPD dRals MAUERSaP i <Pt r%ieékéebﬁnyn@equest for an
e i t

ERELRBbot S SEh 1158 (MRl lydels (e wat in some

Irmtamtesrtjneétﬂeé!’dwemeeelveoﬁnonaylberabbe jo déterminestheéit tonessage is a

360 Raponan Dy Ao TolBRESt e esTd S1e0iis the gbsence of

ROFERtISn .nf%'imraﬁshﬁr iehOdesuds?s dre!tRERTHIWHIEAH It8Nequest handler
carriers or software. WD 2016/ 00172n
BET/ AU211114/111111855 -15 Electronic goods in the
el ectronic inventory 44 are serialised and are often
represented by a "PIN . The PIN is a unique nunber the
pseHpndier 86r uses to identify a purchased
el ectronic good. Typically, the PINis encrypted and
is kept private until the tinme of issue. 5 PINs
Eanho‘elehi@nsbiyums ani moci@he@lre«uﬂe&bﬁ‘iamd@mcﬁ:ﬁ i n h1@ceipt of a client
el ectroni c inventor can be used o once.
T Estnlie rrRUEtoRankics oo Rl orgrersSh e St £Fauest tsef, or
{detifias %é‘dp@rdpﬁ%ﬂ@%r@éeﬁoﬁwbd@ﬂﬂ%t (thelHresdsst exddigor 70 executes.
foll ow ng exception). Electronic goods are typical
Sulils leder agangerment, the eequsst handleg 66 domvearts she clmrmequest to the
r ers are a tracking nmechanismfor PINs,
Eﬁgx%sﬁgggye g@fectively 10 the delivered good. The
need to allocate a serial nunber to each stock itemis
Egiegﬁgrﬁ fg&ssupplier rel ati onshi p purposes. The
i are a public identifier of the
el ectroni c good and can be used for reconciliation and
He?rky)/l feckiver 68 is a subscriber to the retry message bus 62c. The functions of

the retry receiver are described in more detail in the examples below.

Process Executor 70

The process executor 70 executes the process model 48 as determined by

.request handler 66. To some extent, however, the process model 48 is self-

executing. The client request provides the initial data upon which the process

model 48 operates.

Electronic Inventory 44

The electronic inventory 44 is used to store activated electronic goods. The
electronic goods may, amongst others, take the form of movie pass numbers,

recharge codes for telecommunications carriers or software.
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solving. If an electronic good is returned, it is put
in escrow for a predeterm ned period of 15 tine and

woregsher7eeconci l ed with the supplier to deter mPaEAUR00IND00SSS

was used or not. Upon conpletion of the electronic
good' s escrow period, the uni-diée- el ectronic good is
able to be resold. The need to keep the electronic

FEsiforiic dcﬁ‘)i)@&OIN it @ear@ﬂ@tuﬁvmtegd Aear®dsHaliséd "Bnd Sre often
for frau evention purlgoses When a return of a

§%§é§@ﬂedlh)’ya ddN-.velbg PINGs @l wigye ALmbgs e sewinesproviger uses to

Wé‘&lﬂggtqdréh%% dluélgbﬁ?]ﬁea%;%?ﬂfg |8£| 3;0 Iﬁeﬁnﬁg r?&%é&%}gg %ﬂd is kept
bheatellﬂﬁil thmmmegﬁdxctueas t hen |ssued to a customer of

anot her nmerchant, who then proceeded to redeem the
el ectronic good after the initial nerchant has used

Pids &Ja@eibt Beiissgrbtvick heAn refstarvid ?Bouﬂﬁhﬂe ke dttarik @flentory 44
because of the fraud of the initial nerchant. 25

FBRFerseh Ny ftGeng TP HRisetnsh ithe milectpsin invientorg4dr Bwst guarantee
;r% PPREIs 9 af BBt o Jﬁj Ce@ug%fft?th%ffo Hiih ée&%pﬂ; D

raud occurring is re erpetr 0rs o
type of fraud can easily be identlfled El ectronic

SRR oo SpYay RS 574 ¥R Tss ESRblrlTo Séfised Pins:
Vbei $epiai lmgrrﬂi);e% @ine £6trdbking onectarssm tfemPAds oper RINES aﬁl-an effectively

cti eactive |level . When operating on
B aeivered 12008 , TH6 et o e nvais] EHEaRY 1Regach stock item is

t%?%égc v J é %Eé%a er"e tioP8hDf pulbBSedOSThe SEMST négrbe'rg are a public

at one or nore alert conditions
identifies af thef 'e@d:troam: gbed andscaye heruesldfor Tleeoatikationi and problem
S pt to an appropriate representative of the operator
P{% el ectronic transaction system 10 by way of
e-mail or SI\/B rressage When operating on a reactive
ost ser tself i ssue

|
e pleckPRistis BieloRtc b8 fyl &stanvIer SnteBeimied period of

ORid AR iy 5&%&8@&&@&\}0@@ thé@uﬁﬁl‘i@rt%tc?éteﬁﬂm@' iittwas used or not.
Again, the alert is sent to an appropriate
U@@ne@@np@mpn@fomwet glectronic good’s escrow period, the unique electronic

good is able to be resold.

The need to keep the electronic goods in escrow for a predetermined period of
time is for fraud prevention purposes. When a return of a successfully delivered
electronic good occurs, the merchant is still in possession of the electronic good
and may try to use the electronic good in some way. If the electronic good was
then issued to a customer of another merchant, who then proceeded to redeem
the electronic good after the initial merchant has used the electronic good, the
redemption would be blocked because of the fraud of the initial merchant.
However, by placing the electronic good into escrow for a period of time, the
chance of this type of fraud occurring is reduced and/or perpetrators of this type of

fraud can easily be identified.

Electronic inventory 44 receives service requests from the PAE 42,
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operator of the electronic transaction system 10 by

way of e-mail or SM5 nessage. Transaction Device 14
wdcamb/obransact i on device 14 conpri ses a procesBOI/ABnb4/000855

menory neans. The 15 processor is operable to execute

enbedded software stored on i{fh@-nenory neans. The

enbedded software conprises a transaction application

ﬂBHit&inai)sy%m 4@pplication. The transaction

application i1s simlar to a web browser in nature. It

downl oads content fromthe content managenent system

l@lan%]n tér‘hddé’ oPé%'tés on B éroa@ﬁl/éjﬁﬁ\@ Femdrd 16@t §When operating

data relating to: description of the
ma\é)roactanedlbuel guwttoriog mgfsmnwﬁdﬁ;@cks kR agpagtsi Afshe @peration of
e di e th
@"@tfgﬁ) géepl{fzﬁg ﬁ}?&?’n@h’fegﬁeﬁﬁg %%fgrpﬂ{eogéhaqgrg?condltlons are

%ﬂ%@& Sﬁ%@ert is g’@r‘ié}“b{e‘éi of haarspisaddre ty ani aiﬂ:trbpﬂaterrepresentatlve
at a entr mechani sns for each 25 servic

and
ofoie; omnammcd/tbeﬁaﬁr@mﬁmogqqtmmsﬁmﬂ@gy Wawf e-mail or SMS
details of any docunent(s) to be provided to the
r on successful sale of an electronic service
or good. m;?u structure for navigating the various
rvices and/ or_goo I Y
GetaliBy ofg "eRTTe 1 kBt sihvef 2R s TR a problem
R&tTtda8bn afc@RE  HrdNitaANg I §Bstémc ed pﬂnélmoaitorﬁng rm/stmnu26 then
structure. As such, the downl oaded content. |s u
gﬁ@erﬁt@n@a@{arbnAaﬁlm theaglegrs 86Nt efie ARPEORLIALR gibiesenthtive of the
a r [ t f
BEPEIGEET hE" GRelptl FanSacleRl 398brt DIETATME B mal or SMS
m‘estsbge_user interface is inportant, as it 10 provides
functionality akin to a normal EFTPOS transaction..
The use of downl oaded content as the neans of
Feaed aiorgDekizeusr i nterface

Each transaction device 14 comprises a processor and memory means. The
processor is operable to execute embedded software stored on the memory
means. The embedded software comprises a transaction application and a

payment application.

The transaction application is similar to @ web browser in nature. |t downloads
content from the content management system 22 on a periodic basis. This

downloaded content may include data relating to:
. a description of the service and/or good to be provided;
. the graphics to be displayed in respect of the service and/or good;
. details of acceptable payment methods for each service and/or good;

o details of acceptable validation or data entry mechanisms for each

service and/or good,



means that the transaction application does not change
when a new el ectronic service or good is to be added

w0 oosber7ed ectroni c transacti on system 10. As apCT/&B8201/000855
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there is also no need for the transaction application

to be recertified. 15 As discudsed above, the

downl oaded content nmay include authentication, data

ent ry eand cth»ailmmﬁtaldyetdiidurmerft(:sr)rrm iben.pregded r tes e | customer on
the transaction ,a I|c? must _al so be capabl e of

control | i iycaePFHhRale O @ﬁreéeqt’e’éﬁ‘e?e'aflneoqrtﬁ?f) eri pher al

devi ce connected to, or integrated into, the

transaction device 14. The paynent application. is

typically rgﬂnLEFstpz@Jrleafgfeﬁ@wg%mg dhe;| @{lo%ﬁ@wéqes apglor goods
any payne vaﬂBBlle'fBF‘bgn%ﬂaQ pﬂm/ﬁrhof processi ng paynent

froma custoner e paynent application
i s separat e fromt he transaction application. The

payment ap %ﬁsaéf %ﬁ%@@c%n%yam%ﬂ lg.% ﬁrgcﬁeﬁw‘éﬁ éoo o) E@ﬁ‘trol access to

COﬁTTUnI cat ns o

progr ami nghyi rekickéd portions tifitise MeEmDiestructdre. t r ansact i on
application does not interfere with the functionality
of the paynent application. 25 This is al so inportant

A% ISUCREAS ddVtlos@sdirddriteORC /iseE b othedtragsactiomeabplication to
processing are set[éar ated from security concerns

uegerateng Usearsigciacenthroialt ¥4i¢h @ oML entrIagisnto purchase an
%@été%%&%z“édel%ggé&ﬁ%r he% f@;ﬁrbg fhanaaet ht%?fagg% GRpdfant, as it
W th a nerc

I'sTassoci ate ervice rOVI
Prstides furfetiSaanty akirptoay ndenalBSTROS tifhsaeporsent t he
conmput er systens associated with the various
suppliers of the electronic services and goods. Each

Sev Us€ dffdvvirdeaded centeheas ibel means ddtdevewpingitioatisen interface
Wi th the host server 12. The processin Eerfor ned é/
aeans i the tansachen appleaian dors n&éyﬁgﬁ 9¢ WYL Gfae g relectronic

tReViPE SeiBod 'lé”t’c??% Qa‘k?a?d”@ottﬁ It QFshid rﬁ%n§§é§l’l’dﬁ3‘%ystem 10. As a
provi der systens e described In t he

desait, ItherBait alfsses ne8d 1@ thattnsaetion pplwapon e barrecertlﬂed

adm ni strati on database 18a, a transacti on dat abase

As discussed above, the downloaded content may include authentication, data
entry and document detail information. As a result, the transaction application
must also be capable of controlling a printer, card reader or other peripheral

device connected to, or integrated into, the transaction device 14.

The payment application is typicelly an EFTPOS payment application. However,
any payment application capable of processing payment from a customer may be
used. The payment application is separate from the transaction application. The
payment application and transaction application can communicate though by
means of an application programming interface. In this manner, the transaction

application does not interfere with the functionality of the payment application.

This is also important as it means that security concerns regarding payment
processing are separated from security concerns regarding transaction

processing.



18b and a reporting database 18c. Adm nistration
dat abase 18a stores information relating to the at

wo emshoore transaction device 14 and t he ner cheait/AuU2004/000855
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associ ated with each transacti on device 14.
Transacti on dat abase 18b hol d48 4 nfornati on on each
transaction processed by the electronic transaction

Syehemnkactidh dapen i assdiateaseittil8endrehdst. t he sane
information as held in adm nistration database 18a

and transacti on dat abase 18b, but in a sinplified

SRificeirovidet SydtemPPsi m sed for reporting. In this
manner , € transaction database 18b is also relieved
of sone processing load. As information is constantly

g@'nﬂ g%\h&&”s;ls@eﬁ'@el ebAbRTe $hd BonpitbridyStdrhéiasso@aéd with the

I nformation to be witten to the dat abases
srnmlsdppberlsmfmet eleptrenICp%ery@esSand loeg@den Epeh gervice provider

|§9§t%|g£ ; nstagce%\{]\n | écgglgnd gggﬁgﬁ(gsgdseh\?%rggg tThe processing

eefofrfied bg éﬁwmcmldéﬁsys‘(&hl % Isﬂ%y{@hddhé%cop@@élthe present
8 is conputer software, conceptuall a process

inyesting andstherefare 415 Senie PEMANTHIDS AW ﬂwsb%ziescr'bed in
\é‘@t ]O%Qplnn PCT/ AU211114/111111855 -19 As shown in

i gure the position of each |ink 52 provides
direction as to the next step 50 to execute based on

Wﬁ §g§§gﬁ of the present step 50. To el aborate,
at connect to the top of the step 50
represent the connection froma parent step 50 (ie.
te that. has_just .fin '
SitoRaess T spabiop S e pLf O PELBEEERM Bobantadth database

t13@ (éh@InQaCterOrting datdbdsd Steep S(Adhiﬂalstrlaﬂom odatabeselt é8a stores
on failure of the current step 50. Links 52t

spfeamation sekating todbe dih lsast Qe 6@@@89%} s¥he Pﬁiténd the merchant
%%QB&%MGOM Og ?c £ ol dashsP defickha. '?ra‘r@a@?&?ﬁ”é‘a@a%e 18b holds
the step gg reso

curren ving to a value o
limfokraatién tohaéacﬂptrauisa(ftmrrpltdmessed @Iytthefelsctecpnléﬂransactlon system

e sent. the connection tq a chi step. 50 that .is to. .

SRE R eeoio fotairse (h B9 FS?P%ﬁag@ EBIACAES 48l i 3elpnstration
Qfat?%_e\;ér%%%a :Jégélgtl;ar%%fbﬁﬁﬁibb%@em@i but &% @l igplifed form, particularly
optimised for reporting. In this manner, the transaction database 18b is also

relieved of some processing load.

As information is constantly being written to the databases 18, and the timing and
type of information to be written to the databases 18 would be known to the

person skilled in the art, specific instances will not be described herein.

Process Designer 20

Process designer 20 is used to create the process model 48. While the process
model 48 is computer software, conceptually, a process model 48 consists of a

series of steps 50 and links 52.
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50. This uniformstructure for process nodels

sinplifies processing for del-i"ery of the 15

el ectronic good or. service. Content Managenent System
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not ?o%tt@/faegtaqdftste%pgépp 881 {h}?hl S%rraﬁ%gaﬁsul 'idnstep 50 that is to -
%QBE@'{@%WI@G@HP% &Yr?érﬁ@t&? 500MNRks$ 82 tRati§fbut from the bottom of
navi gati on desi gner 54, a docunent designer 56,

stem B8l represgntigs wmﬁctJOBSOaaupMdcsiﬁpeﬁﬁ thiiwis! t@aaxecase on the
TEPRAE Tl SR s, T VBB 0B SR B2 B toRtt rom e

right o€ 8tepd50 Replaechl m@wﬁn@ﬂodedlalehllkﬂsfe@l $@\ma193 to execute on
content download. It also allows Ffar;y t o designate
ithe \avarentrstRte POt Iesoling: bner value rafq Ui -t Jhus: éPgltstep 50 must

#ﬁg}p CT/AU211114I111111855 -20
?%%ﬂgégflon evi 6QG%EE|HPorder to purchase the

speci fied goods and/or services. For exanple, using

! ; '

RGBS, 9 SRR I BB GRE il s @ means
off irdicatiRig maralielwhild atebsof0 tnbe pxdc&;sseﬁ dneﬁbolamdn of step 50.
exanpl e, information in respect of the custoner's

account 5 nunber. The docunent designer 56

fraed LhFehestrlbergfanioceds dedepnsinilifios pramissingafobdelivery of the
printed by the transaction device 14. The desi gned
dﬁ%ﬁﬁ%%ﬁ§0$%9ﬁ§@%K@ of the content. Ideally, docunent
designer 56 is used to produce receipts to be issued

to custoners upon conpletion of a successful
ement System 22

In essence the content management system 22 controls the construction, release
and maintenance of content downloaded by transaction devices 14. However, in
doing so, the content management syste'm 22 references the channels matrix 26
to ensure that any constraints recorded in the channels matrix 26 are not
contravened. In doing so, this may result in exclusion of part, or all, of the

content.

The content management system 22 comprises a user navigation designer 54, a
document designer 56, a channel groupings module 58 and a content download

management module 60.

The user navigation designer 54 allows for creation of a menu system ultimately
replicated on the transaction device 14 following content download. It also allows

a party to designate in what manner the customer is required to interact with the
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transaction devices 14 that are to receive the sane

content. Each transaction deviZde 14 can bel ong to one

or nore channel groupings. A transaction device 14

eanRshetith degice anrebrdwrabpurghadwmtigedpecifibdywods and/or services.

channel 15 groupi ng added at any tine. Content .

EOMAamP emHSIRENBRT USRIITAEORBIPY desionenddsapypne may specify what
id j | i M nleGHS & i 3 card or a

TORHANI i By, SN0 (P EBiclta BY" eH; Mf aBRERE i fcard or an

eqtdrealt kaldhoeardadr eramgEenformetion én 68spect of iths cesiomer’s account

transaction device 14 of its scheduled tine to

JY&ad content. The transaction device 60 20 then

contacts the host server 12 at the scheduled tine to

i_nitiate the caonten downl oad. The cont ent. downl oad

ﬁ@ﬁaa%%n%ntn%ﬂgeereé%r@g %g@%y@w% %ﬁ»wé“ dacyments to be

kRinsHER P Hefics chredyhedy Pa8curénts form part of the

?ﬂ@fr‘e%g?@?% Sgﬁetgjurf)ere 54 and Schedul e Nhnaléengn( P .

Wodtend 28eally, Sohenhentdegignanb6 i¢ lueddite pradiacse rameipts to be issued

nodul e 28 conbi ned ,operate to e a schedul ed

13 6ksBp1ai8 LBPREANAUAHET 6! WAt (e b aul ed t ask

WO 2016/ 00172n PCT/ AU2111141111111855 -21 handl ed by

the schedul er 24 and hedul e nagene modul e. 28 (i S

(Gherpel Bistieo froghilnsBdrontts At Tansdidgblice 14 o o

SREMhEIE gRIUpThGIer ASHSdRS gkSupifariprésertdtd ioslidgticnéf transaction

a_nnelg I\/dg)t'rg?jx I\/Iana_gerren(‘;t1r I\/%%I e 38 The channel s

gevices 1Zethataseiotreapivedhe sameatantent. whet her a mer chant

can sell a 5 product, and if so, for what price, and

at what conm ssion. The channels matrix 26 is also _ '

Feth ttan$angionr dendee tidopam hedangs th @necoe IE echanae! greupings. A

rul es

S L 80810 gt MDA 4pc B = cramoe

?Omﬁ@@qweglﬁaggﬁm_e, the channels matrix 26 nmay
Isallow a sale of a product if it is being sold for

an incorrect price.
Content download management module 60 facilitates the scheduling of

downloads for particular transaction devices 14 or channel groupings. In this
context, the content download management module 60 notifies each transaction
device 14 of its scheduled time to download content. The transaction device 60
then contacts the host server 12 at the scheduled time to initiate the content

download.

The content download management module 60 also manages the reporting of the

success or failure of a scheduled download, as appropriate.

Scheduler 24 and Schedule Management Module 28

Scheduler 24 and schedule management module 28 combined operate to

manage any scheduled task, other than content download. One scheduled task
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channels matrix 26. Channels matrix 26 is a
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el ectronic services and/ or goods avail able for sale

by each transaction device 1421channel grouping or

nmer chant. Factors covered by the channels matrix 26

hanUledeby tham’hbdbiek 'Quyand %eﬂulecninagagamént medulead8 is the periodic
comm Ssji on) n this t he
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good may be adjusted based on such factors as the
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channel s natrlx 26 20 further allows for busi ness

rules, such as "nerchants in industry X, belongin

to

BARKchannekh mAirix 6 ISeqs@ttfaldﬁu%org@ﬁlmgcwhztwt%m%rag@nt can sell a

[ .
E rod ec? e?ﬁrg ‘r];e F@é%ﬁ%nceﬁ%@d?ﬁ@ﬁépgﬁﬁg ?heamwanne ng: 's matrix
@8t ris xald6 assedcdoring etraasactianr |mntesasum tcheengieggi that the rules
t he ner and the el ectroni.c or servic
iBieHranie] ety €8 apva: PRt | b el thgncontent of a
E5ATRER P e BB N RN ool Wik of Batd el IcRBnREIRURNatrix 26 may
and an exanple of an el ectronic good or service is
dizading a saleplf enpodect ibilis being st 20 86/i0cArTeet price.
PCT/ AU211114/ 111111855 -22 rul es are made by
conmbining attri butes of nmerchants and devi ces and

élrmnetsmmatngomasagemset vhedige B&smaeag% uheschamnels matrix 26.
n,.a si.n ies to

Rl BBt 2p R AR oA il 1 3RB LR Sy fog glectronic

senicdah@oP Hoalk inailhhe fEIP%bIe b leR¥RRtansatibnd@vicEM 4, channel
algorithmis based on a weighti nﬁ val ue schene between

grouning cegerchantc Hfac:torsz@pweneidrt@' asangs Mal X behiste:
reporting nodule 30 allows nmerchants and ot her
operators of transaction devices 14 to access a
seri es of a@dabiétyr eporti ng screens. Each reporting
screen lists details of transactions as recorded
within reporting database

o pricing; and

. merchant margin (ie. commission).

In this manner, the availability and price of an electronic service or good may be
adjusted based on such factors as the locality of, or industry segment of the
merchant associated with, the transaction device 14. The channels matrix 26
further allows for business rules, such as “merchants in industry X, belonging to
bank Y, cannot sell electronic service Z after date D", to be implemented — each

business rule having a predetermined lifespan.

The dimensions of the channels matrix 26 are composed of attributes of the
device, the merchant and the electronic good or service. An example of a device
attribute is ‘Location’; an example of a merchant attribute is ‘Retailer Group’; and

an example of an electronic good or service is ‘Brand’. Implemented business
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desired by the nerchant or operator, as appropriate.
Managenent Modul e 32 Managener®2 stodul e 32 allows for a
transaction device 14 or service provider 15 system

Hiles arbensles baredthbiniagtatwbutdd 6N nierEliANSs A SVicY hRE electronic
14 is declared inactive, the host server 12 is not

9BPEs PpSERESve transactions fromthe transaction

device 14. \Wen a service provider system16 is

decl ared inactive, the host server 12 is not able to
Business rdiey areansadativins Ifrmqrediamg sigle maleeapyfiiearto a device for

' e OV t] r.chant . ,
REhR bl b Hark o dgtrh i o S8oBTF P Bghost retevant
fie. Mhiagigorthim NDshcel G2 aalsightif)aglas schémersitivesn iaftributes.
respect of each transaction device 14, nerchant,
supplier, channel, industry segnment and other gl obal
Mdrohant Reportixsg Misdulef3gby the el ectronic transaction
system 10. Accounting and Settl enent Mdul e 34 25
Accounting and settl enment nodul e 34 perforns
Phecertrmt tlapbrtmigOidtRII B0 aHBWs! RIEPEHarRSIAMREBRer operators of
merchant and the operator of the electronic
trapsadion deviogs 49187 aotyss apeaTiowURi sBCUYEl 1anariiggscreerss.  Each

i ' e r of.

DR SeshiTisR G LE 8 SRR AR b0 s RB A RenSling atabase
a8q uirrdstaitd of heankhoiiore presendpasing Proddgsaasog th@FAE 42. The
E)rr ocessed biY t he transactjon device 14 accruing to

RES3RLPAHIRISIRGY hsdrrovidedsas dyill down Grariss opsgpBmiies as desired
fhd T l;pess procedure
Y I e b B dpErafr. 2s HHRroRB=D) Lot ol on of
repeat abl e busi ness processes, such as 'rel ease a new
M%#He,ﬂrmbau%ngf the nmerchant margin for channel
. many repeat abl e busi ness processes
surrpunding t he brokering of el ectroni c goods or
ﬁ/%rn‘épéﬁ%nt %?&@Q%aé %ﬁ&\ﬁs th?'tanﬁaﬁsé&@ﬁ%éUige he' 85 sbRice provider
mai ntain quality and consistency W thin
system 16 to be declared inactive. When a transaction device 14 is declared

inactive, the host server 12 is not able to receive transactions from the transaction
device 14. When a service provider system 16 is declared inactive, the host
server 12 is not able to process any transactions requesting purchase of an
electronic service or good provided by the merchant associated with the service

provider system 16.

The manégeme_nt module 32 also manages information in respect of each
transaction device 14, merchant, supplier, channel, industry segment and other

global information made use of by the electronic transaction system 10.

Accounting and Settlement Module 34

Accounting and settlement module 34 performs procedures that provide for

settlement between a merchant and the operator of the electronic transaction
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context of two exanples of its expected wuse, with
addi ti onal conponents being de&cti bed as necessary. As
the two exanples have a conmon setup procedure, this
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des the. ..
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st ake. Upon suc pti on o
th@ﬂﬂﬂmsnﬁﬁél pidzed el ha b 1tbl@Eintain2qualitl eandt bensistency within

gj IInﬁ_trattor cop flrms receipt of the file with the
EeEPniCtiansgetion s¥demsifhpl i er operates to activate

the st ock recorded in the encrypted file. Au roughly
he. sane ting, rator. or a nerch

BLRIESR cxoehirendre SO Iniyedsming tanep Secbael 187 y

of an el ectronic good or service using the content 5

gﬁna enent Sﬁsten12 . The cont ent nanagenent system 22
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The adm nistrator orf merchant
akampksehave a aoembralsEtupapiamesiudd,, this aatgc pramedure is described
ge ices 14 to channel groupings as may be necessary
"appropriate delivery of the electronic good or
servi ce.

Using process designer 20, an administrator of the electronic transaction system
10 creates at least one process model 48. Each process model 48 is
representative of the processing subsequently to occur by the PAE 42 on receipt

of an appropriate client request.

The administrator also checks the level of stock in the electronic inventory 44. If
the level of stock is low, a request for more stock is made to the appropriate

supplier.

The supplier then provides the stock in the form of an encrypted file of
predetermined format. Ideally, the stock recorded in the encrypted file is delivered
in an “inactive” state. In this manner, the stock cannot be used by another party

who may receive the encrypted file by mistake. Upon successful decryption of the
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transacti on device 14 via the internedi ate router. The
communi cation infornms the tr&fsaction device of the
scheduled time that it should contact host server 12

fite, tdovadroimttetot enifirms recelptsofstheufiti with théeupgler. In turn, the
content generated by the 15 adm ni strator
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d CRC numb d the fil d 25 nunb
Aeborsary B e A sislienefnd BToRt aracangerice. o °
downl oaded. Only in instances where a file name and

Ges’ 1Bk i Ref O MarealaPercoaive bR he desired

Wohttnt CORPENRBRE dBlvn Rt mahagbﬁ@ﬁﬂyn&mglmﬁe%n@lﬂﬁ@ates with the
the transaction device 14 erate to downl oad
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BOWhAL Icbidrit1 1134 8ths  siBRatibhos@ec oraponestitentofgenerated by the
content al ready downl oaded that have an associ ated

pdminiskiaies of MErchenthasBepramiaie.-does not match a file
nane and CRC number in the set of file nanes and CRC

nunbers are deleted fromnenory. In this manner, the
fliteepayRentafavierd huribibessete diment epfoparatasotnt epntact host

: . o fi .
SHSEE. AR oo T RRERUBI YA HRRARR B A BRiow. 1
response, host server 12 sends to the payment device 14 — again, via the
intermediate router — a set of file names with associated cyclical redundancy
check (CRC) numbers.

Each file name and CRC number represents a component of the content to be
downloaded to memory. However, as the transaction device 14 is a low-
bandwidth device, a comparison is first made between each filename and CRC
number in the set of file names and CRC numbers and the file names and CRC
numbers associated with components of content already downloaded. Only in
instances where a file name and CRC number in the set of file name and CRC
numbers does not match a file name and CRC number associated with
components of content already downloaded does the transaction device 14
operate to download to memory the components of content having the non-

matching file name and CRC numbers from content management system 22.
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t hrough which a custoner interacts to purchase an
el ectronic service or good. *@3Gnce a custoner's
sel ection of a transaction has been conpl eted using
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server In th| nner bot Qn&srw ce- and

h’yﬁ*&éﬁn?m%hya?\é@ﬂ He ames apd, CRE-RWmbarS [ the sef of file names
%I ¢ ?R@fnﬂnﬁérg%&aﬁé& hromTﬂgst'srétr\‘?é'rr@' ate router

I'y attends to e paynent-rel ated transacti on by
forwarding the transaction to the paynents host. On

FHECESHEHL ls¥ ?EBQHS%W lgamnhs%& rkﬁ/ Prgé’?%gkécﬁ&?'tapplication to

sends an orisation response
|g&herateoh atser rioterface thhmughnwwdicredi etsgtomauntiotera@® to purchase an

zﬁﬂ rds the authorjisation response to the transaction
t@@lclgrervrpﬁé)rlq&ogr medi ate router then forwards the

service related transaction to host server 12 who
treats the tranggctlon s a client request

SUIGeeR custonerls Slsctiohar g trasisaciiy has degh %”aﬁal@%rd Ygqg the user
Tﬁ%r@g@pt’ tréﬁé‘aét@d@%%' ﬁf‘%‘beﬁl@s r£HESEmt hat 18O Part of the

nmessage message cont ext
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s@Re‘BU?zl11%%{%1%%85%&#&@86- éﬂémévmé\ﬂ&etdf@dh  transactions can

awaits a response fromthe PAE 42 regardin

asguesithin the seansi oka single &ailesmgéerm@@oﬁouh@aﬂrsﬂy attends to
bscrlbe
8 rohue s Bkl WRREBGTT BE g 8 epaliis B%e payments
Cmfs[ el @ ogudeeysfully transacting payment, the payments host sends an
authorisation response back to the intermediate router. The intermediate router

forwards the authorisation response to the transaction device 14.

The intermediate router then forwards the service related transaction to host
server 12 who treats the transaction as a client request. Host server 12 receives

the client request at adaptor 40a.

The adaptor 40a then publishes the request to inbound message bus 62a along
with message context information. The message context information indicates any
errors that occurred during delivery as well as any other information the adaptor
40a may include. The message context information will often include an identifier

the adaptor 40a can use as a correlation key. This is the first correlation key.
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i nbound message bus 62a notifies nessage receiver 64
of the existence of the requé$- The nessage receiver
64 then retrieves the request fromthe i nbound
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rates to et erm ne nmessage
|sabea:répiroe isdor B ndwe dliaot cejumstor Tdimsssmopubﬂcaaon of the request,
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iibaomeRag Bus 4 Beuies. MRecens rogien 6L o JBR atence of the
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to request handl er 66. Request handl er 66 processes

ressagedugdleo determine the appropriate process 20

nodel 48 to use to execute the client request. Once

the appropriate process nodel 48 has been determ ned,
é@nmemnesseqmeaieelveobfrprmtms@beued mnessape hus 62 éx unknown to the

SErPeBdeceEEp T mestad B $acblayERY (8 fegaeue as a client
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aseswaigatydefidérehcé to:and t he serV| ce nmaster process
nodel will execute this service specific process
nodel 48 as a sub-process. W 2016/ 00172n

PCT/ AW2111hé/iddddidA 3P omisgidn bF aidrelationi keypahdlort hat
the exanples differ. In this, the first exanple,

process nodel 48 includes an asynchronous service
J the format of the message.

In this example, as message receiver 64 resolves the message to be a client

request, the message is passed to request handler 66.

Request handler 66 processes the message to determine the appropriate process
model 48 to use to execute the client request. Once the appropriate process
model 48 has been determined, control is passed to process executor 70 to
execute the process model 48. Typically, for electronic services a ‘service master
process model’ will be used. Within this services master process model, specific
processing will be performed for a particular electronic service by identifying the
requested ‘service 1D’ in the client request message. Each service ID will have a
process model 48 associated with it and the service master process model will

execute this service specific process model 48 as a sub-process.



request and then a synchronous service request.
Processi ng executes as normal until the asynchronous

WO 200siel23 equest is reached. 5 In executing thECPAUS®SB00855

10

15

20

25

nodel 48, process executor 70 subscribes to response
message bus 62d in order to prdperly process the
asynchronous service request. The subscription is

bié tseak this poisidbehthecmanaplas diferkey. As t he asynchronous
service request is to be issued to service provider
system 16, it is necessary for the process executor

710 this, ethediitet Ekamptey Mrbreswutodel U8 aiclides BAMSHChronous service
Encodi%ﬁ‘ﬁn&de in accordance with the rel ati onship
JdEGHEP s PRPUHBEYVIGe: eSSk sBGessiag axecHtes as normal

' ' ; \ G ed asynchronous
slﬁmr!trf@awrm&ﬁmsss)é%wré&ﬁs@fg%@gé y

servi ce request is then publi out bound nessage
bus 62b. The encoded asynchronous service request

| IRGdXeREEng tsﬂf?e n@gégf@%% 8@8{3%@%@ 1BBe&E¥xec itbP ?Sﬁsgdrb%gnl'l@ésl? response

t he proces roceeds as p
Adegsage HoHo2d imbsderdo qubsenty prercess toe bpndtitoness 8g&ice request.

s 62b. Adaptor 40 subscri bes on the basis of the
%%?%gﬂpﬁ%&% ba %’?QS@\%NHOH@%@% Yty need to be
i ncorporated into encoded asynchronous service request

Sﬁ%ﬁe . Accor di n%lla(\{ on gubl i cation of the encoded
E@ P%QHEE: OIS, PETCHAEP! [felsBgdSsusst ioBepRyice provider system
MBS SIAGE ieesEAY ARtthb! S cBESRLICUIO76 0! Bcode he asynchronous

publ i cation of "the encoded 20 asynchronous requé
ReSYeR) eequRsapEpcoding is mader iatadcevdancehwitte threoddationship associated

. t Ness from t he ayt bound sage
ST BAAB8 o SRk TER R Ao U o BT 42 encoceo
rEsyaeigenbas tseeics eagudst iS ehar pablisHY tdl8ltbamteMedSage bus 62b.
The service provider system 16 then processes the

R ASYBERRPINEES Seftics fequest inskisiegshe segend catrelation key.
service response. Service response is then sent by the
service provider system 16 to adaptor 40b. Service
FEepRTRRg Phibeuresedshmodetéhdher procseaisi ampdrayarmab
2016/ 00172n PCT/ AU211114/111111855 -28 The adapt or
40b t hen publishes the service response to i nbound
mslepiredPuds also a subscriber to outbound message bus 62b. Adaptor 40b

subscribes on the basis of the services that it offers (which necessarily need to be
incorporated into encoded asynchronous service request message). Accordingly,
on publication of the encoded asynchronous service request message, outbound
message bus 62b notifies adaptor 40b of the publication of the encoded
asynchronous request message. Adaptor 40b then retrieves the encoded

asynchronous request message from the outbound message bus 62b.

The encoded asynchronous service request message is then sent to service
provider system 16.

The service provider system 16 then processes the asynchronous service request
message fo generate a service response. Service response is then sent by the
service provider system 16 to adaptor 40b. Service response includes the second

correlation key.
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nmessage context information indicates any errors that
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publ i shed form of the service response includes the
second correlation key. 5 On-@8lication of the
servi ce response, inbound nessage bus 62a notifies

MeeSadspto £46b BENn GFLblishéd ehed XAl ¢esptinseh® $BbUhE énessage bus
response. The nessage receiver 64 then retrieves the

Sepvalerg ruldp oressage dranierd infsBalianmESsagespage centexhrformation

- ' rel ati [ S ' :
JRICAIES A oT808 Hoce b BT IRt O fthon.  The
peablistes foesmfiise sehite mepoage inchrisvibe sBéonadrbirension key.
the nessage to be a service response by virtue of the
exi stence of the second correlation key. The decoded
1 Publicatmpaisthel Sehlicn regpdhsd)ebbant €AR88aGe bus 62a notifies
message bus, 62d with its second_correl ati on key.

PISa0E [ekelat & 90ihes exisiancenpbifi gebficq hesporise. The message
i i [ : ' 0
B e e o M e Teertsp o TRGABERY message bus
$@avanet decedporibe rhessagehesingsihen seatimshim asbosiaidwith adaptor
TBE decoded service response is then used in further
6 tessing of the process nodel 48 as may be required.
Processing of the process nodel 48 then proceeds until
[ reﬁche chronqus service uest. 20 Again

X t ) .
B AVeS RS e Sa STaeE FaRse. e ToSRaGR sSeaitblt gt confirms

B WMERaBE I KEEh setVisk 4B pénsd bxi\ﬁrt@@‘b?stﬁé‘re)kisftgﬁcet BEthe second

process executor 70 to encople t he synchronous service
ceqalgdion @ycodihegdécopdeddeeiviceatespodaade thenhputhished to response

| at.i hi i at ed it dapt 40b, itself
nsSeba s RN P8 it albR B cm 16, The
encoded synchronous service request is then published
t bound bus .62b 2 I W th :
A ARl D Ao ed & 46k PURliFRial OF R desodeg! servics
edsgdteePb P crespomdd eheighy bl es R\ 2 ki;étﬁe%‘@ﬁheh@éé&féd service

pendi ng return of a service response by service
prpngerfran) heraspensevnessagednsBid. The decoded service response is

ﬁ%ﬁ @égdlr]'\]fel%&ll&%%ggﬁg of t?hge process model 48 as may be required.

Processing of the process model 48 then proceeds until it reaches the

synchronous service request.

Again, as the synchronous service request is to be issued to service provider
system 16, it is necessary for the process executor 70 to encode the synchronous
service request. Encoding is made in accordance with the relationship associated
with adaptor 40b, itself associated with service provider system 16. The encoded
synchronous service request is then published to outbound message bus 62b

along with message context information.

At this stage, further processing of the process model 48 by the PAE 42 is then

halted pending return of a service response by service provider system 16.
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On publication of the encoded synchronous service
request nessage, outbound nessage bus 62b notifies

wagaphor23i0b of the publication of the encodedpCT/AU2004/000855

synchronous request nessage. Adaptor 40b then

retrieves the encoded synchr@%ous request nessage

fromthe outbound nmessage bus 62b and its 5 message

mnpemtcarnaﬁaffrtaél@modéb%yﬁaﬁ@ﬁw@dusssermbé oaqu&tsm@gsa@e outbound

request nessage is then sent to service provide

§ipscage 18us seRtifiese agaawdé@b s9ktthen mebltqaé'ﬁn of the encoded

B@%ﬁﬁéﬁéﬁ%tﬂgaué¥PQHé§ S?J ﬁﬁ-%@%“?ﬁén Hﬁﬁé&%@thQ encoded
ate A Service response. 8ervi ce response 1s the

smhrbyomﬁeeqa@stsmsa@e dfraoi tﬂxer osibmiuen ffessaga dayd @Zb and its

40b. The adaptqr 40b then publishes the service

MESsaA. £oPEXt HiomR{essage bus 62a al ong with

nmessage context informati on. The nessage cont ext

format | rwll cates any errors that occurred during
(LEB?. gt e&s%(lé? rORQUS ENYEReeqUEPb Mt sase ig ﬁ@e%o%?d‘ttoﬁo service

pQﬁnJEH@ prhyde. 15 On publication of the service
espons I nbound message bus 62a notifies message
recei ver 64 of the existence of the service response.
THS STRRCERREBE SR T MIEDER L U AR, S roauest
tmaessageSamnesataga sbe/lcreeremjooeehi?pemmmspbasie \$ tHen sent by the
ad tor 40b. QS ded égrvice response nessage

8

eWOHd@étS?é B@é receiver 64 as a

‘response toits serV|ce request and publishes the

cod ser ice gnse, to_response nessage bus 62
e aEiodh Han PUblshes MsPBIcs Bippofiss 18] 0eRyTH, Ftssage bus
t I
62 é’?@%g‘v i@F RieSsage Yortdld ICAABAGNTTAE el context information
oidiaehes popleimoas irat astutied clieidg sEliveryeas @8l rssponsthebinformation

LB BPa38 28000 Rgm  he response message bus. The

decoded service response is then used in further
@roceﬁgaa?%fof ttﬁflgérg/gc%ssréggodn%le A'l%bOL\J/\F% Zgégéggoeﬂbzu% 62a notifies
message receiver 64 of the existence of the service response. The message
receiver 64 then retrieves the service response from the inbound message bus
62a and decodes the message using the relationship associated with adaptor
40b.

The decoded service response message is then treated by the message receiver
64 as a response to its service request and publishes the decoded service
response to response message bus 62d. This correlation is made possible by the

blocking of further processing of the process model 48 as described above.

Process executor 70 is then informed of the publication of decoded service
response by response message bus 62d and retrieves the decoded service
response from the response message bus. The decoded service response is

then used in further processing of the process model 48.
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a client request, the client request may be published
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subscriber to the retry nessage bus 62c. Operation of

the retry receiver 68 is sinm-13f-to nessage receiver

66. However, retry receiver's 68 subscription to retry
nessagey beduos, @2 nalt Ipowsibieoto plocess o emeségudR, thendlient request
publ i shed on the retry nessage bus _62c for a set i

FRRY 88 Ryolighefs 1 ExtDr BeB8asR) PHE G2Ce RRATY repaivarsds st subscriber to

%ﬁ&%ﬁg%@@% éfﬂ}f'soéﬁé.s Eﬂ?@?étio%S of RRE 3l Fej:fi.iw%\?mugsn‘?é‘ similar to

el ectronic romel ectronic 1 nventory
mnessege neodiskr 88. Handwes, eetreqguesers @8 subsariptibm émretry message

R oG T cn s I (bl metIsbAY o et pessage bus

bc thbPalsBt peBBEfimeolcseiRy FdASRSH.Of deal ing with
service requests, the electronic inventory 44 is

treated the sanme as a service provider system 16 even

RAHghthd sb8od BRI ahrocRED MY 4 ohBEtE9%S isqs‘?fevﬁﬁtelectronic

{

1|2. El ectronic inventory 44 recelves a service reques
faoochftame efestronir inssntony #4at ed by 15 process nodel

48). On receipt of the service request, the electronic
inventory 44 checks the service request for a service

MZheM ipgoedsscinodal 48imaemeoayregieshiam arc bleckenifcogo@hto be issued
?I ect [oni vagiOOd having.the same servic

[

1D U o
g eletoRi aventRY 420 inias Horater dRfteyidadnBalygnic inventory

4ae SaNmis ehahedr, 1By th8ep@ipBses ATl Qealidly WHHOSENG requests, the
operates to issue the electronic good to transaction

@lsatoaiclipveprad4tinitecaien the spmecissgisegvios phatiden system 16 even
' d [ di ngly, the

S8 B R AL R EPBh EfaEe RBBL e REE Rl s

Fol | owi ng execution of a process nodel 48, a client

I e. e is__generated indicating.th u SS ..

STEARRE VBRI a Brrlit S nibe roaUS g b PARSZ B ntiated by

frescsdi MEHYl 48 CDRIEcENEEUher seflice 4BgGedtber sRclromeUnntory 44

nessage bus 62a in 25 order to ensure that the service

cBspin ke isgnieq ranusstfec & seriasy |R heThe sirdiwmioinventory 44 then

4 i i s The . P
SRR oo ML AL ol o8 M SofEAUERe 19°, pon ienitng =
corresponding electronic good having the same service ID, the electronic

inventory 44 operates to issue the electronic good to transaction device 14.

At this point, processing of both the first and second examples conform.

Accordingly, the description hereafter relates to both examples.

Following execution of a process model 48, a client response message is
generated indicating the success or failure of the client request, as appropriate.
Accordingly, process executor 70 subscribes to inbound message bus 62a in
order to ensure that the service response is actually received by the transaction
device 14 that issued the service request. The subscription is based on a third

correlation key.
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associ ated with adaptor 40a. The encoded cli ent
response i s then published te3dut bound message bus 62b
along wwth all nessage context information that was

Teeeproedssdr &leutdr POttheeaftestencedsadre clibnt redpomsd message in
encoded cli ent resgonse includes the first correl ati

I@ég‘for_ggn%withgge aelq qmn{p 8§ Socigigdayvith ?gﬁpt@éﬁpap\ %;?c%%ed client
0l A B o RIS 00 RLRUSE: BREER%YOhE AR messace

contest afoonaticey thahoeas dicsiNed irothepalidntoatiuest message Thus, the
enco&gj lElient response rre%s e, outpbound nessa bus .
696°0RA chierdsrerpon ficliderolieotrst ARTBIANPN IV T Wil 3ha new third
%Bﬁ@%%gn%eiyem response nmessage. Adaptor 40a then

retrieves the encoded client response nmessage fromthe
out bound nessage bus 62b. Adaptor 40a then operates

a%iagﬁt%reﬁ(‘)ﬂ e aldda Cédb%@ﬁbérﬁ%”@ﬁ{bﬁh@atme&?@g@fﬁﬁ@%., Adtaptor 40a

response corresponds w y neans of the firs
subsaibetsi @anthekbgsis D éhee fifst eprretdiiondrayo ddccartingit. on publication of
response i,s sent as a nessage to _the 5 internmedi at e
IR 1008 CHaTl of5rRaNST o TRotRds PHBRUPE, Wsaads Rus ©2b notifies
%Hb?fbtr ARSHOREHUBRESRITof thel fifcodedaniRAE Fégponderhessalyk. Adaptor
If the client response nessage indicates that the

gIOiaeH‘ten reifjigees thasenneded celigt ulesponse tmessage from the outbound
' d
5Rinete st ABRREY BR arEpGRles i falflng! fie diEpt request that

¢ @ncbied atlept pespbbige aeereabends aviteby raeded iof dhg first correlation
confirmation nessage to the PAE 42. The delivery

&M | MRErediermile RNCOPRE| GRS FERRODSR 'Y S8 rat & iMppsage to the
mgrrBigghé;pdtq%g@ry confirmation message confirns with

the at the response has been delivered to
the appropriate transaction device 14. The adaptor 40a

then F o dal Ly £ on .
TAEDUREA5ERE ol ek Sl e Bl T e pisdoage to the
dedniseetion dericer tdt i1btheretlisptgessponbe umdssagss mgcates tigdathe client
request was unsuccessful, the transaction device 14 sends a payment reversal

request to the payment host via the intermediate router.

In either case, the adaptor 40a operates to send a delivery confirmation message
to the PAE 42. The delivery confirmation message includes the third correlation
key. The delivery confirmation message confirms with the PAE 42 that the

response has been delivered to the appropriate transaction device 14.

The adaptor 40a then publishes the delivery confirmation message to inbound

message bus 62a.

On publication of the delivery confirmation message, inbound message bus 62a
notifies process executor 70. Process executor 70 then retrieves the delivery

confirmation message from the inbound message bus 62a.



notifies process executor 70. Process executor 70 then
retrieves the delivery confirmation nessage fromthe

wo plwsumd2sressage bus 62a. WO 2005/ 001725 PCT/AU2004/000855
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PCT/ AU2004/ 000855 -32 If no delivery confirmation

message is received within a-pedeternined tine

period, process executor 70 treats the delivery as a
ffanbugelivedn doafitmatorofmessadel is eegeived|withinck rredaidigined time

e R atestad o Leiarss Lhe, B gEEas g BRI e of <
B'éﬁ\éérg'g }o?%%%dgﬁﬁ%nésra% HréSesseits rEvrsbnrAk Wiscessing performed

sen commands to service provider ) )
bysthenBAE642 Fn caxethting dhertprotess ewdst 48 tor whighctheofailed delivery

SEHRS b el b BEP BUP Y Bhor BRI, fenly proveer
Shafenidesi nvention is not 10 limted to the exanples

déscribed. In particular, the foll ow ng additions
and/ or nodifications can be made w t hout departing

oM tHaepspPRe viw tdiea itrangattiomdelide 15 ethid i ehbwe graphically at
generated by the transaction application may operate

trigurecki ve i nput by nmeans of an integrated keypad of

the transaction device 14. Alternatively, input may

be provided by neans 15 of a touchscreen through which
tihshaiderbe appretiated by the ersprs pkileddn thaarhhat g@@ imyention is not

racedures can be | e te Lt . s
Ut el e8P anbine. S TR ST PRRuR e offing edaitions andior
FhE&itiERNG cdnl 5 ARl vithdiit Slepattihg. fram tiselsbopen of the invention:

arrangenent, transaction details may be filtered such
that details only relevant to the nmerchant or 20

oper at,or agg §Eé’r‘“’rihtel’_fé@é‘tgeﬁ@aﬁa‘éiarb§/ofr$e 4RmsaBiobeapplication may

modified to provide nmeans for confirmng the identity
of a transemeratntaleetaiee impytr bynmgansof @n indegrplask kaypad of the

N T T

message W bf a Bricheérdeen through which the user interface is also displayed.

. Authorisation procedures Cén be implemented where multiple,
unrelated merchants or operators use the same electronic
transaction system 10. In such an arrangement, transaction details
may be filtered such that details only relevant to the merchant or

operator are shown.

) Front-end adaptors 40a may be modified to provide means for
confirming the identity of a transaction device 14 from which it
receives a transaction message. If the identity of a transaction
device 14 can not be confirmed, the transaction message will be left
to timeout on the assumption that the transaction message
represents an attempted breach of security. Additionally, checks
may be made against the capacity of a transaction device 14. In this
manner, the host server 12 can seek to ignore transaction devices 14

that may be externally controlled as part of a denial of service attack.



25 to tinmeout on the assunption that the transaction
nmessage represents an attenpted breach of security.
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_system 16,

of a transaction device 14. In this nmanner, the host

server 12 can seek to ignore-t3Bansaction devices 14

that may be externally controlled as part of a deni al

of sekVi ceagdptesikdo Wag%blﬁ{ PérEHEnt communication with its associated
PCT/ AU211114/111111855 -33 Adaptors 40 may be in

per manent lENPRGHOR devise ¢ OF assecigterbspatiesl provider system 16, as
transacti J 1.at ¢ | p€ vii d

A, ModthrRARRARG SRR, i RAibe'BY means of a
TCP/ 1 P t hisingfeygobketby neans of a single socket. 5 The
transaction device 14 may be adapted to include

removable, witeable nedia, such as a nmenory stick,

f1oppy di sthe &apBastiorddedice0T4 Hhay ! aMbere i $fcludd removable,
this manner, the transaction device 14 can record an _
el ect r oni cvifgable Bedigosyalras, a shempey alick dlappy diskli compact disc

shich he SUIRTISABATD KGR, e Db B8 ogtBoice 14 can

oper at e t geohidaibn ekecporicagdbddr bsa:td?rném,dioﬁatﬁ@mﬁté@tﬂle media
t he paynents host rather than actually transacting a
payment . Adueh disgrsiomer cepdhaniakecvaewiBigem.

i ndicates that the service request was unsuccessful, a

rever sal ayment request need not be made. However, _
i f the serlRBeact®NraaMienhi4 Viadteanediatemuten enaeepeiate to obtain

tr Egﬁegé V‘ngaa g?%%ﬁm{sggg%ﬁ{ﬁggwmwn‘? ﬂhrggg%aﬁgﬁf%t h8§tn rather than

ost 1 n Seto
request i ssusdllybtyaddaetibg ansaghenn Aesordighd.if tHeasdéige response
internmediate router,. . In a further arrangenent,

transacti o igatesc hat 4theapenniss r@HEGStZGV%WcheSSfUL a reversal

applicati n%éhtskgd‘éjeéf‘ @e’égﬂ%@ﬁﬁ@tmauetermb%@_#ﬂ% service

may al so omtted, a nodem or other conmunications

devi ce i ntregpaised indicates that the service request was successful,
confirmation of payment can then be made by the payments host in
response to a request issued by the transaction device 14, via the

intermediate router,.

. In a further arrangement, transaction device 14 may omit the
payment application. In such an arrangement, intermediate host may
also be omitted, a modem or other communications device integrated
into the transaction device 14 operable to establish a direct
connection with host server 12. Alternatively, transaction device 14
may incorporate one or more applications in addition to the payment
and transaction applications. In this arrangement, as illustrated in
Figure 5, such applications may be managed by a multi-application
manager module so as to properly control access to resources, such
as the modem and screen, by each application. Thus, payment can
be made by way of a standard payment application, or a non-
standard payment application, such as a loyalty point payment

application.
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applications in addition to the paynment 25 and

transaction applications. In-t3is arrangenent, as

illustrated in Figure 5 such applications may be

managed byaR pEkkiissiR it6 A fronBitag Sert®dvbeny BE encrypted.
to properly control access to resources, such as the _
modem and ldealyen anpy epgoptiappltechniaus. usedis megsdy nthe encryption

can be made f .a_standard.paynment application,

or a non 3585%‘%9%%%5%65‘9?@%‘?”&6{5‘%'58{. on, such as a

| oyal ty point payment application. WO 2016/00172n

o et Wi S, M B AL R g
encrypt i onmb@sNiod U miHEHICERSH it e MRAEMREH AT router/host server

standards set for financi aI_ institutions. W‘li e the
transact i oi?, deshaidd be apprepiatad by dhe ipeesbraskillet iruthiengrt that any

Fout or notPrap BATOH 51 Ek el b oS ot &L MR fr wransacton

the persorjesidd |ed mayt Be & tditdtat candectR@MWItH Cibi @itermediate
means nmay be used. Yet further, the transaction

device 14 raeteribest nsaiviesct1% ordfec 8PBIPRRIRLS t iRe YVhiCh case the
i nter medi %ﬂ%mpﬂiggﬁ%ﬁ RSN BIRER' thE? forft® o‘?‘%ﬁ%ﬂﬁt\iﬁéﬁons software

in which cas contruni cati on nmeans takes

form of catonediicdhe oresnagidf Wee ransadioaddevicd h4. menory
of the transaction device 14. Process nodel 48 may be
arranged such that steps 50 may resolve to a fail '

val ueeand pratyes nideenstran bBoak@sded/ slidtethat Miss8Q¢nay resolve
buses 62 may i npl enent nessagi ng nechani snms ot her 15

than the poR pd NaberRRdG YaleerthatihamBoetean eiues

herein. For exanple, direct conmunication or
"bl ackboard"-1i ke nessagi ng
. Message buses 62 may implement messaging mechanisms other

than the publish/subscribe mechanism referred to herein. For
example, direct communication or “blackboard’-like messaging

arrangements may be used.

. Electronic inventory 44 may be adapted to dispense electronic goods

of a single type. In such an arrangement, serial IDs may be omitted.

. The transaction device 14 need not be a dedicated device with
embedded software. The transaction device 14 may actually be a

personal computer or an integrated cash register.

. Content need not be scheduled for download at specified times but
may be downloaded on creation. In this manner, content can be
provided to the transaction devices 14 on an almost “real-time” basis

following its creation via the content management system 22.
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arrangenments may be used. Electronic inventory 44 may
be adapted to dispense el ectronic goods of a single

wo y@s/nol7ps such an arrangenent, serial |Ds nmay BEI/AU2004/000855

omtted. 20 The transaction device 14 need not be a
dedi cat ed device with enbedded5software. The
transaction device 14 may actually be a personal
computer or an integrated cash register. Content need
fbe Qaims Refiniag the Inventiowate as Fallews i ed tines but
may be downl oaded on creation. In this manner, content
can be 25 provided to the transaction devices 14 on
an An glestrontctsangactien sysieins complisiogi ng its creation
via the content managenent system 22. WD 2016/ 00172n
PCT/ AU211114/ 111111855 -35 The O ains Defining the

| nvenaihost serweels Follows 1. An el ectronic transaction
system conprising: a host server; at |east one
transaction device; 5 at |east one service provider
syst eat leasttonaatrapsadtion demtagenent system where the
content managenent system provides content in the form
of details of electronic goods and/or services able

t 0 beatleastsered servie groeidel egdteoniand transacti on system
to the at | east one transaction device and where, upon
the 10 at | east one transaction device issuing a

cl i end coatpme staragententgstenser ver for one or nore of
the el ectroni c goods and/or services detailed, the
host server operates to generate a client response in

r epiiyerietht @ ntdritanandgstiestt syateh iprovides ebateinbéh tHeeform of details
client response, where necessarﬂq i ssuing a service

r ecRfe8ECRNICgROdE andRs sepyiees @Pla &2 bgr ansrsted yast the electronic
andtrér?s%%hé!h 'égst%rﬁ’ ecgt Iéiﬁtp&f? fandattbhWBVIdEaRd wWHedsupon the

one service provi FrohiC transacti on
sy sdtdaastcoms mangad:tco)mdawne Issuiing ahdient oaquiass itogha host server for

one or more of the electronic goods and/or services detailed, the host server
operates to generate a client response in reply to the client request and in
generating the client response, where necessary, issuing a service request to
the at least one service provider system and receiving a service response

from the at least one service provider.

2. An electronic transaction system according to claim 1, further comprising a

matrix recording a set of permissions and/or constraints applicable to the
electronic transaction system, and where the content management system
references the matrix in determining the content to be provided to each
transaction device of the at least one transaction device to ensure that the set

of permissions and/or constraints are complied with.

3. An electronic transaction system according to claim 2, where the matrix

includes at least one of the following dimensions:

a transaction device dimension;
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references the matrix in determning the content to be
provi ded to each 20 transactiod®device of the at |east
one transaction device to ensure that the set of

per m s& elestranid/gmodoarssrviae dirseasiencampl i ed with. 3.
An el ectronic transaction system according to claim 2,
where the matrix includes at |east one of the

f ol | ova neerchargdémensiona transacti on devi ce di mensi on;
WO 2005/ 001725 PCT/ AU2004/ 000855 -36 an electronic
good or service dinension; and a nerchant di nension,
eac kradhngin®insionopperables td eedard dnfbrivation MAtregpedtrof the transaction
respect of the transaction device, electronic _good or

ser HEYIEEo PIGRIPEIFAR0] eisSelpiseaiimatcoant rgranpipPudteetiat may affect
5 thRe EORfeRPto O gfbfvacﬁés@% ﬂ?@c@ﬂteﬁhﬁaﬁgg%%ht g@ﬁgg\emant

system 4. An ele ransacti on sysStem actordi ng
toclaim?2 or claim3, where the host server

?ﬁﬁt QHTE%%?O pettrg‘r?é'acttigﬁ &st taJcS%ﬁg?tto .Cc?z%fg'l .?gécroc‘é}%fé@ 3, where the

e set erm ssi ons “and/ or constrain
t he hwst iserveardbteshieee nglesthehehe lieni reduesyeoerpics ngitta the set of
client response o ensure that the set of perm ssions
10 BRITSE o S0HaT it dasPIdd i (hE BBTnand relerences the
el eqhAARIif qéﬁéﬁ%b%]ieﬁY$é§ﬁHr%%%ré’hsr!ﬁettﬁataﬂ")é set of permissions
precedi ng claim ere each transaction device of the
at lapgér constrainémaeecedropliatbwitte recei ves a set of
uni que identifiers fromthe host server, each unique
identifier representing a conponent of the centent,

the An afesioniotradeadtion epdeabklecominthée kenyhprexedingf clBtm, where
uni que, i.dentifiers .agaipnst content already provided .

and SPeh ERaclnr dhieA Rl el Gile FaesibnBiieBeeives a setof
al r epfuePidevtifed frérANtheNfst WrhRSH cBBRABRIRN IderYifié® Bpresenting a
6. An electronic transaction systemaccording to claim

5, WRERENeAkOt ieneeientothelransaction deMicheperabls tbtkeakothe set of
di S%ﬂqujeciagﬂ%ergtaﬁaﬁ'\fst Egﬁte?lf)gﬁ'ggéy Br%\ﬁd}z% &hd request content having

unique identifiers not already provided from the content management system.

6. An electronic transaction system according to claim 5, where the transaction
device is further operable to discard components of the content having a
unique identifier not included in the set of unique identifiers received from the

host server.

7. An electronic transaction system according to claim 5 or claim 6, where the
unique identifier consists of a file name and at least one of the following: a

version number; an error check value.

8. An electronic transaction system according to any one of claims 1 to 4, where,
upon creation of content using the content management system, the content
management system operates to provide the content to each transaction

device of the at least one transaction device.
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claim®6, where the wunique identifier consists of a

file name and at |east one of-8he followi ng: a

versi on nunber; an error check value. 8. An electronic
t9.arfvaelectinnisytsansaction systienyacoordimg torsnyobne batciamd 5Stto 8, where

4, ere 5 upon creatio f content using. the

Cont BnEOmisRL RatBiRe. 8 E88ase efieadt Aleahonic ahtdige Aaor good able to
SyStm&w@@%tﬂéﬁsﬁbﬂélcﬁ%éﬂﬂlolet:em to each

transaction device of the at |east one transaction

devi ce. WD 2005/ 001725 PCT/ AU2004/ 000855 -37 9. An
el ect rpgkscrigtidAsact i on system according to any one of
clains 5 to 8, where the content includes, in respect
of each el ectronic service and/or good able to be

tr ans?&?%hi@fo repRsder? i Qlfecfrgﬁicfs%lnlli?@'itoﬁgb

of; .
description; 5 a graphic to represen e?éctronlc
service or good; details of acceptable paynent

et hodfytafiedfldceptibid paemeAPhHs; dat i on o data

entry nmechani sns; and all's of any docunent to be
provi ded when the service response confirns a service

reque 10 [.C.: )
[ e et HERBRRIY baliddtiohtr dda BB ihdihesms andor,
9, where the content includes at | east one of the

ol cct s S EN BGREE B 5 VEEE" L) B sangge response

and dedonfiiras afseavige sequedt iwasmaleassfans | npl enented to
control access to any 15 restricted portions of the
menu structure; 11. An electronic transaction system

a: (indélagtromic arnsastorosystbm Adcordihg td Giny IHELHECIBRENS5 to 9, where
transacti on device of the at | east one fransaction

devith@cerignt inglides at least one of the following:

a menu structure for navigating the electronic services and goods able to

be transacted; and

details of any security mechanisms implemented to control access to any

restricted portions of the menu structure;

11. An electronic transaction system according to any one of claims 5 to 10,
where each transaction device of the at least one transaction device receives
a scheduled time for transmission of content from the content management
system, each transaction device operable to request the set of unique

identifiers from the host server on the scheduled time.

12. An electronic transaction system according to any preceding claim, where the
host server operates to generate a client response in reply to the client
request by reference to a process model, the process model conceptually

comprising a series of steps and links, the arrangement of one or more links in



a scheduled tine for transm ssion of content fromthe
content managenent system each transaction device

woepmsabl7es t o request the set of unique 20 i derti/AUB00$/000855

10

15

20

25

fromthe host server on the scheduled tinme. 12. An
el ectronic transaction system3&cording to any
preceding claim where the host server operates to
geneespert of @ firshstapesgpoesanting a sptognd etetphm prloicess on the first step
request, by .reference to rocess nogdel, ces
oAl gRb BTERp iR SR 3 SelP! BisdsternBES Femiits
i nks, the arrangenent of one or nore links in WO
2005/ 001725 PCT/ AU2004/ 000855 -38 respect of a fjrs

step\n EL0RIR RFSACUQLL SHeteat ascouting 6@ e@é'"’én@ h\élhere the set of
fir ProddBRninkATBLMI Srel £t AERSTESH, TLRRY drdsditdil feBuR
set of predeterm ned resul 'ectronic
transaction system accordi ng to cI al m 12 where the

{ {

o5 L cleBSHEI R, 8 5 Sy P BRANG Bhim, comprising
t r ares dastst onesyﬁanea’l @ociping, egch @hanyelmreUBMqu;ssobmrte'd with at least

conprisin east one chan rq

chaRREI e PR et 0 BTG AORIE, PP e 7 eaghdransaction device of

U aRsedrireN grRMicS s tHaedfné a8l @Mt AWVidEd tb @aBAMUher transaction

transacti on device of a channel grouping is the sane

as ¢ienicerin the saingchanpebgionpdtgher transaction device

in the sane channel grouping. 10 15. An electronic

transaction system according to any preceding claim

cinpyn @Jentgomattraneastuommt@r@l amomsg itp Ang@e¢ceding claim, comprising
rdln det for . facilitati

ConthdPash bBs BERRELS, HEeR oefateRispit FegasoBi: fgiai for faciitating

t r apdArhlfidatit]Y beBvedn the BESVFPePARY icftREr BWFArIACtion device or a
using their respective native | anguages and

comPBRiicat POYiderosyelens. usingl gheisn regpastiveninative languages and
tra'&éﬁﬁﬁuu‘ﬂ@aﬁé’rﬁér%%c%‘f&m ding to any preceding claim
ther “conpri

fur ng an electronic inventory, the
el ectronic inventory operable to provide an

St SRR bt 0o SR, Y Brapfacdtim, e
whecenmpriseguest diécroni¢ havémsty, stHey edledtedni@ninventory operable to

el ectronic good includes a goods identifier, the
provide anelectronic good fo the host server on request.

17. An electronic transaction system according to claim 16, where a request from
the host server for an electronic good includes a goods identifier, the
electronic inventory operable to provide an electronic good having a

corresponding goods identifier in response to the request.

18. An electronic transaction system according to claim 16 or claim 17, where, on
return of an electronic good to the electronic inventory, the electronic good is
not able to be provided in response to a request from the host server for a

predetermined period of time.
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el ectronic transaction system according to claim 16 or
claim 17, where, on return of3%n electronic good to
the electronic inventory, the electronic good is not

~ alf).Ant eldotropicovamiesttion systgmoremeotding to emyesie bf ghaimbel6 to claim

host, server .for . a, 25 $re et er m.ned rggri od. of

tine, WD ,
2003 P01 P58 thESJeRtio T 9 ersh s ek Bbenfo e eEeyided in redeeming

tr angadbEtibhis $ERRIE 8516Qh Hetarisaciy one of clainms 16
to claim 18, where the electronic good is a serial

nunber to be provided in redeeming an electronic

52‘35.\Arpéleéﬁbﬁicttparﬁ%c%ﬁ%?gﬁéh?Qccc?r‘ainyolgr érb:)ggl"éc%@ii Clrar‘]im’ where an

transaction systemaccording to an I ng clal
whe@syaghropous yseshice neaggiestrori asynabnoesis alient request includes a
asynchr ' orrel ation

nous, client request inclydes a
oy Ry L sBHs Y deERensit S P crme@inefscreriie request or
r equeFhcKIbno@S ¥ Teqeest, 8 hpplopriat @sdiudésSthe correlation key.
appropriate, includes the correlation key. 21. An

el ectronic transacti on system according to claim 20,

e g élBetroMis tirarREYEsN s&ﬁe@@é@?&iﬂp?t@ Hift DMONAhER the host server
bet ween a service response and a client request by 10

r ef ¢ epe@biota distivgwisk lbetwesn resprdad respangseanda.cliant request by
el e ' r e t cording to any
pr egée%?éanC%ctl%atﬁﬁq%g\%E?@ nsk)eégc%ryé%?\y?%e request, service

response, client request and client response is '
ni .via at .|l east .one nessage, bus. 23. .
LB shitlBficslrBuBtotsh” Sy Ban AETRRW 1e) Ay Giiaeha, ctaim, where
whekgchtsen@es re@uisst, dorviveseapendalscliehfeduest and client response is
publ i sh/ subscri be nechani sm of communi cati on. 24. An
el eSPHRiRicated Vimat leght @y MassagedLdi ng to any
preceding claim where the transaction device
i ncl udes at | east one paynent application. 25. An

13 Ay electonicaliigraadtion sygtareracsecdinditacclaion @2aiwheza, at least one
o Eeab o TRk med A s BSfG: MbBhERL AT RiGyon.

payments host, the internediate router operable to
fﬁr. W?lrgegtrgr%\ﬂa%gaét?o%ug%tem according to any preceding claim, where the

transaction device includes at least one payment application.

25. An electronic transaction system according to claim 24, further comprising an
intermediate router having a dedicated connection to the host server and to a
payments host, the intermediate router operable to forward a service request
issued by a transaction device to the host server and operable to forward a
payment request issued by the payment application of the transaction device

to the payments host.

26. An electronic transaction system according to claim 25, where the transaction
device issues an authorisation request to the intermediate router for
forwarding to the payments host and receives an authorisation reply from the

payments host via the intermediate router and where, if so authorised, the
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paynments host. 26. An electronic transaction system
according to claim25, where t#-transaction 25

devi ce issues an authorisation request to the

i nt dramsdctdresysiemethefeafter issussralsergiceaetjbestiathe tagisaction to the

host apd recejves .an authorisation reply fromthe

bay MORT SSMEEVaVDE IRREMPHIELe R BTy GHRTLICCRHING R Seavice response
i f . i . .

ber] It 0 seRROTGERIDLAR Llet Pesruly lssuing a payment request

t hetedtie paymesisdish visethei intermediads router.t he transacti on

to the host server via the internediate router and,

upon receiving a service response indicating that the

sf. Are electrgoes transactonc sgtefmubccardingi tog any pmarehiclaims 24 to 26,

041 B B B B e e

acCQEEbrathg hedY mdhg oP theCtbWing2 4 feReip®. an BRRBNIc0d; details of
transacti on device includes renovable, witeable nedi a

f or the elientdeayesndetails abthe aient mspooseowi ng: a

recei pt; an electronic good; details of the client

request; details of the client response. 28. An

A% A electronic dransectiom systetreaccardmgdoranyt preaagling claim, where the

re ' | ai where the .10.host server _oper at t.0 .
ConfOrroene: PRBtaY §0 EabitGy to iRRly 5716} haPBEL b the' fansaction
trageerk tat iSEcCehd ltfént Asgirdt M, ¢ HRNIddMEKSithe transaction
and, if the identity of the transaction device can

not dg¥icgoran Meddbe gonfiraed.apadine ycaprcitheft thentraasaddien device is
devi i : : ] e the client

r eq&gg?é&%%iﬁﬁgggo g‘%\?ée?% glllrérﬁé%&fr%'an el ectronic
transaction system according to any one 15 of clains

2.2 B Byor o LOTOE PR AR Bl i \5sidh Beqping o any ome
cl aiofirslaims d t388.31. A net hod of perform ng an

el ectronic transaction conprising the steps of:
providing content in the formof details of electronic

B Astransdibnsedwides & use in an electronic transaction system according to

any one of claims 1 to 28.
31. A method of performing an electronic transaction comprising the steps of:

providing content in the form of details of electronic goods and/or services

able to be transacted to at least one transaction device;

receiving a client request for one or more of the electronic goods and/or

services detailed from a transaction device;

generating a client response in reply to the client request which, where
necessary, includes issuing a service request to at least one service
provider system and receiving a service response from the at least one

service provider.
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transaction device; generating a client response in
reply to the client request wHiich, where necessary,
i ncl udes issuing a service request to at |east one

Ser /i Arethad cﬁf@é’ﬂf&ﬂiln?ya’i efR@rshic eteﬁﬁsdcﬂénaaaﬁr&’hgeto claim 31,
response fromthe at [ east one service provider,

2016xcboine thectengf1refapneing 1 8wHrix raqo@m R gt ﬁ)&ooermlsswns
of Qﬁé@grgﬂﬁ%\gra]"i’rﬂal oecf%r{]s%'?é C’thta"t “t,?) nfSht2fE Bl %vfd%d to each

clarm step referencing a nmatr

r ectandsargion de‘I/ICQfCCPJBDhH$SNIﬂm$he anwdbufedcsasmfapanrmsmons and/or
ensure that the content to be provided to each

t r afRRREAIRS device conplies with the recorded set of

perm ssions and/or 5 constraints. 33. A net hod of

perform ng an el ectronic transactl on accordin

SPafnMeNod | G{cPerRTHYNY HaN RIBHEOTHE ERASACHPRI Bief 4Bgh claim 32
t hem%‘do‘?rg%tsﬁegﬁgﬁbf ewh'lﬁﬁ%wsﬁeh%rgﬁg cﬁ@ﬁt l‘éﬁuest complles with the

per m’ssi const r ai
ands¢thef sdammsmbns @mlénrad;onsgamtslree@rtdeldelsptbasmatrrxcamnﬂéfse step of

1G240 o B AT TS o SRS e mavic o

conphéed tMht the 524 of PerBikSiofs @hdRfHdoPktraifgs afe complied with.
el ectronic transaction according to any one of clains

31 to 33, including the step of sending a set of

<2l ﬂu%e'ﬂ‘i’c%“o'ffde?fo?mﬁr% aﬂaéllécfrbﬁf@sﬁéﬁééﬁﬂloﬁeéfédb?dlnﬁal@)hany one of
uni que identifier representing a conponent of

contlaims ntp Baelrmuumn@fth@ rséexsmftseundgwgaa;satmﬁwnque identifiers to
h f
B 0k R SA R B SerBE 8k EBponent o

deviteeeorent, AndEhB atle® bf ﬂ@hé@ﬁﬁm@@ngrhoﬂt@ﬂtﬁavmglumque identifiers
transacti on accor di nght o claim34, including the st

ep
of ﬂ@t@‘T%dygprV\d@QJ@ eﬁ@nsﬁﬁ*@%é‘?’“@? u@ﬁnqa@uest by the transaction
|deBE|E ers from each transaction device at each
transac ion device's schedul ed tine.

35. A method of performing an electronic transaction according to claim 34,
including the step of receiving a request for the set of unique identifiers from

each transaction device at each transaction device's scheduled time.

36. A method of performing an electronic transaction according to any one of
claims 31 to 35, where the step of generating a client response includes the
substep of executing a process model, the process model conceptually
comprising a series of steps and links, the arrangement of one or more links in
respect of a first step representing a second step to process on the first step

resolving to a predetermined result in a set of predetermined results.

37. A method of performing an electronic transaction according to any one of
claims 31 to 36, including the step of associating each transaction device with

at least one channel grouping, the content provided to each transaction device
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i ncludes the substep of exec 1;2i ng a process nodel,

the process nodel conceptual 'y< conprising a series of

steps and links, the arrangenent of one or nore |inks

i n off esgheErnebigrauping ieirg dhe regme AsnePRignh PsRIARE tar@yery other

or clietgrapnck 8dnié B EBrrErofTR or i noa

results. 37. A nethod of perform ng an el ectronic

ransacti o ccording to any, 0 cl.aj ; 6
eREARIL sETSPREER 8. SBBRR P B Becbbylg Boary one o
devignyi 3 t0a37 edsludaie thoasrgl ofr eeprdigg tbils for facilitating
content provided to each transaction device WO

2016301 oPdRtNERN tha Mot servessnd eaph igansacting evice and the
gtr g $§tn§q?r¥§}3§gg i %ﬁchzgéﬁggsﬁ)r‘r‘?g[b‘ﬁg 'Eé/gfr?rirerﬂ\ég gfﬁﬁ’g | & sBV Bf Yelationships

gr OHRd Mige s ofAugimg teslappropeaforaiatiansaip il thet ged wif celationships to
transaction according to an cl ai ms 3[1

. ral ne of to %’,7 ,
i nc!‘ag:wta,tg @%thgp l?eéygp\éitﬁs st sqryer gpd transac lon device or
facgbhial Pt%g/ide'i_’ QIERNAE %@E%r%@é,“ﬁ%e‘r%sb@étvesﬁétw languages

and eac ransaction devi and the host server and

eachnd epwinenipation pretocystemto form a set of

rel ati onships and the step of using the appropriate
relationship in the set of relationships to

f3aciAl hMehed obrparfircéig @an blectrosic traesdndion gegordingaiedany one of

transacti on devjce or,. service provider syste S .
appPBINP ot b 101 3.1 RERAINGe D1 SITRsG O S PTRie D ap etectronic
and%- | 15RtHN0BIRIOhRCHOST add- rebeiiidi@d @kctronic good from the
performng an el ectronic transaction according to any

one etgctrooicainwgntdtly.t o 38, including the steps of

issuing a request to an electronic inventory for an

el ectroni c good and receiving an el ectronic good from

t40e A elatbod arfi merforrémg @ny eleton®. transaationdaegording to any one of

performng, a l.ectroni c transacti.on. rdi ng .
Do i1, S5 00868 MR 4 BiRRaOaa bhRaH o sorvie
di stédpHnseiitaRabMeRI[UBSEBY YefefendeetoP@ B frefdtidnakey in the service
client request by reference to a correlation key in

t he respariseaand/or type.

41. A method of performing an electronic transaction according to any one of
claims 31 to 40, including the step of communicating service requests, service
responses, client requests and client responses by way of at least one

message bus using a publish/subscribe mechanism of communication.

42. A method of performing an electronic transaction according to any one of
claims 31 to 41, including the steps of confirming the identity and/or capacity
of the transaction device that issued the client request and the step of ignoring
the client request if the identity of the transaction device can not be confirmed

or the capacity of the transaction device is exceeded.



response and/or type. 41. A nethod of perform ng an

el ectronic transaction according to any one of 20
web@so®1728. to 40, including the step of conmMuNPCEAUR®4/000855

service requests, service responses, client requests

and client responses by way of43at |east one nessage

bus using a publish/subscri be nmechani sm of

d3nfnnetatroait. trhsadtioret systbrof spesthotiaiyn@samiescribed herein  with

el ectroni c .transaction according to any one of clains

31 Ee(gergﬂceitﬂ&m%a{%ng%e steps of confirning the

identity and/or capacity 25 of the transaction device

t a% i ssued th? client reql1est and the step of .

AEndr o)) Beuet foreHBe rIBgRR fletronip dransastipn ysysterp peubstantially as

t 1 39SRGHeAMIBIN \ith FABrdMRE tégh&eﬂiwih d or the

capacity of the transaction device 15 exceeded. WO

2016/ 00172n PCT/ AU211114/111111855 -43 43. An

egt Gt tA-0N SYSt i :

dRea R Eh AR o e R RBh R aaolof System substantially

A hastes@ibesrhdrein witle réferencedbdbé domviogsr ansact i on

system substantially as described herein with

reference to the drawings. 5 45. A transaction device

#6r Ausethod aihpeitferchingrare etectiosiac transactipsit substantially as described

substanti blg as ders{éri ed herein with reference to

thehecfPWﬁ sefepgncepordpeg BESperforning an el ectronic

transaction substantially as described herein with

reference to the draw ngs.



