WD 2006/ 014656 PCT/ US2005/ 025610 '.. 1 METHOD AND APPARATUS FOR

RANDOMF NUMBER GENERATOR FI ELD [0001] The present invention relates to
random nunber generators. More specifically, the present invention relates
to met hods and apparatus for stable, consistent, self- calibrating random
nunber gewerzatsansssé or hi gh-vol une production of w rel esg/UsReswessicat i on

devi ces. BACKGROUND [0002] In wireless comrunications term nals or devices,
there is a need for random nunber gengrators, e.g., for cryptographic
applications. However, variations in the operating conditions (such as

changes in tenp conponent
characteristi csﬁm&m) m&fgﬁé@é%W%MMrl ng, aging,
shelf life and operational |ife) CIANERATEHRng random nunber generators to
vary in the performance of generating random nunbers. Consequently, simlar

devi ces manufactured to perform uni fﬂﬁ ﬁ fluctuate in their performance
because the constituent random nunbe erators vary in their

char achgyi st i ¢S TRB PresedtNiFontiBl dslueLiotiahdRi athbéandemdy et sghctdatiput i ons.
[0003] There is a need, therefore, for random nunber generators t hat perform

uniformy the pgqgmtemmntloarrpl@teis dﬁsrnﬁthoctgowﬁloma%ﬁ:rramté@,u empistent, splér at i ng

condi tions, r | ar

manuf act uré&ﬁ’%e\lllllgg ‘{g{]gﬁ@bg gﬁtﬁlllﬁs *Slﬂﬁﬁggﬁﬁow gd;ﬁu %Jrgmognh}/rglg%sm st ent
per for rrance:onﬁth&Mde[vﬁlﬁﬁM] The di scl osed enbodi ments provi de novel and

i nproved net hods and apparatus for generating random nunbers. -In
"one"aspect, - a nethod for generating random nunbers for use i.n a wirel ess

comuni cati on devi ce provi des for pagnetRbUND random nunbers and gat hering a

sanpl e of the generated random nunbers. The nethod further
[0002] In wireless communications terminals or devices, there is a need for random-

number generators, e.g., for cryptographic applications. However, variations in the
operating conditions (such as changes in temperature, voltage and current) and
variations in component characteristics (due to inconsistencies in component
manufacturing, aging, shelf life and operational life) cause existing random-number
generators to vary in the performance of generating random numbers. Consequently,
simitar devices manufactured to perform uwniformly fluctuate in their performance
because the constitnent random-number generators vary in their characteristics and;
thus, produce different random-number distributions.

[0003] There is a need, therefore, for random-number generators that perform uniformly
in spite of variations in component characteristics, operating conditions, and
environment. There is also a need for similarly manufactured devices to operate

similarly and show uniform and consistent performance.

SUMMARY
[0004] The disclosed embodiments provide novel and improved methods and apparatus
for generating random niifiers. "I “on¢ aspect,” 2 method for gemerating random
numbers for use in a wireless communication device provides for generating random
numbers and gathering a sample of the generated random numbers. The method further
provides for computing at least one metric, such as mean value, standard deviation,
and/or entropy, based on the gathered sample, and comparing the metric with a

corresponding reference value. The method further provides for adjusting the metric



provi des for conmputing at |east one netric, such as nean val ue, standard
devi ation, and/or entropy, based on the gathered sanple, and conparing the
metric with a corresponding reference value. The nethod further provides
for adjusting the metric WO 2006/ 014656 PcTl n520051025610 2 based on a
result of the conparison so that the generated random nunbers achieve a
desi red dvetmedumicon. [ 0005] I n another aspect, an appeF&tiys3thgener ati ng
random nunbers includes an anal og noi se generator and hardware conponents
for generating random nunbers and feedback values to adjust the random
nunbers and their distribution. The apparatus further includes a processor

capabl e of Ciitd n u for
adj usti ng tbﬁgé%roglndo ullrtlufr%lgerészona{j%g&mhée%l {rﬁgﬂ(’jelhé rH‘%atg ‘?ggﬁdg}éd?@%%{i%&gﬁ ON OF
THE DRAW NGSsif<d@bjbufibe. f eat ures and advant ages of the present invention
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flow chart for generating random nunbers; | ustrat es noi se
vol t age wavesdbasksvaluns tguadjushﬂﬂe;ram@nuﬂmbw @mi d@m diégbutlc[roow] afpla@tus4

illustrate ando unber strl ions for manuf acture devi ces
wi t hout adj%mi b mrﬂ;@ adpfcﬁﬁ Tj ¢ bag e}fﬁcutn%gr anlérg&ign%(ntf)armyang %ﬂnber

di stributi @I@nﬁmﬁs foi mjﬁmhgyhe ramdodtf Actiereaddesd dissbmidoh aut omati ¢ adj ust nent .
DETAI LED DESCRI PTI ON [ 0012] Before several enbodinents are explained in

detail, it is to be understood that the scope of the invention should not
be limted to the detaig EﬁDEFeR@ﬁm ¢t TAR PRAWIRGs ar rangenment of the
conponents set forth int efo | ow ng escrlptlon or illustrated in the

dr awi ng8d6] Al so, The fdaamscanﬂedmmmﬁbdpltemt invbmsiophwidldeodrogyoeregpparentni nol ogy

used from the detailed description of the embodiments in connection with the drawings set

forth below:
[0007] FIG. 1 illustrates a block diagram of a random-number generator;
[0008] FIG. 2 illustrates a flow chart for generating random nurmbers;
[0009] FIG. 3illustrates noise 'voltage waveforms for similarly manufactured devices;
[0010] FIG. 4 illustrates random-nuniber distributions for similarly mamufactured

devices withoutf adjustment; and
[o011] FIG. 5 illustrates similar random-number distributions for similarly

manufactured devices with automatic adjustment.

DETAILED DESCRIPTION

[0012] Before several embodiments are explained in detail, it is to be understood that
the scope of the invention should not be limited to the details of the construction and the
arrangement of the components set forth in the following description or illustrated in the
drawings.  Also, it is to be understood that the phraseology and terminology used
herein is for the purpose of description and should not be regarded as limiting.

[0013] FIG. 1 iltustrates a block diagram of an antomatic self-adjusting random-number
generator 100, according to one embodiment. Random-number generator 100 generally
includes analog noise generator hardware 102, control processor hardware 104, and
control processor software module 106. Analog noise generator hardware 102 provides
arandom analog voltage that is normally distributed with a mean value X and a standard
deviation S. Analog noise generator hardware 102 may also include a noise diode 108

and an amplifier 110 for signal conditioning, according to one embodiment. The noise




herein is for the purpose of description and should not be regarded as
limting. [0013] FIG 1 illustrates a block diagramof an automatic

sel f-adj usti ng random nunber generator 100, according to one enbodi nent.
Random nunber generator 100 generally includes anal og noi se generator

har dwar e WOZ006dB#456 ol processor hardware 104, and comaTIS2pISOEHSEOr

sof tware nodul e 106. Anal og noi se generator hardware 102 provides a random
anal og voltage that is normally distrilButed with a nean value X and a
standard deviation S. Anal og noi se generator hardware 102 may al so incl ude

a noise dig . i.frer ISy I itiaqni acecordi ng
to one enbo |d§éhg%be?ﬁ%dﬁlglﬂgé %Ie5%Mfg%n%%@§§8%g%f§gﬁ%rﬁ%ed:&tgde may
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with flat speghi@l density over its bandwi dth. [0014] The control processor
har dware 104 includes an ADC (analog to digital converter) 112, a CPU
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converters) n 16 he ADC 11 t.hZES noy I I8t but ed
anal og noi scé’%g/’%}egagle& ﬁaglég @%ﬂt{%ﬁgr%ﬁ% Sﬁ%g‘gn{l) ecgecrogé‘trﬁ%er’( Qﬁr@gﬁhs\e@?%%f g)nd
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nodul e conputes at |east one netric, based on a_sanple of the quantized
noi se vol t #§8o8en%se, voliga dresedn aply yoltagg; i?gﬁtr%mff H&Rebevabic &, BPREYE (V- Ref )

input to theg, thbiBors. 2k EBE @&I?Mcﬁsﬁ withg](lgérﬁogﬁrmﬁd?@va%lﬂﬂl& Egmé%% in

order to "fit" the distribution of the ran _ ers into t range
"wi ndow' ofattlérst ABRCH®treeapaded] dit y safple obCho fifimdized epse yehigs, the raslam X of

the random nunbers.. and the referenc ta V- Leprese he.
standard.duyaen sl Be RSB RISHM B9 Bl BB Dihet

cor r espondsingi@ of e douilifter $DR i€ ot firatht distcaman of theyratfont RenARGnid . €., it
sets the maxi num voltage into the ADC that can be digitized without over
scal i ng t hehe Bizargeervinqersof iy 61s Ggehiiie- 1ar EletfEs! TpBpeiy e meadir ect | y
propor tionalf {@ rhitfenP GHGHLE; AfPhe RIIA0E VRN RN RbrebdiEs ARGstandard

deviation of the random numbers. The ADC reference voltage corresponds to the full-

scale quantization capability of the ADC, i.e., it sefs the maximum voltage into the ADC
that can be digitized without over scaling the converter. Thus, adjusting the reference
voltage is directly proportional to the peak-to-peak voltage conversion of the ADC.

[0015] . According to one embodiment, conirol processor software module 106 operates
on a sample of random numbers produced by the ADC 112 and computes the mean X
and the standard deviation S of the chosen sample for feeding back into the DACs 114
and 116, respectively. The mean value X is used to control the location of the peak of
the histogram of the random numbers generated by the ADC 112, as shown by the
waveform 118, The standard deviation S is used to control the width of the histogram
of the random numbers generated by the ADC 112, as shown by the waveform 120,

[0016] In typicél random-number generator systems, where only a few are being built
and the operating environment is quasi-static, the systems may be adjusted by changing
their parts to achieve consistent random-mumber distribution across all systems.
However, in a high-volume production, such as mobile phones, there is a need for
automatic adjustment capability that provides for consistent rendom-number distribution
across high-volume production and under varying operating conditions.

[0017] FIG, 2 illustrates a flow chart for adjusting random-number distributions,

according to one embodiment. In step 202, some initial values for the DC offset and



[ 0015] According to one enbodi ment, control processor software nodul e 106
operates on a sanple of random nunbers produced by the ADC 112 and conputes
the nean X and the standard deviation S of the chosen sanple for feeding
back into the DACS 114 and 116, respectively. The nean value Xis used to
control twe Ph@aatisen of the peak of the histogram of ndreuszensgessununber s
generated by the ADC 112, as shown by the waveform 118. The standard
deviation Sis used to control the w dtsh of the histogram of the random
nunbers generated by the ADC 112, as shown by the waveform 120. [0016] In

typi cal random nu r r.at or, syst wher I few ar ei bui |l t
and t he ppéF%f@ﬁ@g@%%F?gaﬁe&?mF].éo%%é’g}qaglf@fﬁ%ﬁle&ﬁﬁ‘yggg?seﬁﬂalﬁx)?ﬁ@ &tlj ust ed
by changi nGanddpehimbar dchetafor AR BMEdpRRT] Skestbp RaNdO RhRPIOST thelirsidohPut i on
across all systens. wever, in a high-volume production, such as nobile

phones, t hepnbes prodesd tyohe AR dadids ecleptidusiner 28adhnmepr yakp£e the ovi des
f . the Grary e . | \ g
or consi SFs%BEtaB%Qxﬁ?E‘M&‘J&a S ek @%g%ﬁﬁ}]te‘%%{é?égn%?{‘fo\@ retlendy %@H@“ on an

under varying operating conditlons. ustrates a flow chart
for adj ust ivaiper dbidomfamentb hesan diabie mdyibd dssn bact ondimdDxbbibmedterifdlds nent . I n

step 202, so initjal values for th of fse 06/ 014656

CT! US2005, B30 DS e o dof G VARG ALK -dHOSORPRH IFHE be t he
final val uggepbladicnesliaBen2t Reconf@MAE B RRRIEGBSIAE Fakieh-Wahet Bslogad] Ust ed.
In step 204, a sanple of the random nunbers produced by the ADC 112 is

sel ected. |RZstRyy rplence meapwalie phl Ukcutesphids te dlegpidpeing ahiie S-6t APAhdom
nb i .
Toan val ue 07 LS e CBIRALSH b Mufed B SEPRRCHIIRT satdilite bl Bl Oer

gener at or . drgrlifex aixplseadidstd, meid@-1Stor ADC, astthecase henydre thrarghdesike niackr, mean

val ue would be 127 t onformto a desired Gaussi an random nunber hi stogram
122. The r tBrBHEST @%vea?@@ﬁO% "E%ilfné’g"ﬁdﬂ % the midpoint of the

8-bit AP rang&imBagedn Qfpt e, aRMMAHILIORyEABE Yahe hrithe SdigReRpld be DC
of fset val'ue input to the anplifier 110 is adjusted, in step 2(5)8 or 210, as

the case nepndnsn nipbesdh cowpied pribegmpargoiel # parienceostanigedh devasion itueol
al gorithm V\'ﬂ!{el reﬁ?&\é@ s{aﬂdeﬁ@%eﬁﬁtﬁcn value may be chosen based on the accuracy or ADC

full scale value of the random-number generator. For example, for an 8-bit ADC 112,

the reference or desired standard deviation value would be about 42 to conform to the
desired Gaussian random-number histogram 122. The reference standard-deviation
value of 42 corresponds to about one-sixth of the 8-bit ADC range, providing a random-
number distribution of six sigma in the ADC. Based on the comparison conducted in
step 212, the input to the DAC 116 is adjusted, in step 214 or 216, as the case may be ,
through some linear, nonlinear, or adaptive control algorithm well known in the art,

[0019] FIG. 3 illustrates three noise voltage waveforms generated by three similarly
manufactured devices. These noise voltages waveforms correspond to the signals
generated at the output of the respective amplifiers 110, These waveforms generally
have different mean and standard deviation values, because of the difference in the
constituent component characteristics, operating conditions, and environment.

(00203 FIG. 4 illustrates three random-number distributions for the three similarly
manufactured devices mentioned above in connection with FIG.3, without automatic
adjustment. ‘These random-mumber distributions correspond to the random-numbers
eenerated at the output of the respective ADCs 112. They still have different mean and
standard deviation values.

(0021} FIG. 5, however, illustrates thres uniform random-number distributions for the

similarly manufactured devices mentioned above in connection with FIG.3, with



[0018] Simlarly, in step 212, the standard deviation value of the selected
sanpl e of random nunbers is conputed and conpared to a reference standard
devi ation value. The reference standard devi ation val ue may be chosen based
on the accuracy or ADC full scale value of the random nunber generator. For
exanpl e, Wor20an18s6it ADC 112, the reference or desi rrd/isanrgdaseth devi ati on
val ue woul d be about 42 to conformto the desired Gaussian random nunber

hi stogram 122. The reference standard-devi ation value of 42 corresponds to
about one-sixth of the 8-bit ADC range, providing a random nunber

di stributiaon, of ..si x. Sj i he ADC. Based on the.comari son conducted in
Son 2ag. " ollioBa® afindls P aleyey £ ireso FARER Biube! e SRARAG, 30R:SHER"L S, |
case maybe the ridib@UGnSRRchdratedra; thovlipteal thekespetdipti ABCEANLr ofhédl gorit hm

well known jn the art. [0019] FIG 3 illustrates three noise voltage

wavef or s ¢ERHEADEL Ye 59me: ir &5 Aol memyand sindard depiegen Halpes E5SDIPREEE noi se
vol t ages waygl ot @i CaLT eSO el OcdhPenSh R Sterigene utput of the
respective arrpr%{filgrfsllle{lo. TheeseCO vlé?ﬁ%rnsagglﬁgrr%a’l P@éaﬁlﬁsgoﬁpﬁlg’rge@? mean
and st andaravidevmeat.i on val ues, because of the difference in the constituent

conpo characteristics rating condjtions, .and envi.ronment. [ 0020]

i C AT ot adbeeln B sontRERB D bt By SRS PO T B s i | ar 1y
manuf act ur eghddemvingaiser "RBRkioReth ahEvee isinite NABEIn-B0mbed Risthtations Wwbiout
automati c adjustnment. These random nunber distributiaons correspond to the

r andom nunbiefrougerEtabemagriaehedolaviset uadert Yeyipg Speetipy €onditanss 1501 They
still have eﬁh&lgﬁf i tﬁﬁ%ﬁeaﬁ%d s‘i\’%ﬁ{‘qgﬁ%mgﬁvérﬂ%ﬁéjﬂa%aﬁééﬁsmet[ %th%xdd:njx-e S,
u m rando er

however, illustrates three unifo m nm distributions for the
simlarly mambbagemned idernsidesd veittritehad rafiyve piovidomandet nanbes fon iifel G 3,

wi th WO 2006/.014656,. PCT/ US2005/ 0256 5 automatic adjustnent hani sm
These randdﬁ?lﬁqjﬁ-int?é’?h 188 ¢ i i%%@cscégqtgéﬁorﬁ?ng%emt Y S, Pﬁ?ﬁ%@r‘)g

generat ed ahvkhiendl PhtiatRhs idvgife esRestthygodides 112. They desirably have
same, or very close, mean and standard deviation values, in spite of the

di ffer®A®e i n t Reprotless sabpdignent. addhpwhestics 6 eelrorst woish igheatesthiong

condi ti ons

'm@ A% andomness exists in the generated random numbers, may also be computed and

adjusted for adjusting the performance of the random-number generator.

[0024) Those of skill in the art would nnderstand that information and signals may be
represented using any of a variety of different technologies and protocols. For example,
data, instructions, commands, information, signals, bits, symbols, and chips that may be
referenced throughout the above description may be represented by voltages, currents,
electromagnetic waves, magnetic fields or particles, optical fields or particles, or any
combination thereof.

[0025] Those of skill would further appreciate that the various illustraiive logical

blocks, modules, circuits, and algorithm steps described in connection with the

embodiments disclosed herein may be implemented as electronic hardware, computer
software, or combinations of both. To clearly illustrate this interchangeability of
hardware and software, various illustrative components, blocks, modules, circuits, and
steps have been described above generally in terms of their functionality. Whether such
functionality is implemented as hardware or software depends upon the particular
application and design constraints imposed on the overall system. Skilled artisans may
implement the described functionality in varying ways for each particular application,
but sach implementation decisions should not be interpreted as éausing a departure from

the scope of the present invention.



environment. [0022] Therefore, the control processor and software nodul e

di scl osed herein adjust the random nunber generator to produce simlar
random nunber distributions across nunerous simlarly manufactured devices
under varying operating conditions. For exanple, after the nean and signma
adj ust nendvoenistieiss@ have been net, the random nunber rgenseaborscios
considered calibrated and ready to provide random nunbers for the desired
application with nmetrics that are consigtent over initial production,
environnmental variations and life cycle of the product. [0023] In another

enbodi nent, additional netrics. such gs,.entro whi ch i.ndi cat es, how nuch
randomi@éy exi st &% HEHqYE @@ﬁﬁaﬁ%{? gagngn]&BHﬁSnd‘%}e@, aﬁfgfnﬁl“é%a‘iﬁ‘??nh ted and
adj ust ed f ogordedties twitoiht RetReiiatsBRiRed herbfaniA RS RARIBUBRE cOFRRIRALOT -

[0024] Those of skill in the art would understand that infornation and
signal s mayWBe 2 gesredsumase nigdeRgt.am sl sicuelr preespsert (RIFH)f er epplieadiemnol ogi es

and protocol.s,: -0 y ol ons, agpecTe } [.on,
signal s, bi %p}mﬁ??ﬁ%@fé%ﬁ@gﬁgﬂéﬁ%@, ?h%?& h%%abe rleegg[r encg?¥ﬁ§g§gﬁg{§% t he
above descr ppgtaomabky ldpgc rdepices @itk lpytev of tiagestor Clopice ntisrete dlaadtaromagnet i ¢
waves, magnetic fields or rti.cles, ti.cal, fields or particles,.or any
Conb nat | onCATHEPEHE, OISR Tteol RO PR e RGP GErBbE oyt he
various il|ugtinatd YehetQPufRke plob@6dSmay Bl B Sopebésst by, npid AbGAId hm st eps
described in connection wth ?he enbodi nents di scl osed herein may be

i npl ement edthapredesser muiite dnaranrenéions prgeasser, cogliaramesrocontrelismbemsate ons of
both. To cl AR rat J Si.l Rter bjpJit £ _.har re

sof t war e, v%r%‘?ﬂé%% i4 Ilf)ﬁicte?sgfin%/ glgérponlglﬁj?egl?eq’gﬁ%o%ig ,%nn% ualuglé,o T (Pl]flﬁ{}g , and
steps have bsedyesdesay,i hecomliomngeher aFPy and 4 enivBopedceisbgi & Hluntty onal i ty.
Whet her such. fuunctionality is inplenented as. hardware or software depends
upon t he paft{'eRIPLEFSOTS ISP PEIOFOMIEAHOGEST N CBREEH Wil 3&?\%’0“5‘%‘6 AT he
overal | syst@m suskidn@tragbd.i Sans may inplenent the described functionality

in varying ways for each particul ar application, but such inplenentation
deci si §i#87lshoul dsotstepe ¢ineerptetdedr atgocidusi ¢rgerebede paraonnestion owith tthe scope

of the pr es%ﬁ%ocﬁrﬂ&%@ ttﬁsgfaSed herein may be embodied directly in hardware, in a software

module executed by a processor, or in a combination of the two. A software module

may reside in RAM memory, flash memory, ROM memory, EPROM memory,
EEPROM memory, registers, a hard disk, a removable disk, a MS-ROM, or any other
form of storage medium known in the art. An exemplary storage medium is coupled to
the processor, such that the processor can read information from, and write information
to, the storage medium. In the alternative, the storage medium may be integral to the
processor. The processor and the storage medium may reside i an ASIC. The ASIC
may reside in a user terminal. In the alternative, the processor and the storage medium
may reside as discrete components in a user terminal.

[0028] The description of the disclosed embodiments is provided to enable any person
skilled in the art to make or use the present invention. Various modifications to these
embodiments may be readily apparent to those skilled in the art, and the generic
principles defined herein may be applied to other embodiments, e. g., in an instant
messaging service or any general wireless data communication applications, without
departing from the spirit or scope of the invention. Thus, the present invention is not
intended to be limited to the embodiments shown herein but is to be accorded the widest

scope consistent with the principles and novel features disclosed herein.



WD 2006/ 014656 PCT/ 11S2005/ 025610 6 [0026] The various illustrative |ogical
bl ocks, nodules, and circuits described in connection with the enbodi nents
di scl osed herein may be inplenmented or perforned w th a general purpose
processor, a digital signal processor (DSP), an application specific
integrated circuit (ASIC), a field programable gate array (FPGA) or other
programmabl e | ogi ¢ device, discrete gate or transistor |ogic, discrete

har dwar e conponents, or any conbination thereof designed to performthe
functions described herein.. A general-purpose processor nmay be a

m croprocessor, but, in the alterngLAY®S the processor nmay be any
conventional processor, controller, mcrocontroller, or state nmachine. A
processor may al so be inplenented as a conbinati on of conputing devices, e.
g, @ combi nal oo AeSRife oM GhBBIIGESE B o whoRLU Ahhbielon

m Cr oprocessors, one Of nore m croprocessors in conjunction wmth a DSP core,
or any dvierthsoehhodeampgsingt i on. [0027] The steps of a nethod or algorithm

described in connection with the .enmbodi.nents . djscl.osed herei.n may be
erbodi ed di ¢ SEAPPTT Ry BaLRets Fav B Sory S kTS Eetth Bty
processq&wE@Tm&@kﬂnﬁﬁmbhegtion of the two. A software nodule may reside in
RAM nenory, flash nmenory, ROM nenory, EPROM nenory, EEPROM nenory,

regi sters, a $utliedingdipsinplg of deezadpied gindrm I4TMBESROM or  any ot her  form of
storage nediu i . .storage nediumis coupled to
t he processorg%ﬁﬂgﬁ@?ﬂgﬁkpﬁggé%ggégggﬁ%%gﬁﬁ%%ﬁd information from and wite
information dompatihgtistnetageithadbttmpohding hderahdeamhat ande, the storage nedi um
may be integral to the  processor. The processor and the storage medi um nmay
reside in an W8IsENE Pigdaspelc 1%&9V?‘€§F%ﬁég Pﬁaéiesﬂ_gé’if S%‘&FWFH%{I“_E SPraﬁhﬁttH@_

al t er nat by@raiddtenRhORETRAL il e Rhioi A0 RAI um may reside as discrete

conponents 1 n a user termnal. [ ] The description of the disclosed

enbodi ment s i shgueiowideithg the edinbhtde apyt pevestoned wkiaid ednpaning kemarisest o nake or
use the present | i.ous nodi ficat odi nents may

.nventign. Vari.o _ ions.to these e
be readily apPhftdi$? Bﬁoﬁﬂ%éf BIVE K RN %“r?é‘a@fgt“?”%ﬁ alttagﬁio &%Lﬁgg “c
generated random numbers to achieve a desired numeric mean; and
adjusting a reference voltage value to cause the generated random numbers to

achieve a desired numeric range.

2. The method of claim 1, wherein said metric includes a mean value.

3. The method of claim 1, wherein said metric includes a standard deviation value.
4, The method of claim I, wherein said metric includes an entropy value.

5. The method of claim 1, wherein said adjusting includes adjusting the adjustable

input value through a linear algorithm.

6. The method of claim [, wherein said adjusting includes adjusting the adjustable

input value through a nonlinear algorithm.

7. The method of claim 1, wherein said adjusting includes adjusting the adjustable

input value through an adaptive algorithm.




princi ples defined herein may be applied to other enbodinents, e. g., in an
i nstant mnessaging service or any general w reless data conmuni cation
applications, without departing fromthe spirit or scope of the invention.
Thus, the present invention is not intended to be limted to the

enbodi ments shown herein but is to be accorded the wi dest scope consi stent
with the principles and novel featuregs disclosed herein. 7 CLAIMS 1. A

nmet hod for generating random nunbers for use in a wirel ess conmuni cation
device, the nethod conprising: generating random nunbers having an

adj ustabl e distribution based on at | east one adjustable input val ue;
gathering a sanple of the generated random nunbers; conputing at |east one
netric bgsed The mateodsefialie: L odRfsaT sompUting aleest pre mietis basedarmriBg pondi ng
referenc&ll SicRRd adjusting the adjustable input value based on a result
of said coﬁbarl SO that the generated random nunbers achi eve a desired
di stribution; amnmnegmﬂaﬂpmaknﬂgemmengdeﬁmaﬁheofhpuﬂﬁvmhﬂmpma&&ﬂ on said
conmparing conprises sting a dc offset |ue for generating an anal og
noi se vol tageCWUEamé@h@me@@d@?raie@an% A A DTERS o SdeM e a deai r ed
nuneric §§%ﬂi and adjusting a reference voltage value to cause the generated
random nunbers to achieve a desired nuneric range. 2. The nethod of claim
1, wherein said netric includes a nmean val ue. 3. The met hod of claim1,

o1t m 1, Suner Brmebrd ey Rt REdcdn B AR i Roien Gl Mol hod o ”

clai m 1, haher BhbarSailid cdehetphling té N ednidtas i U edigd Jorttheraadbtsuabee. | nput
val ue through a linear algorithm 6. The nethod of claim1l1l, wherein said

adj usting includes adjusting the adjustable input value through a nonlinear

al gori thyg An apparatus for generating random numbers in a wireless communication

device, comprising:

means for generating random numbers having an adjustable distribution based on
at least one adjustable input value;

means for gathering a sample of the generated random numbers;

means for computing at feast one metric based on the sample;

means for comparing the metric with a corresponding reference value; and

means for adjusting the adjustable input value based on a result of said comparing
so that the generated random numbers achieves a desired distribution;

wherein the means for adjusting the adjustable input value based on said
comparing comprises:

means for adjusting a dc offset value for generating an analog noise voltage to
cause the generated random numbers to achieve a desired numeric mean; and

means for adjusting a reference voltage value to cause the generated random

numbers to achieve a desired numeric range.
11.  The apparatus of claim 10, wherein said metric includes a mean value.

12, The apparatus of claim 10, wherein said metric includes a standard deviation

value.




7. The nethod of claim1l1l, wherein said adjusting includes adjusting the

adj ustabl e input value through an adaptive algorithm 8 8. The nethod of
claim1l1, wherein conputing at |east one netric based on the sanple
conprises: conputing a first metric representing a nmean val ue of the random
sanple; and conputing a second netric representing a standard devi ati on of
the random sanple. 9. The nethod of «claim 1, wherein the desired
distribution is a Gaussian distribution having a nean val ue correspondi ng
to a center value of a range for the random nunbers. 10. An apparatus for
gener atiryg r artgdepparatobef dainh1@ whieredd esd mepRTindiGath entrofgexalice, conpri si ng:
nmeans for generating random nunbers havi ng an adj ustable distribution based
on at |east one adjustable input value; neans for gathering a sanple of the

gener at eﬁh.ranﬂfer@ppma%%mnm%ew s @ AR (D Blsting dbuRPfichR b ¢ based on
the sanple; means for conparing the metric with a correspondi ng reference

val ue; austreatis afipistabldjiust ivalge tireughdi linssgeithmput val ue based on a result
of said conparing so that the generated random nunbers achi eves a desired
di stribution; wherein the neans for adjusting the adjustable input val ue
based on|sai drheG@pRalit BHcleRPr, ivaREsin fEamSafsdbr alisisl; infudes deaef foset val ue
for generating an anal og noise voltage to cause the generated random
nunber s adrshB@hevadivatablednpuw galue ey aroahincas alBorddhs for adj usting a
reference voltage value to cause the generated random nunbers to achi eve a
desired nuneric range. 11. The apparatus of claim 10, wherein said netric

i ncl udesia neklr apph@s ol @ainTh@ velppan sdidisicads fot aljmtih@ inoMuer eieanssiar d nmetric

i ncl udes st andar.d devi.ation val ue. . ,
ad?usting H‘_le adﬂtstagle input value throug% an adaptive algorithm,

17.  The apparatus of claim 10, wherein the means for computing at least one metric
based on the sample comprises:

means for computing a first metric representing a mean value of the random
sample; and

means for computing a second metric representing a standard deviation of the

random sample.

18.  The apparatus of claim 10, wherein the desired distribution is a Gaussian
distribution having a mean value corresponding to a center vaiue of a range for the

random numbers.

19. A computer-readable medium embodying means for implementing a method for
generating random numbers in a wireless communication device, the method comprising:

computing at feast one metric based on a sample of randomly generated numbers
having an adjustable distribution based on at least one adjustable input value;

comparing the metric with a corresponding reference value; and

adjusting the adjustable input value based on a result of said comparing so that the
generated random numbers achieves a desired distribution;

wherein adjusting the adjustable input value based on said comparing comprises:



9 13. The apparatus of claim 10, wherein said nmetric includes an entropy
val ue. 14. The apparatus of claim 10, wherein said neans for adjusting

i ncl udes neans for adjusting the adjustable input value through a |inear
algorithm 11 15. The apparatus of claim 10, wherein said neans for

adj usting includes neans for adjusting the adjustable input value through a
nonlinear algorithm 16. The apparatyg of claim10, wherein said neans for
adj usting includes neans for adjusting the adjustable input value through
an adaptive algorithm 17. The apparatus of claim 10, wherein the means for
conputing at Jdipastg HBEoRE VilGe fddasedating dhhaalsaapkeveapid sesé theeans for
conputing a first metric representing a nean val ue of the random sanple;
and meargSneigied sy NuRpess @ SEHAYE ESHEENHBYKSE M fiYy a standard devi ation of

the random Sa%gmai;?gegaﬂe%ere@%%glﬁ’%f\{ | S Qe ﬂ{gjﬂléenﬂ?:ér%%d DBREL e desi red

di stribution i ussi an ution a nmean val ue correspondi ng
to a cerdceievyaldesredfiuaenarngee.f or the random nunbers. 19. A
conput er - r eadabl e nmedi um enbodyi ng nmeans for inplenmenting a nethod for
generating random nunbers in a w rel ess comunication device, the nethod

conprising: TRMMHIAIS hinh EASIhcRI sdi® itk iRASED «QRead \aEPl € of randonly
generated nunbers having an adjustable distribution based on at | east one

adj ust abl e i nput val ue; conparing the netric with a correspondi ng reference
val ue; d adj i £ j e I . Ve I of said
Ak e (T R b S R

di stribution; wherein adjusting the adjustable input val ue based on said

conparing conprises: 10 adjusting a.dc offset value for generating an
anal og n& se |1{1%\@n pgclé%i% whggein said metric includes an entropy value.

23, The medium of claim 19, wherein said adjusting includes adjusting the adjustable

input value through a linear algorithm.

24, The medium of claim 19, wherein said adjusting includes adjusting the adjustable

input value through a nonlinear algorithm.

25.  The medium of claim 19, wherein said adjusting includes adjusting the adjustable

input value through an adaptive algorithm.

26.  The medium of claim 19, wherein computing at least one metric based on the
sample comprises:
computing a first metric representing a mean value of the random sample; and
computing a second metric representing a standard deviation of the random

sample.

27. The medium of claim 19, wherein the desired distribution is a Gaussian
distribution having a mean value corresponding to a center value of a range for the

random numbers.




gener ated random nunbers to achieve a desired nuneric nean; and adjusting a
reference voltage value to cause the generated random nunbers to achieve a
desired nuneric range. 20. The medium of claim 19, wherein said netric

i ncludes a nean value. 21. The nmedium of claim 19, wherein said netric
includes a standard devi ation value. 22. The nedium of claim19, wherein
said netric includes an entropy valug; 23. The nedium of claim 19, wherein
said adjusting includes adjusting the adjustable input value through a

| i near algorithm 24. The nmedium of claim 19, wherein said adjusting

i ncl udes28adj usproagsstihfer adplastablge methplfor udibstengtrimdaudh gananaed | near

algorithm 25. The rrgﬂi um of claim 19, wherein said adjusting includes

adj ust i NP DGLrAbio®PIisHSut val ue through an adaptive al gorithm 26. The
medi um of cl aloMphng WNELEHR: GARP BN Sn dlsahBRIY rMRBMIBLnkfatdiaRBheRN the

sanpl e conprises: conputing a first netric representing a nean val ue of the
random staypigen adhdtableaigiuibiting basedenan tbastene pdjustelpe éxpanvilng a st andard

devi ati on of the r.anglom _sarrﬁ!;%. %7 The nedi um o[%]e_c&!1 %i m 19, wherein the
desired di st B TR &8NPSR DUt 6n “h&vig a nean val ue |
cor r espondi nghdiiRtine thentRkaialing ofluabisangea kaultbheid canstomenunbets. 11 28.

A processor for inplenmenti n%, a nethod for _adjusting randomy generated
nunber s, SnpBtedation wmisrs adhiryes edrrped finyibatoTeast one netric based on a
sanple of ra Y G : i i Lstri.bution

based on at {\gl;ﬁg%]}foagﬁgg{&ﬁ hgtgtgg#gem?%ﬂtt%B&geﬂhc%gipﬁlﬁghgﬁ%hﬁ%ﬁ| c wth a

cor r espondi nqadiefieg edc effwalales fampdnaajngstianglog heisadplisge abtaise theut val ue !
based on a result, of said conpari ng so t hat .t he e(Perat ed random numnbers

achi evesgegergiadirandgmyaumbars toachigyve a desired numeric mean; dn

adjusting a reference voltage value to cause the generated random numbers to

achieve a desired numeric range.

29.  The processor of claim 28, wherein said metric includes a mean value.

30.  The processor of claim 28, wherein said metric includes a standard deviation

value,
31.  The processor of claim 28, wherein said metric includes an entropy value.
32, The processor of claim 28, wherein said adjusting includes adjusting the

adjustable input value through a linear algorithm.

33.  The processor of claim 28, wherein said adjusting includes adjusting the

adjustable input value through a nonlinear algorithm.

34, The processor of claim 28, wherein said adjusting includes adjusting the

adjustable input value through an adaptive algorithm.

35.  The processor of claim 28, wherein computing at least one metric based on the

sample comprises:



wherein adjusting the adjustable input val ue based on said conparing
conprises: adjusting a dc offset value for generating an anal og noi se
voltage to cause the generated random nunbers to achieve a desired nuneric
mean; and adjusting a reference voltage value to cause the generated random
nunbers to achieve a desired nuneric range. 29. The processor of claim 28,
wherein said netric includes a nean yalue. 30. The processor of claim 28,
wherein said netric includes a standard deviation value. 31. The processor
of claim 28, wherein said netric includes an entropy value. 32. The
processor of @haiuth@8 firddhiRb) RBp&aindnadintsh vitge bNEk wdRSmARIpS; @ t he

adj ust abl e i nput VaTue through a linear algorithm 33. The processor of

clai m 28, whei8IPHtisZ secany U@g”icrfgpfleﬁ‘@ﬂﬂ&lééta@fiﬂf‘éuéQ\ilﬁg)“thé]“e rAHf Rt abl e i nput
val ue th&B# a nonlinear algorithm 34. The processor of claim28, wherein
sai d adjusting includes adjusting the adjustable input value through an
adaptive algorithm 35. The processor of claim 28, wherein conputing at

| east ong netric based the, sanple conprises: 12 conputing a first
metric rg%reé@ﬁﬂ?ﬂﬁ*%”ﬁggﬁm%gﬁd@w“”1ﬁﬁ@quﬂd@ﬁvggﬁﬁﬂé?egﬁﬁ”mconputing a
second nEkdibGtidERNESThERG afiehABGRNGnE &VA &lnk@NaRE ot RearaRslam sanple. 36.
The processor of claim28, wherein the desired distribution is a Gaussi an

di st ri butehdom hawberg a nmean val ue corresponding to a center val ue of a range
for the random nunbers.




