I nstant Messagi ng Devi ce/ Server Protocol FIELD OF THE

I NVENTI ON [ 0001] The present application relates to a
w@e@roeob9 f or i nstant nessaging (IM and nore PCT/CA2006/000704

particularly to a protocol for instant nessage

conmuni cati ons between a client device and an

enterprise | Mserver. BACKGROUND OF THE | NVENTI ON

[ 0002] Contruni cati on devi ces such as personal

conput ers, W&l#3S MEBBAY trdDEGRS/ SEFREF HrRJtRRIBANES,
personal data assistants, etc. often provide data

conpieE JF QAEabNVENTEN t 0 users. One currently
popul ar form of such comruni cation is Instant

Mes (g (I facilitated hy a client .application
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nmessages and be included in the user's list of IM
contacts (sonetines called an IMfriend or buddy in

vi e IFCR DaBFeEﬁ%&WTGQNa potential | M nessage

recipient) . The availability of particular contacts
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conversational data communication exchange.

f0003] To permit IM message exchanges, a user may
invite another to agree to receive IM messages and be
included in the user’s list of IM contacts (sometimes
20 called an IM friend or buddy in view of the agreement to
be a potential IM message recipient). The availability of
particular contacts for conversations may be maintained in
accordance with respective presence information. To begin
an IM conversation, a user selects a contact represented
25 Dby a contact list entry of a list of contacts and inputs a
message. Additional contacts may be invited to engage in a
group message, as desired. While IM messaging was
originally limited to text, newer protocols support file
transports and voice over data communications. In addition

30 to conducting conversations, an IM user may invite a buddy



Conventional board and card ganmes such as checkers or
poker nmay be adapted for | M gane playing for exanple,
wa@pwng4oshers . [ 0004] | M comuni cati ons bet weRCT/CAR®HD00704
devices are facilitated by I Mservers, which in an
enterprise context such as a business serving a
plurality of client devices, i3 an enterprise server
providing | Mservices (hereinafter "an enterprise | M
Seryer engadd i et aleyh Cemefganddaidrell o epiremyreS layers)
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di f FQU entM i eQmeiRICatdoPfe PRIWGS uS1EgREL |‘?1%‘(Jﬁﬁs are
of ¢ £riNGiteandly Busiseessryachhien Cok Peh aéﬁ@éhrrpﬂ%eldontext
G oupWse(r) of "Novell, Inc., Mcrosoft(r) ice Live
Conwm 34 | driuTness SeTTATSI ar BIBTRLToF poff aeligmt devices,
A el S rpi el SELYEL Spf@ylda@lgU%ﬁd swrwc@s Ved&ldhatter
of client devices, including wreless nobile devices
l(kuchalasermmmrlghoﬁﬁssanﬂelF’DAs Clpentadgvoteerofieyiraryicular
ava from y ny,
el "EPAREAl LA a Y Ve L Rblone | Frouo  chat
conémtganmsfasr‘ r @mtengr the enIMS| @I@r\reM ap{di caggregs) . The
I 0 t r
fr oyt LN B BefiB, SR 3ERE B, dfe Yaten
mhe@ema:ds ensuckevi ee | szocmmcltgurle;@tpr |mnatg33nemter| myesence
he, rket Iacefor event ual strlbu n.to aus
heng%l prl Cde MREEr r%‘%rrl{: tﬂev&}a%en %AQC S cebil ?glng and
[ ntemiedntrrg beensevptornkseenri e cag .@nal vyrua scanning),
particul ar, cl i ent edgé/i ce may be used with different
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[0005] Enterprise IM servers are commercially available
from different entities such as the IBM Lotus Sametime™ of
20 International Business Machine Corporation, Novell
GroupWise® of Novell, Inc., Microsoft® Office Live
Communications Server from Microsoft Corporation, among
others. Such servers may be used with a variety of client
devices, including wireless mobile devices such as smart
25 phones and PDAs, PCs and other devices available from
potentially many different manufacturers or providers.
Client devices may be configured for running client-side
IM applications which may originate from the client device

provider or from yet other application providers.

30 [0006] Often when a client device is configured prior

to entering the marketplace for eventual distribution to a



servers over its lifetinme. It is thus desirable to
configure I Mapplications for execution on a client
walewroesoshat may be conpatible with nore than BEECA2006/000704
enterprise IMserver. Simlarly it is desirable to
configure enterprise IMservers to enable I M
communi cations wth different glient devices. [0007] A
solution to one or nore of these needs is therefore
dezihsE@d,h %E&E&ﬁﬁ‘ﬂb_ ST N SErvddE xEBAVb Mlﬁfcd H 00R8] dkfrice is
order that the_ subject matter may be readi ,
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[0009] Fig. 1 is a block diagramwhich il]ustrates
per $¢TEEHS cAVSEnehts ot 1LfFi@eanplé wifel BRgs desirable to

£ OB CARIAO M QHYEE Ka BiWh #BDIdk@cEE 8bh Oh Wi €hient device
comuni cates within this network; [0010] Fig. 2 is a,
nor Ehdfet BRY eBedicogPakibie t NethoBPre §haki GREWSPERTRARYSe IM

congaifsat e sifilhR1yher W § edesisARMERI eahE dfuRetdMYdtprise
[0011] Fig. 3 is a conmunications network diagram _,
confM g iieadersr T EHFRLAI cBE | SREMURACAHL QAR eWpER sélififlerent

seryefend QRL2LeEL 9. 4 is a block diagramof a
representative client device conmponent and | M server

conponent of the network of Fig. 3 ;[0013] Figs. 5 and
165 aF@00Hpr eseht BPLVELI@ tHi SMCayORi BRES 0P fgnthiese needs is

enbog feil, Ofedf LM application; [0014] Fig. 7 is a
flow chart show ng operations for configuring a client

device for IM c%Eabi lities; and {;0015] Figs. 8A and 8B
ar eBRYEFy RESAGL BRSO Hofi T &BAWaNFBns for devi cel/ server

comuni cations using an | M protocol in accordance with
an pod®osl NeNtin order that the subject matter may be readily

understood, embodiments are illustrated by way of examples

15 in the accompanying drawings, in which:

[0009] Fig. 1 is a block diagram which illustrates
pertinent components of an example wireless communication
network and a mobile station which communicates within

this network;

20 [0010] Fig. 2 is a more detailed diagram of the mobile
station which may communicate within the wireless

communication network;

[0011] Fig. 3 is a communications network diagram
configured for IM communications via an enterprise IM

25 server;

[0012] Fig. 4 is a block diagram of a representative
client device component and IM server component of the

network of Fig. 3;



DETAI LED DESCRI PTI ON [ 0016] Persons of ordinary skill

inthe art will appreciate that teachings herein are
wa@ppriocad e to nmessages received via wired or BET/EAZBS/000704

comuni cation and though a w rel ess conmuni cati on

devi ce and network including wrel ess conmunication

capabilities are discussed in $he exanples, no

limtations should be inposed. [0017] There is

propeciex an FliydevisceAR@r \6er ac®Mrepiresén oatsi ver OGUT Oldisplay

to facilitate inplepentation of a single.protocol on a
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different I Mservers. In an enbodi nent, the client
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15 imposed.

[0017] There is provided an IM device/server
communications protocol to facilitate implementation of a
single protocol on a client device that may be used to
communicate to different IM servers. In an embodiment,
20 the client device communicates with one IM server at a
time. Although it is not specifically the intent to
enable merging of different M communities, the
communications protocol described herein may technically

enable just that.

25 [0018] In accordance with a feature of the protocol,
the enterprise IM server defines an id tag for a user to
identify the state of a user’s contact list. The client
device can then persist a local copy of the contact 1list.

The client sends this id on login and the server can use



vari ant. These are al so used to define the

capabilities of the server. [0021] Fig. 1 is a block
walr@gnassof a conmuni cati on system 100 whi ch i PCT/aa2m®6/000704

nobi |l e station 102 whi ch comuni cates through a

wi rel ess communi cati on network 104 . Mbile station

102 preferably includes a visufl display 112, a

keyboard 114, and perhaps one or nore auxiliary user

I nterd ac@®stdUbpcids, 1eatheotonhhch L$seohpsedhanged. If it

controller 106, Controll 106.i s al so _coup

agl?‘?)srf TedheRcihe #ﬁn‘iarcé:nééé‘f:vg?e%lr} “[elﬁé gﬁgb%n%e%%
antenna 110. [0022] Typically, controller 106 is

enbpabkd as ancelatcai:dqanmessiu’:g Larictth(eﬁPU)fewluuch rofis the

operatln system software in
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.‘bpecfcﬁ‘tﬂa@:rt oilsmbah& @tratsen@e 1ﬁadamémr aas a&geszi»onse to the

processi ng er at,i ons ci,ated with conmunication

untt o ARy fPEERRY Ber fBr REEPPIPREQ [ SPRAANSorPeci fic
Ci readnidaesl08. Controller 106 interfaces with device

di splay 112 to display recei ved i nformation, stored

|nf user uts nd. t hel.i ke. bo
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t el ephofa .nunMiedsd Caxd agbsa dsdEptwn@efiald | tleommapatdlities
to be executed on nobile station 102, and possibly

ot het die HVEFent user inputs . [0023] Mobile station
102 sends comruni cation signals to and receives
conpoorxiat i origi. grial $sf momIwikodkadf oger aa avbmminas:atlon

LT AL 0, Lianocel xep i1 i1 ORe pmicn
14 RNborddfh i daltekudhrgu§ior a exardlledss communication network 104.
Mobile station 102 preferably includes a visual display
112, a keyboard 114, and perhaps one or more auxiliary
user interfaces (UI) 116, each of which is coupled to a
controller 106. Controller 106 is also coupled to radio
20 frequency (RF) transceiver circuitry 108 and an antenna
110.

[0022] Typically, controller 106 1is embodied as a
central processing unit (CPU) which runs operating system
software in a memory component (not shown). Controller
25 106 will normally control overall operation of mobile
station 102, whereas signal processing operations
associated with communication functions are typically
performed in RF transceiver circuitry 108. Controller 106
interfaces with device display 112 to display received

30 information, stored information, wuser inputs, and the



nodul ati on/ denodul ati on and possi bly encodi ng/ decodi ng

and encryption/decryption. It is also contenpl ated

W@ bar/08Pe6d r anscei ver circuitry 108 may perfor nPCBECA2106/000704
functions in addition to those performed by RN 128. It

will be apparent to those skilled in art that RF
transceiver circuitry 108 willé6be adapted to

particular wirel ess network or networks in which
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turned off to conserve power until it is needed to
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circuitry 108 will be adapted to particular wireless
network or networks in which mobile station 102 is

20 intended to operate.

[0024] Mobile station 102 includes a battery interface
122 for receiving one or more rechargeable batteries 124.
Battery 124 provides electrical power to electrical
circuitry in mobile station 102, and battery interface 122
25 provides for a mechanical and electrical connection for
battery 124. Battery interface 122 is coupled to a
regulator 126 which regulates power to the device. When
mobile station 102 is fully operational, an RF transmitter
of RF transceiver circuitry 108 is typically turned on
30 only when it is sending to network, and is otherwise

turned off to conserve resources. Similarly, an RF



device, a cellular telephone, a nultiple- function

communi cation device with data and voi ce comruni cation
w@apabidose i es, a personal digital assistant (PBA)/CA2006/000704

enabl ed for w rel ess conmunication, or a conputer

i ncorporating an internal nodem Alternatively, nobile

station 102 may be a nultiple-module unit conprising a

plurality of separate conponents, including but in no

wayrédetivead b aarcommahea:ememt kercdevige 108Nnest egptically

awrele dem_ In partic for exa le, in the .
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implLenented as a radio nodemynit that may be inserted

i nt WL AesANGted ptige é’&l‘?ﬂxﬁa In this case, the

| apt op conput er woul d include dlsplay 112, keyboard

sl14roeaBi oneMoebiber estarddn arly2Ul spététeandcusiont r @l | eemory

106 remgin within the radio rmd uni t
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andiefdefddev el pAssune eaNklebrgdtiRfe tHANSCOINEDBr an R-UIM,
circuitry 108 and_antenna 110 of _a SI ngl e- unlt device
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as described later in relation to nobile_station 202

of Wrich 2is PoEPETVRBAF e shefPBh 10MobbheuAtahiey LA2 may

andg g4d Qughe i rae|se.§n%l%0rﬁﬂir’d calian pet ‘éprd‘atjaodfcoﬂuﬁhrhr&ﬁtlon
enbodi nent of Fi wireless network 104 is a Third

Gen@gwtdon (30 §9bb&qred FeLRBRR Dased onmebple-function
1P Vi ShRh iMath bR! e3AREERS S wh GPMYa e CHRe! %1%% dfhmunication

particular, wireless network 104 is a CDVA2000 network
whi eapabidiirdes , f ia sperranadr kdleﬂilﬁ@énélfﬁsésééa‘sl éd’Déé enabled

Ségg};g% i fd sl coréégaféséfometowkc% é gé U Nfeorporating an

type i ncl udes a Radi o
internal modem. Alternatively, mobile station 102 may be

a multiple-module unit comprising a plurality of separate
20 components, including but in no way limited to a computer
or other device connected to a wireless modem. In
particular, for example, in the mobile station block
diagram of Fig. 1, RF transceiver circuitry 108 and
antenna 110 may be implemented as a radio modem unit that
25 may be inserted into a port on a laptop computer. In this
case, the laptop computer would include display 112,
keyboard 114, and one or more auxiliary UIs 116, and
controller 106 may remain within the radio modem unit that
communicates with the computer’s CPU or be embodied as the
30 computer’s CPU. It is also contemplated that a computer
or other equipment not normally capable of wireless

communication may be adapted to connect to and effectively



128, a Mobile Swtching Center (MSC) 130, a Signaling
System 7 (SS7) network 140, a Hone Location Regi ster
WO 2urkesse cati on Center (HLR/AC) 138, a PacketPCHCA2006/000704
Serving Node (PDSN) 132, an IP network 134, and a
Renote Authentication D al-In User Service (RAD US)
server 136. SS7 network 140 isgcomrunicatively coupl ed
to a network 142 (such as a Public Sw tched Tel ephone
Net ys e e RNl ofWRET e8gnd R iIRRrWRA kciStry 108 and antenna

conmuni ¢ tlvel cou led.to a net rk 144 u as the .
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net B s w%nseﬁé?% aﬁayﬁessréhﬁ%ieaew R getation

3 ea@@'rﬁ%l@*‘s@bﬁloxﬁoﬁﬁz7]oﬂ3lﬂ‘fibng2 operation, nobile
station 102 conmunicates with RN 128 which per f or ms

functions such ﬁiﬁcall setu cal | rocessin
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basgisdddsOndnanSeet V6l S¥SIaE 1duwat prmwiide eMdodiesst of
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Fig. , transm_ts comuni cation signals to and
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within itsce@ddoooThed1aexst @hien tiﬁ@?&&éé/erféa&‘i €Hetwork
normal Iy perfornms such functions as nodul ati on and
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particular, usua pre erm ned, communi cation = .
prota®ol & aM@bﬁeﬁr aﬁmmlslnmnﬁentelont(mmof13(t,s a Signaling

ont.r. r. -The ran iver_ sy .
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Conmriini ¢at i on pr Is and "paraneters
Authentication Dial-In User Service (RADIUS) server 136.

SS7 network 140 is communicatively coupled to a network
20 142 (such as a Public Switched Telephone Network or PSTN),
whereas IP network is communicatively coupled to a network
144 (such as the Internet). Persons of ordinary skill in
the art will appreciate that other networks and associated
topologies including GPRS, E-GPRS and UMTS radio networks,
25 among many others, may be employed with the teachings

herein.

[0027] During operation, mobile station 102
communicates with RN 128 which performs functions such as
call-setup, call processing, and mobility management. RN
30 128 includes a plurality of base station transceiver

systems that provide wireless network coverage for a



may vary between different networks. For exanple, one
network may enploy a different nodul ati on schene and
woperatweat different frequencies than ot her nBPCINOAR®6/000704
The underlying services may al so differ based on its
particul ar protocol revision. [0028] The wireless |ink
shown in comuni cati on system 400 of Fig. 1 represents
one or nore different channels, typically different
radp@rﬁjcﬁmaenepvé%ecimmeimoaw asferred b as a “cell"
pr ot ocol tween wireless network 104
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Locabhfilh %% Fi3her s{gfidds 0L e dB0 £ir-dmf &Y b%@a &n 102
a group of 1ocation areas and stores the data o ose

nmobwihigt attwnsethat éiloelmumq:@mqry protiaeolsgr @ndofparameters

es S it S # t he r

A g et e R
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;/ts%g%ra C 1(:3 %%E%%rené of:‘.:’leséd&% 1%Q:d tﬁtarqr 8t1!1é)xc arlletq”ac;r s. The

underlylng services may also differ based on its

particular protocol revision.

20 [0028] The wireless link shown in communication system
100 of Fig. 1 represents one or more different channels,
typically different radio fregquency (RF) channels, and
associated protocols used between wireless network 104 and
mobile station 102. An RF channel is a limited resource

25 that must be conserved, typically due to limits in overall
bandwidth and a 1limited battery power of mobile station
102. Those skilled in art will appreciate that a wireless
network in actual practice may include hundreds of cells
depending upon desired overall expanse of network

30 coverage. All pertinent components may be connected by
multiple switches and routers (not shown), controlled by

multiple network controllers.



identifications. Mbile station 102 is also
aut henti cated on system access by HLR/ AC 138. In order

W p00poewsde packet data services to nobil e st apCDOALDR/000704
in a CDVA2000- based network, RN 128 conmmuni cates with
PDSN 132. PDSN 132 provi des access to the Internet 144
(or intranets, Wreless Applidati on Protocol (WAP)
servers, enterprise |Mservers, etc.) through IP

net peod91134. FBEPSM1132nsk i@ pseatides frooei gegﬁgearﬁed I%)th a
functionality in nobile IP netﬁgrks as well as
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]§er§E"i‘t’i%‘BS1 sl?%sﬁk}ﬁ§?%FelP6Ftb§?)f olaﬁ?ngftore in a

iunmtnmas 134 at ednt a3t hentacabiea, cavthebi zaHias, station
and accountlgg (AAA) of packet _data services, and

my
be }&Fer FER/BE ad3&n iMARErIES. TQOSISEeWRiBEeshe current

CONTIRLH Cidrl OB £Neh¥Bi ke 1Q4atkisA | 1@l udespa Hushtor Location
to-tal k over Cellular écgo%@server 137 which_may be
4

coufpEiptey | IRt vk KM oS sEpeRPRATL kAt @s9Toup of
tof agidd Al e JPaGsi ”%h?iedél@ére@“d tHOURL EQ MY C@}{ds‘%ﬁ mobile

sessi ons between no stations within network 104.
1¢ onseattiamsalthRgCarenmunr et ivorins é¢si enebnedl vse%pcmsmlllty

SeSELOD EAPNRRS Q8 PNl dBUINEE station data

stations, to as sessi part| cl pants
C O oipant cmxee mmttransmmetedl érMIHLRYl}@ &3 8maonheniVeéR for

ik onvent. | ki t r adi.os
[ 005 Pote b8 | oSt W 3hs, & el 0% Snay also
Wi reseigm netwdr k stbrenmaylbeakondetted tsalt heas  temporary

i;}t-ﬁ?%rﬁﬁfo I ) ¥ | nﬁobdi % I}.%E'l HELWOL k%}sgoéut}ﬁntlcated

net wor k=i nor ma
be o6t arss'mtbinl nag:daissvehsyy HBRZAC SAS . SOr lInofoszg:r ngoarni:omde

>V L EMANT SRS 9020 0gRL 1O BERL Sy BN o & 0 cono-
net pasdd CRESISEKS, OEN NBRY paibhSnicates w1th PDSN 132. PDSN
132 provides access to the Internet 144 (or intranets,
20 Wireless Application Protocol (WAP) servers, enterprise IM
servers, etc.) through IP network 134. PDSN 132 also
provides foreign agent (FA) functionality in mobile IP
networks as well as packet transport for virtual private
networking. PDSN 132 has a range of IP addresses and
25 performs IP address management, session maintenance, and
optional caching. RADIUS server 136 1is responsible for
performing functions related to authentication,
authorization, and accounting (AAA) of packet data

services, and may be referred to as an AARA server.

30 [0030] Wireless communication network 104 also includes
a Push-to-talk over Cellular (PoC) server 137 which may be

coupled to IP network 134. PoC server 137 operates to



these parts all work together to result in certain

behaviours at the wireless link. [0032] Fig. 2 is a
waledoaiswed bl ock di agram of a preferred nobil e BCHCAIN6/000704

202. Mobile station 202 is preferably a two-way

communi cation device having at |east voice and

advanced data conmuni cati on cdpabilities, including

the capability to communicate with other conputer
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transn1tter 214, and. a ted ts h
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net regi stration or activation procedures have
becbekrisivaisedt Shgrieielesselyvl- by ant enna 216
t hrough the

[0032] Fig. 2 1is a detailed block diagram of a
preferred mobile station 202, Mobile station 202 is
preferably a two-way communication device having at least
20 voice and advanced data communication capabilities,
including the capability to communicate with other
computer systems. Depending on the functionality provided
by mobile station 202, it may be referred to as a data
messaging device, a two-way pager, a cellular telephone
25 with data messaging capabilities, a wireless Internet
appliance, or a data communication device (with or without
telephony capabilities). Mobile station 202 may
communicate with any one of a plurality of base station
transceiver systems 200 within its geographic coverage

30 area.

[0033] Mobile station 202 will normally incorporate a



network are input to receiver 212, which may perform
such common receiver functions as signal

wa@eplioijoeat i on, frequency down conversion, filPE&F/CAZN06/000704
channel selection, and like, and in exanple shown in
Fig. 2, analog-todigital (A/D) conversion. A/D
conversion of a received signak allows nore conpl ex
conmuni cati on functions such as denodul ati on and
deC@ﬁﬂm.ﬂlikﬁtbenp&ﬁnymtémi mNSP RAQch| nireclsidekl a8 receiver

manner, signals.to be ansnjtted ar rocessed,
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ﬁrr%fcidé@stmgn mBAd1& " SRS £5 |é3rﬁl%\iQﬁ10§ﬂ?H&11 Cetd¥ysor (DSP)
network via antenna 218. DSP 220 not on rocesses

comrfhi cat FORMERIFRIION RSN Er awdelss f erlail@e%werto RE

and, t4anstvtet: coRt Q) -1 fP arX aRPbAna t 0 G in Fig. 1.
applied to communi cation signals in receiver 212 and

tradsniwikh e mppagentdapei vERgseontkidiledd in field of

throyghaptamaphe gai af@f&fl%' al gagk LAms L apl %@ﬁﬁ@ﬁcatlon

in DSP 220. [0035] twork access Is associated wt

105 ubsegrtsdenor 2Lt erdepfend@shi e gt | SPMIPOR cagign network in

th Iy nodul e

263 LG ele! ErBLion RL1IE TROHMCE 1 BBEeake
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nobm¢tsvd3ra<t tagrey 1pmN¢r e:@ decetreri 21%\J swhidicImgde pex form such

bat nt 54 ivig ) e .

rec %%%%m gééé‘% eelrzl egtgégi&gch a ba%egén%y 25 litication,

pr ofit etpserelye cdowic atoposwesidy nbsltdrfingot cdldnnel selection,

and 1like, and in example shown in Fig. 2, analog-to-

20 digital (A/D) conversion. A/D conversion of a received
signal allows more complex communication functions such as
demodulation and decoding to be performed in DSP 220. In
a similar manner, signals to be transmitted are processed,
including modulation and encoding, for example, by DSP

25 220. These DSP-processed signals are input to transmitter
214 for digital-to-analog (D/A) conversion, frequency up
conversion, filtering, amplification and transmission over
communication network via antenna 218. DSP 220 not only
processes communication signals, but also provides for

30 receiver and transmitter control. For example, the gains
applied to communication signals in receiver 212 and

transmitter 214 may be adaptively controlled through



el ectrical circuitry in nobile station 202, and

battery interface 254 provides for a nechanical and
we@bk®@ecnsioeal connection for it. The battery i ntBCT/aaz006/000704

254 is coupled to a regulator (not shown in Fig. 2 )

whi ch provides power V + to all of the circuitry.

[0036] Mobile station 202 inclidgdes a m croprocessor

238 (which is one inplenentation of controller 106 of

Fi gautomatilti ghifiogdttdsl @iegbal thmpeingilemeneéd mbibse 220.

station 202. This control includes network sel ection
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connection for it. The battery interface 254 is coupled
to a regulator (not shown in Fig. 2) which provides power

20 V+ to all of the circuitry.

[0036] Mobile station 202 includes a microprocessor 238
(which is one implementation of controller 106 of Fig. 1)
which controls overall operation of mobile station 202.
This control includes network selection techniques of the
25 present application. Communication functions, including
at least data and voice communications, are performed
through communication subsystem 211. Microprocessor 238
also interacts with additional device subsystems such as a
display 222, a flash memory 224, a random access memory
30 (RAM) 226, auxiliary input/output (I/0)} subsystems 228, a
serial port 230, a keyboard 232, a speaker 234, a



may be tenporarily |loaded into a volatile store such
as RAM 226. [0037] M croprocessor 238, in addition to

WO e@7op@sat i ng system functions, preferably eneti/€s2006/000704
execution of software applications on nobile station
202. A predeterm ned set of applications which control
basi ¢ device operations, including at |east data and
voi ce conmuni cation applications, will normally be
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RAM 226.

[0037] Microprocessor 238, in addition to its operating
20 system functions, preferably enables execution of software
applications on mobile station 202. A predetermined set
of applications which control basic device operations,
including at least data and voice communication
applications, will normally be installed on mobile station
25 202 during its manufacture. A preferred application that
may be loaded onto mobile station 202 may be a personal
information manager (PIM) application having the ability
to organize and manage data items relating to user such
as, but not limited to, e-mail, calendar events, voice
30 mails, appointments, and task items. Naturally, one or
more memory stores are available on mobile station 202 and

SIM 262 to facilitate storage of PIM data items and other



vol atile store (not shown) for execution by
m croprocessor 238. Such flexibility in application
WO p®vakdoed i on i ncreases the functionality of neOI/CA2006/000704
station 202 and may provi de enhanced on-device
functions, communicationrelated functions, or both.
For exanpl e, secure conmuni catlison applications may
enabl e el ectronic commerce functions and ot her such
fi netfdr@lattibansacti ons to be perfornmed using nobile
station 202. [0039] In a data communi cation node, a
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238. Such flexibility in application installation

increases the functionality of mobile station 202 and may
20 provide enhanced on-device functions, communication-
related functions, or Dboth. For example, secure
communication applications may enable electronic commerce
functions and other such financial transactions to be

performed using mobile station 202.

25 [0039] In a data communication mode, a received signal
such as a text message, an e-mail message, or web page
download will be processed by communication subsystem 211
and input to microprocessor 238. Microprocessor 238 will
preferably further process the signal for output to

30 display 222 or alternatively to auxiliary I/O device 228.

A user of mobile station 202 may also compose data items,



rel ated i nformati on, as sone exanples. [0041] Seri al

port 230 in Fig. 2 is normally inplenented in a
w@engosmab di gi tal assistant (PDA) -type conmmunPCEHCAZN06/000704

devi ce for which synchronization with a user's desktop

conputer is a desirable, albeit optional, conponent.

Serial port 230 enables a useri6to set preferences

t hrough an external device or software application and
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related information, as some examples.

[0041] Serial port 230 in Fig. 2 is normally
20 implemented in a personal digital assistant (PDA)-type
communication device for which synchronization with a
user’s desktop computer is a desirable, albeit optional,
component. Serial port 230 enables a user to set
preferences through an external device or software
25 application and extends the capabilities of mobile station
202 by providing for information or software downloads to
mobile station 202 other than through a wireless
communication network. The alternate download path may,
for example, be used to load an encryption key onto mobile
30 station 202 through a direct and thus reliable and trusted

connection to thereby provide secure device communication.



appreciate, an I M system or "presence and i nstant

messagi ng systent allows users to subscribe to each
wothenssand be notified of changes in state (e.PBCT/CA2006/000704

avai lability for instant nessage communi cation) , and

for users to send each other short instant nessages.

IMis discussed in further detgl| in "RFC 2778 - A

Model for Presence and | nstant Messagi ng" , maintained
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wor kstations etc. coupled to I Mserver 304 via the

pubPf cet®. naraorixe Qs toxMrprédei Angtant aregngaiage (IM)

net &Qaadﬁu(l éwlohgnn%'l'angiprgggaa‘mﬂa 2 PEiMAlR iRALWOLKG  data

312. [0045] Enterprise I'MServer %06 conprises a

ser s/teerernpert i ﬁgheil@meee Wahlemesert@ertls@f oAdeatsudevice .

S @%9! | a I, sM cLQsnf er

1535 irr%? abo@%gggﬁ as cgk?il}g%%ed 8s d{escrl bggE? H&f %lalog

her mcqweqnwwwdommn'ecaxcbmgmeoﬁwdktésomeswm between

exag‘pugelengfd{'_w Qé]f‘flaey% eJeVQchlegat gusiegupléc nc%ﬁ%{{rﬁcatlons
network. As persons of ordlnary skill in the art will

appreciate, an IM system or  ‘“presence and instant
20 messaging system” allows users to subscribe to each other
and be notified of changes in state (e.g. availability for
instant message communication), and for users to send each
other short instant messages. IM is discussed in further
detail in “RFC 2778 - A Model for Presence and Instant
25 Messaging”, maintained by the Internet Society and

available at http://www.fags.org/rfcs/rfc2778.html.

[0044] Fig. 3 illustrates an embodiment of a 1IM
communications network 300 for communicating IM messages
among client devices 202, 308 and 310 via an enterprise IM
30 server 304. Client devices 202 comprise mobile stations

as previously described and <configured as further



[0047] Fig. 4 is a block diagram show ng
representative client device and server conponents 400

w0 o007/0MoeDnmuni cati ons in accordance with an PCT/CA2006/000704
enbodi nent. Cient device conmponents 402 conprise a
buffer, queue or other structure (s) 404 for
devi ce/ server nessages (typicalgly one for inbound and
one for out bound) , an | M nanagenent conponent 406
Wi t Hedddi B, nare@nf i gl addon devlieedr £02esard9 cdipled to
contact list 410 and buffer or other structure of
cur PRYRIRIGHPe r’iht $HV SR sy ¥l 1 9o R V&0 ﬁb‘dﬁ?&ﬁt‘% RgFwork

MBYcHfpsHeted |dedifha®ld Y chera0N306ridaVi §€5t QnOr104) via
ot herw se cougled locally to a client device.[0048] A .
conPiRitirat i SRLEFRRE 40FrPEOrBhded ThAd e[V ed39®- t h&hile

£l i eitedd¥itRNAGL HRALeL2BBLI €81 ERGIM 4@Ard & I RYuded to the
branded and | ocal i zed graphics, text and details on _
serRebliqmmfivarki epeasonpppf cablnarmheskjldphnc $hgn@rt will

texg ditidd ansadhetRe cABH QLT 80l Nea00ke aBdofesd B other
¥ 77 |

t he I'application. Mre than one such file to address

di f ¢@¢iomendntigr pan sent¢rprisersetpay, ( dngluganegt angirewall
Go I SB) s : l.ead n el ' a t

N S T e N T
1@ hewo Mk stertiions. €thus causpedi £¢ cIMseerexpetldence e ablic
co nl Vi t i ff [ S i.reless
ancihi PEaRERk' 388 0Rel' (RREb Y, R ArtRy et R Heruork
wi t fivEi) cdurinled iohi eatc devirce oohvare catmeork@L2408 may

be configured to present the desired graphics and

t . '

o toaBf . *PsEe LM eaosBEnL O e gpLi 04 erver

sel ectmd iswr vdevifo04@]tiSeMMer seovgonexttfswd?22 congh i s is
ar

im| onent t .adapted . f.or servin tiple
1) T S R Sl R LA, HiSlegBREY 87, J¥pépS 8o noved
quealsows apichers sbnfitduire] (@) descrilsad chlrsdereherein.

nmessages 424 (e.g. one for inbound and one for out

boupfdasy 2" M MBOAYGIEN ;GAPOREM ork 300 is an example

embodiment. Other private or public networks or fewer

networks may be employed.

20 [0047] Fig. 4 is a block diagram showing representative
client device and server components 400 for ™
communications in accordance with an embodiment. Client
device components 402 comprise a buffer, queue or other
structure(s) 404 for device/server messages (typically one

25 for inbound and one for out bound), an IM management
component 406 with GUI 408, a configuration file or files
409, a contact list 410 and buffer or other structure of
current conversation messages 412. Such components 402 may
be stored in one or more storage devices of or otherwise

30 coupled locally to a client device.



426 with GU 428, a plurality of user contact lists
440 for each user including for exanple, a

weororespendi ng contact list 430 to |ist 410 ofPCI/Camios/000704
devi ce conponent 402. Such conponents 402 nmay be
stored in one or nore storage devices of or otherw se
coupled locally to the server 1804. For exanple,
contact lists 440 nay be persisted to a database
coupdegBlt O t Re S&svEIgu3dtioh005]1eThowgh nals shovsded and

server 304 may persist |Mconversation messages, i n_ an
ar cReUASterest ker W6 RlARBE &M nEPREIFReRE | (RPRfication) 404

act{yi tyrdBlaed weahde&t hea SEroH08SBAOVEERSh Y | Mtext and
Managenent conponent 426 will be apparent to those of
or dieERilssian [Serierheabprll EeiPs RSugRPSiFdRtar e graphics
§ heged OF &x 1By AU BSNSN AW Ol @S G0t OCHNe [ PBTR] ah feel of
managenent conponent 406 communi cates device/ server
mesthgyesMwaphl epatekqs i seMPRe sEhyrr 0Be4 spahadddpdincaddress
Wi U B HAHOCAUneBpprless! | APd NBIREN. (JBEse [BSPa08kmet ine,
may be broadly categorized by conmman ype as Tollows:
sesSraupwimsdgesent , meyntket 1ppded nemdgeselrctignesameng the
man ng. .l ersat | S 999 ' s
par?%%%%d%?ngg%%gg§a 'o%ggﬂqggségggﬁﬁand§ﬂ%ﬁﬁiﬁ%gggﬁgg the
1Geqidncesceisedes Thiubedaf uspdrairfiloe| awer| Mexperaigarent may be
conponent, 406 re n tQ control_ v I

Gorer BTy drsaneinte GRotEErat it el (i ege ana
t o wiredr Xirexpcappl itoalthe anderpsimmdiM tgerver with which
devjcel/ server ssages received fr t server 304 ..

dof FAF n Aot S ore CoRBOGortcey (10 A s Srtagures
nmessageses@amoruienglesiard poaphicngaidiecarder etica @l the IM
408 and any associ ated APl_or other nechapismto other. .
13 pphanads FOMPPRENT | F It BEF e & OF nSEF EhTumyeatures which
[ 00k} BalurdQBeptoVike salRpedt sépverd, cont act

listoriented interface for controlling aspects of the
2&8?&&4096] andslell\r/lvfegnc;t Ic%rrzl%oylgrllg COTZECt lclosfntprll%g' I'IsS:Ltmilar

components but adapted for serving multiple clients.

Server components 422 comprise a buffer, queue or other
20 structure(s) for device/server messages 424 (e.g. one for
inbound and one for out bound), an IM management component
426 with GUI 428, a plurality of user contact lists 440
for each wuser including for example, a corresponding
contact 1list 430 to list 410 of client device component
25 402. Such components 402 may be stored in one or more
storage devices of or otherwise coupled locally to the
server 304. For example, contact 1lists 440 may be

persisted to a database coupled to the server 304.

[0050] Though not shown, server 304 may persist IM
30 conversation messages in an archive or other form and/or

maintain a log of activity for a user. Other services



conprises an etag 410A and one or nore groups of

contacts. Each group has a group nane 410B (e.g. for
wale@ploaspepur poses) and a group | D 410C. Each cpeit/aso06/000704

within a group conprises a contact name 410D, contact

I D 410E, bl ocked status 410F, pending status 410G and

presence data 410H such as a @pesence status, status

nmessage and status icon (not shown) . Simlarly,

seryesvidda sy Nt néndgaRintecdmpohanee 406 atiag 420Apparent
contact |ist data (e._%. 4308,. 430C, 410D, 410E and
contini S%n Ot aCHLIBHEY prdeidice 1dat P8, {rt even though

430 Adtres 082S0 ASGL abal bdagRowidH deBedibyal M

Managenent conponent 406 but not shown conprises: a
useréD and password for defining a session %,Nit
£

h an I M
ser 951k he ¥ v ePeRAFRMYHd pGAPORRDF i t stEfguinicates

3 coflev RIE/RAGRr @ sHgeE’ SwidhspriderPpaiBeantr CotwAGt 304 in
I D, configurationlD indicating an appropriate .
contFERIMANCEN. WiHh53] PKOESRPL g @Sat FetrHiNes( djergig i s These

| oagesk A Ry SHEr askdaR1yh & dtdgdRREEG Ao NeditnaiPVERSe  as
branded and | ocalized graphics, text and details on
ser@@l@\lfﬁab!ﬂﬁsﬁﬂﬁ _.m?m&enﬁe V\ACIOPFBEFunHﬁ%t _d@ﬁi‘atg@ment'
t hosge Qin Y Qda'i‘l%.%)éméht! | 7 Nedefifer@ale d oht mé§s§g§é§9tdﬂ39§nultiple
difficult to make bright-line distinctions between

1¢ onparieittigagic h canver sa weamsge mitesgnd caghardmpoisht giessage

406 %‘ﬁg%%”&%%o’é\? "Bederided S cDERLS QA NAL L8R management

S .
conp I'nterface w th other conponents
( notompmvent od06r ftespondd i et deercecenthohs via GUI 408

ope ' Syst [ Is -SYS lica

P N SRS R R TNE' B80S ST ShERa AP L52RLa e

i || sstvext e304 reapr esphicblee anéwre8Pondls artol Mecrasiserver

rovi ded_by .an _exa e I, 406 for I |icatlian .

1 oatetreanel st PR FRak e P Par dePPRAS T, Ybaaeing

dat eheledomett N1 iatcantacbnversdatdibh méEbeayesvadifyrdingly and
notifying the user via GUI 408 and any associated API or
other mechanism to other applications for the client

device (not shown).

20 [0052] GUI 408 provides support for a contact list-
oriented interface for controlling aspects of the presence
and IM functions wusing contact list 410. List 410
comprises an etag 410A and one or more groups of contacts.
Each group has a group name 410B (e.g. for display
25 purposes) and a group ID 410C. Each contact within a group
comprises a contact name 410D, contact ID 410E, blocked
status 410F, pending status 410G and presence data 410H
such as a presence status, status message and status icon
(not shown). Similarly, server 304 maintains a server
30 instance of etag 430A contact list data (e.g. 430B, 430C,

410D, 410E and communication status and presence data



includes a title portion 502 showi ng "M ke's Cont act

List" for a user display nane M ke and presents a
w@onraeined i st 503 interface conprising |ist enkCi/€82006/00704

particular, contact |ist entries for current

conversations 504, current ganes 506, individual

contacts 508, a group of contagqts 510, unavail able

contacts 512 and pending contacts 514. It will be

undes s§.0Qd oshatonj ew S00 provi desa hi erarchical |ist

in a formwhich permts expansion and contracti on of

list i1tenms VI elemets 6 ( +" (*-"

Con[%éﬁ%] may r‘f%t\?l dﬂﬁlln%lgé?e%o#f’%ct@d 5gfpnGgement
gr%&np‘&fetr@ctaoélob&@ motFr EHayh Unedipradlel:f 08 userID and
assisting with the organization, of cqontacts within the
IM%%?"YQ;’-’&l%‘PF gshintts ﬁa?eéﬁéanbé’lfﬁ‘o@ﬁ’edl%ySer"er' the
PreseRcs | RERE MBhE 0BorEONLACti tQHR 2kAtG8MIdoReSreterence,
list of those contacts which are presently unavaijl abl e

f orthev BeRHiMi CAEPHAS WATEe 3G 0P BRL Eshifhs @ORfiqurgitionID
t oSGy Lo aEt §n\/‘@19p§<519r1%9c%db89fi d&pl ution of an
invitation to join Mke's list of contacts in

accordance with the subscription aspects of IM _[0Q57]
Vi el of fr kEoBEEBRYR R nefl isd SPr atdPsedSpy Loadsdr and

by PRyt rRdf osdistﬁéowﬁ té%?ﬂb&ﬁ\iérp £8t raGtay bRanded and
vari ous el enents of the such as the expansion

1| eheerkizad | ngrePBLes. i t dmxtof eRe |idetarhe f ¥us server
may-fAedindicgaked in various ways such as by reverse
vi deo node, etc. Traversal or other navigation nay be

facilitated by mgut devi ces such as arrow keys
whebP05oi nt PAgwWadYi be, urderstosdeta hPEF cof sordimarnskill

is selerd egde by £ Uf»@rsomlwegube@fgemnéo AR EONSr P -1 ine

be I nvoked. tions may be presented via one or nore
mn@@@rnqmmﬁe@ethewwmﬁnééd%e?%t r Bk gvanagement and
15°0ngeh EB 4&@0§§% 6 Aé | Héif ateg gg ynderstood
representati ve VI ew 600 o current conversati on

wi t that cobltact comdesrdrs eEOGand 408 interface with other
components (not shown) on or for a client device such as
operating system, communication sub-system, applicable PIM

or other components, etc.

20 [0056] Fig. 5 illustrates a representative view 500 of
an IM screen provided by an example GUI 406 for an IM
application 406 for visually representing and interacting
with data defined in a contact list 410. The view 500
includes a title portion 502 showing “Mike’s Contact List”

25 for a user display name Mike and presents a contact list
503 interface comprising 1list entries, in particular,
contact 1list entries for current conversations 504,
current games 506, individual contacts 508, a group of
contacts 510, wunavailable contacts 512 and pending

30 contacts 514. It will be understood that view 500 provides



conprises a title portion 602 for indicating the

contact and a nessage history portion 604 for show ng
waeooenedoenge of | M conversation nessages (fronPCT/CA2006/000704

conponent store 412) and optional delivery and reply

status indicators 606 for theojpessages. A nessage

conposi tion portion 608 with a cursor 610 is al so

pr oy ﬁf&c?wc&ﬁcﬁf@ §hst0315OPP@SEn Mﬁ&E‘VﬁéﬁﬁﬂsO@i%%%@%ﬁ and
persisted to the contact. [0059] As noted, a client

dewterestdon20f, 1368 erteaﬁoyléoﬁﬂfﬁmﬁem e'élfm1<h+” and 518
ent gr pi) S%anMa%%EVﬁﬁ%/oc Tnb? 1 SECORIBNCRIW tf3e? QRReREEs 508

client t'o server pro I nstant Messagi ng
serexd cegrowm a@@anaag% oﬁlﬂhe (&0t oc Aridavibachgroup) for

acili.t d | of . a. .
SfSI ngﬁsj‘%’ew ce ;%Hst% é%t gnggggzé%lgg}l cﬂ%%&tﬁw%{&s t"’;}@Bén the IM
useabﬁlacxaminact t Contamrs ehgy ofalent é:rqorgs@lmdd skyve@resence

V|a ser proxy. .[0060] Dev, [ serv .

C?Ilug’tl 8HS C%F%SE %%o %ﬁea o applai tAgfFeOf those
resmrtsaeﬁ:s Thehtemmurdreat i pnesemelyjef unadgabyallkt a for IM
packet s transmtte‘%}. i a the net ccordi ng.t £ th
net WOFRANERE OB d/ G Ay OF RYRr |af‘€ Yevé ?F’ggspoort those

1r ¢ Gedcts whd rseceprwmgermmdifwmut&bﬂ o@imamn diswadnd tion
responses are_sent wthi kets 50061

packt 3O4R e MBKES &1 dBFY rf/‘b‘f tfsorllfr ﬁg?ﬁi%‘?ct?n with the

Eacdudz ipRGkat aspycEHLYMAIIN,. ONe or nore nmessages
cont ai ni ng commands or responses Conmands and

res s are.preferably Tag, %t ﬁncoded TLEJ)
conE@ﬁ traﬁ’éﬁ’{"sgﬁénosa%gg 8 5 &3¥aR é{lelrﬁed by
advanﬁggﬁoysa hBving\ 4 ef€&ass cmanmlm IRy rteivmderact with
é 104) for transgort t o_devi ces 20% for exa ej
195 PRI RI G Eae oie 1T & o RTRAr &, o ements
bi tsextapried duangt htang tdre rm‘esag@seat arhdNr 8@l #8¢ be
fields may be skipped: Message = *tle
indicated in wvarious ways such as by reverse video mode,
etc. Traversal or other navigation may be facilitated by
input devices such as arrow keys, wheel, pointing device,
20 etc. Once a particular element is selected by a user,
particular command options may be invoked. Options may be

presented via one or more menus or invoked through

predefined keystrokes etc. common in the art.

[0058] Fig. 6 illustrates a representative IM view 600
25 of a current conversation with a contact “StephanieB” and
comprises a title portion 602 for indicating the contact
and a message history portion 604 for showing an exchange
of IM conversation messages (from component store 412) and
optional delivery and reply status indicators 606 for the
30 messages. A message composition portion 608 with a cursor

610 is also provided with which to compose IM conversation



tie = tag length data tag = OCTET length = 1-40CTET

data = 0*OCTETTags [0062] Tags are defined herein
whedoomszand are uni queonly within each tie fiel PCT/EA2I06800704

within each TLE field are ordered to match their

occurrence in this docunent. [0063] Each type has a

single type as defined in thi93docunent and strings

are preferably encoded as UTF8 . [0064] If an expected

el ef@iades PolsPEESENo then chbeadt ot ocol
i mpl ementation preferably uses a value fromthe

f ol i g unless ef aul t I|c Iy d
Boot@%ﬁ- f af§eR® ?ﬁg aOClleé‘rsjfd I?’I;Lfﬁg e %ueﬁtdf %(9685]or 310)
Forcdﬁﬁﬁkﬁkﬁtbbatmlthc|ezhd:@r@rﬁ.€QU|IMC@;dzeveﬁ mOgSIJ.mlg accordance
resu] t. code neans sugcess The result codes

foIWb% alO@eneﬁecqué: tleaténltecﬂ sspyer protoco’ilr efgrs Instant

SucgassdgilngRemiiesteaccapt %@vaﬂﬁégéoef the protocol is that
Unsuccessful /Error. [0066] The server may run nor

t haht ofRCH W tadogi ctéle I9evederrgRe/ 1mn Rbfen{ A5t single

ori gt fihghAt Clhédagdeyl ce1comt aithadn RAXYM &e wused to
integral field in the beginning identifying the

serwféfteqqﬂéop&cP(éFlEEYl‘h Snrfarprdse [YoBevens Qe server
pa%g%xythe content IDis used to designate an I M
communication e.g. "IM. Service application date in
TLE formindicates a conf igurationlD to provide the

1¢) i E9R6Q% t h BEpieplsereeryr &pHMERiCYEAnS 4RgMREL$F commands

det ghd s 4 ffora%%pp&(ﬂl@ f eatpbesed or arsPeciohinntMtions are
server not ed, devi ce/ server messages may

be Gebimud, dut egi@tazega%lye%mmswsée@s Vi | oe network
SeS3L 0N IRRAGRITEN, o t AU -Gk eh | %hd?@?agﬁi}e theﬂﬁé‘@féf{'_(‘eelevel

managenment, | M conversation messages, nultiple
partrmqﬂmtt comoteeats ons dnd hb%s&g@@@ueﬂ@b@dwnt the

yesggﬂupa%sf lél}ltclh§ésponses are sent within GME packets.

[0061] GME packets are preferably encrypted for
transmission. Each GME packet may contain one or more
messages containing commands or responses. Commands and
responses are preferably Tag Length Encoded (TLE) to
20 conserve transmission Dbandwidth. Such 1is particularly
advantageous in a wireless communications network (e.g.
104) for transport to devices 202, for example. Each field
comprises a single byte tag followed by a bit-extended
length and the message data. Unrecognized fields may be

25 skipped:

Message = *tle
tle = tag length data
tag = OCTET
length = 1-40CTET
30 data = 0*OCTETTags

[0062] Tags are defined herein below and are unique



bel ow. Sessi on Managenent conmands conprise | ogin

request, | ogin response, |ogout and keepAlive.[0069]
wab@7loemen request is sent by the device in reREDAZZ6/000704

a client request to login. The GVE packets are assuned

to be encrypted so the userld and password nmay be sent

i mredi ately. [0070] The foll owng tabl e describes a

| ogi n request: Logi nR bqubst Tag 1 Occurs Nane Tag

TypeniRetw disin sveax ld efiftdReN FidlasngithinTeacRUTLENEield

build of the client. conf igld 2 String 1 é,TQ&

corfiyArsersh FO 1ak&h Hedm 9ﬁ§ug@§r}ﬁecgtnb5 kS document.

configuration . userld 3 String 1 1 The userlD

provdahag by Ehghgsgpe lhiassworsdnélét tipg isldélfitned in this

password provide the user._ et 5 Str.i 0 1 The

o <FoRimestts 806, SCHLAGE (e BEPERTES TN (BEA0R0) 8008 q

O 1 lInitial status. server 7 String 0 1 Hostname, port

of toesdIM ser¢elant @xpeanedt elepesepasaned lpyeaendl éhen the

.e. host e t . If thi field d t ist .th
serREAtagal Rl SEBtARPR) PEEFOIARIS dlfGs © FoOY4] ETRB the

| 0gf 6N TRERQNSA e Mat R faQlYelsi BRbULESt By defined: Boolean
- false; Int - 0; and String - null.

[00651] For packets that include a resultCode, a missing
10 result code means success. The result codes are as
follows: 100 - Request denied; 200 - Successful/Request

accepted; and 300 - Unsuccessful/Error.

[0066] The server may run more than one IM service. In
the case, all packets that originate from a client device
15 contain an extra integral field in the Dbeginning

identifying the service the packet is intended for.

[0067] In a GME packet, the content ID is wused to
designate an IM communication e.g. "IM". Service
application date in TLE form indicates a configurationID
20 to provide the client with appropriate graphics, text, and

service details for supported features for a specific IM

server.
[0068] As noted, device/server messages may be broadly
categorized by command type as follows: session

25 management, contact list management, presence management,
IM conversation messages, multiple participant
conversations and message sequences as described further
below. Session Management commands comprise login request,

login response, logout and keepAlive.



result code. |If successful the login result is
followed i mMmedi ately and autonmatically by a contact

WO p@v/owoeat e, as necessary, offline nessages, BETCA2006/000704
Accept Contact notifications according to the foll ow ng
tabl e: Logi nResponse Tag 2 Nane Tag Type Qccurs
Detail sm nmax resultCode 1 intps0 1 resultMessage2
String 0 1 Message for the user. displayNanme 3 String
1 Lidgeyjuser the dikplAy rBgiBst i@ 4s&ht i Mg Othe Th&evice in
user's contact Id., [0072] When a user |ogs out, the
deViREPBERIEOt Re CLéeNerr eRas t 40k dPI1TheT R\ Packets are
requd gRed'¢d %0@91%%?5&@&1 Lherpery&dr1dMialn e si8kiehay be
| ogs out the user sends the device this packet. It
aI9%ﬂﬂéq@WE@Sah@1Yesponse fromthe device. In this
case, the server preferably provides an explanation to
§ hepgipRyy Why thBegs i with QQBQQ Q& erilout 1888n 3request :
Cccurs Nane Tag Type . tails m nmax nessage 1 String
0 1 Optional explanation for the user. . [0073] The
client may be configured t&°€éﬁ§°‘§‘?ﬂ§ssage to the
server in order to keep the session alive. The device
sent”¥ the server this packet every 15 m nutes (for
exanpl e) The server shopk&ufe£spond with_t he sane
packet D¥@MSre t hTaReF¥PRycie 1f the seerPtF§ Finabl e

to éfsé’nocrk% it lo S %@% HFEr puty éJ‘ﬁeze etr @)?dthe

t he“device Iogs user- out f ent [

Seesaifigliq here s seen; po aeseﬁgssokﬂg%&%tags BEX!aken
from the service book

configuration.

userld 3 Stringl 1 The userID provided by the
user.

password 4 Stringl 1 The password provided by the
user.

etag 5 8tring0 1 The last etag received by
the client

initStatusIconé int 0 1 1Initial status.

server 7 String0 1 Hostname, port of the IM

server to connect to,
separated by a colon, i.e.
hostname:port. If this field
does not exist the server
will use the installation
defaults.

[0071] The login response from the server includes a

10 result code. If successful the login result is followed
immediately and automatically by a contact list update, as
necessary, offline messages, and AcceptContact

notifications according to the following table:

LoginResponse

15 Tag 2

Name Tag Type Occurs Details



KeepAlive Tag 4 Cccuirs Nane Tag Type . Details m nmax
nul I [ 0074] Contact List Managenent conmmands conpri se
wa b@70edobowW ng command types to manage a cont aBCT/CAS106/000704

410 and 430: Contact List Update, Add G oup Request,

Add G oup Response, Renpbve G oup Request, Renove G oup
Response, Renane G oup Request2s Renane G oup Response,
Add Contact Request, Add Contact Response, Accept

Cont act Request, Accept foRhagt Response, Renove

Corg@sqltla%ggest,l Repgpve gongact Response, Renane
Con R nt ac \ nt act
S T
[0075]"
the client de\$t6én%Pe hot TP?pV%%iTI%/ Jor&eREX by | M
rmnagemsnt conponent 406 of the client. As such,
server responses are configured to include all
reqpeged i nf @hERt i HN visert heogesparse. tid0delithe &dds  the
is treated as an opaque string identifier for the
curf et idtis @aakas -ciheadevitcst eyigRe 290 reprense from

et aghd SsetwdLd Werd h@h@l E&PfeNtbd SeFBphe CuSBANI Y sends
Is derived fromit. The etag is updated with each

¥ espomsieving WhHangasketie Ebnpbae STRAUIIRS dontrasPopsst from
andep s FEPRLL edIﬁ oﬁltx:[‘se EMserved 30AON LAY 192 prov1des

Logl n Request) | M'server 304 may use this value
to aremml@mataouuw ethe sisgrewby theredt actopged QiHich
val ue may be defined by the tinme of the | ast contact
l'ist change or a hash of thedgykact |ist contents, by
vaypgd 4 wo exanples, in order to detect whether an
update to the contact list is necessary on | ogin.

r .
Name Tag Type o-ccu 8 Details
minmax

messagel String0 1 Optional explanation for the user..
10

[0073] The client may be configured to send a message
to the server in order to keep the session alive. The
device sends the server this packet every 15 minutes (for
example). The server should respond with the same packet
15 Dbefore the next cycle. If the server is unable to respond
it logs the user out of the service, and the device logs
the user out of the client when it sees that there has

been no response before the next cycle.

KeepAlive
20 Tag 4

r .
Name Tag Type Of:cu 8 Details
minmax

null



[0077] Contact IDs and Group IDs are identifiers used
to track contacts or groups independent of their
wo eoogneloy9o or di spl ay nanme. The client derives PWOI/CA2006/000704
semantic meaning fromthese IDs and only exact
conpari sons (Bool ean results) need be nade agai nst
them [0078] A Contact List Update is sent fromthe
server on login. The client device (I M Managenent

co t_40@5n£ﬁ@£a?ﬁ%tanﬁéﬂéﬁéﬂenknsé6ﬁﬁaid§f t8Fprise the
contact 1ist wth the contents of the nmessage. Contact
Li sfelpldating Tegmendc ¢ypes NsaemEngogype coetart slish AR and
et ag, L StLi .gro G ou ou a
Coond NERAP WRE HERafes’ M LatRC REGEGR. had "group
G rgspmhrse, ayReeoee | Gr2ut rRaeypebt]l QRewye dénoupi &esponse,

£ SELE AN o DUIGS COLACTR R0y OE AR\ cact
i d Reciigdthg Add Contact Rdepdrndea.er bBlaeped ConbaoteRegest,
1 ngégpetr &Qﬁgagtonﬁggéoggg, b &Move Contact Request, Remove
Contact Response, Rename Contact Request, Rename Contact
Response, Move Contact Request, Move Contact Response,

10 Block Contact Request, and Block Contact Response.

[0075] Commands initiated from the client device are
not typically tracked by IM management component 406 of
the client. As such, server responses are configured to

include all required information in the response.

15 [0076] The etag is treated as an opaque string
identifier for the current state of the contact list 410
and 430. The etag is stored by the client and no semantic
meaning is derived from it. The etag is updated with each
response that changes the contents of the contact list and

20 is reported to the IM server 304 on login (see Login
Request). The IM server 304 may use this value to
represent a current state of the contact 1list which value
may be defined by the time of the last contact list change
or a hash of the contact list contents, by way of two

25 examples, in order to detect whether an update to the

contact list is necessary on login.

[0077] Contact IDs and Group IDs are identifiers used
to track contacts or groups independent of their friendly
or display name. The client derives no semantic meaning
30 from these 1IDs and only exact comparisons (Boolean

results) need be made against them.



bl ocked by the user. pending 4 boolean 0 1 Whether the
user is waiting for authorization fromthe contact. In
W@ ymren®enot requiring authorization, this i s BCEXS006/000704
false. [0079] The follow ng tables AddG oupRequest,
AddG oupResponse , RenpbveG oupReques t,
RenmoveG oupResponse , RenaneGygupRequest and
RenaneG oupResponse provi de commands and respective
res fon wBARGEAILHBOURLeAdd, SERADFfordNthd QRaRr on
such. AddG supRequest Tag 7 Cccurs Nane Tag Type .
Det 30911 i ARAacldgne 1993fiGeng (1M 1 MppageBenRe SpBRSBEN g 406)
8 C)E%[V]fécé!a%yTaﬁchipeirQ%taﬁlcles oF pRaxdneabtt €9de %ith the
i nt 1 resul tMessage2 String O 1 Message for the
useeontanty dfSthengessagaane 4 String 0 1 id 5 String
0 1 RenoveG oupRequest Tag 9 Nane Tag Type . Details

fi nmax groupld 1 StringdathetListupdate
Tagé6

Name Tag Type |, Occurs Details
min max
etag 1 String0 1

groups2 Group 0 unbounded

Group
Tag
Name Tag Type . Occurs Details
min max
name 1 String 1 1 Group display name
id 2 String 1 1 Group identifier

contacts3 Contact0 unbounded

Contact
Tag
10
Name Tag Type o?curs Details
minmax
name 1l String 1 1 Display Name
id 2 String 1 1 Contact Identifier

blocked3 boolean0 1 Whether this contact has been
blocked by the user.

pending4 boolean0 1 Whether the user is waiting for
authorization from the contact. In
systems not requiring
authorization, this is always
false.

[0079] The following tables AddGroupRequest,
AddGroupResponse, RemoveGroupRequest, RemoveGroupResponse,

RenameGroupRequest and RenameGroupResponse provide

15 commands and respective responses for managing groups to



groupName2 String 1 1 RensveG oupResponse Tag 10
Cccurs Nane Tag Type Details fflinmax resultCode 1 int
w@2m70e960d t Message 2 String 0 1 Message for theCTIE€82006/000704
etag 3 String O 1 groupld 4 String O 1 One of groupld
or groupNane must not be null. groupNane 5 String 0 1
One of groupld or groupNanenusio not be null.
RenaneG oupReguest Tag 11 Occurs Nane Tag Type .
Det @did S rendeX agéioOvdhale Sfulchng 1 1 ol dNane2 String 1 1
newNane3 String 1 1 RenaneG supResponse Tag 12 Qccurs
Nanme Tag Type Details m resultCode int 0 1 Result
code. No Result Code indﬁ%éé’gp BTRRLS. resul t Message
2 Stdgmy O 1 Message for the user. etag 3 String 0 1
groupld 4 String O 1 One of groupld or ol dName nust
not be null. oldNane 5 String O 1 One of groupld or

ol djidhi®rag Type o?cursnetails
minmasx

namel Stringl 1

5 AddGroupResponse
Tag 8
Occurs
Name Tag Type Details
o minmax

resultCode 1 int 0 1

resultMessage2 String0 1 Message for the user.
etag 3 String0 1

name 4 String0 1

id 5 String0 1

RemoveGroupRequest
Tag 9
Name Tag Type o?cursnetails
minmax

groupId 1 Stringl 1

groupName2 Stringl 1
10

RemoveGroupResponse
Tag 10
Occurs

Name Tag Type Details
g minmax

resultCode 1 int 0 1

resultMessage?2 String0 1 Message for the user.

etag 3 String0 1

groupId 4 String0 1 One of groupld or groupName

must not be null.
groupName 5 String0 1 One of groupId or groupName



must not be null. name 6 String 1 1 [0080] The

foll ow ng commands and response descri be nessage
wo@p®@ratioens for nmanagi ng contacts within gr oupBCT/CAZ006/000704

Add Contact Request comrmand adds a contact to the

speci fied group. The contact may or may not be the

sane as the contactld returnedo n AddCont act Response

It

is the contactld i n AddCont act Response t hat

uni quely represents the user imustinet Wy n@ssages. A
contact is added in the client device contact list 410

only when the AddCont aReRameeréaspRejueseei ved.
AddContilf)t Request Tag 13Cccurs Name Tag Type Details

ntact 1 String 1 1 groupld 2 String O The id

of an existing group to place the new contact in when

the request is accegdR@g One of groupld or groupNanme

nust Nage [Rag Fype g{glwaalstn ng 0 1 The name of
a

an exi st |c£lg oup ce the new contact in when the
req%’é%‘f a e of groupld or groupName nust
not OH&N $1’§'s‘§§de A String 0 1 A nessage for ot her

uselﬁeWHﬁI@/%t etrimgdui rli ng aut hori zation. [0081] The
server sends an Update Presence (see below) for the
new y added contact, preferably inmediately, after
sendi ng thi s nmessage. RenameGroupResponse

10

15

Tag 12

ccurs .
Name Tag Type O- Details
minmax
resultCode 1 int 0 1 Result code. No Result Code
indicates success.

resultMessage2 String0 1 Message for the user.

etag 3 String0 1

groupId 4 String0 1 One of groupId or oldName
must not be null.

oldName 5 String0 1 One of groupId or oldName
must not be null.

name 6 Stringl 1

[00801] The following commands and response describe

message operations for managing contacts within groups.
The Add Contact Request command adds a contact to the
specified group. The contact may or may not be the same
as the contactId returned in AddContactResponse. It is the
contactId in AddContactResponse that uniquely represents
the user in all other messages. A contact is added in the
client device contact list 410 only when the

AddContactResponse is received.

AddContactRequest
Tag 13



AddCont act R bsponse Tag 14 Cccurs Name Tag Type

Details mnmax resultCode int O Result code. No Result
w@o@e/ 04306 cat es success. resul t Message 2 Stri nRCDCA2006/000704

Message for the user. etag 3 String O 1 nane 4 String

O 1 contactld 5 String O 1 contact 6 String 0 1

Corresponds to contact in Add@antact Request . This

field is absent if contact is the same as contactl d.

groupld 7 Strin 1 rigd Of an existing group to

pl aceNppe né"ﬁgc%h@&c o-g&%m‘(me of grouplBe'b?'ng’r oupNane

must not be nuéklj%gqyp ne 8 String O 1 The nane of

an %&ls ce he eM/contact |n mhen the
req%‘é%‘fp]}é; a71:g e?:}fre‘&lg On 68

PH
not be null. Accept Cont actl? E q*arbe“i§°é5@GFs “i’%en the
Tag Type . Details mnmax & SE | HF 9GS 1 gne o

nmessage 2 String 0 1 Accep@é@ﬁ?ﬁét?@ Ine fust not be

groupName3 String0 1 The name of an existing group to
place the new contact in when the
request is accepted. One of
groupld or groupName must not be
null.

message 4 String0 1 A message for other user in
systems requiring authorization.

[0081] The server sends an Update Presence (see below)
for the newly added contact, preferably immediately, after

5 sending this message.

AddContactResponse
Tag 14
Name Tag Type o?curs Details
minmasx

resultCode 1 int 0 1 Result code. No Result Code
indicates success.

resultMessage2 String0 1 Message for the user.
etag 3 String0 1

name 4 String0 1

contactId 5 String0 1

contact 6 String0 1 Corresponds to contact in

AddContactRequest. This field
is absent if contact is the
same as contactId.

groupId 7 String0 1 The id of an existing group
to place the new contact in.
One of groupId or groupName
must not be null,

groupName 8 String0 1 The name of an existing group
to place the new contact in
when the request is accepted.
One of groupld or groupName



Tag 16 Occurs Name Tag Type Details m nmax contact! dl
String 1 1 accepted 2 boolean 1 1 nessage 3 String 0 1
WORIWMEBoNt act Request Tag 17 Cccurs Nane Tag TREECA2006/000704
Details m nmax contactldl String 1 1 groupld 2 String

O 11If this field does not exist, then the contact
W ll be deleted fromall group it belong to.
O herwise, it will be deleted fromthe specified

group. groupNane3 String 0 1 |fukbisof i édudees not
exist, then the contact will be deleted fromall

groups it belong to. @cbepvtessadtrRedulbtbe del et ed
fromthe specified group. RenbveContact Response Tag 18

occT?® MNane Tag Type Details minmax resultCode 1 int O
1 Result code. No Result Code indicates success .
resul t Message 2 Strinpgdldrs Message for the user.etag 3

String§agel Tag Type . —ax Details

contactIdl Stringl 1

message 2 String0 1
AcceptContactResponse

Tag 16

Name Tag Type o?curs Details
minmax
contactIdl String 1 1
accepted 2 booleanl 1

message 3 String 0 1

5 RemoveContactRequest
Tag 17
Name Tag Type o?curs Details
minmax

contactIdl Stringl 1

groupId 2 String0 1 If this field does not exist,
then the contact will be deleted
from all groups it belong to.
Otherwise, it will be deleted
from the specified group.

groupName3 String0 1 If this field does not exist,
then the contact will be deleted
from all groups it belong to.
Otherwise, it will be deleted
from the specified group.

RemoveContactResponse

Tag 18

Occurs
Name Tag Type Details
g minmax
resultCode 1 int 0 1 Result code. No Result Code
indicates success.

resultMessage2 String0 1 Message for the user.



contactld 4 String O 1 groupld 5 String O 1 If this

field does not exist, then the contact will be del eted
WO e@mo#dobd groups it belong to. Otherw se, it wWdeT/Chz006/000704

del eted fromthe specified group . groupName 6 String

O 11If this field does not exist, then the contact

W ll be deleted fromall groups it belong to.

Qhervvi se, it wll be deleted fromthe specified group

nafreCont act Bg ugstindag 19 Cccurs Name Tag Type

tsa I fyax c&onts@ﬂhg 1 §tr| ng 11 nnanme 2 String 1
1 Ren nt act Iges%%nse

Det%r? m nmax resul f(%%eagll n(EhO&%lJ %é\% tt %gg g eXlSt
Result Code indicates success su'f ?% < %&

0O 1 Message for the user. conté r%gg:?%l will

4 String 1 1 Mv bContactRe Wr e eleted from the specified
group.

groupName 6 String0 1 If this field does not exist,

then the contact will be
deleted from all groups it
belong to. Otherwise, it will
be deleted from the specified
group.

RenameContactRequest

Tag 19
r .
Name Tag Type O?cu 8 Details
minmax
contactIdl Stringl 1
name 2 Stringl 1
RenameContactResponse
Tag 20
Name Tag Type o?curs Details
minmax

resultCode 1 int 0 1 Result code. No Result Code
indicates success.
resultMessage2 String0 1 Message for the user.

contactId 3 Stringl 1
name 4 Stringl 1
5 MoveContactRequest
Tag 32
r [ ]
Name Tag Type o?cu 8 Details
minmax

contactId 1 Stringl 1

0ldGroupId 2 Stringl 1 The id of the group the
contact is currently in.

newGroupId 3 Stringl 1 The id of an existing group to
move the contact to.



Tag 32 COccurs Name Tag Type Details mnmax contactld 1
String 1 1 oldGoupld 2 String 1 1 The id of the group

W b@7oensact is currently in. newGoupld 3 StrP@mCA2aD6/000704

The id of an existing group to nove the contact to

.ol dG oupNanme 4 String 1 1 The nane of the group the
contact is currently in. newG3xupNane 5 String 1 1 The
nanme of an existing group to nove the contact to.
MovelttApNZaeRON$e r1ag 133 1C0CeHE Sn TR £T e T ¥PBuUp the
Details mnmax resultCode 1 i BbnPadesiH tcue@dat1Noin.

Re St RiifalBE CakeIngyCCESS thel S5 td\fe%aagﬁlgtﬁu{ | Wbup
0 1 Message for the user. etag, 3m§¢,é|g}ga Q:O}ltgeet

4 String 1 1 oldGoupld 5 Strlng 1 1 The id of the
group the contact is %J%uctﬁes%é)f ol dG oupl d
or ol dG oupNane nust not be null. newGoupld 6 String
1 1Tahe33d of an existing group to nove the contact
to. One of newGoupld or newG oupNane mnmust not be
null. ol dGoupNane 7 String O 1 One of ol dG oupld or

Name Tag Type Occurs Details
minmax
resultCode 1 int 0 1 Result code. No Result Code
indicates success.

resultMessage2 String0 1 Message for the user.
etag 3 String0 1
contactId 4 Stringl 1
0ldGroupIld 5 Stringl 1 The id of the group the

contact is currently in. One
of 0ldGroupld or oldGroupName
must not be null.

newGroupId 6 Stringl 1 The id of an existing group
to move the contact to. One
of newGroupId or newGroupName
must not be null.

oldGroupName 7 String0 1 One of 0ldGroupId or
oldGroupName must not be
null.

newGroupName 8 String0 1 One of newGroupId or
newGroupName must not be

null.
BlockContactRequest
Tag 21
Occurs
T ils
Name ag Type min Detai
contactIdl String 1 1
block 2 booleanl 1
5 BlockContactResponse

Tag 22

Name Tag Type Occurs Details



ol dG oupNanme nust not be null. newG oupNane 8 String O

1 One of newG oupld or new& oupNane nust not be null.
w@k@ckGont act Re uest Tag 21 Cccurs Nanme Tag TyPET/CA2006/000704
Details m nmax contactld 1 String 1 1 block 2 bool ean

1 1 Bl ockCont act Response Tag 22 Nane Tag Type Qccurs
Detailsmin nmax resultCode 1 imd5 0 1 Result code. No
Result Code indicates success . resultMessage2 String

0 1 Message for the user,mehmagx3 String O 1 contactld

4 SEEd G cbak bquklﬁtb°°|@anll ﬁeé@ﬂ@akxﬁgeﬁ%nﬁ§sufg‘Code

aval l'ability for communications;jgdlgalOrccdegsa@n

TROLL Ak of gglﬁgnsep& oL Mo T JIse pigsence

sta USes ma oXi ed protocol

[OO g"St at usl éon eI? an index into a resource

whi €PRR<H%y s t4he5§t?-”éf1931to the user and the device
derbdesk no neanidngbopdgant . 1The user 's or contact 's
availability (logged in or |ogged out) is neaningful,
howp@@82] and Presehoe) d doe saemi]jalbifLIﬁEy" aYar | abtblmﬁunications

fleld 84] The fal lown esen e I t ed conmmr
per é\q’l%ér t 6%i Adi clﬁ%pé)rgag‘gr PER s%h cSRet °f M.
pr e'f'haas enerangrésaie/estatuses may Vary depending on the

5 proxied protocol.

[0083] "StatusIcon" is merely an index into a resource
which displays the status to the user and the device
derives no meaning from it. The wuser's or contact's
availability (logged in or 1logged out) is meaningful,

10 however, and it should be sent in the "available" field.

[0084] The following presence related commands permit a
user to indicate a current presence preference and receive
current presence updates for other contacts from the IM

server:

15 SetPresence

Tag 23

Occurs
Name Ta Type Details
g minmax

available 1 Dbooleanl 1
statusIcon2 int 1 1
message 3 String 0 1

UpdatePresence
Tag 24

Occurs
N T e Details
ame ag Typ min

contactId 1 String 1 1



current presence updates for other contacts fromthe

| M server : SetPresence Tag 23 Nane Tag Type . Details
worRev7/esoeavai | abl e 1 bool ean 1 1 status |con 2PCTCA2008/000704

nmessage 3 String 0 1 UpdatePr bsence Tag 24 Qccurs

Nane Tag Type . Details mnmax contactld 1 String 1

lavai |l abl e 2 bool ean! 1 npbil 863 boolean 1 1

statuslcon4 int 1 1 message 5 String O 1 [0085] The IM

CoNnyes Said1@n Jressraeaganmmands of the present protocol
ar emgypl'éwg, lgEs%g,qegﬂq Myl ti Message. during a

conye uaﬁ#] the ypl <iormands i ndi cates that the
usef o %l deV| celis typing a message or that
a COTTRES wi user is engaged in a

conversatl on_is t¥1ﬁl ng The Message and Mul ti Message
conF@RPlor ovithes tHe TRIVEAGELEBR JMRISASEy COBARGH g the

CONpASderdt Brb¥OcHA! tairel PRALiMPNVRAESSEEON a8H ONEL tiMessage.
nmore contacts in a nulti partl Cl pant conversati on

(meFingna ) convepsiatdoragths Eveing fEMRANGR IMfjeates that
et ghd Syser of the client device is typing a message or that

a contact with whom the user is engaged in a conversation
is typing. The Message and MultiMessage command provides
the message for delivery to a single contact in a two
participant conversation or one or more contacts in a

10 multi participant conversation (multi chat).

Typing
Tag 25
Name Tag Tvpe ofcurs Details
minmax
contacted 1 String 1 1 The contact who is typing
or not typing.
typing 2 booleanl 1
conversationId3 String 1 1
Message
Tag 26
Occurs
N TYD Details
ame Tag e minmax i
fromContactid 1 String0 1
fromContactName2 String0 1
toContactId 3 String0 1
conversationId 4 Stringl 1
body 5 Stringl 1
15
[0086] A multi chat must be started before sending or

receiving messages in the multi chat. That is, an

AcceptInvitationResponse or an InviteParticipantResponse



m nmax contacted 1 String 1 1 The contact who is
typing or not typing. typing 2 boolean 1 1

weowwes®ed i onl d3 String 1 1 Message Tag 26 OccCRCEHCA298/000704
Tag Type . Details m nmax fronmContactld 1 String 0 1
fronContact Name2 String O 1 toContactld 3 String 0 1
conversationld 4 String 1 1 baggy 5 String 1 1 [0086] A
mul ti chat nust be started before sending or receiving
MeS 659G S bellolw e gildlkkt Ghait Jhédeds, tBE8 first MultiMessage
Accept | nvitati onResponse or an
| nViPREEBIrt i ci pant Response(see bel ow) packet nust
precede the first Ml ti Message packet . Ml ti Message
Tag 36 Cccurs Name Tag TymeltiMeéslsagks XU. |1 max
fronContactld 1 String O 1 fronContactNane2 String 0 1

to

at®1d 3 Stri ng O unbounded conversationld 4

String 1 1 body 5 String 1 1 [0087] |IM conversations
may be nulti participant whergéyatdree or nore
cont act sNe®@age i RagMiype . =~ Details

10

15

fromContactId 1 String0 1
fromContactName2 String0 1

toContactld 3 String0 unbounded

conversationId 4 Stringl 1

body 5 Stringl 1

[0087] IM conversations may be multi participant

whereby three or more contacts engage in M
communications, inviting contacts to take part in the
specific conversation. The IM server broadcasts
InviteParticipantRequestBroadcast, InviteParticipant
Response, and LeaveConversationBroadcast to everybody in
the multi participant conversation. There is more than one
model for this. 1. The user can invite someone to an
existing conversation. 2. The user can create conferences

independently from individual conversations.

InviteParticipantRequest
Tag 27

Occurs .
Name Tag Tvype . u Details
min max
participantIdsl Stringl unboundedIds of everybody in
the conversation,

excluding the sender.
conversationId2 Stringl 1

fromContactId 3 Stringl 1 The id of the user
sending the invite.

toContactId 4 Stringl 1 The contact to be
invited.

message 5 Stringl 1 The message to send to



conmuni cations, inviting contacts to take part in the
specific conversation. The | M server broadcasts

WO poi7T0€Ped t i ci pant Request Br oadcast, | nvit ePar t PCT/panios/000704
Response, and LeaveConversati onBroadcast to everybody
in the nulti participant conversation. There is nore
than one nodel for this. 1 . Tge user can invite
someone to an existing conversation. 2 . The user can
create conferences independently fromiadinideal
conversations. InvitePartici pantRe Vruest Tag 27
Cccurs Nane Tagrdypeepatitdicipatit ReqestBrcadeagaent | ds 1
String 1 unbounded |Ids of everybody in the
con s3ion, excludi ng the sender. conversationld 2
String 1 1 fronContactld 3 String 1 1 The id of the
user sending the invite. tggeagt#act!d 4 String 1 1 The
cont act Namee invPPﬁd?YEQSEEQEa? String 1 Betmids
nmessage to sen$ tgt hg i nvi iee nvitePartici pantRe f
i esTBF BRSO 14 134 SBF U nme_Tag Type . Details _.
nunt FPCABRFEFSat PonfETInEP i hg The ¥4 Gfcsheateeh sending
String 0 1 The id of the user seb®f e invite.
f r ofComicadiagiiemg 3St Stngn®01 1

toContactId 4 Stringl 1 The contact to be invited.

toContactName 5 String0 1
[0088] The response Codes returned in an

5 InviteParticipantResponse are:

¢ 100 means invitation denied
e 200 means invitation accepted
e 300 for other errors

InviteParticipantResponse

Tag 28
10
Occurs .
Name Tag Type minmax Details
resultCode 1 int 1 1
resultMessage 2 String0 1 Message for the user.
conversationId3 Stringl 1
contactId 4 Stringl 1 The contact who was invited.
contactName 5 String0 1

AcceptInvitationRequest
Tag 29

Name Tag Type . Occurs Details
min max
participantIds 1 Stringl unbounded
participantNames2 Stringl unbounded
conversationId 3 Stringl 1
fromContactId 4 Stringl 1

fromContactName 5 String0 1



toContactld 4 String 1 1 The contact to be invited.
toContactNane 5 String O 1 [0088] The response Codes

WO edoaos®ad i N an i nvitePartici pant Response ar e: PC1/0A2006/000704
means invitation denied 200 neans invitation accepted
300 for other errors InvitePartici pant Response Tag 28
Cccvurs Nane Tag Type minmax 3getails resultCode 1 int
1 1 resultMessage 2 String 0 1 Message for the user.

conyedsald onld 3 Sgriggridndicoptactid 4 String 1 1 The
contact who was invited. contactNane 5 String 0 1

| ccept I nvi tat i onRequ@gebt Tk 32 iGRREESoAREE Tag Type .
Details mn max participantlds 1 String 1 unbounded
parT3€iPhnt Names2 String 1 unbounded conversationld 3
String 1 1 fronContactld 4 String 1 1 fronContact Nane
5 String 0 lmessage 6 String dedufiecept

| nvi t at iNamResponTeg TRYE®0 Tag TyRetaibst ai | s nun

max participantldsl Strin unpboungded
o) rticipa%tldsg Stringgl uﬁ%oun ed

conversationId2 String 1 1

accepted 3 booleanl 1
message 4 String 1 1 review
LeaveConversation
Tag 31
Occurs .
Name Tag Type Details

min max
participantIdsl Stringl unbounded
conversationId2 Stringl 1

contactId 3 Stringl 1 The contact who is
leaving the
conversation.
5 LeaveConversationBroadcast
Tag 35
Occurs
Name Tag Type Details
g minmax
conversationIdl Stringl 1
contacted 2 Stringl 1 The contact who is leaving

the conversation.

[0089] The following tables indicate message sequences
for ©particular operations. Italics indicate optional

10 message packets communications.

Login
Device Server
LoginRequest LoginResponse
ContactListUpdate

UpdatePresence {(for all contacts in
ContactListUpdate)



conversationld2 String 1 1 accepted 3 boolean 1 1
message 4 String 1 1 review LeaveConver sation Tag 31
w@eoocios? Name Tag Type . Details xnxn max PCT/CA2006/000704
participantldsl String 1 unbounded conversati onl d2
String 1 1 contactld 3 String 1 1 The contact who is
| eavi ng the conversation . LeageConv brsati onBroadcast
Tag 35 Cc cuirs Name Tag Type . Details m ximax
conversationl diyegkgb8g 1 1 contacted 2 String 1 1 The
contact who is |leaving the conversation. [0089] The
fol'l ow ng tabl egi il GlgeBE?RaASorH baRGBACES"
partl cuI ar operations. ItaI ics indicate optional
Jackets conmung LNns. Login Device Server

L tL R tL t Updat
Og'<? qbuei?ﬁ Og%grezlﬁ\@%&ug@fac g PEE
Co rﬁ%?‘ﬁ‘ﬁ%ﬂﬂﬁ&ﬁ%?% s SW@%PBRR%H% / Response

SeRerRNESroupRequest  RenameGroupResponse
AddContactRequest AddContactResponse (if authorization
is not required before adding a
contact)
RemoveContactRequest RemoveContactResponse
RenameContactRequest RenameContactResponse
MoveContactRequest MoveContactResponse
or
RemoveContactResponse
AddContactResponse
BlockContactRequest BlockContactResponse

5 Adding a Contact*

Action Device A Device B Sexrver

A invites AddContactRequest AcceptContactRequest

B (to B)

B accepts/ AcceptContactResponse

declines
AddContactResponse
(to A)

(*Only applies if authorization is required before adding
a contact.)

10 Inviting a Participant

Device A and B are in conversation.

ActionDevice A DevB Dev C Server
A inv InviteParticipant InviteParticipant
C Request Request Broadcast
(to B)
AcceptInvitation
Request (to C)
C acpt AcceptInvitation
Response
InviteParticipant

Response (to A, B)
Leaving a Conversation

15 Device A, B, and C are in conversation.
Action Device A DeviceDevice Server



Devi ce Server AddG oupRequest AddG oupResponse

Renmove&G oupRequest Renbve& oupResponse
wRervaneBsbupRequest RenanmeG oupResponse PCT/CA2006/000704

AddCont act Request AddCont act Response (if authorization

is not required before adding a contact)

RenmoveCont act Request RenoveContgct Response

RenaneCont act Request RenaneCont act Response

MoveCont act Request MbveCont gct Resgonse or

RenpveConfaciipapapsg: fgfdCont act RegRpENEBonversationBroadcast

Bl opkQant act Request Bl ockCont act RespqrgegAdgj ng a

Contact™* Action Device A Device B Server Alnvites

Add ct Re st : R S to B

cc BN B IER R, ISR ek & Phell protocol
Ad dconisadisResponsia £ feperdeq * Bmbyg appei gxrdvifously described
authorizat.ign i s re uiE@p bef ore adding a contact . )
VPO G o PRFEFRERS DAL PG R Snd B are in
conversation. Action Device A DevB Dev C Server A inv
3 nvIQ@&HEr t i cApant SametiimePar t conpaeit C Reguest EReqjueststring

Br ogggraeséen(tta%igkséccept I nvitation

1. loginid, e.g. yyipl. This is unique and not

modifiable.
2. userId, e.g. CN=Yvonne Yipl/OU=Test IDs/O=Ontario.
10 This is unigque and not modifiable.

3. name, e.g. Yvonne Yipl/Test IDs/Ontario
4. nickname, modifiable by the user who has the contact
in the contact list.
[0092] In the IM protocol described herein, a contact
15 has only a contactId and a name. Generally, contactId
means the Sametime userId and name means the Sametime
nickname, if it exists, otherwise it means the Sametime

name. The following clarifies the various cases:

Name Prq;ocol Sametime Field
Field
LoginRequest userId loginId
LoginResponse displayName name
Contact name nickname if it exists,
otherwise name
id userId
AddContactRequest contact loginId
AddContactResponsename nickname if it exists,
otherwise name
contact loginId
contactId userId
20
[0093] In terms of IM conversations or chatting, the

Sametime server keeps track of conversationIds for multi



Request (to C ) C acpt Acceptlnvitati on Response

I nvitePartici pant Response (to A, B ) Leaving a
w@wves®ed i on Device A, B, and C are i n convRCEHaA2®000704

Action Device A Device Device ServerB C A

LeaveConversati on LeaveConversati onBroadcast | eaves

(to B, C) [0090] The foll ow42g di scussion notes a

few protocol variants for differences anong the

pr aydaligipadescr idiedscomepigi al enter pdesecéM seer@ss the

. [0091] A Sanetine contact has four strjn

r eFUBERSALAIORSD: 11 | JYesiage epﬁ?k9§ipT?é%Th?§)is but  the

uni it Netrvadifiiabl @mozelsier |hd erdb1yCNAYMON@ENU1]l in

Yi pl / OU=Test |Ds/0=Ontario. This is unique and_ not

nodP¥ace| @f the eemyersatdonidonine ayiMassrest packet (Tag 26)

9 Ds{ R0 f - 181 G, dDdibiabl&s byrhbe susgEimbo server

has the contact in the contact [ist. [0092] In the IM

pr ovbb| rgmembebedanvdr aise, sheonturiensasionly afield in a

co | a qﬁggz Gen | y,2egoNt ans e :

Sagg?ﬁﬁgﬂﬁgggﬁd a ﬁ%ﬁe ﬁ%%%sygﬁg'Saﬁ%%%ﬁgﬁﬁicﬁﬁgﬂe,mU1tl

i f pParwbdiglegt ot her wi skessagiwans t he Safmeltie name. chat)

Thexrﬁgée%aaqcg{oaﬁ%&%@?ﬁgg%gogaeigys (£45°84) PLO! cp! bged in

Nane Sanet1 me e e ogl nRequest™ user!| d | ogi nl

10 Sametime. in terms of InviteParticipantResponse (Tag 28),
Sametime does not let a user reject a conference
invitation. Therefore, the inviter will receive no
InviteParticipantResponse if the invitee rejected the
invitation. However, the device lets a user reject the

15 invitation -- in that case, a rejection message is sent as

a Message packet (Tag 26) to the inviter.

[0094] The following represents an index for Sametime

Status Icons representing presence:

Status Icon
Offline 0
Active 1
Away 2
Do Not Disturb3
Idle 4
20 [0095] The following represents an index for Groupwise

Status Icons representing presence:

Status Icon
Offline 0
Online 1
Busy 2
Away 3

Appear Offlined
Idle 5



Logi nResponse di spl ayNane nane Contact name ni cknane
if it exists, otherwi se nane id userld

wedaQostoert Request contact | oginld AddCont ac tReFpAR®E/000704
name nicknanme if it exists, otherw se name contact
l oginld contactld userld [0093] In terns of IM
conversations or chatting, theg3Sanetine server keeps
track of conversationlds for nmultiparticipant chats
only. The device sends the conversationld in a Message
packaiseliTag 26) LcbUbeiterSar@idnTelRemoy dsériveri geeeeves a
it and reply with a null in place of the )
coMRMeContaRFBeARESE Messagé tpacket TESRYPHB) al t Hd&Gh a
it RemdRIkBEadERESSBHdEdthdhe sSapBEC SR £RIReBborke] if the
remenber and use the conversationld field in a )
MMk sskye Pactensivttag SEPerHosRver 1t ForefRPREs with a

panidfddRathcPRESSGdW, (mul ti chat) _
I nvitePartici pant Request Broadcast (Tag 34) is not used

in Sanetine. in ternms of InviteParticipant Response
(TabPOH), safBei ARl HRIENh HEPrEFeRtssp +féeé&tfooar LCS Status

CONf &I BNGRp-BYELBI hPhrebaBrBE Ore, the inviter will
receive no InvitePartici pant Response if the invitee

rejected the invitation. However, the device lets a
user reject ERBERHvitati oFSOR in that case, a

rej ecti on ne9ffgenés sent tas a Message packet (Tag 26)
to the invitenlifh®094] Thea follow ng represents an

I ndex for Sapakiyne Status 2 cons representing presence:

Status lcon gbfkiger GGt ive 1
4

Away

On The Phone 5
Out To Lunch 6
Appear Offline?
Idle 8

10 [0098] Fig. 7 is a flow chart of operations 700 for
configuring (sometime referred to as provisioning) a
client device for IM <capabilities. At step 702,
provisioning data (e.g. a software build of IM application
instruction and basic data components is received by a

15 client device (e.g. 202). This provisioning may include IM
configuration files (e.g. 409) having graphics, text and
definitions of respective IM server capabilities. At step
704, a service definition is received by the client device
defining services of the client device (e.g. user

20 definitions, data or data and voice service definitions,
enterprise configurations and policies, etc.) including an
IM server setting with which to define a configurationID
described above. Optionally an IM configuration file may
be provisioned at this time. At step 706 the appropriate

25 configuration file 409 is determined using the



Away 2 Do Not Disturb 3 Idle 4 [0095] The follow ng
represents an i ndex for G oupw se Status |cons

WO e@res®d i ng presence: Status lcon Ofline 0O EXi/CAZ008/000704
Busy 2 Away 3 Appear O flined4 Idle 5[0096] For LCS
servers, when the LCS server receives a
MoveCont act Request, it responag wth a
RenoveCont act Response t hen a AddCont act Response, if

t hecdMiQuiratSUAEES Sindl - 2 Reepl s, t inewRendiivhtioms are
MoveCont act Response . [0097] .The fol | owi ng represents

an FORFBICERSr eSS St I@&Yécﬁeprléser?ﬁcﬁﬁ pRetenwath the

St addtsi deeRrGEE bR & dlgeBerin&usy 2 Be Right Back 3
Away 4 On The Phone 5 Qut To Lunch 6 Appear O fline 7

Y A R T R A
2 Cangnigo@evise fRmagbhgapabidontaes. Aststep 7Béhalf of a
particular client device (i.e. for an enterprise user
thereof). Operations 800 represent steps to receive client
requests to manage (i.e. change) a contact 1list (e.g.
group or contact entries) (step 802), update the contact

10 1list (804) and maintain an associated etag representing
the currency of the contact list on the server (step 806).

At step 808 the IM server’s etag value is provided to the
client device in a response to the client device’s contact
management request. This etag value is persisted by the

15 client device (not shown) and returned in any login
request by the client device as described with reference

to operations 820 of Fig. 8B.

001001 At steps 822 and 824 of Fig. 8B then, a contact
list is defined by the IM server and etag value created by
20 the server. These steps 822 and 824 may be performed upon
provisioning the user’s account on the IM server and
represent steps prior to a first login or steps may be
represented by steps 804 and 806 for subsequent logins.
The client device login regquest with a client device’s
25 etag value is received at step 826. Automatically but in
response to the currency of the client’s etag relative to
the server etag value (i.e. if not equal), following a
(successful) LoginResponse, a ContactListUpdate message is
sent to replace any client device persisted contact list
30 410. Further automatic messages may be sent such as

UpdatePresence for any contacts in the ContactListUpdate



provi sioning data (e.g. a software build of IM
application instruction and basic data conponents is
WO eweiovsedd by a client device (e.g. 202) . Thi SPCT/CA2006/000704
provi sioning may include IMconfiguration files (e.qg.
409) havi ng graphics, text and definitions of
respective | Mserver capabilitgses. At step 704, a
service definition is received by the client device
def { sy sp)Vi cestrdr s s@lge8NinagebeC tlccBafle U§PE (Tag 26)
definitions, data or data and vol ce service
defPhiAGCERE CoBRREFRRTUSS to dRPE g8 ™ ons and pol i ci es,
etc.) including an | M server setting with which to
def j geLoa 1cONfTh U at & Ded R s CipirbRdr abpvewi bt idireyice to
an M configuration file nmay be provisioned at this
t i merovadisge pa 70 AUAEOdp PPYPTacRt e2RorfRFPALSEn $§T¥er and
ﬂo%armﬁéqherﬂwfﬁe Uglhdcbhecrrhi gl ati oghl}-@An@pat &t eBmart
8, I'Mcomruni cations are conducted by client device
|n ehas . daficeenti-shdehdMd Sppddcatioes Pavt eolimplemented in
desgrd HefdnL0QATh FLgs. pBAEeuh S&d%%ﬁgkb%oa@wﬁ devices
operati1 ons 800 and 820 P managi hg a cont
behetdh of @B parpéxsadnad cl |C@m>u§@V$ ce (iartordsor arﬁieSktOPS):
SN GORAR 1UALT TR CObhe. YA 855 AR ILPT ESLN network
eps o recelrve client requests to manage (i.e
1&ha¢rgmr)umaa¢mbast list (e.g. group or contact entri es)
(step 802), update the cont act list (804) and maintain

2N POSRF Rt CHn! ABUEPRESENIA0 i diUEheRCK-R! ibigndea to
t heb¢ Mesammvies somltag vEhoee i of psbil Hednt shehert| ment effect
AeVL L6 1L AEESPORSE: kL. ddiortel | CALaUOVILPLS G ATk the

managenent re ag va ue IS per3|sted by
thepa:d'tiimulaate‘embed(.memtShmml)ouandepertlxm@dflrmnaﬂ}.e scope of

0g equest_.hy the t..devi ¢ de i D
14r ef }Peen%ép TEperat i oﬁ%e 8% \EFn?at%g O‘[Seg; 35%‘1%1%%11& n
St efise 8Z2dnneéd8241 ofmd-i g_nt&Bdtsheno aovert aahd| i stbresce all

defi ned t I M server _.anqd etag value created b
sultabtiye c?xanges 1en technoq. gy.g y



the server. These steps 822 and 824 may be perforned

upon provisioning the user's account on the | M server
wana7nepsesent steps prior to a first |ogin orPGL/€As006/000704

may be represented by steps 804 and 806 for subsequent

| ogins. The client device login request with a client

device's etag value is received at step 826.

Automatically but in response to the currency of the

cl iwatdlniei:ag relative to the server etag value (i.e

if not equal), following a (successful) LoginResponse,

a Cont act Li st,Upda sa e

client glew cé gg%é‘?%@a c%ﬁ[n}n Itﬁ?i? ]totn%l(sl%ghggt &ﬁyrlsmg

aut omati ¢ nessages may be sent such as UpdatePresence

for any cont actsommnmt@@nsacsubﬁ}w@m efsrepc@mBinicating

O her nessag ype (Tag 26) or
Accept Cont ac?aequestaert “ﬁf%@%gﬁ%) [00101] Wil e

di scussed primarily with reference to providing a

Protocol betwren &R ent eppricatiser verfehd h&pBARTELNg M
mobi | e devi cg {1 &S S BLL cEDAPTs g_,t, phone,
client-side ications nay be 1np errentedln

accor dance W|th the protocol on other conputing

devi ces sucha&slpapsohed eoHpmErsionaplbps, fefestanfigpring
, Wworkstatiopge anq:ﬁ hea g1 ii%a"‘cqeﬁ' gUd f&mngl%tﬂi@ﬁkng with
conmuni cati ons . e above-descri be

enbodi ment s dnéfenelemmetso%eIMx%ﬁ?mt%;onnﬁ. Those of
skill in the art may effect alterations, nodifications
1@nd vari atiogs é%\;ﬂ:ﬁe paéfirﬁtﬂl% eghadi ARRLS élV' tolﬁ%Utof the
departing fromthe scope of the application.

subj ect matt évrdescrafbed™er SEAVEHRS t h@itBei t"é't%céll aitge IM
intends to c &brage ald SHLhAM A ARANGEReldby ¢
t echnol ogy. V‘%ﬁSFléle Agc lient data conmmuni catleonsy °
devi ce conpr d@ﬁ:ﬁgmllaec@hﬁume@@?peh‘s;esm@@@tnéﬁtﬁmﬂ file to

comuni cating. (13t 2,10 @k M §8bYSlation.

15 2. The device of claim 1 wherein each configuration
file comprises definitions for configuring the look and

feel of the IM application.

3. The device of claim 2 wherein each configuration
file further comprises definitions specifying the server

20 capabilities for the IM application.

4, The device of claim 1 wherein the IM application
uses a generic device/server protocol defined for
communicating IM communications to different types of IM

servers.

25 5. The device of <c¢laim 4 wherein the device
comprises a contact list stored to the device and wherein

the protocol exchanges between the device and the server a



an | M application for conducting | M comunications via

the I Mserver; at |least two configuration files for
w@enf7iogiesd ng the | M application for comruni catPELCALA0k000704

different types of I Mservers; and a service

definition specifying a one of the types of |IMservers

with which the | Mapplication47 to communicate

thereby to determ ne the respective configuration file

tlo Wf‘b%ﬂeé cjéﬁrﬂe&sﬂh&ppltifh_éab'eeﬁ_eth? fféﬁré&éﬂtﬂ&t@‘ currency

cl ai erein each configuration file conprises

et Phi ERBnEORHACE ot G P G G CaeCr GBF ot epaver to

| M g@bideatdrompddted Thentet g sef ial abspenydiedeia) dagle to

configuration file further conprises definitions

speth® VT HFHRE - server capabilities for the I M

application. 4 . The device of claim1l wherein the IM

appl i catg.on ghes Qegbder ioE devate/ SBr whierpint ocld protocol
defined for comrunicati 3 INIconnunicatiogs to
fE d

n .
di fFREEISSypédass FRFsefRA@AEd gonty e It provided
Cl ah it dnariRfaai i}, t hef deybEasARNr i S8S 2e§PMACt dd Sta  login
stored to the device and wherein the protoco
exchETReEd ‘bet ween the device and the server atag val ue
defined by the server to represent the currency of the
contact 1. st Theer @byide®d idfst elgimt e MWMesetiverth® protocol

rovi de, an updated contact list in response to _a
G SRS 6 o G WA, DIRRPAR | L BPaER P igr contacts
whes£i Bhéhappaeédcebnepeci fias idhapréhpidipdaithatically in
contact list is Eroyided automatically, if necessary,
i n FRERUISe 02l PR S on. 7 . The device of

claim®6 wherein the protoco
8. A method for configuring a client data

communications device for IM communications:

15 storing an IM application to the device for
communicating IM communications with an IM
server, said IM application using a generic
device/server protocol defined for communicating
IM communications to different types of IM

20 servers; and

storing a service definition to the device, the
definition specifying IM communication service

to enable the IM application.

9. The method of claim 8 comprising storing two or
25 more configuration files for configuring the M
application for communicating with different types of IM

servers.

10. The method of claim 9 wherein the service



speci fies that updated presence information for

contacts of the updated contact list is provided
wa@eioonetoszal |y in response to a | ogi n sessi on. PGI/CA2006/000704

met hod for configuring a client data comuni cati ons

device for I M conmunications: storing an IM

application to the device for 4gomunicating | M

comuni cations with an I M server, said | Mapplication

US| ¥ ihigeBar kpediliee/semeebfptabotpbesiedt M deatvers with

communi.catjng 1M co nications to different types of
IMn‘?slg‘r rg%lear}'tlfI s?%?%‘?%%’erﬁ c &°def PSR o ‘fel?\eereby to
devigxarniine defd niddprtipecidopifigukdt tamebieatboronfigure
service to enable the IMapplication. 9 . The nethod

of 1%ith 8PROAHRFL ™y storing two or nore

configuration files for configuring the I M application

for commini ceheng wethodli f fef entclaipes dfd | Muwberedéns . each
10. The met hod of_.cl aim 9 wherei .he . . .
ser{Ate g PRort éﬁe c‘f‘?“?p§§sﬁsor%ft&PlFﬁ8nf ypeE genfeuring
seryes siodkt BnwhE€él tde thd apphpsbidaions to

communi cate thereby to determ ne the respective

configuration file to configure the |Mapplication.

11. The ]%et héBeof E‘FE\#‘?\‘?lO er ef Jé‘}alchahlf,iom‘iw §ifon ach
fi | orcliguriagesndef ifiillel onsfirthegonf i @mpgrigekhe |defiinitions
and feel of the IM a\%)l i cat The. met hod o

e O Lon, 12 . L
1&| FRRAUEYARSr ERR 38T %Wﬁbﬂﬁéﬂ% fq1 &bpyffpgpplication.
conprises definitions specifying the server

capabi | i13.es Ther mébikod MBapfldieas aherédn e Ietdpd isfation
| A St LI LSRG 803, SOBABELER cor nu
C ONEHtinAlda®isnandniheheiraih hengr proestoexehaigr®s between
betgﬁguwdevice and the server a tag value defined by the
15 server to represent the currency of the contact 1list
thereby to instruct the IM server to provide an updated

contact list in response to a change to the currency.

14. The method of claim 13 wherein the protocol
specifies that the wupdated contact 1list is provided

20 automatically if necessary in response to a login session.
15. An instant messaging system comprising:

an IM server and a plurality of client devices with

IM applications;

a least one computer network coupling the IM server

25 and client devices; and

the IM applications of at least some of the clients
and the IM server are configured to use a generic

device/server protocol defined for communicating IM



the device and the server a tag val ue defined by the
server to represent the currency of the contact I|ist
W0 b@reksped o i nstruct the | M server to provi de BEI/CA2006/000704

updat ed contact list in response to a change to the
currency. 14 . The nethod of claim 13 wherein the

prot ocol specifies that the upgated contact list is

provi ded automatically if necessary in response to a

| 0gi N se®%MAAicdbio¥) Hghidfbr &S SAgds] ofy SMeservers.
conprising: an IMserver and a plurality of client

devices with_] M applications; .a | east one.c ut er. .
ot wor & MooupfPRy SRR e kg fg 898 efe ST 35 wnerein
t heedd¥l affpltheatictoneast @dmd edsiensodevotes heonglrimeiss two or

and the I M ser fi d_t ' i
deVI¥s scFPREBIEOU! derihiEd (67 comBnicatiig e ™

3 Megipifiatabhofrt otinuhetebing yResh 08if Msait/etppesl6of IM
The i1 nstant nessagi ng system of claim 15 wherein each

of I$e'SH® I east sone client devices conprises two or

nore configuration files for configuring the I M

appl i cati7an frhe tnsvani asddsagingt bydtéh esendldiypas oherein
IMservers . . 17. The instant nessaging, system of cl.aim

16 ST oPh &HEn B LABSGL SPBSSCISNE AISENESISAEIISes @
cor@éxfxﬁifefe %éﬂﬂﬁ%nd@phdﬁﬁlf&(iﬁgsme%ﬁe/i 69 ahenecygfes hef IM
types of IMservers wt ich the | Mapplication is |,

1q o SRR GRS (WRT@bytho dbi GPRIAEAEHRA 1 68 paet jSRRmunicate

CONfRPHIARL 11 dddeBnlifeCRRbi ddEBetbiBrd MaPRlgGakiBA. file to
18. The instant nessaging system of claim 17 wherein
eactPriorgirguitaei &4 49&&%Q§§ﬁﬁﬂises definitions for
configuring the | ook and feel of the I M application.

19. The iigist ank ARSEAGH NEesuLtial 8fsebmi FF 151 aere fvherein
each I Mapplication is configured to store _to, the,
cl i eafgh configuration file comprises definitions for

15 configuring the look and feel of the IM application.

19. The instant messaging system of claim 15 wherein
each IM application is configured to store to the client
device a client’s respective contact 1list for IM
communications and wherein the protocol exchanges between

20 the client device and the server a tag value defined by
the server to represent the currency of said contact list
thereby to instruct the IM server to provide an updated

contact list in response to a change to the currency.

20. The instant messaging system of claim 19 wherein
25 the protocol specifies that the updated contact list is
provided automatically, if necessary, in response to a

login session between a client device and the IM server.

21. The instant messaging system of claim 15 wherein

the at least some of the clients are coupled to the IM



device a client's respective contact list for I M
comruni cati ons and wherein the protocol exchanges
wheioreetnes he client device and the server a tapCwal®6/000704

defined by the server to represent the currency of

said contact list thereby to instruct the | Mserver to
provi de an updated contact |isp in response to a

change to the currency. 20. The instant nessagi ng

syséd @ vahabhMyilfe WY @ichmbiAec R r0GRItwsRRCi fi es that

the updated contact list is provided autonatically, i f
necessag%% in response to a Iogéa sessi on _bet ween

client i c& and“TTRYYY ser TEFIARIE ThESRAYR ant Scmprising
Messai M tSakerRnal d@ltal Mhlehwheka Rxebatad bgast masessor
of the clients are coupled to the I Mserver via a

wi rafaRs dmetienkt | GPTRERRERKkIODD . deinfuttq communicate

g eaﬂ@éﬂa@lmégag%gprom) n&dna@hwgu&q@ wi¢h dgha twhisdhver,
when executed by a processor adapt a client

conrifl darsitgustaens cand slagonadaPein® Yhes PARESRERS df ng
(I'M communications with an | M server, said

i nstructions and data adapting the processor to:



