; e3e&n&A@Tn N DI STRI BUTED DATA ARCHI VE DEVI CE AND SYSTEM 5 TECHNI CAL
FI'ELD The present invention relates to a data archive device and a data

archi ve system capabl e of saving digital data in a predet emmmmmmmmlmmn on
by the use of a network and extracting it when necessary.

specifically, the present invention 10 relates to a data archiwanﬂysten1
capabl e of distributing a copy of valuable digital data to a pluralit

| ocations on a network and retaining it for backup purposemmnﬂmmﬂmﬁﬁw
15 It has been widely carried out to transmt a backup of by,
for exanple, a conputer fromthe Qqother file servergeo@F the

| i ke, connected through a network so as to save the valuable data. If this
network is extended to a global wi de area network like the Internet, it

will be 20 pOSS'b'915@R§QM@Ebth@@t@Rbhqvﬁa@xv@b@C@nv1é#miwﬂld and
extract the saved data fromany place in the world as long as there is an

envi ronnent accessible to the Internet. However, although the conveni ence
of usegs inproves proportionateLyE@wmchmeygm@@rgenent of the scale of a
network to be used security will| 25 decrease inversely. To-be-saved data
usual |y incl ude&? ﬁr?9a%%nFn¥BVﬁaFﬂaﬁ SBOBLoPnEP VA dtare, S5ARLYReRaY ore

sati sfact egimy seadreht yrahﬁbebgygﬂsmr@ab&@lé hat senliyng hﬁqi&l’a&Oﬂlartﬁ guestion
who has de o%%ged the %& %H ent who has been ent t ed gy t he

person wit &%&EPF@ Sﬁa if?h 3P°AECS dFH8|%X f%%tln
conventi onal mdlwm reeraEH seer sy e LﬂpéCtJZfIrgiblm,ethEE kphaseat plmz)ézemon t hat

securi,jy i e fo) h
Rt B e R E
present i mfevr@laﬁbhasiltg@éralnﬁd‘éam e psirddriat oh lofca@s antd @n@r@%twkl t is

therefored%a(yggg;nfgg_ﬁpjgﬁe%%gkdéngﬁgéégbgo provi de a data archive
systemthat allows only a person who
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15 It has been widely carried out to transmit a backup of

data created by, for example, a computer from the computer to

other file servers, or the like, connected through a network

so as to save the valuable data. If this network is extended

to a global wide area network like the Internet, it will be

20 possible to save the data from any place in the world and extract

the saved data from any place in the world as long as there is

an environment accessible to the Internet. However, although

the convenience of users improves proportionately with the

enlargement of the scale of a network to be used, security will

25 decrease inversely. To-be-saved data usually includes private

information about individuals, and therefore satisfactory

security must be ensured so that only the person in question

who has deposited the data or only the agent who has been

entrusted by the person with the matter can extract the data.

30 Accordingly, the conventional data archive system utilizing a

network has a problem in that security decreases in inverse

proportion to the improvement of the convenience of depositing
data and extracting it from any place.

The present invention has been made in consideration of

35 this problem. It is therefore an object of the present invention

to provide a data archive system that allows only a person who



has deposited data or only a specific person who has been permtted to
access'data to safely access the deposited data froman arbitrary | ocation
and that does not require the server side saving the data to prepare
speci al devices and software. 5 DI SCLOSURE OF THE I NVENTION In order to
sol ve the above problem the present invention prepares a distributed data
archive device that conprises a verification neans for checking the
authenticity of a user, a 10 division neans for dividing data to be saved
into a plurality of parts, an integration/reconstitution neans for

reconstit Wina, iyl dedisaued 4t iy 0 alo8th ghBabcsisagl Gufatfali beena
networ k comruni cation neans for tra sferr ng t ata files divided By a
communi catdegmigriddel ageesrsnidadd &vorgfgdtvaatseser tepsdReepiiigdt Aetdata to
be saved, gng, andatigi FROAGAMRN: MBARS Al OF o £ @eUdhpE Mot @ AeRoy EQH/er
|nfornat|on that indicates a depository of the data to be saved and

dat a- savi i 9t SE&EM% thaf 8R kAt FOPEIRATT MSds 98 VdicrsdPrg Aefhearss t he
data tg be saved and the |ike when data-saving is newy carried out, 20
wherein the data to be saved is divided into a plurality of parts mhen t he
data is saved, and the div@%ﬁﬁFQﬁH%% %FeT%%c%NY$%ﬁ§$%rred to a plurality of
servers on a netwﬂ@earndoadcelxﬁ& shel b -edsavadnt, heheipre sand, iwhentibe data
to be saved is extract ¢ k)q:cagg to be saved éhat h@ﬁageggmdk§grgbuted
into 25 t K& PIUNE ity rsler‘%/eers 3 hat fiat Wor #° GRS has® beSRMEAVEE> t Rer ei n
is extracWeduﬁtqgmmmﬂaW@@sMﬁwrthecaana dh@mmWhnqml¢ﬁbynﬁiEonsamd &he
dat a- sgvi roc fear a e and
the di' 0l 0o BarT e A by ot G nd T acanstiTUrad Thte the Bt rornal Vfile.
and it isqfrovikkdE80 t *a uskErtegrat ko Fe¢eudtitet seral Waﬁnablef@ata

when the Ciaetc%dsstlcha@lc}?qﬂd@qu%a\yewe@ daPhurdld by Of 1 $ERYErSndIW bhes, in
order to solve the above oblem the present_invention prepares a

di stribut &d ‘®at & BPENPYE ﬂ%@?ﬁ%l?ﬁa%oﬁd%%??§é§”atﬁ%%ﬁ@%ﬁﬁ%¥%Fﬁ& fehAs for

readi ng/ wiitlidgddivatitalb3a d@tmurd 1 o Do @ ra tpertadt ee recoediadgpmedi ua  a
verifggation nean for cﬁggk the aut hen Vi Si on

t
roans 15 SOV FaFRG" RS ke o b G b iy et § 847
integratidhhrammnmdimm|@atﬂeaB§OB@momecam§nnmﬁuuqy(ﬁhﬂthM@aN@Ue@aaa into

an ori gingj ﬂ%@é%af%@ Hd %&t% g%t war §aQQWHBC§$£QDsg§§H§ {DQBCedure

transferrin afi communi cat 1 on oco

det er mi ned refore tdisra t@@rtvéﬁgllr%éésﬁn@ycilﬁél@awame@h@@ @5%@6 Hid &°data

nmanagenents S{RaNSafQr thecartengytad agdeposat ony haf oraimty ot thadq i pdicates a
dep05|tory of the data to E&fsaved and (dat, saV| g prgcedire i nf or mati on
Sshved®

that iPRdi CHFEiP 8PGi G Ty tRethsa Ve +hes htY tHePfTke 10
onto the pordrabtaer etotali ng nedlvedn Waer daba- @awun@xiSpaembyexmaréadhout

The preseq; |n%§£%%$£df8;$3pau §t£|bute%ervea h|ve gy&égk %Q&také nade

up of this i aParchive’devi &g, rtab e recordi ng nedi
a networkduﬁﬂrquﬂQﬂéﬂ&ﬁ%ﬁwﬁhqkﬂen5eﬂvbraﬂmmheﬁ€1ﬂatwhé@ bresdued is

saved, the.. 05 faldy f ¢ heqsaueds i dividednhintion & I ALY 86, RRr Laebn

accordance W t epository information and the data-saving
pr ocedfr e Ghff d?hatd bh- Y haf ﬁavéeséeﬁnr &6 A&t e 4 e pdr abPecreddrafing

nedi um  and\d:he diMd deg pasisd are gashbrasansigitiedche theaphupakityrof
servers Onlr;[fhoern?aettfo\or{ Ia<m tq'xeagieezta—saving procedure information that have
been recorded when saved, and the divided parts are integrated
and reconstituted into the original file, and it is provided
30 to auser. It is difficult to steal valuable data when the data

is divided and saved in a plurality of servers.

Further, in order to solve the above problem, the present
invention prepares a distributed data archive device that
comprises a reading/writing means for reading/writing digital

35 data from/onto a portable recording medium, a verification

means for checking the authenticity of a user, a division means



20 di stributed/saved therein. Wereas, when the data to be saved is
extracted, the data to be saved that has been distributed into the
plurality of servers on the network and has been saved therein is extracted
in accordance with the data-depository information and the data-saving
procedure information that have 25 been recorded on the portable recording
medi um and the divided parts are integrated and reconstituted into the
original file, and it is provided to a user. According to this system it
beconmes possible to access the saved data froman arbitrary distributed
data archi t,0. t t S t rtapl e
recordlngIﬁ%ﬁ?ﬁﬁbﬁgjggggﬁg%q%fﬁﬂ %gm%§e¥9{ O%‘%%%ﬁ%}?éy P% ﬁgrggérgg
carrying aﬁﬁﬁgﬁﬁﬁMﬂfﬁﬁﬁﬂqnﬁt¥ﬁkﬂﬂQ& a Megpyy di §Rr t harefeBdEdsuting

dat a- depO%hRﬂk%kﬂ&QﬁﬂﬁiHQBa@ﬂ@t&%&ﬁo%?&hﬂQlQ&Qﬁfﬁ?ﬁ%tbﬂfPI@aEﬂH@tw&?ﬁ user
can extract desired archive data from any | ocatlon by in an

ar bi t r ar y SO isiatePr3geaasat aF dhians ifeis i EBﬁn@%FédﬁtJﬁﬁ% I@évﬁéite\ﬁo]iak

Furthes, a pprRgHnegdishfeedtatdl dee producednbhgaid®arRe rFersl REcNRGYPLi NY
data is added, and a plurality of divided data to be saved are formed in

such a wa} d?Bap%? {5 AFYRE e?f&‘iifpfiiaéﬁ BRRAF R YL Saveleaatrding
di vi ded bwatﬂmedapugmymamarmat1ahtemaatun\cajqatetsoapﬁ;t@$mcbﬂeodfl ¥hei on

ft th L Q- be- d5 d t ted d t hi c, k

't or mat i GRSna RS 19905 T M 3L FEUbt™S dFEGrEI TRt | o QERF bbeTohnaF e
recorded dsdileteast a- ds:amdtgigm@ctéw efittfodatiti om Hey stheddata trhnaenagbaent
means 4o and,, . ac¢erding Lo, the r.ecanded géﬁﬁmS@MEHQdQEQCSHUﬁgg'Q oailon,

t he |n?egrat|on reconstituti on nean reconstitutes t I"VI daalnto
t he ori gi galrrd&da aut -sJéte PAREeHs v e ¥ ni Qes |@1t<ég$%1ﬂ}®%taﬁt@@t@ he

saved i ndigdduale diutdpd Kiat a ahgqdags vt e 97q1 A @htadd ek atenpeeform
t he decryptl an after the divided data are integrated. The encryptl on of the

i ndi vi dualdedizicdedt dat XIRHEELS t TECPEALHAt M Y E knéw PRV OF K gi #A1C dat a,

and ther efpan@aihieneot sdsthsicantdral, | yhoeef aarwidratcha fathive sghaagectme! | be
cast t he data eventhouéghth .data s retaine ap op n network 1ike
: 2 E8hhhy 6

the | Mer M6 Fut t Rer S&VF vﬁhsen thedadt ANitS shvid tan]%tsadﬂ%d
accordi ngato@oero@lmwn wikde athanyi&tta}pjevxdsmuttcheytaﬂtf@maa\tecbrdataadZOths

di vided Ol SAGLYR ga%%f [ 18 Y5500, Bhakondikl Aed,alLep bbE on

encryptlon ata addition ru € I's recor ata savi ng
proceduretlhﬁf BPEBREPOR b?CPﬁélﬂatIaeﬁ“awage@m]ttfrﬁaalﬁé’lqmpéasis afiencadle dat a

is extractedndthe Ay €at b 1hatl hag Jreen raddadomhel the Wdataahg saved is

removed at .a 25 prede erm ned step ere the saved divjded data are
i nt egfat eﬂllﬁ‘rtrd%’éﬁifﬁt Vféjc&?‘&lrﬁg}“t o"PRECASY a¥RENi TRE g dCr BENF YRRt i on,

conpl ete rlecalststnatcmteldon th@engatabe cabbi eaeddbtehausle:;x@fbééne dhser vientéon of

he d f I d
are decr v g%t atﬁg ere]FOSFeoa:ré:gggsecurﬁ?Ill %hg% iR tsb te:/\}/%gn 7S save

are decryp , i rove e saved
data are s;tl'l@Ir@nn Fi@r tehxdrradtfed hien chmqietbrdaa aNJaﬂe tslaa/e@latm—faemm*adHYy of

data ser Ve ihid:G hebng cpizowh ec D peduadanays Lhenof L ok nsla dat e can be

reconstltute omthe data o ot her normal servers even if one of
the déba @@W@F@C@%}@@ddﬁhﬁhelEPPB*Sa}éb‘hQ—”e&é’rra’tlin@nm@@lPﬁe Fnggtthendivided dat a

server 't@%&&fﬂgﬁé fKW@bréi@&eﬁkﬁkéb@ﬁ%@gtd@b@ ﬁﬁ@@ﬁ%ﬁz@Y§b@ﬂhﬂsf§Péer 4
and it is provided to a user. According to this system, it becomes
possible to access the saved data from an arbitrary distributed
data archive device connected to the network as long as the

30 portable recordingmedium is carriedwith the user. For example,
if the user is carrying a recording medium, such as a floppy
disk, that records data-depository information and data-saving
procedure information, the user can extract desired archive
data from any location by logging in an arbitrary distributed

35 data archive device connected to the network.

Further, a pronounced effect will be produced if a means



Preferably, an I1C card with high security is used as the portabl e recording
medi um-nmenti oned above. This nmakes it nore difficult to read or copy the
dat a-depository information or the data-saving procedure information
recorded thereon, and 5 therefore only the owner of the IC card can access
the saved data. The distributed data archive device nentioned above can be
realized by building a dedicated programinto a general purpose conputer,
and such a dedi cated program can be 10 distributed by recording it onto a
conput er -readabl e recording medium If the dedicated programis built into
an arbi trapy ggaeral Al Base eonpuies thal £a14e,4000e¢! 8dfodaba, gervers
t hrough the network, this general purpose conputer can be used as the

di st ri but & Pats@vathred et dnageol ¢i Maytars CLROPFeEnthesenayeption, and
it is possirRles tRcaGLaSS-dhfsaMed datd sudst ant ERLIYL JTLM ARk brary

| ocation as long as the portable recording nmediumis carried with the user.
BRI EF DESERIPTIreN e loRARCNESIERg. thesdaviehenatfEcgehbpatodPaniageof a

di stribut gddat asaeebirypteyst andt Batpksgeapheabediynentoofhathén and the
i enent data recorded ona

presentinvention. Fig. 2shows, an exanpl e of na
Dor tabl o faksr HiAG T rGHOre. S5Ei g1 c BTRELOT{ Qrihir t 1 Show TG °ChE SGPerat | onal
fl ow of adhst dehuteddahg arobiderdevncerbakiign Hyhohs aatexanpsgemenwhi ch

period linpitationinfornationi s added to each,divided file to tained in
adat a ser9§9p§0FF§¢’5agﬁgﬁgﬂéﬁJg%%ﬁbe%‘%%ﬁb ?%ﬁ\éé&é’ééVlné pchégure
save- dest iindirgwitifoor,mat i oblie added tegreadlendingaged tfiitug itam be rmeansed in

adat a,ger yar. Fi-g.; fghans nang waehedgiar@rn@&wtoﬂ%g%g# st hgr@sagw NG

savedestinationi nformati on shown in Fig. 5.355 DE FO
OUT THE | RVERY| TN tolpepasire ERBoth reara H ertaltepadiecsernpadinehridtat he

present i pvyenlye@nqawichl ake desekihed. oFi dal1leckfadisehonmatibcogenstal cgdsaw ng
of a 5 distributed data archlée system according to the present invention.

A di stri bQEEF YRS Nar BAIEPE dEPFcedlViideGnedPhat §E?ve§n5§gﬁaﬁﬁ?n efBfent of

thi s archieversystiem ogndhbasnaifiackiloditvodedt debadaskesdi dadiaf f nealt

pl ural j of dat%}servers 2.(kn 1,. 2a, -2h t hrough a_ net k 3. A
r

I ig.
portaﬂ) anfﬁ? F2Y enarﬁ%élnal((ﬁ)tg’l : SethR5eEPeg t|2n(r:1€%roe tReS W3t l%{\ﬂ

1am can I NSer fibtted” dat a
archi ve devwi Leaid thandy fuhrén vichel ahow e-idenb¢ ored &urdts datd sveer flovoneld, t he

di stri but ededata-anchine deneen AbAde Rl & el ngn fedhom 10 vork
|nterrelate§Iy wi th each other. As shown in Fig. 1, the distributed data
archi ve devi ce Further, if, when the data is saved, dummy data is added
according to a given rule at any step when the to-be-saved data
20 isdividedor is encrypted after thedivisionor isdividedafter
the encryption, and the dummy data addition rule is recorded
as data-saving procedure information by the data management
means, whereas, when the data is extracted, the dummy data that
has been added when the data 1is saved 1s removed at a
25 predetermined step where the saved divided data are integrated
or decrypted according to the data-saving procedure information,
complete reconstitution cannot be achieved because of the
intervention of the dummy data even if the saved data are
subjected to a furtive glance and are decrypted, and therefore
30 security is further improved when the saved data are stolen.
Further, if the divided data are saved in a plurality of
data servers while being provided with redundancy, the criginal
data can be reconstituted only from the data of the other normal
servers even 1f one of the data servers goes down. In

35 consideration of the fact that the data server itself goes down,

this distributed data archive system is safer.



15 1 is made up of a reading/witing neans 11, a verification neans 12, a
di*vi si en/ encrypti on neans 13, a decryption/integration neans 14, a data
managenent neans 15, and a network conmuni cati on nmeans 16. | ndivi dual
functions of these neans are described later. In order for a user to save
data utilizing the 20 data archive systemshow in Fig. 1, all that is
necessary is to give the to-be-saved data to the distributed data archive
device 1 in the formof each file. Fig. 1 shows an exanple in which three
files F1, F2, and F3 are given to the distributed data archive device 1 as
t 0- be- saved dat? égé?g ”gﬂieltceg)é @%i&ﬂehg?ﬁtéé@%%d@ %saerocia' Vf-‘ﬂgev' ce
1 can be realized ding a éicated software program

functi on dé@@ﬁ&dédrpapéﬁlmﬁ maﬁ#PmH@ﬁntﬂﬁﬂédaa@%W%réiJﬁUﬂ@é§@ ésnparer

provi ded \ehtffh%&irtl v Wizl wsedobor tﬁepQéEébB@prg@QngyngnﬁEth%339 ofn the
ot her hand, the data servers 2 are each made up of 30 a nmain server 20 and

an externalesﬁ@@ﬁﬂ?%EEngﬂﬂ¥%§?4ﬁ¥%ﬁ%ﬂﬁp¥ﬁﬁ%ﬁ?% %%ﬁ@r@?ﬁtﬁ%eB?HFal?P9 of
dat a s§rvehsréFordb.oand 2@ thneugh it heenetweekd3caacoedipg tReasaved
predet er mi ned data-saving procedure in the formof each individual file.
Nhnagenenpa&éta that indicates a data depository and a 35 data-saving
procedure is Sch@ddiﬁmftmmtmmtdﬁﬂaaamunmuhlugmnmm m&ni@oh@ﬁ eackef the (F1,
F2, and F3, in the exanple of .the 6 re s Jheen saved |n t he
dat a servg’res rfaa,ljzzbefa(g?% 5‘&.11?—'mg 2 dIETows atr?)de anﬁre%of Hehagefent*dat a
recor ded @mrprmesepocbalpmerrecoaddngswehm LA deMQ@mmraﬁrol den that is
accessjbl t4d I pas. de auIRg A P }
portaﬁPe ?%%%r&mﬁ&' Q?J%?%%%ﬂﬁg lglgﬁﬁaer ?W? storf% nang eﬁgﬂtgga a for
each fulemeﬁuumwrkﬁ GhﬂrﬁﬁﬁNQﬁQQQaﬁﬁﬁﬁﬁﬁﬂm#ﬁ @%ﬂh@rlnﬁ%ra@xaﬁBFErarh t he

exanpl e ofy Fle%a12putrg6%% tohgersrrapiesent sd asnfotded fouakd, sEpl-des for
F2, and Folder are forned in the nagenment fol der, and nanagenent
data 10 usddForgh fheeretvorknddeme e Gatd POFPPPPeSERULRY Cr?sfh&&eﬁ%% dat a
for file B3 ahe Gitodeihbuted bl%tboaﬂ@ms‘le rcespett avebydikiggto 2 hehpwnsséhe
conteqés aof _t he .manag ement, dat.a fog fl|feF%;aﬁDn% theqhuga%gv%p agepent
data i né&ée€§16¥“da?8 deposittor§° T At or ation“that "shows the “deposiiory of
dat a t hat scdsstarttuitedsl lSremcin &rbet aadydatcetsiavi ag yrored e pofbaphei on
t hat sho r present invention, one
data fil \é@tetgj&%gagjg/@rgmﬁsﬁgﬁ%ﬁﬁ n%cg%ald@? 3'%% P%éy&gi‘ parts, which are
distributed and saved in a plurality of data servers . The data depository
information is one that shows tdwsdocatiensoefpROvangsurality of data
servers that are, each a dep05|tor¥ destinatiﬁa of ,a da%a file to be gaved.
More Becifical F¥9-t heldat a®depbttor TR B nBIFBA P s oﬂs??%Ef%E by%a Ii st
of addressesal drchave sybhehotimaResicurcree Lembbdimenhi olf itshdepeenahter
referred t.o as QR of a plurality of data servers that are 25 depository
desti nati ons. ie other hand, in the exanple of the figure, the
dat a- savi ng proEedur@ shtesnani enanglendé npnafeinahbrdatpone¢erdgd, on
|dent|f|c%tfgﬁgi rACLEL Spq éﬂfﬁm(¥ﬂmhtlona| equations, etc.) that show
I VI o%

the itens o sl on et “encryption nethod", "order of
di vi si2én/ encryp¥ien"3 l?éﬁdﬁdaﬁﬁyﬂgi6*5@@1WbﬁﬁﬁdOpeéﬁ&lO@@%nflﬁatQfaﬂdlt|on

met hod" ﬁ@g@ﬂ}bdﬂgaldéﬁg ékdﬁﬁﬁéﬁﬁé&i@@di |s further C|aSSIerd |nto t he
detalled items of "file d|V|S|on al t hni', | ze"

i |v%ded fléF g N
"nunber of divited-fi4 e§ROVEoPexG WB ©wheh Wﬂée 5 R9-156- saved ﬁafanflle
F1 i s savddfddni=x idat d  ialdeleBltbsedihi dedidad of Al @lwr ald trytafinfid es. a At
this tinetilnfornatlon about how 7
ta server
30 Fig. 5 shows an example in which save-destination
information is added to each divided file to be retained in a
data server.
Fig. 6 shows an example of management data with the save
destination information shown in Fig. 5.
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to divide is stored in the "division nethod" item as managenent data. In
nore detail, information about what type of "file division algorithn is
used for division, information about how each "divided file size" is set,
and information about what the 5 "nunber of divided files" has gone up to
are stored in the respective detailed itens. Wen the to-be-saved data file
FI is encrypted, information that shows the nmethod according to which the
file has been encrypted is stored in the "encryption nethod" item 10 as
managenent data. Information about whether encrypted data has undergone

di vi si on processi nggaktreyobRereki ghRal rfiat aufr heeFlrihatr fegs not yet been
subjected to the division processing has been encrypted or each divided

file has dﬁ@ergégeceﬁmégétnﬁﬂ after the division processing has been

conpl eted is stpredtinaIsadhe enthod sheary &JIChyRt beesehdel nveh@MbasSyill
managenent dat a. Further, when each individual divided file is saved and
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i nforngti mstthaualmw/\sdataemmﬁn@/ sy otage amidmﬂrrtd"latohafhebeﬁﬁeseﬁtoyed
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P ener ol | PATARME o Go THL oy Moy o 1A e e G e T He B8FP o
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process of,did dijng the tdetlae %@\Aege%@m f k@Bl , 160f oAt i gn hbayoshovs
how to add dummy data will be storéed in the "dunny data addition method"
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as a head wrich ﬁ@éﬁe 6ﬂ1§§cﬁld|5?deﬁn¢r % g silved By Hhﬁr@iﬁgr%heted

t obe- saveqi4af & fdHi& FlaeQloe al hEr RBLh¥ekY yedURRY adat acBRYCHR: St adged to
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PV Bytle F70
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such

10. On the other hand, the data servers 2 are each made up of

30 a main server 20 and an external storage 21. The to-be-saved

data is kept in the plurality of data servers Z2a, 2b, and Zc

through the network 3 according to a predetermined data-saving
procedure in the form of each individual file.

Management data that indicates a data depository and a

35 data-saving procedure is stored in the portable recording

medium 10 for each file (F1l, F2, and F3, in the example of the




20 order to carry out the renoving process of the dumry data when the
original data is extracted later. In the data files F2 and F3, not shown in
Fig. 2, managenent data is |likew se formed and stored in a nanagenent

fol der of the portable recording nedium 10. Thus, when the three data 25
files F1, F2, and F3 are saved through the data archive system of the
present invention, each of the data files is divided into a plurality of
divided files, and each of the divided files is saved onto any one of the
data servers . For exanple, if the data file F1 is divided into four

di vi ded figies, f2h1hgrFl4s Hé&@%a%%df LL%&%%ttaosg%é}e%ezgl SMI Quheﬁlcand
saved onto any one of the three data servers 2a to 2c of . In thi
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about what,oytes o hesd 2@ f faghufli Micdedy fhlgabsmennd f%tz%tr hayy treny
divided files have been forned in total is stored onto the managenent 35
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the dummy data additign met are enplo at_this tinme

nfor ot B 4G eS8 ot s SR6 Vi SbL61 Grear He RRRagtiied ddfi, the

| nf or mat i e n@igetmentURb1bESL Edrkﬂ@m@ﬂka seruter exapdle shansy t he datee ser ver
on whi ch 0 i fi El4. v ored
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t o- be- saved data file is "F he nanmes "F11" to "Fl14" are glventothe

divi ded f{FPEE-f drardy ’F‘?Bﬁ??ﬁ?§t1§ad§t al?l f8er P ae€oGitiy $PEFEE?TY e t hat
t he nuner alrﬁokmfaml@natﬁaea@tb\aﬂdeﬂe aepbbeteng of dshE' thabed@idtifwres

exanpl g, the f me.of "Fal der for own 10, Fi i.s desi.gnated
as " th i gen |g%a$e anc? 2o A RE%BE 3 ?ij}%elfln Ano tl rlq‘ThaiZCnS% éhtr?%e URL
of a datasslefa\vl@rprchaeduseapfdelpesiatt@r yIdedtd naESQntszrvaonds dateach of
the divid [ 115 49viEd4" 1650 £ e Jlilsy URL
(2a) , Fltz%-q-lfe o ?@r?ﬁ"eﬁ sl S \rrégoré édtl ngéé% ‘glél% |Jt)grslgaH%<or matlﬂé)n
concer ni n@rﬁhélﬁﬁﬁaﬁéﬁf@ﬁ‘t aHﬁt%@B‘thﬁé F Pletrapg it vy @éo?laéé Fﬁr‘t’ﬁésfoﬂﬂ%r "F1"

thI ftso BBQaCQéf)%@QBQ;yHan@hﬁétQ@ﬁf‘ilspoh@tt'\leéffl dihevd iche napBribds &6 of
e

be-saved data the fil F14" of the divided
{11 esS8an bab CYEALT oY deker RBEA DY TTRET | FO%St BECUatdt P oS Nhl |y, a
URL for nukjaisednlaltli@nhbtfpa/da/w;f(ﬁerVerbe dentdd.yMogecsdeyi (ichelydertie fyi ng
code) is i . rnet. or C nvenience 30 will
be provi oS30, | de B { OLY" Miroeh ecrl%/mgﬁv ?Jq}éaﬂrg‘gérévéle? BY) /7 dirai e LTi I
F11), httpdﬁ/rwme(sdhiaeseﬂ\mérfom)l?«eémwx@%@omrt@rmmlch—és h¢ e etk of a
l'ist that gheuscd ¢or LesR@Rdl R relatdonship b ke FEl s BURL £ 2&) .y, f%% dat a

(2b) w, is prepared as data depository Information. 35 Therefore,
file P s8¢EESAECEVIIORS HEtHOdhove procedure can be extracted at any tine

and fromany pl@gethé 3@her hand, in the example of the figure, the

data-saving procedure information is made up of information

(e.g., identification characters, numerals, conditional
equations, etc.) that show the items of "division method",
30 "encryption method", "order of division/encryption”,

"redundancy storage method", and "dummy-data addition method”.
Herein, the item "division method" is further classified into
the detailed items of "file division algorithm", "divided file
size", and "number of divided files". For example, when the
35 to-be-saved data file Fl is saved, this data file F1l is divided

into a plurality of files. At this time, information about how



t he managenent data (i.e., data-saving procedure information and data
deposi tory information) of the file F1 stored in the managenent folder is
prepared so as to permt access to the data archive system In other words,
since a data server where a 5 necessary divided file is saved can be
recogni zed by reference to data depository information (i.e., URL list of
the data server) in the managenent data of the file F1, all divided files
necessary for reconstitution can be read. Mreover, reference to

dat a- saving procedure information in the managenent data of 10 the file F1
makes it RQﬁéh@h@etfé'g%aQQﬁfEﬁ1§u£689@§%hkyﬁh89h8&09ﬁ§95%s%QQHS bow,t he
divided files that have been read shoul d be decrypted, about mh? art of
the di vi d6@tRi-l g4 JHOLE dIBba Het el BACKBAHARY SPRLE, AiFd abors ‘hf)vv"fhg

di vi ded f'd'l@isif&i?ﬂégg&iﬂgﬁhﬂo fd LeebNt®IHALE QA 0N, nl@f@’?fﬁaﬂ?o@@tkﬁﬂd't EB\@
original data 15 file Fl., Therefore, the origipal data file F1 can

reconstit GB&R fOIVoAPAGT 1 S$isconstIqtut PRG PrbLERAF &OTARIEE whets ‘é’&?l ng

pr ocessi N n@imdeie ﬁavmmaéca calebe perfgoredupThe Bansstddrd® 16 ohet he

di stributed dat arc qé*%&ﬁil shown in Fig. 1 each have a function to
save the &gﬁgeﬁ %?%2 t%n to extract the saved data as mentioned
above. That is,Whére readi ngbwnetsagedeanstdl £sla nBansiforeaceessedg a
managenen I p I eryes.t read
and ertet'L ﬁgrﬁghécgnéﬁgtdgbgag €%éc 159%9 c%ﬁg#ﬂgh%Qx>$ﬁg @e%% icatfon
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passwor d ApUt necessary to access the management er _
di vi si on/ 8Aér YPERBACRBANSY IS Qe PrEsass Ididypdecy Speawicinpl daftipl 1o be

saved accendiRgtt Rad PéEARLEIEdIES Ul \Wctiean et Redandel od PF eees & g ned
rule 30 en instructions for sa |ng are %ﬂﬁéﬁl and serves to carry out the

processi n§PRETREFYHYPSRY Ry o‘%&‘él%%%l AJHEFFEIRGTTEG ¥ ot Aye, i f
necessaryafseraShéodﬁeieﬁnhn@r@ad@iﬂngenme&xmheten@ﬁ@hxmf1@hetdr&ddﬂﬂ files
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performthe proﬁ@sthﬁg,fwhemrﬂ&gﬁeﬂndyvuﬂuaﬂlledﬁmdUédlblheS$adedrq@d|on,

and dummy s@at-aqdebgtbon o, t @%t%asgér%rmmjgﬁém@el@@ ap&B@&déBOV\@l&
processing procedure of the specific data file when saved

i nstructi 6ﬁ§u§fﬂén@y\/ehnt‘~eﬂaéﬁenrﬁfsaaWHQWSt%é%@%@éﬁéﬁgemﬁ@%

serves tothglt”hés%@@gle@@ilcq;aicﬁ i(d sﬁ;ored:ﬁtléh' S MO LHOCEREHER §ndpLg@t i on
and d?éa de i nf or mati on) t he ocessi ng _procedure

Lorg %Q? 3 pr
execu 3 di VFihéReFypeR %%%h YPIGREC R tréposPBHYE WetY nat i on
of each dmemﬁed Bnbea padiseriebe tiomrdtieon e tiherrhgere rb ctlakaoent astde

managenen em'rgﬁrrgaukggne&ge{gmg%&%@ﬁ 04 ding ediu rucbgraggn he,

readi ng/witin and, ‘when |n fons are given to
perforn1eﬁmpé@WEdn Q%ﬁhd@%aiﬂﬁﬂaééﬁanlSﬁﬁwﬁllgat%hﬂsSﬁ@@ésgaﬁy>maﬂagenent

data fromythe ranagesBni fs%'r%rrs()f the, pogtahlhe oA dls@@om%'rw df: 4 hrough
t he readanIWW|t|ngpneans , and 15 transmts it to

decryp? i oRFFNEEGra oﬁhﬁeﬁﬁ§elﬁh§ﬁﬁ %h%lﬁ%Q@ﬁw@F%%H%h%?%%%?%%rn%%m%EQG The
dat a managenepke ERaN8elSabulbhgr asetNesot e ACEESSddher Mavagan®nts f abwler of

he 1 ead: ABPWETET R HEune: F1 AREC REtoric BERREAP At QI rargio oved, 10"
a parity file is formed such that, for example, an exclusive-OR
for each bit is taken with respect to a pair of divided files
30 identical in data length with each other, and this parity file
and the pair of divided files are each stored in a predetermined
data server (generally called a RAID3 method) . In the case where
one of the pair of divided files disappears, the divided file
that has disappeared can be reconstituted as long as an
35 exclusive-OR for each bit is taken with respect to the other

divided file of the pair and the parity file.



20 16 shown at the end in the figure serves to transfer each of the divided
fi'les to a predeterm ned data server through the network 3 and store it by
the use of a file transfer protocol (hereinafter referred to as FTP) that
is a standard technique of the Internet, or, conversely, serves to read a
divided file 25 fromthe predeterm ned data server. If the distributed data
archive device 1 nade up of these neans 11 to 16 is di sposed everywhere on
the network 3, a user carrying the portable recordi ng nedium 10 can save an
arbitrary data file anytine and anywhere as Iong as it is a location where
30 the data archfv [ d b r
saved data fllebf(ﬁlt ecﬁﬁ¥%ﬁﬁgfﬁéyﬁﬁﬁ%052€? e ne§§%%€&%jEﬁhtﬂ%s£%£% %
save dataFdndsexddeRtin RePsaves sdaf « ¥y o 2o litete o tsheesorhdaasileng as

it is a IQqathaﬁomgteohhaqaiets@lo%rschbwetdea\aopauﬂmsdgtéRasleidbeTgyéreat is a
pri mary advant ag e of the 35 data archive systemaccording to the present

|nvent|onlphapea HHFQYFQPEacéﬁd5é1§§v@ﬁt§ﬁ€"e%F?Qc@édm%%9Qﬁ@?@ta%@tanyt|ne
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t of t.
the presett ThosirSon aeld e B8 PR R BRRE H pilfe He Esh e hvitt da a
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acci dents iS a secon vant a data archi ve system 0
present i APENPRER Pﬁaﬁhga@regaéﬁérQaeeeuF©¥ye%®mpbefs%%ﬂ@édlwah©®t03peC|aI

count er MTeasHngSdh0s hdg KRRl \terass Eciticthaddt &gl dsSaUsedqas, t he
network 3 in the system of Fi he conveni ence of users becones

better. HBWEP& s%%%?lPﬁvgﬂeghé%iﬁefgﬁﬁ%%ﬁ% by fédvadiggnidte to-
necessari by-bavedgaaded faiepr}:'tldemirl alal teansitderd g alessidddd tyay hsd data

saved n h .dat a [V wi || fea becays f illegal access. Fbmever

accor ¢ Sggeghggdaés § Ve 8ys ﬁ1 HVide pf%g%n?c?%ggﬁ??oRo Sk @

t o- be- saveéedatfaCflﬂllJee ies dpvimeelrt wine Ay pé urfabiampyodata vindedt heltesi mden

saved, an e f ar SRyt € saye nt, ity of
dythe dio dad Thigs ans skl ed andy sayed antiy g Rl al |

data serve Ther ef or e, "each in d|V| e canno ute
ori ginal PAfGEARD BAtRYA| tiske as Péﬂagﬁm§n¢e@§§ﬁ l%ﬁ@biehﬁta@bgwsdeburlty

do not oceHe dbm@yedath ﬁae badhVvhdyal, dtal»deﬂcrﬁ%@féﬁé/&@e%%q
serve%)ls r ad Q¥ an il nmeans. hbrna I when business data i s backed
Ts SW& &b

up, t aRé“a i Stct EUF P9V EBAMREr R3S (e TS ABBREAIRBR Wadht a

server thahelsragbaakupadastsna&t&actEblaaaauses arise in cost for backlng

ggssrgrgvfg regﬁg E%n%%g§ﬁ F%§%§X§ ecad@% heﬁelgvenglggéﬁﬂlo t ake
a speC|aId@ééu#ﬁt%lbewhﬁerﬁ@amaﬁeam@rStQEE@auaésemwmagemehﬁ ﬂQldQIUIme t hat
there s anbeBhrthBt SOUBOSHANGT iedlnl NOM HRION wiidd difalkc
|IIegaI access if an |nd|V|d 35 divided f "has sone dat a engt even
if it s fia @ﬁE% Eﬂ%?l and F3 are saved through the data archlve system
of the present invention, each of the data files is divided into
a plurality of divided files, and each of the divided files is
saved onto any one of the data servers. For example, if the data
file F1 is divided into four divided files F11 to Fl14, these
30 files F11 to F1l4 are distributed and saved onto any one of the
three data servers 2a to 2c of Fig. 1. In this case, information
about how the original data file F1 has been divided, about what
bytes the size of each divided file is, and about howmany divided
files have been formed in total is stored onto the management
35 folder of Fig. 2 as management data (data-saving procedure

information) of the file Fl1. If the encryption method, the



Therefore, practically, it is preferable to prevent the 13 contents of
the orirginal file frombeing perceived in the case where only one divided
file has been read. This perception of the contents can be prevented as a
result of devising the division nethod in such a way that, for exanple, one
divided 5 file is constructed with data in which one byte is taken at every
third byte if three divided files are forned. Further, to inprove security,
it is preferable to perform encryption based on predeterm ned al gorithm or
add dumry data before division or after division as described in the above

embodi ment,.o 0 JHhe. 1BPBYSTEHe AR Ohc SRR dkea SR AMnd o ROELRY) €

recording medium 10 is information needed to extract each fi and t he
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is stol engHer8ffe A agtCrident idatias praferabkecho (use.a madl umswhose
recorded contents are not 15 easily illegally accessed as t portabl e
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to as grchyfverearrdumiavwiided Witllksa rhui kio- it 4CRY, shoedexanmpteretdsonsed as

the portabl e recordi ng pedi um 10, isfactory securit ¢an be secured. In
order to ﬁﬁ%tﬂﬁn?%ﬁ?ggg 2%@@%&nﬁf %l%tczsa%omﬁpéﬂg éﬁ eqﬁF$aE§aéa
setting sadduatiteopasiavinrchdtsisreiqub ff etch4 of Abeels. t he managenent f ol der of

the portable regardlag. ALmAG 38 desrrlbedd Bl heahous emhodiment

Concrete operati onal pr ocedur e a descri on w gl ven of an
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oper at| ona stri bute data archive deVI ce 1. he oper ation of
t he di strlocfutté’d? @atvatd@rdcrﬂl\l@sw\}rc@et@@ Prioinage dpEpef haft é? desePnedd with

ref erence dpp b 1% 41l ochakbr. estdng e, fiol &Wa%@v@e&férritﬁtdn@a si’ﬂ@a@@bhﬂb' e
recording nedium 10 is sugg tshed to use arlﬁdlS carfg01 ar.chj ve card) wt
t5

sati sf act drly t88ctY 1§ pams SteseF-sey 1& fepdtd (Htean%?“éﬁl ve
devi ce 35'ﬁqjﬁﬁionemunona&eqhamextmnthéaﬁivt@edtfm&@&sﬂnmhuiédo&athlerchlve

devi cg dzed v Bullding a,pi ege of; dedi cated datadd . jarghive
sof t Pe | &n | - purpose 80 er provi ed Wi 31 é?lve anit for an
| C card. 'ﬁr@reéoh@ddddetgtt@leterm oo‘feéFsl 'hgHefretihe f:nlsexﬁmnﬁed tdet Boddehi ve

device 1 'X%M%fop%%bsenfw ﬁfvaréhdmﬁﬁe@a@atﬁdlgafea},l@rrpame\eeagoftwe on

t he general s purpose conputer. VWen the diStributed data archive device 1

i s starteddentigsshge that of gee tdr?étal Addi Fon 8ndthe iatcRinvehéshdth® is
di spl ayed ya, aogi spl aya1sCr etveandtast angdby stape scaBiriynuessunhatibhe

fggg: 48 cad A0 Lo Lnseried, Wen,the useld D99L a8 ARSI VeCREL 40, the

(concretely, a llSt like Fl1l1—URL(2a), Fl2—URL(2b), ) 1is
recorded in data depository information concerning the
management data of the file "F1" recorded in the folder "F1".
If so, the corresponding relationship between the file name "F1"

25 of the to-be-saved data file and the file names "F11" to "F14"
of the divided files can be clearly described by the file
structure of Fig. 2. Normally, a URL formulated like
http://www. (server identifying code)/(file identifying code)
is used in the Internet. Therefore, practically, convenience

30 will be provided if a URL list like http://www. (data server
2a)/(divided file F11), http://www. (data server 2b)/{divided
file F12), -, in stead of a list that shows a corresponding
relationship like F11—URL(2a), F12—URL(2b) '**, is prepared as
data depository information.

35 Therefore, the data file Fl saved according to the above

procedure can be extracted at any time and from any place if

10



10 access so as to exchange data necessary for authentication. The
authenticity of the distributed data archive device 1(i.e., authenticity of
the reading/witing nmeans 11 ) is checked on the side of the archive card
10 while the authenticity of the archive card 10 is being checked by the
verification neans 12. This is 15 the procedure of step S1 in the flowhart
of Fig. 3. Since this authenticity checking technique is well known to a
person skilled in the art, a detailed description thereof is omtted.
Thereafter, at step S2, if a negative authentication result is obtained,
i.e., if it is_j h he.i nser 2 - chi 0,
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di spl ayed prAaceshercagPort fevuths divigled éépe st Heaoperat hopalrsashshoftdm t he

user is digpharedprled hapsameuhi BB, paPd & stft @iefi o Fiing sf eholilg be
I nteractive operati ona I Npu occurrence an event fromthe

I t (i . a. , e of . )
user is ré&gdReEhrsSseEpmEgrdata TSRO Eal WkltéE dghFek hddesf shpetdti onal
i nput s frdeteli@odﬁmbay@@legp@ta@hphmm&wémtbm}ﬁtﬁmmierraﬁtigi@ad @_aa@cri ng
is carpied.qut fromste to egach step in response t.o t oper ationa
i nput 1‘% |%13& a%ll,' tﬁéegggf’rgan glé?rymf)ﬁ?l?%{]r C%thads ftdfoleop fat ~8Ral °F nput s,
i.e., saviregoprsadesgiaryfbylehich thdo slfebernsavedt day @ ricsanemley. Sazeds,
extractio I i | 5 i
extract ed%xrr%é%%ﬁt%%g] g)crg%lcoen pl%cgiéﬁn%gﬁé%p%%%%%gg%g%ég%gﬂ]ﬁ% card 10
is ejected, andTeadigrivtddsingl bpinwhhend: pier bpeted idmtopreha vgi devigat ed

data archivendev 6@ Fiigs endedn( aaner gt elyictRbACesSERgebynvhishalbile
dedi cated data archive software that is presentl executed i s ended).

bei n

When &Ry GRE &f FURETAGRr tPsetvaRt thei §a?’§éoaﬁF§e€lSa‘Pg‘§’Eéﬁn%§ #harean
event has Teeautsedihantkddigaasi t n@ npregdetiar s nechdamanch rdesté sai hen.
Herein, let it be supp d t hat e user s, first.selected 20.the saving
b ocessi ng. "PRoCRTEEaeg 1o o, B BREEARER srbRENiTE, FRGTint Sobetadyed
file is caerived batread sinepwBlie thmmanggegiendedataiafdewchseddividpeti fy
the to-be- edqf Ll e d:s:di_spl t I,Spl . cifies
the tobe- a0ed TT &P riam e oy oar e ment oned aboue” T he 22t arebT i but od
dat a dPchiofe tdeyi eertabier agciored gy med gt al Gentral fpurpes S TOMPUL EP in
this enbodienin: and & Begedpng, thartemleysenNeddddud GprAnbatprepasedriin such
a manner as to be recorded on a naﬁ?gtlcr;g{ﬁsé,_ an . optical disk, or a
phot omagnétd BCAFSR T BGEAHERHY tHT <o i V18 OB4GREE YPEHEgBeans
t 0- be- savad Eekeeisntbhei i@ ra bykeed fdat daarechi ve weweceatetbycberdeag from
t he outsi dce throughtt he.negjl {kigiorl;leréai nddlue&deitabe SHEQ%%%S’_ tepat ihe dat a
file F1 st¢r 8d°PbR“aRaFa arsk  arf v  of 1fkf]'ue conpu &r PtRAr -Constrtut 8st he
di st riBbut edheshat asarobicvendeld ceal iirgy specifved, and hervesbe savey dute, for
exanpl e (i 35 i , " t d f i EL i ig. 2
has hot yé?‘%e%%glfgﬁgrglg§_ $he IRR3gemRi, dahangt ddd£ Bliaisnuyn 0.k

redundancy storage, if necessary, so as to determine a data

server where each of the divided files is saved.
On the other hand, the decryption/integration means 14
35 serves to, when instructions are given to extract a saved

specific data file, perform the processing for integration of
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16 Thereafter, the "file division nmethod" is determned at step S13. In

nore detail, conditions are established about how the to-be-saved file F1
is divided (i. e. , algorithm , about how much file length the to-be-saved
file F1 is divided to have (i. e. , 5 file size) , and how many files the
to-be-saved file F1 is divided into (i . a . , nunber of files ) . These

conditions can be specified by the user. However, practically, it is
preferable that the conditions be automatically determ ned on the basis of
a given program prepared in the distributed data archive device 1. 10

Prefer abl yy vtl%eea‘:?[[ﬂ?lets' Od‘éc.rf)‘?&ef&]o%n%a cﬁaecagﬁ‘é%‘ét olne%n fih%ggtsto

i nprove security géner Vi sion a gorithmis enploye I'vi ded
file S|zebﬁmmﬁﬁaﬁﬁmannﬂﬂﬂtiﬁthﬁtnQﬁﬁW$|¢erO©%%@h@gc@f@@té@reeOﬁathﬁeters

and t her efye ithie. @%tt%rmetiiﬁ@noéa@@& qihérhqrtétpfdcrt%vart@%'ﬂé g%@ﬁ £ the

15 determ nation of the other one. For exanple, if fil ngt h o
t o- be- sav@@HHawE FRYINA00-IWB,dathe TRt G Perat |wnﬁa%5tﬁ@rvaﬁvtleaorini e

size" §s 2QrM3dneM Akl (ieads bathbheadeher pi-BakuRet hatotiagtleﬂﬂtiﬁa of
divided files" is 5. Likemnse the determ nation that the "nunmber of

di vi ded f [dad< p§pP@lf@theépﬁgﬁpﬁtﬂégﬁs FBtheSBQW§rnFH§t|BﬁoFﬁ§FlPﬁe
"di vi ded fpﬂdg:e“duzr? escﬁcﬂtﬁewﬁay lohe bevab@wei/emrmmd 1otn{iﬁeéht§IhB3; @gldatg@(rji t hm
is set accordin 0] | e | SI | S ou SO a I VI de
(71 oe pacoRetaida: 0sF Dasibaga b abhon st FRIE, Afle SRpbeR e b €6
al gori t hmtihe mahagemeheddabauhaxEQME~ManagemantFﬁol@«anpieheiporsabb65|bIe
t t h . -' h | t "
0,5 S AR e 3 4 3h9RENINACERLdL NG A WHENRLDR of £0910, OF 12

divided file Toca an even nu e fi
of a dividée fpLberodmed, atvhem oddshgibéions Fare he‘rlvevmeﬁoa pereors

divided, anal0qidNm 8ei N0t RecessRERLY ritea%edlgccr%radigﬂgnéeeg@ai@p a

sequential part of the original file is used as one divided file.
exanpl e, WRERGTE0-dREZakeemf Fre Mmenaoerged ifmléetw%weaeﬁwt%ke not

only an a'r%drtdlmgaﬁt@@fidmngotﬂqﬂ@u@}h e rteardiergameict frid Qle|a$lsd|l\1| dgglai nto a
first ivided file t, a Js th%ifirst th g rt_ 35 of the to: g ved file
and a'Secdt@ dVitded  i5% T Hatdq S ¥Het 94 Fe?ﬁﬂ?l?ﬁuTG?%%r% 9B tt%?so an

aigorithnvmxmmmnk|Q@Mmmnhbatﬂnm otz anize 1t60- Beesdued mahegemedtvmdedsih5o a
first divig cii:hfelrj ge%bgé t8 coéésésr ‘t%teerqaiixgtéxgg){%ef&ﬂg@% %% %ef&g 0Pt punber

and a secon divi I'e t I's constru oca an even
nunber |sréﬁﬁéébﬁmbmeﬁﬁaétﬂ@aﬁm9 exhlb%itwﬁﬁ(ﬂQﬂﬁQ@QSatg éﬁpréytbh@u@@tter

di vi si on %lh@otbge%ww%@%gt Re8RSUT £. SEfd kYo rUSHahhYniBhyidadnidhes
constructed only by the byté of the odd nunmber or divided files constructed

only BY tHé @%Oémotatt kBeef8A AlinbEF G69IHGE EBAPBPEL EPytﬁﬁRéf§§n§%C]ilno
t hensel ve?cheaiaidvtlid@rdeffm%svabuabbeeuatamaheandaaa berpéeventedgﬁrom

crmpl oyt P AR Pof "l S5 FERRL WRbr (ha O (1 faf 171 & FESHT o WERLTATD. ¢ hr ee
files or mMGieunaimm@maﬁermbdatboabeﬁﬁaweduﬁih@ BSSdBHddEd fatlonhafie | es,
al l'ocati on, fmRy b, £EFHLED QU SUGR ANAL, TRE LLESL YL 2 divided file

25 from the predetermined data server.

If the distributed data archive device 1 made up of these
means 11 to 16 is disposed everywhere on the network 3, a user
carrying the portable recording medium 10 can save an arbitrary
data file anytime and anywhere as long as it is a location where

30 the data archive device 1 is disposed, and can extract the
arbitrary saved data file. If the Internet is used as the network
3, the user can save data and extract the saved data from anywhere
in the world as long as it is a location where the data archive
device 1 is disposed. Thus, it is a primary advantage of the
35 data archive system according to the present invention that a

data file can be saved and extracted anywhere and anytime as

12



15 is allocated to the first divided file, the second byte is allocated to
the sec¢ond divided file, w, the n-th ("-th" represents the suffix of an
ordi nal nunber) byte is allocated to the n-th divided file, the (n+l)-th
byte is allocated to the first divided file, and the (n+2)-th byte is

all ocated to the 20 second divided file, in order froma head that
constitutes the to-be-saved file. Sequential allocation by arbitrary bytes
can be, of course, carried out, instead of the allocation by one byte. In
practice, an infinity of algorithnms exists when the file is divided, and
any one of appbe Hhergaf t 4ot e ption
nmet hod |sl(§)tg!t§2?n§ ng}ag péQQ%Eg? %t hge%su{)t?e ueﬁr]]('f%lsl'fufa}p1%1%][é Q%Jr%%g}y gﬁﬁ 4

addi ti on REERGEY d9yendrsiensdl laheadako st i8Provame T dfndaney isvopage

met hod i s sdeleer raesl. aPaasticaldohrdl dssPselesablhe digautomati cal by,
determ ne these nmethods in accordance with a 30 pr edet er m ned al gorithm

prepar ed e di st ranee d‘é‘f”é\p%?éﬁ?v@rdé\%“@élcllatlhoi@ﬁt%%‘ét{%%? 2af
speci f§ t resgireichads .t e tdwarmt d dmd Sspref ef@bl @f@lyasléelﬁ@evsnﬁéwél on
met hod or .t he dumwgﬁ%ataT dditi n nmet hod _t vary g endi n on each

i ndi vi duaP td 5E s 27&a - | 3 R loéfg‘lenFoolfn‘gPSVE S&E rF‘ﬂ}o ghai £oi shes

pr ef er abl eresehur tireremcause mukhsnﬁtthqrbstsmb/]aaf ytdeplers;aﬂrrig)u@_laa eatdh to-

i ndi vi dua 8 e er tlon ste 17 is not
limted t%e \élvgﬁd(g{ralét%rﬁo;c%%?g n%g?£ |c eﬁvgrryp |on |Ssa% SY’ed aRdt or
the data @ﬂdataloyl@tldg’rfaphm@mW ugeddanaanaeqbnypu agspeocessth Thighstep

s alhged.armake A dalierl naidon leddie S dvialoplencrypti on or der,

i.e., adetermnation™o eenc\rlmgtlono V|dedf|Ie|s
carried out or hotlsa® RRIEHT mATIHC T viblet Hee ddiea epkeybY ¢ ony ot emaeh

di vi ded fiche psesait iigedtti of tBAt e it fd &y b8 ceeIRhel£d LRl sdRlre @ @
determ nat |, ?EPOf whet her the original fil §8l s divided into a 10 plurality

of files HFEBPUChEPEFrELuRGBPGEETCESEFySt L6F bRendRtaAPCEYEp S19e- the
met hod of thddingeduanyidatsed I’EdE]JI(BI@dBQtwOEktB he-t9ay et sdahdoifSFagt er m ned

accorﬁgngtkgmﬁogb¥ﬁgeégleo?RnﬁQ s%ﬂ%ﬁ? ettthe t ?gvégvgﬁgﬂ%%aafbgymhen

di vi ded I's encrypte er the

t he data P$ tbediati dledfawsr 2ehtodat a:armce:n@leymsaarulfy beeraddirtiedms

pr ocessi ngre&eﬁeealdumssia&@lgg §3pdd e ot a%%ega%}@8v§ %&Saved
the intervention of es It SSI eto et

reconst it 4¢3t ABTBRT gV AL Gatae@%khewu%eo%ax/ %%@@%e%%bjw%‘delto a

furtive ghaa@@thgl So datd )ﬂ@tt%daranﬂvte@wwﬁ %fZQhéeﬁHéééMtlﬁnféHﬁﬂ%
i mpro S21 shoul d be one

the ot her. eterm pati on nmade
of Wl he? YREDT FFOFf tF i 15 SUBpAEH HEE APy Dadh ANy T SLOTHR et hod
or whethefithe phent pafviede tacnathicon ivatdead fiid eedapteedi stsr idasicsd hatd above.

25 After wha %el Sdeeded Eg&pgﬂlgyl otfhe Z%iggasse%\ger}gs prgﬁgggre i.s determ ned,

the division/encry ﬁ-ﬁtl on mneans ed at ‘ste 5oraécor gto
t he met ho#8ddEidn rféJdVHﬂeféééHesf’e‘@@nOt W@msdiwt@aoe@gelataé ifri fagrmidt i on

subj ect edp{,0 g e €] ¥o$i O PLRGESSI, NGy ofb e ERGNRL | éQEu geééhe ég,lflfir t he

dumy_data 30 addition Cs)rocess SO0 as to create a p Vi ded
files?S |EVERel harlicyiht ll‘él#Lbafwf%Vdrﬂ%tfﬁé@ =5 veel apt eachsiate Sreeammancy
storage nek h@éadabpe@@55meyg@arméa/nsﬁ1 INeoisa Bl $0 Wiosmash aind dd 9 sta06;
Thereafter(le F gata server whi ch JS A d%(%;m tor destl nation of each
i ndi vi duaP®GrGrdBR" 17 etk T M B ey RISl Y TP Y 5 risyar ded
as one ofnehdedi ¥bded Halkesperyedetent neda amd:nd”p ld = mrd tifcan. THL J1or e
detail, ac&&ses a rise in cost for backing up. However, according to the
30 system of the present invention, it is possible to reduce the
cost of the backup because there is no need to take a special
security countermeasure for the data server side.
It is true that there is a fear that some significant
information will leak because of illegal access if an individual
35 divided file has some data length even if it is fragmentary.

Therefore, practically, it is preferable to prevent the
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data server which is a depository destination of one divided file is first
determ ned at step S29, and, at step S31, this divided file is transferred
to the data server of the depository destination by the operation of the
networ k communi cation neans 5 16, and is witten onto the data server. This
processing is repeatedly carried out until the application to all the
divided files is conpleted through step S35. If the redundancy storage is
carried out under the mrroring nethod at this tinme, each individual
divided file is transferred and stored to two 10 different data servers,
i.e., to I YR V, S rve. he
redundanc$x€¥g$§§2E?sgggﬁ?%g%ugﬂ%%gﬁéigr?ﬁésggﬁgt g??%%@?%?%ﬁﬁﬁgnkéﬁ%hod,

t he parityheifee ong vt Paﬁs%w@adtiﬂh@ﬁr%%é%eeerrmr@@E-dé?béSséﬁvéﬁptégethér with

each divi ded fddrseradl thRY LRI @raheiRtd hetegnrelhithe dide 1L a0t ehe
processing .t hrq%@teg%pnet,mrk onmmuni cation neans 16 is carried out in

accor danc&WiltH hd rsHcoReli2dpbhet /| ioroPBaNBL &1 | ONEorlEXARPl e, a
gonf i gsir atfiigre f & le@rent b tedu wmehdléFélatd_ Eﬁtw}Oic}d@gé @@%&qrsSt%iS@ﬁ fa&;rﬁvejéy

eposi tor estinations is recor.ded, i repared, and onge of the data
servers o%hﬁﬁglﬁi%Qiéf BErFﬁi§L€6ﬁk¥gugﬁﬁ$%nafﬁl Sr&egyi 14N Y etPed,
and one diiwpdedef séeurstyy ansfier pedfehebétoto Idfetfiisn basreedon based
satisfactaqri r r . t diviided file . can be_transferred to the
next data%éekégbeg?§&ﬁée§gﬁ1%%23?%?%Oghédgr§H§W¥r9?§6 %%go¥3i$%%l?b?nsone
reason, the 25tgesdivdtsion ies cleageiddad irhe exdbalat scersesdinent . t he URL
list, @nd the dpyd ded, fd i r in Lnal Ly, dat a
about1?he to-bgtﬁived %?%f??ﬁ‘%@ﬁ?gﬁﬁéﬁsgy%?ﬁg ﬁﬁggﬁthOFH?H§9§§§§ie
nmanagenent efeEAd ngsnadidned S37ANEpEaklieordeeded batwttrcarekbveitar d 10.
I n detail and0thbesavanaganent 1¢atalofpéide Rlctdagd Hdiinggheadatassayi ng
procedure %nfornation tha% Ls made up of the itens shown in_ Fig. 2 and the
dat a deposPtSrPrAgeRAati datent §5%° eTﬁﬁrﬁﬁoéeUR rRCSE Caft lyat At skf ver s
t hat are phefdepblict ary Westa natddoms ehodevirded rideldesdrix aragorgiesd emnt o t he
fol deg.for _the fi The 35 saying, pracessi of the file F1 t has
been i5pecie %elgyalsige(g%}% -as%C\S/eeSdS?(%llaéo’ Fgec%orrrptfaekfng% STy G BgdaB st eps,
and the 2Uoresspgeidgaipa lyet dfnent &CstepdSthenmiinatart réberthe nexds event
continues, Nexte @aﬁ@)ﬁ%r‘@diﬁ%?@ﬁ%gii@—%'@ﬁb,af8§e%xen§;§lép§%'\Eét&g a

given file and has sel ected the extraction processin S 5 even
occur ri ng@&t tRe &P TEAL 46 reries dd ageme g ham ehya §érrd st Yopegurity can
t 0- be- ext packeduirkbe iT9 dridelr reAd @t henpshl wehLasgb 0 by, the fanction
of th$ dat a ganaggnegt means 15 %p steg 1. For exgﬁple, t he user
speci f1 esPERESFPPESFLCtTALS 1Ha s SAI ERdF ObERAT SaPedSWatd LRer HRMAGENENt dat a
of file Fatcshewhhé mdngged®n? fisldead f thm pbetabthi veceadtindGnadidrhe
extractiopgp C%%%EQQb@%§i%eg%ﬁ§%k%%%e%mﬂ®éfﬂgﬁ ef erence to the data

e

( 5 : e U .
depository |ngornat|on inclu i'n the nmanagement’ data, it is possible to
recogni ze the URL of the data server on which individual divided files that

meke up the)to-be-pxtraghedatibaabaye bean saved,

25 Next, a description will be given of an example of the

operational procedure of the distributed data archive device

according to the present invention. Fig. 3 is a flowchart

showing the operational flow of the distributed data archive

device 1. The operation of the distributed data archive device

30 1lwillbehereinafter describedwith reference tothis flowchart.

In the following description, the portable recording medium 10

is supposed to use an IC card (archive card) with satisfactory
security.

First, a user starts the distributed data archive device

35 l.Asn@ntionedabove,inpractice,thedistributeddataarchive

device 1 is realized by building a piece of dedicated data
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15 and, by the reference to the data-saving procedure information, it is
possi bl‘e to recogni ze the manner in which the division processing, the
encryption processing, the redundancy storage processing, and the dumy
data addition processing have been carried out when saved. 20 Accordingly,
at step $43, the readi ng processing of the individual divided files that
make up the to-be-extracted file F1 is perforned, so that the individual
divided files (and parity files if necessary) stored on the predeterm ned
data servers are read into the distributed data archive device 1 by 25 the
function qfy & NebWORK rEOIAUNICELHOR, TEZHS é&%ﬁqﬁtﬁ@@@ faeldng; dat a
depository information. Further, at step % ecr i on |ntegrat|on
processi ng < iasprrdd £6rt AB F@aHaFﬁd|Vh%H%ﬁOHPV|H€§ $ @é@ BYoEpBS{nEct i on

of the deesryphieonhisht-egidlelonateanschdvendthecbasi $sofndatgesavi By @Q
file FL is reconstituted. If

procedure inf ion, ;and tge ori gi nal he
r edundancyt §‘tr§ nig"ée PIBCLSeFRY AL ab &t Hets of REEWRREN C8aVidte ‘ﬂ%eﬁ‘]ré can
be, 0f5C0@ﬁ1&@,osree€:0m§>utTeut edhehr @ughdasﬁkedateanﬂaed é@@ﬁmsél tetiea 1

procedur e .even ven data ser ver S of or af a has

S,sta E—f‘ 8 gl € €S 3\/ in f dumw%/
been added 35 3A&R% hd Br gt hal AT AVEI I ICRE dffr?ni? dals $5Re®ved
when t he prodeddi hg dfsstape®iddnis cpﬁstzﬂ@ryrre@tre%h, akidnal syantibe state

t o- be-extr, fial t siit.yte t is_ saved
onto a pr eggl:tgglr%er?e rllrcz'jeftl:otlfnllgél oca lb\;\eer&(ar%c% {é llll edréda@} o@lgtsel \Q?M?h%? ¥s not
managed bynskEtsothgarehiigtcdmdOi offse a§aﬂhégdwgtl|tllhmtre@aldatla stzhive

devi cgg 5 ékcte@@tscg‘%% J@geékcgrp&%é U%QaQYe&Q@sé‘lS?rfoﬁﬁu?héﬁ%'ﬂ@a ibhe saved

data is again fed back he user in reconstituted form orrratlon

a
necessar yafli‘ilhepﬁécééﬁ’l é’§ 6ﬁ“edéjtla°‘trréé3cbﬁ§3(q tAfticom wpere i sl eent (brred above
ITrS1 re]cc:or dadtﬁ@nithem@c@f\telecaéddlﬁgvmrﬁ_la@nt;caﬁéa@é 1®n@§mk%ﬁb]§ the ]
erefore, .the no nee attention to even the fact that
the to-be3d8¢ %y?’ﬁfe SavEd* gnﬁ?Wb %gaér/ﬁeoﬁu FRGr SR OENGi A g i | es
because t herdi 0 r1sbthieadugja:hacmedhbyet}daewmﬂlcaaﬂmmtme@aﬂd y2perhognss t he
data geco e .Qns basi f._the nagenment dat 15 If
the ullr EEE R PR SRS e O A R e L P S ep 2% (i ot age
proceeds Botbeapissgy mcﬁh‘ngﬁt%@llﬂh@me hage wedeln kl@@\@rmstpt@t@bmpmo t he
present repmifelnihhediastri Buied: 0@ RIS VR idRVikee riofl i € omd i on

that is managed b the software that functions as the distributed data 20
archi ve devi ce 1'9reaitRyr afk §ErEt Xt ahll BhoeEpErNE atdenecali et i but ed
dat a archireeudeviieeobtiasnenged . (e i, ifait istheweyeruwHLan wfe tlhﬁsesﬁﬁéd/\/are

{hac ggnctions B el st uted datp e ve devise o Lo ended. ).
readi ng/ weirt i agpaeahslyl as ah esemdczédofr@netmé?sldé]eofzamb|as:c9113L§ ed at
step S3, E‘ditf'@t%%%g@héef%écg%%ﬁ%%f%é;wea%%dlﬁ dIV@' tu%%fatl' nugs d g{},}g}e the

next card Is inserted accor thé pres
i nvent i onPTQ&FEABI%® argrtSl, antdhsiareraed, a@mwéarésm i By edstend ar e

saved ontona Rldyabhbyndedatds serMaSs1 T vaniddn ) Beasaved, 3G dat a are

stol e from one server, security is maintai ned because the stol en data
cannof® beUPEEOnR HFUESE it CPRE OF i 47 ndl Soiied - OF hRe ahhee Rap@d it h very

great secytepysagainsn etflf&gmbtd&teaaﬁahshtneatuaﬁ ﬁ@@ub@ Us etbtas ddg
archive c%d 10 needed wh dat aved and when the data.,i s extract ed,

there i s nocfeatd 3 T Hat® ssa\};eod %gtpa W17 SESi er"iS LS bhglake HPYC card
i s not stoalensskord hdindsyt ride thedid-ibe- shaedadahantanabeornasypt ethe??2

user in question is carried out, the contents of the management
30 folder inthearchive card 10 aredisplayedon the display screen.
In more detail, after it is confirmed that the password input
by the user coincides with the password that has been set about
the management folder shown in Fig. 2, the contents in the
management folder are read, and the file name (three data files
36 Fl, F2, and F3 in the example of Fig. 2) that can be extracted

by using the archive card 10 is displayed. An operation menu
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and be saved if necessary, a big disadvantage does not occur even if a
furtive glance is cast at the data of the data server when the data is
extracted therefromon the Internet. Mreover, since all that is necessary
for the data servers saving data 5 is to be connected by neans of the FTP
which is a standard protocol of the Internet, no special device is needed,
and the depository destination can be selected considerably freely. It is
possi ble to very conveniently access the saved data froman arbitrary

di stributed data archive device connected to the 10 netmork if the archive
card 10 i s car r I tr fe red
bet ween dthéggiggrgg%hg o g%ogage?&gﬁg |£&%g?k%ﬁ%%éa % la%%% E
various pridteocHine ot ee, tﬁ@ﬁ thi staled pé wWeddings feg N@?leu§eﬁﬁétﬂW§atlons

and appl i eq)e@%ﬁr&rﬁasl Nextt Mdifi catdepscand APRhi &deeXaml &8 tofe LBer
present invention wl| descrlbed In the enbodi mrent shown in Fig. |, the

di stri but éé ééﬁ&QﬁQﬂﬂﬁuﬁQﬁﬁw%% 1 and the data server 2 (2a, 2b, 2c) were

descri bed as devheassdhatanha¥yeebtnediOnS n2d @@rﬁtteeﬁaedyormiflelwtts frem each
other, but both the devices are |dent|ca£anth each other in that they are

each a " cMsutéPPiAYRAI YR P BURE &S hed Sbt 8 VaiP G”HeeﬁnﬁhPF?mc A9

practice, i& m@&mﬂﬁdaduﬂaﬁnﬁmnSﬁeptﬁﬂ B0 conphut €tepv 1h cospbersel yot bresane

har dwar e confi ura%;ognlﬁ use gh%tﬁébUt%g data arq@&v%lgg dﬁvice 1
on the on&RTada oR the o dafa §&rVer 2 Ters

that are mdeMQexﬂtﬁqnahtﬂnpuﬂ&wwxueu of ahangwer eceani he hge@hashthe—
di strijgut %%—%%Rzaeqara%*{av%sdﬁ‘ékﬁ‘i 1,909 aéxwﬁc@%ﬂ gehxgﬁg%wgsgew 1pg on

software to be b a conputer in wh _ i nds of
sof tware &e&aptihpt 13@S aahﬁﬁéissé?ﬁert pREedt he cedmantad .casdbandeseet hphat el y

used, of GAWERsildYy ByRINER a3UERsastta éw&tt@@a@ tbetsﬂle%t:lt@at eQn@iat a
archlve device 1 in gne situation and functjon as the data server

anot her sifGaPFERFESEASEhBY %&éﬁﬁl%@?ﬁoﬁqﬁﬁqﬁﬁglfﬁtﬁPlsdé§tF6PP5ﬁ§ dﬁE? it be
35 supposeddhiate ciwtpiders aseepbededdormdﬂmeeybr Predcad fireso K, witicand Z,
respectively,. and th QnpuL ers_are necte each 23 i. of her

t hr oug% aqgmncl?dt Sg?tgaaraer?e}%l\ﬁe t & Functh on % t Hed dipgtersieﬁgtlé’d 183{’39
archi ve dexecmtkedand sofdeddr.e Whsed atny b@ncbﬁomhasfbhe dataisenveit2iare

built in g%l SR i A o E%PH%%? £ R ghh vgﬁ‘c Te: ddeg% %Ci‘) WL ces

is divide ntto two parts for exanple, |rs ructed
by the bytt® po@éﬁ&@ﬁﬂrm%ﬁQﬁj HﬂnﬁﬂﬂdgﬁﬁﬁQ?%&Rﬁnmid|V|ded file constructed

by the byte | ocatedial 1t eVeR SUPPEEcABh N hORD) has 3N theyl aceegaved
and b&gked up onto the co uters ?ﬁ % e other t branch offices. Ln nore

det ai ¥, tqﬂytﬁﬂﬂ&ﬁP?ﬁ $he9da 18h & A5anch I ofF T €ef 56149 sh9kd ont o
t he conpub@@$uﬂymhpabtaﬁhh phtedesi e drd cArrtibel cotud ertepf Stthe Dhanch

of fice X gan by 49115, 08L84aLBNIYE A9 (8 L AL NG, CoMpUt er 5. OF the

branch of des can e used as a server emnse when t he
backup of dtlﬁelc@ates;l @fn the wHarclroffdrery, ittheayeir ospeci biehethe to-

be-saved file from the window. As mentioned above, the
256 distributed data archive device 1 is realized by using a
general-purpose computer in this embodiment, and therefore the
to-be-saved file can be prepared in such a manner as to be
recorded on a magnetic disk, an optical disk, or a photo-
magnetic disk accessible by this computer. Of course, the
30 to-be-saved file in the distributed data archive device 1 may
be read from the outside through the network 3. Herein, let it
be supposed that the data file F1l stored on a hard disk drive
of the computer that constitutes the distributed data archive
device 1 is specified as the to-be-saved file, for example (in
35 this case, the "management data of file F1" shown in Fig. 2 has

not yet been formed).
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15 conputers of the branch offices X and Z, the conputer of the branch
office*Y can be used as the data archive device |, and the conputers of the
branch offices X and Z can be used as the data server 2. Wen the backup of
the data of the branch office Z is saved onto the conputers of the branch
offices X and Y, 20 the conputer of the branch office Z can be used as the
data archive device 1, and the conputers of the branch offices X and Y can
be used as the data server 2. Accordingly, t he nanes of the constituent

el enents "data archive device 1" and "data server 2" in the present
invention nerel y,signety a £0be 25 perfordrd, whemene ikl hecksngawed, or
extracted. In practice, the individual computers connected on the network
can be casse® 643t uhemigie detend " aapdlhieRpver d@ated lirsha aReUthROY dat a

server 2" Al %BQHthébéd@{‘P@@ﬁEﬂé datizexhgwnel. n aFw@rﬁtm r%%ieﬂoﬁo
directly onto the archive card 10 (po table recordln medi um |n t he above

enbodlnen?““¥h§1%%Héﬁéﬁ%h?hﬁéﬁabﬁoé§vﬁ6& h@%gé§é??F¥lﬂ%§dx%%aﬁ% fe€orded
dlhrectby tfhaleonte) , Ia@]][d ﬁaéamlr@ filesS:km)ﬁslélbéesé@e@fﬂﬂl@)’hFadlw:LVDd&\bl cg
the entire nan mmm er s : in t ata s r 2a
[ the bl QAR ESE0a agr i g 10= hnd i P RRR B CRE G B0  REREEL AN o
nanagenen&nimh@ems@rfoﬂoamaﬁmleprantatmaﬂwonlshmmﬁpgefheaUEb vhaR4thet he

dat a server, d%tﬁkpfo%gagugg%%ggg%ggygﬂgt@gg neeg@gkg ﬁ§§1 gegygéndata

is stored’ Sreti on-a assmor to access
nanagenenpﬂhgnﬁm)pnspammwrd@dtbﬁtdlBhél@M@ﬁﬁV@aﬁﬂwﬁtﬂhlv¢ devscoay.is

enpl oygd, p%%rtafb?sfa\éhegc&&{§f@§§ éﬁq)é}fd dat 8aks Candd-ad U fl&*ée data

management nmeans can wite or ne managenent data onto a et erm ned
addr ess | edgerorrd i hatse @uriiey - 2B a@fﬂn%laﬁhl r@e\%%il@rhealgwmlati@n

needed t o AgRN R4 heH@BMragenRRly datia Wilzdeanantaet hﬁ‘uﬁi@é@ seryevidad onto
t he archive card 10 i nst ead o{ﬁrecordln the 10 for mﬁg% %enent dat a

directly Git'S F he PEFCRPYeCRRFEL 2B Ven RHE BT et S hafd: 8T&xt Fagti on
processi n@e@ferdalraaﬂlsorcablfl etheoUbf tthe dawa rmraaa;gﬂ;rmrny meaadsl15ccanhéi r st

read t ornatlon needed to.acc t n ta nto t he
dat a ggrvé# ém”fécordé8% gh?ﬁgjg?bﬁﬁéé ﬁgfgg%%%ﬁgﬁdifﬁgrﬁflf§ %ﬁngg
i nformati of, tdan toedd-tshyataiadgenéidt igatl&0f MBm the d@t@r@enaénozathahstead

of readi thtehe"cﬁlf\?f(?éér¥1Flr@na:ﬂez@3”tlgat2@ dig e%éma@m,t he dchiyecgard 10.
This way can be ca , as it were, an indirect record method of recording

t he manageledmrigiat iqthakting oRrBPeRe afehideddaresiois o Fhke¥bFEon ng
two advantagesyL@dhiden Hb e nega byt raphayinBe rt ke rEthekoff 1 e69r dinigid he

t, dat d t h . A first
navanglge S HHAOYY MRS ore "0 BRSSPSR ‘CapaBrty tBF {HovartH bbltard 10
(portabl e srieeoy disngl (B .um) can be eased. Like the exanple of 25 Fig. 2,
the mnagenent dalayel 826N fg&smhﬁonad&eupd%lg R S3Yehg phoceduLe,

i nformati on and data deposi 6fmat1on, and Ras a-certain amoun
data as aaMﬂﬂmdhﬁhtpm&xﬁm@ﬂuhaﬂdvkﬁmmblﬁm?@ﬁ%ﬁi@étdaPﬁhﬁFﬁsvaded

car d- Shapqq1%456%%%9@0&3&;@&9&@@1% £ 8 BgHERdi B e £1QeOnEyEAPARItY IS
relatively smal 0 Therefore, is undesjrabl'e to record the nanagenent

Gt a 85 & Al Lesnalredid §ebiio Lo RO G LT VL BhoR 167 GECRRIE L h
limted recdEARAGE ) isetwast @@Iblmargyeamods@fmr etgsdi BPmt hecsrAageNent
daia Lnd LCELLYCBU S e Aienive catdold PRken Jdpersile Ao stargethe
fact, and ia Isdthato ibe nedded the tfaleedendtbdnby enfiovimdedoniheckssatydt o
access th'%:ancxkinumber " Further, whena file isdivided, an algorithm
30 1is not necessarily needed according to which a sequential part
of the original file is used as one divided file. For example,
when one to-be-saved file is divided into two divided files,
not only an algorithm according to which the to-be-saved file
is divided into a first divided file that is the first half part
35 of the to-be-saved file and a second divided file that is the

latter half part thereof but also an algorithm according to
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managenent data onto the archive card 10. Therefore, the limted record
capacity can be effectively used. Another advantage of the nethod of
recordi ng the managenent data indirectly onto the archive card 10 is that a
5 use formsuch as to allow a plurality of users to share saved data can be
brought about . For exanple, archive cards 10 which are the sane in kind
are given to several users belonging to the sanme group, and information
necessary to access the sane managenent data stored on a specific record

| ocation is recorded 10 onto the sane archive card 10. In this case, every
user who %%éhhtﬁesaémogiayv@é Anehi ke L1 gk 49 1123686 diRE KA1 1e

managenent data, and the sane saved data can be extracted on the basis of
the same ﬁﬁ]ﬁé}géﬁeﬁpn&&tramtﬁﬂ e, LyECor-QICAG Co 2&n 6 heFda8pBEE o NEhd dat a

archive 1533 mifi de mnesenttl ﬂ\ée@bh@ﬂmu@@eldo@ | kmbl,aki 0Bchekar gati on
that shows limtations concerning a period js ad eg tq the to-be-saved

data, and@h&VE&tAUPEedi 3% r§ bRl Whd %%ﬁfefdl%ﬁﬂﬂov« he d&t RE€ERYaPleahd

I Ihm éasl oréal;ﬂa@edh@uattme& PEFiotonh emgbatl;tm mbeaa&tu@aﬁeame@admafged on
the data tio S ecifica t.he_ex e of Fig.
oot e T B AEE B P SR e R Yo b SR En e e g R0 Phe
di vi ded flrﬂuﬁ&)eﬁ_'ldzr Hi2 deahd iE23 ¢conat pueded emmiiynbg flor gt esof a$1et evsave it
onto each _d a t such
That oarnPRRER0 b cbhOLoRLL PR KEPUoREe LIPEREHS D, O8] SuBLRErL DR o)

whi ch t he vgéiadd € amfpamadnqnnf:ennlaelmme‘setlatedagfltmdemrw @Merractfl oh is

pr ohi qbteqsuqtllllegtallgye%qxcg ssine, 2001" has been added, in spite of a user’
s instructions for data extraction if the_instructions are given during an

extraction-prohfbi tiéd pefi 6@UrHfe cheekihge dohcePALAY tHilsS 30ipéried

limtation ¢t iRendme orhehe rSigde aof f@@%hlgaﬁﬂv§@é&ieﬁngo ehreanfpeegone on
the side of the distributed_data archive device 6ﬁ gwbsﬁgone in the

ar chi ve c&%d™PEe -WHhIFESEEdr & £h&CpRFT 88"Ffimftl&ﬁ t F8R° Bhe
limtati orflsm@w ad 1blkatt i'thatma yeserast rdadisupratuibitthed ahkefidekyby2601 "

can b 35 Ia r e limt how t nis
pr ohi te(‘}%durl r?gca ﬁéhrt gépt g%ﬁg@ aiggﬁf'ggcafﬁ%bé acefééﬂg t%Gls
[ nstructl aﬂio&imwdﬁgtm hahe" Belcenel tdhi st aked af pheJul y 1,th2001- th:aIO"atBb be
set to a“&%%‘;és%%'t'sy gl EE?fEQeoéaé@ Ky %%e%%r %@zfteshgeaﬂo&g@e&' me

limt. Furt according to anot her aspect of the dafa archive 5 s stemof

the presef Fh@erh"t"rlbﬁil"zﬂqeé’r hatPvet kR st nattdh Pivheot el ‘Gratied ithgt e

al ternati vg r@estiiRalean fe_ijufef esgatthé ofathe-on lkglﬂbahsd@QQ%IcTan’e)ﬂ desthaation
is adggd to indjvi, dug % %ded file d| stri bth nd saved ontg each data
ERatt g3

servefY afdORc dglve & dHS O &R Ot @r"fltl §OP&EGFIEGSaE S part
10 of the teahegerertid dafa. fSquéretraB@l\ﬂkwa&mn’eychlfmuEiiyblya@socamrred

0 2 dataserver g | 5othe cor gknat ndeagsl Lor vndost igaLLonn LY sg. saved

data can be cause to take alternative in another dafa server ed as
a al t er nabinke .dést Pracitdise ,Fon erappiLéy pétaﬂ905ét§mpp@§éétﬁhabea the

to- be-saved iJ l;g %ﬁﬁﬂdéoﬁ dind dgd, idieo dhraedi vided fidesc&41, F12, and

F13, and these divi ded fi'l es are ‘saved onto data servers 2a, 2b, and 2c,

respeddively. IAnerpaftate, dthe StERyi RA / deoRi OIS RISk Thaieshedof 18 he
di vi ded fidegs imbihed;12n@ntFhdenaresdien tlad ves €3 Ve st2a, ddimyaddt2c,

respeCtlveb%l é%&ygéLXodhngd%%%E%E%ed and, at step S21, the redundancy
storage method is determined. Practically, it is preferable to
automatically determine these methods in accordance with a

30 predetermined algorithm prepared 1in the distributed data
archive device 1 though the user can specify these methods.

Further, it is preferable to cause the encryption method or the
dummy-data addition method to vary depending on each individual
to-be-saved file in order to improve security, and it is

35 preferable to further cause such method to vary depending on

each individual divided file.
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20 files F11, F12, and F13 are transferred to the data servers 2a, 2b, and
2¢, respectively, by the FTP, and are witten. Alternative destination
information is added to each of the divided files F11, F12, and F13 when
the divided files are transferred. For exanple, the alternative destination
of the 25 divided files F11 and F12 is assuned to be a fourth data server
2d, and the alternative destination of the divided file F13 is assuned to
be a fifth data server 2e. If so, the alternative destination information
of URL (2d) , that of URL (2d) , and that of URL (2e) can be added to the
divided files v i d t e Fi g.
5. (Herein, théﬂﬁﬁL rﬁ?&g?é%éﬁggk%ngggggFl%%ytl%fkghégguﬁégmpb tg%

dat a servéﬁgﬁxltﬁmCﬁC?ﬁédéﬂﬁeFoH@hﬁChtQﬂ?%ﬂ@%#%@ﬂV%éfﬂé§ﬁ¥hQﬂﬁoﬁr the

i nformatiggradded, E?yé@%@rgkﬂﬁh@egefﬂd&d $nagded 4q, 55 @@%%%”t'rﬁf&a of

t he to-be-saved fil In nore detail, data 35 epos ory information
(URL |i st SbEPdat BSserdddraied séh adakfat df HEefemninad gy me@f anbhehis is

{ﬁcord@d lamwsm@r/eemry@tq,oﬂr?efh? %r(;hah‘d%tt%@ﬁrdh ; njé%laﬁlt ﬁam@@&m&tu@l@ta I'n

e exanple o ces af .infor ion that sho e or

Hopost 1 oF §RERSPIETT GHs SRt ne IRt 11 cdFErr 288 & Prafide (AL (2a)

URL (Zbﬁeteamdnuﬁho®2©f wheeapectheebyicrgndioacoor daoy dbviadadrfhle5

processin procedu the IVI d fjles F11,. F1 F13 are stored_onto

the data gSrVSF 158 OB AANET: dE‘%redslpecl‘on P $é§%Fe&' T orhati on o

URL(2d) thacrofingRic2dpf ahetheat tbe URLQZeplafeleemerdedlasdth&to a

al ter a t d i #Je 1
é?y?gﬁtlé@ Bf%lé’é eerd't}% fﬂlé drﬁfefat s e:l'l% qu gﬁ not.

respec 1s 10 | | cate at t a serv
alternatlve des&ﬁﬁﬁ#ﬂb§§9aréhﬁh®eﬁ%@@<§%ﬁ¥%ﬁ§¥2dum@d dahd &Qﬁe@%ﬁ@¢®t a

case wi || chergoperedvin d\é‘t&thS@@'%e@'mflﬁ'ﬂe‘éUlaE?éohralH%U%|aV arRemating dhe
first data server 2a has occurred or exa be supposed t hat

i t
t her e has@B¥chlr?ed A fﬁﬁtq%rPeB&?‘f?Wéﬁ‘nfﬁéﬁvﬂf%%PFW HAEI YD the
data serveg %laclagp@:éas a_&|tlm5tther|da,taar1Ck tdnfanaieﬁ,e dixhe/li}ﬁem stiee f@@rat hat

serli o trou e arl.se ,u essS a par t. at is resent Yy
SCor o ORE e el i e R cts Bl T e oF P kP Sbs RS et

mai nt enanoé sdcltadvamy dask ithabrcaorstdtutassmeheidaed @mvﬁewhza,saﬂedher eis
a need to, B%”H‘?{taerfx)éhﬂ%‘%? bpecdat @u&ﬁg} @&%ﬁ@gl Y £Stj epgoglstl%ltéwtet her

data servers his situation, sinc [ternative nati on
i nf or mat | 6AMPRE tEAY) r $aen Hebhu hadde @bl ghea Hidptdedven 1iE mq sgyesddka t he

first datasseaNeLceaddas shpwhtite i1%n orhes fddsty SEHVEe 2R R carry
out the processing, 25 of ransferrln the divided file F11 to the fourth

dat a ?%rvé?cﬁﬁlGV & SalftEhet vEPFESSGrat i on according to this alternative
destination i nfat el onheW}@md ha @xit¢act noni pn oceksbpg tofp shé ilildnelcﬂil IS

et T oty e o Dot dd £ Rk LRBSHENROL TOL UbBLORl e cihe 20

di stribut 88 dAt%A aF chive '§évice essary di v ded
files FllreBt2daawy F&@rfﬁg@maﬂeocbrqrgwhathaaﬂah%eqa,rertsz frehei oretk §hon he

dep03|torﬁeggghlqgtbg% ﬁgdunééﬁaégy%fygéaéygu§ltory i nformati on shown in

Fig ereupon, ivided file F12 is read fromthe data server 2b,

and tBe divi dedPFi¢e WIBE1S nRedRAd S PERIOKE At Salcr varing PIRRVEFe an
attenpt tesrgadethendvi dad Hikeskdd/Ehemybhe ctamaaser Y8r i 2acenusdi it

failure. step $23, and, according to the methods determined at each step,
the to-be-saved data file Fl1 is subjected to the division
processing, the encryption processing, and the dummy data

30 additionprocessingsoas tocreateapluralityofdivided files.

If the parity file formation method 1is selected as the
redundancy storage method, a necessary parity file is also

formed at this stage. Thereafter, a data server which is a
depository destination of each individual divided file (in this

35 description, a parity file is regarded as one of the divided

files) is determined, and this is written. In more detail, a
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28 When a failure in reading the file fromthe original depository
déstination is made in this way, the reading fromthe alternative
destination is attenpted. In this case, concerning the divided file F11, an
attenpt is carried out to read the 5 divided file F11 fromthe data server
2d nentioned in the alternative destination colum of the data depository
information shown in Fig. 6. As a result, the divided file F11 can be read
wi t hout any trouble, though the alternative is not the original depository
destination. 10 Wen the cause to take alternative is renoved, the divided

file F11 bacal Loved tanierun o.Lhe.data, SeLyer,2piLhatci 5, he. o1 i gi nal

dep05|tory estination as be ternativée destina |on
i nf or mat i éhlﬁsladﬂéﬁsﬁnd?hﬁgm\l\a?d 8hesexpraePi oan@r oebssiag DIl datiaiwi || be

carried oyt WykRopt1 aNY tlﬁartlg9élp£§decv>eehéfdaacasgewtawf @Bbs@%p Ly; i gh dat a
nmust take alternative to another data server. The user can eC| y & data

server us88Shanatapngrydtieverabatiamdiohh GAEt Wtk CPMMEE 156 1 9aVRRRNS

Howeves , psachiheakkywrit tieh Rneflenal @ aldamt hergh Styidhut £d; dat ag
archi ve deV|ce 20.1 to Perforn1 FOCESSInngOF autonatlcalI%pdeternlnlng a

al t er nat i YBPEBSEAAKt FHNT L AP (BT MARF V&I Y PBLESStHGTs bP &enBPRF R} age
fromthe dalassesveimdletd® t@lquhbuteﬁ st a 1o @hlevefedalvdjaﬂcgz mcjéﬂ ng

anot her data server, to, be a, alternative i on_may be
oot or medt s FRLER TR, SatBE e T O S B i S G ot MR TR o Ko the dat
archi ve systémidoedr dlingidexd t helpr esentranyeatrred canl betatree! yoused t o

keep g4 bi &g@%xrghg' &s#uaggﬂ%a@gd,lpgr“ea ;}yim%Pfy%aéaetgptérverfaor{d 30 the

use for {tal data 2 Wi de area
networ k | FRrea ﬁﬁéonﬁ?éb’n@ta §9rve@ LI ﬂtmemsdgndméyﬁtrqm@edsmlama&cthi ve

device (1}yhavidgr aHdRetiion £ cdistmiPubh Ngk@sh saNgat-9rher saved, data

(F1) onto a
transferred to a predetermined data server together with each

divided file, and they are stored thereon.

15 The file transfer processing through the network
communication means 16 is carried out in accordance with the
FTP as mentioned above. In more detail, for example, a
configuration file on which the URL list of data servers that
are depository destinations is recorded is prepared, and one

20 of the data servers of the URL list of this configuration file
is suitably selected, and one divided file is transferred
thereto. If this has been satisfactorily transferred, the next
divided file can be transferred to the next data server of the
URL list. If the transferring has failed for some reason, the

25 destination is changed to the next data server of the URL list,
and the divided file is transferred again.

Finally, management data about the to-be-saved file F1
is formed by the function of the data management means 15 at
step S37, and is recorded onto the archive card 10. In detail,

30 the "management data of file F1" including the data-saving
procedure information that is made up of the items shown in Fig.
2 and the data depository information that is made up of a URL
list of data servers that are the depository destinations of
divided files is recorded onto the folder for the file Fl. The
35 saving processing of the file F1 that has been specified as a

to-be-saved file is completed through the above steps, and the
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5 plurality of data servers (2a, 2b, 2c) accessible through a network (3)
and a function for extracting saved data therefromwhen necessary, said
device (1) conprising: division neans ( 13 ) for dividing the to-be-saved
data ( F1 ) into a plurality of divided files (F11, F12, and F13) according
10 to a predeterm ned division nethod when the data is saved; integration
nmeans (14)forintegrating and reconstituting the plurality of divided files
into the original to-be-saved data in consideration of the division nmethod
when the data is extracted; 15 network communication means (16) for

perf or i ng-BLECESSE A0 Lol heaps! et Lh g anh Favlag ! e PLUEalLLy Sfegivided
files onto predeterm ned 5ata servers, respectively, through the network
when t he g&h&ingesaved; and for perforning processing for extracting the

plurality of diyigdeddfELgs $AVEH2s9mblE 1 Rl ¥hdYals AahasS§Edel £ Lhrough
t he network when the data is extracted; and data nmanagenent means (15) for
f or mi ng mandgBRentlHatad it CEHRGISEs that 8254014 Opr BEREBFELNAT F @ i on

that showsvanpreeedurenfoht oyesp Viien trhendat aaks, saMednihagehm8st Uges, 25
i nformation show ng a d|V|S|§n nfthod e oneddg¥ sai d_divi sj pn neans when
the data P$ 2avREPane*taEata8pbstt ofs Gl m&licon TORat NEpREFRT B P it a

server used lag ttha€posittionyodest¢ ratic-onaabgthenpl meahstys eft deypdedifil es
t hat have_been_transferred by _said network, co ni catj.on ans,, and
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dat a- savi ng procedure infornmation included in the managene sai d
i nt egr at i basMbgRs &ed 35-9br By vihg raéedanaedépodicordatianfdrmred oty

i ncl uded kRrbhR RRBATEABNLHE #n tth SRR HaBeMWAEKISOEMUN Gat b8 s IBaBS: o 30
2. The distributed data _archive device as recited in claim further

1
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ertTo rQcegssi of recorqing t managenent at ont.o e portable
Pecor I no A i bR STaH Carh Troaat At heane e 228 e Qi i e
data archiiveideppseihsertei redogniegtathe Ifahnef uin heniclonpre singision
readi ng/ wy, i L eans [ i L bl e
Fecor 4F noCERiratdgy the S i LER el g, SRk R L] S P dd
managenmenPr@8e8SiBOor 488 bAcadprBdetet #i @A T bertPoPCeSSErgrivaive &irEM he

dat a nmanaggpentgnmeanswhlp) sheads the access information of the 15 portable

recordi ng nmedi um t hrough said readin%/mwiging nmeans and accesses_the
managéhent dat £GPIHE D% Lorf 49 s3ccE88 FRABIAELPHACSASLARL B G i but ed
dat a archiveidedihae @svieedtfid dntany oaee 2p ahect atibd-dxtvadtefiufther

ConpriSinglv%%rgé¥¥ngédF%g§ éﬂgg the individual divided files (and
parity files if necessary) stored on the predetermined data
servers are read into the distributed data archive device 1 by

25 the function of the network communication means 16 on the basis
of the data depository information. Further, at step S47, the
decryption/integration processing is applied to the read
individual divided files by the function of the
decryption/integration means 14 on the basis of data-saving

30 procedure information, and the original file Fl is
reconstituted. If the redundancy storage processing has been
performed when saved, the file can be, of course, reconstituted
through a predetermined reconstitution procedure even if a
given data server is out of order. If dummy data has been added

35 when the original data is saved, the dummy data is removed when

the processing of step S47 is performed.
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for checking an authenticity of a user, wherein data saving processing or
data extraction processing is perfornmed only when a correct authentication
result is obtained. 25 5. The distributed data archive device as recited in
any one of clainms 1 to 4, wherein: the division neans functions as

di vi si on/ encryption nmeans (13) for applying encryption processing to data
in a process of perform ng processing for dividing the to-be-saved 30 dat a;
t he data managenent neans (15) functions to form data-saving procedure
information that includes information showing a nethod of the encryption

processing and pefgnd, said, datg- %@\Ue@&r% Q%%ldufi?lé”fﬂr ”Ehé)?” s Npaagenent

data; and 35 the integfati on neans functions as decryption/integration

means ( 14)refasmsdpiutiaty idethyptian iF1saveeoerssingredear raiaegredopdrt on

the basi s 10§ Mat,i.on %B@Aﬁ"i‘gehhﬁo@ﬁftﬁ@@l ohat h?s%){r%triagjecp%%%@ ng
i ncluded i'n the data-saving procedure information divided files are
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about di vi%§éhn lp?o%‘égé% gegn@af@ erier YPEi U pr ddkskt %"sl%lu?) t fgFm-

i nfor mat i am fshedtigt heededdrod, of ot hehenss ypés oaf pﬁ@eesseagnshtﬁheon

di stri buted data ar chi ve deV| e _as recited |geg Qne
In

aim_1 to. 6,
wher ei n: R THAR SO HREES an§)e par f or AsC pr oc]ess 5 rfcgj VEIGRRG gam‘ry
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dat a- savi ng ure i n#lor mat | on I nc es I nformation about dunmy
dat a addi tSeorehriscESsi AgrEndt redblrtemlhe:sdafadeéz\hdﬁ%gi prdesdureanarorhat i on

as managenBnit dahie ARt A akharcm@anstbh4) iRe1Aor BB rBheReSEhAY foOr
renovi ng the dunmy data that has been added, on the basis of the
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of step S7, the stage proceeds to step 853, and, if files that
have been reconstituted up to the present remain in the
distributed data archive device 1 (i.e., location that is
managed by the software that functions as the distributed data

20 archive device 1), they are deleted, and the operation as the
distributed data archive device 1 is ended (i.e., the execution

of the software that functions as the distributed data archive
device 1 is ended.). If the user gives instructions to eject

the archive card 10 from the reading/writing means 11 as an event

25 of step S7, the card is ejected at step S3, and the stage returns
to step S1, and a wait continues until the next card is inserted.

As described above, according to the present invention,

valuable digital data is divided, and the resulting data are
saved onto a plurality of data servers. Thus even if the saved

30 data are stolen from one server, security is maintained because
the stolen data cannot be reconstituted into the original data.
Since an IC card with very great security against illegal data
falsification can be used as the archive card 10 needed when
data is saved and when the data is extracted, there is no fear

35 that saved data will be stolen, as long as the IC card is not

stolen. Further, since the to-be-saved data can be encrypted
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the division neans (13) perforns redundancy storage processing to add
rédundancy to the to-be-saved data during a process for dividing the

t o- be-saved data to forma plurality of divided files; 35 the data
managenment neans (15) functions to form data-saving procedure information
that includes information 32 about the redundancy storage processing and
record the data-saving procedure informati on as nanagenent data; and the
integration neans (14) perforns processing for reconstituting the original
t 0o- be-saved data in consideration 5 of the information about the redundancy
storage pr i cl.yd dat ayi r f

The. distfIB0c 58 4oV ontan VSodsords Bsrdort oA AGAYt0ae 5r ToFa st to
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to add perj.ad ahén da'ﬂcta Q8 éﬂ%@%&%@éﬁ@rﬁemﬂé rfhtt@tr'n% .ahQHL o fe peT i Od
to the tobe-saved ta, and thereafter distribute and save said data onto
dat a servéﬂ@ceaﬁéldﬁbﬁﬁgléaﬂacéﬁﬁﬁédtﬁﬁé prBceatreScrBeper PBY AMExeR bRt i on

15 progessisng d b sifiedddd opy Ohe hh B bt k@R Baseqironer hes persegdndaphit ation
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of clai msPTOLOE]! &) W aridHi S HeviCe SPEFE RS deYhcei bhitRgd 80Fi Hge dat a
savi ng pr@@@@lssrla,ortyodasmahtebnaiarwe;edesleaaédmbnsrnfdxrzrwlprf,reteh@zt shows a

alternative destipation different fro an or| | deposit ry estination,
fo naiy §eaPOaPEPREEE ity Shflleri Tl e P 0 e e o o L E2LA
servers, am@ﬂnranyuﬂxhﬁﬂmbwﬂdér@@taverdbsvendENdneZ&dnﬁqnuﬁd|tm Blsea part
of the,ma t r t tr.acti ngp r act a
desi rzd dlg\%lqg%g%f fq; aer S%Bglggt%%ﬁﬁefs%eﬁ%d %f &ﬁ?lgérj%a% %(g&s(ﬂ nati on
shown by biyewlal ¢lerfidissvardestamaf ¢ oned iedmesn @ntafsqm\éem@hrr@dlg@u Vheled

file cannglthe 4Xtsacsed fnrloea@ t3ALAe3Pr BLIMRI vd$8d ASpBe b gl Haher
depository destination. 11. di stributed data archive system conprising: a
dlstrlbuté@a@aﬁ§l§r6ﬁmv@edéV¥%% (1) as recited in any one of claims 1 to
10; a network (3) to which said distributed data 35 archive device is

nn | urali f rver 2¢) far r Vi
??Onfg%?g plurality o gata sggsea%d(appl%%a e%gmﬁ%es ecei vi ng access

Next, modlflcatlons and applied examples of the present

invention will be described. In the embodiment shown in Fig.
1, the distributed data archive device 1 and the data server
2 (2a, 2b, 2c) were described as devices that have functions
20 completely different from each other, but both the devices are
identical with each other in that they are each a "computer in
which predetermined software has been built". In practice, a
possible use form is that a computer with completely the same
hardware configuration is used as the distributed data archive
25 device 1 on the one hand, and, on the other hand, as the data
server 2. Computers that are identical from the viewpoint of
hardware can be used as the distributed data archive device 1
and as the data server 2, depending on software to be built in.
If it is a computer in which the two kinds of software are built
30 at the same time, the computer can be discriminately used, of
course, 1n a manner such as to function as the distributed data
archive device 1 inone situation and function as the data server

2 in another situation.
Another example of the use form is as follows. Let it be
35 supposed that computers are placed in three branch offices X,

Y, and Z, respectively, and the computers are connected to each
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33 device through said network ( 3 ) ; and a portable recordi ng nmedi um
(10) used as a record location of "nmanagenent data fornmed in said

di stributed data archive device" or "informati on needed to access said
managenment data". 5 12. The distributed data archive systemas recited in
claim11l, wherein a term nal device connected to the network is designed to
performboth a function as the distributed data archive device (1) and a
function as the data servers (2a, 2b, 10 2c) , and can sel ect one of the
two functions in accordance with a use. 13. The distributed data archive

system as gt &th toh G 8k MLl @il &dmdéa ragEEN can Afn&ardh | $sUSRE as

the portable 15 recording medi um (10), and an authent|C|%% of the portable
r ecor di ng hesditiuteskipt R tHekkR daHes e HrsEFBEeessdatt® AreRtvendevi ce

(1) hacces %%ts thize dpemt @talrge&eQOé@iengu&g;gi ;u;fm eléa_h- ofﬁhtéi é%%b@\l;_'ﬁ@g, daha
arcnive systemas recitead _In any one or cl al , L0, erelrn

i nf or mati diendagedt O Léstha %@%ngﬁﬁénﬂsg%%‘él‘?%gﬁ%%&w%pﬁrtS

pl uLaI 5ty (@orpialy e r ecor di oy aediiugg (f]ilLQ)e. qkﬁxstﬁfliﬁ:ﬁﬂcizw}i' \j\"ﬁm@dbg‘@éﬁ
archive systemas recited, Il n any on or c B 0 erei t he

G St11 but S8 AR aF e e EE Y TP A it BT B aa 5 sePARrTubed
destinati @y itheobpati vcdthad shews eaeal hemnbhatiwaey destfioratadd)n dnfif enent from
an original. d L tory, i nat i i ndi vj l..dl Vi fil

strt but s e S R RATRE A RB A l K IR O SR Sl Brpncien (e
data is safddceandltawreutetd bh, wWbepetiobmcupcesshagidtor obluhmibngnche

di vi degl Tidlee ;bel &gigag%@ebooh%etﬂlgt @tﬁﬁﬁh'ﬂé%stBfaEHEhSEagéEactﬁ?ﬂ{@E ysed as

the alternative destinati on shown e alternative destination

i nformati M4 £,shhg 6PTEIRREr dhtBhedranrch RELte Y Ormke Heeddaffikalty in
cont i nui NG z%avhReh3oct Bevdiyideddd ke 34mpullérsh £URUbEnEBAEADE Bes

recor di ng redium on_wpich_a proggam Lo realize the gl stibuted data archive

backup of the data of the branch office Y is saved onto to the
15 computers of the branch offices X and Z, the computer of the
branch office Y can be used as the data archive device 1, and
the computers of the branch offices X and Z can be used as the
data server 2. When the backup of the data of the branch office
Z is saved onto the computers of the branch offices X and Y,
20 the computer of the branch office Z can be used as the data
archive device 1, and the computers of the branch offices X and
Y can be used as the data server 2. Accordingly, the names of
the constituent elements "data archive device 1" and "data
server 2" in the present invention merely signify a role
25 performed when one file is saved or extracted. In practice, the
individual computers connected on the network can be caused to
function as the "data archive device 1" and as the "data server

2",
Although the management data shown in Fig. 2 is recorded
30 directly onto the archive card 10 (portable recording medium)
in the above embodiment, the management data does not
necessarilyneed tobe recordeddirectly thereonto. For example,
it is possible to employ a way in which the entire management
folder shown in Fig. 2 is put in the data server 2a in the block
35 diagram of Fig. 1, and information needed to access this

management folder (for example, information showing the URL of
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any one of clains 1 to 10 is recorded. 35
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| &#10%Z XéaX&i€kh- ofit, the data management means 15 can first read the

"information needed to access the management data written onto
the data server 2a" recorded on the archive card 10, and, using

15 this information, can read the management data from the data
server 2a, instead of reading the necessary management data
directly from the archive card 10. This way can be called, as
it were, an indirect record method of recording the management
data indirectly onto the archive card 10.

20 The following two advantages can be obtained by employing
the method of recording the management data indirectly onto the
archive card 10 in this way. A first advantage is that
limitations on the record capacity of the archive card 10
(portable recording medium) can be eased. Like the example of

25 Fig. 2, themanagement data of each file ismade up of data-saving
procedure information and data depository information, and has
a certain amount of data as a whole. On the other hand, since
the archive card 10 is a card-shaped electronic information
recording medium, its record capacity is relatively small.

30 Therefore, it is undesirable to record the management data of
a lot of files directly onto the archive card 10, because the
limited record capacity is wasted. The method of recording the
management data indirectly onto the archive card 10 makes it
possible to store the management data onto record locations

35 other than the archive card 10 in fact, and all that is needed

is to record only information necessary to access this
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Another advantage of the method of recording the
management data indirectly onto the archive card 10 is that a
5 use form such as to allow a plurality of users to share saved
data can be brought about. For example, archive cards 10 which
are the same in kind are given to several users belonging to
the same group, and information necessary to access the same
management data stored on a specific record location is recorded
10 onto the same archive card 10. In this case, every user who has
this same kind of archive card 10 can access the same management
data, and the same saved data can be extracted on the basis of

the same management data.
Further, according to another aspect of the data archive
15 system of the present invention, period limitation information
that shows limitations concerning a period is added to the
to-be~saved data, and the data is distributed and saved onto
the data server, and limitations based on this period limitation
information can be imposed on the data extraction processing.
20 Specifically, like the example of Fig. 4, period limitation
information can be added to, for example, each of the divided
files F11l, F1l2, and F13 in a predetermined format so as to save
it onto each data server. Limitations can be imposed on data
extraction such that data extraction is prohibited with respect
256 to a divided file to which the period limitation information
stating that "Data extraction is prohibited until the end of
June, 2001" has been added, in spite of a user’s instructions
for data extraction if the instructions are given during an
extraction-prohibited period. The checking concerning this
30 period limitation can be done on the side of each data server
2, or can be done on the side of the distributed data archive
device 1, or can be done in the archive card 10. With respect
to the period limitation information, the limitation showing
that "Data extraction is prohibited after July, 2001" can be
35 placed, or the limitation showing that "Data extraction is

prohibited during July to September, 2001" can be placed. Active

26



10G 10G
10Gt 109638 ()-%& ' "' _A~\:lal 6" #! "#109%&' ()-y"#109%& ()-y"#10%& ()-y! | #10%& (
) -1 1#10%KK& ()-'" """ (cA~\:lal 6! "#109%&' ()-y"#109%& ()-y' # "#10%& ()-y! " #10%&
") -y #1109 () -y(((((() (*(+(hJ-:"#10%&' ()-y' #"#10%&' ()-y!"#109%& ()-y" #109%&
()-y' #" #1098 ()-y+(2(b(c(d(q((_=-:"#10% "#10%& ()-y! "#10%&' ()-y"#10%&' ()-y'
# " #1098 () -y! "#109%& ()-y(((((((CF-:"#109% "#109&' ()-y' #! "#10%& ()-y! " #10%&
()-y"#10%& ()-y' #(((((() _=-:"#10% "#10%& ()-y!"#109%&' ()-y"#109%&' ()-y' #! "#10
%R ()-y!"#109% ()-y)))))[)\)]) CF-: "#109% " #10%& () -y’ #! "#109& ()-y! " #10%& ()

-y #1098 (it riloti)ded sBlomw)in th%LO%d'eﬁlaQ%&t@i-syHé#:bO%{& Ohiy! 1#106@1(¢) - y* #"

rﬁ_r
#109%& " #109& . "#109 ' #1" #10%& "H#109&' ()
y";htlocyege:)()yca{rh ;3)? 4 XB))C %Bg/ﬁ“ L1169 e% Oé@e( ?afra#%% %)dﬁtﬂ"#low&
Y()-y! "#l@;%&v(e)r ysl’de l&%, the time limit. 0% 0% #1096 () "
*X*Y*\*]*cF)"# "#109&, ( 1" #109&! " o' ()-y" 0 -y’
| *cF) &t}g %/tla(ﬁﬁé)lf %)%/g}@ %xjuot%fao/ag%é tlocé ggtg archlvé y

XAk kD Kk [yk ok * *g
>s5 10908, (;e/s;ﬂ:%@%m) ol $1O%@NT) Weﬁﬂ@,s aﬂ[tem’é‘t#i/z@%d#ﬂﬂ%]%n?oﬁ) 1(
#10% 0/ 0 0

"Lovae () - TTIB8535] | NG BoABRON 2100 (= R Chekt TR 15
#1098%8& the Prigireoh Wdergyitary  degspimepron -1512@%@789:} [ 1MUY #4140

L#10% # &d(l)vl%%defi-Qe/%#digs&ﬁl}gm'rg&%*@d# s‘%v@d gr{%g#élé)c@%%‘%a( )segver, n%
[ LELOWHVE () -2 L#10% # &'é) F; W"#10 ' #10%%& ?
, 109%9& () thig aljerpative estlnatlon 1nformatlon is recorded as a part

10 of the management data for the case where some difficulty has
occurred in a data server which is the original depository
destination. If so, saved data can be caused to take alternative
in another data server specified as a alternative destination.

For example, let it be supposed that a to-be-saved file

15 F1 is divided into three divided files F11, F12, and F13, and
these divided files are saved onto data servers 2a, 2b, and 2c,
respectively. In this case, the original depository
destinations of the divided files F1l1l, F12, and F13 become the
data servers 2a, 2b, and 2c, respectively. Actually, the divided

20 files F11, F12, and F13 are transferred to the data servers 2a,
2b, and 2c, respectively, by the PFTP, and are written.
Alternative destination information is added to each of the
divided files F11, Fl12, and F13 when the divided files are
transferred. For example, the alternative destination of the

25 divided files F11 and F12 is assumed to be a fourth data server
2d, and the alternative destination of the divided file F13 is
assumed to be a fifth data server 2e. If so, the alternative
destination information of URL (2d), that of URL(2d), and that
of URL(2e) can be added to the divided files F11, F12, and F13,

30 respectively, like the example of Fig. 5. (Herein, the URL (xx)
represents information that shows the URL of a data server xx.)

On the other hand, the alternative destination
information added to each divided file is added to the
management data of the to-be~-saved file F1. Inmore detail, data

35 depository information (URL list of data servers), such as that

of Fig. 6, is formed, and this is recorded onto, for example,
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# 10 move a servers, or, order do the

maintenance of a hard disk that constitutes the data server 2a,

20 there is a need to temporarily move the data that is presently

stored to the other data servers. In this situation, since the

alternative destination information URL (2d) has been added to

the divided file F11 saved on the first data server 2a as shown

in Fig. 5, the first data server 2a can carry out the processing

25 of transferring the divided file F11 to the fourth data server

2d of a alternative destination according to this alternative
destination information.

When the extraction processing of the file F1 is carried

out after the divided file is transferred for alternative, the

30 distributeddata archive device l attempts to read the necessary

divided files F1l1, F12, and F13 from the original data servers

mentioned in the depository destination column of the data

depository information shown in Fig. 6. Thereupon, the divided

file F12 is read from the data server 2b, and the divided file

35 F13 is read from the data server 2c. However, an attempt to read

the divided file F11 from the data server 2a ends in failure.
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a ternatlve destination column of the data depository
information shown in Fig. 6. As a result, the divided file F11
can be read without any trouble, though the alternative is not
the original depository destination.

10 When the cause to take alternative is removed, the divided
file F11 is allowed to return to the data server 2a that is the
original depository destination as before, of course. If
alternative destination information is added in this way, the
extraction processing of data will be carried out without any

15 trouble even if a situation arises by which data must take
alternative to another data server.

The user can specify a data server used as a alternative
destination when data files are saved. However, practically,
it is preferable to allow the distributed data archive device

20 1 to perform processing for automatically determining a
alternative destination. Alternatively, ©processing for
sending a message from the data server to the distributed data
archive device 1 specifying another data server to be used as
a alternative destination may be performed.

25

INDUSTRIAL APPLICABILITY

The data archive device and the data archive system
according to the present invention can be widely used to keep
arbitrary digital data, and, particularly, they are optimal for

30 the use for backing up valuable digital data while utilizing

a wide area network like the Internet.
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divisionmeans (13) fordividing the to-be-saved data (F1)
into a plurality of divided files (F11l, F12, and F13) according

10 to a predetermined division method when the data is saved;

integrationmeans (14) for integrating and reconstituting
the plurality of divided files into the original to-be-saved
data in consideration of the division method when the data is
extracted;

15 network communication means (16) for performing
processing for transferring and saving the plurality of divided
files onto predetermined data servers, respectively, through
the network when the data is saved; and for performing
processing for extracting the plurality of divided files saved

20 on the individual data servers through the network when the data
is extracted; and

data management means (15) for forming management data
that comprises data-saving procedure information that shows a
procedure followed when the data 1s saved that includes

25 information showing a division method employed by said division
means when the data is saved and data depository information
that specifies a data server used as a depository destination
of the plurality of divided files that have been transferred
by said network communication means, and thereafter performing

30 processing for recording the management data onto a
predetermined location, and thereafter reading the management
data when the data is extracted, and thereafter performing
processing for giving the data-saving procedure information
included in the management data to said integration means and

35 for giving the data depository information included in the

management data to said network communication means.
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2. The distributed data archive device as recited in claim
1, further <comprising reading/writing means (11) for
reading/writing data from/onto a portable recording medium
5 (10), wherein the data management means (15) performs
processing for recording the management data onto the portable

recording medium through said reading/writing means.

3. The distributed data archive device as recited in claim
10 1, further comprising reading/writing means (11) for
reading/writing data from/onto a portable recording medium
(10) in which access information needed to access the management
data recorded on a predetermined location is stored, and the
data management means (15) reads the access information of the
15 portable recording medium through said reading/writing means
and accesses the management data on the basis of this access

information.

4. The distributed data archive device as recited in any one
20 of claims 1 to 3, further comprising verification means (12)
for checking an authenticity of a user, wherein data saving
processing or data extraction processing is performed only when

a correct authentication result is obtained.

25 5. The distributed data archive device as recited in any one
of claims 1 to 4, wherein:
the division means functions as division/encryption
means (13) for applying encryption processing to data in a
process of performing processing for dividing the to-be-saved
30 data;
the data management means (15) functions to form
data-saving procedure information that includes information
showing a method of the encryption processing and record said
data-saving procedure information as management data; and
35 the integration means functions as

decryption/integration means (14) for applying decryption
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processing to an encrypted part on the basis of information

showing the method of the encryption processing included in the

data-saving procedure 1information when divided files are

integrated and reconstituted into the original to-be-saved
5 data.

6. The distributed data archive device as recited in claim
5, wherein the data management means (15) uses information which
showing an execution order about division processing and
10 encryption processing as a part of information showing the

method of the encryption processing.

7. The distributed data archive device as recited in any one
of claims 1 to 6, wherein:

15 the division means (13) performs processing for adding
dummy data independent of the to-be-saved data in a process for
dividing the to-be-saved data;

the data management means (15) functions to form
data-saving procedure information that includes information

20 about dummy data addition processing and record the data-saving
procedure information as management data; and

the integration means .(14) performs processing for
removing the dummy data that has been added, on the basis of
the information about dummy data addition processing included

25 in the data-saving procedure information when divided files are
integrated and reconstituted into the original to-be-saved
data.

8. The distributed data archive device as recited in any one
30 of claims 1 to 7, wherein:
the division means (13) performs redundancy storage
processing to add redundancy to the to-be-saved data during a
process for dividing the to-be-saved data to form a plurality
of divided files;
35 the data management means (15) functions to form

data-saving procedure information that includes information
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about the redundancy storage processing and record the
data-saving procedure information as management data; and

the integration means (14) performs processing for

reconstituting the original to-be-saved data in consideration

5 of the information about the redundancy storage processing

included in the data-saving procedure information.

9. The distributed data archive device as recited in any one
of claims 1 to 8, said archive device further functioning:
10 during data saving procedure, to add period limitation
information that shows limitation about a period to the to-
be-saved data, and thereafter distribute and save said data onto
data servers; and
during data extracting procedure, to perform extraction
15 processing in consideration of limitation based on the period

limitation information.

10. The distributed data archive device as recited in any one
of claims 1 to 9, said archive device further functioning:
20 during data saving procedure, to add alternative
destination information, that shows a alternative destination
different from an original depository destination, to
individual divided files which are distributed and saved onto
data servers, and to record the alternative destination
25 information as a part of the management data: and
during data extracting procedure, to extract a desired
divided file from a data server used as the alternative
destination shown by the alternative destination information
if the desired divided file cannot be extracted from a data

30 server used as the original depository destination.

11. A distributed data archive system comprising: a
distributed data archive device (1) as recited in any one of
claims 1 to 10; a network (3) to which said distributed data
35 archive device is connected; a plurality of data servers (2a,

2b, 2c) for receiving access from said distributed data archive
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device through said network (3); and a portable recording medium
(10) used as a record location of "management data formed in
sald distributed data archive device" or "information needed

to access said management data".

12. The distributed data archive system as recited in claim
11, wherein a terminal device connected to the network is
designed to perform both a function as the distributed data
archive device (1) and a function as the data servers (2a, 2b,
10 2c¢), and can select one of the two functions in accordance with

a use.

13. The distributed data archive system as recited in claim
11 or claim 12, wherein an IC card 1is used as the portable
15 recording medium (10), and an authenticity of the portable
| recording medium itself is checked when the distributed data

archive device (1) accesses the portable recording medium.

14. The distributed data archive system as recited in any one
20 of claims 11 to 13, wherein information needed to access a same
management data is stored on a plurality of portable recording

mediums (10).

15. The distributed data archive system as recited in any one
25 of claims 11 to 14, wherein the distributed data archive device
(1) can function to add alternative destination information
that shows a alternative destination different froman original
depository destination to an individual divided file
distributed and saved onto an original data server (2a, 2b, 2c¢)
30 when the data is saved, and can function to perform processing
for allowing the divided file being saved to take alternative
to another data server used as the alternative destination shown
by the alternative destination information if said original
data server (2a, 2b, 2c¢) hasmet difficulty in continuing saving
35 the divided file.
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16. A computer-readable recording medium on which a program
to realize the distributed data archive device as recited in

any one of claims 1 to 10 is recorded.
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