WO 03/ 098864 PCT/ US03/ 15569 Hi dden Link Dynam c Key Manager for use in
Comput er System Rel ated Applications [0001] This is a continuation-in-part
appl i cat i wo w3foosdes. Patent Application No. 09/693, 605, filred/usasassoer 20,
2000. Background of Invention [0002] For various reasons, organizations
frequently need to exchange confidential information over a network.
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telephone calls. For example, leased lines are used to provide private network connections
between regional offices and corporate headquarters, carrying only information that is intended
to be sent between the regional office and the headquarters.

[0003] A leased line may also be used to connect an organization to an Internet Service Provider
(ISP). The ISP connects its customer to a public network, such as the Internet. With a
connection to a public network, a customer may send and receive messages to any other party
also connected to the public network. This has advantages of convenience and low cost relative
to dedicated, private leased lines, because only a single connection to the ISP must be
maintained. However, a network user has much less control over information sent and received
over a public network than a user has over data sent on a private leased line. Specifically, in a
public network, operators of networking equipment that routes information between an arbitrary
sender and receiver may intercept the information and examine it or even modify it en route.

Further, over a public network, senders and receivers have no convenient way to police the

behavior of intermediate network providers.



1 WD 03/098864 PCT/ US03/ 15569 [00041 Accordingly, it is conventiona

w sdom t hat dedi cated | eased |ines provide better control over the privacy
and i nt egwiotog/oe8864 nf or mati on, because while it is possi bl edrarsoa1iseovi der

of private leased lines to examne or alter information on the private
networ k, users of the private |eased |Iines know who the provider is and
can establlsh reasonabl e procedures to audit the behavior of the provider
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Of of necessary dedicated connections and the substantial expense of leased lines. Accordingly,
other means of establishing data privacy and integrity have been established.

[0006]‘ One of these means is the Virtual Private Network (VPN), which uses cryptography to
create a virtual point-to-point connection between nodes, including computers, using a public
network, such as an Internet Protocol (IP) network like the Internet. Similar to a private
network, a VPN involves a point-to-point connection, however, because it uses encrypted
information over a public network to establish the "virtual" connection, a VPN does not require
dedicated leased lines.

[0007] Hardware and software are widely available to implement VPN's. However, the
hardware and software and particularly staff to properly operate the VPN's can be quite
expensive.

[0008] Because information is encrypted and unencrypted at the network level at both ends of

the point-to-point link, if an attacker is successful in compromising an operating system of an



the point-to-point link, if an attacker is successful in conpromsing an
operating systemof an 2 WD 03/098864 PCT/ US03/ 15569 end node or conputer,
t he attacweroshesseconpl ete access to all information exchamgadisosriishe VPN.
Accordingly, the key to ensuring safe, unconprom sed operation of a VPN is
to make sure that attackers and intruders are not able to conprom se or
gai n unaut hori zed access to the VPN end nodes. EOOOQ] To prevent
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public network to be of any value. [0010] Accordingly, as |long as sone
packets argodesi ng exchanged with the public network, there are
opportunities for attackers to gain unauthorized access. The next |evel of
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techni que of attackers to gain unauthorized access is to exploit known
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operating system level security layers secure. System level security layers include the pieces of
software that require user names and passwords to allow connections and the like.

[0011] A common technique of attackers to gain unauthorized access is to exploit known defects
in operating system security layers. These defects are ordinarily caused by human errors in the
design and implementation of the system software. Accordingly, as fixes for the defects become
available it is imperative to apply the fixes or patches. Monitoring and timely applying fixes and
patches is an important aspect of sound system administration. If patches are not applied,
intruders can easily gain access to end nodes.

[0012] In addition to a VPN, which requires configuration between endpoints of a point-to-point
link, other methods exist for establishing an encrypted channel through which to exchange
private information over a public network. These channel protections include protocols like

Secure Sockets Layer (SSL) and Secure Shell (SSH).



private information over a public network. These channel protections

i nclude protocols |like Secure Sockets Layer (SSL) and Secure Shell (SSH)

3 WO 03/ 0983849eT/ USO03/ 15569 [0013] Cryptography i nvol vesTusosigssevdes and
transformati ons on nessages to render the nessages unintelligible to
anyone ot her than an intended recipient of the nessage. In the context of
protecting data privacy, the process of rendering a nessage unintelligible
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i ntended recipient to render the message intelligible is called
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it is useful to ensure the integrity of information, data integrity
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to ensure the authenticity of information is to calculate a nmessage di gest
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and to digitally sign the message digest. A message digest is frequently the output of a one-way
hash function such as MD35 or SHA-1, which irreversibly produce fixed length output digests
from messages of an arbitrary length. Upon receipt, a receiver can re-calculate the message
digest on the received message and verify the signature. By verifying the signature and
comparing the calculated message digest to the signed message digest, the receiver verifies that
he or she has received, unaltered, the same message originally signed by the sender.

[0015] Other methods of providing verification of data integrity include Keyed-Hashing for
Message Authentication (HMAC). HMAC is a mechanism that can authenticate both the source
of a message and its integrity. HMACs utilize an arbitrary one-way hash function, such as MD5
or SHA-1 in connection with a shared secret, or ke};, to provide a message authentication code.

HMACSs can also be used in connection with challenge response protocols in which a response is

computed that is a function of the secret key and the challenge message. Authenticity of



or SHA-1 in connection with a shared secret, or key, to provide a nessage
aut hentication code. HVACs can al so be used in connection with challenge
response woaBoessks i n which a response is conputed that PETASOBMESEY on Of
the secret key and the chall enge nessage. Authenticity of 4 WO 03/098864
PCT/ US03/ 15569 information is verified when the receiver perforns the HVAC
cal cul ation on the received nessage and conpares it to the nmessage
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A key can be a nunber used in a fornula to operate on a nessage to either
encrypt or meskagé. YTie rededverfisthagen vel fyahat thepessagk okigipsted fromudwuraghat wasinpads,
which are lists of keys that are applied to nmessages to encrypt and
decrypt t hpsgsedsionvhineeceadkby. eHBMEN s forfther Besclibesitin ®FCKAPS. i s  used only once.
O course to keep an encrypted nessage from bei ng decrypted by soneone
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courier that physically delivers keys to parties in a locked briefcase thereby ensuring actual
security by way of verifiable physical security. However, physical courier methods of key
exchange are generally too cumbersome, slow, and expensive.
[0017] Accordingly, one of the major challenges in cryptography is the process of key exchange.
A popular method for exchanging keys is to use public key cryptography to exchange a
symmetric key. Public key cryptography uses two kinds of keys to encrypt and decrypt
information, namely public keys, which are intended to be widely distributed and associated with
particular entities, and private keys, which are intended to be kept in a highly confidential and
secure manner. Conversely, symmetric cryptography uses the same key to encrypt and to
decrypt information.
[0018] Public key cryptography works by encrypting a message in a public key. Once encrypted

in a public key, a message can only be decrypted using the corresponding private key. Similarly,



secure manner. Conversely, symetric cryptography uses the sane key to
encrypt and to decrypt information. [0018] Public key cryptography works
by encrypwongogsssessage in a public key. Once encrypted PaTASPHIBSHE key, a
nmessage can only be decrypted using the correspondi ng private key.
Simlarly, 5 W 03/098864 PCT/US03/15569 a signer nmay create a digita
signature by applying his or her private key to a nessage or typically to
a di gest of signeresayagemte avigitd sigaatarefbiy>applying hiptdn hpi pryateddey tad wessagd @n t hat
uniquely identifies the nessage. A digital signature is verified by

appl yi ng t heically por digst of gnessage, whibh isc fidedyertgth pite of infomtatios tHaburdededy i ne
whet her the signature is valid. [00191 A sinplified use of public key
crypt ogr aphi¢nfifiesechessge. A diyimreighitarekeyerified bpagdying the ipacportad $ipeers phblewi ng
way. One party generates a new symmetric key, for exanple using a random
nunber gengéah e siddatils toldRRnAME heBBEhY PiktatiB & WwYaNet ri ¢ key using the
public key of the intended recipient and sends the encrypted nessage to
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decrypt the nessage, thereby securely receiving the symetric key which

can be UsegccB&gﬁﬁféH £ Eth@ AN ay, Wnelpafty BEHer QAN Gk Bib kedyORR Odantile

i nportant concern in any application of public key Cryptography is that a
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public key cryptosystem (e.g. a sender of an encrypted message) uses authentic public k’eys of
other parties. If a sender mistakenly uses the public key of an attacker, the attacker will be able
to decrypt the message and will have the symmetric key allowing the attacker access to the
secure channel. Further, if the attacker is able to inject himself or herself into the channel in this
way, the attacker can forge messages to the recipient and mount a so called "man-in-the-middle"
attack, in which both sender and receiver believe they are communicating directly over a secure
channel but in reality are communicating through an attacker who has the ability to examine and
alter messages as they pass between sender and recipient. Accordingly, the effective use of
public key cryptography requires users to be able to verify that a particular public key is the true
public key of the person to whom they wish to communicate. Ensuring that a public key 1s the

correct public key is the problem of public key validation.



alter nmessages as they pass between sender and recipient. Accordingly, the
effective use of public key cryptography requires users to be able to
verify thaooa/opsass i cul ar public key is the true public kegrafSos/mseper son
to whomthey wish to communicate. Ensuring that a public key is the
correct public key is the problemof public key validation. 6 WO 03/098864
PCT/ US03/ 15569 [0021] One way to solve the public key validation problem
i s f092plubl i sh t Aee pabic solvkele tubliakerpyabidatioansebgre is ta REPlish the blickgfinghe
public key to manual |y conpare the public key they are using to the
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practice. It is, however, sonmewhat inconvenient and not conveniently
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[0022] The SSL protocol uses digital certificates. In SSL, a web server has an X.509-formatted
digital certificate, which is digitally signed by a trusted CA, using the CA's private key. In an
SSL environment, the CA's signature can be verified at the client using a trusted version of the
CA's public key. In popular browsers, public keys of popular CA's come pre-loaded into the
browser. SSH requires an initial trusted exchange of a server's public key so that in subsequent
transactions, the identity of the server can be verified by the user using conventional public key
technology.
[0023] Accordingly, VPNs and channel protectors such as SSH and SSL protect data as it is
exchanged from a secure node to another secure node over a potentially insecure network.
However, these channel protectors protect data in transit only. Channel protection technology

cannot protect data once it has been decrypted on a destination node. And firewall and sound

system administration technology have proven not to be entirely effective in keeping intruders



[ 0023] Accordingly, VPNs and channel protectors such as SSH and SSL protect
data as it is exchanged froma secure node to another secure node over a
pot ent i alWwg oBngsseur e network. However, these channel proPeTUsNI 136Dt ect
data in transit only. Channel protection technology cannot protect data
once it has been decrypted on a destination node. And firewall and sound
system adm ni stration technol ogy have proven not to be entirely effective
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unaut hori zed access to network-connected conputer systens. Thus, highly
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credit card nunbers and other confidential information from various web
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protect fixed encryption keys and other sensitive data by locating its
seryees] i N a phisomalsityatisag ar ergatieationquepe b pbtelt fixed ksalylmarksyseand other
surveil |l ance caneras. However, renote intruders do not need physical access
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[0025] Once an intruder gains access to one system on an internal network, it becomes possible

to exploit other weaknesses in the internal network, such as intercepting unencrypted network
traffic and using the information gained from the traffic to access to other systems on the internal
network. For example, many common E-mail programs transmit username and password
messages unencrypted or using easily breakable obfuscation of the actual values.

[0026] Once access is gained to key system resources, i.e. root access to a conventional database
server, an intruder has essentially full access the organization's information, including, for
example, credit card numbers, identifiable medical records, and other sensitive confidential
information about the organization's patients, customers, and/or employees. Other examples of
confidential information that can be obtained by unauthorized access include credit card
numbers, bank account numbers, social security numbers, birth dates, and highly personal and

private medical records.



server, an intruder has essentially full access the organization's
information, including, for exanple, credit card nunbers, identifiable
medi cal rwoasmssseand ot her sensitive confidential inforneCrarsoabises t he
organi zation's patients, custoners, and/or enployees. O her exanples of
confidential information that can be obtained by unauthorized access
include credit card nunbers, bank account nunbers, social securit
nunt®®23, bi rt h bewessctianwithaetessyto prfpramntian, inghedingrdcess tekeys & engryp 5pt 8
WO 03/ 098864 PCT/ US03/ 15569 [0027] In connection with access to
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i nformation. Accordingly, user authentication and software, or code,

aut hent i catéforars @ esds ahkendchpaRciderws Bed bean @eeisktdtometfoam dietabthatticatier afh  of
users and code. User authentication can be perforned by, for exanple,
recei ving asdpasswond @ autbamealiontan bhserRagsIpy, dorterarpls roctdnpapawocmd aad by
irreversibly converting the received password into another form and

conparing toRpERBVES pa86lvdRd Es¥61dd hBs@ord o b BretasBbiydditvirting {he recsie® form
Simlarly, sol?tware conponents can be authenticated by using, for exanple,

a digital F%s@ﬂ@tiﬂfoeanoﬂﬁ&%ﬂn ARt doafariRd the EQWeHdWehsSATl WY Qo Fifﬂs@@&min the
i

aut henti cation using signed conponents, however, rely on policy files and

a PKI chai g, of ffhU §ﬁnilaﬁ{ Vel Rlp¥nentd18h Be FitBerfliciOd b RMY) raTRLARAE, LQfigital

underm ning security t depends on the integrity of” an ordi nary policy

file. Furgher, &tns&n%@ﬁddg9@%&%3&@%@mag@g&tauﬂl{ﬁﬁié“%?%?“r?fi%?dan

enterprise-Fevel signing priv , an 1nt er that o cess to

th t i se-| | signi I K [

cof tvar o compaEnbeo BRI B bRy s R ER DAL e (HRGMARR, B SO,

The auri ci RO S Rt Havh phu N, St s e hlgho/tt i Shaitdt) by i
|

Further, in connection with components that are signed with an enterprise-level signing private
key, an intruder that obtains access to the enterprise-level signing private key can place
signatures on rogue software components. Accordingly, there is a need in the art for methods
and systems of software component authentication that do not suffer from the deficiencies of
known methods and systems.

[0028] From a patient's perspective, the consequences of unauthorized access to personal
medical records can be devastating. For a typical consumer, canceling and replacing credit cards
is a relative minor inconvenience compared to the compromise and potential publication of
sensitive medical information. Further, tampering with medical information is a potentially life
threatening violation of privacy and data integrity. Therefore, the protection of confidential

information, especially medical records, requires a greater assurance that the customer's or
) p y b q



[0028] From a patient's perspective, the consequences of unauthorized
access to personal nedical records can be devastating. For a typical
consuner ,woanoedssag and replacing credit cards is a rel atPCTaSOd/IEs69

i nconveni ence conpared to the conprom se and potential publication of
sensitive nedical information. Further, tanmpering with nmedical information
is a potentially life threatening violation of privacy and data integrity.
Ther ef or e, petirat'proofidentiabinformatianris peguret Kapwn imethedsraft scenrngadsipemlyavile ikdsdi cal
records, requires a greater assurance that the custoner's or 9 WO 03/098864
PCT/ US03/ 15668 trappatissentdosiotmrdtitientedal i nformation is secure. Known net hods
of securing data only while it is being transm ssion do not neet this
need. 10 WO 03/098864 PCT/ US03/ 15569 Summary of Invention [0029] A
conputer systemis provided that contains cryptographic keys and
cryptographic key identifiers. The system has a repository cryptographic
engi ne that communi cates securely with a renote cryptographi c engine, and
the repository cryptographic engine is associated with a user data store.
The data store includes a hidden link including a session key identifier
encrypted wth a protection key. The hidden link is associated with a
renote data entity. An associated key data store includes a session key
encrypted with a session-key-protection key. The session Kkey is used to
encrypt and decrypt the renote data entity. The system al so includes a
repository key exchange nodul e operable to exchange the session key with a
renote key exchange nodule. [0030] The session key identifier is optionally
operable to identify the session key corresponding to the renote data
entity. The conputer systemoptionally also includes an authorization
nodul e that controls access to operations. The authorization nodule is
optionally further coupled with a

10



user data store and access to the session key is further provided based on
the user data store. The protection key is a preferably a symetric
crypt ogr awbios/odssy4s [ 0031] I n an enbodi nent, the sessi on- kegTarsos/esstd on key
is a symetric cryptographic key. In an alternative enbodi ment, the

sessi on-key-protection key and the protection key are equivalent. The
symetric cryptographic key is optionally the triple Data Encryption

St andar d opummaryAdayesten Encrypti on Standard. [0032] A distributed network
is provided including a repository server containing cryptographic, keys.
The[082%Mor k i ncAwdmputar sysismsis provided thaprootpingshiptoseangicrkeyo s antegrenhic key
comuni cate securely wth a renpote cryptographic engine. The network al so
i ncl udes aidestifidre Theysystaghaph reposigantryptographabéngintedhas sommunicateeseswrelyrvatha
with the renote cryptographic engine. Further, the network includes a
busi ness apphdteatptograpitic phgitk, und the tdpesitognoyogmpipt agispbk asocged withwhissrei n
11 WD 03/098864 PCT/ US03/ 15569 authenticity of the business application is
verified byathb®rd dmeldgtacloydinolgdaptiddes ligh meluding acessparkien dicatifdrenasipted
fingerprint of the business application with a cal cul ated fingerprint of

the rendt gitwhyRitedion REY. CTIRARM en 1ih RA3dociAted WifilOgmaRhiat dietiyoth dssocpitedvi ded
for facilitating the secure storage of information. First, a key request

i's recei vedef i Rore ShideRa K&Y¥ioh k& endrypRE Wathlal s8&idaeNe y¥SBaIde kel Rssidn a
renote conputer system The key request includes a hidden |ink. Next, the

session kex%y us@ﬁg e5564 aANde SN IRt Aste BAS et NThOE sRECAS Ind ik aY¥&iositbrt

protection en anh exchange public key is received corresponding to

the 1 equesking. ke Fa0RA0E B M EhantDihe SESRN A8y KRN olrimor REY HRhAHLe nfbdbiRe
exchange public y, resulfting 1n an-encrypted session key.” Further, the

d [ K iS.t }: Hest | | e.
TolMB8E Y .2 ol e By ARBR L bR, drdfen eSO UER e KEloPiy 1BRER AL ©

session ke¥0 tlhes rerm% ee cllz;{z? gntﬁvgf.tﬂleac%mputer system optionally also includes an authorization module

that controls access to operations. The authorization module is optionally further coupled with a

user data store and access to the session key is further provided based on the user data store. The

protection key is a preferably a symmetric cryptographic key.

[0031] In an embodiment, the session-key-protection key is a symmetric cryptographic key. In
an alternative embodiment, the session-key-protection key and the protection key are equivalent.
The symmetric cryptographic key is optionally the triple Data Encryption Standard or the
Advanced Encryption Standard.

[0032] A distributed network is provided including a repository server containing cryptographic
keys. The network includes a repository cryptographic engine operable to communicate securely
with a remote cryptographic engine. The network also includes a remote cryptographic agent
operable to communicate securely with the remote cryptographic engine. Further, the network

includes a business application coupled with the remote cryptographic agent, wherein

11



exchange private key corresponding to the exchange public key. A data
entity is encrypted with the session key, and the hidden link is attached
to the daweoenbssty. Further, the data entity is stored. BCTAfSODes6Y i ption
of Draw ngs [0034] These and ot her inventive features and advant ages appear
fromthe follow ng Detailed Description when considered in connection with
t he acconpanying drawi ngs in which sim |ar reference characters denote
simlar el @;%mmsnx ofithalisingss appbicasieny isrvarified yibe Emptediaptesidphip GO Y g. 1 s
a schematic diagramof a conputer systeminplenenting a hidden |ink dynamc
key manageeomapatiog distecpdifmgeipaniaideachnsingssapplicaon W{tlmgsgfulﬂpg fingerprint gf the
schemati c bl ock di agram of the conputer systemof Fig. 1 illustrating

sof tware compoargpibgraptiic sdeet.conput er system 12 WO 03/ 098864 PCT/ US03/ 15569
[0037] Fig. 3 is a schematic diagram of the database structure according to
t he[opsxsent i nvartypaigraphid nithddi iz pebviipd fondaciloamgtties sesyrs tsnagefof FHifgmation. [ 0038]
Fig. 4 is a schematic diagramof a security key identification attribute of
t he dat abasgst, Skdyuedudstas REeitddor #ses§iOWRS] frdnm greqhesting eysedfohamt nwddieags am of

a nonitor illustrating adaptabl e display paraneters according to the
present i Ny@iyid @mpaftd syhtert. ThheQdel Yeqaed idctuded midaeat lirkn Nard tHd sedsits kdiy sl ayed;
[0040] Fig. 6 is a schematic diagramof a nonitor illustrating the

adapt abl e dispbaRAESPRY Bhstd 3R ARIHIRE R udifea PoRBEM kdy TBH hidékchitige havi ng
both public and private information and fields displayed; [0041] Fig. 7 is

a schemat i ﬁul:mc%@;f isGb @A Db irdshtREiNAb e {38 BIGD %xéh@fégqu&ﬁﬂéﬁ THeRBsslAWe} B
adapt the “display paraneters i1llustrated in Figs. and 6;
encrypted in the exchange public key, resulting in an encrypted session key. Further, the
encrypted session key is transmitted to the requesting key exchange module. Then, at a
computer system associated with a requester, the encrypted session key is received with an
exchange private key corresponding to the exchange public key. A data entity is encrypted with

the session key, and the hidden link is attached to the data entity. Further, the data entity is

stored.

Brief Description of Drawings

[0034] These and other inventive features and advantages appear from the following Detailed
Description when considered in connection with the accompanying drawings in which similar
reference characters denote similar elements throughout the several views and wherein:

[0035] Fig. 1 is a schematic diagram of a computer system implementing a hidden link dynamic
key manager according to the present invention;

[0036] Fig. 2 is a schematic block diagram of the computer system of Fig. 1 illustrating software

components of the computer system;
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[0042] Fig. 8 is a schematic diagram of a session encryption key data
entity; [0043] Fig. 9 is a schematic diagramof a system key conmon nane
data entiwg;03f0@844] Fig. 10 is a schematic bl ock di agram ipPClrasbs/atssng t he
encryption and storage of data entities during an add transaction; [0045]
Fig. 11 is a schematic block diagramillustrating the retrieval and
decryption of data entities during update and view transactions; [0046]
Fig. 087 s a scHandisaschemnsic ditigzam ofthe fatehese smuiiuee ashordingde epecseiBigntint
for the retrieval and decryption of data entities during update and view
t ransact i orsd utilped By theicgmputsr system dkeint i ¢ bl ock diagramillustrating the
deactivation of session encryption keys; [0048] Fig. 14 is a schematic

bl ockoasispgr am i Figus israsschemptianliaghdne o frateeurdpkieydid egificaticor attribate ofldmciniabasei on of
session encryption keys; 13 WO 03/098864 PCT/US03/15569 [0049] Fig. 15 is
a schemat i etridr@elsf Bigaggr am i | [ ustrating a systemin whi ch database
protection is provided consistent wwth the present invention; [0050] Fig.
16 i goom9pchenat Fig. Blsacdshéhh @ daugrdnh blshbior Ihsiatihyg Staabladivplagparimdret e
conputer systens access a key repository over a network; [0051] Fig. 17 is

a schemat i geddk@fktodhAgrestm inléntioh bad hdvehgdnSYfubRaTrfeMAtivh Al Reldd diglHed,ver, a
repository server, and renote conputer systens; [0052] Fig. 18Ais a

schengjdof bl ockpgl G5 Ahdrhdtid i dfink Bk m&h{o@ﬂﬁl@@a{tﬁ@?ﬁg tgﬁ[e ﬁlsﬁfagbﬁﬁﬁlbt@ﬁ

consistent wth tthe present invention; [0053] Fig. |s a schematic bl ock

di agrami | lal:{:%}cﬁﬁ%foqge bradeBt H6RRLh %@ﬁﬁkng%ﬁﬂ»u@ﬁ@&&%rhﬁfé infoRAstonl80 etk th the

present inventio
displayed;

[0041] Fig. 7 is a schematic block diagram illustrating the steps for determining how to adapt the

display parameters illustrated in Figs. 5 and 6;

[0042] Fig. 8 is a schematic diagram of a session encryption key data entity;
[0043] Fig. 9 is a schematic diagram of a system key common name data entity;
[0044] Fig. 10 is a schematic block diagram illustrating the encryption and storage of data

entities during an add transaction;

[0045] Fig. 11 is a schematic block diagram illustrating the retrieval and decryption of data
entities during update and view transactions;

[0046] Fig. 12 is a schematic block diagram illustrating an alternate embodiment for the retrieval
and decryption of data entities during update and view transactions;

[0047] Fig. 13 is a schematic block diagram illustrating the deactivation of session encryption
keys;

[0048] Fig. 14 is a schematic block diagram illustrating an alternate embodiment for the

deactivation of session encryption keys;

13



[0054] Fig. 18C is a schematic block diagramillustrating data protection
in connection with an Intranet or extranet based key repository; [0055]
Fig. 18D we oa/ossshemati ¢ bl ock diagramillustrating nobil epPdatimsopissbect i on;
[0056] Fig. 18E is a schematic block diagramillustrating data protection
inanultiple enterprise environnment; [0057] Fig. 19 is a schematic bl ock
diagramillustrating an enbodi mnent of tables corresponding to key, access
cont {®M9] and usBig. Hais alsehematic plodedipermnglluspratingsa syssaHa waiGhdabaepPTelERigh am
illustrating a process of encrypting a file consistent wth the present

i nvent i on; pfodQsdtorsistent Rith the peesenteventiore bl ock diagramillustrating a
process of maintaining an access control list; [0060] Fig. 22 is a
schep@sDE bl ockFigdi Bois asthiehatis block diagram ijhustretisgsa syktepcio edsdhirgmats cempwigpt ed
file; 14 WD 03/098864 PCT/ US03/ 15569 [0061] Fig. 23 is a schematic bl ock
di agr am i | byssdnisaictdsga Reyprepastisly avbr bhevebikng access associated with a key in
response to the key becom ng conpronm sed; [0062] Fig. 24 is a schematic

bl ockoodii pgr am i FiguBt i atstlivghatic Blysk diagram iiMtrating & si8lepdnvavipg adind servearae

aut henticated; [0063] Fig. 25 is a schematic block diagramillustrating a

process of rég,wwrymve?rmatrelﬁ&éa&nm{t&@%&mﬁ g. 26 is a schematic bl ock
diagramillustrating a process of registering conmponents; and [0065] Fig.

27 i $9082 Chemtrg B O%k seiheatia Blokk hidgﬁaﬁﬁtlhd”t'ﬂuﬁ’g m&a&e@maitamfaf 618 1dE
run-tinme authentication of conponents. Detailed Description [0066]

Referri ng Ehshshfie SR oS edtInhfsd er detail, Figs. 1 and 2 show a conputer
system

[0053] Fig. 18B is a schematic block diagram illustrating interdepartmental data protection
consistent with the present invention;

[0054] Fig. 18C is a schematic block diagram illustrating data protection in connection with an

Intranet or extranet based key repository;

[0055] Fig. 18D is a schematic block diagram illustrating mobile data protection;

[0056] Fig. 18E is a schematic block diagram illustrating data protection in a multiple enterprise
environment;

[0057] Fig. 19 is a schematic block diagram illustrating an embodiment of tables corresponding

to key, access control, and user databases;

[0058] Fig. 20 is a schematic block diagram illustrating a process of encrypting a file consistent
with the present invention;

[0059] Fig. 21 is a schematic block diagram illustrating a process of maintaining an access
control list;

{0060] Fig. 22 is a schematic block diagram illustrating a process of accessing an encrypted file;
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constructed in accordance wth a preferred enbodi mrent of the present
invention for storing information. The present invention provides an

i nproved wetodoeksed encrypti ng and decrypting data prefer@oryusas/155est ,
which is to say inits native form for exanple in a file systemor in a
data base server. The conputer system 20 broadly includes a security
domain 22 having an encryption key manager (EKM 24, system key manager

( SKMo008t] key |Figel3 ime sehematieblock mmmsmlstrk@;g araoess pilpkingcpspest P@qmlatgqb and
dat abase adapter (DBAD) 86. In an alternative enbodinment, other enterprise
security cwithakeyinsrespoesd tn tHelate bedomisgoumprepisebmai n 22. [0067] The conput er
system 20 al so includes a plurality of client business domains 26 having an
i nf o[ove2j on dat Rigams 28chematic blockpdibgamsstreting20systeml ie mbichsruaterdreopehents
according to the present invention. The nethod broadly includes

encrypti onaredatenthiedn and storage of data entities 30 (Fig. 3) as
illustrated in the flow diagramof Fig. 10, and the nethod al so incl udes
the [o68)j eval RighdeekytRida@ObIOtk diagramfiDistraifigon roctsoll cadatiap sméw ear@sybodi ment
of the retrieval and decryption 15 WO 03/098864 PCT/US03/ 15569 nethod is

il UF(fO'G@}: ed in FlEe‘Z@( ik @ueHinage @l%l@(ﬁla@aﬂ illdstrating ¥epr6 @RP K e giseisd &Mpddentd;iahd zes
a da structure illustrated in Fig. 3. The data structure broadly

i ncl a plurg %' I¥is Qgclfiﬁiraﬁ‘c soLd alhﬁﬁmgﬂustrgfmﬁ NFosS Sk folink B¥n-time

i denti |cat|on attribute 32, which contains security Key information as

|IIustrategud“9m_lc:t ncﬁcmkﬁgﬁﬁ% Referring to Fig. 1, in addition to the
security domaln i ent business domains 26, the conputer system

al so includes a plurality of client termnals 34. The client termnals 34
are provided mﬁth teleconnunications capabilities to comunicate with the
b”Si?P§ﬁ<€§ However, the invention also contenplates the use of
al terfatt eS(‘ff)‘]ﬁ'i’mln|catlon nechanisns such as Intranet, Iocal ar ea

R G e 5k BT M L SR el 27

organi zat| 8or1]1structed in accordance with a preferred embodiment of the present invention for storing
information. The present invention provides an improved method of encrypting and decrypting
data preferably at rest, which is to say in its native form, for example in a file system or in a data
base server. The computer system 20 broadly includes a security domain 22 having an
encryption key manager (EKM) 24, system key manager (SKM) 84, key lifetime manager
(KLM) 88, key auditing manager (KAM) 90 and database adapter (DBAD) 86. In an alternative
embodiment, other enterprise security components are included in security domain 22.

[0067] The computer system 20 also includes a plurality of client business domains 26 having an

information database 28. The computer system 20 implements a method according to the present
invention. The method broadly includes encryption, decryption and storage of data entities 30

(Fig. 3) as illustrated in the flow diagram of Fig. 10, and the method also includes the retrieval

and decryption of data for data manipulation. One embodiment of the retrieval and decryption
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where data security is inportant such as a bank, hospital, or lawfirm for
exanple. The client termnals 34 gain access to the client business

dormai ns 2@o0anloyssad t er passing through security devices swech/@es/iissewal | s,
and commruni cati on between the client business domain 26 and the security
domain 22 preferably occurs through an Internet protocol secure, virtual
private network tunnel (IPSEC, VPN tun_nel% 38. [0069] The security domain
22 i ncl udedethop is iHuiptaddy thedloyediagram obFige blo A ha FAMRLSF systey) &P vithzes 3 datdeoyrj ty
key database (KEYDB) 44, and a certification authority server 46. Each of
the key seruarsiliusiraiedyafis 3 Thadarosmcmeshsoadty mplydesapivalityed data spiHisnédft s

i ncluding, for exanple, one or nore processors, fast main nenory, and

per si st ent having agpeurity ey tlentificatiomataibyer3devhidls cenitans esurdty kgené&raptignaspose
conputer. [0070] The primary key server 40 and secondary key server 42 are
m rror confdbsteartdsin Fihds, the prinmary and secondary key servers are
substantially identical. If the primary key server 40 fails, the secondary
key $@o8pr 42 bRegfemmgopBigat,iioadditiorad kletseduyitywldnion 22 edsthe pliént businesodosnads|
system 16 WD 03/098864 PCT/ US03/ 15569 operation, thereby providing fault
t ol er ance. 28 kg dokipusek eystdnialoPRIc At ésphiralitof oligak tetrhiddls 3 OThe otiemrgaimanald 3 ough
a heart beat failover channel between the primary and secondary servers 40,
42. The pr m%fwimmiﬁﬂ@@mﬁmiwwﬁagatﬂ@ueszi&c@m{miea@é wih@lelbyisings ldugiginac) ape
backup 48, 50, respectively, for key retrieval in the event that the KEYDB

44 is 111 elhBYRtheinEntnk®Y chitt@phiet the usé8kteindiiveScomhfidatibieshagmyer 40
is provided with a primary system key reader 52, designated reader #1 in

the drawi n ri-pAar, toh wi &f nepdorks ewi ,afbﬁg( pdeme#2
nCt he iy k38 ShefinB 1oBR atea GREIARNLARY BN Wi RAREI neMork ORI AECkali RS e

primary sepyar.40 ﬁmvw?@ﬁ%oné ﬂ%ﬂgﬁg@%@@m Lhw@?e b ¥aciRly IR dhnfzBRACT S

t
52, 54 are m rrored hardware conpone super’i fault tolerance. The

secondary (gl ahagg.AZAk TRpdrn! 4985 AoSEORNRA Yor IS REM HEYak 5RIGhe Bhent

terminals 34 gain access to the client business domains 26 only after passing through security
devices such as firewalls, and communication between the client business domain 26 and the
security domain 22 preferably occurs through an Internet protocol secure, virtual private network
tunnel (IPSEC, VPN tunnel) 38.

[0069] The security domain 22 includes a primary key server 40, a secondary key server 42, a
security key database (KEYDB) 44, and a certification authority server 46. Each of the key
servers is a general purpose computer having various components including, for example, one or
more processors, fast main memory, and persistent storage. The certificate server 46 also is a
general purpose computer.

[0070] The primary key server 40 and secondary key server 42 are mirror components. Thus, the
primary and secondary key servers are substantially identical. If the primary key server 40 fails,

the secondary key server 42 begins operation immediately without disruption in overall system
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designated reader #1 in the drawi ng, and a secondary encryption key reader
58, designated reader #2 in the drawing. Preferably, each of the secondary
readers 580 03894864 t he secondary server 42 store the sanm@Crnfsos/nssse on.
Thus, the secondary readers 56, 58 are also mrrored, and there are a
total of four readers fromwhich key information can be retrieved. The
readers 52-58 conprise security token readers for receiving security

t okens. Pr epeatiin) fherebyprovsligefaglt mgnce.s EheSramsfer Bapdratiorisdesosplighedy BEei vi ng
smart cards. A hardware random nunber generator (HRNG 59 is al so

opt i onal | yexungplé, thedughm hidaet bsa dailoverychelowhbatwean thepranary end seqdadarnismises 49,
which are used as identifiers for keys. [00711 In one enbodi nent, the key
servers 404anthddintantad secondatyi piversplOpdZ2ekch optideelginthidt a tape baaksp d8,t56,
encrypt and decrypt session keys and session key identifiers. The

pr ot ect i onrdspacsivély,Hor kdyasmieval @5ths bawhethal the KEND® £Lik impdristable@r akey ineegaitypl e
an ASCII flat file, and encrypted in a master key. In one enbodi nent, the
nmaster KeycRR fhR. Thophdad sbasem i9protidéd ¥ith Mppiafadfiygiein Kepdeder SMdsignhizer e
are M for exanple seven, separate sub-keys that are held by, for exanple,

seven dif{gagnh iﬂﬁﬁ%ﬁviné,r&nﬁﬁgﬁm‘é‘lgié@@i keylréade 80 aksidriRd PéabeRtih @ key
store, a nunber K, for 17 WD 03/098864 PCT/ US03/ 15569 exanple three of the

seven peop hlect?v'fglt\%s tsPé ﬁﬁfyg@acﬁ REinE pRkRrKEYRrs 9205 Afdr HelpBinldes dc¥ker 20D B EHme 2

wei ghted K o eme’is enployed, "under which sone of” the M sub-keys are

wei ghted hi atioﬁ.hﬁﬂls%gﬁgrz%rylvage}[dﬁrsvﬁ! ﬁhz%’o_?&u%orgé h%v%&x@%?i?ror{eﬁfs fSrapRide: a

conpany' s can ‘be ptov a’ su ey having su cient weight to

| ock th tecti t ' ' [ k
ot o Fomos AL RURRALE DS hfo P Al b LS QLA G RV R iV
[ 00011 In 8ne epHodine t.

00011, 1 936 SR YD 4o ROTBL 259 AT S0 Bl Bt 1l °

K,‘Amg;)gis g? ? El'ﬁ tggée ég;{vgggr &’Afﬁgﬁ%kg'egl% g%gg%})nq?g%‘%%s ?6, % %rft e:r s@corlsdlejxgyhsegvser 42
store the same information. Thus, the secondary readers 56, 58 are also mirrored, and there are a
total of four readers from which key information can be retrieved. The readers 52-58 comprise
security token readers for receiving security tokens. Preferably, the readers comprise Smart Card
readers for receiving smart cards. A hardware random number generator (HRNG) 59 is also
optionally provided in the security domain to generate random numbers, which are used as
identifiers for keys.

[0071] In one embodiment, the key servers 40 and 42 contain multiple protection keys that are
used to encrypt and decrypt session keys and session key identifiers. The protection keys are
themselves stored in a protection store, for example an ASCII flat file, and encrypted in a master
key. In one embodiment, the master key can be provided based on a K of M paradigm, under
which there are M, for example seven, separate sub-keys that are held by, for example, seven

different people. In this embodiment, to unlock the protection key store, a number K, for
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PostgreSQLTM or Jet Engi neTM The external disk array or database server
optionally includes a redundant array of independent disks (RAID). Each of
t he key swowensssdd, 42 is operable to conmunicate with t RETHEYDBS49. | n
one enbodi nent, the key servers conmunicates with the database server
KEYDB 44 using ADO, CODBC, or a native database interface, such as the
interface provided in connection with the Oracl eTM dat abase server,, [0073]
The cl i ent SHRAIHBES of Biperyrd poeplp rusigrads theip sy boerys- alnan pltgmptiye eggbodiment, a
application servers 60, 61 and a prinmary information database 62, which is
i sol at ed f wsighted& | BeEhems is emplovigd vrder Whigh serpe affhe M swhdeyvramwsighted highene
platfornms enunmerated in connection with KEYDB 44 or alternatively )

| nt er Syst ethan Cthetss Thve weighfed Kaof M schenmsafor exrmintd, e campinors a0 sbabeprevidedswigh so
provi ded. The backup information database 64 mrrors information in the
primary i nhoubyidyi leming deffimic6Oveightto dilngk the protedBorcstora byl itpel b twhdle isehordingésnst
data | oss. Thus, the client business domains 26 are provided with superior
faul t tol ehavreceb-kbprwitiddeer weghts basgd on theanmrdindig’d lavehdf redphssilalifyent

busi ness domain servers 60, 61 are only accessible through a firewall 66.
Each[egop] i cat i o dnekmbodimet, KEYDBWA edipriaésran@iletriapdiek ki wiets $ faub gdlerance
conponents such as business | ogic conponent 18 WD 03/098864 PCT/ US03/ 15569
nunber one s{sBaClo} nfifored BgerBlon. $n E0AltcRiativé Efifddifidrt GRSKENDB 44 i3 rélstional
operation of the conputer system 20 that are set by users and/or the

devel opers dﬁﬁbafsbglatf&ﬁi Such®9 Mi¥RESHTRR)L Sdbdr Adele M) DBEIM GRymyaiM y, each
client termnal 34 includes a central processing unit (CPU) 70, a data

entry ”?Ch@m@@sgﬁﬂf; Br A% ERgikEYDARE Bxtéal By B ERARAYe Qhe@%ﬁ&n@ﬂy ifduadhe
CPU 70 is operablle to control the nonitor 74, receive input fromthe

keyboar d 7?‘3‘?‘%% g&kglp gﬂdﬁgbgg%g d%’g@g A AID). ESATRY @93&&5@ 4f),hfszggsﬁbr£ﬂﬂ@to

Internet 3 I ZI wo-way ‘satellite, "digita scriber line

(DSL), or gl gk, CQUUHRYGALE PARABPR AlHSmbiRlen® RN e SHE Do AladE IR S

adapt er. SO oper 0 con er conp ystem

d?VI ces s u%g{abaa%e sae err k%B % ugrllgs XDO, ODBC, or a native database interface, such as the

‘

interface provided in connection with the Oracle™ database server.
[0073] The client business domains 26 preferably include a plurality of application servers 60,

61 and a primary information database 62, which is isolated from the KEYDB 44, and which is a
database platform such as the platforms enumerated in connection with KEYDB 44 or
alternatively InterSystems Caché™. Preferably, a backup information database 64 is also
provided. The backup information database 64 mirrors information in the primary information
data 62 providing redundancy and protection against data loss. Thus, the client business domains
26 are provided with superior fault tolerance. For added security, in one embodiment, the client

business domain servers 60, 61 are only accessible through a firewall 66. Each application server

60, 61 may contain multiple business logic components such as business logic component
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drives. Preferably, each client termnal is also equipped with a user
security token reader for receiving a security token. In a preferred
enbodi merwp oBlogsssecurity token reader conprises a Smart @amrd/Sowpaidey 78 for
receiving a Smart Card 80. The Smart Card is optionally provided with a
private and secured file system Each user is optionally provided with his
or her own Smart Card 80, which includes a cryptographic for identifying
and aut hennumoberiong(BIKE1) 68 &Fhe Rl GEigeontdimmwmcsions snd awls fos opdratien of hsrcomputer
identification and password, can be used to control access and user

aut hent i casysaim 20 thataanesee hjp ostrnandtor thesievdopeesud tionecrt safiovaes applieagionsnr

aut hori zation. The role identifications can include assistant |evel,
recepio7eni st | eG&leraligdénchichdnt sdrinel 3deiviellides anrentoll pereassingeit (CP1E) 70, a data
identifications represent the duties perfornmed by individuals in those

| evel s andchtRemedhxhiGn] sudll ad MkSboRE 7D Rnd 6 @iy bomohited Mt TheTRIP O Isyopprableos m
those duties. The user and role identifications are used as descri bed

bel ow i n CoesIREth Hbnitbl 14, FcBive ﬁlphpfrchh Eﬂetkeﬁfbﬁﬁﬁ’ﬁz bl estaBfigf d@tohmlain[ 00751
Referring to Fig. 2, the security domain 22 of t he conput er system 20

i ncl udes Seaﬁ%ﬁxlucatﬂ?é YRR tANRARESYE §t11¥zh1%ta bR, 89d-A8PEat&fte! MBIt SiHIvEYL
conponents illustrated |n Fig. 1. The primary and secondary key servers

T/ Us03/ 1 e o e B B e e, R B ey

server 40. HB%OR{ ngéag er:h)?é’ to?@@ oguffl 90 ?Jr 9}%‘?&11 JEN&S ch%?fa Wﬁ{ef"or%?%ﬁ onents:

a general securi e encryption nager M 24,
Iai fsgts;[ Snrsn 1y \éeggp?re%@l% llenA[ aermu%ﬁs%ﬁ)sggs%l R’slﬁlr &s@ﬁéﬁ&%@dl@@réﬁi& for

certificate manager te certificate

b SR AR b e S,

operal es a5, G Eny, Lol RaLLI ens, ol Uher cOMBULEr eush S 20l aep e '
a private and secured file system. Each user is optionally provided with his or her own Smart
Card 80, which includes a cryptographic for identifying and authenticating the user. Other
known solutions, such as user identification and password, can be used to control access and user
authentication. In one embodiment, users have one or more roles for authorization. The role
identifications can include assistant level, receptionist level, administrative level, and others.
The role identifications represent the duties performed by individuals in those levels and the
extent of information needed for them to properly perform those duties. The user and role
identifications are used as described below in connection with Fig. 7 to limit access to
information.

[0075] Referring to Fig. 2, the security domain 22 of the computer system 20 includes several

software components that are resident on the hardware components illustrated in Fig. 1. The

primary and secondary key servers 40, 42 include substantially the same software components
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22 conponents EKM 24, SKM 84, DBAD 86, KLM 88, KAM 90, CM 92 are preferably
not operable to communicate directly with any conponent outside the
security wormaiogssg®2 of the conputer system 20. |In one enbadirnsns/issshey are
only operable to comrunicate with outside conponents through the GSM 82.
Preferably, conponent nutual authentication occurs between the GSM 82,
which is located in the security domain, and the outside business domain
conponent s aBBbotioENi-be desribad with rafareaceste dhermirinary ke sseverd® d'he grimamt kegisety pre

mut ual authentication. Thus, in this enbodinent, neither the client user
nor any codponrbkuts severahrfrohicanmpotrntst meersrall saeniity 2 ag (GEMD Bache eneyxPHion g
other than the GSM 82 through trusted authentication process. [0077] The
GSM 82 i s atywmamyger @EIM) 240a eystenykdy minega SV B4, 4 dacbaBrdaery DE3YD YRS, abgy f or
exanple, a three-key, triple data encryption standard (3DES), RC4, or any
strong cry fifetigheaidnager KON 88 huind admy swlitgi rashagért(KIAM)t9Os Aakrtiflvete danagee (EM) | es
30C, 30D as directed and requested by the BLC s and other conponents of
the conput ez isStstigst otGhe Jrivate, cettiche abiGrity(€4) sarverdbr i ¢ 56-bit key
encryption, the GSM preferably uses three-key 3DES, which is a symmetric

168- pii76] Cr Y Pt OBNSIABRal 2MitH thadkbeL (SN 82/6pekids a5 bigRBFhNtothe poALIs oFikE bi ts.
O her strong cryptographic algorithnms can be enployed, such as 128-bit

| DEA or AEg, gﬁéﬁgm&ﬁﬁ@ ld@atteb ekt ends doﬁﬁg{[ﬂs T8 thaV QD A 38 8R4ccurity domain

PCT/ US03/ 1556 nmakes the keys nore difficult to br eak than the 56-bit DES
keys, whic {SBAY BT RKFMB AN 0 aFNE| 92 Gle REREBSSIII
syst ens. %%ﬁ(ﬁ#ﬁﬁ@%& soﬂplzﬂr;f%rrrs the decryption of ‘?{Iﬁe %

entities 39@@’55%?%%09.9{%&&3@%3@9; Fitn grraecggﬁpﬁ&wgﬁé R YRR &Qnaﬁr?%ﬁﬁe

decryption e to perform Hhashing operations

usi ng nessa ot h as
i nstructed® %913@?%53 %gﬁ‘pﬂ\{m%}f mBQ‘l@ﬁ%mh&a% ar% ﬁgeé&aﬁg% wgﬂt%ﬁﬁ)gﬁtglgm
generated | onmlgonents rtllrm\l,gvaﬁ%he GSM 82. Preferably, component mutual authentication occurs between

the GSM 82, which is located in the security domain, and the outside business domain
components 68. COM+, CORBA, or Java security can be used to control the mutual
authentication. Thus, in this embodiment, neither the client user nor any component in the client
business domain 26 can contact anything other than the GSM 82 through trusted authentication
process.

[0077] The GSM 82 is also operable to encrypt the data entities 30 (Fig. 3) using, for example, a
three-key, triple data encryption standard (3DES), RC4, or any strong cryptographic algorithm
on selected attributes of the data entities 30C, 30D as directed and requested by the BLC's and
other components of the computer system 20. Thus, while DES uses symmetric 56-bit key
encryption, the GSM preferably uses three-key 3DES, which is a symmetric 168-bit
cryptosystem, having an effective key strength of about 110 bits. Other strong cryptographic

algorithms can be employed, such as 128-bit IDEA or AES. Using keys with extended lengths

20



hashi ng process are typically stored as attributes in data entities for
integrity check purposes. Preferably, the GSM 82 hashes all of the data
attri but ewomB/ov4ses data entities and stores that data haslrcralsSo®13#69 an
attribute. After the data has been decrypted, it is again hashed and the
before and after hash values are conpared. If the two hash val ues are
identical, the integrity of the data in the data entity has been

conf i r med. miakesthpkdya storadiffirali tabrsalibin the Satbit RES kavarvhisishavebedd and t he
data is retrieved fromthe backup informati on database 64. [0079] The
encrypt i onekeyimeatalybrok¢rbising mamllebgrotassingigysgmsndi cat es, general | y nmanages
encryption keys, which as described bel ow are used to encrypt and decrypt
t he @@n78] entit i Ese GO, 82 aBdPerfdimsshe ddveyphkil/b2the daa epiica B whemothervompbeents
mul ti pl e session encryption keys (SEK) for exanple either 3DES or AES and
gener at e sefthc 0ompuNed syfiérh Q0 réqRyst ideamptioni Faithaptie GSHBs sperhile to fidnforbEK' S.
The SEKI Ds are random nunbers optionally generated with the HRNG 59

(Har dwar e Rashd@opMldfibiehsios ARkagOdikest AMBSNBHA-2] o otiBEliddg Haklingslperitame as
using a software random nunber generator. The EKMis operable to perform

integrity gREGKSI BothdtRompifentsS TAY hashdshey/dH ikkegrith aluéd@n&altd in theend by i s
further operable to transmt the SEKID to the SKM 84 for encryption, and

the EKM 24 pjidlps@eQPes 8Bicslly Qorbd 8sHblitet iedBRtiBO L REdpABPMREN fEpseeK] D,
in encrypted P%Fﬁ]eto tﬁgccék1%2, mhichetheﬁ'enérypfs tﬁg data.%ﬁﬁities

30C, 30D Uﬂe?%%?ﬁhe &5 sz%FﬁéQaf?%f RE6 4tealés\bPRR/ dhpRBAtied £880tes TR asy St €M
key manager 84 generally

manages system keys, which as descri bed

bel ow are Hagdah aERFIKRhe! AR has BBLPdech Y %ﬁnihas&a%@@k%efope

encrypt the one enbodi ment, a number’ o rotection keys are

d d S : ' d f
T, S Y o IR 5 ST

protectionaﬂe rat or
? Hg(r)]d;ggﬂt inlt%g 8%% 61%59[}/ Rgs%teglg ;[:oin 1rr]mlc<cﬁ Xp twaorh%shuvsa?l%'s arler}lit?er}(e)rgt,h eglralgrrrhbl(s) gjsis%na%d P €
data is retrieved from the backup information database 64.

[0079] The encryption key manager (EKM) 24, as its name indicates, generally manages
encryption keys, which as described below are used to encrypt and decrypt the data c?ntities 30C,
30D. Thus, the EKM 24 is operable to generate multiple session encryption keys (SEK) for
example either 3DES or AES and generate session encryption key identifications (SEKID's) for
the SEK's. The SEKIDs are random numbers optionally generated with the HRNG 59
(Hardware Random Number Generator). Alternatively, SEKIDs are generated using a software
random number generator. The EKM is operable to perform integrity checks on the SEKs using
hash values for the SEKs. The EKM is further operable to transmit the SEKID to the SKM 84
for encryption, and the EKM 24 is also operable to transmit the SEK and corresponding SEKID,

in encrypted form, to the GSM 82, which then encrypts the data entities 30C, 30D using the

SEK.
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protection keys are used. The protection keys are optionally 3DES or AES
keys and pointers to protection keys are stored in connection with SEKs.
In this ewbodiopesst , hi dden |inks, which are transmtted POTOORESEY on Wi th
encrypted data contain several data structures, including a pointer to a
protection key, and a cryptographic engine identifier that uniquely
corresponds to the cryptographic engine that generated the SEKID. [0081]

I n of¥88hbodi mehhe systemaien maneges (SFOY) Hheseerplly mapagss sdtenpkeypciph asidsecrbek and
the SEKID. In this enbodi nent, an encryption key public key is used to
encrypt t heelewereystd torenkeypsthe SERIDs g deiSKM &rie pRasable eengristhe fEKIPRn 5
system key public key is used to encrypt symmetric Kkeys that are used to
encrypt t heneSiioDEment,ra ulibsr efipbaelition keys arhesedkivirahypoSEEnard3BEDs. &yist em

key common nane (SKCN) for the asymmertical encryption key pairs and system
key pai rs. uhderstddditbat edmetibeeoiprottdien SKENised mrae opaater sdl @thblepamntptane fraoreng
the systempublic key's digital certificates, so that there is a unique
SKCN for eagibodiyisiteaBoliE0 fdtettionkBySdie asede imaiothee embodimelitymote, thantaboBHIIOD i s
encrypted in a symretric key that is encrypted in the systemkey public

key. 1n yeprogfbhRdys ateluéd) afHe\Rotdtion e ysaind optioElyDDES 6 ABS keyRtasdipdifitetshe
sane synetric key, called a protection key, as the SEKs. [0082] Upon

request frgmdchén EVarAoréd i cSKMofth With SERE 1AREE eRb&difentdadeninks Rehi@Rlt D
using the appropriate key. If desired, the SKM 84 and EKM 24 can be

conbi ned i Bl QA iR9bfhec ARGy AR A2 GRBnthRSE HPal Ata shEct SRIBncHRAMES pdfiter
conputer system 22 WO 03/098864 yBCT/ US03/ 15569 [0001] In one enbodi nent

the Mcr Osgllfgcpr egtpén%eﬁ,zeixﬁdgaw%%ﬁnﬂcgﬁﬂgﬁé%ﬁﬁﬂritﬁg’c %B?&Ngno&e%g&lﬁ?% @ provide

cryptograp uncti o ernative enbo t enSSLTM i s used
O P B AR el MEbFR BB | ore erbodirent - the ey
[0081] In one embodiment, separate encryption keys are used to encrypt the SEK and the
SEKID. In this embodiment, an encryption key public key is used to encrypt the encryption keys
that are used to encrypt the SEKs. Further, a system key public key is used to encrypt symmetric
keys that are used to encrypt the SEKIDs. In this embodiment, the SKM also generates a system
key common name (SKCN) for the asymmertical encryption key pairs and system key pairs. In
this embodiment, the SKCN's are generated when generating the system public key’s digital
certificates, so that there is a unique SKCN for each system key pair. In an alternative
embodiment, the SEKID is encrypted in a symmetric key that is encrypted in the system key
public key. In yet another alternative embodiment, SEKIDs are encrypted in the same symetric
key, called a protection key, as the SEKs.
[0082] Upon request from the EKM 24, the SKM 84 is also operable to decrypt the SEKID using

the appropriate key. If desired, the SKM 84 and EKM 24 can be combined into a single

component and can reside on the same server or computer system.
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SEK' s based on correspondi ng expiration dates and tinmestanps. In this
enbodi nent, the KLM 88 flags the expired SEK's with an expiration flag, so
that in twe omexses equest, the EKMwi Il optionally check tlha/sepiisati on
status of the SEK and replace the expired key with a new one during
run-tinme operation. [0085] A particular SEK is used in connection with a
particul ar data object. Accordingly, in one_ enbodinent, an aPpILcation can
save [@08ht a ent Ingpegmbpdimsat theMicrasork Grypte AR] (G3APlieation PEOZFAY HgsTace)jifsefl fo
connection with a request to store the data entity. A hidden link is a data
structure previdegiyptoraphicdnngtiopalityl IBER(abernativssinthodimenpOpensSSpFbisaised ton key
used to encrypt the SEKID, and a cryptographic engine identifier.

Addi t i onal bgrformheympgbpheafundiongan cause t he generation of a new SEK by
transmtting a save data request wi thout including a hidden link. In one
enbogbosent , t hin dikeB8disetts tha kkelifeerpinraatgen (KEM§8 imonitan tiedifetome efithdr t he
SEK so that an application can be alerted that it is an appropriate tine

t 0 cause aSHEWbaEd dn@ohiespgadieg alparation d@8Ghd timevaepse Mtk enebuidjménehkELM
audi ti ng manager (KAM 90 is operable to maintain an active audit |og

i ncl udi ng 8k lagstheedpired SBK 'sivithGin\ek pigatioh €@ shan fitkhé hext ksst theBKMDOwRINCT y pt
the SEKs. Generally, the KAM 90 nonitors the log for alarmevents
utilizing sp@ddallpaticbietRexpitdtiof Status 8fdhe BBKI it @6plact i MO yivathad fev @feer abl e
to provide notification upon the occurrence of an alarmevent, such as if

a system K@y rupkihetperal@en conmprom sed. In an alternative embodi nent,
operator selectable thresholds for nunbers of new key generations are

conf igﬂ)%% bl e. ngn%glﬁgg@gg{l&gm co é:fi@l?{?vﬁfmg'bar?i@ﬁlm]o&%e&b\f&tf J&&&Jﬁé@&gg bAPI C

syst em under CT/ U 15569 "normal operation, noting a

typical nUERELdk VSRR oh pg;sagﬁdggaﬁp?wﬂ (e SERA e Glihiinp Ehidih and

set the threshol rngly. ce contigured, S exceeded
a notific a‘ii}ﬂ? fh dofinection ;[Niti:l gg%rugslt ?@st})rtc] %ee&%?aee%g?yq 1{ Hlﬁﬁén'li)qus a data structure

including the encrypted SEKID, a pointer to the protection key used to encrypt the SEKID, and a
cryptographic engine identifier. Additionally, the application can cause the generation of a new
SEK by transmitting a save data request without including a hidden link. In one embodiment,

the KLLM 88 sets a key expiration flag in connection with the SEK so that an application can be

alerted that it is an appropriate time to cause a new SEK to be generated.

[0086] In one embodiment, the key auditing manager (KAM) 90 is operable to maintain an
active audit log including all transactions involving the SEKs and the keys used to encrypt the
SEKs. Generally, the KAM 90 monitors the log for alarm events utilizing smart patterns, rules,
and policies. The KAM 90 is also operable to provide notification upon the occurrence of an
alarm event, such as if a system key or SEK has been compromised. In an alternative
embodiment, operagor selectable thresholds for numbers of new key generations are

configurable. In this embodiment, an operator can observe the cryptograpic system under
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[0087] The certificate manager (CM 92 is operable to performall of the
system key PKI related operations. For each system key the CM 92 generates
a X. 509 dwgiosabsseertificate. Preferably, the digital cercfiiusayesssncl udes
a critical V3 extension, so that only the private certificate authority
(CA) can verify the key. Each tinme a request for decryption by a system key
is received by the SKM 84, the CM comunicates with the private _
certifi cat eommal bperitioy, foGAY 2 typidat hurilser obuet kays thahere gseasated oxer d oprticwar peglod
verify the system key. [0088] In one enbodi nent, the database adapter
(DBAD) 86 bl spthe stirésholds atvioctinglpt Qhasenfigpet; iffa threslpid iscatdeded prabidicatiomiing
interfaces (API) fromthe security domain 22 conponents and thereby
control s assht esghdigeke eessdediteasholdns bet ween t he key managers 24, 84 and
the secured key database 44. Thus, by using different DBAD s, the security
donaigusgpnponentis &aifidaRinginbgs €CM) O istiptfableetperformes] dhhedgttanaseBKI HeedDBAD
86 also allows the security domain conponents to interface wiwth nultiple
dat abases wpdritidns.tHAE eRBGKtéth ¥ePRBEM 92 deneflt A 38509 dvkitd] eerdifitat&BesteradI§) the
Sybase, Informx, Oracle; and 1BM DB2. It is understood that known

dat abases gimhQ¥F#RA1EBRRARES Abtlitical OB BXRGR:, soMibd Ry 8 pRVAE &t fchtcR oty ONS
and | ocations of the respective conponents has been described in detail,

it is undegéAP&qv ﬁ@%hél%ﬁﬁb&éh%n&@éﬂé&%e%%r @&I@zgﬁ BaRgatb RiyE BReCEIPPMENT S

and the | ocations of conponents can be conbi Separated, or exchanged

wi t hout de@ﬁ%y‘ %ef(fﬂr@ohm%tn f-eg Mth?%r%ﬁ?te iCQl){i%@&t-é Qlﬂhoritgg(g%%, \&B?Jh% foiczﬂgo gh@

Fig. 3, the dbase structure pre y conprises a ect oriente
Gatabase, LAYk RAMRPUELARl Ly, o dots entiiies 90, v ch are
Cont FAT 20 s RSERHC s S SARA To ARl PR A PR B2
Oracl e, Sybase, Inform x and |.BM DB2. , en the termgbject is used,
1 o count ersaticaP ISt BopammsaHST dces 4B HoobDE SrsuBfcTBtEL totiponénts 13
thereby controls and enhances communications between the key managers 24, 84 and the secured
key database 44. Thus, by using different DBAD's, the security domain components can
interface with different types of databases. The DBAD 86 also allows the security domain
components to interface with multiple databases within the security domain 22, such as
Microsoft SQLServer, Sybase, Informix, Oracle, and IBM DB2. It is understood that known
databases employ database fault tolerance. While the preferred operations and locations of the
respective components has been described in detail, it is understood that specific tasks can be
exchanged between components and the locations of components can be combined, separated, or
exchanged without departing from the spirit of the invention.
[0089] Referring to Fig. 3, the database structure preferably comprises an object oriented

database structure having a plurality of data entities 30, which are preferably data objects.

However, other types of databases are contemplated by the invention. For example a relational
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and when the termclass is used, its counterparts, table for exanple, are
al so contenpl ated. [0090] One of the data entities 30A, specifically a
persi stervodamgssentity, is shown in detail. The data entiPCY/uB0HKIsee| udes
an Added attribute 100 and an Added By attribute 102. The Added attribute
100 records a tinestanp containing the date and tinme the object was added,
and the Added By attribute 102 records the digital signature of the user
addi ng t hedatelmes ehudt beused, saet ast¥ficrosath §QBSgW@rapr@leg Bhag: dnforniy et IEMPB% om
the digital certificate of the client user's Smart Card 80 or <client's
current se3bispwhemtlic tmrobjediinudd; datounierpalth gedopdifof Exanpim drevtsgicPnieapied,
attributes, <collectively 104, record the sane information for

nodi f i cat i embwhen théerrd atass ie nseds iys @Drterphrts, tabdafor eveamipds aretaisosentemplated.
non-repudi ation attributes 100, 102, 104 inhibit a client user from

cl ai poo9g] that OheofihedatslenlitieoB0A akeificatien persisteaicdatomtity] sshewn ur detajl. $hat us
(SecStatus) attribute 108 indicates whether the data object contains plain
text or ci phgentitg30A aithdehat Aedediattribite POMDAridaanCtddpd By attebuté 009 The Redesdr r i ng
additionally to Fig. 4, a security key identification attribute 32 is also

an attri byfsoued 1doh€co<il@staamﬁ&wxﬁpycoaﬁﬁu@*tﬁe 620 hii e HROUjebtWaskayed, afdxherat i on.
The security key information includes the encrypted SEKID 112 and t he SKCN

hash val ue zjds BM’trﬁJﬁt@irOQ rbt8d the @8itA S O%Eaithtl@%@ tHReLQWddihg tHel rocbrd HedabRfritis ed

to encrypt associated data entities 3 30D and to find the system key

used to en I I SKEM
val ue is g’? %r gcrl&l@%n?[% 158%1%1?1:3(% fé\%g}% dé 'Ea'rl ?eﬁ??ﬁ%ﬁtﬁ?cl&ﬂ%ﬁg&%ul d g(ra%?? ored

in this '0§€% EJ%?A%& &gﬁmrq&nuw&%ﬁln@wmemm@mﬁ% By Rfbuted; the

data entit rncl'udes a security integrity att

ent ity hashOgR) leivfs o R o A b t??i@?“%ﬁ?ﬂﬁ i es
Whi char o GRT 8RR eshapBr e %’;%ﬁes&ﬁ?éﬁ? TR XAt Esg?ﬁ?fﬁd% o
03/ 098864 FCTUSO3/ 0560, BLC. o, e data enl KL 4 S ok ks

whether the data object contains plain text or cipher text and whether it is public or private.
[0091] Referring additionally to Fig. 4, a security key identification attribute 32 is also an
attribute of the data entity 30A and contains security key information. The security key
information includes the encrypted SEKID 112 and the SKCN hash value 114, which are used,
as described below, to find the SEK used to encrypt associated data entities 30C, 30D and to find
the system key used to encrypt the SEKID 112. While it is preferred that the SKCN hash value is
stored in the security key attribute 32, the SKCN could be stored in this location without hashing.
[0092] Referring again to Fig. 3, the data entity 30A also includes a security integrity attribute
(SecIntegrity) 116, which contains the data entity hash value. The data entity hash value is
obtained by hashing all or selective attributes within the data entity. This is controlled by

business needs and policies, which are preferably determined by the client and recorded in the
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entity hash value is conpared with the stored hash value in the security
integrity attribute 116. If the hash values are the sanme, then the

i ntegritywofo3bsses etri eved data entity is confirmed to beprcrarso®ciseand not
altered. If the hash values are not identical, then an alarmis issued, so
that the data can be optionally manually confirnmed, and as descri bed
above, retrieved fromthe backup information database 62. L00931 Referring
addi t i onal BjCsoWhiens datg ent@y isaieved, & ishashad; usingpior oxaapla SHA- baadthatdgta
controls access to the information in the associated data entities 30C,
30D. When antiy hashtvalus éycompartdotithrthg sered bachrvplue in the sécyrityl inteprity gFtribute dip. If
private, a special access list (SAL), data entity/class 30B is

aut omat i cakieyhasir eshites dreainlsatrieethein thie dmtegrgy afithe retitiéved ity eatity éxconfirmeddo bpeci al
access list. The doctor can thereafter add and del ete user identifications
attri but es cddddt aricionslteiel. & thellessh vhluesdre notsdehAdl, thercam dldrm is pewddado thatdies s
list. The user attributes 120 are based on specific user identifications
fromthe saittats stiofdllyaddnusyh@nfiatéd) et dseadcribed Bl € @etrieviddefrandthe backup
attributes 122 are based on different security |levels of users. For
exanpl e, t hgodiReEbPathiYe @ ant perm ssion to view private data to other
doctors but not permt nurses to view private data. The rol es can include

any (G®sHr | ty |R¥i€h1ng§@&if1§ﬁa@l§1k’o F%E%ré%hdei sec §}pﬁdh@%ﬂ§lﬁt€ 1 88lgEnfoRtat@kd Ve,
for exarrpl e. In this fashion, doctor controls who can vi ew what

i nformati og, @B¢hy H%UG@B tﬁgésgoc’m&; ddtNEfRkiBRS 00 BoD. Mfien £ &1iBRt RQE Aok tor!fr f OF

pati ent records ere nurses and doctors may have f access, clerical

ul |
staf f Qﬁyﬁie b AL h?sdm?o%ﬁt?o%;g-& gﬂﬂm fist ( §ﬁi¥"ﬂ%’enﬁt§ﬁéket su{@t ment

i nfor matl on I’'S privacy can to any ver ch as

b ank! ng, I Hltétel lﬁtzc%l lgg‘rlgth gl?(ﬁtlil ;ig gqurhat%calv)(;gcmgg E: tgg: g]l ?‘Q’l %dcééﬁlgt EI"HQ (Q:'tclr

appllfatlo sensi orna Ion. 26
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requests i ﬁ?rbtﬁ f? g&éﬁn Sd[egebe L%Er&%?rﬁlﬁlgiltbqns ?Etrll{u;(\legqgg %(g%ter?)% 1gent1%catlonss £

from the special access list. The user attributes 120 are based on specific user identifications

from the smart cards or any other authentication method. The role attributes 122 are based on
different security levels of users. For example, the doctor may grant permission to view private
data to other doctors but not permit nurses to view private data. The roles can include any
security level: secretary, shareholder, custodian, and administrative, for example. In this fashion,
the doctor controls who can view what information and who can edit what information. The
same holds true for patient records; where nurses and doctors may have full access, clerical staff
may have limited access to name, address, payment, and appointment information. This privacy
can be applied to any vertical market such as banking, intellectual property systems, e-
Commerce, law firms, and all applications that deal with highly sensitive or classified

information.
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systemretrieves the information at step 126, which will be described in
greater detail below. After the information is retrieved, the system
checks t hwolsmesssdy privacy attribute 118 at step 128. | fecrhesos/mfsey mati on
is not marked private, it is fully displayed on the nonitor 130 as
illustrated in Fig. 6. If the information is marked private, the system
checks the security level of ‘the client user at step 132. In checking the
user [@8094kcur i t yWhew e authdnéicaigdelient yseiokauests irformation at siepel24 i HignT.ithe coatnusH
and the role identification to see if either are in the special access
list, and syhtneretrieves thiatformiatbn st stepueh, vlsch/vdlbegiehoyibed inegfeater detad balowr has
to the information. If the client user has full viewrights, then the

di spl ay of ARfiegthe mforsnatigaisretsihvadnthe Isystdnn ehecks thesecustyprivacyrattribatatlil 8 htestept o
view the private information, the display paraneters are adapted in step
134. I n st eps. 1Bdhe irifétehatioh Bmoemaikedpritapit i fally gispMgtdoon thé oonidrildfas whi ch
w Il not be displayed, are elimnated fromthe display paraneters with
thei r rel ayrdtrhtabrlFBg. 6SIF thdiatoribiesh ik hRrkee privdié, @ik systb@rdiedks it sequrity kpdlayed
in step 135 on nonitor 136 of Fig. 5, the fields for the private

i nfor mat i OfheRMiBntRSdr abliteP| BY BFehcbIMPOMY ubdes Sdebfity 1bvel, ithe SBnIbSXR QLI B ukdte
fields for the public information may be nodified, so that the existence

of the pri Y&Bﬁﬁéaﬂ&%ﬂ@%ﬁé%fd%ntﬁ&%rﬁ%%ée\’lf@iﬁx%k% in $H8 spddfal 8REMsE agdrown,

personal i1 nformation 138, such as data of birth and nunber of children are
di spl ayed E&@nﬁlnavﬁa%lgha% LG viBG 6RE % bk, e 48 1s tthe T8t 2ABn. THAWBNEH usek OF
a user wi thout authorization to vie e private information, the date of

birth and ﬂmﬁﬁrvw Jféﬁm&;ﬁg%r mﬁ%@d%@‘éﬁé&‘wﬁ rxpﬁq\ﬁfcﬁﬁléqgemw Rftefhd-

5. Further ress | ress |n ormat1 on

32‘???%35 Phig 0’¥‘f°f§’P§‘fé°%§ Bl el Rl fEAcp B[], P2 BTt e
private i }?Pﬁﬁ?d‘g%‘e’ﬁg? p%mt%n&oa@gnwﬁgcé @ﬂ%swmi‘aga%?ﬁer%%{wﬁ ’fx%a?hcess '
That Tt 1 5GP ppranBraul oS o s ER TSR Rs yomaon s S

in step 135 on monitor 136 of Fig. 5, the fields for the private information are not displayed.

[0095] Further, it is envisioned that the fields for the public information may be modified, so that
the existence of the private information is completely masked. In the example shown, personal
information 138, such as data of birth and number of children are displayed for the user having
access to private information. However, for a user without authorization to view the private
information, the date of birth and number of children fields are removed from the display of Fig.
5. Further, the home address information 140 and work address information 142 are displayed
for the user with authorization to view private information, and the fields specifically indicate
which address is for work and which address is for home. In contrast, the user without access to
private information not only does not see the home address, the work address fields 144 in Fig. 5

are modified to eliminate the designation that it is a work address.
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[ 0096] Referring again exclusively to Fig. 3, the persistent data entity
30A al so includes several association attributes, which are used by the
dat abase wolwnoessso associate or link related data entiti ®@TAGB/136LC, 30D
to the persistent data entities 30A. To that end, the persistent object 30A
includes a class identification attribute 146 and at | east two search
attributes 148. For faster and secured searching, the searchable

attr ((996les 148 Referrpeegan sxvlusiviehdh Fiea Butbe peysistantalata onfiey30dy dlsorincludassevesal t he
patient name. The database uses these attributes 146, 148 and others to
associ at e assediationchttpibutss, sthevhtarcoispdby the d@tabase schemb 4t @domtaelsllnkbﬁlé@ﬂﬁa?‘}OB
30C, 30D with the persistent objects containing the appropriate security
key i denti Eitities BOBY 382, 30Iato thagersisterd dhia eatittas\BPA. Tathat ends thee persistent dbject BRA

cl ass objects. Two exenplary class objects are shown in Fig. 3: a person
cl ass obj egicludeG clasiddentificution atrétase LiB)aad bt BEDwQelreh atmibtésUidB r Butr dghter had s
objects/entities include an address entity, enployer entity, payment
entity, ingddnROGear&tig, the seatithbRiaheibgtes {4309 prefbhdlyidisinbalsd df asalifornpitioni ded
with | ook up maps or notes 150. The illustrated | ookup map 150 is for

gender of LR P8It hA8S Thd BhtabaSEVRS S APBERs 463 V48 SRStRESAUSDHCRKET Y
person in the database sinply has a 0, 1, or 2 correspondlng to

undi scl os egelaté’ﬂaﬂe@mstg{t obREmbeA aﬁ@x%ﬁ%@léé? bdects 3_6131 30Ct 3D WiR hlelﬂ@rsfé?&t diékts
saves dat abase resources because eac person class has a single digit

i nt eger in &n‘?ﬁgingfthe ybr%glgﬁtQYec Efeﬁﬂl’ﬁcah&?ﬁ B WRRRePlo@nétl SQlaRY REBHRP! Y

used fo e securit tat us te 108, the security privacy attribute

15 9 g g e TET L0 439015%{@%»2@%5%@%1&?%%%%%1% BB =

\ggip;lhait Z d‘[3 ag My X asa 86 g%t;i@@ §Elg{ unélillstrg red c ao%J e%‘ts;e%{lp&tlﬁcehétg g%%gh&?s@n 1§}la

sever al of t he data entltleg are store in s arat e dat abases. I n one
enbodi ment emb‘ﬁ%‘i’r CRtYRAYRIERT QI Bls‘ér?%(iﬂeea 9 9LHELS dwar e security nodul e

2 4 P
( HSWOO%‘?]VI ce %hevgta(l)ags/eolsg §1§o6prov1grc{ VLVJI%‘(I) Fool]('?lg Estgaps or notes 150. The illustrated lookup map

150 is for gender of the person class. This saves database resources because every person in the
database simply has a 0, 1, or 2 corresponding to undisclosed, male, or female, respectively.
Thus, the look up map 150 saves database résourccs because each person class has a single digit
integer instead of a lengthy word entry. Look up maps are also preferably used for the security
status attribute 108, the security privacy attribute 118, and others.

[0098] Referring to Figs. 8 and 9, the data structure also includes an SEK object 151 saved in the
KEKDB 44 and a SKCN object 152, which is saved in either the KEKDB 44 or in an alternate
embodiment, a separate system key database (not shown). Thus, for increased security, several of
the data entities are stored in separate databases. In one embodiment, public key pairs are stored

in a hardware security module (HSM) device.
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[ 0099] The SEK object/entity includes as attributes the SEKID 153 in a
normal / decrypted form the encrypted SEK 154, the SEK integrity check 155,
whi ch i s wohasysseal ue of the SEK, and the optional SKCN Ira3lusezaiises 156.
The SEK data entity 151 preferably does not include the encrypted SEKID.
This creates a hidden |link between the encrypted data and the SEK used to
encrypt it because the SEKID is encrypted, and the SEK is stored in a
sepaf@098] dat abaFks SEk objees/cntyiiesdides at atuibutenshe SEXIR Y inerormsl degatriedfamyr d
integrity also stored in connection with each record in the key database.
The secr et tmsaoyptad SBKVS#.the SBK MegEity sheckhd aiwhéd is mhashyrbie of the $EK; gnd the
container, which is optionally protected with a K of Mencryption schene.
The SEK obpptidnab$KON hpshefabredlsbyTherSHKUd s ersityCr S8 girefarably daes matelugle 180, whi ch
records a tinme stanp for the creation of the SEK and optionally a Last
Usage Dat eeiriptedSEICID 6lhis ovbritesn hiddenriilk batwieerniae shaaypied data srhighe SEK usédte  t he
SEK was used. Additionally, the SEK object optionally has a Usage Counter
attribute @3yptitWetLiRe he SEKUD idéétyiFrsdyanditieSER Batdskkinhaspdiate datdisael. InTdne
Created On 159, Last Usage Date 161, and Usage Counter 163 attri butes

provi de t hempbdifht AMHNIACRS providkbd Top ahtd kRofiEh®REith QRS storedR Gbrrie6tddn! With dabke
client can select to have keys expired a certain nunber of nonths, two

months  f of.cexacShey AhthiBe. t PRI deciel R83ciRd wifliBe HIMLOEs ConthirRldSPmBse! eéwrty ¥
decide to have SEK s  expire when they have not been used for a sel ected

period of timm,grwifiRl B&Yallgg%ﬁec@&ﬁ?itﬁjéﬁ%fﬂp&ﬁr}ﬁphéﬂscﬁlem%.eh“ﬁ‘@gﬁd objéBRade Of

times. The client can alfso choose to have SEK' s ‘expired randony or not at

all. The Sﬁ%%ér%}}eig ﬁﬁﬂ{gﬁ{j}} Cledied laﬂﬂglﬁg § ?te 8’??%&%% c}}élt% %ﬁn&ﬁ% R WedtibR ?ﬁﬁg\‘

158 as attribut I's prefera _ n a database separate from
(1,07 2 PR 85u0 i RRARThn e e B SETRs PRE  Bht s,
o U0 e PLESERY ATNER e i O S SBR ER 300CARREI Y R U
ser Vel 1910 i LTRL] o0 AL LR crhe nRIOL LS Tl L SRLABR 5, 25 (R 1550 B
161, and Usage Counter 163 attributes provide the client with optional feature selections.
Specifically, the client can select to have keys expired a certain number of months, two months
for example, after their creation. The client can also preferably decide to have SEK's expire when
they have not been used for a selected period of time or when they have been used more than a
selected number of times. The client can also choose to have SEK's expired randomly or not at
all. The SKCN object/entity includes the SKCN hash value 157 and the SKCN 158 as attributes,
and is preferably stored in a database separate from the data entities 30.
[00100] Fig. 15 is a schematic block diagram illustrating a system in which database protection is
provided consistent with the present invention. Distributed application 1500 generally provides

an interface to information in database server 1520 by way of application server 1510.

Information at rest is protected in database server 1520 by way of SEKs provided by
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WO 03/ 098864 PCT/ US03/ 15569 cryptography server 1530. When a requesting
user of the distributed application 1500 interacts wth business

appl i cat iwp 0359€864 t he busi ness application 1542 recei ves a0Y/UseyES6Ar Yy
information fromthe database server 1520. Sensitive information in

dat abase store 1522 is encrypted. Accordingly, in order to use the
encrypted information, the business application 1542 nust decrypt the
encrypt ed ¢mbtograpky saver [| 631 OY herrhisqussidnenssso fahpiistalytedapplisyen | 5& Lt he
cryptography server 1530 by providing the cryptographic agent 1544 with
data to enwithpusisessapplicamorlyppl, tandisinesshapplicaten | BWaaecehves awrneacessiy infpmpatios
stored with the encrypted information in the data store 1522. Further, the
r equest i ngfromehe dgpabase deer H320h Sabsitoatinformatioh dn datatiasnstore 162&is grerypted.
application 1542. In one enbodinment, the authentication information is the
request i NgAdsRdinglyLisi@kder ceusk itel eatrypted inferasvion,dhe Wisinkssvdpplidatian 1 #2ahdsenge
response protocol is perforned. In alternative enbodi nents, authentication
i nf or mat i ofedrypt BRSAEyptRd RiferRtioh.cs or smart cards. It is understood that

ot her user authentication nechanisns can be used wi thout departing from
the ssapp of t hendHuemeRtapplia@d 1 330 utilif¥d 1bdrydtogrhpHyfseivei 1830 b Grrsding fheom t he
requesting user, business application 1542 provides the wuser's

aut hent i cagi0fdoi,Bhie b pEHk 1 944 With dREroChURHORE w@cg}g@m}th IhGptihM i qier &R C

agent 1544 “cohnects to a core engi ne associ at Wi th cryptography server

1530 over ﬁlgt 19 Qltoke%%gﬂst}égé e |t§i infol?xﬁﬁm)%l in tﬁe‘?i@lta‘%mﬁﬁ. qﬂﬂrt%!—thle ié@llﬁestﬁlig Gser .

crypt ogr aphy server ates the user authentication information in

connecti on vafdre]s é{ﬁﬁerntig toﬁ l?lﬁgﬁna%?g ﬁ)’ bu%ﬁg%gﬁ?lﬁgm&g l BNty oncvﬁ’llllﬂoqgﬁ%ﬁ% @%ﬁp f user

aut hent i CaPI on Intormatl on I nvol ves enge response protoc et ween

compute. t ntperupfpniTpRnTRE s kb AL bt 8 e e PTG e SRR

conmpute thet . ren . “the“user enti1cation

R R IR R R O T T

data, fr Omintfct]r(ranaggg ls rl])gsse% on biometrics or smart cards. It is understood that other user authentication
mechanisms can be used without departing from the scope of the present invention.

[00102] In fulfilling requests from the requesting user, business application 1542 provides the
user’s authentication information to the cryptographic agent. The cryptographic agent 1544
connects to a core engine associated with cryptography server 1530 over an optionally secure
channel, for example an SSL link. The cryptography server 1530 validates the user
authentication information in connection with user database 1526. In one embodiment,
.validation of user authentication information involves a challenge response protocol between the

agent and the core engine in which the user’s password is used to compute the response to the
challenge.

[00103] If the user authentication information is valid, a core engine 1554 receives information

and instructions to perform operations, such as to encrypt data or decrypt data, from the business

30



30 WD 03/098864 PCT/ US03/ 15569 application 1542. The cryptography server
1530 optionally determ nes whether the user is authorized to performthe
oper at i orwolwg/ogpses yi ng access control |ist database 1524. PCfi/itsh®15569
requesting user is authorized to performan instruction associated with a
particul ar session key, the core engine 1554 determ nes which protection
key is associated with the requested session key and decrypts the session
key wi th i agplisatomeldt?.oBhkeryptogragnoaiver §530vptionady detemningspyhicgher thesards0 needs
to decrypt a block of information stored encrypted in the database server
1520, the butborived $o pqofok dlzet dperatiprsdni areryingrscdsh owitrobhy datpbase d 82 ilhthed hi dden
link fromthe database server 1520 and provides the block and its

associ at edrdguehtieg ubdr kauthorizdieto penfyrpt aginsipkiion sgwtedsildida patieularsggicvdiesphi ¢
agent 1544 relays the encrypted bl ock and the hidden |ink to the core

engi ne 155¢he cBie eagimBil fiHdetdrinenel ivtliith prdtédtkn késhie associateé weth ghareqdestad sesaion
determ ne whether the hidden link is was generated locally or whether it is

froma foreégsd detrypls @@ BN e widlits pRAtiSARW) by exami ning the
cryptographic server identifier associated wth the hidden Iink. Further,

the ¢g1641eNgi NeIfERIbusTABRabhlcatidiL] VL& td Qskrype YN bldck bf itkirndtibrOstord@ eticyaited he
encrypted SEKID in the hidden |link by exam ning the protection key pointer

contai ned if¥nt BRadHsAelevir 15K the DASIn&R bFpI RAGHNNBCHRSE ineMickand &E edsydhtedihidkd D
and uses the decrypted SEKID to access the encrypted session key froma

key dat abaﬁﬁhﬁgl%Qhe LA 2068 PROGIBE block 2K sdtRurdd B dRAGKRS B SEK
is acconplished by querying an SEK "table having SEKID as a primary

e ARSI A R ROA IS TSR R BRI Bh B v, 1 =
5 o2, Ot o R O A BB B i Mg 5 B
N 5% RS TSP Rt Pl DB 0 05 B SS

cryptography server (not shown) by examining the cryptographic server identifier associated

with the hidden link. Further, the core engine can identify the protection key with which to

decrypt the encrypted SEKID in the hidden link by examining the protection key pointer

contained in the hidden link. The core engine decrypts an encrypted SEKID and uses the

decrypted SEKID to access the encrypted session key from a key database 1540.

[00105] In one embodiment, looking up the encrypted SEK is accomplished by querying an SEK
table having SEKID as a primary relational database-key. The core engine decrypts the
encrypted SEK with a corresponding protection key. In one embodiment, the same protection
key is used to encrypt the SEKID and the SEK. Accordingly, once the SEKID protection key is
identified, it is available to be used to decrypt the SEK. Next, the core engine 1554 decrypts the
information the business application 1542 provided from the database server 1520 and transmits

the decrypted information back to the business application 1542 through the cryptographic agent
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the decrypted information back to the business application 1542 through the
crypt ographi c agent 31 WD 03/098864 PCT/ US03/ 15569 1544. In one

enbodi merwp ososashi cati on i s perfornmed between the cryptogcapisoyisggent 1544
and the core engine 1554 using an unencrypted TCP session. In an
alternative enbodi ment, conmunication is carried out using SSL w thout SSL
client authentication. In yet another  enbodi nent, communi cation between
agent and &¥te Iepng enbadimensrcomnpaniraties is geréxmedypetiy eent the gryptographiedesE 494bn.

It is understood that other nethods of securing the channel between agent
and core embthaeore angibel Brpkiog e uninchotsd TERFasstann dn A altarmatize s@bbmett, t he

i nvention, such as an unencrypted TCP session over an | PSec VPN. [00106]
When a usecrommusiesion liecaoirsl cuessngpyil withaut SHL chens pwthenticatiany fayét@nother t he

dat abase server, the cryptographic agent facilitates encryption of the

i nf or mat i oambeafimes, doneninisiine betwagidgentani core epgiowis pedoried using SShmtithaiento

t he database server. |If the business application is storing new information
or if the bubddtiegnapdb heRistevd thast@dehethodsrddedufiag the chaweSidéwednagén ald
generated, then the business application provides the unencrypted

i nf or mat i 0BordkhiddandB cAHRIEd #itRsht Beghetaiy frdm s scopb @ tHeligveatisig s@h Qs ae
receives data to encrypt w thout an associated hidden |ink, the core

engi ne gengiratRSted TtPWesdHS RedarmabKtDypRNCrypts the provi ded information and
the SEKID, conbining a protection-key pointer and core engine identifier

to fafofogy hi ddegmbh Dlser Bted BE HishRss dppBeaBBf (/b8 ShibPlMOABE the Bat@agk §cbRr,
hi dden Ii'nk to the business application through the cryptographic agent.
Further, t ine | cat i : i .98 t he
AR R R T R S s S S T
access the encr Xl@tn 'a%fOQ Eor%g 'd&%)a é %L?ve?.nﬁrtﬂe%u%gxeés%gpﬁémgﬁ %réto?i'ﬁg né\pe

hern da to 't ne an

associatedpﬁWf ® Kare provi . e core en . the core engine
decrypts t Pr&?rla%igrg Cr)TIBi% {h% r‘t])ugirolegss Eq?p?icgtyosnl has geﬁer%ﬁlﬁjédl k& taln(e)wnv §EfK éh%%ld blésggﬁerggcf

suf fici ent

then the business application provides the unencrypted information without an associated hidden
link. When the core engine receives data to encrypt without an associated hidden link, the core
engine generates a new SEK and SEKID, encrypts the provided information and the SEKID,
combining a protection-key pointer and core engine identifier to form a hidden link, and returns
the encrypted information and the hidden link to the business application through the
cryptographic agent. Further, the business application stores the encrypted information and the
associated hidden link at the database server. When it becomes necessary to access the
encrypted information, the encrypted information and the associated hidden link are provided to
the core engine and the core engine decrypts the information for the business application if the
user has sufficient rights.

[00107] When storing information that has an associated hidden link, for example when a field in

the database is modified, the business application can elect not to generate a new key. To
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[ 00107] When storing information that has an associ ated hidden |Iink, for
exanpl e when a field in the database is nodified, the business application
can el ectwpaB/io9ssegenerate a new key. To 32 WD 03/ 098864 PETTS081356%69
achieve this result, the business application provides infornmation to be
encrypted in connection wth the existing hidden |link. Wen the core

engi ne receives information to be encrypted and an existing hidden |ink,

t he engi neadirye yips rsilh tharnsinesagrlicatien rravidesinformaionie beenergisd B SPYREMWY  to
the existing hiddenlink. In this regard, the business application drives

t he proceswitbthe existing bidderglinke Whendh¢ ente pugjne reesives ifermatign tpheencnypisd 98d atri g.
16 is a schematic block diagramillustrating a system 1600 in which renote
conput er sydstingthidien éisk, the dnginereapysts thepyovadedrinfarmasionoyith, the K sompesgdndong
includes a repository server 1620 that includes a repository core engi ne
1622. The toshesiistngihidienknke lgitiere§6a22h¢ husingskepphcatiey dowdsdlrawecetddfd havi ng
crypt ographi c keys contained within the key database 1640. The repository
cor e engi ngentHifidg pEvovéseion keyidolf dxiwtihg Aats. of key generation, storage, and
retrieval. [00109] Further, the repository server 1620 includes an access
cont E)miw#]i st ( AGk)16dahalirgRtid 63k diagrdmallussetingtpdyalemsies0d G2whicH heenodCL

dat abase 1624 contains information regarding types of allowed access, or

rights, pagdhfidraystetieiccedakRy tPoRRky bk b aétwdad BRniboliRfentmsRaésat ed W t h
cryptographi ¢ keys stored in %lhe key dat abase 1640. The repository server

1620 al so %Bmgaiek%r 16RPthE iﬁél@dega‘Ee}'bgtorrﬁ@&@engme?Gléezthmpbsﬁmgp&ﬁ@a{g%et 0

read information froma smart card such as the M 159 avail able from Gem

Plus. Furt 2 inél[f(gegﬁﬁcggggtgﬁsy 1 rh\é%% g%%%ﬁgfﬁ%%% Scoftafield infrOhY ke)k@aYabase

exchange nodul e an aut hent1 ut hori zat1 on A) nodul e 1636.

e eSS R SRR s Sy VR SERALS. SEYRLB  C

users by, ;e?rrievgffanpl e, a chall enge response

[00109] Further, the repository server 1620 includes an access control list (ACL) database 1624

and a user database 1626. The ACL database 1624 contains information regarding types of
allowed access, or rights, particular users have to particular data entities associated with
cryptographic keys stored in the key database 1640. The repository server 1620 also optionally
has a smart card reader 1632, which is operable to read information from a smart card such as
the GEM-159 available from Gem Plus. Further, the repository server 1620 contains a repository
key exchange module 1634 and an authentication/authorization (A/A) module 1636. The
repository key exchange module 1634 enables two separate cryptographic engines to share keys.
The A/A module 1636 identifies and/or authenticates users by, for example, a challenge response

protocol in connection with smart cards or user name/password combinations, associated with

the users. Further, the A/A module provides user registration functions in connection with the
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protocol in connection with smart cards or user nane/ password conbi nati ons,
associated with the users. Further, the A/ A nodul e provi des user

regi stratworn3fessed i ons in connection with the 33 WO 03/ 0988647S03/15569

PCT/ US03/ 15569 ACL dat abase 1624, which contains information regarding
particular users' rights with respect to specific keys. [0001] A renpte
conputer system 1610 connects to a key repository 1620 thgough a_net wor k
1630. The Aé&llydsabasea$dd.ivehighy eontaingpniprioation regardinamsrticulas yagss’ zights ath Taipetiat |
but it is understood that the network 1630 can be other types of networks,
such as t hepecdicdpyrone network, wireless networks, such as 802.1 |b,

Bl uet oot hTM or other w rel ess networks, |ocal area networks, wde area

net wit0R$] or opAirgadte torbputensgstow rlks0 canneasiie adeh orpiositony 1620Hbrosghpotteprksyst em
1610 contains a smart card reader 1632, which is operable to enable a user
t o aut hent 1630t hainawa@kif 1630 is prefeszblyf a dava hdteonkegiok as the Ynteroetebwnigs nedettRxd.
Further, the renpte conputer system 1610 contains a renote key exchange

modul e 163¢hat theinethvotis163pendibd @hérayes ohasrgerkk aych asithditelehBorieagtwexc varetpss
nodul e 1634 of the key repository 1620. In one enbodi nent, the renote

conmput er  sy&werks 1 as SH2S0b BINEBOABY & d3lied WeeRSsSnetvedtRs, €ocaDirea Rutworke, wlitel 2
that is operable to performrenote encryption and decryption functions on

the rendt e,Ge ARWoASE, Spti@MNib&EIHR WS LIRbAE afodiénRitRe &MHURE shadn 1610 | nt er nal
key dat abase and nmust conmunicate with a repository server to obtain keys

to encrypt cHiaindeGhaPlarPRbder 1690 Which ifofRebid 8 SRatAPPLict & duditniddidethimSel PbrS O
preferably associated wth the renote conputer system 1610. The busi ness

applicati OHer%ﬁ%tt% tfle:re &ﬂ@]é/gc{oléeéen%&fetlw. erdrinal Hﬁ%}ﬁ&l%&nﬁﬁg‘ R U6 B contains a

information t r ot By cryptographi ¢ nethods and systens

o Lt A S aEoRe LHEBPhasA P e
module 1634 of the key repository 1620. In one embodiment, the remote computer system 1610
also contains a storeless remote core engine 1642 that is operable to perform remote encryption
and decryption functions on the remote computer system 1610. A storeless remote engine has no
internal key database and must communicate with a repository server to obtain keys to encrypt or
decrypt data.

[00111] A business application 1612 is also preferably associated with the remote computer
system 1610. The business application 1612 is generally software that consumes and produces
information that is protected by cryptographic methods and systems consistent with the present
invention.

[00112) Fig. 17 is a schematic block diagram illustrating a system 1700 involving a file server
1720, a repository server 1620, and a remote computer system 1610 in a group of remote

computer systems. The file server 1720 includes a data store 1722, which contains information

that is protected with cryptographic methods and systems consistent with the present invention.
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1720, a repository server 1620, and a renote conputer system 1610 in a
group of renote conputer systens. The file server 1720 includes a data
store 17220 oalopsskd contai ns information that is protectedPgiTtus03/15569
cryptographi ¢ net hods and systens consistent with the present invention.
WD 03/ 098864 PCT/ US03/ 15569 The information contained in the data store
1722 is encrypted and decrypted in connection with the renpte conputer
syst em 1613he deragtiemeontaingdtia thelat stargyl 7@ is gupyptediang deqruptedinpeniaqtion with
functions of encrypting and decrypting information using keys fromthe
r eposi t or y thegemete casp@er sysiincle 1 Spsing Hael remote spregngige A64Lnerhich parfermsdigder
1632, a repository key exchange nodul e 1634, and an

34

aut hent i cafuretipraf horyptiagiaoh déctypting infomnagion B3@ keyh Eomethoreposiiony sserey 86201620

al so contains a user database 1626 and an ACL dat abase 1624. The renote

conput er sydichrmpiGikQy opithionabhyrt card esda 1633 rireaitaty keyewhargé 3@ daled 634, raedot e

key exchange nodul e 1630 to authenticate with the A/ A nodule 1636 of the

r eposi t or y as euthenticdtibaQuthorigdvioa i( A/ A mpodajer i636. eTeergsositoryesaey 20 atsd cogainy pt

information in the nedia store 1620. The renote core engine 1622 perforns

encrypti onygsidatable€ 1628tdna an IAOTCAHtpase 1620 0THs3kmbte oMPBRESyish V810 bptidially

crypt ographic systens of Figs. 16 and 17 several operations are perforned,

i ncl udi ng: yfds) sadAlichtd réadeSEI32tAd b Rendié ¥diteREHARNMEAEY 5630 althéntichte Wihdhd1J
interface for a user to log in and to thereby authenticate hinself or

hersel f t o AyReJLKEREIIEERE DoSNSY &Mer 1630 th bbRRCYRPHAS keysNeBhdript@nd ddcyypt
mai nt ai ni ng, which is accessing or changing, ACLs associated wth keys;

(V) bl 0CKi ehoRgGESH hOnRaliSind 1120, 'nglrcfhﬁe%&% GRIRN8M 5&fbrmS ERAFHGR 2R

ownership o a cryptographic accessing and decrypting
existing infQ Biﬁﬂ{lti{n%r use in connection wth a software application.
[00114] The process of adding a new user optionally involves generating

CxeNaRFaFnd, | B SRR i o e PR ferls Y
performed, including: (i) adding a user to the cryptographic system; (ii) providing an interface
for a user to log in and to thereby authenticate himself or herself to the cryptographic system;
(iii) encrypting a new file; (iv) maintaining, which is accessing or changing, ACLs associated
with keys; (v) blocking access to a key that has become compromised; reassigning ownership of
a cryptographic key; and (vi) accessing and decrypting existing information for use in connection
with a software application.

[00114] The process of adding a new user optionally involves generating exchange and signature
key pairs for users. In one embodiment, the key pairs are written to a smart card. The exchange
key is used for transporting session keys between the repository server 1620 and the remote.

computer system 1610. The signature key is used to authenticate the user via the A/A module

1636.
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key is used for transporting session keys between the repository server
1620 and the renpte, conputer system 1610. The signature key is used to
aut hent i capasbsseuser via the A/A nodule 1636. 35 WO 03/ @288643/15569

PCT/ US03/ 15569 [00115] In one enbodi nent, the public keys associated with
the newly generated user key pairs are stored in the user database 1626.
Optionally, other information, such as nanme and contact information for a
user [@ahSlbe st ongaeiembodimentsde puldicsasessadbne! with the newly generaigd ager keypairs
possession of the smart card containing the key pairs so the user can

per f or m auteetédiathamsendathbasy 626 xOptiang By, otfer mforonation, suchaa mawe peshcopfach t he
use of encrypted information. [00116] In connection with the smart card,
the user | afematibofdr h@sarcypbogeragim the s3es tiaahaky 1626 Fheir, tbansentpkesgpassessigy A
nodul e 1636 of the repository server 1620. First, the user places his or
her snmart o6athe st Garll BentsiAME thed@y Paiteddle ustH3A parfornt hehendomios asdkey engi ne
1642 reads the keys fromthe smart card. The smart card is preferably
password pé)@ﬁl@&ée%?era{i&ﬁ]iﬂ-zann%fbﬁ withahé QI encg@ital iafgmmeonl 642 has access to
the private key of the signature key pair, it authenticates itself to the

repo ig()tl P6)Y Ser VRIcoabRHoWithent shfartch@, e Hsei st lirfto #236ptdefaphitsysterfitdgdi ment ,

t he A nodul e 1636 and the renote conputer system 1610 execute a chall enge

response pLahQeithtineo ARMIAGhdRR M35 Bf thB Gepdsifiry Servdr AB2Y. Urifdt, K usBplices hid of hi s
enbodi ment, the A/E nodul e verifies a signature nmade by the renote

conput er syS§tG %%Qntgﬁhém%%aimadw P63 2Canli e rembRICER: chBink 164438ds HaksPase

1626 that was generated at e sane tine as the user's private key, "when

th {. t ti [
° U521 SRR e S s PR RL GGG, syt em oot fonal |y

receives a sesslon-Ievel access token,

in c tion wihth the chall enge .t onse praoiocol I LVe
erbodlET . Ca Qi R reba Pl e s 6a e Gt el oE e Uk hAteh B
gggggl g;.] plafsaﬁt ergtgc'atels ptse?tqg tl%@go%{t&?'ggWerﬂ%sb b}a/' Qvgly %pt?lg 'EA/A Ing)mllse 1%5@ glro%re]t ed

embodiment, the A/A module 1636 and the remote computer system 1610 execute a challenge
response protocol in connection with the user’s signature key pair. In this embodiment, the A/A
module verifies a signature made by the remote computer system 1610 by using the public key
stored in the user database 1626 that was generated at the same time as the user’s private key,
when the user account was created. Next, the remote computer system optionally receives a
session-level access token, for example a large random number, in connection with the challenge
response protocol. In an alternative embodiment, a user authenticates using its user identifier
and, for example, password. In one embodiment, user and agent rights are granted based on
rights associated with a role that is assigned to the user or agent. Further, if the user or agent has
sufficient rights, an ACL corresponding to a particular key is examined to determine whether the

user or agent has sufficient rights to cause the key to be used to encrypt or decrypt data.
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rights associated with a role that is assigned to the user or agent.
Further, if the user or agent has sufficient rights, an ACL correspondi ng
to a partwouBaysskey i s exam ned to determ ne whet her the payarsomissegent has
sufficient rights to cause the key to be used to encrypt or decrypt data.
36 WD 03/098864 PCT/ US03/ 15569 [00118] Fig. 18A is a schematic bl ock
diagramillustrating intradepartnmental data protection consistent with the
pr esé18lnvent i Big. 18Anistalsclematip blvckeiagram iHestratinginadeapimental fglapsategion
represented in connection with the TRI CRYPTI ON trademark of ERUCES, |nc. of
Lenexa, Kaors&tent Whie therpvdiserd nnventionhrlo sid$ smbadohendahe eryplagrapkic ongines@02
conputer systens 1804 and 1808, and repository server 1806. The data store
1802 cont airapseserfted inexamgotien with the iiRIER YPTI@N tradeatarkae EERUERS Jut. af &dneyy,
conput er systens 1804, 1808. The renote conputer systens 1804, 1808 read
and wite Kagsa@NnThe/@ivionmait Broadlydiadhales b dite stbROB02 rompmensyatensilf04 ard 1808t hat
explained in connection with Fig. 15. However, in this enbodi nent,

encrypti on apsaefysehieP806S TRE Hite staRA 802 Boritdifs, S FRarfsle At Htes Yisdselmat bieat
mani pul ates the information, nanely systens 1804, 1808. To acconplish

this, r emhﬁn@ﬁﬁ&@bﬂcoﬁﬁ@t&ﬁs‘%t@&@‘ﬂ%@ €808. The F&@H0W SontRiter X EAS BDANTEYS lréadt O
obtain keys fromrepository server 1806 as explained in connection with

Figs. 16 apgl Jfre tRP&fciplea@blalin dath erd BOPLEa MRHTHRELiS 1258 L BRp14iBQFn 1808
mani pul ate the encrypt'ed information in data store 1802 using session keys

obt ai ned f "came&pﬁ &iﬁmg.! 1t59nevﬁe%r,vslrtmﬂs%%odiﬁlg&,lé&}ypﬁw and ®BrypBoispettsamil C

bl ock diagramifllustrating Interdepartnental datd protection consistent

w th the PLEREmb BYAREDsterh thal Haftip RO o HBlmatioh ARIRL 4y OBm€ 2821 48T 1!

the data store essed by renote conputer sy ns 04, 1808 't hat
oo 2 AR I e SR < RERSL Fr ibpsbRRle o o
ot o TR SRR S50 0 o ORI T SRR
the remote computer systems 1804, 1808 manipulate the encrypted information in data store
1802 using session keys obtained from the repository server 1806.
[00119] Fig. 18B is a schematic block diagram illustrating interdepartmental data protection
consistent with the present invention. In this embodiment, information contained in the data
store 1802 is accessed by remote computer systems 1804, 1808 that are in separate departments
or enterprises. Accordingly, user authentication and authorization information associated with a
particular user of remote computer systems 1804 and 1808 resides in a corresponding repository
server 1806 or 1807 in the user’s department.
[00120] It may be useful for the user of the remote computer system 1804 to access information
for which the user of the remote computer system 1808 is the key owner. If a user needs to

access information protected by a key contained in a repository server located in another

department, then interdepartmental key exchange is employed. To accomplish interdepartmental
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[00120] It may be useful for the user of the renote conputer system 1804 to
access information for which the user of the renote conputer system 1808
is the kewomamesss4 | f a user needs to access information pcansos/esdehy a key
contained in a repository server |ocated in another departnent, then

i nterdepartmental key exchange is enpl oyed. To acconplish interdepartnental
37 WO 03/098864 PCT/ US03/ 15569 key exchange, repository server 1806 and
reposi t or y kexgxgkangs geposiy isermefel 306 pad 1gosHery sepveh b/ srehanesksys BEBE i n
connection with Figs. 16 and 17. Once a user's departnmental repository
server has medugismedeschibedipsomeiion witlkBigsilorank &Y Onesa wepedapagapdak nent al
repository server, the |ocal repository server can either provide the key
to a st or ekapsstocy septen hasptdiccdepppeopriate session ey omuatpser departroental Seppsignry
performthe encryption or decryption for an agent directly in the core
engi ne of tdreersthetoehlubpastmyserver oan sither provide@iEIRY]to Fitgrelh8Gypogmplsic lhegreg.i c

bl ock diagramillustrating data protection in connection wth an |Intranet
or extranesudhaseshigyt syeandB0DsApertbiin theiefcrgptivancir destiptiohfer aheygas idirectly iser ver
1806 is separated fromthe renote conputers 1804 and 1808 by a public

net wor k l8ﬁQc&QQngmgbpmakmﬁEMHaM@h&§5&8&2. Because of the secure nature of
t he key exchange between repository server 1806 and renote conputer

syst eg 211804 ange 1808is 2 QXHeRRNI b6k KB EMAN@rafikedabliptbicEtidhah bBrnéctich wisie&r e,
and the Keys can be used to mani pul ate the encrypted data in data store

1802. [ 001gglanfo@extlBl ﬂa§e&§29§£§€%¥01n%@félﬁb@&iﬁ’agﬁ@me rdgolitdry &drl3a30PRI | €
In this enbodi nent,

data protection. nobi | e conputer 1816 i s connected

th h w el i 4 '
rough w q %%f%gﬁ% FRONE fhe PerlRE Bdm é'rs 1801'1%d 1§MO)J f%tﬁ)(ﬁm%{‘k flsgégnd §fylmalas a

per sonal assl stant, contalns a version a store

B e o e L)
oDy AR RO 9t ARt ol Bl i
| secure, and the keys can be used to manipulate the encrypted data in data store 1802.

[00122] Fig. 18D is a schematic block diagram illustrating mobile data protection. In this
embodiment, mobile computer 1816 is connected through wireless access point 1814. The
mobile computer 1816, such as a personal digital assistant, contains a version of a storeless
cryptographic engine that is capable of performing key exchange with repository server 1806.
The mobile computer system 1816 can securely retrieve the encrypted data from data store 1802
over the public network 1810 through optional firewall 1812 because of the strong cryptography
used to store the information in data store 1802, and the mobile computer can securely receive
session keys from repository server 1806 using key exchange methods described above.

[00123] Fig. 18E is a schematic block diagram illustrating data protection in a multiple enterprise
environment. In this embodiment, information can be securely shared between enterprises over

the public network 1810. Data store 1802 contains encrypted information that can be provided to

38



used to store the information in data store 1802, and the nobile conputer
can securely receive session keys fromrepository server 1806 using key
exchange wetdodsmedescri bed above. [00123] Fig. 18E is a s@oanmes/assed ock
diagramillustrating data protection in a nmultiple enterprise environnment.
In this enbodi ment, information can be securely shared between enterprises
over the public network 1810. Data store 1802 contains encrypted

i nf or mat i omterhaltuseramiatiepinebon wewr 1 %20 B4 teyseo3 pog s PeTy thrush hss69
internal users via application server 1820 and to users of peer enterprises
t hr ough t hepplicataguyservest foo axanenle/appéicatiop servsralB30.eSeoppst and granular sharipgef 1830.
Secure and granul ar sharing of infornmation between enterprises over the
publ i ¢ net iwdptknali8d Betweédr ovyprisopoven el public wammbrkd 81@ Hrough aptivoad Sirdvallsi8tause
of the secure key exchange between repository servers 1806 and 1816 t hat
resi de in & gokdble btcaasy etlpr desas keylexeBange betoptr epaditbyy sesteatil8ios hell1 & étthaten
the repository servers 1806 and 1816 by way of signed certificates from
certifi cat r@3Rleanbiffefdnt shtckPdsts. Trustis agtiovielly &kablishell Betweer thibepdbitorn séfveaw,
California. [00124] Fig. 19 is a schematic block diagramillustrating an
enmbodi ment 1866 indkes bE Ahy 65HGIRA cOEficdt& fKRY cdrificlieiBthoriti ¢ 83 Sudh@B VefiBignand
user databases. A protection key information table 1902 has the primry

key of profRchiaBukisy viderddifdgh. (protectionkeyid). The protection key
information table 1902 contains the columms of "created,” which is a tine

st anpeg12kLy bl ObEjs 19MaiaGhhehtitidBloBNGaYRinG HudtiaBR Y dnfRIBSEN AlibIE cdRfes diBing
protection key, and a signature which is, for exanple an HVAC data

t hent i ' : ! DA d i '
?r;st 2? Lg?&%?tnhﬂlag&ﬁen%@&gé Jabe aﬁcf‘n?sgry &g%%eg.f A r6t§ét$n'k§¥ ﬁﬂ&ﬁ%%ﬁﬁbkgﬁz

s prot’ected at rest encryption scheme. An

e e e T
EK i. . i .d
o0 unenee Yo SRl 6285 A4RSH B BB RATEr SR AeRBBER s,

which is an encrypted binary representation of the protection key, and a signature which is, for

example an HMAC data authenticator. In one embodiment, the “keyblob” field is encrypted in a
master key that is protected at rest by a K of M encryption scheme. An session key information
table 1904 is also provided. The session key information table has a primary key called
“SEKID,” which corresponds to an unencrypted SEKID. Accordingly, once a core engine
decrypts an SEKID from a hidden link, it can identify and decrypt “keyblob” from the session
key information table 1904. The session key “keyblob” is preferably encrypted with the same
protection key as the SEKID. In the session key information table 1904 and the other tables
illustrated in Fig. 19, the “created” and “signature” fields are analogous to the “creatéd” and
“signature” fields described in connection with the protection key information table 1902.
[00125] A principal information table 1906 has primary database keys of “principal” which

corresponds to the name of a user, agent, or server that accesses a cryptographic system
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key information table 1904. The session key "keyblob"” is preferably
encrypted with the sane protection key as the SEKID. In the session key

i nf or mat iwo oBaset 1904 and the other tables illustrated iPOTRISg3/15589 t he
"created" and "signature" fields are anal ogous to the "created" and
"signature" fields described in connection with the protection key
information table 1902. [00125] A principal information table 1906 has
prinary datesaset walythepfest miveotignal Theirilesh fieldgorresppatsde thegolehassigapdktod a
user, agent, or server that accesses a cryptographic system 39 WO

03/ 098864 PETLWS(Bindipalo The ¢Dapsi’ Stldrbrrvipbindsttdistaips eslesators assasmt¢dowith thne
"roles" field corresponds to the roles assigned to a particular principal.
The "f | ags'prifidigdl,ck.£ distlgsppirdipat ar iohalisabled ponadpel 0The ‘Gabaassangd field ik ugeddo
principal, e.g. disabled principal or non-disabled principal. The

" subcl assnafatef foeleghnipiec Wh&hkrttie prineibabteusef timefpeaswire avheaitiostiontdn&.509
princi pal uses user nane/password authentication or X 509 authentication.
[ 00126] Usegfithéidatmssword i nformati on table 1908 and X. 509 pri nci pal
information table 1910 are related to the principal information table

19064q0R6 user eag aRRSIWRsd idOfPhiBR 1R 0B RAEX 50 BinGp irffbidatibi &ble 1910
identifiers and password i nformation for correspondi ng users. In one

enbodi nent atter}gla" e ) ;g/afl irﬁ&ﬂaﬁ%‘{aﬁleQ§O@nl“lf'eﬂ&ér%&ﬁ%éss% 1;1fd?1§§t|ib1ﬂ§blé he

password |n|t|a y se e user hi s enbodi nent, the "password"

hash is engg ﬁéeoﬁgﬁlsw_}lﬁg % gﬁd ]Eagywcgrp ﬂ{fo tioR? Ff 6 Ls gxrcﬁﬁ/gl@seﬁ & ord

encryptlon pr| Cl pa rnatlon t 910 contai ns

tificat f
e AL Oy A bt e

oy of bgﬁ REfHei e”g s i bln? S et laa?crmt%ﬂavaﬁﬁa%fst@i‘%% e ZFF‘:E
1914. The ACL
the key's pmte&'&@ﬁw 'fﬁa%ﬁ?enér%@sic EhEaieon P e atin R RE A T s, "

flag. The ACL entry table 1914
certificates corresponding to principals, for example the certificates of remote cryptography

servers that exchange keys with the presently described core engine. ACL information table
1912 has a primary database key of an ACL identifier used to relate the table to an ACL entry
table 1914. The ACL information table contains one record for each key, including the key’s
hidden link, the ACL’s creation time and the key’s expiration flag. The ACL entry table 1914
has a primary key including an ACL identifier a principal identifier and a system identifier,
which corresponds to a core engine identifier that uniquely identifies the particular core engine
that generated the key.

[00127] A role table 1916 has a role identifier (roleid), a role name, a list operation identifier, and
a role type, which identify and define the rights associated with a particular role. The operation

table 1918 contains an operation identifier and operation names, which are used to associate
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has a primary key including an ACL identifier a principal identifier and a
systemidentifier, which corresponds to a core engine identifier that

uni quel y woenbdsdsbes t he particular core engine that generatrdsod/ifsckey.
[00127] A role table 1916 has a role identifier (roleid), a role nane, a
list operation identifier, and a role type, which identify and define the
rights associated with a particular role. The operation table 1918

cont ai ns anagsef apératipnis sditaciuplapcrtienshat paseranautborized toperform &y @npkEgnt o
associate 40 WD 03/098864 PCT/ US03/ 15569 names of operations with actua
oper at i onswithatpagiculgegor¢ enginet hori zed to performin connection with a
particul ar core engine. [00128] Audit log table 1920 and transaction | og

t abl 001282 ar e Asditioptabiol920end racactids lagtable 4832 ave usedye palisciascardrathatidgfiee
place in a core engine. The audit |log table 1920, for exanple contains

i nf or mat i oaveabsar thelyhakepidcadi padre edphie. The hndinteg tablepld20) foutxamptgrentatison. The
transaction log table 1922 contains information about, for exanple

encr ypt i ongnfafidticesioypihe prifcipd) Hat p&fodmpds partiomat opbiatibh eTiearaastigh log table
[00129] Fig. 20 is a schematic block diagramillustrating a process of
encrypti ng19XdohQins MfbHhkatidn abRGUBSExainple efcryptyons andraéteypbiynSthitSasre pérfohed
crypt ographi c server (stage 140). Next, the repository core engine
optional | yp6HRabR%ngig transmts a session key to the key exchange nodul e
(stage 142?. Next, the repository engine receives the user's exchange
publ i y (st 26 i j hnKEMobeds bNGcRPRAS £1il6E First a

asso @%%@d mﬁtﬁﬂgﬁéﬂ§§§ﬂ§ﬁ§3°E%@bgggﬁmﬁﬁgkhis usgd to e?ghé%ge sessi on
keys bet we . {ARr n L Lhe
sesai on | nipkdFls SXEPRIRRCTI S tpEHposkdic SR GRBT LY KeSaC KPR
nodul e informs the A/ A | e f: i y
(stage 1assre ReiioetuReitagn Haelidd siaRh 465 RRbE ke bR e ARRLETSE

Ww'Sessiron Key can

appl i cat| 0?43' ﬁ%&t? thte ?ep%% osr§ eggei\rrlleerrégeti\ize% r'E'he:ollcser(’;‘s Qx%ﬂlaniég¥)uﬁ}/c kse‘;}Ysitg]g% 134{' eIVMedat a
exchange public key is the public key associated with the exchange key pair that is used to
exchange session keys between key exchange modules. Next, the key repository encrypts the
session in the exchange public key (stage 146). Next, the key exchange module informs the A/A
module that the user created a new session key (stage 148). A new session key can be created,
for example, when the application elects to cause generation of a new key by saving a new data
object or saving an existing data object without providing a corresponding hidden link. Next, the
A/A module adds information about key ownership into the ACL database (stage 150). In one
embodiment, the owner of a key has full access to information protected by the key. Further, in
this embodiment, the owner can grant rights to information protected by the key to other users.
Next, the server key exchange module 1530 sends a session key and a hidden link to the remote
computer system, encrypted in the user’s exchange public key (stage 152). Next, the user

decrypts the session key using the private key associated with the exchange key pair (stage 154).

41



obj ect or saving an existing data object w thout providing a corresponding
hi dden |ink. Next, the A/ A nodule adds infornmation about key ownership

i nt o the WOlo3ggdsabase (stage 150). In one enbodi nent, thecowses/ 15569 a key
has full access to information protected by the key. Further, in this
enbodi nent, the owner can grant rights to information protected by the key
to other users. Next, the server key exchange nodul e 1530 sends a session
key and a Mewtdthe rémetk cere epgiee Fdfsnarypts thepseraletanpd theseranplicaor empeds thee
user's exchange public key (stage 152). Next, the user decrypts the

sessi on kehiddei lnk intee: data siraeturek sigh as & ks strvettirenissoriatefewisl s gy dlatedstageai r
(stage 154). 41 WD 03/098864 PCT/ US03/ 15569 Next, the renote core engine
1540 encrypf®. t he user data and the user application enbeds the hidden
link into a data structure, such as a file structure, associated with the
user [dBe] (St agBig. 2156 h scHefRASBIpcidiggra@lillassraingsaprecsas diomiphminghinageesm
illustrating a process of maintaining an access control list (ACL) of a
key. First coroUE@IACEJRSKey. Fligt, AGer afuans thx ASLiafign kaytifgrkemfiohethk kgy
repository, and the A/ A nodul e receives the ACL request (stage 160). Next
the A/ A nogitbgtorflWad ieA/ARSdukatcoatd tRACT algakiagesge 1 60)dalerr flit AEA wiodhlser t he
user has adequate rights to view an ACL associated with a particul ar key

(stage 162}ueried tHaNGer@NH AL RHbasek Bf RidFidetihetRME didi Bas ﬁeg@te HERS © idw hing
rights associated with the key is obtained fromthe user database. Next,

user i nf OnER!sQikidic iR f)REH1Ar LB IstARE 195€ M SRt RS RncAN Gnfbhatidirke ase
and the Acfﬁ?gk??g%snittﬁg to tﬁgkégérg?stage 164). Next, tﬁe Aé%ﬁﬁgp

optional Iy ofﬁgﬁlsfe}s%qwﬁé' ri ?as%!)#igtgé with ®le (lésac? N fnddGrontthe ubdr dhQHRYENELIMNes 1 N

a particular key to a“pdrticular user age 166). Next, the A/ A nodul e

vert ! bl OSBRSS AT

makes appr ?dp tlilia gge? (s?ar]gg' nl%%? I&eg(t,ttﬂg Aégis ol%otnmynmg 1§edobc;7'thg %‘ﬁ&ﬁ{%ﬁ?ex@%?qu a&d7 0).
or remove rights in a particular key to a particular user (stage 166). Next, the A/A module
verifies that the user has adequate rights, for example by reference to the original ACL, to
modify the ACL (stage 168). Finally, the key repository makes appropriate changes to the ACL
within the ACL database (stage 170).

[00131] Fig. 22 is a schematic block diagram illustrating a process of accessing an encrypted file.

First, a file server provides encrypted information to the user, by way of the remote computer
system (step 180). Next, the repository server verifies that the user has the rights to access the
key necessary to decrypt the information provided by the file server (stage 182). Next, the key is
transmitted to the key exchange manager (stage 184). The repository server then retrieves the
User’s exchange public key from the user database (stage 186). Next, the repository key

exchange manager re-exports the session key (stage 188). Next, the repository key exchange

module sends the encrypted session key to the user, encrypted in the user’s exchange public key
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[00131] Fig. 22 is a schematic block diagramillustrating a process of
accessing an encrypted file. First, a file server provides encrypted

i nf or mat i w0 BoYsske user, by way of the renote conputer systrasog/sisep 180) .
Next, the repository server verifies that the user has the rights to access
the key necessary to decrypt the information provided by the file server
(stage 182). Next, the key is transmitted to the key exchange manager
(stage 184)stager80) dyrubithespr desryptsrthe seavion kayusing die yseies exghange Srivate keyiiglase
public key fromthe user database (stage 186). Next, the repository key
exchange mdA)ydiurthes, thg pasrate canhputer S¥s¢mo Aedrpys 1he tspgdata g8age 1Rkt , t he
repository key exchange nodule sends the encrypted session key to the
user [00332) ypt edFign21 se sclwardtis blexk Hiagnm ifudtating kprpcess ol danHBESE 4ssociated
PCT/ US03/ 15569 (stage 190). Next, the user decrypts the session key using
t he user' s wathcHang dreregpanyatoehdlesy besdmige com@amiseduFirshehe repbsitoryesroicerecangut er
system decrypts the user data (stage 194). [00132] Fig. 23 is a schematic
bl ock di agrhsbindtion sdgamlinignocomppsmicesta otz combutagsyaenns f assmat cat édagevib6h a
key in response to the key becom ng conprom sed. First, the repository
Server receexethe repthsitdribér@idr fe@giassd ddfncrti 6O QlattBotded depresdBtatveCiiiRitiser
systemor of a smart card (stage 196). Next, the repository operator

recei ves a(&aRnNesy. imknhéd AihdutiRubaPicpresltakioPis8sRésatliywRtRAtidaha, e REys afSt age
198). Further, if the authorized representative is successfully

aut hent i catygdnled 16r d&iple 85 Femlis2hl Rers Hof the ARTPs6ochiYed GPME BEmAbisdd RED
fromthe ACL associated with the conprom sed key (stage 200). [00133] In

one enbodi&g&&goaiusted sof tware conponents are executed in connection with
cryptographi ¢ systens consistent with the present invention. The purposes

¢ ) N ) L ) - "
Ol TodSat T US Pfh B ABBRERAD .l E YL ofiffollinlehrEefibiEed HULARMG BH81 o1
Verification

et SRRl R PSP R EE BB T PUBRALSH g a9

cryptograp Qi)lglpgl}éﬁtts S ¢onnection with a cryptographic system include the ability to verify the identity
and authenticity of software. Verification of software is important, because the introduction of
rogue software into a functioning cryptographic system can defeat the cryptographic system.

[00134] One way to determine the authenticity of software is to verify its identity. In general,

identity can be established based on something’s inherent characteristics, based on knowledge of
a secret, or based on possession of something, for example a credential or a secret. However,
knowledge of a secret or possession of a secret such as an embedded key has proved to be
problematic. For example, persistent computer users have been able to locate and extract keys
hidden within software. Accordingly, establishing identity based on software’s inherent

characteristics is preferred. But merely having the name of a file containing source code is

insufficient to establish identity. A “fingerprint” that uniquely identifies the file is preferred. A
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[00134] One way to determine the authenticity of software is to verify its
identity. In general, identity can be established based on sonething's

i nherent wbansagtses i stics, based on know edge of a secret PCarushas®d on
possessi on of sonething, for exanple a credential or a secret. However,
know edge of a secret or possession of a secret such as an enbedded key has
proved to be problematic. For exanple, persistent conputer users have been
abl e to | ofageeprant darebe veaidied ktaye timgibefdenexsiuting soRwire imyesify e cdmttymithe
establishing identity based on software's inherent characteristics is
preferred. s&twarerer el y having the name of a file containing source code is
insufficient to establish identity. A "fingerprint" that uniquely

i denf{001B®s t he Figl Bt ik a s¢heafatic block didgrdd NGB XOG8EHh iPEhicliSABId 8&GFonents
fingerprint can be verified at run-tine before executing software to verify
t he identi i adfhehtivated s ahtapglicatior 26834 10Fing a rédstiasomses e @43 are plolviled  Hiisagr am
illustrating a systemin which trusted conponents are authenticated. An
appl i cat i ofnd@estobarthad 4 applichtion Eeer 94 T(RAndaRe @@l @lon3436r B30 cir uvinthixtnented i s
understood that the application server 2410 and the registration server

2430 can bgs iPRYURMRBIRGr pROecsSQRA A1 NS sftenD AERRAR 6Ly ihe aplichtine
conput er system Alternaflvely, the application server 2410 and the

regi strati Qn,SohYEinddASReRERidnTONVEMRIRDAEL iR ]HRARA 3h Serfa PAPSSNTute? ¥siies A A

cryptography server 242071s used in connection with the application server

2410 and t Db BEhSLd-Ak b8 i SEHGH cdithellichQuifi BY btRcHIMREAG! ARD iy hnCLI ONS

i n connect veritication o rust ed conponents. [00136] The

application server i L1y : r - K . t
Feads. key TeeF eI AR Sh R e chpl Al R BcbnBlch LERH veRHioh B
cryptograpﬁ¥§m%§§ﬁgn%§ﬁ connection with verification of trusted conponents.

Crypt ogr ap 8 provides the cryptographic functions necessary
For t[(n)ei\_’;&ppl | Ca{”lileoar;])p 1&1%161'\ rsergedfjﬁl(s c())ptl%ga y 122:18(%5% srsn%%légre(}ilrgad\évli' ﬁzﬂz that reads key
information from a smart card. Token dispenser 2414 provides a cryptographic token in
connection with verification of trusted components. Cryptographic Agent 2418 provides the
cryptographic functions necessary for the application server 2410 to communicate securely with
the cryptography server 2420 and to authenticate a business application 2416. The registration
server 2430 includes the smart card reader 2412 and a trusted component manager 2434 that is
used to gather and process information about trusted components.
[00137] The cryptography server 2420 includes a registration database 2426 and the optional
smart card reader 2412, Further, the cryptography server 2420 includes a core engine 2422,
which also contains a key database 2424, containing cryptographic keys. Trusted component
authentication systems are further described in connection with Figs. 24-27.
[00138] Fig. 25 is a schematic block diagram illustrating a process of creating smart cards. In one

embodiment, two secret cryptographic keys are generated during the installation or configuration
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the cryptography server 2420 and to authenticate a business application
2416. The registration server 2430 includes the smart card reader 2412 and
a trust edwoonpessent manager 2434 that is wused to gather &0d/UM0dCEES

i nformation about trusted conponents. [00137] The cryptography server 2420
includes a registration database 2426 and the optional smart card reader
2412, Further, the crgptograph server 2420 includes a core engine 2422,

whi ch al soottbaempiestan k@yveaaﬂ%%@ét, am operatiopplikey i gegereted pitegr2phi B oOReyss.
Trusted conponent authentication systens are further described in
connect i onembedimpitgibe opetatppal Kep ds188d tofsiegpire oBninynigption Refwgen thelshyptderaphiggr am
illustrating a process of creating smart cards. In one enbodinment, two
secret crypdengamipghé ayptegsplarengensroat enibatlimentgthe hperatipnaliiely as feadhingy separate
configuration 44 WO 03/098864 PCT/ US03/ 15569 of the cryptography server
2420. Fi r sinacldfesepetmingahadryptegraplic ggeneanditiecerfsd @rgehi@§2Ver flom osngart card. In
enbodi nent, the operational key is used to secure conmuni cati on between the
crypt ogr aphiiLemtagdandnt, andingdiprigt? ygrtespondingyo e rcvigtogrdphicaagentdsrhlosiconeriied it he
operational key is read into separate machines containing the

crypt ogr apieGmag . WRtheltiestrty MrpeipaiptTi of tieeiysgriphagants the lctypegtaphicl n

this enbodinent, a "fingerprint"” corresponding to the cryptographic agent
is al so copdr-alrReslvdrTy tHehBthemRity oPﬁh’é@gypi@hﬁbﬁictag&lt.sN@it@ﬁlre}gfs'trﬁﬁl&ﬂwyii@t " of the
cryptographi c agent, the cryptographic server can verify the authenticity

of the cr ygérféﬂﬁé'l‘lwa e A6 Mhe RBXfatiof KEERISEdBld QoeheMmiSstrAGHRnA @€ (Stage

203). The registratfon key is used by a system adm nistrator during the

i stratign. ' i j onal
oy i pl Byt RRGRS ARG ShacbpRHL, 3P Al oy opE Rl N
operati onal pe@%%n%lssmoagt%rglgt?tlr%é’n %O%,t%ﬁg fhe o era?&fﬁﬁg%y iggé}}/cxlngﬂy B4 Rl e l;rgé Bya

(stage 206? n one e e operation S signed wt

LTI AT O e DA

Further, t Qs%ogiz?tg(!l VSVEt[l ?}}el c%l;]ptokg?&/phlysser%/érgzqgg ggxt,athg ¥e%1ss¥rgtgonslée9qg I:I;laced ina

registration smart card (stage 208). Further, the registration key is signed by a trusted signer

(stage 210).

[00139] Fig. 26 is a schematic block diagram illustrating a process of registering components.
First, the trusted component manager 2434 receives software in the form of electronic computer
code associated with a software component, such as business application 1542 (stage 212).
Next, the trusted component manager 2434 determines the name of the component, for example
by performing an operating system call to determine the name of a file associated with the
component (stage 214). Next, the trusted component manager 2434 calculates a “fingerprint” of
the trusted component, for example by applying a hash function like MDS5 or SHA-1 to the
component (stage 216). Next, the trusted component manager 2434 reads the registration key

from the registration smart card (stage 218). Accordingly, users that do not have access to the
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(stage 210). [00139] Fig. 26 is a schematic block diagramillustrating a
process of registering conponents. First, the trusted conponent manager
2434 recewoas/ossshi ware in the form of el ectronic conputer PCraes/associ at ed
with a software conponent, such as business application 1542 (stage 212).
Next, the trusted conponent manager 2434 determ nes the nanme of the
conponent, for exanple by perform ng an operating systemcall to determ ne
t he name ofegistritidnesmegtsarsi dotrog hatictthe abiliy tarsgistene pamposerigdNezt using hext | t he
trusted conponent manager 2434 calculates a "fingerprint® of the trusted
conponent , rdgoirationcey) the ystedinmponent sahagsh2434nses theragisketiod®y peir SHErforme t he
conponent (stage 216). Next, the trusted conponent manager 2434 reads the
regi strati omllkee redposaiprdiacol eith shercaytagraphymenver(stage 2290) anrbtog@irely send the
Accordi ngly, users that do not have access to the 45 WO 03/098864

PCT/ US03/ 1b&fydneritagdhfdtmationas thereyptogtaphyl setoerristhge P20% Funtheglhiel arypfodraphyegi st er
a conponent. Next, using the registration key, the trusted conponent
manager 2434védSeas thdaewBgtgiterl cofipdiep’ agiktrdton pfbinditioh dncladiag, f@ngeample,
response protocol with the cryptography server (stage 220) and to securely
send the gRRFRERSMINS(stadt 9P 4VBdHdAR: feBistrdiRn GhifyhRidh At d BIV/ERikabaset age 222) .
Further, the cryptography server signs the newy registered conponent's
regi fdoﬁﬁ(y' on i NfRRLAPBS the A1 RS ervE0I416X8K8N BspendeP £4141rbBRE Rtbrdatiod St age
224), and the registration information is stored in a database. 100140]

Upon restagl ofe § faﬁi@ﬁﬁlsin%tcm%gl%ﬁg\éﬂhe 210 caliQkRBr 18 PENSR endbdiinen GRENV €S

information fro e operation mart card by way of the smart card

r eader 241§]. S!ngrt(a&ﬁifi@ﬁgﬁ.g%%hﬁﬂg{gﬁﬁgo&idf%m?sm-t card is inserted, a user

must provi 64 passwor d. S a schematic bl ock di agram

compBAle O B FRE sthouRiLBEEhaRut bk AR E A BB RE e

g: ;B: 83: ZB Hl:ltﬁenggg{]?%l o% g%rgpotn(c):nt(s).plglrrsaf,t tﬁe glussinaesst arpgﬁéa%gn ngg)s%{;'r%ﬂg a re-lcilqgst to

cryptographic agent 2418 to operate as a trusted component. The cryptographic agent 2418
receives the request (stage 226). Next, the cryptographic agent determines the name of the
application and calculates its digital “fingerprint” (stage 228). Next, the cryptographic agent
2418 transmits a request for challenge to cryptography server 2420 regarding the application
(stage 230). Next, cryptography server 2120 generates a random challenge and calculates the
correct response based on the operational key and the application “fingerprint” (stage 232).
Next, cryptography server 2420 presents the challenge to the cryptographic agent 2418 (stage
234) and the agent performs a first part of the response calculation using the application’s
fingerprint by, for example combining the fingerprint with the challenge (stage 236). Next, the
agent instructs the token dispenser 2414 to complete the calculation of the challenge (stage 238).
Next, the token dispenser verifies the integrity of the agent, for example by comparing the stored

fingerprint with the actual fingerprint of the operational agent as it is executing in memory and
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receives the request (stage 226). Next, the cryptographic agent determ nes
the name of the application and calculates its digital "fingerprint”
(stage 228D.o3Messt4 the cryptographic agent 2418 transm t eca/usesjussss f or
chal  enge to cryptography server 2420 regarding the application (stage
230). Next, cryptography server 2120 generates a random chal | enge and

cal cul ates the <correct response based:on the operational key and the

appl i cat i othe'tdhendispprsereompleiesdbreres®nge calowasien, fersxpmplgrboasappraEe iMAL of
presents the challenge to the cryptographi c agent 2418 (stage 234) and the
agent per f tenbalkenge asitfingarptintdontbiratioesyiugibe opaatonhldely on thekiey i thi EMAC
application's fingerprint by, for exanple conbining the fingerprint with

t he chal | ecdeuldtpha@tag228Y). Miethtr, the eyptogrpphy sdrvis RAUCYifich thetreshemse did theenser
2414 to conplete the calculation of the challenge (stage 238). Next, the

t oken di spetatietigesmiefifydmg thh EMAC edth itieyopefatibind keygadt comparingthea ngitdatid/
conparing the stored fingerprint wwth the actual fingerprint of the

oper at i onakin@gsiit wagh thd stbred GXgeprint (Kage 24 THEAE K lidabed tHeCapPlid afi3h BOB8BaAed

PCT/ US03/ 15569 t he token di spenser conpletes the response cal cul ation, for
exanpl e by.sayaadhd ng a HVAC of the challenge and fingerprint conbination
using the operational key as the key in the HVAC cal cul ation. (stage 240).

Furt pﬁi 421t he Cryl&tﬁgsreﬁﬂhyenﬁgﬁ H@sﬁmﬁ&?&t N&lefifsiaBe adVABrab &S BREARe EQploBRphic
chal 'enge by verifying the HWAC wth the operational key and conparing the

cal cul at edy 'a%'i Rotedlin YWehhrd I}!%B&{téa Endv DISLR deE‘ Earﬁﬁ{ ROkt the keys

val i dat es t e application as a't sted conponent. [001421 The present

vent i on BRsidRIPRL! fg{]}&osg@ AR iEm AP AL IRES coﬁﬁﬁ%ﬁ%&o&ﬁ%@%@@ ffat

keys are no ore e corrponents nown ni ques cannot e used

t t t t h t hi

tems. cont Bw g R eBlRS otf B i bl R A Wi kS Gort] BUBRLIERARYR,
ted W t h i ) th {

ot g o ¢ bty S90S i ot Y e ol Bt et ik e RSB, | <

used to pr gltege%tof gllfgr(r:nra%gn for example a different key is used for each protected file on a file server

or for each protected record in a database. In one embodiment, the key store is located in a
centralized key repository resulting in the advantage of simplified backup and disaster recovery
procedures. Further, the keys themselves are encrypted in the key repository and the keys are not
identifiable with their respective protected data item. Accordingly, without knowledge of the
hidden link within a protected data object, even possession of the key repository does not allow
an intruder to achieve access to actual data.

[00143] Additional benefits and advantages of the present invention involve the distributed nature
of the cryptographic systems and methods, in that while keys are centrailzed in one or more key
repositories, cryptographic computations are performed on remote computer systems that are
closer to the actual producers and consumers of the protected data. Accordingly, the

computational power of the remote computer systems is leveraged and computational
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pi eces of information, for exanple a different key is used for each
protected file on a file server or for each protected record in a

dat abase.wbnsogsssenbodi ment, the key store is |ocated i n acTasns/iskd zed key
repository resulting in the advantage of sinplified backup and di saster
recovery procedures. Further, the keys thenselves are encrypted in the key
repository and the keys are not identifiable with their respective
protected dffcantieese aghievod dvagysiemsintvrhiedt criatesthmdgeongfutatieas arp perdemed i nk
within a protected data object, even possession of the key repository does
not all ow canrallpt ruder to achi eve access to actual data. [001431 Additional
benefits and advantages of the present invention involve the distributed
nat uf@149f the Thygoogdaptibed compttensysemcnidsthiends stricture rztutilivad in theayethagr e
centrailzed in one or nore key repositories, cryptographic conputations
are perf or geehcopting Fiag GoiMeving and Msdrgitimgtdbal Waeea clidnoser rdqoestdedatct ual
producers and consuners of the protected data. Accordingly, the

conput at i ogahipRRAWEK inffudinBadd APBAE 6@ MRWIrejuesty, Shedinputer kel agibEhpidtent the
conput ati onal 47 WD 03/098864 PCT/ US03/ 15569 efficiencies are achi eved

over syst epg,hitadigh. IKdr SRIHQEhaRAbE, iCio BRIha! theNBe At RRF harareslly aRdral | y.
[ 00144] The above descri bed conputer system and dat abase structure are

utilized igodhe, MRifiOHess AbmEMGEMB I tASted BhtRnkiBFion RiidEMIcAYs sAREcAHES twddt | Ng
data. When a client user requestS a data manipulation including add,

updat e, _ang, yd SnEABUERN dbvickd 8 GRIMMEMaPSKAM W | | [ pl ement t he

appropri ate steps. r each transaction, It is assuned that the client user

has alread¥¥%%§§§§¥ access to the business donmain using a trusted
aut henti ca od, such as smart cards, two- factor authentication

& y 53 api o E i b CyBERAY CreweSur Pt e R T LR 6l

decrypt information. For example, in public key cryptography, a public key is used to encrypt

information, but the public key cannot be used to decrypt the information. Only a private key
associated with the public key can decrypt the encrypted information.

[00146]  Attribute/Field: A category of data saved in an object.

[00147]  Business Logic Component (BLC): A component in the computer system accessible by the
client to establish and change business rules controlling operation of the system and what data
will or will not be encrypted.

[00148]  Certificate Manager (CM): Controls the system key PKI related operations and communicates
with the private certification authority responsible for issuing and verifying digital certificates
for the system keys.

[00149]  Cipher Text: Encrypted data.

[00150]  Class: According to object-oriented programming, a category of objects.
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decrypt information. For exanple, in public key cryptography, a public key
is used to encrypt information, but the public key cannot be used to
decrypt twe osndsss4rati on. Only a private key associated wpch/ushgi1ebl i c key
can decrypt the encrypted information. [00146] Attribute/Field: A category
of data saved in an object. [00147] Business Logic Conponent (BLC): A
conponent in the conputer system accessible by the client to establish and
cha§é5Husi Dasshese Adapter COBARD! Safingrepsarmaninbriviaeh th’éfsé%fleé‘#ﬁt&ﬁ@n%m at data

wll or will not be encrypted. [00148] Certificate Manager ( Controls
the syst emdoepoidls tp eh\atapd ropecaiaiaonyanens tysan{databases sud wivitiple bp9f°F vat e
certification authority responsible for issuing and verifying digital

cer tdofis2]at eBata Emurypition Ssamsibd(DESY A synGitd@keyCGilgdrahm Teatlishédhny thptied dat a.

[ 00150] d ass: According to object-oriented programm ng, a category of

obj ects. ARviEmed/(RAGEE4H B kdF03/ 15569 [00151] Dat abase Adapter (DBAD):
Sof tware conponent, which allows the security domain conponents to save and

r et (00853 dab@rﬁ;ﬂoﬂasuaﬁgiﬁgHmamnmﬁptﬁateaha@ﬁsn agd nul tiple databases.
[ 00152] Data Encryption Standard (DES): A symmetric-key algorithm

est plsfhed] %{flaltd'éﬁlﬂéat% An A9 8F- RO usdd@ bnsufetBe authdtibity ofaublif RE1 Plypical
Decryption: angi ng data fromci pher text to plain text. [00154] D gital

Certificat &jjgificAafiushbiiads W ondd @dle@:ﬁ)on%bﬁﬁc&t@ﬁolﬁé&‘:lﬂﬁ)ﬂhhtiant Ypllickepuhl i C
key. Atypical digital certificate includes a signed collection of

certificat g;00ls0800n] o@ft e @'ﬁ%ﬂc% 1ss§erpdflgltﬂe%e59¥1unﬁgr ofithletifdagat i on of the

certificate 1Issuer, serial nunber of the certificate. [00155]

Enc %Egﬂger]in}g&wlgqﬁ%ln% 18{6n%ffd£l§§rﬁ‘ohg'éc9et fecret code. [00156] Encryption

Key ware conponent of the conputer system which
[00156]  Encryption Key Manager (EKM): A software component of the computer system, which

manages the session encryption keys including generation, replacing, and other tasks.

[00157]  Fault Tolerance: The ability of a system to continue operation in the event of unexpected
hardware or software failures.

[00158]  General Security Manager (GSM): A software component, which operates as a gatekeeper to the
security domain and performs hashing, encryption and decryption functions.

[00159] Hardware Random Number Generator (HRNG): A device used to generate numbers randomly
for the SEKID.

[00160] Hashing: Generating a number from a string of text that is substantially smaller than the text
itself. In connection with a “one-way” hash function, the hash value effectively cannot be used
to determine the text used to generate the hash value. The hash value or integrity value is used
for search queries to identify an appropriate data object and for security integrity checks.

[00161] Internet Protocol (IP): Specifies the format of information and the addressing scheme for

transmission of information over the Internet.
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manages the session encryption keys including generation, replacing, and
ot her tasks. [00157] Fault Tol erance: The ability of a systemto continue
oper at i orwpDr3dsssevent of unexpected hardware or softwar @CraiShsinse?

[ 00158] General Security Manager (GSM: A software conponent, which
operates as a gatekeeper to the security domain and perforns hashing,
encryption and decryption functions. [00159] Hardware Random Nunber
Gen026Mr (IpRNG) PromcalSaceity (BSECY:A srs REPTAOsOIN thanepert FegmesiRAnessef t he

SEKI D. [00160] Hashi ng: Generating a nunber froma string of text that is
subst ant i alihfpriaateinl ag thetlitemet fretoeadayer.i t sel f. I n connection with a "one-way"
hash function, the hash value effectively cannot be used to determ ne the
t exfoouexdd tIB Spesfiregattempiingtasiake amessagd ippeiras if ivedmesram an autherized Intemétue i s
used for search queries to identify an appropriate data object and for
security i nfregedltagdredsecks. [00161] Internet Protocol (I1P): Specifies the
format of information and the addressing schenme for transm ssion of

i nf @ONE4]i OrK &N Arpakdverd ot talsleateded B JACIPAS NOGPRd dRET/ USO3/ 15569 [ 00162]

I nternet Protocol Security (IPSEC): A set of protocols to support secure

exclpangss ey ARHEVLRRAKAME MAitehn el adike heiitdbg htwnesll EKNDARHKMP
Spoofing: Attenpting to make a nessage appear as If it came from an

aut hori zed Joeta8bMalith ME MWiREAb s@dM LS and RfhECAonKRYrecifieRia badwalod pbliciéstdat
needed to deci pher encryptéd data. [00165] Key Auditing Manager (KAM:

Mai ntai ns gpeactive audit |og about all EKM and SKM operations with the
ability to send alarns and notifications to recipients based on policies

and 001 ]es 'K R/%Iqéa%g]e l\%ﬁ% éri (&Mgﬁogﬁé@%%rsﬁd@% éxpﬁ‘@ﬁ'(i)rf ﬂd%le’éé?i%atgg&pﬁea or

exprratron a eactl vates expire

SEK's or alternatively flags SEK's to be deactivated in the next request or call.

[00167] Memory (RAM): Random access memory.

[00168] Message Digest 5 (MDS5): A one-way hash function, which takes a message and converts it to a
hash value, or message digest, of a particular size. It is called a one-way hash function because
it is nearly impossible to reverse the process, converting the hash value to the original message.

[00169]  Object: A self-contained entity consisting of both data and procedures, or methods, to
manipulate the data.

[00170]  Object Oriented: Refers to a special type of programming that combines data structures with

i functions or methods to create reusable and extensible program elements called objects.

[00171]  Plain Text: Unencrypted data.

[00172]  Public Key Infrastructure (PKI): A collection of hardware and software systems to facilitate
reliable use of public key cryptography, including certification authorities to certify digital

certificates, and other registration authorities that verify and authenticate the validity and
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SEK' s or alternatively flags SEK' s to be deactivated in the next request or
call. [00167] Menory (RAM: Random access nenory. [00168] Message Digest 5
(MD5): Awoesmesgehash function, which takes a nmessage andPcorises1¥edt to a
hash val ue, or nessage digest, of a particular size. It is called a one-way
hash function because it is nearly inpossible to reverse the process,
converting the hash value to the original nessage. [00169] Cbject: A

sel f - cont aiidetitesftpatties owalyed with gigomgiop teeiviag snemicdhmewagns vaigg Pitlicksy hods,
to mani pul ate the data. [00170] Object Oriented: Refers to a special type
of progr anmrymgogdriydty. conbi nes data structures with functions or nmethods to
create reusable and extensible programelenents called objects. [00171]

Pl aj001734xt : Setire izgsly ptgod thika(SH AL D Andthier dhebyaychaglefunttide ast ructure (PKI): A
coll ection of hardware and software systens to facilitate reliable use of
pubjooe7diey SecyrpieyTapbyse (KEYDR): Aglatbast ifsidealid seouray tibroain bh eidhahe 8K 's fyd
digital certificates, and other registration authorities that verify and
aut hent i catseIhs; svadaveli.ty and 50 WO 03/ 098864 PCT/ US03/ 15569 identity of
parties involved with signing or receiving encrypted nessages using public

key WO@‘V (Pt Ot AR WBeket QY3 ESER Q’t?ﬁr@tob@lﬁéve%;ﬂa@ bt thibro iy i JormAiuatsB&relp Deervay
hash function. [001741 Secure Key Dat abase (KEYDB): A database inside the

security dogpjibietaibch the SEK's and SEKID s are saved. [001751 Secure
Sockets Layer  (SSL): A protocol developed for transmtting information

CecHEL il BRAURING, (et iy LONR (R ptenatamy RO L KR 320 A

is a period dyii Richil Sfbrda ki Swiieh B RHEHI 36 ssed.

| [00177]  Session Encryption Key Identifier (SEKID): A randomly generated identification number for
the SEK.

[00178] Smart Card: A small electronic device about the size of a credit card that contains electronic
memory. It may include an integrated circuit.

[00179]  Symmetric Key Encryption: An encryption system in which data is both encrypted and
decrypted using the same key.

[00180]  System Key Pair: An asymmetric key pair that is used to encrypt and decrypt the SEKID's.

[00181]  System Key Common Name (SKCN): System key digital certificate serial number and subject
common name.

[00182]  System Key Manager (SKM): Manages system keys including generation, verification, and
other tasks.

[00183]  Virtual Private Network (VPN): A virtual connection over a public network for conducting

private exchange of information using cryptographic techniques.

[00184]  X.509: A widely used standard for defining digital certificates.
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[00177] Session Encryption Key Identifier (SEKID): A randomy generated
identification nunber for the SEK. [00178] Smart Card: A small electronic
devi ce abwotosnyssesi ze of a credit card that contains el ectconises/1ssenory. |t
may include an integrated circuit. [001791 Symmetric Key Encryption: An
encryption systemin which data is both encrypted and decrypted using the
sane key. [001801 System Key Pair: An asymetric key pair that is used to
encrypt an€lamesrypt the SEKID s. [001811 System Key Conmmon Nane ( SKCN)
System key digital certificate serial nunber and subject conmon nane.

[ 00182] System Key Micamputer s3sthh:codfhinangesypsoesdphin Hegyand anyritegtaphic kpyner at i on,
verification, and other tasks. [001831 Virtual Private Network (VPN : A

vi rtual coideagfiérerhosodiputer pystdn conyeisimgr k f or conducting private exchange
of information using cryptographic techniques. [001841 X 509: A wi dely used

standard for defidpof@rdtgptoglaplietidild paiabk.to cAmWicA3400B86witPCIMIEO3/ 15569
Clains 1. A conputer system containing cryptographic keys and cryptographic

key i dent icfypRgfaphichBgind MR HeBdsitsdySorfd & SRR dngind @ssodiate@ MAthialu3Enata store
cryptographi'c engine operable to comunicate securely with a renote

cryptograp mﬁnfél%]d‘é?onetﬂ?&icﬁ GRIOf @iy a‘%Eééan{Gf/ aRRhiffer AGHIEd RBRACIeAE 66 Wi th a

user data store aving at |least one hidden link including a session key

i dentifier p%&ﬁ&?k?}@ W i RieRlink 8R25diat0d\Rith B 104sE6re rBRotéAita chii§; hi dden | nk
associ ated”w th at Teast one renpte data entity; at |east oOne session key
encrypted wth Qttlea{s? StseQith k%? EEJI%?éMXH RA19kEGt! sgs@iolﬁ%y-pfr(ngction key, the
session key operable to be used in connection with cryptographic operations on the remote data
entity; and

a repository key exchange module operable to exchange the session key with a remote

key exchange module.

2. The computer system according to claim 1, wherein the session key identifier is
L

operable to identify the session key corresponding to the remote data entity.

3. The computer system according to claim 1 further comprising:
an authorization module coupled with at least one access control list, wherein access to

operations based on the session key is provided based on the access control list.
4, The computer system according to claim 3, wherein the authorization module is

further coupled with a user data store and wherein access to the session key is further provided

based on the user data store.
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session key operable to be used in connection wth cryptographic operations
on the renote data entity; and a repository key exchange nodul e operabl e

t o exchanye oshgseessi on key with a renote key exchange nmedulusos/ss69The
conput er systemaccording to claim1, wherein the session key identifier is
operable to identify the session key corresponding to the renote data
entity. 3. The conputer systemaccording to claiml further conprising: an
aut hori zation nodule coupled with at |east one access control |ist, wherein
access to operations based on the session key is provided based on the
access control 5. st.The.cofipetersysiom ascordipg teeetpiarh ovhgfeirythe proggctipaked/ is@her ei n
the authorization nodule is further coupled with a user data store and
wher ei n acegsmettio ctypeogsphsikon key is further provided based on the user
data store. 52 WO 03/098864 PCT/US03/15569 5. The conmputer system
according to claim1, wherein the protection key is a symetric

crypt ographic key. 6. The conputer system according to claim1l, wherein the
sessi on- key- progect i THE colplitel $ysRmSaBIFEINE ite claify Rivagteapihi eeskioy-key-protdeeon
conput er systemaccording to claim1, wherein the session-key-protection
key and t NReypis AlsPnbreRIt FRNogdpicagyl val ent. 8. The conputer system according
to claim6, wherein the symmetric cryptographic key is used in connection
with the triple Data Encryption Standard. 9. The conputer system according
to claim6, wherein the symmetric cryptographic key is used in connection

WI‘ th the Advanced Enpgeyogh}pg{er g&éﬁ%E&ding to claim 1, wherein the session-key-protection

key and the protection key are equivalent.

8. The computer system according to claim 6, wherein the symmetric cryptographic

key is used in connection with the triple Data Encryption Standard.

9. The computer system according to claim 6, wherein the symmetric cryptographic

key is used in connection with the Advanced Encryption Standard.

10.  The computer system according to claim 1, wherein the hidden link is associated

with the remote data entity.

11.  The computer system according to claim 10, wherein the remote data entity is a

file and the hidden link is embedded into a header of the file.
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10. The conputer systemaccording to claim1, wherein the hidden link is
associated wth the renote data entity. 11. The conputer system accordi ng
to cl ai mwO,03bs86€i N the renpte data entity is a file anecrhesobizbden |ink
i s enbedded into a header of the file. 53 WD 03/098864 PCT/US03/15569 12.
A distributed network including a repository server containing
cryptographic keys, the distributed network conprising: a repository

crypt ogr aphi ¢ eﬁblneﬁ6@@ﬁ3@ﬂ9aﬁ@ﬂ@6ﬁﬁ@ﬁgé&K@mgébﬂ?@?VOMWWWgéﬂmgﬁﬁF@w
cryptographic engine; a rempte cryptographic agent operable to comunicate
secur el y wkayhs, thrdistribnisd aetworlygompgisiaghi ¢ engi ne; and a busi ness application
coupled with the renpote cryptographic agent, wherein authenticity of the
busi ness appl i cemtepmitotyscry;ﬁogrﬁplédertgyletoperablemmmmwmapb{iwiﬂm@mte by
conparing a stored fingerprint of the business application with a

cal cul at edcriyptogeplpc engin®)f t he renote cryptographic agent. 13. The

di stributed network according to claim12, wherein the renote cryptographic
agent and the rerhbe ciptpiraghicadhtopenlicne canauiiesds slendely witlstpagnadte conput er
systens. 14. The distributed network according to claim 12, wherein secure
comuni cat k9ptographiveRdind;Agd r enot e cryptographi c agent and the renote
cryptographlc engine Is secured using a shared operational key. 15. The

di stributed neté"&fs&e%%@ﬁé&hﬂﬁ c&@le@|V@ihﬁhé—fkmowﬂl§§1ﬁbg}aﬁﬂ'@a%hﬁ%@remﬂ@hﬁ&@m

key is received by the renote cryptographic agent and t renot e
Crypt ogr aphi e HiMHAEppliCMoft is WhiEd bF@E femote cryptographic engine by comparing a stored

fingerprint of the business application with a calculated fingerprint of the remote cryptographic

agent.

13.  The distributed network according to claim 12, wherein the remote cryptographic

agent and the remote cryptographic engine are resident in separate computer systems.

14.  The distributed network according to claim 12, wherein secure communication
between the remote cryptographic agent and the remote cryptographic engine is secured using a

shared operational key.
15.  The distributed network according to claim 14, wherein the shared operational

key is received by the remote cryptographic agent and the remote cryptographic engine from a

smart card.
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54 WD 03/098864 PCT/ US03/ 15569 16. A conputer readable data transm ssion
medi um contai ning a data structure for facilitating the secure exchange and
use of erwoyphessedata, the data structure conprising: at Pcgasb3/osses dat a
entity encrypted by at | east one encryption key; at |east one key

associ ation that associates the data entity with the encryption key; and
instructions operable to receive comrands, from an application software
conponent to gbher o &ompyeRferdabledataitgpsmigsion medium Gprtainig adlatastraciurefor  n
encrypted form and to transmit an unencrypted formof the data entity to
t he appl i c&cilsingdhe seawre cxdhapesrad use QfWécré’btﬁﬁﬁﬁ&sihe dtosuetre ¢PE§HEa t r ust ed
crypt ographic agent. 17. A cryptographic nethod for facilitating the secure
storage of i nf ontriedsi ene,datareatityreaerypldd by atdedstdmeencrypidei keyng a key request for
a session key froma requesting key exchange nodule at a renpte conputer
system the keyatleguastkey assbeigtiongha absodidenthicidata;entty cethshaencayptionlsey; wpd i ng
the session key based on the hidden link using a protection key; receiving
an exchange pubinsteudtieys aperabiesp caedive gorhimandadroneauappticatign kefiwax cdrapugentrtodul e;
encrypting the session key in the exchange public key, resulting in an
encrypt ed gassitONnew eycryftiod RyTitd §tbre ghd daea eifiey iy eh&giptsd® fBmnPandke yrafismnit de
requesting key exchange nodul e; decrypting, at a conputer system

associ at eduMérichyptedIfeehieRhedata ity ®NES yiplie:dios 865w A8 cdiByonei, the cafim@ndshange
private key corresponding to the exchange public key; encrypting a data

entity w tBrdk{ta t888sH PiuskRerydiaphidehti Ng the hidden [ink to the data
entity; and storing the data entity.
17. A cryptographic method for facilitating the secure storage of information, the
method comprising:
receiving a key request for a session key from a requesting key exchange module at a
remote computer system, the key request including a hidden link;
accessing and decrypting the session key based on the hidden link using a protection key;
receiving an exchange public key corresponding to the requesting key exchange module;
encrypting the session key in the exchange public key, resulting in an encrypted session
key;
transmitting the encrypted session key to the requesting key exchange module;
decrypting, at a computer system associated with a requester, the encrypted session key
with an exchange private key corresponding to the exchange public key;
encrypting a data entity with the session key, and attaching the hidden link to the data
entity; and

storing the data entity.
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55 WD 03/098864 PCT/ US03/ 15569 18. A cryptographic nmethod for facilitating
the secure retrieval of information, the nethod conprising: providing at

| east onewensnygste£d data entity to a requester; receivingratasssissent r ol

i nformation corresponding to the requester; determ ning whether the
requester has sufficient access rights to decrypt the encrypted data
entity; transmtting a session key to a key exchange nodul e, the session
key corresponding to the encrypted data entity; receiving an exchange
public key froma user database; encrypting the session key in the exchange
public key, resif.ti nyciyptograpbicanefipidefor faciiwtingthe keopre neiriemalrof informgtipmdhe
encrypted session key to the requester; decrypting the encrypted session
key at a carpulesmpystgm associ ated with the requester using an exchange
private key corresponding to the exchange public key; and decrypting the
encrypt ed data goviding aniehh ohélencsgssi dats dndty.to 2 9equéstat ypt ogr aphi ¢ nmet hod f or
facilitating the secure processing of information wusing trusted

conponents, t herep@¥ingdcdeSyaRnirsl idim4tRa ebivéspohndgrotiiomyeesende associ at ed
with a software conponent; receiving a conponent identifier associated

Wi th the softwai@erh@RORREer théRhEddlephdsRaffRichi 4965k Pightdto ARsRE tRleRetyped h t he
el ectronic code; reading a registration key froma registration key source;
56 data entity;
transmitting a session key to a key exchange module, the session key corresponding to
the encrypted data entity;
receiving an exchange public key from a user database;
encrypting the session key in the exchange public key, resulting in an encrypted session
key;
transmitting the encrypted session key to the requester;
decrypting the encrypted session key at a computer system associated with the requester

using an exchange private key corresponding to the exchange public key; and

decrypting the encrypted data entity with the session key.

19. A cryptographic method for facilitating the secure processing of information
using trustéd components, the method comprising:

receiving electronic code associated with a software component;

receiving a component identifier associated with the software component;

calculating a fingerprint associated with the electronic code;

reading a registration key from a registration key source;
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WO 03/ 098864 PCT/ US03/ 15569 . executing a registration chall enge response
protocol using the registration key, whereby authority to register the
sof t war e woropoyssnt i s denonstrated; storing registration ipofrarsnaiisen and
the fingerprint in connection with the conponent identifier of the
sof tware conponent; receiving request fromthe software conponent at a
cryptographic agent to performan authorized cryptographic operation, and
transm tting -a Pectngn regstrasing Fatlapge resporseraipgab §sins iy registiption kg Whefeh¥y t he
software conponent; providing a challenge to agent; receiving a response
to the chabitherifeto regisief the seftwire comprenidedenaonstiatedshal | enge i ncl udi ng
calculating the fingerprint and verifying an operational key. 20. The
met hod as set fsoridg registcdtian infa@natiom endethe fin gaspring ¢n eomnegtion withdle compopenti s a
registration smart card. 21. A cryptographic systemfor facilitating the
secur e prociestfiengf te sofivaoe cahpornt; t he system conpri sing: neans for
providing at | east one encrypted data entity to a requester; neans for
recei vi ng accesgcdang feauest fibmrthdsofiovarcomipesdn ach drgptb graptieageatiogstfem) an means
for determ ning whether the requester has sufficient access rights to
access themugﬁﬁkapg?@gd@hﬂc@aﬁﬁ&uanmeans for transmitting a session key to
e

a key exchange nodule, the session key 57 WD 03/098864 PCT/ US03/ 15569
transmitting a request for challenge to a cryptography server regarding the software
component,
providing a challenge to agent;
receiving a response to the challenge;

verifying the response to the challenge including calculating the fingerprint and verifying

an operational key.

20.  The method as set forth in claim 19, wherein the registration key source i1s a

registration smart card.

21. A cryptographic system for facilitating the secure processing of information, the
system comprising:

means for providing at least one encrypted data entity to a requester;

means for receiving access control information corresponding to the requester;

means for determining whether the requester has sufficient access rights to access the
encrypted data entity;

means for transmitting a session key to a key exchange module, the session key
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corresponding to the encrypted data entity; means for receiving an exchange
public key froma user database; neans for encrypting the session key in
t he exchawgaspedskd c key, resulting in an encrypted sessi ®aTH®SY3/13%8ans f or
transmtting the encrypted session key to the requester; neans for
decrypting the encrypted session key at a conputer system associated with
the requester using an exchange private key corresponding to the exchange
publ i ¢ key coreaspondingite thegncrpted ¢ge erigyt he encrypted data entity with the
session key. 58

means for receiving an exchange public key from a user database;

means for encrypting the session key in the exchange public key, resulting in an
encrypted session key;

means for transmitting the encrypted session key to the requester;

means for decrypting the encrypted session key at a computer system associated with the
requester using an exchange private key corresponding to the exchange public key; and

means for decrypting the encrypted data entity with the session key.
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