;*+,-./e3e) R FFG LLQG, RTR(MA i 26 NOV 2004 A Met hod p”r" Val i dati ng a
Encrypt ed Message The ‘present invention relates to a“nethod ofﬁ \BaNUHazﬂMg
an encrypted nessage, particularly although not exclusively in conjunction
with a public key cryptosystem The predgent invention, in its various
" aspects, may preferably be used in.conjunction with a vacation of the
encryption and decryption al or|thm3_d| scl osed in the I\FI'RU PCT pat ent
application WO 98/ 08323 A MEIdONTRLY diinHing ¢ , it should
be understood that none of the aspects of the |nvent| on set out below, oi |
O defined in the clains, are restricted to use in that specific context.
The inventio S ?ﬁt%s
program f or QQ} E}rés&?t }/%ﬁt%% ﬁﬁg&‘i eégkg&rc?g)gd i chtrgﬁéﬁr)ggﬁs]%age
representati V@rﬁﬁul&%ﬁlﬂ@u@lﬂﬂmwﬁcﬂmlml@m adnjuanidntveitiaa ptltblmkealcrmsystem whi ch
carries such a conputer program | S The invention further extends to an-
apparatud and to a system which is adapted or confl gured for.carrying out
such a met ho h n BohS
provi ded a dphfﬁl%g‘%gd%%rn {lglt 3&3“2‘%?% %fef)%l f/hn a &g)wug?/ﬁ‘ggda&pﬁn@g{ e key f
conpri si ng: 2Qith @) vaGatiprof tg enctypitiah apdldgeryptiead akgorithivey élseiosedfln*thal\(ﬂﬂd q)

et her "t HC hapsmb e a0 SUBB e s eRD ped bbby’ pBeYT
determ ni g Voo 60ShbCIBA A nGRE el 8fkas caff hB8nidntish b cRPh¥RATIG a
are likely to have cause e fallure to decode; (ii) adjusting the sai d

coef ficilent odefomdfif theicbmins, @rctsefqtaddoalsmmmhairﬂpatl lpeblyfmiim al; and (iii)
rattenpting to decode the ci pher polynom al a using the new trial

pol ynom al . 26NO\/20042Th|saproc f atterrptln to _identi.f
t he i ndi vi duaTrh%rlFtﬁné‘on’aH’dﬂéovraPB'éﬁ AFRyC hé‘f’ﬁ%%ﬂﬁe‘?’g |%I°8mp§telr e ko

substantial | E‘éi—léﬁﬁgg%ut B QEMHbET £NaYscAYES bBIWOTa aatrastaaaaf earhestaale Aftoptad ng
to correct thé entirety of the trial pol ynom al a, all at once, wthout
t racki ng i ndi vordprater plrograms anS Te nhysicalaweriest which saaips sueh AEPIPYISE PEASEIRI t hm

T ALY 2 KR SEASE TS B0 Bhbap b e PRLALELARER Pl b @

occurs). Pr ef eéﬁmﬂedfobea@}qﬁébhﬁuelmﬁmaﬁ{@l sorted according to their
respective expectations of being the cause of the failure to decode. The

coefficients -
According to one aspect of the present invention there is provided a method of

decrypting a cipher polynomial e using a private key f comprising:
20 (a) Computing a trial polynomial a, where @ = f* e (mod q) and q is
an integer;
(b) Determining, on the basis of the trial polynomial a, whether the
polynomial e has decoded correctly, and if not:
(i) determining which coefficient or coefficients of the trial
25 polynomial a are likely to heve caused the failure to decode;
(i) adjusting the said coefficient or coefficients to define a new trial
polynomial; and
(iii) attempting to decode the cipher polynomial e using the new trial
7 polynomial.

30



10 are then taken in order of expectation, |argest tfg‘?srral | est, ,and are

adj usted one by one. After each adjustnment, a further attenpt tf@eﬂ&ﬂe?ﬁ{]ﬁle
ci pher polynom al is nade based on the new trial (adjusted) polynomal. If

that fails, the next coefficient is theh tried. This is repeated until the

ci pher polynom al decodes, or until the attenpt to decode is abandoned. 15

In an alternative arran nt..a nore conplex ordering of polynomals may
be cal cul ate %lst@pgﬁalcgv\}gf g&enf‘m’é‘gp%s"gpﬁlfp’ﬁg? indixidughyerrass, #nsk eorectingghem
coef fici ent swigy goesibRCAIFACE subW o icient,s in the
pol ynom al are soﬁ_r@_’fged accordi ngy{%%tkﬁltﬁlﬁgr?%?g%@% |3%Bge§€g@?g{tiagﬂr§?d§qsr? ly or
in groups, oftiampthg 1o kerred tiweentifety af thetealtpol@dndsicode at ditve, waRitGtERE OF
group of COGHde%ﬁ Véll th the | argest expectation is then adjusted to
create a. neW trial pgﬁynorri al. If that fails, the next coefficient or
groups 6f. coefficients is taken, and the appropriate adjustnents made. The
process is repeated until the cipher polynom al properly decodes, or until
the attenpt T®infeeaseefficeengyfinthendlt al@Gritieprafepatilp atteneptprcdeddriniie, afprar,

coefficient . of . f, coefficients being the cause of the failure to
decode may bgfhﬁgt?r%ﬁnﬂﬁéggggé%er g’ilal*dz’oﬁ%"ofrﬁ AESWERY it da¥o &Y  thndaile Ues .

Mor e speci f 1 dablly (whirpthaxpenta! | Piadmily e d6LSHEhROHe SGERY HoblidPicl Bir
proximty of the respective coefficient values to a predefine oefti1cient

val ue, or t orSEFoHYegeRacHEiannakbeingrihernausa of terfailwque dewdval Ties codffieientsthe

trial | ynom : n.reduced to the l.eas ositive
resi dugg rmd{l}]leg}lleél @%%nelnéﬁgﬁgyieﬁg%ﬁéfggﬁgf% ?tetﬁtsr’}fgfzﬁe%e B uftﬁcﬁ(g‘% g%‘”&ﬁ-z.
‘Al ternat i vel piftemhaheadjhemient, al fupihky aoerhgt tchascddeahe e@ﬂacg@lyh&nml tihendggast

“absol ute resgdu S dul o g%%hen t he expectations nay be based upon the

proximty of " OB 58 LI %dJ‘ES&d_Q]PQIYQHW%T K ghat filﬂs)étm next oeffayierdtis thehy
they could bgied. banedisuBsiddr @it Thd ¥ipher gl?n(\frﬂ%'ij? cd¥ed G @ e afldndse Jhe
€0 t e d RO may

proximty of the coefficient values e’pre I'ned’val ue or- va

be used as t#esodnisrapapdsinads to an error-correction | ookup table which

defi negsor assists in defining the order of expectation. In a preferred
enbodi nent, the polynomal a is w 10 centred about zero, and the

expect ati on s apastechatip® trtaherads ok Y% o) 3 Gl

coefficient may be adjusted % aofdi_ %ﬁgﬁeoe‘i&%’lﬁ%)r{ irgﬁrﬁ}fgag?%fﬁy ?12%1& i%?a)ér}fe

i ntegral val taculaigdrte allopi fardbe @ossitibtyathetitwo oy mireadf thheoeffiefehiscinentbei s t o

be noved. up: : . det er mned i n advance according to the
paraneters t Wgén%'\rl\gwﬁtgl?gg?émﬁg%ho% ﬁ%ﬁ‘c&ﬂt@ Hﬁ‘le pHBglgglbag _are]weg arfdingpe
exact amount tootheir hespeetipsi oxpdctatiorst siealy Heincaloapd, airadingthaQY@RCSE, faBh@Ng Wit h

t he di ?gcti on of thﬁWisahi . According to_another aspect of the invention
there P9 protcadd al Hetosbirian oF grouptli sagiiaentn vacthy bargest mepastagien is then

conpri si ng: f@)stéER §SKHL i 38 mal; (b
“encrypting thcg srtnsss_age polneﬁloﬁr}?g?&?% %ira'm%gﬂgalt gﬁgsf &%gﬁegﬁ%‘?'%?@?l?@é)gg%ﬁ’&hi ng
{ tipget her i npeft soafipicets enttakdny endf tht heppropsineg adjuetenaninalie. andiiehgroeéRhar
polynom al to create..a hash output; and 25 (d) transmtting to a recipient
both an enchB?aé%aa'ﬁéggléeg‘ép]&%pr SQUHR] Properly; Ct’fﬁ@ﬁlespﬁl Y HeAtempyta decadanst i on
based on t hegfaagéhegqut put. The hash function inputs are preferably

concatenated. @ 26 nov 2004 4 Preferably) the hash output is transmtted as
plain £éxt to the recipient in association with the encrypted nessage (for

exanpl e, con ted with.it), alternatively, the_hash output y be

mani pul at ed ?%’t §§%8?’m%‘§‘e%%?%’r éf bETHHYCISRT ?Ije%gﬁoflp@éﬁi) \piegis|qeingghe canse
of the failure to decode may be determined according to the respective coefficient
values.  More specifically, the expectation may be determined according to the
proximity of the respective coefficient values to a predefined coefficient value, or to

30 predefined maximum and minimum required values. Where the trial polynomial has



encrypted. although this would not significantly i rrﬁr?'ove securi tf) B When
the nmessage is received, the recipient may confirmvalidation of tsng V2004
transmtted encrypted nessage by checki ng the hash output agai nst a
re-cal cul ated out put based on the receiyed ci pher polynom al and the
decoded nessage polynomal. If the two outputs match, the decoded nessage

can be accepted as correct. If they do not match; w 18%%%5 def&“Odeg gessage
shoul d be rep@atreduceThe tici Ipkse popbve residues medylopp thapfe SqeBYIcR B F es of
bits which are packed to fill,bytes.befor r 11S S HetorRditpput
into the hasmay Lﬁ’ﬁc,tl?ﬁf@nf’.‘s f&'keﬁ}%‘éfm‘ffﬁ% %]i‘eﬁﬁé}ﬁe @%f%@ﬁnérgﬁl %?Qg% so be
represented py 1%a§t%fbbflateorfesiahéssme&mefgeﬂ@hi e tenpeduitions peay b6 beseef dricni et ),
-and These may be simlarly packed into bytes beforeg@el nﬁgflashed. 'ligﬁ)
method is nobroxiaity iof tredoeticpisteapf? and/pated 76 VPt o SYETBHEC!Y alhEY EXHENSs

more generally to a nethod of . validati,ng, an,encsypted nessage conpri sing:
(a) encPypti hgsegwgowgg%g{g&%eﬁglu?%?) = @flgheq? 'ext; 20 (b) hashi ng
toget her inputs representative of the nmessagetext and the.ciphertext to

create a hash output; and (c) transmtting to a rggiai ent hoth an gnerypt ed

message def i rTtd poyxitity of iteeoeffesient valhigs thihsmredeiBed KaLea™ SHYEHE hEER

out put. 25 By hashi together the e (Rliaidiex HefiRSS@08sistnth t he

ci phertext, &ﬁdﬁ? reﬁﬁgrﬁol”%f‘ h%) aflheernﬁé:gﬁg% va?og))gh?o the reci pient, it becomes

virtually i rrgggﬁjﬁlgltgg foﬁderw eapéol@?m_r lr]]ﬂchepre&trald! ?mhogimﬁm the mlbtﬂﬁ’@fﬂal%‘!ﬁés'”

nmessaget ext or thé ciphertext. either is nodified, the [ i

hash crbat ed deytrechabewicion.cand ihiel ¢xpegiafion gs r‘n’éff‘g‘hf‘l"’é‘nﬁ‘et ?twl’é“’@ge g’g%@?%% ttﬁgn

.preferably rg%g S @e nessage. To prevent this information bei ng passed

,. 1 6 NOV 2 E'9%¢k to the attacker, the preferred system does not

informthe sender of whether the received ciphertext was valid. The

pl ai nt ext nessage_may, in_the. preferred enbodi : t DAk Meoral value.

repr esent at i ofy C@Fffﬁle&t%@éﬁgﬁgﬁﬁ bgyelc@éng ‘té)algﬂr g‘%q%c%%eﬁgmﬁkepr esﬁégrﬁ1 ative of

an al phanuner (g .0f @&iﬁmeﬁh@%ﬁ%ﬁf by WHidietheRssElent futo mesosed, opbe down,

transmtted secureﬁl . According to a further aspect of the resgnt ecode

i nventi @8 t hemayibs chtanmimtédnatdﬁ@tf:h@Qcﬁﬂmﬁrt@t@%P?‘fﬁﬁleﬁr%ﬁhﬁb’t‘@%y‘éste 19 £FF8ia

mul tiple transm ssi.on attack, ri.si pa: LALnPBPkYE RGuted &hift @kmtiext

nmessage to bethén%rﬁ%}ﬁ‘%le’a‘e%f‘a%?ot E‘@P C\?i y’c?%h%)?a%gaw ngtaa ci pﬂ%’ key k, to

produce a pr OEﬁﬁil%d%M&{, aloR), vaftet divgetfonoshithdehifor ot ect ed message and

t he ci pher key an encryption 1 nput nessage; and (c) encrypting the input

nmessage. 15 This nmethod ensures that the text that is being encrypted wll

differ in an unpredictabl V\@%@ SASNLL LT Rn6Y BRkrd fs @ovileeaaiald sfeatidging s

sent nul tipl et‘&(clg éqgt?hagoﬁlﬁf)u em::ssa{j':ul%:ﬁr;i%glpr ef ér abllﬁy created by

concat engf i ng ,} Recrppreti etkeme wespeigagwi t h 20 the ci pher key. The cipher key

may be the first part of the input mess?rge or the Inal%ti jpart of the input

message. Al ternati (@ jEPrespRing thh 8esiagy 2 PR PIBPRER n any ot her

. cpnveni ent way W t &L 3880kl &b Esthea ¢ipkergrotynpptialon i nput

nmessage. The only RB%E??@#@#?B%S tsﬁté,% %en the received meE{sa elhas been

decoded by the reci(pj aathing togethercinpite n¢pretesiakisle pbthg messags PERIP t he

ci pher key and hence 25 recoyer the plajnt ext SR f ,gm the protected
Iy PRl Bt a R o

message. Concat enati oA%d &e T g nmost tonveni ent way of
sendi ng ége ci pher (‘&?Mraﬁkrﬂﬁﬁng’\{otﬂeh R bethent edrypesiyagssgealeinbdby ng i t

easily available by the recipient. Preferably, the ciphe ey i § recreated,
at random or at | easthesuipist antynamial and ipfaHaFAR @@e‘fﬂfaﬁiléﬁl ‘%Lg%ipl ai nt ext
message. The ci pher key may be generated by neans of a

The hash function inputs are preferably concatenated.



6 5 10 26 NOV 2004 suitably-seeded pseudo-random nuﬁ%\Er generator or,

alternatively, it may be Qenerated by any "truly randont entropy’? §WV ?BM'
may be derived for exanple fromthe timng of keystrokes or nouse e
novenents. The protected ci pher may be g sinple streamcipher. In one

conveni ent approach; the cipher key is used to seed a pseudo-random nunber
generator which then generates an out put sequence of pseudo-random nunbers.
The nunbers Praferiidy, thedusmoetpat s ttanenitigg pisi dainttextithahq RGNS VB RSSSF8HRht s of

t he pl ai ntext nessage to  produce.the protected il h done,
f or gxalrrpl e?(“ﬁy tEél& ﬂgptﬁﬁp@ﬁﬁsl#%ea@%’ﬁ ﬁ’b&“ﬁ% i)qé’@ﬁ@gagig?g%%oﬁ%’n%}ﬁ%%%u 5 db(ti?I he
nunbers repr ﬁgﬁg Q}qtg;g rﬁ%ﬁ@h@m@m&u iHRSS8Gay hdfofelRinmsht (zeit esuiédtself be

enbodi nment , message is represented as a binary sequence, wth
t he pseudo- r anspreditheughybiseratd notisignificaatly Amgede serueifrat e a pseudo-r andom
sequence of bits, based upon the ci pher key as the seed. The bits of 15 the
pl ai nt ext nmessage are then XORed with the pseudo-random bits to produce the

prot ect ed negaAgahe Webiigs UCRcabed MY @SNt 19 cosfiinpididationnt thehmnamitglie has
decrypted the received nessage, sinply extracts themgher dke% k.and uses

that to set eheyptad measagsbucbeakingthe BrRRIAWRII RBEPSIGRER pigte bps&H@8m
b t ' th b d.t : i
Mo T haie trshr L o PRERGE Bg P RE KA SEANCRATn Ghial ATAHL RS

protected Neg3AUG mAE, the abddieX nesRags earbamyeptaéns brrecec di/bredo spphighty
XORi ng the pseudo-random sequence of bits with the bits of the received
prot ectldd meseadpsoderhmesspeg siosld beysissisde nay, in the preferred enbodi nent,
be a binary representation of 25 a sequence of bytes, each byte being
representative of an al phanuneric or other character in the rressa%g t hat
needs to be tTh@nsptiet pelnsmidimedyybe Eesimgliby messesgd tits Whidlt areaerkeddadiy pt ed
using a public key cipher, for ex e a l.ynomi al -.b ip .

ci phers coul dYt9soRGEST ransEIFLOD, aggirf)g#or% IlémS%le%\af)lhgl?Igcqgg'se %{)e#q%, Iml?{)ti c
curve technol ?ﬁﬂ*)ér polynm%iag M1 ED A rePEGOIEN BY af Rrids bUbitsh@refaablgatvodditstpee

pr esent i nventi on’a pseudo-random nunber venerator conprises: (a) a

plural i1y of doeffafent), end theshinay bersiarikerly pepkaskiptaoriesdrelore Semngitadcs: an
entropy input and generating a respective hash output; and (b) a

second-ti er hashing nmeans, which takes as input the respective first-tier
hash out puts -apd @enRarietRs rasriasd M ponpeeildassdagpotosystems, and extends more

generally to a method of validating an encrypted message comprising:
(a) encrypting the messagetext to form a ciphertext;
20 (b) hashing together inputs representative of the
messagetext and the ciphertext to create a hash output;
(¢) transmitting to a recipient both an encrypted message defined by the
ciphertext, and information based on the hash output.
25
By hashing together the messagetext (plaintext message) and the ciphertext, and
transmitting the hashed value to the recipient, it becomes virtually impossible for an
attacker undetectably to modify either the messagetext or the ciphertext. If either 18
modified, the corresponding hash created by the recipient will fail to match, and the

30  system then preferably rejects the message. To prevent this information being passed



nunber. 10 Preferably, each of the first-tier hashing means may call for

" additional entropy input as and when necessary. Alternatively, ad iﬁin?UM
entropy input nay be supplied en block, to all of the first-tier hashing

means at once. \Wen further pseudo-randdm nunbers are required, one of the

~ first-tier hashing means 15 preferably performs a re-hash to create a new

hash out put . i ew hash_output, i s . then passed to the second-tier
hashi ng neanga-%oc%gﬁg%%ef’tt § Rrefsied setemadges og nfpme the saoder ofywheibier thandom

nunber. Pref escaliledl ciphbRex 92904lid | er hashi ng neans incorporates the new hash
output with the hash outputs previously supplied by the other first tier
hashi ng neans, hashing all of it together to create the further pseudo 20

d b th i d first-tier hashi ans which i
Carrying out 1 EeAeh I es i Bahe @RSl dhosiment - asNY moeReTatgn of
previ ou$ hash wttqite eMbltsDRH BiiehBding rf@;s&%sefn'iagilm?ad’f ﬁ?%&%@@&gf%%ﬁé

means. That ensures that the re-hashed out put fers e

Preferably, thsads]ig thy messagethat needsp ibg treesmited sesvgeg. whenever a further
pseudo random nunber is to be generated, for exanple by selecting it in
rotation fromthe available plurality of first-tier hashing neans.

Al ternat i vel yecdrdegf forss furtheredspbasifithg pPeTBARMtI6R Yhde BEpRRARAL Ll elod’gNdOm
26 NOV 2004 s A counter means may be provided for each of the first-tier

hashi ng nmeanBro4FeHng ACERieY e fipm a myltple trapenissien ataskneomprisitge used to "

suppl y unter inpyt ; : I -ti.er hashing neaps. . 5 The first
and seclggd-ti er hFaHs)h?phgllﬁedgﬁ?l%%@v%bﬁé&%ﬁ%eog&béa "59P egfathKBﬁf"gt%eash functi ons,
‘preferably software digtehhdvimga cipherdiay éctoprodhidearpiatette@hessdeBe hashi ng means
may be enbodi ed iﬂJ har dware. Jhg The invention extends to a pseudo-random
number generat or AT ERHESTOIhtE Rrotesisd mesiace and e simhgr ketk by to t he
first-tier hashing naﬁﬂﬁgtioﬂ\hﬁ{u?nﬁﬁbag&tglgpy pool is supplied, this may be
split up into sublgools,_each.of whirch I's arranged to supply entropy to a
respective first- {9 emchathg g impamsssags. Wien generati ng additi onal
pseudo-jkandom numbers, the second-tier hashing neans

This method ensures that the text that is being encrypted will differ in an unpredictable

way each time, even if an identical message is sent multiple times.

The input message is preferably created by concatenating the protected message with
20 the cipher key. The cipher key may be the first part of the input message or the last

part of the input message. ~ Alternatively, the cipher key may be combined in any

P"w/ /

other convenient way with the protected message to create the encryption input
message. The only requirement is that, when the received message has beeh decoded
by the recipient, the recipient should be able to extract the cipher key and hence
25 recover the plaintext message from the protected message. Concatenation is merely
the easiest and most convenient way of sending the cipher key along with the

protected message, and having it easily available by the recipient.

Preferably, the cipher key is recreated, at random, or at least substantially at random,

30 for each new plaintext message. The cipher key may be generated by means of a



may take as input not-only the new hash output but a0 the previ Cﬁjs&Bﬁ%hzﬂM
outputs fromthe first-tier hashing nmeans other than the said one &i

ti er hashing neans. The previous hash outputs and the new hash out put nmay
be concatenated for use as input to the,.second-tier hashing neans. 20 The

" invention further extends, nore general Py, to amlti-tier system In a
three-tier system for exanple, the pseudo-random output is produced by the
third-tier h?ﬁ?imlﬂ‘)g-séﬁé@spéé’ﬁﬂ&?ari@mf QembYr arcRbMfcRl bi, Y aledrmaeeonditt ingty HRshi ng
means. Each of those is, itself, fed by a plurality of first-tier hashing
means. The figestrateildy dnystiutigrandams earepy2 Sugh @ﬁ/maﬁﬁeﬁetlﬁe%fﬂrr%mpienﬁam as
necessary. Qther analgQgouys.nmulti-tier systens are of course possible. The

i nventi on fuqul%&fg%ﬁgm%sﬁr%wsf&oﬁ’ %lﬁfltﬁg net hod of generating
pseudo-random nunbers. It extends, for exanple, to a nethod of generating
pseudo-random nunbers whi ch conprises: 30 (a) supplying an _entropy .input ‘to
a plurality dhefprotstted ciphetragnbe a simplesten ¢ipioer ﬁf@ﬁ@?ﬂ*&ﬁ%@%ﬁﬂp@éﬂbﬂ%ﬁi ng
a respective plurality of hash outputs:, and Vi t : puts
2s Trputs t o IPHEERBHIT b REd A BT b gRHRoY Wik e B Ou PUL

pseudo- r andorgufirRefuende HCHRUA-A@db@ rinfberst hdhe agpeers infhdt Bequenes emtthen
invention there is provided a nethod of identifying the end of,6 a diqgital
message conprapglieryto the)indiyifsiel plerpnty of the plainteit meseREe B ATY ‘EFJP%IPW%%
nmessage el ement s, of I t 0 bl : s@f@btni ng
an end el enedt“%5F% hgr}#!éscggl&e%@ 8?91’ gﬁre%{ag{ﬁ §e€3€bg§lﬂ%§?§gﬁgﬁﬁlrﬁg§§%§e 10

el ement g of trheddm hetnbéy pe the(tumbappkyrestgtiag demlansxkomedsagect i on to the first
.string to convert it into a second string conprising a plurality of

el ements of a second type, the conversion function being arranged to nap

al | possible gt# PULBYEnRRAGR: PRIkt HeSaR| & qEpleb@iiedas pasifary
defi ned by allil %ggg?sgltpgef?g%ond 151t pe eP‘eMrrent c%n%gnlgti%ns; and (c)

sel ecting an sndemt, wegs tge psradaandon indwbel izgnarkier Pebig: PEANSSH Pherseifd2
ohi chr i conBRRGTTBROT PG e T BRREUF DtiBopt IR AEET e RS
functions 20 e plaintext message are then XORed with the pseudo-random bits to produce the
protected message. ~ With such an approach, the recipient, once he or she has

decrypted the received message, simply extracts the cipher key & and uses that to set

the initial state of a random number generator. That random number generator may

then be used to generate a sequence of random bits which will be identical with those

20 originally used to create the protected message. The plaintext message may then be

recovered simply by XORing the pseudo-random sequence of bits with the bits of the

received protected message.

The plaintext message may, in the preferred embodiment, be a binary representation of
25 a sequence of bytes, each byte being representative of an alphanumeric or other

character in the message that needs to be transmitted securely.

The input message is preferably encrypted using a public key cipher, for example a
polynomial-based cipher.  Other ciphers could, however, be used — for example

30 ciphers based on elliptic curve technology.



The first and/or seco{r?d strings may but need not befﬁeat ed on_an el enent
by el enent basis, for ‘exanple as a datastream Since the stri n&sﬁd\'@e\( 2004
all intents and purposes bi-directional, it will of course be understood
that the expression "foll owed by" does Thot necessarily nmean that the

non- nessage el enments necessarily have to cone 25 tenporarily after the
nessage el enents when the first string is transmtted as a datastreanm they
could just as easily tenporarily proceed the nessage el enents. The

conversi on f WRed o t6 a2fkRBIEGetiOofMBR AlleROSidg f bbdioShhddigsh n

out put space whi cﬁﬁlﬁs smal | er %hanoa spg%e Iﬁe?i ne13 bylpaﬂdoglgfsls(?%l e‘&goggond
type el enent g8@rgontimprisesns, t hereby defining an "unavail abl e" space which
is inaccessible by.the P..-. 2.6 2004 conversion function. The end
of nmessage mar kerYEI)fsaB]é‘_Faé‘@E ﬁ@?%hg%wmw%?@éﬁsﬁ_@ﬁ%cgw&fgthe second
type whisch, in conbifadh@Py idptd dndWehdthtind D AlspedieheBSRth Canbpace. S
Preferably, the first string conprises a s_quence of bi'nary el enents, and
the .second stri nfp)cosprnddsr kaskiegueacs which tekesas ynpat theeegrectiven t he nost

referred enbodi nent he copversjon,function is arranged to convert 19
Ei nary el em&*ntsI i ntoﬁi%"t?%ﬁﬂ?ﬁ\réytpiﬁséiﬁ‘éﬁ%%e.rat;e? aﬁclﬂ‘ip%?ﬁ é"riaggqrﬁng\ér than 19

bi nary elenents (as nwhmysually will be), it is first separated into
19-el ement bl ocks, each bl ock being treated separately fromthe 10 others.
The last block, if not filled by the nessage, nmay be padded with

e e S e

- enbodi nent, ahée varn ndcessrssagaliemitivety, dddRvmpl estespylidphtemagrye elppliedten. | n
nore general aspects of the invention, the conversion function nmay convert
el ements in B b‘é?il ghefishriipi hashing Beaps aLONeHt base. Preferably, the input
to the function has a | ower base (eg binary) than the output fromthe
function (eg ternary); 20 but it may have a hi gher base. Once the second
string has bé&émrenciuehtemieudditasdomyuinbers andienented, @ne eftebira-tkey hashinameast i on

wth t end of sa mar ke to forma third string. Wiere the nethod is
Dot | 1k ho. AR BTEE P ShishiS cteRls R it Ry it FREROR BaghOT L o
and 25 send {OiHeN®akRE P RWeconiter 1RSES: hrhhd AHicAUES €6, iHgattRbA ofRRCEe . Of
the conversion function may be divided up into a plurality of parts, each

part being r épihesensendpyandom anysdsrt | onPiefarhble, tthe ferend-tien Miaghyng smeatrat
the position.of the end ele t of th ssage be i.dentified 0
seleting an GPaRefats BT Tt elol ARers AP oSt HevREM shpEtssbiu i
part. In the othe?GMN6M20Qhsliithg means, hashing all of it together to create the further pseudo-

20 random number.

Preferably, the said one first-tier hashing means which is carrying out the re-hash
includes, as part of the re-hash, both its previous hash output and some further input
from an associated counter means. That ensures that the re-hashed output differs each

25 time.

Preferably, the said first-tier hashing means changes whenever a further pseudo-
random number is to be generated, for example by selecting it in rotation from the
available plurality of first-tier hashing means. Alternatively, the first-tier hashing

30 means could be selected at random.



preferred enbodi nent,"the said space is divided up i(ﬁ_f-”-'o 19 parts, each

- being representative of one of the positions within the binary f?riﬁ 9
string. In such an arrangenent, the end of nessage nmarker nay be c gtgn 004
substantially at 5 randomfroma group gf possible markers falling within

" the said part. Preferably, within the first string, the end el enent of the
nessage may |ie imedi ately adj acent the non-nessage el enents, if any-.
That is, however, not essential, and it could for exanple be envisaged that
t he non-nessage el enments w |l .al wa 10 se t [ . r of
el enent's frorf t9PE0H AFARS e b8| @ﬁiﬁ?‘g.eforrﬁfigh fﬁ?@g %gtnﬁéér ﬁ%%ﬁrgegl&gﬁﬁ?boul d
n certain appkifalégns sineRicdineaass marbotdeeo bupbr camniainnhhas ahedds t o
be transmitted each fine. Al that is required is that the position of the
end el enent dirst-her hslsagwarfay uni quel y be determined fromthe end of
message rker. 15 The invention further extends to a conputer program for
carryi ngngut any such nmethod, to a physical carrier carrying such a

conput er progrifirsee {edoml-tatiasking arniepne depibbiieé anfofsuarh hastchmeiiers, 20
The invention further extends to a nethod of encryPti ng, a, di gital ‘mssls)age

i ncl udi ng i depreferahiingofiviare dagh BNcioneobiads o gAlierantis i hreharame acas My, pe
above. Pr eferabgé/die&ﬁq}aﬁd],%g_pti on includes the step of encrypting the third

string beforeerB SSi ng e encrypted information to the recipient. 25
Accordi ng to anot her aspect of the invention there is provided a nethod of
determining the end of a digital nmessage, conprising: (a | vi_n n

i nver selBonvefBs épventipe tei’“@}%‘%t ¥ 2a PtSfFHdPCF%%‘iCF? ﬁ%&ﬁﬁ’?ﬁtﬁb}@gﬁﬂg §P%H$r°8¥
~elenments of a entréfietol MY Fr§tic HAVIIRS infdnd. UNWHead at @kireigy Booli Bput
a plurality 36&21‘%@?@%%? tohe sécohd typeéand converting themto Q6
NOV 2pplr 12 suppliodathist ;apfbeeipbtwptistoofubspdoly, sach phavhighdisdetangss A9 syPRliat a
plurality of elenents, taﬁenﬁast in uth.to theS function, together conprise an
end of nessageUFRIYKEA IHREHY Esattﬁfg‘ﬁ% U5 MERE: f unction has nore significant
el enents of the first type 5 than a given value; and (b) taking, as a first
string, the output of the function excluding that portion of éhsg ouﬁtlhgut

whi ch wids r ep¥lesegrnatatiog additiona nselogrngers abera eecoBHEH BSOS BFHE t he
position within the first stri 6 RS ASh aGGREdi ng
to 10 the en&iagftaﬁ%ggé@)é“ %trﬂ@?.tﬁérﬁfgg,h%gkggglm%m ?/QSr%p?resents the fbﬁver se
of the met hod sdeskifhadic hestend @earisdein ithan the stsilene ficst Gier hasbingesemge. Thrhi s
nmethod will be used by a recipient who needs to end of.me§§0age

t th
mar ker from t IpeevigisdaRnenBws ped Beyisl hasly ouprbRay ﬁgf",gr%% P%ﬁeﬁif e -1 5% e
position of t'%}%#@éﬁd-ﬁ&erﬁ@ﬂ%% egﬁé”.'e message. Wth that information, the
y

full extent of € nessage e determ ned and the transmtted nessage
extractex) Preferably, the inverse conversion function takes, as input, 12

ternary elenments .and pr ces, ag output. 19 bjinary,el. 32D
‘general form &hetlﬁ’éeqtﬁ‘?%}gﬂ#@%r??‘te?a&HB‘%’/%\%P?TaﬁH’e%OfEh c%t?gn{%%%i %Igfly co&nlgrert
_fyom one base {g.@ %rféx‘ﬁﬁ?ﬂ:% é}b;?jé:y?udd?fa%ﬁgﬁla@ltjﬂut it peoduesd by e birdttiee hesting

el enent of the nmesSage na erm ned according to the anpu t%tb whi ch
the output of rhémmsfwinch isofed byhe plusaliy iof sdcaudttierthashiag dnesns. ekl P& as

i nput, exceeds, a given val ue. 25-The inventi ur XL LS 8 e
conput er pr ogriiit J't-?rdei’é'azf sk‘)f aﬁléy 88@35%? Q%SE‘H} 1%? %%Sd, trﬁghé&phys?%é#gorgaﬁsi er
carryi ngz§uch 3,GaBPWiSlenibPP (Pl adiiétebard damhasitabepous epilsiensstamacarg fof
such a conputer program _
' course possible.
The invention further extends to a corresponding method of generating pseudo-random

numbers. It extends, for example, to a method of generating pseudo-random numbers

which comprises:

30 (a) supplying an entropy input to a plurality of first-tier hash



30 According to anothér aspect of the present invent{i’B‘n there is provided a
nmet hod of 1 s Nov 2004 13 decrypting a digital nessage from an gncrypted
string conprising: (a) decrypting the encrypted string to producefeﬁ Nﬁﬂ/r@{j(”
string; (b) applying an inverse convers§on function to a third string
conprising a plurality of elements of a second type; the 5 inverse
conversion function taking as input a plurality of elenments of the second
type and converting funetinns endgpletatial prsspettivel pwishtysofbashowtpytst avd/pe and

determ ni ng t hat | ural.it f el nts, taken ! function,

t oget her conpri se?‘&ﬁs‘é‘%@‘%% wg?a%ugp%ﬁ(u«%?m\%%ﬁS?%?i%a'gg%agb%é%%tg he function
. has w 10 nore signif{yERAeraseatiouynl a bieidblsdort y@@bérhan a gi ven val ue;

- (c) taking, as a first string, the output of the function excluding that
portion of the output which was representative of the end of nessage

mar ker, .and deternpinin ifi ithin the. fi . W ) n

ol eront ot MO EURhyL? SrdEy BRRs! boe Skl B! S8k I8 pRIIERAL pREESE )
recovering thgerdipinadie dndomatdigtal meshgstampgsingthe i nvention further extends
to a cryptosystem i ncorporating any one or conbi nati on of the nethods

mentioned above. @) ARwHPEfineR fist Whes Rem RIEb]y S meFRes %‘?)_B‘?Ptt? on there is
provided a met hod Oéfacﬁlg{t¥7?9%n9gf hQ%ﬁiﬂ'n%e%Eag@% Quddiniipeld ¢ cal cul ations

on a device adapted to perfdrm Etvvl se [ogical operations, conprising: (a)
representing a seri asl @émentioé thecmdssaga| follswea by tzerohe nupe net-ewsFeupon, by

respective bitw se vectorS'H_él% formng a first word (X_o) fromone bit of
each of 1@he said veB€wFas of sté®ond word (X, ) from another bit of each

of the said vectorg, aﬁggin%%)coﬂ%rgigﬁ NintloRtd Wk $0stls@gaa boRer idintons on one
or both of the words. ~ 6 NOV 2p04 14 Preferably, the nethod described

above includes: (d) repreedstingrgmgrisiogiagdurelityfafrelarantsnifeserend typal ues (vy),
to be the conversion function being arranged to map all possible strings to an
output space which is smaller than a space defined by all possible second
15 type element combinations; and
(c) selecting an end of message niarker to identify the position of the end
element of the message from a plurality of elements of the second type
which, in combination, fall outside the output space of the conversion
function.

20

The first and/or second strings may but need not be treated on an element by element

Nevgerze

basis, for example as a datastream. Since the strings are, to all intents and purposes
bi-directional, it will of course be understood that the expression “followed by” does
not necessarily mean that the non-message eclements necessarily have to come
25 temporarily after the message elements when the first string is transmitted as a

datastream; they could just as easily temporarily proceed the message elements.

The conversion function is arranged to map all possible first strings to an output space
which is smaller than a space defined by all possible second type element

30 combinations, thereby defining an “unavailable” space which is inaccessible by the



operated upon, by respective binmse vectors; (e) forfiing another first word
(Y_o) h-omsaid one bit of each of 5 said vectors, and another 2Ny M#d
(Y,) fromsaid another bit of each of the said vectors; and (f) performng
bitw se operations on both the respectiyeg first words (X. o, Y_o) or on both
the respective second words (X,, Y,). 10 Preferably, the first word or the
respective first words are stored together in one |ocation, and the second
word or the reespssiphvianstiEnondhevend of anessageomadker dgetlseted i frormnothealitysplaced,

separate | ocation. Fi.rst storage neans. and second or.age ans. may..be,
provi ded to &CHIERR Of ﬁgﬁ ?ecfgé It)ﬁ)eoﬁ@%gn’t?om“ﬂi‘ﬁi“}o% ﬁéﬁ r‘iﬁ%‘f1 itgag’l ATt %bl?%nd/ or
the further nslgg@eri cal values to be operated upon are on nodulo 3 and may,

for exanple, De represented by tens. The cal cul ations may be carried out in
software or nmay alternatively be enbodied in hardware, eg by neans of XOR

AND, OR, _and tes. .20 The invention extends,to a_nethod o ner. ion
and/ or d&cr ypl%\lr%ﬁaqﬁhi tﬁ?\ f’tzl}%légéngu‘?én%’fsest Eée%f’flﬁ%af Pi“&‘fye%n‘e%%e?‘“‘{rhh% :%:rc é‘ﬁar red
met hod of enC{t?ﬁE’é EQApiids hUdQen @ik Alalyndeek|Y Bythadbsh frefEtdl dndteddiment25 or
mul ti plyi ng polynomals having coefficients which are in nodulo N (N ? 3),

usi ng a net hotie awnedrsionetinétionGs imngedoto rgier 9 bimeey elsarentscinghtld Smagy
first polynomal co Sing the seri f ri val.t {
coefficients ?}?mgmg'rer@f)% %‘%Faﬁﬁbs Oggerggar?glr% %Hn etlef%lgénése |g§§3 (I)I% ‘G@P ﬁ?ﬁ s
numeri cal val ges sépatated it 18-eferNOVbRIKY eatH bivcRrieler trededretgaoatelyf from the -
decryption includes_addi n?, subtracting or multiplying qEq%l yngm al s havi ng
coefficil@nts odhesh Hrelastblogkdifingt flgdbyythg messagengak brradsd Wdh BPRsMEEsESs n
‘CGaim1l or C alie R the coefficients of a first polynom al conprising the
series of nunErical val ues (x) and the coefficients of a second pol ynom al
conprising 5 the series of further nunerical values (y). The invention

further extends to a_conputer programfor carrying oyt the above nethed, to
a physical cafh¢ gpd 83[‘1}%"7?3155 Atk rgaycBWﬁiﬁ?@?'abﬁr%ﬁrsgrﬁfg taﬁ)%ée I%ggteklls t?@ﬁm
representati ve, ofq StHD. agGRMRME in REOHERRed khAAmNNEI thE ch® of retiabb efarlagpect
of the invention theré is provided a digital device for carrying out

par al | ell Snodukamprises Adwernary cldmeolsat i ons by nmeans of bitw se | ogical
operations, conprising: (a) nmeans for representing a series of nunerical
val ues (x) to be 15 operated upon, by respective bitw se vectors;

In more general aspects of the invention, the conversion function may convert

elements in one base to elements in a different base. Preferably, the input to the

function has a lower base (eg binary) than thé output from the function (eg ternary);
20 but it may have a higher base.

‘Once the second string has been created, this may be combined for example by
concatenation with the end of message marker, to form a third string. Where the
method is used in the context of encryption, the third string may then be encrypted and

25 send to the recipient.

The space falling outside the output space of the conversion function may be divided
up into a plurality of parts, each part being representative of a position within the first
string, so that the position of the end element of the message may be identified by

30 selecting an end of message marker which falls within the corresponding part. In the



(b) means for forming-a first word X o) fromone bit¢6f each of ggle ﬁ@i‘d _
vectors, and a second word (X,) fromanother bit of €ach of the s |N 2004
vectors; and (c) neans for perform ng bitw se | ogical operations on one or
both 20 of the words. The invention mayjbe carried into practice in a
nunber of ways and one specific and preferred enbodi ment will now be
descri bed, by way of exanple, with reference to the acconpanyi ng draw ngs,
in which: 25 prifetted enboldimesit,r dicesaid padeeys alieided ap syist € pants.Teadhl deing

Figure 2 illustrates the encryptipon syste Lgur i.llustrates the
decryption sf%ﬂféﬁ?ﬁtaﬁvﬁﬂf@e@fﬁ q Rpsttons éféth’tr’rr%‘egfr}%ﬁf E‘E,Sg?tflgﬁti on al gorithms;
16 2 6 PJOV 2004 Figures 5, 6 and 7 illustrate the concept of a w apping

error; Figure 8 illustrates the order in which coefficients are checked for
possi bl e er r dhsuclriagureng@nidnt, ubt ead of mestagpirsarkempmiap e aghosgs aipd@ntialhd em

nunber 5 generator .(PRNG ; Figure 10 jl| rates. the PRNG within Tunbler;
Figure 1L il "84t g‘%%FPB%“EFM%W#%M%%@W@F\S%@ﬁpb 3; Figure 12
illustrates a circuit diagramfor subtraction nodulo 3; and Figure 13

illustrates a circuit diagramfor nultiplication nodulo 3. 10 |. .
| ntroduct i on Prefedby, within the fastatrtngn thesnd felanpent of Bsanssagspnat ipimgediately

t hic devel ' toolkit. |t .contai . - .
Cryot ooy anhi RgE BB T b o B BRIl i Moy
primarily but.qupt fexekarsplyehey eavisugad thire tiNTRbh-RisSeal gomentsnwilk atless! bped

by the NTRU Corporation. Details may be found in Hoffstein, Pi phfr_ ggd
Si | ver mh, NTRparateA Uy mixedaniarbepabslemena from st espResaze JPugiifzethis Sigd

Lecture Notes i n@%%?%%h{g%&%ﬁ]&eceﬁé&%g&ggé}d&g%%gﬁm RdeBS bthéb inkiRtion

267-288; and TH" pl i'cation In the nane of NTRU 20
Crypt osyst enbthal feds Tk {ratsheteddachmert il thabi regdisdrie that chet posgtiophafithe as
"the NTRU patent application". This algorithmrepresents bre kéhrou hin
crypt ogr aphy. eTFepSRERhef F gResEIE PRRENTIEAPE A6 n8‘$ °§?3he1 ?ﬁ@& Fnes%lgged
products, it prquides nore efficient and secure 25 systens based on a

pol ynom al m Xi'ng nmethod. Any bare algorithm however, is far from usable
as a cryptographic product. In between a great deal of nmachinery is

necessary. In_the case of NTRU.its unique style, which i . rge its
superiority, ABarld'PHER flf-}‘ﬁ}&eﬁ otends; @ ﬁ@ﬁpﬁi%ypfﬁ%%afn %%r r %pﬁ@%n@g;ﬁn ? osug[&pe
with the al gopj.taB1o a physical carrier carrying such a computer program, and to a datastream

representative of such a carrier.

20 The invention further extends to a method of encryptiﬁg a digital message mcluding
identifying the end of the message using a method as set out above. Preferably, the
encryption includes the step of encrypting the third string before passing the encrypted

information to the recipient.

25 According to another aspect of the invention there is provided a method of
determining the end of a digital message, comprising:
(a) applying an inverse conversion function to a third string
comprising a plurality of elements of a second type;
the inverse conversion function taking as input a plurality

30 of elements of the second type and converting themn to



2 6 NOV 2004 17 This document describes the unique i (plrenmentation of the
" NTRU PKCS (Public Key Cryptosystem) contained within Tunbler. 12 B%EVL%Z
the problens that one faces in attenpting to inplenent the NTRU P
~real world cryptographic tool, and expl® ns how Tunbl er uses innovative
techniques in order to solve these problens. 5 It should be understood that
many of the innovati hni ques .used.wi thin Tunbl er, are i ndependent of
each other and coul dygleu}%fs%)éafeg?rﬂa}tsyo%'ﬁlisht-‘gﬁfi‘“%é?té@ilé’dlgconbi nation. For
exanpl e, al though t heéaf OpluBNEF | REMR HIES 28§ I ined within the
preferred Tunbl er enbodi ment, they could be u gﬁ%ﬁg’i%%@ in any
conbi nati on: error ylossbercompsise aoend @mkssdgeneakagehamhksitpuchecki ng

mechani sm | arge sta andom nunber generator, use of nodul o
arithmetic, and pr ot%@??gﬁgggno ARy Flﬁp‘g}?’f‘?taeg%rﬁ‘?@%?gtﬁe Srstag®s. 1t shoul d

al so be Junder st ood tthat 2 glvehough bl er is primarily built around the NTRU
PKCS algorithm a sgﬁ_ out in the NTRU patent application, nost of the

i nnovative techni ZIEPe e\ adfirph pinaathgentap pf ihedtinaion ex8uding The Ori gi nal

NTRU PKCS Pat ent app; I R tent applicatiagn describes a nethod
for the creation of tmgﬁyéﬂ?fggg%%ﬁ}notﬁf T‘gs,reé’g SPRANYSHE BRibl i ¢ key and the

private key. It goesemimfmssjtgemaﬁmwahheleﬁﬂrmﬂiﬁgﬁﬁ?oﬁﬂﬂn%hﬁ?ed to transform
a nmessage, in the foilm of a polynonmjal, into an 20 encrypted form This

encrypted nmessage i s2€8EFEINE Of Arend dhemeni of tet messagd aseprding toe or i gi nal

messageg) gi ven the kpowhEsiagRf etrhl%kgrncrypt ed nessage and the public key
only, is far too conplex to begp rformed by current technology in a
feasible length of tine. The encrypted formcould al so provide the neans of

transferring.£qr Fing) the ssage securely since know edge of the
private key Jéﬁa?ﬁ%%/r%gjlﬂ% reF%‘Eg&@ﬁQ/ 5t frbe pusthad @serabed@gmga identifymg1. 2
An | nconpl et eheSPM Wit messfedNOYHiE QQ4h ddSi Y : and e encrypted
form the original massaggg can usual ly Elgb%g%g\e)rgrae%&s{ﬁﬁgﬁh?ﬁge&ﬁegseﬁ act
cannot be redvadedf mpssagd madkge from terinfosmatibh edteived PRI NGO thed BefeRinlidr 5.

It wasarigi pally:hel i-av t hat ing failyures were easily 5 recoverable
with a lgi vgn%neéoﬁ%@ﬁgrﬁgmﬁ %Séte e&?ﬁ%ﬁ%ﬁﬁ%@:&g&ccg‘gﬁb@a‘s‘ﬂg’r@%wﬁhﬁﬁiﬂ eHen were
di scount abl eof iN¢ Ridspat ety bepiteraadel @d the3ranBmittlmeskige ?{-}gf@d‘appar ent,

however, that the nethod suggested for fixing wapplng ure often failed
to correct the error, and that gap failure was common enough to effect

usabi lity si gpisfhigantil.y: -the. i ssue_ of ror detection. Since
t he person atg {Hgﬁ%??hglletlgve g%é@gt@%f%?ué&ﬁl ?r%g%aadema'i‘td?ééfmﬁg’u%lf’mﬁmﬁ@éess

t he ori gi nal producasass ditpéd, d61tindrprlentenm. t dnkhgwravbelcharioth & MBS $3QqHHad
decryp&ﬁd cofr ectlyhowot. In conputing terns, an arbitrary data filé is
an ar bitrar y TERGPHS I BRY BIWAF Sonaegiffosn ompbasgitpmdifferens baesscri bed i n
the original NTRU patent application, encrypts ternary 15 polynom als of a
fixed length, It is therefore necessary to provide a nethod which turns a
"data file i nPrsfaalikqthenpesita fof bl dndngjeinetenfiahy mekyromagl be idetesmaida way

that the res L1 f | mals c e turned back into the

ori gi nal dat gﬁcﬁdﬁ‘% &%?i%ﬁléggo@i ‘B’ﬁlﬁi{%& ﬂ‘E}PHIa‘Pfaﬁgg"“ifé‘H% VWaahprevided gvith the
attackers, cemisdéfandssygeahdrRends it 28c 8 aksivdn vaier e NTRU PKCS is used, the
t ask o& retrieving the original nmessage, given the know edge of the
encryp éd-nessage and the public key only, is far too conplex to be

per formed by r PR etnigle] in a feasible length of time. The sol ution
for an attac};g%l n;{\FS%H%%ﬁ gai nqrr%?%ldls ﬂf’o% FEEPY rtlﬁaﬁraﬁhg?r FHEY 1B W ¥ dsUeBs sage
and the publ iethedyto 2phyBRpEGHiBgCRFINdUHAY chifip Wi 51agtaRe aﬁh%'grdaj&sn%ﬁd It
may i ndeed-be possible for the attacker to gain addi Fi onal information
useful for bFBERFHYIERE sushheamputereregragk answer is not to use the cipher
in away that allows this. In sone instances, however, this can be too
limti 518 for practical purposes. The two addressed bel ow are situations

According to another aspect of the present invention there is provided a method of




17, i ~ 6 NOV 2004 19 where it is desirable to send gxactly trﬁ?ﬁﬁ@ '

" nmessage multiple times, or where one wi shes to set up an auto

that m ght be accessed by a potential attacker. The NTRU patent application
describes the theoretical algorithmforl3the cipher, but 5 does not address
how a real world machine woul d go about performng this algorithm The

t heoreti cal it hm.contains relatively few steps and enpl oys mat henati cs
that nodern g%‘%%%“&@é@ nheﬁfa@et&(?nb@r‘?n&pyrﬂt?fﬁ?tERg MRS is naturally
fast. The present (HpRkiyeaRd held tell OMBRY 8% nrdlBVd SRELdIEGINI ques to increase
the speed of this al go??tiri:ém_drgér?g?i cal l g J% 1.3 e STu | er Sol ution

Tunbl er' s i npl emef)aAppbingon invreseNPRYEIFKESuctiotge s thikkstgap bet ween t he

t heoretical and the practi cal cont gi ns a nunber of new techni ques

It al.s
that build on the a vénr%l&lélgggmrgli‘tﬁé’éeeﬂ’eRFFF‘éUaéﬁ%P“ééYPeé\fEﬁ be used in other
areas of crypt ogr aphyvershadoaversigh FhncHbR RS tdgng. 15 Bel ow are
detail ed met hods of detectin erronrcs and cbo%?g@?%r%&%hdfvw appi ng and gap’
failure. In order fcHemens ofithhsocondtype audadriverting themtag plucalty neans of
securing data one I rely . upon the i,ntegrity of the decrypted
nmessage. Using thentbr%}eée?‘%gﬁ%rfrgtf%%&%pe ¢ fmlp%ﬁpﬁﬁgkﬁéﬁgtent

appl i cation, toget hedemdrtd) takbe agipbaiob it fuaBgorm S geQief 6thp@e £y St em out | i ned
below, this is finally helieved to be the case. ~ A coherent "bit to tent’

conversi on schene WSPRST M§sEEnmarier poAn thetqutpi obthedimionhend of message™
mar ker '|psystemto i njeLf t [ omputer. data files and NTRU
PKCS polynom als. 25 %rsr%ﬁgir(:g@oen a%}lﬁsz&f)tggg%%st@s&ﬁ%? g%’ﬁ%?@f"%’ al ongsi de the
NTRU PKCS and whi &) takihgws tHiestussing, the ot of#@dlihetioh kRcladimp message
multiple tinmes, or ttaﬁtuse. an al%torrat ed . systemthat mght be accessed by a

potential attacker, WFPRBIAN of the QuipgyWIIehwatspraseHatieg affee ci pher' s
security. As well a%ndfhsiBdndrlet!dhaliéftifhe BEIBARLI AR OB cal 1 ool's
e

in order to find the opti mumsolution for processing t U PKCS, the
devel opers of Tunbl ghe BrsestNERUL BKEE dlempéme of titeamesagemeerdargetat ed sone
seem nglky anti-intuifi é{%(ﬁ“%i nal thoda whi ch process nuch of the NTRU
PKCS dara at a vast IY° FHcH SASE° 3|14 "% r der to facilitate comerci al
crypt ography usi nghtrbe v eSsdek fiotn MRGRSSHiNe.t 0 conmbine this internal
algorithmwi th a great many nechani sns desi gned gto protect - 10 the

ci pher's use agai nst conmmon attacks, to interface the cipher with regular

digital data | E 0 erco prohl e i nherent in.the.
ci pher. The EB@E&’%{‘@%W | gra%'ltﬁ%%h aévélg EC{SP{% malﬁiorg?rgﬁ% AH A YPObiRatiogy ed
in Tunbl er. 2f thivmidteniatmendbnelasboiveiol oev 15 The NTRU crypt osystem and the

Tunbl er Over sion, depends on three integer paranmeters (N, p,g) and four sets
(Lr, L&, L~, Lm of polynomals of degree no greater than N 1 with integer

coef fi ci entsacNatiBgttBahofePRGedt cfmel i8Rk if ! suned
that GCD(p,q) =1, gand that g will allways,lgﬁeﬂpég%gwggwgglaym?@%ég c?ﬁﬁ%%p I n
“the Tunbl er pwppasatieh treedubn aiithnretic malduat®ns anda devise adapad oy pbdorni BAwase 256
20 dependi ng, on } he size of N.. Qther inplenentations could use other
val ues. ogical operations, comprising:
(a) representing a series of numerical values (x) to be operated
25 upon, by respective bitwise vectors;
(b) forming a first word (X.p) from one bit of each of the said
vectors, and a second word (X) from another bit of each
of the said vectors; and
(¢) performing bitwise logical operations on one or both of the words.

30



~ One works within the ring of truncated integer pol yn61?1 als R = 2
Z[ X~ (XI'"~-1). An elenent F E Rw Il be witten as a pol ynom al oﬁNsUV 2%
S

vector, NI , F=~Fx U o>F~..~F N I~ 25 Addition and subtraction in R
in precisely the same way as in normal 1dol ynomial arithnetic.
Mul tiplication, however, requires reduction nodulo (X ~'-1). . Zi 2 6

NOV 200 The synbol * denotes multiplication in R This star nmultiplication
i s given expﬂ’mfcrtablg/ ﬁ@%thq@qsﬁlhﬁéﬁb@{edﬂ?l@ﬁe%roduct F*G=H 5 with k NI HKk

=~ P ~Ck-1 + ~ CS:\I-'E:p t‘:’sentm§ alsleg%she £ f7hdr tierical valu'Es (ﬁki(or&d N) I't should

be noted that thlg s¥preci same as usual pol'ynom al nultiplication
10 except that the c 9pdrhied upey, $yrwpap1varbumshvemmsthat the coefficient of
X~'"~is conbined with (added to{)‘:1 t he c tant c%efflb efn ¢h tfhe coefficient
of X' 4+~ is corrbl(@eﬁ”wl’tg}ﬁnpﬂ@f Ef‘éWPchﬁ ok e RaidAng S PIGR" 9 practice; one

s “Suaqé y interestegd;i Oectn{}? aﬁ@laH&h&fse@orﬂ%é{ﬂqm Plro® sgidehbinet ents nmodul o |

S p or In effect man e operations can be considered to be
occurring in the ri n@soZﬂcKﬂ)fﬂMsmdlf)ectors 2&rgdX /(X' v-1), but it is desirable

to consider the residue of singl e m reduc ;n nmodulo p and q.
Wien one performs (B ﬁﬂqung}}% VISP H’Ei‘ 8“(‘393'&/ e(ﬁeSp‘f‘ﬁge?{g% ention is to

reduce the 20 coeff QnbothRE r& pakicldandSadrds (XUlgs to renmenber
when reduci ng nodul g%g%r@%% ?S@?Hr n a m)dpp) fs b (nod p) ](a + b) (nod

p), 25 . (c (nod p) xa(rmd p)) (rmd p) (c x a) (nod p). p ~ NOV 2004
22 Ris not a fiel ver he NTRU Rpsuch
a way that i tPrer 1”r I5t P"IO % @%Fesag‘%lﬁggﬁfsgt eqrih;sa\élgel Ee)cgfegdfbg&?%edm als to
“have inverses; i fidR affl it Rcoit ORI brkaeifativoBeddadmiondsare stred ru@etkexust

t hese inverses are unique. 5 L", consists of all pol yagam als in Rwt

coefficients amthdrpspacedltsepashtertesationof Kl SIOFAEENHCINS S}gc%gogggﬁ?a&s ents

nodul o p, but of a vve| ght. Polynomals in Lg and L~ are
defined to ha%?%?ggoﬁ’é% tﬁ’/gelg}eveprem sely dg(t~ and d~(r~ coefficients

15 In one embodiment, the numerical values and/or the further numerical values to be

operated upon are on modulo 3 and may, for example, be represented by terts.

The calculations may be carried out in software or may alternatively be embodied in

hardware, eg by means of XOR, AND, OR. and NOT gates.

20
The invention extends to a method of encryption and/or decryption which makes use
of the method listed above.
The preferred method of encryption includes generating a key by adding, subtracting
25 or multiplying polynomials having coefficients which are in modulo N (N = 3), using

4 method as claimed in Claim 1 or Claim 2, the coefficients of a first polynomial
comprising the series of numerical values (x) and the coefficients of a second

polynomial comprising the series of further numerical values (y).



with the value 1, dg(t~ and d~(I~ coefficients with f;"'FTe value -1, _and the
" remmining coefficients all having the value 0. Polynormials in Lf 3reNOV 2004
defined to have d~(71~ 10 coefficients with the value 1, and d~(M1
~coefficients with the value -1, while all5the rest of the coefficients have
the value 0. The polynomals in Lf have one fewer coefficient wth value |,
to allow them_to be invert Oyerview 15 The Tunbl er cryptosystemis

bl e. 3. C
formed of thrddiCsBEsERdems eﬁ%ﬁe%{}’k‘&’ﬂ TS o#ldes t RITAH R ge AT AP ES
system and a ] y st Lhi L.O riafl Xa R ese
Chree syot ems FoRORHP AadE o e SRR, BB (72 DI LRG R &
under | yi ng pr etfseésn CAmlher KTid NahebbeffipiphisGdta it pfelsasmbésomprsidg nig: and

decoding as very sinple two or three step processes. The Tunbl er .

i npl enent at | oricAesCl Mimgakbwliusrdn)anddhe crefRgienisedtaseeand prRikRGTRat ¢RIRising
processes: consgj I ﬁ{}ﬁr i Each of the three processes bel ow
i s described %h(?ﬁér%ﬁg e BP%@%Rﬂga\?v&eggg)gram It is interesting to conpare
these three flow diagrans with their equivalents fromthe NTRU patent 25

application (figs,3, 4 &5). In the case of the key creation system .the
process has r e Hegntion Qf‘%}\?éleiitegﬁlw &. CQURDYtEr DFASHEY dPT CRIAY RO dYe ADQYE i on
that the great nl%ﬁ,g-'n L Cl Y. e .eve NGV
204 23 3.1 Ke@agg’g%ﬂ?ao Hg?iecﬁéer él%gg{hgrsé]g?;éocn ygetr?r?ng%rg%agrsl%ﬁ %gg.és as It
appears in fi gepescéht{to of sgrh3 @mrtuber phiigRinpat ent application). 5 101. The
key creaﬁbon systemtakes in the algorithmparaneters N and q. The
paraneter¥p used in the NTRU patent application is fixed to be 3. However,
other val ues C&wo@diﬁg 16126 rthér0&pect B tBE IMRhBoK Berd R %eemzala, dibitall devideogen
zandomy fromthe set L~~, whi CR is 10 dependent on N, as described in the
NTRU pat ent apgiyoet oo pérallgl modale) arith@stic Tadculatives S ofeats of batavisey legiead
nodul o 3. Instead of using the "Euclidean Algorithm' the nore efficient

" Al nost | nvers%neﬁfft]é’gf”ictoﬁ'rﬂ%s’ing' used. This algorithmwas found in the paper

' Fast Key Exchange ) trheakh fdrp&cg%@seaﬂ;ﬁg@seﬁégto@ﬁﬁfnebyal Rulbatd tdbe Schoeppel , et
al (Advances in Cryptol ogy - YPTO 95, Lecture Notes in Conputer Science

973, ed DS Coppersmi t Rperaisdvagp by Vespeslye INBWsyBeRrs:199S, pp. 43-S~. It is
possi bl e that the i i I i , rns to |02
and chooses a new f@yﬁﬁ%ﬁﬁfﬁﬁéﬁﬂﬁ%a%{fﬂﬁiagﬁg@iﬁ%‘ﬁ%ﬁg%g%g%ﬁg&0 éJf ast nodul o
arithmetic through parsaid edctdis,tand peeand oned g afraeahathert@pofssenvati on is
used (see 12 for furtﬂgr details). .20 104. As for 103, except that the
inverse of f is cal cul HES8I9A6E6I 224 | n i npl ementing this al gorithma
process of fast mq&&bonﬁﬁﬁéﬂaf"ﬁéﬂf&nﬁﬁgﬁﬂgﬂe E@g’li@ehloﬁéra@éﬁs PR HemS on a
vector representation is used (see 2). 257105.  Gven an inverse nodulo a
prime, i20is possible pbtheatwwdd.ate fromit the inverse nodul o a power- of
that prine, using the well-known mathematical technique colloquially called
boot strapping. This allows us to calculate the inverse nodulo q (which is
‘al ways a powver TRé irdknfiéPfay b8 chié@lif® pFasiteQn 2. miBaRt SC Mappuid otks §secifiteand ~
6" NOV 2004 24 following principle. If Fis the inverse of f nodulg a power
of a prime p' " prefavesd grEbodiment Wil novp detdsscritipde by avayf off exaaplg, gvigy referengy,. g
is chosen rand i .Sl lar .o .f, but fromthe set Lg. 5 107. This
A e B o Bls it

is the sanme co r’formed’in the NTRU patent application
25 ‘

Figure 1 illustrates the key creation system in Tumbler;
Figure 2 illustrates the encryption system;
Figure 3 illustrates the decryption system,;

Figure 4 illustrates the error correction algorithms;



T -,
(fig. 3, step 350) except that the factorp (= 3) haé’?been i ncl uieg fi OV mge
- of use. 108. The private key is the pair f, F3. 10 109. The publA M@Y/

may then be published. This has been calculated in step 107. 3.2 Encryption
- Here the Tumbl er encryption systemis ddscribed, as it appears in figure 2.
- This should be conpared and contrasted with the original encryption system

15 described int l.ication ig. 4. In figure 2, the

symbol is used tg%??g%ﬁﬁzqﬂ%ﬁ% Ct 'R SIICHRt ga\gqqu%%ﬁg%s to either side

20 201. The encrypiguens Hystrass thekesk: inwhik ceéffgieﬁ?s'ar@@&gﬁgﬁoﬁata (the
undef1 ne

plaintext), P, as a (binary) string of bytes wth an d length; the
publ i ¢ key pol ynoRPSiIble grorshe al gori t hm paraneters N and g; and, if

necessary, a Milti 1.SSI ttack protection key |length (MFA key),
e The b bcaseal Lo T HRRE S e b B T alPE b, CHO) - Sha 11 5

defined3in the USgGmvaom@BMNG)s National Institute of 25 Standards and .
Technol ogy' s Secui:e Hash. St andards_( Fl PS _180‘;11:;%. 2 6 NOV 2004 25 It wll
be understood, of © Y Kelluptes the ERMNGawithiexTumblespr esent s t he act ual

al phanumeric (or 4 . .encrypt ed.according to any convenient
st andard binary rgtglrﬂge'rs?elnltrmg?t?%%.ea élpcélgg‘.l&l??m)tf read%ftf:ﬂl?éPoqc'jué?qgi res Miltiple.
Transni ssi on At t aElgupr B ilostianes a ¢itvugt digerara @il dudadtonidheium 3 piext before
encodi ng (see 7). For_a non-zerg k; k bytes of randomdata (K) are
generated, and t hbE¥TS|} 1HLStEAtes 3 QEyitidipesara don multipheptionceodyémar at or (see™
11). Ifipno MIA protection is used then k = 0, K= fd, but the sequence S(K)
is logically considered to be all zeros. In practice a sequence of all
zeros has nolefmtseductiphis is not -~ 10 the sane thing as S(O! 203. The MIA
key, K, forns the first k bytes of plaintext for entry into the cipher (see

7). This is Thmblef® lsowedbiayd thgeadti thé @%selbyé@ﬁcmt’sm@tagﬁisﬁicda&@eI d
with the OUth%Lki%t t he . sequence cgenerator (seé 11). To encode the XORed

pl ai nt ext it FPaRSAaRYmbe of diffesent cryriogiaphic wlagsithng andondnealpanithm-i n
order 49 fill,ebfiR ArN : 2 1 al: hat ,are, used by t [ (see
8). These te%pr?air?? d?gsf fb gy ldg?hmltqgﬁ?g,%l’lﬁ’f ﬂc))]’rlprﬁl %thgxcﬁ%évs?gggmb%&f%mp}%ﬁg? are
t hen pr ocességomhm hes BGSomEdpberthe INTREWEOrfokaidnN t Boils edEy heURRAOGESSEd
then the re 8}}1 ng %eﬂs arf | aced in the next nessa eﬁg&gnom al and an

end of msssggl HeFkel @ vid S eerend R Vnd Jong-Bageddyuplic FaBtpsysem. eRough
tens remai N BOWEOLRS SEG 8 NBRSSBO ] [ 45 m t next
N and t hen encr¥§)'§é§%. Ifwt he pl ai ﬁ?’g‘%%ﬂgﬁgﬁ%}%é@bﬁ%ﬁggﬁ%h@g‘egtgrzﬁdj?%’)ere

are insufficf®&n¥#s&ensndt in AAT mateat mpplicatiess 3¢R94/083230i abe nameeof] NIFRU
nessa mar k i e in,207. 25.205. random pol ynom.al. _is
Thocon2ana’ Ehmlsyitel€ 6L S e el a8 a4 B2 e Gt A0 BB R el e v

added to theparasspplécagom’ynom al. This process is identical to that :

described in the NTRU patent application (fig 4, step 450) except that the
parameter p has been incorporated into the public key. The resulting cipher

R it e R
traditional world of ‘Big Integer based products, it provides more efficient and secure

25 systems based on a polynomial mixing method. Any bare algorithm, however, is far
from usable as a cryptographic product. In between a great deal of machinery is
necessary. In the case of NTRU its unique style, which is the source of its superiority,

means that much of this machinery must be reinvented to cope with the algorithms.



" bytes. The check hash is conmputed and concatenat ed to the end

26 pol ynom al using 2 blts per coefficient, which ig-also pacl%d to fill

H KB6¥¢ 200pher
pol ynom al (see 6). The output fromthis hash fornms check block B;. 5 206.
Havi ng encrypted a message pol ynonmi al dfie then proceeds to the next

"~ polynom al using the next N tens of plaintext. 207. It is unlikely that the

P

| ai nt ext da I ) exact .nunber of nessa olynonm als or even an
gxact nul ti pfrgls\ﬂfwlf@fe%t 465&?3 5p ¢ olﬁ\}%eslfn@#”ilﬁ’tt@qnéﬁ he &f’f BKICS (FabligKey
pol ynomi al s qu:tos}'aﬁ&n'b&oﬁlaideﬂdwﬂﬁmuﬁ%b?éryItuédtpﬂes fe pcyb(?&ﬁ?‘?ha?% :ﬂabed in

203, 204, 205 & 206 have been processed, the ssa e ar Ps
conpl et ed usPHERHE Endnpemerst aé\éTMéd’rKaﬁﬁ s o sak wodl)l. crﬂsmgramham S|

creates a 12,186t gHd This marker is included in the

pl ai nt ext an%{F&ralyS not 1E {b %qgn?vgé‘fe ﬁ]&rﬁﬂlbﬁfsé{léfi’}ég% & theteeRtEms. | n
this case the end of rressage marker will spill over into 15 another nessage
pol ynom al . st polynomal is conpleted with randomterts if

necessary. 2B§ﬁ0‘14§ebe| ‘&%iﬁrsmsth@fénm @fribmlaiov@nve feolsrsindsyustth evithivs Tuinbler
nmessage poly LRI | et e pl ai tex nmessage
pol ynoni al aﬂg nﬂtl&gé éadﬁ@ g g%@‘ljenag@uﬁcgl? [%%W@HE Paﬁ?té C‘i’rﬁb‘t‘lﬁ%‘)fb ane

manner as alHoroﬂJdamplﬂfmﬁhm the wm%t,e?}énsla&%ﬁrg\?mﬁtcﬁﬁt{aﬁga %ggftlh in Clpr F{ég 2

encrypted po, cked to fill
byte (if it JE%P@‘T FE)e “&‘%ﬁﬁ?@’c tedheyi evld dieouseds singlywed i ramgdeatlingtidny | dreor =

assoc ed c , d d _nessa hert ext
Decrylp'iIl Pon I—g;ﬁg&?ﬁ%%}r}ﬁ C)ffrﬁés'g@dgecllr?lgrpl)('(t3 ?%&1&2{}% Pt slgfglegsé?}e Pﬁéu‘%)otraﬁ‘gcﬁéars

in figure 3.nymbeshganctatog cmrpaf adoduld agthiniedis! ethdWiphbtetith Ofdgi ﬂﬁiltlple

decryption system des in the NTRU patent application (fig. 2 6
NOV 2D04 27 %ﬁmlsfhc’é‘ ‘? pt %H“@féﬁoé%ﬁ%néﬁ@éoqdﬁhthéthamgjbﬁmhhr paqranmlgr s N

and g, the chpfierdexthe EITRID@KRTS X@Bﬁthﬁ?ya@n%% 0o ;ptﬁg_.ﬁ? 6’?%8{;%%?1‘2?% error

correction level, and, if necessary, t
makeswse of WRAY oS imneative trghhignestliage a nkd(ch. w1ldar @phtegwne the symbol is

used tg@sdenote the concatenation of the objects to either side. 302. i is a
counter used to refer, in order. to specific encrypted polynomals. Rwll
contain the decrypted plaintext data with the MIA protection still applied

(see 7). 1.1 The Original NTRU PKCS Patent application

The NTRU patent application describes a method for the creation of two related
polynomials, called the public key and the private key. It goes on to show how the
public key can be used to transform a message, in the form of a polynomial, into an

20 encrypted form. This encrypted message is secure, since the task of retrieving the

N original message, given the knowledge of the encrypted message and the public key

only, 1 far too complex to be performed by current technology in a feasible length of
time. The encrypted form could also provide the means of transferring (or storing) the

message securely since knowledge of the private key usually allows recovery of the

25 original message.



10 303. Each encrypt g& pol ynom al and its rel ated ct@(‘:k bl ock aq] 0 '4
" reconstructed fromthe ciphertext by sinply reversing the pac;i g geaqpence
used in 209. 304. The nessage is nmultiplied by the private key, and then by
~the private key inverse. This is identildal to the process described in the
NTRU patent application (fig. 5 1S steps 570 and 580), except that the
result of theafiyr Lpkication is recorded in case it is needed for
error correc?izoﬁ.n%gﬁlpktﬁgélﬁﬁ% made of e; and b;, in the same way as that
of e; and m in 205 (see 6), treating the decrypted polynom al b; as the
nmessage pol yHISIr‘r“iga erﬁ(n.vat?hlfe%f)%ﬁl?ei@cgeteéofﬁﬁarﬂ‘@ Qpigingl thrssagearronisuekyl beheck
bl ock B;. | nrdcheera¥ eWhest Malndideet ' eds ;to be emloved on a

pol ynomi al, many such hashes naggcﬁlgﬁj{)?g&%gé}ggﬁ%su Srelp Effé?rﬁﬁalf AR T I

It may ther ePorggpbéailiidsi di ewes todigimatiprckliched shat ergfpidddathash Feractiay
after tltge ingl,cn cp; 8 ..but .befor&lﬂ he iEput of b;. 25 306. If the

transm tted CHOCRBF o Aedi¥ilelictind and dhatceapa failares poogmed e merelethaetsied
pol ynomi al , biere idiscaaaetlt e Bt B8Rl iiindiod & sgge o al . The .
tents of these nessage pole?/hrlorri a se neé:ght(%licg{e §égh e’r?lg‘d IBQ%%%%@%’%T?E (see
8). This conbeveyesnthpkthp aetlmdnanggéstedsfer Sixofe Wppiaptfailure often failkdGo NeNeaOp~
2s 307. The ﬁ{eted‘o? ra&uhaiogvgr.fi on converts sets of 19 bits into a subset

of the possible set& of “15%R &tHEC YR SATRAtcenoyeh 1o effediuspbility sigpifepntdt. this

subset it isThassen s the QIVEESERR dRREKo. Mifcdtht ¢ %E\T‘J i thldel a
converted set of 19 bits but an end of ‘rressfage rrger:rﬁer s%%t?.dewgggﬁ The
terts ale coR¢ergedid it gsully popsseethe ogipinahdt wimediffeslilfor themctokmatvemiadieg t 0
R Ris of cgyns Bl Aar i epresenting a sequence of bytes). 309.
Havi ng decodg% t‘%égg& 39?18%@%%‘39‘%%& yaql%np e decryption systemthen proceeds
to - ° 10 the next encrypted polynomal. 310. If the transmtted check

bl ock does n mat ch the hash created in 305 then the decoded pol ynom al,

t
b:, is not tHeCERRHPRAPImS: a0 gbiteary dafgdily homm arbitrars leggth strifg ohbinapt digital

error correcthOBiphsr, 36tde¥&iteASn 8hd BFioiGRQl 1 {on mattenpts to recover
t he ori gi nal rresgjgglé pol ynon aPQlEsglggﬁ@) _ﬁ%fpﬁ%%éﬁ%%ﬁogb%%tf geﬁr‘%r%tem
will réport pelgkomiats sliedisd length.ilt is sheseforesabuthnt eprovhe 4 estidd waida; (a
di fferent b; ufngsop tthﬁli; C?| cul at ed ig_sg{%@i s accepted as the next nessage
20 pol ynoni afums;date fle 1086 sqauenitiaf fived lengtihiseinay polyaamiatsingugyp fiayithat
reached if athegésuliingaguéies Ut pOgnARRINAS be%mp‘?s&k(‘iﬁ{o&ﬁ&hﬁ&n 110 B! 91 nal
pl ai ntext cannot therefore be recovered. In nost cases the mﬁo e nessage i s
di scarded at this stage. This is because nost uses of a PKCS require the

whol e intactpah ' si bl e.. however ipply to record which
D R )
bytes of the reggﬁt ?I%%?Blnggnrll%@lfg %?aéllyeﬂegp]teo He 3%1?’%3%‘%% TPESPREE AUTBRS g e
pol ynodlal , biehlp itt Vhe¢radeTRUGPK @B dis GREY, i thE &adS of Qdthidine G Mrigilﬂgls&eé)éagé,m ext
bits directly. co%\g/ ted fromthe inaccurate messgge polynom al w Il Dbe
af f ect ed. Vg edge off the onervnied sressagagadgbe publid Xey enmly, iindictoes an
end of nessaggy, k&' k |0 _ f terts ar onyerted to.bits
“and concat enat elgl@}%o R ﬁ%rﬁéﬁ?ﬁ%@\ﬂ%@%@%@i{)@gyn it Z?’aéltb ed? i a%?»r%e of
nmessage mechsolitsm {osee at@ker Thits gamymeorequidratihe tHag st ahe @ficrspRB ifssd
bits contained tihn ﬁ?l. Terts that have not yet been converted are 5 '
di scarded. 3TE MAPUPHGEYstage Ris the plaintext data with the MA
protectkon still applied. The first k bytes formthe MIA key K. These are
used to seed_a sequence generator S(K).

Depending on the way in which the cipher is used it may indeed be possible for the

attacker to gain additional information useful for breaking the cipher. The quick
answer is not to use the cipher in a way that allows this. In some instances, however,

this can be too limiting for practical purposes. The two addressed below are situations



I f no MIA protecti onflf,‘i,s used then k = 0, K= fd, buffr“-’t he sequence S(K) is

| ogically -10 considered to be all zeros. In practice a seq qu\bfzgglpl
zeros has no effect. This is not the same thing as S(fd)! THhe output from
S(K) is XORed with Rto produce P (see 197). 316. The recovered pl ai ntext
data is the binary string P, representing the bytes of the IS actual
nessage. 4. Dﬁcodj ng Failure Each tinme a cipher polynom al is decoded using
the NTRU al gB¥Fienin't Aestiabledo seagraxactly thshsamad messaghaultiple vimles, frawhere @ndecode
back to the i1 g | ' 20, To decrynt the cipher

pol ynoni al ag’ﬁ%.g%gﬂteﬁgﬁ %‘??@@F‘g%ﬁ)égg%%ﬁggm etacgfit?ﬁ%ﬁ?ye%p%{e@aﬁ)a&cger('rmd q
), choosing-the coefficients of ain the interval from-qg/2+1 to g/ 2.

Treating a ai aué& ;Ef)lg/nom' al. wth integer coefficients, the nmessage
pol ynom al cahe USIRY pateu spelicaiondlsswipes Spthepisgcal algopitten fonthegipheobup *
a(nmod pk, wh ' ' f 4 Fp _* of- .-- .1 (nod.p)).
The -pol énon‘i g(:Se%é{: o?g{(i?rg#s:‘l‘g)y gYéad ?@ rel?-n}a;cbl?-@ $4L8%§?r1%%0ug?er££?1ﬁgg guig]’goﬁi“h,%}'* g +
f * m(nod qThe thepretical ggerithn* camtmna]ativilvSe@aneisdad etiplesla@her@tcsnpa al
p~ * g + f * na. For %g%ro riite paq[arret.er choi ces, .it s possible to
ensure that MRUEIRSEP %P%3&%@Womt%l%@efmﬂépm%umllbf@ét We b Pregerg+1
and ql 2, so §hicahd HOE SRR, %ggﬁ [ : I,Gi (e
nodul o q. Thiés]ﬁne.ans th’:ﬁ re(ejﬁtgi@ﬁg@% e C%ﬁe%sftlogﬁgr%{%q%?egﬁ(i%gaoaf%%gﬁ#gﬁ%ni nto
t he i nt er val dfamaticalyy.2+1 to g/ 2, 10 recovers exactly the pol ynom al a="p*g+
- f *m " Appropriate paranmeter choices' refers primarily to the val ues dg(l ~,
d~(t~ q@d d~$t3~Th uimrbelg b&uti%' The | ower these values are, the greater the
_proportion of “coerficients in Phe polynom als g, and f are zero. As a

f this,.the prohabilit 15 coefficient in the ab
ol ymamar b S ibEETRRBER o oo hltg: SRS DrEvova  eaphbseheral e
al so dictat etHé@Wtiﬂ’ﬂrbYldQ%ﬁﬂa@ﬂi&lﬂ%hé@%ﬂtﬁh§ a bR & rfevﬁ?cﬁﬁ&@esttm%uﬂﬁ%ﬂ

therefore how ef fective the cipher's security Is. ese 'val ues are | arge
enough, t her thewidvingse cergainadinyNpBEkardl cen eatmbs ugfl ig othanerehs dHrypogabhpcker
to be able t hei r. exaet value in a feasible amount of time. If
these val uesggggﬁggléﬁgqsfmgr% “YRRYEE s no 20 , chance that any of the

coeffidisents in the above polynomial will lie outside the range -q/2+1 to
g/ 2, then the securit%/,of the cipher will be conprom sed. ;, 31 -
Below are detailed methods of detecting errors and correcting both wrapping and gap

failure. In order for the cipher to be usable as a practical means of securing data one
must be able to rel_y upon the i'ntegrity of the decrypted message. Using the original
methods described in the NTRU patent application, together with the detection and

20 correction system outlined below, this is finally believed to be the case.

A coherent “bit to tert’ conversion scheme works in conjunction with an original ‘end
of message marker’ system to interface between standard computer data files and
NTRU PKCS polynomials.

235

Tumbler contains processes that operate alongside the NTRU PKCS and which
allow the user to send exactly the same message multiple times, or to use an

automated system that might be accessed by a potential attacker, without



f r 2 GNOV 2D04 The! par aneter choices used in Tunblﬂ gi ve2aﬁﬂr03\ba?m!h ty
of approximately 1 in 10000 that the polynom al p~*g+f*m5 will have a
coefficient that lies outside the range -q/2+1 to g/2. This neans that the
val ue of sone coefficients) will be trakslated by tg during the first step
in decoding and will therefore have an altered val ue nodul o 3. Exanple 10
Figures 5, 6_and 7.dive a,visual exanple of a wapping error. Figure 5
graphs an ex%prégﬂ‘%]%ml&;ﬁ%qecpmy a that has been reduced to the I east
positive residues nodulo q. Fifty coefficients are represented by dots

pl aced at 15 heights relative to their value (between 0 and q). This is the
pol ynoni al t h\atwelhes dedodig  dll kg6 0@ ¥enddal it EPHAR HIE1ASEol e
process. The E ﬁnom al |s di spl ayed using the | east positive resi

cl asses, as PREMEplutien r%Q&CP%Wgn@duNESRéJ PHRS, thé @velnpascmfrrﬂiumterw N

| eave nuymber t der t recover. t rressa e the
pol ynomlgal nﬁgtm%e |fté%’?ﬁé%[%gh#l nhav %zfte SBF SEEMES &H% Vg erigipal

(bet ween --qh@t}mdsvdnmmbaass rﬂd@h\emmm(mcrﬂﬁta mrms@i irfe s&f)}ai’éﬁom al has
t he advantage that all the coefficients that are nost likely to wap

incorrectly are collected together in the centre of the polynomal. This

zone is highlj ghteeeh aRlhe mar.ke S Fr ure 6
shows the same pol ynomla 32&?%&# Eﬁﬁgérgg%'éﬁ?g &ﬁ}ﬁ]ﬁ}]ﬂl}%@ ﬁto\ﬁ/ eenary
shifted int ota ¢manbigeshis ab&nhlwlgarrtmlv@mea Gheas sRsy MRehdisiis ddignea’ts r&tQ&f’\NaS
mar ked as 501 in fi %ure 5 has now been split into two and is markéd as 601

and 602° The oé?lﬁr |Lgﬁtag?lﬁ§t°%§°%‘rt4@l§ﬁb Tgsingpface fhef Gipliarevish wegnljrudigitadbove

the g/2 Ii ned@(ad]ahaﬁn %ﬂ@‘lw% Q@e q now 3 ts at the
"bottom of t he ph érrar ked WB;%E %g g%gl) th%T‘ﬂPlé ""hB FHm of
t he pol ynoni &P lch%it rqstbeali@ﬁﬂm bretséebem/ad:rhe\l%a m Aumblker to r ecover t he

original message polynomal. Figure 7 graphs the polynomal p~* g = f *
,n, relating to the polynonials graphed 5 in 5 and 6. This pol ynoni al is
not reduced mdﬂbﬂngmathutTeﬁminsa]o@Qped that its coefficients will all lie in

W t hin he r nglﬂ ﬂ@2+1 to 2 so that the polynomal fromfigure 6 will be
an exad f Cr}fﬂ‘r@ﬁi £he %S%QJUWHHI versioec clepereld wi t thotet imegar .

Thi s vvrII ara ter choi ces | but a very
snal | fractr Q%Fteiéya@h %)PM)?(L et&g ’gfﬁt’ﬁe’) 8?8?@?6@% ﬁg‘?ﬂ%n‘égeﬁ% Iies
10 outside t thens{-atveith inaspge Tﬁ'ﬁ@nﬁﬁ%@ hdias |

shown in fi g re 6, Inzi@g E?evallerrtt to tthr S E&YSP@%%@%%%J buf iElrstggﬁlot t he

same and not %Eﬁﬁ?‘i’?ﬁ 1% =3, arrthﬁlat:@erlﬂra ate ?@rlsmm{sblbmgeMappdd to
t he position e: ts rrportant ha e exists
sone means bglgarv\hﬁlﬁggle??% FISHleé{ég? et Omgalfg F‘i’erl 6’10“%4 ﬁ“’erﬁnor 28
occurr @d. Théensodipaoniti smesoﬂ(fviO\Mthﬁﬁhmletr@en&:hRm@B&ﬂ& RicdthedlleR. t he

polynom als g and f are known only to the decoder, so it is inpossible to
predi ct whether a wwapping failure will occur. Det ecting failure invol ves
the use of sope wki vathiR t ipNt

“original data during the E%éqgiggrd}f}?‘?l&‘%e‘@?e Q{ :péﬁﬁ%l%l%gsegs e%(r)g}ﬁ’y{‘vqgh‘éek i's
al so necessatlyment HER vl bs omittef ag mpol@ﬁor&taﬂ@ﬁkvec'f&? nmechani sm enpl oyed by
Tunbl er to detect decoding failure is detailed in 6, and the neans of
correcting these errors follows in 5. 25 5. Error correction Wapping
errors were a r@cogni sed problemat the tinme that the NTRU ci pher was
proposed ( Nfl At ﬂtF,ap@Licatron 13, p. 31). However, the routine
suggested for r#solving this was flawed, and did not correct many i nstances
of wapping failure. The

25 Addition and subtraction in R works in precisely the same way as in normal

polynomial arithmetic. Multiplication, however, requires reduction modulo x"-1). .



" 1.. 33 Q6 NO~ 2004 nethod involved shifting théﬁpol yno I
of b A2 o

above, by a nmultiple‘'of 3. This changed the value of the co
was being incorrectly wapped so that it was not wapped, and did not alter

~ the valve of any of the coefficients when they were reduced nodul o 3.

Unfortunately, this often caused a coefficient, whose value lay at 5 the

ot her end of the range, to be w apped |ncorrectly where previou g{

woul d not havihieayouol &dendtbemmttmbipiliog 18- orhig er el liPHRAEATRES Biden %’ﬂéﬁé ed
also failed to coryrect erro%rknomn as gap failure. This occurs when an

i ncorrectly W &PPElr SORPHIEN 8K Kas 10 a value that is at |east as close to
zero as a correctly wapped coefficient of the sane sign. This was not
originally considered an issue, as these failures were thought to be
extrenely raﬂe*(lr@ép failure can actually occur once in every ten nllllon
pol ynom als, which is sufficiently often to be noticed by many

appl i cat?ons. 15 The principle behind Tunbler's error correction systen1|s
sinple. If thefe is an error then find it and correct it. The difficulty is
that there are N coefficients which, viewed naively, could be wong in 20
two possi bl e ways (when treafed as nDdqu 3-values). There could al so be
mul tiple sinmult ane grgrroLsZ;thgklng_eveqz p035|ble error is therefore
equi valent to ttyi out “evefsi possi bl e teﬂnary)polynonlal until one worKks.
Due to the nature of the cipher this would take an unfeasible amount of ™
time. Furthernore, the error may not even have been caused by decoding
failure, but by an error in transm ssion or a deliberate 25 alteration by

an attacker. [he Wl Gied ﬁ-la't”th[ﬂs breciBas &R Q4ind B8 ub@e bolyRdinidlGhuléiplication

possi bl e errors are born equal one orders the possible cayses of error
from nogt |i ketegpt that drmsd;oefﬁd(mtsy Wﬂaerartamdexior @ﬁethﬁ coefficiens of s dacom
performed for the f the erro ract h ! 4 st
comon cause B’ftha(agcg‘g&a} ﬁ’@ GORFtRRf, 00 Cﬂ%fl g&éeﬁggprlgéfﬁnlg)!}g ?{2\98% %ED

errors in | 0000.¢fifieht J€ ARRERBEL €r ch0| ces currently used in Turrbl er).
Recal | ing the cause of decoding failure in 4, the algorithm parameters

have been 5 chosen so that a certal n polynom al's coef~coefficients-dents

are al nost al nsi de. the /. LheY, @fgeﬁggnd/auwl n

the range a di‘?éﬁ’lci%e - PAY 1S“F%a| s %gﬁsﬁfglgt%a{/aguegéc% 0¥§ Fhe chance of

coefficignt f ?I dr 1gnqxn effécs indhry tdNitle SpRgvNs San ba cpnsirréde, beatrutring unrthm@ee

per polynom a he chance of t coeffic ent f al |In(% Q t Si d th£f§1 l?%ge
r

si mul t aneous| VrlB/(eds arad K nk GB0BIS € 5O 2 r%lsﬁ 49" On
nore-- 10 simy| a coefficient falls outside this
range it wll pa%ﬁrrlgg}%z?&v\%%@wrhﬁ%out s?@% by only a small anpunt. The
greater the distance, the less likely it is that a coefficient wll fall at

t hat di stance outside t e ra Furt.her np i Lust
above this ranyjgen 9“‘?/\/11’?‘] Gv?"'é‘ﬂ jplirafign mp “‘i‘% (’Eﬁﬁ tqog}? of” ?r’r%e)%rlgﬁgerg%%hba
- coefficignt fal bghigw this range it will be wrappedtothetop In
“the fi rsﬁcasgcok]?is&é\}llgsltﬁe vvl}ql be g too small, which neans that it will be x
too small nodulo 3 where x is the small est p03|t|ve resi due of g nodul o 3.
In the latter case i t oo | arge, i 8o i,7pl € neans
of finding thelR&syF tw?llféefgg‘l'%eégotr%?@% W@P&%%%E%%B@%gqﬁz%g% & bot t om of
the range -q/2+1 to g/ 2 are checked, and attenpts are made to correct their
val ues nodul o 3 by addi ng or subtractlng X (depending on whether the vaIues

are at the bot+om(mwodipdp bofmadyd F Gnge) messhaet i vel y) .
25 e (c(modp) x a(mod p)) (mod p) = (c x &) (mod p).



25 Figure 8 shows the-/;_.fSarre graph as that in figure 3"?(‘}expl ained in 4). The
area surrounding the line g/2 is highlighted and narked as 8013 IOV 2004
coefficients that lie within this area are the ones that are nost likely to
cause an error. In order of their proximty tothe line q/2 the first 5
coefficients are |abell ed 802, 803, 804, 805 and 806. The nost |ikely cause
of an error :%).ul dtbg.ﬁjcp coefficient marked 802 having a 2 6 NOYV 2004
35 val ue t hat* &% 2{5d" qver, 1 NTRY pasasoctens Hahe benr dosérhiat sk @ wikeseiki bed

in the exanpkds kRtreftelvaikdlvagdk : I oefficient's value would indeed
correct the error. Th(}a]_exa){(a:ﬂéél n@??%%?@%% écgﬁfgp@%‘lﬂ”&SQ%WS‘EIIQ"STS%M@CA? it hese
errors dependsmipgfiétyrisation dembineo i ehel @xitRithdte R &k BRGS ii&‘ bei ng put. and
the platformupon which it is being inplenented. An exanp algorithmis

gi ven bel ow. The prem se of this nethod is that efficiency can be achieved.
by maki g nmulzf,i qineisBUM8Gol@inas S st _.as SSi %g. However, 9999 -
out of 10000 errors wi Il %t%ﬁfgorrlgeg@gﬁ%lﬁcoteﬁ@m?qt? E]Pﬁlglptpge ..EIWEHFSSO%O@M y
best, in ternawd6p dpebaie dooffichmekmbdutb e LGN praRIMEBN i ol Al lll®

nost 10 l'kei{%ﬂe” r. and onlg do the work necessary for continul gT e ..
search if thitLs PRELs ate detiped fahpee, rpetivetherarsehy (A endalOV) Go6Micidnng i N -

the order of i ver 0000 | ynqgm.al s the speed difference will be
smal | on ave?"gtgg&%ﬁ@“% \eﬂ g |%P%b@%%n%mwm€hﬂ@af%hm the gomeipam i S

an i ssue. Theodffitiood slesa@vinpede Rang Q_OPﬂylg?%ﬁEalg ﬁ{;re%gag% g@%@ggﬁf) ol%’\éie %(]g) ------

appropriate G tables (see below, it w

reasondBl e t fepiTiCiants &yith the viluesl andwj(X)-&pse fivteney wigh mied valad al,caRidel steor ed
in a very effi.ci d.the original nodul g data need never be
referred to %éégd.’iﬁtm ﬁéa{gplgﬁt’rsélggetlh vglu? o %B?lﬁm?ﬁ“alskié(}fbﬂedwerfgw@frror
correction atgdiiciehwitiNoalee U téallewithadh §06d &S presented in the NTRU
patent application. This flowhart is designed as a counterpart to the

fl omchart describing the decoding system (see figure 3). 401. The error
correction routpRe~ys&es the algorithmparaneters N and g. It al so uses 25
the private key inverse, F3, but not the private key itself. The correction
level dét er niheEumbler taptashigemris firmedbf @eéd Mpafaeillyisiitrss HRE) draaaht ky\gn The
error correction mist be non-zeqlio, or the error correction routine woul d
never have bach CAlT&dYPHT 4 & f5cBirtne sxeema) His sectipn beiefly esamines tacteaf ver y
36 2 6 NOV 200« thaRisgkt¥ms Ahe i | I ne. cont rol, how
certain one can be tsﬁat an e??tg?éf}?%g%htlg%gﬁsé%ﬁ{seg\@% 3?‘“&%550 ]él?:‘%&lé’mg
failure. An BIPBF%Sarily high correction | evel, when the cause of the error
is in transm ssion, would cause the process to continue for an arbitrarily
| ong tlzére Any existing errors are 5 extrenely likely to be corrected in
the fi28t feThalNIRIPpstent dpplit@ichhedsef i j I - ui ckly
that the chapce of a yet lf%det ect ed errope?fﬁﬁggf}?%?g rhgr})ggfﬁ}e{fﬁ[%@&
failure of tHECHHTR REKESES -t hedbembler impleteatatiok dlay introdveed memgd abiitianal

" probl em t hat r : L sm ssion of -the .nes e, 10 The
“correction rfgﬁttﬁfér%’e&tﬁgi{%gﬁﬁ'e%g? #?g&ﬁ%ﬁr {5‘6}%”&85%% Ritols) CQHEBF?ﬁ%ﬁ%ﬂh %f?t,heathEFet he
ci pher pol yronéeskesebeloWhiesieseritledt with ahd helpPer Mn@éﬂ/%iasﬁ]réﬁﬁ.e@t fy; Ex{i@st%ﬁc di ng
system (see fiqure 3). e, is only used for creating the checknb ock> 1Tt is
possi bl e t o WG F}gﬁ%éﬁ@ﬁl W i amn gvith theit equineleiashori nthe ANERUbpatent
recordpfg t hgpitaion Qﬁgg_ﬁqgg h function after inputting e, and then
returning to tphi s state, instéead of a new hash instance, when a new 15
check is required. The table G-k is constructed from experinentation and
al |l ows one tﬁtﬁoéﬁtségkg{e e aorder in V\:hiﬁh varyi ng nunbers of concurrent

cte ;

errors are corre ArTEHen Ssfrkdhe progess hap seysained relasivebr smaleelt is,

corrected i mweevad dhythetkdyS clafich 4 dgL e j val far this, 20
tabl e beyond ﬁ_hedfi rst cogpl e éf ent ?t;ﬁesé.r tg%oﬁ ag{:eos ﬁgﬁ%ﬁj@? k‘/aé’leug%enare
of little acheved



i nportance. 402. Thelcorrected level is sinply a cm(ﬁ-’t?er used to conpare
with the correction level. 25 The value j is used in‘ctonjuncti T
table G It tells us which rowof Gis currently being used. (TQV‘EBWW
~Ap~, -37 The value of x tells one how Md&h a value, incorrectly wapped
nmodul o q, has been altered nodulo 3. Mre generally, if the value ofp from
t he NTRU pat-%rit tl&g,pgiec tion is chosen to be sonething other than 3, then x
will be cal calate Iéaxlg'('!]renp. 5 Centring .a polynom al nodulo q refers to
shifting it iLnto thE | east absolute residue . classes (centred around
zero). It shotFd We Pbreaiomeistant is despidhednas 66 spreyrst i figee titief figrsgef 1@ 2+1
to q/2. Inste the range -qg/2 to gq/2-1. 10 403. At this

poi nt a Iist%iﬁlgugr%gtaeﬁgﬁlgaﬁ#%ﬁ)w |1 order the coefficients of a; by the
proximty of their values to -g/2 and g/2. If values exactly equal to g/2
were w apped down in step 402, then negative val ued coefficients should be
listed Befor&0podpeikey Gatinad systrat ftakeiseint shenklgbrittne fammetalsy! A gV atuse,

and vice ver i .e%4a al to.-g/2 were wapped up. In the
exanpl e desc ??rg ed tﬁ:f? ‘?%i%g tﬂlr?)te(heg&%gwgp%i%f“é EPREHAn psdissd 16 bix h Haweever, other
coef fi ci ent svilabetdubdlb80sed. 803, 80-t, 805 and 806 in that order. It is
possible to record only the distance of each coefficient's value fromthe
edge of the range and not the value itself. The whole value is used here as
it makes it [ to.fol t.-he process. 20 404, After being reduced "
nodul 0 3, t hg@%r %I}enél“fa%owgc’l&n ]Iatj)r{gfﬁ chosgn rindopdy (fepmydhe seieth WhOEH isk i s
i nitiallDsed. ddjendemionl V,aotéscabed MERANTRES pbnShukltiBRe r{19rs for which
~a check is made. To begin with a check isp na%ebw(géra 1one@rlr?c’ f”rlg'ctly wr apped
~coefficient. 25 406. Here one takes the current depth at which checks
shoul d be naggs f TRMiLhed 3ple€; IS the first row of the table the
checki ng procedure should start J:Eg%ﬁ%g%trﬁoﬁ".qol? Eﬁt?ﬁﬁa"f[)lémﬁ%t@ﬁ t%ﬁ‘ﬁ]fld‘?ap a

val ue is no Adgaghmi HemoteeefBrient! Atmbd Envr@VA Rsitim tib adt 18181 8hyas
unchecked k- uplldes {'hn 4071, %andé(t he algorithmw |l skip straight to the next
val ue of 30 oUHC 1P W€ paper Faspdey FxchResy pshallipric Guree alvglorist hyn Riebarches
t hroughsal | Sogekpdiug 854ac0ekfHCi W | t hat e .ng, nore than
a certain di st_an%% avvay?( from f(’11/g&b%'?a@hy\ghE}g?ﬁt%??efrgmdg?égfIW%é’@ﬂiﬂt her
there are anyciRiedpiBesd | i Coptaatnitiaseringtr- elaghekw Xhecked, pp ki-5gpheist hat
has 5 been c i search at smal | er depth need not be
rechecked. 4€(§§%Kéjﬁlqtjglﬁﬁlgvegsfe 05 P} %ﬁ%ﬁ%‘%ﬁ%@@wﬁw tg1192|and clipesss @ t he
gi ven range, név fChoirplemdhirg #is MPbStheheWrbeRe fi i'rﬁtfd'-u ’ ﬂﬁ'n?é}! -Lriple
t hat has been ch??fen at a ngevi oug iter atﬂir_on %fogtfﬁ% a g(l)gr iaﬂ m %h%‘ré}f&:hues
of the chosePPRIe BHiwemtians o vettaraeprdsantationOisewe@ns il Bforerties dawfley  a

possi bbg m s-w apping nodulo g. 409. Using the altered a;, the decoding
process is conpleted. 410. A check is nade to see whet her the decoded

| POl ynom' al ahibh. tAsefoc il pheaxcdf thaliyn ek op#SScAlbBated AL Y. I?Lhﬁﬁ)ifementing
this algorithm a process of fast modulo arithmetic through parallel bit operations on a

vector representation is used (see §12).

25 105. Given an inverse modulo a prime, it is possible to calculate from it the inverse
modulo a power of that prime, using the well-known mathematical technique
colloquially called bootstrapping. This allows us to calculate the inverse modulo q

(which is always a power of 2) from the inverse modulo 2. Bootstrapping uses the



411. If the int egritg‘test passed then b; is accept QI as the next decrypted
pol ynom al. 412. The possi bl e k-tupl es havi ng been exhaust ed, QT_E N;@\arZ‘t]ﬁlti )
now extended to a 20 greater possible distance fromfq/2. 413. e val ue of
the table Gat (j,k) gives the depth at24whi ch one shoul d stop searching for
an error in a k-tuple for the current value of k. 25 414. The counter that

records .how f has been, sgar. inr ti i ntexof
t he search, f@%&%gﬂgﬁ?‘gd&%ﬁg}%ﬁm&e}% 05?\??%45@ %b%égygégﬁﬁgﬁ%&?ﬁgng of
achi evi ng t hipd yiinap thauidre: & fediukas’®d counter. 415. At this point a check

is mge to see if the corrected | evel has yet reached the 30 supplied
correction |level.. 26NOV2p04 39 416. |If checking has been perforned as

far as the cqrrection | eve eci fied wthouyt, havi opped at stage 411
with the decdééﬂeﬁ' B&?‘???Bﬁ?réclofnﬁ?’ﬁgﬁsw e 8#% fug gwgﬁagénte% and the
pol ynonial remains uncorrected Realistically, with a mninum5 correction

level this will still only occur when the error is caused by sonething
other than da0@dThig i§ fie same. compntationesiisn prdomesd mhke nHES} ParenisipRlcEYHeous

The rous of | Gikrk 2aa0L Brap R 4B BEREH TSR But P AT B plhsdiet’ “ana

the search is begun for a singleton error again. 419. The al gorithm noves
to the next row of G 15 The fol |l owi ng exanple shows in nore detail how-the
table Gis ud®8. Thpuiystekousthe pairgpls "117x - 127xZ - 45x3 -117x4. q/ 2 = 128
] Gv ipdex value sign 0 45 + 25 1 117 2 127 3 45 4 |17 2 ~ Nov aoo~ 40
I ndex 2°Corresponds to the coefficient with the greatest absolute val ue.

~ The coeffici eposTé piiblicrikdiy clemat tiendepublishedt Mhismrbeahediulated iratterel®hd t he
sanme sign, so it is conpletely arbitrary which of these two is |isted
first. For the rest of the exanple 1 will be listed first. Indices O and 4
5 have the sah® BBE¥PUPR val ue and different signs, so, assuming that one
uses the range -127 to 128, 3 is listed _fic{st . T(ge resul ti ngjﬁrderingh.wi |1
therefore be i¢z thefymblen eogrypyion gysteryizydeseribedydiy it appeary gl YEVAC 2.y -

128 =3 * 42 stlo%ld Tig]ee rceofrr%gaerec)j( efnc? ‘contrasted with the original encryption system

15 described in the NTRU patent application (fig. 4).

In figure 2, the symbol || is used to denote the concatenation of the objects to

either side.

20 201 The encryption system takes in the original message data (the plaintext), P, as a
(binary) string of bytes with an undefined length; the public key polyhomial, h, the
algorithm parameters N and ¢; and, if necessary, a lMultiple Transmission Attack
protection key length (MTA key), k. The process also makes use of the SHA-1 hashing
function, H(). SHA-1 is deﬁnéd in the US Government’s National Institute of

235 Standards and Technology’s Secure Hash Standards (FIPS 180-1).



Consi der the sinplifled table G-k 15 k=1 k=2 k=3 k=4.j=1 3 2 0 0 j=2 11 11
4015 20j)=3 11 11 50 j=4 15 12 11 1 25 This table indicatesztgﬁﬂ?pgmgk
order in which to check for errors. If at any stage the error&i scovered
and corrected, then the checking proce@@re wi |l be stopped. 2 6 NOV 2004
41 The procedure starts with an attenpt to correct the singleton errors

that are equgly: - r none,, So it proceeds to singletons
in the r-a‘ngeisjt W l(Zjoée %@gﬁs%fg’l%ffé%%g’%% t?%ﬁi.m#‘cﬁgg)ere?rﬁﬁ th&?ﬁ’iuﬁfﬂplﬁﬁ%‘ €h, as
poi-nted to bfortdther)i medsagenceke i dncitypedSatblt8n@ 6 &y NbriveniBnt ZaldPE Sindhi S
coefficient is negative the 5 algorithmattenpts to correct it by adding 2.
For the purp@é@e‘g@tl?rhi s-exanple it shall be assumed that.this fails. Since
G(1,1) = 3, one should continue eying to correct singletons until one has
tried all singletons in the ranges -128 to -126 or L26 to 128. There .are no
more 105si ngRéd.dhshe ciphenatquimndultigie Tedtisthi@Atthdk protddfbh, ahisti® appliedi®
correct a pair. However there are ng pairs in the largest range specified
by G(1,2) = 4 REgiRes %f?fea??aoqlﬂ%ﬁ%ﬁér‘g- Bpiea paBzemdwkduiesc m@c?qm@latae&&) r ow
of G and sta i i 18 e re.. 15 The rch
tart e wher o TaREU R At RS oL s slaR e Wit 31037 808 oo
for singl et oNElAlquotettion is steduthert & a @leRtR @f bhD theAbeqlibndeVB(KIPIL IReERt | al
errors are found r\?(Cszlc\t]c re it shal|l be assuned that correcting these __.
errors failsComsEie Ojﬁgﬁﬁﬁﬁma?UEWﬁFe@§6W§a@epﬁaﬁéwpééﬁsn@ﬁﬁﬁﬁpﬁhmI&mot
errors,wstarmerggm%ﬁhgagg@)@earch left off, at a depth of 4. When a depth
of 10 is reached three coefficients are found in that range, and therefore
3 potential pairs. Because index 2 is first in the list these pairs would

be corrected,; l,)_owi-ng_or der 1 .4) apd 25 finally (1,4). For
this exanpl ezai):}l] @Eéﬁgg{gﬁ\%’sﬁﬁgﬁgieﬁgft(kg‘??’ég%‘?f(ﬂ%ﬂﬁéﬁt LRy \’/%’E%%Pen B}gﬁﬂ (fe%?e
cause of the§enrhis iFakeyviillowbd blySthé BRQIHad B tek O fMRABRRE Hath PRORED RfAHe] 0?2

an error wll al m)tst al ways be corrected inthe first few attenpts.
6 NOv 2604 49utput of the sequénce generator (see § 11). To encode the XORed plaintext it is
15 necessary to convert the binary data into ternary, in order to fill the ternary

polynomials (m) that are used by the cipher (see § 8). These ternary digits, or “terts,”
form the message polynomials that are then processed by the PKCS cipher. If fewer
than N terts remain unprocessed then the remaining terts are placed in the next

message polynomial and an end of message marker will be created in 207.

20
204. Provided that enough terts remain unprocessed, a message polynomial is
constructed from the next N and then encrypted. If the plaintext data has been
exhausted and there are insufficient terts to fill the next message polynomial, an end of
message marker will be created in 207. .‘

25

205. A random polynomial is chosen and multiplied by the public key. The product
polynomial is then added to the message polynomial. This process is identical to that
described in the NTRU patent application (fig 4, step 450) except that the parameter
p has been iﬁcorporated into the public key. The resulting cipher polynomial is then

30 packed to fill bytes and inputted into a check hash function, followed by the message



6. Text Awareness If & cryptosystemis able to determ.ne whether the

" encrypted data is a \ga'l id encoding of its associated:plai ntext, b& .S ,then
said to be plaintext aware. This is usually achieved 5 vvith%(ﬁrrg : oﬁ@l*of
check hash. Depending on their use, sys&&ms that are not plaintext aware
may be susceptible to attack. An attack®that takes advantage of a systems
| ack of awareness works in the following way: 10 An attacker intercepts an

encoded nessagfynobiil ailAe bas pkheseridaitf #BhtiDal6 Peadado TRESREE THei bER ¥
before sending it on to the original intended recipient. This slight

nodi fi cati on hrely iseomeputereandtqpnaatenptedniesbaged phtho caer pelanemiat (sshér®ekhe

i.e. one that could ngt be, an _enco f.orm of any plaintext. In such cases
t he decoder 1%1%?#&“%}%@11%%58% - rcg}ﬁ%eﬁﬂcé}&rg’r’éssage, and will generally inform
the sender (who is the attacker in this scenario) that the nmessage failed
to decode. Alternatively, the nodified message m ght be a valid ciphertext.
In such & cas¥é& hHadegothsrypiid 12 dissde pdilsnemisbaape Hhedl Rracesfst ta dbe mex( pr et
it. Since it has_ heen nodjfi whi-l. st .encoded, the decoder nmay not be
abl e to make & er%l%{s]%m%tlhf g’gri%ggﬁélﬁ%?xqt his is irrelevant to the
attack. The attacker repeats this process several tinmes, recording at each

stage which nodifications yield valid ciphertexts. By anal ysj ngq{thi s, the
attacker is ai%e ¥dsamliselyethat the slmtedt datmevidh g smiexadsHpRer afy msewee
takes this ap - arp&% l‘?iﬁﬁt. |4l A iheaukarhas gheck
based on bot hﬁc{lﬁ%ﬁﬁagsﬁ%{egﬁ an C%lﬁlht e dcfﬁ%hgé%tfgigﬁk'%ﬁ}@ laﬁ OWs us to
descri béQTunbpaynommisehat! day be didled cempletmhanghng the proGshNOdcABOUInAZY 3TN 1266

preferably uses_the SHA-1 (Secure Hash Algorifhm 1) .to c te a,check hash
1P or each gnco V?E‘%’r’ipég‘?es ;ﬁ(ieiasit @eaﬁgﬁﬁetynpw %C%@q%élﬁlﬁﬁme@ of
National Inst inte(kﬁ?ﬁe Qﬁecﬁﬁlﬁﬁﬁa(lrsgés §amd THEC AREhAGMM Tread&Us @ 2Hasthernd 8N GaisshgeF! PS

180-1). 5 As ea message polynomal is encoded. both the original nmessage
pol ynomi al anthatiee Fles ofatkents iocded inpbe pleomtes andreayuseditas thenjgsttingampleign

i nstance of - the SHA-1,al gorithm. 10 ring,encod ng, t cipherp i al
i s taken as i Alyoieef iprpgin?g"é%l' ﬁ%@lsscsgegﬁ%e ﬁ‘gd tqﬁemﬁsg dpr%%ﬁr%@egs}ui%emg@
event ofjsa degQdh&anedsi® polFhanial. Pherlagaloemial isl snipiétsd vaackadohaerts i
byt es as descri bed below, for transm ssion. The bits required to represent
the first coeffdcsident are placed in the least significant end of the first
byte, and so on, and the |l ast byte finished with unset bits if necessary.
15 The nessage polynomal is then packed to fill bytes, each coefficient
this tinme bei ngs.s e ésenteechghbypolwontialt Gr gdesiblybilesiastr tevouneedage fpotymemials)
correspondi ng coefficient is zero; the first bit is s_e} a‘{1g_lt$n§ gecond S
unset if the ESRPBENOWHEILY eBMIGE PERicrigmeysagePYRIRR! BRY Defnd UdPesspes he
corresp .'ngpﬁagké;rg?éﬁdv?b ik irlthe bimé falfUSss 241NEhet ABsdel bl nbmiAgcoNd bit
is set ile e first 1s unset. I The packed ci pher and nessage

pol ynom al s are concatenated, and are then hashed together using the SHA-1
calgorithm Th hed output is then 25 transmtited to . 1h eci plent
Cunencr ypt ed) Mol sercHoRin of s pespred gyl ackRLldf PR RS Pipe
hash will add gt ouachp?le Bt f @xlsh§ oRPWA Qhtht RXds, FQlldwedt anediattlyes): its
Fewer additional bytés could be used, but this would result in |ower -
security. @s®cidd cheddblagk, forms the encrypted message (ciphertext).

25

3.3 Decryption

Here the Tumbler decryption system is described, as it appears in figure 3. It should be
compared and contrasted with the original decryption system described in the NTRU

patent application (fig. 5).



Exanpl e The nessage Pﬁ| ynomal {-1,0,1,1} would be g¢htoded as the byte
10001111. 5 The last'byte is finished with unset bits if neces aém auﬁl’hi S
encoded formthe polynomal is concatenated to the end of the éa '

ci phertext, and hashed for transm ssiom+o the recipient. 10 During

decodi ng, the ciphertext and the decoded nessage pol ynom al are
concatenated and are inputted into the SHA-1. The output fromthe SHA-1 is
then conpared with the original hash conputed during the encode process,
and received along with the ciphertext. 15 |f an attacker i fie

encoded nessafb Theedesrption seyep tkes i eﬁ%%ﬂ”ft a@ﬂ%erﬁﬁﬁmﬂg‘?’gh%%’ﬁa&%t’t is
still conputationally. i j f e fdegdd Essegsarty 0
mat ch the ha ﬂbef PYHe® 15%{ gﬁﬂigﬁhﬁngé@é%%hﬁ?s%ﬂﬁg Oergaiﬁ?lggésige’nti ally y

i npossi bl e t ghaMTEx kefie:. Thp pesdeealsamelksst idel ofpths SHihi hashisg furzgomhE0sist em

then rejects all nessages whose hash fails to match .t.he .,origin Whi | st
bei ng caT ef ulfigust 3 the symbel listuged ‘é’é“?ﬂ%tf"'%bq C%éﬁeﬂ%tfontcﬁ ec?béﬁcéﬂoe%h l='.{Nﬁlts?é'val id.
It is possible that wapping failure may have caused the fault in the
decoded nessage polynomal. If error correction is switched on, the ci_ﬁ)her

will attenpt 5.t sedueet useheao frefit, tin wydarstonspeciie alchdiad PAYRRIBIEL: Bed!
above. At each stage jt wll be necessary ta.r.e-c te. . sh to
see whet her tq98ta} &Brdeﬁagteﬂé’éﬁ’tﬂtF’é‘é]tafaf‘?@ﬂﬁleé\%ﬁé‘eprP%g@ (%:hl %er%fpg%%ggr%h?ns t he

sanme and only the retrieved nessage polynom al differs for each check, Tt
is possible to input the ciphertext into the hash only once and (}hgrput t he
messagelpol yratt Ehcleachyttechpolynomial andngsvreérscheck ek grerasenstThgeh §4mphe
- hashing the ci.phertext .and the pl aj t ppoduce an integrity
test for bot hmpl%er{?& Wﬁ@?ydgﬁgrﬁfégg%%%ﬁng\/\%gﬁé&gE]ltsf%ﬁqfly wel | for other
ciphers. 5 7. Miltiple Transm ssions Tunbl er includes the option of adding
protection against Miultiple Transm ssion, Attacks +1..10 . Shoyl d. sanme
message be end¥4yglednearrgety @Hg}ﬁhf@ BY heoRTE A hEH > Bﬁéggﬁz’%ﬁ%‘: ?rﬁveat%g%?gmrp\)'%g?'i C
key and wi t hout, MIABEOLEG!H0Brodkls ARYibOCH BECHRIS UpaeRtipplieatlon, afikask.
It is inportant"to be aware o The possibility of predictable simlarity
bet ween 15wo MeEsAGEBand\EaY, clowptakeitye Tedelnbf fhicafiisemaltiplinasinndgscaelideR 355 uch
as those used in 15 enmmil, which are often .predictable. If the first few
byt es of seveitd$ neadsd MYSEORFETHEAti cal then their first nessage
polynomals will also be identical and hence susceptible to a MIA. Suppose
that a list of prices is transmtted on a regular basis. |f t,hg gtta%kée)r
makes the 20 @05 &dhstaissumiotdf enartdhiat intthe sgyme eay 2 #has oh erandanig > (§97;35),
woul d al so allow.themto enploy, a MIA , The.securi nhNg eTIE SR898s
pol ynomi al i s UGa{h&¥n 306}’1&?‘1!]1@%}3’5’885% oty 8 ﬁj;éé%tg?ﬁgéyr@ encryption of that
pol ynomg . If, gaéﬁtvﬂﬁmé Hassaled checkdsibek Bi.ng thdevenathdoemdravrseti@onegde
has access to t public key, it is then trivial for t%?to {ﬁit reilte ﬁsi}xpe
~original nessagés eEmtdyediomea polynersishguanyssucBashesifaay § S =
determned “on_the fly, for h I 1.8l . H$hdBaRSftthahadhf fupdast dfyert he
same message i8¢ §¥Rt ﬁ%ﬁ%%‘%ﬁ&(gﬁ%g #ﬁ&é!\%ltﬁo 1rgg(;}cont ain a different random
factor. If an §tpekere kn®vefofothe dgrut af b t hat two or nore

25 306. If the transmitted check block matches the hash created in 305 then the decoded
polynomial, b;, is accepted as the original i message polynomial. The terts of these

message polynomials need to be converted back into bits (see § 8). This conversion 1s

performed in sets of 12 terts.



Il ...-.. ~. ~~ 6 NO\/(;pp~ 46 intercepted nessages ha’\;g exactly the sane

pl ai ntext, they can conpare these nessages in an effort to deter?riqlﬂ Vh§UU4
random factors used. Even without MIA protection, it is not genera 9
possible to determne the entirety of 528 he random factors fromjust two
copi es. However, even .sending two copies mght significantly conprom se

the security - : sage, while sending nmultiple copies can allow the
attacker to ag%’eﬁfr‘ﬂr}lebﬁg%ra}%lg?Ortvﬁﬁbmb%?élﬁ?‘iﬁ%lffelt%ﬂfall91 Yitsgptotaraibpesof thpenosthie sEtsnbl er

MTA protecti of13yatseWRARIOVT 12 1Sty ' together. with a -'-10
random y sel ected key (eg using a gpl,’fggu %ﬁléegﬁ)gglﬁnk %ﬁ%tedrE %gjélgseegaf%or(ﬁ”vf’rémé‘nsure
that the pl aPAtielnto ﬁégss%tgwef it &5 8ot mncowrd fse08T 2N PitobAEEn icd@RFIrgdkage
nmessage sent lﬂtrl&n{f éegﬁe@am' key. The stream ci pher does not directly add to
the security o tge sage as it i-s broadcast with its key, and thus need
not be & particularly secure cipher. It nust only ensure that two identical
plaintexts Wi ll differ fromone another in an unpredictable 15 manner.
Encodi ng wi t BU¥-heheTtgrhre copmpaeg inpditsi(see ot dranthackslt as caRdRmtEdio R. R

pseudor ando 3 rt of. the plaintext. Thi's key is then used
to set the irT)nSi tial ﬁ?%&%@%gg@g@%ﬁ%ﬁh&g ags %ﬁ%@F@?@r ator (see 11, and
step 202 in figure 2). 20 Subsequent bytes of plaintext data are then XORed
wi t h out put éégg t he %qenqéjence Generator before being inputted into the PKCS
ci pher: see 331%‘13 Ofgdyilie @reyious polyngndalctbelidegryptidn gusteen Bien prdreeds tost k
bytes qfy dat %errﬁkygdg%tgdrnﬁgy}ﬁo%a}PKCS ci pher are used to set the initial
state of the Sequence Cenerator (see 11). Subsequent bytes 25 are XORed

wi th output fromthe Sequence Generator before being outputted as the

decoded pl ai .. See st 1 S of figure 3. 2 s NQV ~aa4 47 8. Bits to
Terts \Wer eaghgﬁg‘ei gali*?%’%'%n‘f € lﬁé’f9°§ doey met maschithe dash prsated 6h S0 eblerPHIES

al gorit hm hasstoasd HARERE bg%mlﬂy }; th icients can take the
values 0, 1 or -1.@ e nmessage pol yno@fnlﬁ%? I\“A;é@% g?’gg’fné?lﬁlhg of ternary
digits (terts). Anethod is required for 5 converting the bits into terts
and bagk agak h conpl ete set of 19 hits of the nessage is converted in
t he prggent %irllvg-ﬁ?% oOrPCt{Ong 12 P SPPECUOSACHVG & STPraRqErasoR FYStem eHeypes to

98. 65% whi | eceddravd miﬁélmeafdg%fpﬂglnbﬁﬁﬁﬁ%e%@)‘?ns used in conversion to be
performed using 32 bit integers. met hod usi'ng' -- 10 integers of nore than
64 bits would be nore efficient, but would offer a gain in packing

efficiency t Mol -when_co red with.other packing

i ssues. 8.1 iﬂngtn\P/[\eP{rQ g#g%&g?elagf% és)%égﬁ ﬁélﬁgepgn%qg%%as%eﬁsa dhisssycesesiilger theeger
whose | east s@fing bo@ntffadnth, tonadat satulbRdiNS0FPARBAPROR HIHEA QGRS the
bl ock 19 bits f.rgméﬂjg g_gsage, and whose other bits are all set to
zero. fere tRHLURBLRR the cipherpominues grenarmebger s taking the value 0, | or
-1. 1. x is divided by 3 and the remai nder cal culated. This val ue can then
"be used to determne the next tert. O determnes that the value of the tert
s 0, | det ¥l ddes pont isaeadhied iff ah weroothas beciraddt andshab mAGeen dk-&tdd Neg t hat
‘the val ue of thet ﬁ%;di vi ded_ by 3, discarding any

rt.is -1. 2. [
r emai nder . S?IE%arlfpg%}meg%aﬁgoﬁ%ﬁﬁgorf TepRvaredhln st gases ithewholrgnessage is
discarded at this stage. This is because most uses of a PKCS require the whole intact
25 message. It is possible, however, simply to record which bytes of the resulting
plaintext relate to the current incorrect message polynomial, skip to stage 306, and

continue as normal. Only those plaintext bits directly converted from the inaccurate ,

message polynomial will be affected.



Clearly, this procegs'could be accelerated if in st€p 1 x was djvided by 81
instead of 3, and the remainder then used with a tabte of the 82 pdddi BIG
4-tuples (ordered sets with four elenments) of tens to determ ne the val ues
of -the next four tens. x would then be 9V - 2 6 NOV 2p~~. as divided by 81
in step 2. If this approach were used,j%he process would only require three
iterations instead of 12. Even greater speed could be achieved by a nethod
t hat di vi ded3x4,0yn 6200f faadd ®g of M2 tditsriadieatad gl end6f Meagtsinagken Aldbteriok 729
possi ble 6-tuples of terts to determ ne the val ues of the next six tens,
and then di vibgichig o% teijs apegconmgrted & oits ndiotangateraied i Roriipalbn thit dlrsknider
and one divi sj,on rati V, a t f I Rg: .S :

i npr ovenent ilrﬁelgrr)eggcg u&%gﬁgeg s\(l)&slﬁgsfsaege glr%%lm%é&ggFe%eég’ghggﬁg&?ﬂg?@e{rseethlen
code size. ThaneWdl ofreéee oBtheGtts conthiged RS Tapeibd: vdndt s deen sénvaitghtre

| ookup on a table of all 10 53144l possible 12-tuples. Wichever of the.
above net hodsliscardgded, the conversion process gives values in the range
{o,0,0,0,0,0,0,0,0,0,0,0} to {-21,0,0,-1,2,0,-2,-1,1,-1; 1; 1}. Thus, not

all possible 12-tuples of terts can be generated. This is because 3 ~2 =
531441 is greadfeAt thiastage B s thd phat@88lataTivith ths MTrp eratesitonasillsappiedf Theens

that lie outsjde this_range e used.to signify the end of the SS . The
| ast i noonpl at kareapragieM LR key Ko thos ad isediecs ol t et BRELTG Tt he
required numgep, %F%?}Q?;ﬂigiohsusea_ hignl 20at K of gt BE: theabqu¥Res 8UE dabdcally

excl udi ng the pa , . remenbered and used for determnning the
val ue 0f0t he cenddetd iebs alfjecromnrlk @ractiSee se@ieher off all tenes hagearoaifiest. dhistiningt

Sequence of e s ek 83 698 ob A HROLO ok RO RR! pileS FBRIRCe G '
| east si gnifig_ant bit to the last and nost significant bit. Regarded as a

deci mal integer, this sequence of bits is 144090. The val ue of each tent
can be cal cul ated as foll ows: 30 r~('v.. 6 ~d~~1 ~uu~49 Nunber

e S B L0 B . el R 5 e
16010022460! OactuaBnessagdb-1 . 325336 = 3 = 17781421778 = 3 =

592-151592=3=197162197=3=65- 17265- 3=21- 18021- 3=7
0917=3=211022=3=0- 11100=3=00 Therefore the bit sequence 0101101101001100010

will be convejt I ent sequence {0,0,-1,-1,-1,1,-1; 1,0,1,-1,0}. 5
8.2 Conversi % ?dom Fﬁﬁniei ts Wien the data has been decoded it wll

agai n take theadhaime efciphet polyaomiap sl denodddamsing thardT R Herlgirithmghereig a small
conversion process,.Ww |l .need.to he reyersed,in_.the follow manner: 1. vy
shoul d be tak%rﬁbfs%lltﬁél"?trl%wﬁgfa&}éo g?c%@eg’ﬁ?lﬁi?l thF QHEPRLRETRE %0? WAL set of 12
terts. 3@ This is clearly not relevant for the first block, for which there
is no previous set. x should be set to O initially. 2. The tents in the set
shoul d be nunfbedeuypiahe eiphiriolynonials Wingthe private kend qne firsteAMPRES0 add 0 to
x; if it is 1 add 3" to x, and if it is -1 add 2 x 3" to x. 2 s Nov 2004
"so 3. If x has no nore than 19 significant bits (and is therefore | ess than
2~9), then the £ifdte@®dbigds of y are the next 19 bits of the original
nmessage. If x has nore than 19 significant bits, then the end of the

origi nal nmessage data has been reached.

choosing the coefficients of @ in the interval from -g/2+1 to ¢/2. Treating a as a
25 polynomial with integer coefficients. the message polynomial can usually be

recovered by computing



5 The val ue of x can(be used to deternine exactly h@W many of the bits of y
are part of the original nessage, and how nmany nust be di scard:d c@fﬁ B
for further details. Exanple 10 The set of 12 terts that were aﬁ 12984
above, {0,0,-1; 1,-1,1,-1,-1,0,1; 1,0}.30can be converted back into bits as
foll ows. Number of tertValue of tertValue to be added to xNew val ue of
x0000010002- | 2x32=18183-12 x 33 = 54724-12 x 34 = 162234135 = 2434776-12 x
36 = 145819357-12 x 37 = 4374630980063099139 = 196382599210-12 x 3~=
1180981440901 FO0IA4QR0,35 6 NOV 2004 sl x does not have nore than 19
significant _b:i‘{s (144090 < 219) and in binary is represented by the 19 bits
0101 101101001 100010. These are the sane 19 bits that were converted into

ternary in tivhepr BMb dieSneoraniglfenodlloD ( ENd rof; (%ﬁwe a Marker A binary
r'posé’ o

nmessage is converted into ternary for the pu f encoding (see 8).

This is performed using blocks of 19 bits. Clearly, not every-nessage wll
have a | engt LS: t multiple of 19 bits, so, if necessary, the
| ast bl ock o?h%ggh'ln?%m\?ﬁls?ﬁ%@gs padded out with random bits. These random-
bits are not part of the original nessage 10 and nust be renoved when
decodi ng. The, en d nessag t heref qre include enough information to
det er i ne exgzct—l mi_c b?t sggpzsig’r(Pogf q’She nmessage and whi ch nust be '
di sregarded. Farf Hepgot €, "de gncediivd gBCchani sm operates on ternary
polynom als wth %J*15 coefficients, where N is an integer paraneter e
det er ni ned by ThR%ke§ 15 reﬁ‘dfnr‘?. e nmessage, once converted into ternary
digits, “cannot be expected to fill an exact nunber of polynomals. As a
consequence, L ;i ble that the |ast polynomal will also need to be
padded out V\ncltohmlrj%ntﬁ{)s?ng)st%gpﬁg?vagiipﬁih‘t% fﬁ%gh%pﬁépmﬁggaqa@eyé@bg@gsﬁ {18 nust
be possi bl e pessthlstLaRh : .nessage mar ker. i.s added
to the message, t her ef Or?é%éi?%@ltr%ﬁ Emg%g?@dlggrj&&%é%%@ﬁﬁ/ﬁ%ﬁw e?ﬁgbgrlia&gnal
data term nag@dso ihat i does wt beangotvén il abe fferentRird ediut el me@MYe). Thmednsbi t s
to terts wl pever. ge{'}rllera&fe_a 25_12-tuple of ternary digits in the range
{0.1,0,-1, 1, Bt feCNqing theycosfiiciants phf f eymodulo y intg the; inferval from ~4/2+1 telg/2,1 } .
The valjges i pcbiir§ eX RNPfhe o8 ghkaused as end of message markers. As
previously stated, the | ast tﬁoc?( of the nmessage is padded out to 19 bits
if necessary, and then converted to 12 tens. Imediately followng this

bl ock, another_ é*6 N_%B,.Z 04 s? set of 12 tens is added to the nmessage as
an end marker. T% ehd rker is calculated in the following fashion: 1. B
shoul d be assuned to be a randominteger in the range 0-375, and A the

number 5 of Uerbgske pRERaGLalites! RARSANGAND ﬁ{e;'vaf%té LOnTauPh bSa . ¥

19 x B+ 2 ~9 is converted into 12 tens in e 'set's
of 19 bits hdafmegdiegi2olbe yo»mdmsemue:azemhegh@tdreﬁamaﬁioﬁ@f cObfricens w | |
-1; 1,-1; 1,-1,-1;

beinthera{fge 0,1,.q,-1,1,&,-1,-1,1,-1,-1,-1} to , -, -1
v QOIYRORHRIS & @ apfid are 4950 e\ aofonsemisagreohthik dhe pifbebilinttiander of
ens. ,O her cal cul.ations

. the polgnom @efii§edth i1t.hrandom
‘coul d of course be tugg?j@?%qg%eog’?%mﬁ\%e%gn% glg SO ALY BRI SITHETt hat

the result itese vvdsedsoodictatenisow hany frakdiblequil ot alk iBerp Q88 bPERKSHHE Gandis €d
to 15 repres fromthe end of

nt -nessa ...and that one can, determ ne,
nessage nar ktz‘Fl:ef%?]E?Wgﬁ?geC?WetﬂFﬁ b ECHFILY Helithassanhues errlangsenopglicheteat i s

to di vi de thgip¥aidoahi doRf ' e space, up Lnto, 19 parts,.and
to select (eg at rgngjorﬁ:;l%gr suvgﬁﬁ?%é?@&ﬁérr%na 5‘%‘3&3 bﬁ&?’keeﬁo é)‘?eﬁsrﬁ%f"’r’fe
appropri at e gact valee imalfasible astxui o6 kinteh @f 1hasd val@eshirk So small that there is 10

20 chance that any of the coefficients in the above polynomial will lie outside the range

1,-1,-1,-1, -

—g/2+1 to q/2, then the security of the cipher will be compromised.



represents the actual”end of nessage. 20 The paddinqﬁﬁf t he message bl ock
" could be at the beginning or at the end of the block;” and the §r$ gg 4
nmessage marker could be added to the front or to the end of th e yt@Wt
_ block of terts. The direction within a Bjock is nore or less arbitrary, and
hence expressions such as "fol |l owed by" can enconpass "in front of ' when
the block 25 is considered in reverse. :: 2 6 NOV 2004 53 Codi ng Exampl e
For the pur poBlespasimetei shodscanpiddn Tumbies givgppprebabilityof apprexianaiele 10A11P00 bi t s
of the 5 oriq%gq%,nePsa e.left to encode when the final block is reached.
In this circutgtBAEEY R andom bits are chosen and are concatenated with
the 4 nessage bits. In other words, the 0", 15, 2"d, and 3rd bits of this
bl ock of 19 belong to the original nmessage and the 4°", ..., 18 " bits are
j ust randon1pq%ghng“+ef&§ntherefore set 'to be 3, since the 3'd bit is the
| ast bit that |l ongs to 10 the original data. This-padded set of 19 bhits
is then converted to terts as normal. After this, an end of nessage marker
i s chosep. Fi gt have aoceiiciBni shat es entside thé eangange+0+3¢R. Thix mehes thatr theses

of this exanple, B wll be_given a value of 122. The follow ng cal cul.ation
i s then perf o¥aie of somasodfient(yygll pyiranslated hy5p geHg ¢ H§Stcst5 lé‘r‘%i"B?!fngf

this integer | . LYeS. iR vhifl dadde9: -1, -1 1,-1}. 20 Note that
this is greatgéég\?f%gﬁl@%(g%:eﬁgﬁ f]af(r)llqiqill} as can be clearly
seen fromthe fact that in the forner 12-tuple all four of the leading ™

tents (those on the rfght) are set to -1, while in the latter 12-tuple the
fourth tent. is 4*@%B®0 0,1,0,1,-1,0,-1,-1; 1,-1} is the required end
- marker. 35 When the nessage is decoded, each set of 12 tents in turnis

conver 1 0 back 11019 PLigy L JORELALLIAR 0 ALl ¥ingtite, decoding process

wi ||l eventual |y 'eAcounter a Bl ock o i e outside the range
for conversion back into 19 bits. In other words, the integer obtained

t hrough conversi gn back into binary has mare_ tha 9 significant bhits. (See
8.) 2 6 Nov -Pipuresy emphs ap cragel § hoRgAohd eotga‘#éaéz%%a rrdRa o %\? Teapt
this end of messaag; hegﬁﬁeshﬁ%dﬁged?.Pfiﬁ{?‘égéifgc%f%a% eBrebiniad ¥y ddidplased at

subtracted from e result Is divide , and the renni nder taken.
This retifrns A Iefighthecld@vebiot theipfvaluh dbdiiveck Oi amdepi Ahisliy ther palwaimigl thee B end

mar ker, the sequence of .bits starfing, wt he,0"h up to a in ing:1he
A" bit are keptgeo?_gg%fr W&Fﬁ%ﬂov‘?‘k @f?‘%‘-ﬁl‘ tF|:‘ﬁe‘5_le|‘:% 5@?%05330?&8 %@@%@9 g
random paddi ng, M\{e%lﬁfﬂed:@éihgbﬁe HaSCRsARE rdi@ngcldstd) agihy shepRitTEM@ bR MSodulo
Decodi ng Exanple 1 )
a power of 2 in a computer will leave numbers in these classes. In order to recover
the message the polynomial must be shifted into the least absolute residue classes
20 (between —q/2 + 1 and q/2). However the current form of the polynomial has the
advantage that all the coefficients that are most likely to wrap incorrectly are
collected together in the centre of the polynomial. This zone is highlighted on the

graph (the area marked as 501).

25 Figure 6 shows the same polynomial as in figure 5 except that it has now been
shifted into the least absolute residue classes modulo ¢. The area that was marked
as 501 in figure 5 has now been split into two and is marked as 601 and 602. The
coefficient that was marked as 502 in figure 5 was just above the ¢/2 line and has

therefore been shifted down by ¢ and now sits at the bottom of the graph (marked



——

aE 2
For the purpose of this exanple, it should be suppoggd that the block of 12
tens calculated in the previous exanple, {1,0,0,1,0,1; 1,0; 1,-1,-1,-1},
has just been received during the decodi ng process. Wen these 12 § &y 11
converted back to binary, the value 5268809 is yielded. This is at |east as
large as 2°9 (or in 15 other words has nore than 19 significant bits inits
bi nary represe j . tgactj 2.9 and taking the remai nder on
di vi si on by 19%?‘%95’?%%&% %’8“ﬁf%gtPOlYQOEIWgF%&td*fllé%éé%‘ml@@é withalis infvedq” h,
15", 2"a, and Yodedivesthebripingl rﬂésﬁéée%@nlahﬁﬂk of 19 bits are valid message
bits. The other 15 bits can then be discarded. 20 It will of course be
understood that the use of. an end of nessage marker fromw thin an unusabl e

space for nessagepcarryiing.is.not .restricted to the bit-to-tert exanple
descri bed abovzi,qglrll%?f‘br f’l{c%gl&éré"elyrfoém?ltp# i ﬁi‘tfg*dmt trlatme tQ Heecpglyrorpilsraseehedt 19

bits beisSng conviers eddte® The belkgomitt RefotCR s} i vingya change, of
modul us coul d be ysed, ptov?d.g%_o tlhat_ LS @?@ﬁgm& fapPed ad s
i naccessi bl e spReEicionts Wl albdie it ovitkam tomahperbe /2 +Gan grakothakunb befynBreAi des

two pseudo ran e rating algorithns (only the second of which
the present app %g#pecér‘?gﬁggrag e’f‘%‘g%at‘g} otxéé‘f"atbf’léihe BetREargbPe tenoveisti | i se
the (" ~ 6 NOMR0O4rr. SHhislwillchapp& Wit %rgﬁ}ﬁtfg@?%gpgg%f ri?gﬁooqw

distributed bit streambased on an input seed. renenber
that all PseuddFaidsiniRaises! @esser dn dhis cpmdleshe avaffiGicnniaiked ias FBylics ™

det er mypi stic : . Ll | .only ever as unpredi ctabl e

as the 12 eed. Tﬁiﬁl(igé: gttlé)kiigﬁg#%n%ggﬁ{glggn%? ]ﬁsvn\%hah'gﬁ F(#H{?“%/{b % € Iﬁéﬁﬁd‘é"i’?}s,%oﬁ’ﬁéflat es

in a simlar ndigues 61 phitaeyuicdlfierto coPRhSoaliAlymaN@b |25 ﬁo@ﬂl%g;‘agﬁsﬁg not
y

cryptographi ¢ PRNGs, - _&%\S%Random and MDSRandom™ provi de A, and
Yarrow, from CSIRPElepEmadulady e qogfiicigni781 has beenavrappadyto tiihpositinrt inatket nput

i s hashed, and goBiig fipgsly output is repeatedly re-hashed with a counter to
produce the random bit stream At any stage it is possible to add nore
i nput, which is hashed together with the current state. 15 Figure 9 shows

how a sinplified version of how such a generi ¢ PRNG operates. 901. It is
necess Z:j y t o{t Ledd ag{ %ﬁﬁ%ﬂre SFSEFOBE Iﬁ%ﬁag%}’ ddighoit i Rassiple tgknpwi wheshersrrat e

on which to h&s® etdr hed h&ague - 1l N i t is sufficiently
unpr edi ct abl e achi eves thi s,@%S?S%W@alnfyﬁﬁéwg’ﬁﬁoﬁ%%g %rygt%ﬁe%jlgﬁfe&e
unusabl e as PYEuiBiakandod/20c daven o8licty dat dedoderysual iy impdsaibieeh Byedict
nmeasuri ng reﬁheﬂ{]\%r%gq;v?nntts.lsuch as the timng of keystrokes or nbuse
movenents. Thie dat a i iearl &g eHOFepy Peseong Riksivpiyae thegieof sase dorto
hash toget hesf an chedki thag ithat LRfBRs AHRN b y0f O oindNaStad 48R, Al

i nter n&x{% state,. of defined size, that is rg egﬁgthétﬁrlygs}n;eintd?tgp)#ﬁﬁ%gth%
unpr ed®t abi FIEXPLSR/ deriypRyy Pieresht Susbta dheck he alsamecasary tts psivast skt irks  of
entropy may onlM-have 16 possible collective values and will therefore have
4 bits of unpredictability. Using this hashing step one can enter enough
?_ntropy to guarantee sufficient unpredictability. 2 6 NOV 2D04 56 903.
‘The out put fJ1:0m9 2,.to%§éther with the value of the counter in 904, forns
the internal 5% HEE1adim feplpraddy Gemblenty deface deradingfaitureris detailesicid §t & amdry-
each bl ock Ofe UsaRIGF : . ith each bl ock of random

out put. Since each bl c??l%@% Otgﬁe%uht()&{@ﬂggéélg§§nh the counter this results in
the prddluction of different outputs. 905. Another hash instance conbines

the result o% tEe first hash 903 with the counter 904. This hash is used
agai n each t¥ 0 of random data is required.
Wrapping errors were a recognised problem at the time that the NTRU cipher was

proposed ( NTRU patent application, §1.3, p. 3 1). However, the routine suggested for

resolving this was flawed, and did not correct many instances of wrapping failure. The



£ .
10 906. The result of.the hash in 905 is the pseudo {f'andom dat a. [EWI 42
upon the application this may (but need not) be a string of pseuao r dgm
bits. A precise description of TSR follows: 15 H() is defined to be the
hash function; XY to be the concatenati3gn of X and Y; C to be the integer
counter; E, to be the i " pool of entropy that is added to the Random
Nunber Generataqr; P;;. t ﬁ,e,the j " 106-bit pool of random data that has
been gener at 8§t dnE’é(Olc"ﬁ‘g sPHpeg thst Petyegraiaba frombabavihe by 60nbiltiple ntfed.nEhisst at e

t hat t T - [ Jds first initialised, the, t
Ci and | o anged ey B AOGRARK A TTend Rt \FabSe cheruam

When the i’ " nplootapptd,emtirdipyot slérnheitviied dfmig dthee BRY¥GcicaKPRBS] ARyt hak the
current 25 stazlt e%d' S gt; ;a}f%en tg‘(ﬁ)hne_w state,."S;, becomes H(S~;, _,~~-F;). -
When nore daf&UFE PRduPPe & o matshin s often sansed reesnsflicientbyhosrevand layhe new
pool P~sbeco AT LW o : 04,57 Thi.s hod acis as a
secure r?ec hagiﬁ?r%k%r?rn ap()) ﬁ)h ucing toaéle "ha E??Hﬁ@%e%&){y E"Psrﬁrpéf)‘f‘}f)'ésqﬁ}fls ?’to}l@;rﬁﬂtf rom
entropy i npubaveecuiied t he di sadvant age of onhly possessing an internal '
state the size of one hash output. SHA-1 has the | argest digest size of any
commonl y supported hash algorithmat present, with 160 bits. This neans

(1t gt o s pbl G ok UL A L AR RIS, ORI BRI

than 2~6 distinct Dit streans produce en 1 nput "~ oper _ I
crypt ogr aphy khownsasofapefaildees iThadbecuro wth aPiRetretaySitapped cBEMRLR HY) tO
be chosen randomy out of an extrenely |arge space.” For exanple, for N=
503, tHére apealuciihapisatdeessiaplclokMRUCRKES aprdrmeatly wmpped Icbeffidentseftthe PRNG
With an internal statg.of 2@ .Qne seedi ng operation, then at

: , Wi.th only ]
least Zszo of*PHé& PHsHh NSRRI LIEGNF ﬁ%@%gelﬁé aJejseus.cab. thpse failwieAagvereedi ng

operations duyd, 28t ' j.ect 1s not always a trivial 15
task. A seedlﬂ{r%l%gpe(?g% ?%ﬁ%g wa?%s&g%ﬁ?%%&fa C&Haacg‘f‘ﬁlslo% T OUGBERCKET €Rr ough
measuring themillieal padfoinialsi Whidhnes &fufisicRAGCoREAYid Ye Hick® BROWH¥act!y
how t he pl atform on which the ci pher is bel ng uselg l|;nt eer actlg Wi féﬂ t a§§r eal
worl d. We prapRliatione sol utions to the probl em of achieving sufficiently
random Sata in a 20 platformindependent manner. z The first is a self
re-seed' ng PRNG This nmethod is fairly sinple to explain, but places an
extra requi r ¢HRpEinQpPletRBinaYRIEHTEP el Sfreclion Svmp) uch.is only
sem platformi ngepegdent. 25 The bgﬂé\@}lc I nt e?llé\g)fs‘?%éﬁ%ﬁ&éeﬁhqg{ﬁfmg PRAGT
remai ns unchéwsaéad iiRmd cewedt ipl at f orm on which the PRNG i s expected to
operate, a function exists that can be called by the PRNG and which w ||

provi de the PRNG wi th entropy. g 6 26 Nov 2004 The PRNG produces random
data as nor nithe diffitultyac ofattetefe ARG OWhRAL AcREPHYCEY; coliM Be hsofopar ed
with t internal state of the PRNG as well as the unprédictability of the

ent r opyUt hat ™WRaBOISHEE Wavo (Wiradtreabes meduipPRNGine®. Phedumeti! also achultiplea as
th |1 i nt t h ictahilit f.the 5
he sl e sl obn 606 e, MRS Ly L1

‘ehtropy. Theesey posditdoieniary poliysomial entdlasmelwerké. aolie tBUke A@Gret drehagipaai@ge of
bei ng conpl et ei’\hy Ell(atfor i.glgependent .. 10_The basic principle involves the
use of a PRNGOR: Rk ay apicasible sanquat af Hae. Epahesmorndhe papt awyinet predbavieng

such a PRNG Li&Scd i b Pt.o i n secu hashes
have a fini tgé%u%dggﬁm?ga{&oglhﬁuq%ﬁ@%’ngflﬁgy %ﬁg}ﬁxﬁ Eﬁqﬁ%%ﬁfl %t %t%ﬁpg& ired.
25 alteration by an attacker.

The Tumbler solution is based on the fact that not all possible errors are bomn equal. If
one orders the possible causes of error from most likely to least likely then an

extremely efficient search can be performed for the cause of the error. In practice the



Tunbl er' s i npl enent afon of alarge state PRNGis tt@""TSR— LS (Taf BSWQUU!,
Random 15 - Large St ate) algorithm (this being the second of the two
Tunbl er al gorithms nentioned above). TSR-LS uses multiple simultaneous hash
functions, and rehashes the original sekd with each new generation
operation. This gives it an internal state of 2048 bits, so that there are

278 di stinct _bj t be. gener ted bet ween two i nput

oper ati ons. { % oh rsé? [0 ?adﬁ%qﬁl JAttutg gy rhﬁtheﬁaleﬁéwraémaatdyﬁaﬁ? cabisy re
20 seeding PBNG)OO@F(tﬁirhEeE p@@lmetet@ﬁ&e%ur?éﬁ nam cal |y re-seeding
PRNG is that the latter will use seed dat ﬁ?gzﬁfn‘é@?ﬂﬁso the initial output
w1l not be dependent on sone of the seed. Wth TSR-LS, all of the output

i s dependent diffe ence in the 2048-bit state has
the potentia t?aolﬁé tﬂ&e)e: C&eu\g%ro §%g Ctdl f’/a{Ing: ‘c‘i‘ué Fathe slgorfilp paramstess haveybieam of

multiplé ti cchabehas hhdtunceialy 1yrft,n§h1l’7§3tdefma@m\§%téhl%st a“ﬁ.tgg & a%dc L ddgure
10. The hash nct i ons coul d be enbodied in software or erna \lf%lt
they coul d cdﬁg | & 9ta s Beh asHion yvithimthe range a:debdling ﬁnmea/lszemrttolmb The

entropy is d of theh sh functjons in the first
tier. The nuh%deu?&gf? agi#n uBle ?geeggmgrﬁég%l&s %IFSl‘iI% lssliaﬁ%e 15¢ mtIPféCtlcﬁt gyl

state that onelﬁwjpcrepolyﬁﬂmﬁalsélhélcmgnderﬁcm c¥fhkieh® fgl % S}érg_]ash
functions one t.on goi ng gperation tinmes are |n ent fr

nunber of haélﬁ'éitan%"uf 0B legy thpag) ﬁﬂv&OPHOO%@cheropolwtmntahmdf smohi fonsmére the
first tjger h t [ The second, tier's
hash tz;Ees i ﬁl%?ﬁ%n%dﬁpﬁﬁlt&% ?%%1{10 al %%?{11?8 eﬁﬁﬁ%&* (Tgﬁée S fngerf mall almosti o
-and hashes aalway$ fftlhplgSIﬂogetohb/ra siidll smemauUTRS gidagh HRVAEEHndY, thelbss & {inal
out put is bas gton effe %‘ﬂi ltI eﬂf the jnitial seed. 1005. The output fromthe
second tier Rash 3 GEHHGYE X! falkat el distsnea Ausidedle 90ge-f or the PRNG 15 Each
time nore data is requested, fromthe application that is using the PRNG
one of the hash functions 1002 (on a rotation basis) perforns a rehashing
oper at i on usfw§heamesuthen al@@ﬁ'lmérmfellsrjehtasﬂnvaghmpem@tﬂt enllaeukeiphel ihgesane
as thatsused ate P rj bed above. 20 1003. This
counter- s UEQWQ?%H%&S‘P HEH! Cﬁ%tgﬁs W%Pﬁwﬁ}ﬂ%dﬁﬂg@s‘t el st praedwi t h
every rehashione rIatthd)ﬁ’trst ctd@é @ts valng v t, |
output is used agqqfhe count er incr erren{lH‘e ach haslh%fhunc@i%é]r? ti]%dlz{yﬂ ’bg

mai nt ai n it s8RMAHSBeAWS 3 Yo x Bheryieallest prsithedesdugpofty mbdtlhe, harhtelletttirar
re-hashing funetdwan dese hhgRL €d to the second-tier function 1004, which
hashes it with the output 't has previously received fromthe other
functions 1002 to create the requi red new out put data 1005. In this way,

only Oﬂﬁ ? e ft{/n tions 1002 neag%mto re-hash and pass data to the
second?ti e SEFTVATFS AOHRPIGHRGInS 0 g theresrorn e vpdies that licendiesest30 the top

ENOV2Q~~~ 6RdT] 1 Q0 { fromth
ool 1001 as‘aﬁn”é‘ﬁttﬁﬁﬁf‘thfﬁg?‘éﬁe??” R 26, RO SO AP i PRy my

(b supplied Gairprlyexmodulaid by mlzigjmrcsmb‘mmlng()&)@epéndﬁﬁgcﬁl whetheth€ GhISEs are

’descrlptlon f es use of five concurrent
i nst ances ofggth%ﬁt ?Hlfté)ﬁ Og\é%er@t‘ge rﬁﬁp)ecn'lﬁé@) H, (), HZ(), H3() are defined
to be these hash functi ons X~~Y as for TRS above; Co, C, CZ and C3 to be

f our gg bit_counters; l,, 1Zand |; to be four 160-bit increnents; E;
-10 to e th%lgtlre WSdtle éﬁmscgggzplaaﬁémwm ﬁQB‘ER&r(dqﬂalMﬁTﬁ]e@ GerEieaben; E

o, E;, , L ol ntr.o C ropy .pool E;;
P to be th Sﬁﬁnélﬁ%qt g B b ARy Bl 761 soeBicions Mapde of
E;; and Sk tmtlua thisearda Jtﬁ@ bd:stthhmlerrﬂeau t

the algorithmis fi rsé:1 ?rr?. ti gl i sed, Co, %g-ﬁ)t ke gﬁ%ﬁ%ﬁ Iﬁd?d df'thgy;lhave
all 160 bi t SPIGRGUEY toj the ding g2 ghe first 5Wﬁ>@fﬁ¢tl¢rés are" labdttld &irz 803, &0aly 80S and
inputted intgd Rge BRI %B ptorf%B n%?&%oqllz'%bgﬁl?eglcc\t@hgggntsn?ar Qc? éﬂlt Eaevnrtlé 2 byte

is placed in the entropy ool



20 | owest positive reésidue of n nodulo 4, unless thef byte is part of a
| ast, inconplete set of 4, in which case the bits of this |ast set QLU\P%EE
are divided so that the nth bit is included in the entropy sub-p oﬁ , a
where a is the | owest positive residue3 n nodulo 4. The last internal
state bl ock created should be defined as Sk. For each of the hash functions

Ha(), a sub- Q?Pl of .en¥ro lli.i- concat ted with all of the 25 previous

n
data ent er ed "TAE 604 AF 1R BiS 19gelY thegirar thas wes desaribadin the exemplsriput ed,
and the resulsts, phds@iing NtoIKisadetfictenVV6R i lred, a should be
taken to be the | east gposi tive rels?indue % joglr(r%g%?aeg CﬁFE%gH% ém?rhcr enment ed

with the increment la, by adding this value nodulo 30 2°6. Next, this val ue

i S concatena t he i pput that S previously hashed b ~ 6 NOV 2004
61 Ha(), and‘rﬁggkgcetsrﬂ@pq@a%%%%;‘g% Iﬁo%ﬁ‘bﬁ?"ae%éheé§§{¥ﬁ§dg@@ﬁ%‘is hegaily gst.
1 nternals st atie HeokwhicBahed; isFe | ' S of .1 his hash:
is placed in_Sk+i, and Ct he ngvp\h@f)goI_elg~gg%(?#§stﬁﬁ?%8@@§gﬁoi g’h@}‘%lé gelff
Sequence GendppEewenttle Aveguatdealgendnatsogivers belsed Theprdmiee M Miphadiest ison

hash as expl aj e... hhe Rur e of . this generator, is to provide an

i ndefinite s@ragg?hﬁ%%%}(is%a&d%e PSSt t: plaking BBk pametigRiemRs 8s BRGES

except that pbmi‘dmmxttw@es@99%&@%0@1&&@%1}3%@%&@@ be fﬁ&ta%gép?.g§ c.
a

It rmust still %e conputational ly unfeasible to find an | nput see will

10 gener at e BIPbaPlyi Restadn feyme 96 Spasds tyehenk dn the shatestapassiblet #me Hor thepmbstf Tom

any parqy of i N are determnisti.c sequen erator
can be ltzg)chi eg}gﬁygé#og%&(?{ll%g%gﬁ O nseg%saaliyofoé ORERYIRE é@e F"?@%é? lﬁcﬁ’aggﬂiﬁl er a
si npl e sequenttengdads.at or is supplied 15 that operates slightly differently
fromthe PRNG (al though a PRNG could be used). The initial seed is hashed
using an instance of the SHA-1, and this hash output is itself used as the
first 20 byt egc0fthav@bkakl s,15¢9 ; a r_that, ne uence data is
provi ded by corclzcatene}ti ng t §é pzﬁ{g@ﬁ%ﬁgﬂ%u?rgﬁi Eg BEGVER m"@%ﬂ%ﬁ}ﬁn‘irﬂ‘ﬁ@t and
re20 conputi ty sised riferende2 wilkftki smalhtonMoadge Ad thimedrle Beht t Rehedse of
Paral l el Bit O eratdons _on, a Vector resentation Tunmbl er makes use of a
new me'fi Rod of Onsgarn ? ot;?ﬁ’ ngHbdB B h ?ireetihﬂgs‘?FﬁFmb%Bﬁllei dogs {8y Fopiet
P ¢

based t echnohd@ytagdhiGEvdeigheshrald QW] d BelHRS, iBwd] . . d
device to perform nodul o aﬂrﬂiggjhrreti o eﬁ?eci e%tﬁ?/’.l YIYE} fsixi(ag%gg%clﬂgé/é%o%;}ﬁ%
storing nunb&ggonahleatimechber therfirstfay peps droriginal ddthwen iteajtompenat vays on

mul tiple nu i | .. usin sinpl e ~| 2004 62 sequence
of bitw se rggf;"%gf ﬂ)(g%lg?a |%§§) _hga@ltemggﬁo&s%@q Rged f{eésefgtﬁ’rfF &t f#%Ment nodul o
arithnmetic in any base. However, the efficiency is greatest in small bases.
Tunbl er, uses _this nethod for performng PKCS ternary operations. 5 12.1 A
More DéPai | eblEBEs & 5t owchsrt wothsl follapingn pmen eomectiph radgdrehmodNd equivalemr

some positi vegl i ratk tween the r, ".resjdue
Cl asses of | F s R R e DS 1 BB e R
‘share a comrapoundsrpimtiethe floenhatt désdebinpyhe decodingQydten (beesigmes). i n modul o
“7, 64 and 15 both reside in the sane residue class: 64=9x7+1, 15=2x7+1. The
remai nder on dividing the sumor product of two integers by any given
integer is 13)demensRpioRsd: j - LAl € jve
addends or factors by that ﬁségggutiﬁﬂr%teue%g??é éll' ‘2‘?*3%?%%@“3@ apg s'ilﬁﬁlgg% (%és
consi déP opethatpriyals Kopinwveess, Febiriches tied mréeeskeyAddift i on, subtraction and
mul tiplication between residue classes work in the sane way as for nornal
integer,arithmetic between any chosen representatives fromthe residue

The correction level determines how far the error correction routine should
continue. The error correction must be non-zero, or the error correction routine

would never have been called in the first place. Almost all errors are fixed very



20 classes. Usually the former involves choosing a {e} of representatives,
one from each residue class. These would normally be either the set with
smal | est positive value (i.e. {0, 1, ..., r-11}, or the set with

absolute value {[-r/2]+1, ..., O, ..., 36/2]}. Mdulo arithneti czgq\lﬂ\p%m
theoretically nuch sinpler than generalised integer arithnetic. 25 However,

nodern digital devices are bui]Jt tq, cope with generalised.integer

or thiret | o | waeid EregRgTbleNak I PHORRS &0 orar P ISR PNEEEh Be Al
modul o arithnetic, . 6 4 j [ fyth
it is assumed® FECTt ﬁea}é“’ et'@'%téa%ge d%@?%ih%ﬁl\%%gﬂgggﬁﬁ&g%hmr srhgl dﬁiésH
capabl e of p ' e kionEnGe RIftNE Sfrol POinC@dns@iietiahi wosld cruséd e
bi nary operaﬁog%cﬁggqgg‘?i ‘r:/fgghto retSrn a Woro.d ‘each ntg;it (;f which is set if
and only if thecesr tesqaniuegidi ts abithoily loptinor dsiyarsistiogt AEPrHEEH
set, nor both clear. The binary operation AND defihed_to re

t d
each bit5of whitmely Ity 1o baerredgedm the first fiew eserwihdhi Bt éﬁeﬁ%ﬁ%ﬁ%m
i nput d .. The bi. i def i ned : h
bi £ ot "t oh Towcihida Ve Ry et B eneSrs 8L gormngeisry Gotif fbgltbitde cac
bot h, i nput ' adef i
0 | npbu "‘Drcfﬁwﬁirﬂi%fa‘?ﬁue% the;gbg%lg&g%f )}8%&?5?4{5 RmdLTiEa) tHee ch@sddshpan a

word each bit2®% I's set | e corresponding bit of the

i nput word i speltan thidocduies darinBeRs gansthrbicarofihe nesssageof the method
descri bed her% lies in the vector bitw se representati on of nunbers. 20
Digital devices will normally store integers in binary formin the adjacent
bits of gne word. This is to permt,t se ,of citfcui ) wakitn
adder s, '10whi cﬁh%lPP’BW“ID_Brro‘étéﬂertgkeﬁe‘fl\ﬁéeeﬂaﬁ%gf%o.dewcﬁi %p{)/l_gg?rgdrﬁ? ?[é%rﬁ%ggbﬁtlgt “Fon
the val ue of olgH&B?dl ¢l ThELRERERPURDIWNOREE UseTBY 88 detoding syampo (e figure

| ocations within different words. The val ue of these bits need

. .25 not
relate to the3picmas pnlyorsedofor crrating ik eheqknblorlor Kils Rgstible i %‘?“ﬁ FergalsaVe
way, as illustrated w.t er S. . I . Nod GRsk t O
greater effi c?%&@ga? ‘ﬂgﬁ {hea@%%{rﬁ%ﬁ@% irg%%dérf?@gﬁ%ﬁ tog?{%%% ﬁﬁg 6 NOV
2pp4 64 5 10;jdhutdd} Hend Mefrégmngsions etarm thstaad af anhwdiklc inopecatihen agereen
two integers is considerably less efficient using vector representation
t han usilig noﬁh@ﬂklﬁmoégéii- nmet hods. This is because conmbining the 2x[1ogz r]
words representing the nunbers will generally involve (| 0g3~"j operations.
The applicant has realised, however, that the advantage of a vector
represent at i orHeitalsle i3y, isteonstrudtetli frin expraima¢ritatiansangi aliowp onvhe corfrridhe arder

![ ﬂgn\t,\,'ofgl Sioggrig tvxlrh?c Svér?%tg i epseo ceornfcgrrrgxﬁderr%?sn R LSRLLY ot Sakiddl cfef)ﬁ)spgin}fe by

almost all errors are corrected immediately it is hard to determine ideal values for this

20 table beyond the first couple of entries. Ipso facto the exact values are of little

importance.

402. The corrected level is simply a counter used to compare with the correction level.

25 The value j is used in conjunction with the table G. Tt tells us which row of G is

currently being used.



12.4 Ternary Representation Henceforth it is assunme [“that the three

possi bl e values of a tent (representations of a ternary nunber) fﬁﬁﬁo’
one and mnus one. This is an arbitrary decision and the system Z)EI 2004
i ndependent of the nanmes of the three t¥mts. The tens are represented by

- two bits occupying corresponding locations in tw distinct words. The bit

| ocated in tﬂ.ﬁ filrst word is set if and only if the value of the tert is
not zero. Théhi"AlVEaltteks Pre heve mish drichluwritkarscte wrigpedmabdud y, his ks

val ue of the i : three.terts. 0, | -1 are represented
by the vect o?gﬁ%fﬂgg}ﬁ?ﬁ,l\ﬂ a%geéq‘,idﬁ;,nler‘eagﬁe A i he ﬁﬁﬂ%ﬁemwmﬁnt ents
may be repr esahbsm brbetswmethiryi dthenohians3, APl d@lculge@SSUME that we wi sh
to use vector bitwi se representations of the four 25 tents 0, 0, -1 and 1.
Usi ng the vettdt<SPBecified above gives us the fol |l owing table: ~ o~
26NOV?DBS. 65 Tert Vector Vector is bit 2"d bit 0 o n 1 Now, taking and
storing separately the 15 bits and the 2"d bits allows us to treat this

i nformation &sntting asppanaiel hobilo gveefes, tonanminy i0Rd tid RRALEARBIE&sIde 1St
bits), and 001%)1 %req%regenti H%ﬁt he Z" bits). We may then carry out nodul o
arithmetic nSrsGh FRET AEUPHaGE)- Ttaheuldky ned tthas it sceafr secetsaty onusehiewor ds
5 themsel vesraborgRxample. HelRoldio.RPRahl figc XPBy, a0 CR and NOT. This -
avoi ds us having to deal with overflows or carries héwever many terts are
bei ng worked on sinultaneously. Apart from suggesting an efficient nethod

f f i i thmpti.c, thi 0.int tati f the bit |1
one’ to et er et 1l Bhid & Bt & crealec w5115 Grsrhs By Eiien of dg wheer | 1 ot
~array. Sincepwkigaity bhiieir saReod - GRNGEN Mlﬂ\éstel}ﬁalyséci}jlg?wbﬁa G ?\g{%p ognd

non-zero terts this has a great advantage over the“us nary Wher e
there is a pa%n &t s€BrA02shendiegriivei tanedarmd fidientbitouldbatlistbdi tefoberdsitivet

word is 15 ¢ : - D t i_n_the second word is. _never set. However,
the system nléaggédncg% ﬁft:éﬁt} glﬁg% Sg&eggﬁl\nﬁrvagﬁﬁi A Breersaitvaluss exastly saualppl y
to modul o ariotyrfetier: wrapbed ep. lattheeximple &séBede)aHREE st BeOdt WorPiibeoin
arithmjéic in.ﬁ)a}s?e 5§fone wogld operate on three separate 20 words, the
first rapresShtRFosicisplapslied808; 303, 8R4 305 and B061n Happuisert mriossibletthe
second all the i i ; t third bits. The approach
woul d wor k fI%rorﬁiqgl%gfr}lleEg%aglg@gge%ﬁogmcg&? "%1’ %16%97 @gge%ggg%iry_rgn%ﬂﬁ ¥'Three
Arithmetic Mbdulabiet fisedle Thei whotetvabiei 5 wedflorerad ii makbeitf @sleowh N@lIERNMAET . 5
X o and X, are the two n-bit words representing the n tents xo, ..., x " _,,
where the vvo?rgce)%i'o contains the bits set if the corresponding tent is not
zero and the word X, contains the bits set if the corresponding tent is
one. S'bgﬂarltz1 Y o and Y, are the two n-bit words representing the n tents
yo, .2V y "404. Afer peiag redigrd motluladiithy otibmahmpdilos; pflyh@nias ofis;no Ipnger each
modul o 3, forey = 0 to (n-1), to produce Z o and Z; which represent the
tents xo + yo !(irmd 3), ..., x"., +y " ~ (nod 3), can then be calcul ated
~as follows: Z, - (X0 XORY,) AND (X, XOR Y_0), 15 Z o - (X 0 XOR Y_0) OR

(X AND Y, ) 483 %15 initialised. This will control the number of simultaneous errors for which a
check is made. To begin with a check is made for one incorrectly wrapped coefficient.
25
406. Here one takes the current depth at which checks should be made from the table.
If one is on the first row of the table the checking procedure should start at depth 0. It
should be noted that if a value is no larger than the one for the previous j then there are

no unchecked A-tuples in 407, and the algorithm will skip straight to the next value of
30 k.



The result of subtrac{tf',i:ng fromx;, the value of y;, é’é?ch nodulo 3, for i =
O0to (n-1), to produce Z o and Z; which represent the tents xo - yo (nod
3), ..., x" , -vy" , (mod 3), can be calculated as follows: 20?25@4[}; gbg_p
XOR Y 0) OR (X, XORY;), Z - (Y_ 0o XOR38) AND ((NOT Y,) OR X 0) AND Z 6.
The result of multiplying the n pairs of terts (x;, y;), each nodulo three,
for i =0to (n25 1), to produce Z o and Z; which represent the tents xo X
yo (nod 3), ..., x"_; xy" ; (nod 3), can be calculated as follows: Z o -

X_0 AND Y . Z, 0. 7 1nt i el d F3,
E hEOonI y tﬁgh?\%ﬁgee?%%n%% ﬁ{%ﬁ%ﬂ%% @?Blea’?ﬁgu%‘??t% Cg’gff?’“?“ﬁ{/] E’ﬂtgievﬁgj’l.eg ce
division is Rredis maredisnhabéreaif mmmnwlawaplﬁ&atﬂqm-At&h#p&nf'ﬁrig}'@{e?m?ﬂ%ﬁ

Software Thi s thgd is sinple to inplenment in hardware, as illustrated by
the circuit H’ihggﬁeéﬁ?resﬁ&mﬁﬁufﬂ%lﬁfb@atlllﬂ;"emt apiobes cheikgdr & Mtupkhtheishas

ci rcuit 5di agpadh dRkkedi-t ' e 1l ows.a ci,rcuit diagram
for subtraction nodul o glhgﬁge%ﬁwr%ﬁ%legﬁgé{\é ng‘?cﬁl?qi@ﬁir?(;ha?lﬁ ram f or

mul tiplication modulo 3. 10 In software, this method. allows for scal abl e
paral l elisatipn,,since ane is. able to take advantage of the full width of a
word of any f‘@#‘]lgﬁl‘ﬁfftu s Og CEEtlgciths.Tﬂ’#B?feeYahi@ athlie Withisl the ghbie@Sangeds dodat.o 3
pol ynoni al s, Thiak-tipfe BRANNEEAALSCANRGS GG BT fAL] ave val ues .t hat
are only signi fi_carllj'?e modul 0 3. At vari Sﬁgﬂs geg{ehg“p?l% ?%1%1 %105%} % HAFTHOYSs
necessary toltgi@tonrmd ®amlgerithmt HEsevidotsy nbrthalchbseank-onte aROURE altered to ™™
Speci fi;gal 'y h rrent inplenmentation of the key creation system uses
the ° Allﬁost F%v%‘%ssgét élf‘oéi(])lh % ﬁ%a ROSUR'® TyS-YGAPRINE B1dHIdvel y t he Eucl i dean

. Algorithm performed on 20 nodul o 3 polynom als. These algorithns in turn
require the addition and subtraction of polynom als. The decryption system
requires thed®dHANLE slerpd gtk deqcoding prdcespisicompletsd) of two nodul o 3

pol ynom als. The star-nultiplication algorithmalso uses the addition and
subtraction of polynomals. 25 To add two pol ynom al s one adds together the

val ues of thélGoAr elsphndi ngdeaef fdecivhaher fkoMeeakl Slyhdi8iaPohyNEE ghger The
val ue qf. the f.irst aioeffic,i ent. fromthe first polynomal is added to0 the

val ue of t heP?lyPEpiet BE theinisgtitiothetlhe second pol ynomial to produce the
value of the first coefficient of the sum and so on. 68 If the first

pol ynom al is represented as the two bit arrays X, and X o as descri bed
above, and t hbl.debemmiegril yesopasatd then bepresprided tsndxh Gedrytedbblyasmays Y,
and Y_o, then the polynom al sumof the two polynom als can Be cal cul at ed
by performng the 5 followi ng nodul o 3 addition operations nn the four
arrays. Z, -4{X ThéGRsYible 19haviidRbeerO 518d,” & Q %o AND
Y,) OR Z,. 10 The s?rre i_sﬂtﬁ?ue of sub%{erna%:)%hiaéﬁ?d’st%l é??%&ﬁ(g;gﬁwp%ﬁt%géﬁtgla as
two bi €0ar r agEsatsr pesweble fistangsofyemsight.r acti on method to be used to cal cul ate
the difference of the two polynom als. Since each polynom al in Tunbler can
have as many as 503 coefficients this nmethod 15 produces a consi derabl e

- Increase in épkethe Vilus odpthe aalsld & @t MPAULAEs ahd tRHBL ACWIRY ddenchARPsigpat | on
‘1n the field of digital data processing generally, and is not restricted to
use within ci? T &g grror in a k-tuple for the current value of k.

25 414. The counter that records how far has been searched, in relation to the intended
extent of the search, is incremented. There are obviously more economical means of

achieving this than having a dedicated counter.

415. At this point a check is made to see if the corrected level has yet reached the

30 supplied correction level..



69 69 CLAIMS: 1. A ngt—"hod of validating an encrypt e(ﬂtressage conpri si ng:
(a) representing the message as a nessage polynomali 5 (b) encryq;iN@gJ E@
nmessage polynom al to forma cipher polynomal; (c) hashing together in? S
representative of the nmessage pol ynom @9 and the ci pher polynomal to
create a hash output; and (d) transmtting to a recipient both an encrypted
nmessage defined by .. the cipher polynom al and check information based
the hash 10 output. 2. A method of validating an encrypted nessage as
claimed in i ¥ ohed j j t re_concat enat ed bef ore  bein
hashed. 15 %ﬁqAﬁn\g{leﬁg& g\éqys\edgflﬁggrtf{)ﬂr%%ﬂa% %ﬁé‘? 5t €8 %%ﬁglbsapf‘”@legiw fn
Caim1l in wmvetg tsheppeessagegepdily noith ahe | ddtied QIRNbSRS, BhdnS tHeeRELGEN at i ve
of pol ynom al, coéefficients ich have been packed to fill bytes. 4. A

met hod of va?tiaag?‘?eﬁiga%thé Y SrReisgencaseeipdi Resdisiicallyl with 2 mininen whi ch
the ci pher p ! i : i IS, .repre tati of l.ynom al
Coof £1 61 ont & B P g 8Bl o B B3 Rt o STyt BT

val i dati ng athaedesodptoefdilmessage as clainmed in any one of Clains 1 to 4 in
whi ch the hashing is carried out using the SHA-1 algorithm 25 6. A nethod
of validating an encrypted nessage as clainmed in any one of Clains 1 to 5

i ncl udi ng cogpfi. raghd I I : 1,5t eRnGr d 1....70 2 6
NOV 2004 rressagemtljyQ%dg@n%g??%ég%gg&g&tggg%ﬁégﬂﬁgeghg ggrtg f)SuFb %déﬁicgegjef FUFRCHRR
check i nf or neropashirsyisttp be perforomidcul at ed hash out put based on the recei ved

Ci pherI@oI ynom al and the decoded nessage polynomal. 5 7. A conputer
programfor carrying out a nmethod as clainmed in any one of Clains 1 to 6.

8. A physi cal18cdheirews 6810 MeNBretceRFRIHE WIRLOM &N 2Sedchad, B bl Al dik 7-
_,___ 10 9. A datastreamrepresentative of a conputer programas clained in
Clai m 7. 10.seArchas hegynder 4 singlgtoniengr agrimncr ypt ed nessage conpri sing: (a)
encrypting the nessagetext to forma ciphertext; 15 (b) hashi ng together

i nputs representative of the nessagetext and the ciphertext to create a
hash out put ; 4E¥nd@he algorithm moves to the next row of G.

15
The following example shows in more detail how the table G is used.
Example
20 a; =45 - 117x - 127x* - 455> -117x%,
g/2 =128
index value sign
0 45 o
25 1 117 -
2 127 -
3 45 -
4 117 -



(c) transmtting to é:reci pi ent both an encrypted n@fs?sage defined by the

ci phertext, and check”information 20 based on the hash out put. i ﬁ 6 NOV
2004 m ABSTRACT 5 A nethod of validating an encrypted nessage co?nﬁr 8ds 2004
(a) representing the nessage as a nessage polynom al; (b) encrypting the
message polynomal to forma cipher polynomal; (c) hashing first and
second hash fu céi on inputs representative of 10 the nmessage pol ynom al and
t he ci pher pol 3@1 #% al cariesppeds B Bivecanffipient witistheogrieptess absuidte( Wlue.

transmtting t [ eckpi ent t.h ,an encrypted nessage defined by the cipher
pol ynoni al and%gﬁec%eg 1§1e ﬁewgﬁ IH@)‘FES Ea?élﬁl dlepathe saRe abselty valkie and

S N g S A e al PEEL ey S e S

CAKPL AL AL AR G tAE r8st o P¥he Yexafiplé Awilbe listed first. Indices 0 and 4

5 have the same absolute value and different signs, so, assuming that one

uses the range ~127 to 128, 3 is listed first.

The resulting ordering will therefore be {(2,-127), (1,-117), (4,-117), (3,-45),

(0,45)}.
10
g =128 =3 * 42 + 2. Therefore x = 2.
Consider the simplified table Gy =
15 =1 =2 k=3 k=4
=1 3 2 0 0
=2 11 11 4 0
20
. Jj= 11 11 5 0
=4 15 12 11 1
25 This table indicates the best order in which to check for errors. If at any stage

the error is discovered and corrected, then the checking procedure will be

stopped.



_Aly. AN . Al .AOR Al 9./Af0. Al r.Af 9. Ab. Al R Af -
ATA9A LA LAS A LAAALALAYLAINAAT AG AY' . AFTA L A< GA%VA
A LA L AL AKA .AARAEAA.|.AHY):' ' r7zC dpvx 2 2004

. zt oje [WV] ca] ca]calca]calc aUc 41

a] ca] ca] ca] cal] ca] ca] ca] ca] caV] ca] caV] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]calc”a]c
ajc ajcal r u

.1 3<q] W Hzupkf o RAvPTeceq e stasts st an etigrop wajores] tw] sisdlemhoatcealicalea] caV] ca

]V,C?v-j Svenwax aerel e ek SRRl KB eR e Aol MR dions imbarenap a cal ca
]calca]ca]c a] ca]Z&a] c]ﬁ]?c)a]lQ&]wbj&@h@a@]r@@]e@@bﬁtﬁin%k%ﬁdkpﬁl géi]nfed d g w%
a] ca] ca] ca] ca] Ctargcal $/ % gja‘] (/3///0a0001U11192333@444C55 856 efwr mhc/Y

V]]]ca] ca] c"a] E‘élf%a‘] 3’&]%%‘]3 fé%l]l‘cga] ga} ciiheathtaiciidealtdahegdtivaltha] ca] ca)
<HRIT7] 8
C?’Lgingig} CK_? L@g&ﬁ@%ﬁ%ﬁ%é@k&%% ca’]%&]%ngéjgff?zﬁfsc%t]té'é]eéal]legjlca] cal ca

]ca]caV]c a] c shall be assumed that this fails.

a]J ca] ca] ca] ca] ca] ca] ca] ca]ca]ca] ca]ca]ca]ca]ca]ca]cal 0@ @\AABCbCDDDhDDDEFF

FuGGEE8HHHM | | JK) K+KKXL} xsnid_ZV]]]]ca]calc a]c

a] ca] ca] ca] ca] g al.ca ca ajcaJca]c

a} ca} ca} ca} Ca! Xng&;V P%%ﬂls%%ﬁakgﬁ RLEAE R GREEANSHER] Gt S3k 58 o2l ol

TUV] X0000K&YZ] VISR iy sinpiotapts b Jhxvhies ] 28adocdps af 624 paj2saltakead sakral] ¢

a] cal cabca] ca] %ﬂlg@éﬂ)ﬁs ’16‘%@4—15 calc"al] c"a] ca]ca]ca] ca]ca]ca]ca]ca]ca!]]]# 'K*
tJeMeZe\ eeX f zupkfal\W] ] ca]calca]c a]c

. a] cal ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] caJcajcaVlc a W]c

a] ca] ca] ca] ca] ca]tgla] cal ca] caI f f $gggghvhehhhiJisiiijljjj~k_kbkpkcmmPoooqqqr Cs
Es| wr | gb] XV] ] | <] &E] Rodidt Bhegtenioctay tajesd} eajatraHoakeer there are no pairs in

a) ca] ca] ca] cal ¢ & ] a] ca] ca] ca! Est vvJlvvyy
y&y3y#{{ }~ - ﬁd |%vr€rﬁ‘|aﬁg L%i |ﬁ ?Gg(?lzg] c“gﬁ@%ﬁi %’éi]k %95] %ﬁ@&f‘dﬁ’]"%
al] ca] ca] ca] Calswﬁch&} tener] oa] cfa enddig@bcaralip@lsr alsaRlGd 63d iRl

x*#0 a éup] e_ZUmhc”Y] ca] caV] ca] caV] ca] caV] ca] ca] ca] ca] caV] ca] ca ca] ca\/] caj
caV] ca]tE aV]ca]ca]c”a]calcalcalcal]c aUc a]ca]ca]ca]ca

beg#- 1>@*RT[ b g& cal ¢ caV] ca] caV
] cg] caV] ca] ca] ?a]]é Egaﬂgg}aﬁgam%a %ﬁhﬁq}{} g’?%ﬁ%%a] cvatg] acg%@g}@g V] ]
ay}! $BEt W{ ~| wql G@S\@ESIMGM’QM] da]lnsa]lpai/] dqjtﬁaﬂ@ﬂi&l&)\ﬂu@hﬁﬁ\ﬂo@éﬂtﬁa\fj ca] ca
V] ca] caV] ca] ca]'3
a] caV] ca] caV] ca]TcaS\/T af]OE Lglﬂ%%]eéaﬂ’ﬂec‘a%bgﬁrﬁﬁﬂ”@@@é] BPIRgHRS thgse goad cal caV]
ca] caV] ca] ca] caM]sca] caV] ca] ca]calcalcalc aUlc
ajcalc é)ca] ca)] c”a]caV]ca] caV]ca]caV]ca]caV]ca]ca

I\/Paeg4g fal wmhc*Xmhc”Y] cU] c ‘
ol Ly bartar L e ok eabeed sabeeleml cp et Salig spbend o o

7 p BVSVT| wr nhséa&@fcldfm‘f %h@aﬂtﬁ@l‘@aMB%aieﬁﬁil sedocskerh&Pieal GREgad gl cal cal
‘ca]c a)J ca] ca] ca L calca]ca]calca]c _
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6. Text Awareness

Ifa cry'ptosystem is able to determine whether the encrypted data is a vaiid encoding
of its associated plaintext, it is then said to be plaintext aware. This is usually achieved
with some sort of check hash.

Depending on their use, systems that are not plaintext aware may be susceptible to

attack. An attack that takes advantage of a system’s lack of awareness works in the

following way:

An attacker intercepts an encoded message. The attacker then modifies the encoded

message slightly before sending it on to the driginal intended recipient.

This slight modification may sometimes turn the message into an invalid ciphertext,
i.e. one that could not be an encoded form of any plaintext. In such cases the decoder
is unable to decrypt the message, and will generally inform the sender (who is the

attacker In this scenario) that the message failed to decode.

Alternatively, the modified message might be a valid ciphertext. In such a case the
decoder will decode the message and attempt to interpret it. Since it has been modified

whilst encoded, the decoder may not be able to make any sense of the message, but

this is irrelevant to the attack.

The attacker repeats this process several times, recording at each stage which
modifications yield valid ciphertexts. By analysing this, the attacker is able to

determine some of the original message.

Tumbler takes this approach further and automatically creates a regular hash check

based on both the plaintext and on the ciphertext. This allows us to describe Tumbler,

generally, as ‘text aware’.

) -
%
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Tumbler preferably uses the SHA-1 (Secure Hash Algorithm 1) to compute a check
hash for each encoded polynomial. SHA-1 is defined in the US Government’s
National Institute of Standards and Technology'’s Secure Hash Standard (FIPS 180-1).

As each message polynomial is encoded. both the original message polynomial and

the resultant cipher polynomial are used as input into an instance of the SHA-1
algorithm.

10 During encoding, the cipher polynomial is taken as input first, as this speeds up the
decoding process in the event of a decoding error. The cipher polynomial is first
packed to fill bytes as described below, for transmission. The bits required to represent
the first coefficient are placed in the least significant end of the first byte, and so on,
and the last byte finished with unset bits if nécessary.

15
The message polynomial is then packed to ﬁli bytes, each coefficient this time
being represented by two bits. Both bits are unset if the corresponding
coefficient is zero; the first bit is set and the second is unset if the
corresponding coefficient is —1; and both bits are set if the corresponding

20 coefficient is 1. It is never the case that the second bit is set while the first is

unset.

The packed cipher and message polynomials are concatenated, and are then
hashed together using the SHA-1 algorithm. The hashed output is then
25 transmitted to the recipient (unencrypted) along with the ciphertext. Typically,
the addition of the hash will add around 20 bytes to the amount of text to be
transmitted.' Fewer additional -bytes could be used, but this would result in

lower security.
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10 During decoding, the ciphertext and the decoded message polynomial are
concatenated and are inputted into the SHA-1. The output from the SHA-1 is then

compared with the original hash computed during the encode process, and received

along with the ciphertext.

15 If an attacker modifies an encoded message therefore, even if the modified data can be
decoded, it is still computationally infeasible for the hash of the decoded message to

match the hash of the original message. This makes it essentially impossible to alter

the ciphertext and still pass this test.

20 The system then rejects all messages whose hash fails to match the original, whilst

being careful not to inform the sender of whether the ciphertext was valid.

It is possible that wrapping failure may have caused the fault in the decoded
message polynomial. If error correction is switched on, the cipher will attempt
25 to correct the fault by using the algorithm described above. At each stage it will
be necessary to re-compute the check hash to-see whether the error has been
rectified. Since the ciphertext remains the same and only the retrieved message
polynomial differs for each check, it is possible to input the ciphertext into the

hash only once and input the message polynomial each time.
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7. Multiple Transmissions

Tumbler includes the option of adding protection agaiﬁst Multiple Transmission
Attacks (MTAs). '

10 Should the same message be encrypted and transmitted more than once using the same

public key and without MTA protection, it may then become susceptible to attack.

It is important to be aware of the possibility of predictable similarity between two
messages. Most obviously identifiable are message headers, such as those used in
15 email, which are often predictable. If the first few bytes of ‘sever‘al messages are

identical then their first message polynomials will also be identical and hence

susceptible to a MTA.

Suppose that a list of prices is transmitted on a regular basis. If the attacker makes the
20 correct assumption that the prices have not changed, this would also allow them to

employ a MTA.

The security of a single message polynomial is dependent on the random factor used in
the encryption of that polynomial. If an attacker is able to determine the random factor
25 and has access to the public key, it is then trivial for them to retrieve the original

message.

Each time a.message is sent, the random factor is determined ‘on the fly’ for each
polynomial. This means that if exactly the same message is sent more than once it will

30 contain a different random factor. If an attacker knows for certain that two or more
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94.0% [ &5( ) - FAAESOOOEG P from! jusd tzvbO@@ﬂi& However, even sending two copies might
significantly compromise the security of the message, while’ sendmo mult1p1e copies

can allow the attacker to determine most (and eventually all) of the message.

The Tumbler MTA protection system employs a simple stream cipher together with 2~
10 randomly selected key (eg using a pseudo-random number generator) to ensure that

the plaintext message differs randomly from any other identical message sent with the

same key. The stream cipher does not directly add to the security of the message as it

is broadcast with its key, and thus need not be a particularly secure cipher. It must only

ensure that two identical plaintexts will differ from one another in an unpredictable

15 manner.

‘Encoding with the Tumbler MTA protection option adds a random (or pseudo-
random) MTA key to the start of the plaintext. This key is then used to set the initial
state of the Tumbler Sequence Generator (see § 11, and step 202 in figure 2).
20 Subsequent bytes of plaintext data are then XORed with output from the Sequence
Generator before being inputted into the PKCS cipher: see step 203 of figure 2.

During decoding, (figure 3), the first & bytes of data returned from the PKCS cipher
are used to set the initial state of the Sequence Generator (see § 11). Subsequent bytes

25 are XORed with output from the Sequence Generator before being outputted as the
decoded plaintext: see step 315 of figure 3.
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.10 packing efficiency that would be negligible when compared with other packing issues,

8.1 Conversion of bits to terts

x should be taken to be the integer whose least significant 19 bits are set in the same
15 configuration as the block of 19 bits from the message, and whose other bits are all set

to zero. Here terts should be assumed to be integers taking the value 0,1 or -1.

1. x is divided by 3 and the remainder calculated. This value can then be used to
determine the next tert. O determines that the value of the tert is 0, 1 determines

20 that the value of the tert is 1 and 2 determines that the value of the tert is —1.

. ;
e

2. xisdivided by 3, discarding any remainder.

3. Perform steps 1 and 2 a total of twelve times.

25 ,
Clearly, this process could be accelerated if in step 1 x was divided by 81 instead of 3,
and the remainder then used with a table of the 81 possible 4-tuples (ordered sets with

four elements) of terts to determine the values of the next four terts. x would then be
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values of the next six terts, and then dividing x by 729. This option would require only

one remainder and one division operation. However, each method offering such an

improvement in speed would also suffer from a conesponding increase in code size.

The ultimate method in terms of speed would use a straight lookup on a table of all -
10 531441 possible 12-tuples.

Whichever of the above methods is used, the conversion process gives values in the

range {0,0,0,0,0,0,0,0,0,0,0,0} to {-1,0,0,-1,1,0,-1 »-1,1,-1,-1,-1}. Thus, not all possible

12-tuples of terts can be generated. This is because 3'% = 531441 is greater than 27 =
15 524288. This is important as sets of terts that lie outside this range are used to signify

the end of the message.

The last incomplete set of 19 bits, if any, is padded out to 19 bits with the required

number of random bits. The length of the real message data, excluding the padding, is

20 . remembered and used for determining the value of the end of message marker. See § 9
for further details on this.
Example
25 For the purposes of this example, it should be assumed that the sequence of 19

bits is 0101101101001100010, ordered from the first and least significant bit to
the last and most significant bit. Regarded as a decimal integer, this sequence

of bits is 144090. The value of each tert can be calculated as follows:

30




10 10 101J|1$100/&'()f100/&'() ]! 0-1098&& ()-1eq~];r$411-910%& ()-] L

%WO%R ()-* L %O0%& ()-*109%& ()- 10%& ()-=! 10%5& ()-#@ zX NOY 004 i

e TR G b R T
' 1 i 0 ' 0

Ele(()‘)%S]&'R% ?vgg 1096& () - ZpUr[ 9VK@ ! ! ! sY?\/%O‘IJ/eI&' ()-!-sY0%& ()-1|4T) 8&109&' () -
10%& () - F109%& ()Nllhhﬁelylmo (i WtNﬁhagj}&leJ aéfe‘agj v,ls;xon%y QalgP ue of

109%& ()- , WBL0%R' ()-VIf S100& () - ! 2 ()-

PEEEfA: $10%&'()“fmﬁtp#l@%di’d"@dbym‘y& (DischPdfbig mhiA¥® () - % 1%

? 10/ 109%& |
hgvéf?/&'() <l:y" (12)0/&'() 9|XIY'G(102/&: (1)4499&5\3=$€L$M& %Eyql&pg\ ?(1)0?&(273%
bl ¢ 1008 0 ETE0 108 BRI A8 1T
P10%4 0%&' %R 9 0 . fdi 3
P10%0s$* 10%&' () 291 " 109& () - Z10%& ()- 1@);9%3 ;)53365 100/& ()-—019/«& ()-a
P1010%& () - 9$@0%I'&' () va 10907&' () - #

5336+3=1778 . . -l
4 2 1778 +3=592 . 1
5 1 592 =3 =197 1
6 2 197 +3 =65 | S
7 2 65+3=21 -1
8 0 21+3=7 0
9 1 7+3=2 1
10 2 2+3=0 -1
11 0 0+3=0 0

Therefore the bit sequence 0101101101001100010 will be converted into the
tert sequence {0,0,—l,—1,-1,1,-1,~1,0,1,—1,0}.

5 8.2 Conversion of terts to bits

When the data has been decoded it will again take the form of a ternary polynomial,

LJ and the bit to tert conversion process will need to be reversed in the following manner:

1. y should be taken to be the value of x calculated from the previous set of 12 terts.
10 This is clearly not relevant for the first block, for which there is no previous set.

x should be set to 0 initially.

2. The terts in the set should be numbered sequentially from 0 to 11. If the /™ tert is 0
add 0 tox, if it is 1 add 3’ to x, and if it is -1 add 2 x 3" to x.
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3. If x has no more than 19 significant bits (and is therefore less than 2'%), then the
first 19 bits of y are the next 19 bits of the original message. If x has more than

19 significant bits, then the end of the original message data has been reached.

5
The value of x can be used to determine exactly how many of the bits of y are part of
the original message, and how many must be discarded. See § 9 for further details.
Example .
10

The set of 12 terts that were calculated above, {0,0,-1,-1,-1,1,-1,-1,0,1,-1,0},

can be converted back into bits as follows.

Number of tert  Value of tert Value to be added to x New value of x

_ 0
0 0 0 0

1 0 0 0

2 -1 2x3%=18 18

3 -1 2x3%=54 72

4 -1 2x3=162 234

5 1 3% =243 477

6 -1 2 x 36 = 1458 1935

7 ~1 2 x 37 =4374 6309

8 0 0 6309

9 1 3° = 19638 25992
10 -1 2% 3'9=118098 144090
11 0 0 144090

15
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x does not have more than 19 significant bits (144090 < 2"%) and in binary is

represented by the 19 bits 0101101101001100010. These are the same 19 bits

that were converted into ternary in the previous example,

9. End of Message Marker

A binary message is converted into ternary for the purpose of encoding (see § 8). This
1s performed using blocks of 19 bits. Clearly, not every-‘méséage will have a length
that is an exact multiple of 19 bits, so, if necessary, thé last block of 19 bits will be
padded out with random bits. These random bits are not part of the original message”
and must be removed when decoding. The encoded message must therefore include

enough information to determine exactly which bits are part of the message and which

must be disregarded.

Furthermore, the encoding mechanism operates on ternary polynomials with N
cocfficients, where N is an integer parameter determined by the key strength. The
message, once convérted into ternary digits, cannot be expected to fill an exact number
of polynomials. As a consequence, it is probable that the last polynomial will also

need to be padded out with random ternary digits. When the message is decoded, it
must be possible to disregard these terts.

An end of message marker is added to the message, therefore, to tell the decoder

exactly where the original data terminated.

It should be noted that the method for conversion of bits to terts will never generate a
12-tuple of ternary digits in the range {0,1,0,—1,1,0,-1,-1,1,—1,-1,-1} to {-1,-1,-1,-1,-1,-

1,-1,~1,-1,-1,-1,-1}. The values in this range are all used as end of message markers.

As previously stated, the last block of the message is padded out to 19 bits if

necessary, and then converted to 12 terts. Immediately following this block, another

() - Vs$ 10% R& () - V"

ot
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in the following fashion:

1. B should be assumed to be a random integer in the range 0-375, and A the number

5 of the last message bit in the incomplete set of 19 bits.

2. A+19xB+2"is converted into 12 terts in exactly the same manner as sets of 19
bits have previously been converted. The resulting set of terts will be in the range
{0,1,0,-1,1,0,-1,-1,1,-1,-1,-1} to {-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,-1}. This is the ™

10 end of message marker. The remainder of the polynomial is then padded out with

random terts.

Other calculations could of course be used to create the end of message marker,
provided that the result is a series of terts that falls outside the possible space used to
15 represent messages, and that one can determine, from the end of message marker,
which is the last bit of the message. One way to do that is to divide the available end
of message marker space up into 19 parts, and to select (eg at random, or substantially

at random,) a marker from the appropriate part to indicate which of the Jast 19 bits
represents the actual end of message.

20

The padding of the message block could be at the beginning or at the end of the block;
Ty and the end of message marker could be added to the front or to the end of the
resultant block of terts. The direction within a block is more or less arbitrary, and

hence expressions such as “followed by” can encompass “in front of” when the block

25 is considered in reverse.
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For the purposes of this example, it 1s supposed that there are only 4 bits of the
5 original message left to encode when the final block is reached. In this
circumstance, 15 random bits are chosen and are concatenated with the 4
message bits. In other words, the 0™, 1%, 2" and 3™ bits of this block of 19
belong to the original message and the 4™ ..., 18" bits are just random

padding. A is therefore set to be 3, since the 3" bit is the last bit that belongsto
10 the original data. This padded set of 19 bits is then converted to terts as normal.

After this, an end of message marker is chosen. First a random B is chosen in

the range 0-375. For the purposes of this example, B will be given a value of

122. The following calculation is then performed:

15
A+19xB+2"=3+19x 122+ 2" = 526609,
The conversion of this integer into terts gives {1,0,0,1,0,1,-1,0,-1,-1 -1 ~1}.
20 Note that this is greater than {0,1,0,-1,1,0,-1,-1,1,-1,-1,-1}, as can be clearly

seen from the fact that in the former 12-tuple all four of the leading terts (those
Ty on the right) are set to —1, while in the latter 12-tuple the fourth tert is 1.
) {1,0,0,1,0,1,-1,0,-1,-1,-1,-1} is the required end marker.

25 When the message is decoded, each set of 12 terts in turn is converted back into 19
bits. If operating normally, the decoding process will eventually encounter a block of
12 terts that lie outside the range for conversion back into 19 bits. In other words, the

integer obtained through conversion back into binary has more than 19 significant bits.
{See § 8.)
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converted back to binary, 2% is subtracted from it. The result is divided by 19, and the
remainder taken, This returns A. Of the 19 bits of the block immediately preceding the
5 end marker, the sequence of bits starting with the 0 up to and including the A" bit are

kept as original message bits. The remaining bits are the random paddmg, wh1ch can

be discarded along with any remaining terts.

Decoding Exampie ' ‘ T
10 |
For the purpose of this example, it should be supposed that the block of 12 terts
calculated in the previous example, {1,0,0,1 ,0,1,-1,0,-1,-1,-1,-1}, has just been
received during the decoding process. When these 12 terts are converted back
to binary, the value 526609 is yielded. This is at least as large as 2'° (or in
15 other words has more than 19 significant bits in its binary representation).
Subtracting 2'° and taking the remainder on division by 19 gives the value 3. It
is therefore concluded that the 0%, 1%, 2" and 3 bits of the previous block of
19 bits are valid message bits. The other 15 bits can then be discarded.

20 It will of course be understood that the use of an end of message marker from

within an unusable space for message-carrying is not restricted to the bit-to-tert

“y ekamp_le described above, nor of course is it limited to the specific example of 19

bits being converted to 12 terts. Other conversions involving a change of modulus
could be used, provided that there exists some suitable inaccessible space.

25

10. Pseudo Randoin Number Generator

Tumbler provides two pseudo random number generating algorithms (only the second

of which the present applicant considers to be protectable). Both algorithms utilise the
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It is important to remember that all Pseudo-random number generators (PRNGs) are

5 intrinsically deterministic and the output generated will only ever be as unpredictable -

as the seed.

The first Tumbler algorithm, TSR (Tao SHA-1 Random), operates in a similar manner

to many other commercially available hash-based cryptographic PRNGs. ™
10 SHA1Random and MD5Random, provided by RSA, and Yarrow, from Counterpane,

would fall into this category. The initial input is hashed, and this hash output is

repeatedly re-hashed with a counter to produce the random bit stream. At any stage it

is possible to add more input, which is hashed together with the current state.
15 Figure 9 shows how a simplified version of how such a generic PRNG operates.

901. It is necessary to ‘seed’ a PRNG, or in other words to give it an initial state on
which to base all subsequent output. Inputting data that is sufficiently unpredictable
achieves this, though it may skew and therefore become unusable as pseudo random
20 data. Such data is usually obtained by measuring real world events such as the timing

of keystrokes or mouse movements. This data is called entropy.

902. A hash function is used to hash together an arbitrarily large quantity of entropy.
This gives an internal state, of defined size, that is based on this entropy. The
25 unpredictability of entropy might not be tfle same as its size. 10 bits of entropy may
only have 16 possible collective values and will therefore have 4 bits of

unpredictability. Using this hashing step one can enter enough entropy to guarantee

sufficient unpredictability.
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5 with each block of random output. Since each block of output is based on the counter

this results in the production of different outputs.

905. Another hash instance combines the result of the first hash 903 with the counter
904. This hash is used again each time a new block of random data is required.

10 '
906. The result of the hash in 905 is the pseudo random data. Depending upon the

application this may (but need not) be a string of pseudo-random bits.

A precise description of TSR follows:
15 |

H() is defined to be the hash function; X||Y to be the concatenation of X and Y;Cto
be the integer coﬁnter E, to be the " pool of entropy that is added to the Random
Number Generator; Pj; to be the jth 106-bit pool of random data that has been generated
since the input of E;and S; to be the 160-bit .internal state that creates P;.

20 |
- When the algorithm is first initialised, the counter C, i and J are set to zero land the

state, Sgo, has all 160 bits unset.

- When the i pool of entropy is inputted into the PRNG, supposing that the current
25 state is S;.), then the new state, S;, becomes H(SunilE).

- When more data is required the counter C is incremented by one and the new pool
Py becomes H(SIC). '
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ig;év(?) 1) | 1 g?é I %ﬁlp%%{%[gg g%t;cugear%;u(szn for %roducmg an indefinite cryptographic bit
stream from entropy input, but has the disadvantage of only possessing an internal
state the size of one hash output. SHA-1 has the largest digest size of any commonly
supported hash algorithm at present, with 160 bits. This means that regardless of the

5 quantity of entropy input, there cannot be more than 2'° distinct bit streams produced

between input operations.

In modern cryptography it is often desirable for an object (such as a private key) to be
chosen randomly out of an extremely large space. For example, for N = 503, there are ™
10 2720 possible NTRU PKCS private keys. If one used a PRNG with an internal state of

2180 with only one seeding operation, then at least 2°2° of the possible keys could

never be selected.

Performing seeding operations during the creation of an abject is not always a trivial
15 task. A seeding operation requires entropy, and entropy is obtained through measuring
the real world. It is therefore necessary for one to know exactly how the platform on

which the cipher is being used interacts with the real world.

We propose two solutions to the problem of achieving sufficiently random data in a

20 platform independent manner.

: 0 The first is a self re-seeding PRNG. This method is fairly simple to explain, but places

an extra requirement on the system in which it is employed and as such is only semi-

platform independent.
25

The basic internal mechanism of the PRNG remains unchanged. For each platform on

which the PRNG is expected to operate, a function exists that can be called by the
PRNG and which will provide the PRNG with entropy.
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produced. This is compared with the internal state of the PRNG, as well as the
unpredictability of the entropy that was last provided. When the PRNG has produced
as much data as the smaller out of the internal state and the unpredictability of the

5 entropy, then it calls the platform specific function and requests more entropy.

The second solution is more complicated, but has the advantage of being completely

platform independent.

10 The basic principle involves the use of a PRNG with a very large internal state. The
problem in producing such a PRNG lies in making it cryptographically secure when

secure hashes have a finite output that is much smaller than the internal state required.

Tumbler’s implementation of a large state PRNG is the TSR-LS (Taoc SHA-1 Random
15 - Large State) algorithm (this being the second of the two Tumbler algorithms
mentioned above). TSR-LS uses multiple simultaneous hash functions, and rehashes
the original seed with each new generation operation. This gives it an internal state of
2048 bits, so that there are 2*°® distinct bit streams that can be generated between two
input operation.s. TSR-LS is slower than TSR, but not as slow as a dynamically re-
20 seeding PRNG. Another advantage of TSR-LS over a dynamically re-seeding PRNG
is that the latter will use seed data piecemeal, so the initial output will not be
T dependent on some of the seed. With TSR-LS, all of the output is dependent on all of
the seed; any difference in the 2048-bit state has the potential to alter every bit of the

—

output.
25 .

TSR-LS uses a system of multiple tiered hash functions. A simplified version is
depicted in figure 10.  The hash functions could be embodied in software or,

alternatively, they could comprise hardware hashing means.
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requires. The seeding process will be slower the more hash functions one uses, but on

going operation times are independent of the number of hashes.

1002. To begin with, each of the hash functions in the first tier hashes the entropy that

it receives.

1004. The second tier’s hash takes in the output from all of the hashes 1002 in the first ™
10 tier and hashes all of this together. This ensures that every bit of the final output is
based on every bit of the initial seed.

1005. The output from the second tier hash 1004 forms the pseudo random output for
the PRNG.

I5

Each time more data is requested, from the application that is using the PRNG, one of
the hash functions 1002 (on a rotation basis) performs a rehashing operation using a

counter 1003. This rehashing operation could be the same as that used by the normal
state PRNG described above.
20

1003. This counter is used to ensure that each hash function produces new output with
every rehashing operation. Here, and in the example below, the initial output is used as

the counter increment. Each hash function 1002 may maintain its own counter 1003.

25 The re-hashed output of the particular re-hashing function is then fed to the second-tier
function 1004, which hashes it with the output it has previously received from the
other functions 1002, to create the required new output data 1005. In this way, only

one of the functions 1002 needs to re-hash and pass data to the second-tier function
1004 when a request for new data is made.

30
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5 A precise description of TSR-LS follows:

TSR-LS makes use of five concurrent instances of La SHA-1 hash object. H(), Ho(),

HiQ), Ha(), H3() are defined to be these hash functions; X||Y as for TRS above; Cy, C|,

C; and C; to be four 160-bit‘counters; Ip: Ty, Iz and I; to be four 160-bit increments; E;
10 to be the ™ pool of entropy added to the Random Number Generator; Ej, Ei, En, En

to be four sub-pools of entropy for each entropy pool Ej; Py to be the /™ 106-bit pool of

random data generated since the input of E;; and Sk to be the &™ 160-bit intermediate

state generated.

15 - When the algorithm is first initialised. Co, Cy, Cy, C3, I, I, I; and 15 have all 160
bits unset, j= 0 and k=-1 .

- When the /" pool of entropy is inputted into the PRNG, the entropy pool E; is

divided so that the nth byte is placed in the entropy sub-pool E;; where a is the

20 lowest positive residue of » modulo 4, unless the byte is part of a last, incomplete

set of 4, in which case the bits of this last set of bytes are divided so that the nth

T ‘ bit is included in the entropy sub-pool E;, where a is the lowest positive residue of
n modulo 4. The last internal state block created should be defined as St For each

of the hash functions Hy(), a sub-pool of entropy is concatenated with all of the

25 previous data entered into that hash. The digest for this concatenation is

computed, and the result placed in Speq+;.

~  When more data is required, a should be taken to be the least positive residue of j
modulo 4. C, is incremented with the increment I, by adding this value modulo

30 2'%. Next, this value is concatenated to the input that was previously hashed by
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block created was S;. In this case, the result of this hash is placed in S.;, and the

new pool Py becomes H(S|S:f|...[|Se ).

5 11. Sequence Generator

The sequence generator is used for the MT A protection hésh"as éxplained above. The
purpose of this generator is to provide an indefinite st:re_am of pseudo random bits in a
similar manner to a PRNG, except that the input seed is known and the stream must be
deterministic. It must still be computationally unfeasible to find an input seed that will =™

10 generate an arbitrarily chosen sequence, or to calculate the input from any part of the

output.

Since PRNGs are deterministic, a Sequence generator can be achieved by supplying a
known seed to a specified PRNG. In Tumbler a simple sequence generator is supplied

15 that operates slightly differently from the PRNG (although a PRNG could be used).

The initial seed is hashed using an instance of the SHA-1, and this hash output is itself
used as the first 20 bytes of available sequence data. After that, new sequence data is

provided by concatenating the previous output block with the hash input and re-

20 computing the hash.

12. Efficient Module Arithmetic through the Use of Parallel Bit Operations on a
Vector Representation

Tumbler makes use of a new method of performing modulo arithmetic in small moduli

25 using bit based technology.

This method allows one to use a bit (ie binary) based device to perform modulo
arithmetic efficiently. This is achieved by storing numbers in a vector form and

performing arithmetical operations on multiple numbers in parallel, using a simple
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%&%ﬂ%% pgblt\mlse ogléaa operations. On(e)can use this to perform efficient modulo

arithmetic in any base. However, the efficiency is greatest in small bases. Tumbler

uses this method for perform-ing PKCS ternary operations.

12.1 A More Detailed Description of Modulo Arithmetic

Arithmetic modulo 7, for some positive integer base r, concerns operations between

the # “residue classes’ of integers. A ‘residue class’ consists of those integers that share

a common remainder when divided by 7. T

For instance, in modulo 7, 64 and 15 both reside in the same residue class:

64=9x7+1,15=2x%x7+1.

The remainder on dividing the sum or product of two integers by any given integer is
dependent only on the remainder on dividing the respective addends or factors by that

same integer. Therefore, it is possible to consider operations between residue classes.

Addition, subtraction and multiplication between residue classes work in the same way
as for normal integer arithmetic between any chosen representatives from the residue
classes. Usually the former involves choosing a set of representatives, one from each
residue class. These would normally be either the set with smallest positive value (i.e.

{0, 1, ..., -1}, or the set with the lowest absolute value {[-r/21+1, ..., 0, ..., [F/2]}.

Modulo arithmetic is theoretically much simpler than generalised integer arithmetic.
However, modern digital devices are built to cope with generalised integer arithmetic

in such a way as to make them very inefficient at performing modulo arithmetic.
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5  The binary operation XOR defined to return a word each bit of which is set if and

only if the corresponding bits of both input words are neither both set, nor both

clear,

 The binary operation AND defined to return a word each bit of which is set if and
10 only if the corresponding bits of both input words are set.

* The binary operation OR defined to return a word each bit of which is set if and

only if the corresponding bits of either, or both, input words are set.

15 * The unary operation NOT defined to return a word each bit of which is set if and

only if the corresponding bit of the input word is clear.

12.3  Vector Representation

The crux of the method described here lies in the vector bitwise representation of

numbers.

20

Digital devices will normally store integers in binary form in the adjacent bits of one
word. This is to permit the use of circuits such as ‘half adders,” which allow for carry
1t‘)e:tween bits. With a vector representation the value of a number is represented by bits
located in corresponding locations within different words. The value of these bits need
25 not relate to the binary form of the number. Interpreting the bits in a novel way, as

illustrated with ternary numbers in the later example, may lead to greater efficiency as

well as other incidental benefits.
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'. ' less efficient using vector representation than using normal integer methods. This is

because bombini__ng the 2x[log; r] words representing the numbers will generally

involve O(logz#9 operations.

The applicant has realised, however, that the advantage of a vector representation lies
in its indefinite parallelisability. The number of identical operations that may be

performed concurrently is limited only by the word size.

10 12.4 Ternary Representation

Henceforth it is assumed that the three possible values of a tert (representations of a
ternary number) are zero, one and minus one. This is an arbitrary decision and the

system applies independent of the names of the three terts.

15 The terts are represented by two bits occupying corresponding locations in two distinct
words. The bit located in the first word is set if and only if the value of the tert is not
zero. The bit located in the second word is set if and only if the value of the tert is one.
Hence the three terts 0, 1 and -1 are represented by the vectors <0,0>, <1,1> and
<1,0>, respectively. In this manner # terts may be represented in two x-bit words.

20

Example

Let us assume that we wish to use vector bitwise representations of the four

_ terts 0, 0, -1 and 1. Using the vectors specified above gives us the following
25 table:
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0 0 0

0 0 0

1 i 0

1 1 1

Now, taking and storing separately the 1° bits and the 2™ bits allows us to treat
this information as two separate 4-bit words, namely 0011 (representing the 17"
bits), and 0001 (representing the 2™ bits). We may then carry out modulo
arithmetic not on the individual terts, nor on the vectors, but on the words

5 themselves, for example using the operations XOR, _AND, OR and NOT. This

avoids us having to deal with overflows or carries however many terts are

being worked on simultaneously.

Apart from suggesting an efficient method of performing modulo arithmetic, this
10 interpretation of the bits allows one to determine the value of a tert modulo 2 simply
by examining the first array. Since algorithms are often concerned with distinguishing

zero and non-zero terts this has a great advantage over the usual binary form.

Where there is a pair of corresponding bits, and the bit located in the first word is

15 clear, the bit located in the secorid word is never set. However, the system need not

rely on this.

Similar principles could of course apply to modulo arithmetic on bases other than 3 —
for example to carry out arithmetic in base 5 one would operate on three separate
20 words, the {irst representing all the first bits in the vector representation, the second all

the second bits and the third all the third bits. The approach would work for higher

bases as well.
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the bits set if the correspondmg tert is one. Similarly Y.y and Y, are the two »-bit

words representing the » terts yy, ..., ¥ 1. e

10 The result of adding the » pairs of terts (x;, y;), each modulo 3, for i = 0 to (n-1), to
produce Zg and Z; which represent the terts xq + yo (mod 3), ..., x ) +y ., (mod 3),

can then be calculated as follows:

Z,
15 Zy

!

(X0 XOR Y1) AND (¥; XOR Y.p),
(X-0XOR Y_) OR (X; AND Y,) OR Z,.

The result of subtracting from x;, the value of Vi, each modulo 3, for i = 0 to (n-1), to
produce Z.pand Z, which represent the terts xg - Yo (mod 3), ..., X .y = ¥ 1 (mod 3), can

be calculated as follbws:

20
7y = (X0 XOR Y.0) OR (X; XOR YY),
Z = (Y-o XOR X;) AND ((NOT Y}) OR X.0) AND Z.,.
The result of multiplying the » pairs of terts (x;, ¥i), each modulo three, for i = 0 to (n-
25 1), to produce Zg and Z; which represent the terts x, x Yo (mod 3), ..., x4.1 X ¥,y (mod

3), can be calculated as follows:

Zo
7

I

(X0 AND Y.y),
(NOT (X, XOR Y})) AND Z_,.

I}
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10

In software, this method allows for scalable parallelisation, since one is able to take

advantage of the full width of a word of any length.

12.7 Usein Tumbler

15 The Tumbler PKCS uses modulo 3 polynomials, that is polynomials whose
coefficients all have values that are only significant modulo 3. At various stages in the
algorithm it is necessary to add and subtract these polynomial from one another.
Specifically, the current implementation of the key creation system uses the ‘Almost
Inverse algorithm’ (see § 3) or alternatively the Euclidean Algorithm, performed on

20 modulo 3 polynomials. These algorithms in turn require the addition and subtraction

e

of polynomials. The decryption system requires the convolution product (star-

multiplication) of two modulo 3 polynomials. The star-multiplication algorithm also

uses the addition and subtraction of polynomials.

25 To add two polynomials one adds together the values of the corresponding coefficients
from each of the polynomials. The value of the first coefficient from the first
polynomial is added to the value of the first coefficient of the second polynomial to

produce the value of the first coefficient of the sum, and so on.
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& ()-Z 1P ﬁmwel z{nd ﬂllJ4SE:COHd polynomlal 1s represented as the two bit arrays Yl and Y_p, then
the polynomial sum of the two polynomials can be calculated by performing the

5 following modulo 3 addition operations on the four arrays.

7 (X0 XOR Y;) AND (X; XOR Y.o),
Zo = (X9 XOR Y.p) OR (X, AND Y;) OR Z,.

10 The same is true of subtraction. Storing each polynomial as two bit arrays allows the

above subtraction method to be used to calculate the difference of the two

polynomials.

Since each polynomial in Tumbler can have as many as 503 coefficients this method

15 produces a considerable increase in speed.

This approach to modular arithmetic may find application in the field of digital data

processing generally, and is not restricted to use within cryptosystems,
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2. A method of validating an encrypted message as claimed in Claim + in

which the inputs are concatenated before being hashed.

15 3. A method of validating an encrypted message as claimed in Claim 1 in
which the message polynomial input comprises bits representative of

polynomial coefficients which have been packed to fill bytes.

4. A method of validating an encrypted message as claimed in Claim 1 in

20 which the cipher polynomial input comprises bits representative of polynomial

coefficients which have been packed to fill bytes.

5. A method of validating an encrypted message as claimed in any one of
Claims 1 to 4 in which the hashing is carried out using the SHA-1 algorithm.

25 |
6. A method of validating an encrypted message as claimed in any one of

Claims 1 to 5 including confirming validation of the transmitted encrypted
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I #$9R' () 8. A physical carrier carrying a computer program as claimed in Claim 7. i}
10 9. A datastream representative of a computer program as claimed in Claim
7.

10. A method of validating an encrypted message comprising:
(a) encrypting the messagetext to form a ciphertext;
15 (b) hashing together inputs representative
of the messagetext and the ciphertext to create a
hash output; and
(c) transmitting to a recipient both an encrypted message
defined by the ciphertext, and check information
20  based on the hash output.



