14 Decenber 2004 | ANONYMOUS PARTI Cl PATI ON AUTHORI TY MANAGEMENT SYSTEM The
present invention relates to a participation authority nahaDessiber 96t em
for use in electronic access,. electronic bidding, electronic lottery,

el ectronic petition, electronic voting or .the like. Conventionally, ‘an
anonynous participation systemusing blind signature has been studi ed.

Bl i nd signat ur. [ IL.n which a signer signs wthout seeing
t he si gned cgﬁéﬁ’glﬁz?%@é%@gqﬁ AR d‘&%‘@‘f&ﬁﬂ@%ﬂ ng, data
involved in the participation is the voting contents of the voter

hi nsel f/ herself. Thus, electronic voting can be conducted. as foll ows.
First, a participant subsystem (presenter) authorized to vote proves

bef ore a nanager subsystemthat the presenter is authorized to vote and
then has the manager subsystemsign the voting contents by section of
blind signatur EPARFRISTY skfHeln e tater &9 ghRareleipakien ranager
subsystem affixed is sent to a verification subsystem The verification
subsyst em FEGREEEY HRARBISAYN &t sy k@Rt TULRFEt &1 ehpehrontcspgrasare of the
manager subsystem as a voting statement_ sent by an eligible voter. To
prevent arPitEHEeRE Pisklinisi pasectsopdgsteri eFvmedactinanda pegitioan
identical voting session two or nore tines, it is determned that voting
dat a whi ctAREFRRNI¢ oY bHeg pa¥ t tlee phikesubsyst em t o anot her

Conventionally, an anonymous participation sjstem using
blind signature has been studied. Blind signature réfers to
a system in which a signer signs without seeing the signed
contents. For example, in the case of electronic voting, data
involved in the participation is the voting contents of the
voter himself/herself.

Thus, electronic voting can be conducted as follows.
First, a participant subsystem (presenter) authorized to vote
proves before a manager subsystem that the presenter is
authorized to vote and then has the manager subsystem sign the
voting contents by section of blind signature.

A voting statement with the signature of this manager
subsystem affixed is sent to a verification subsystem. The
verification subsystem regards the voting statement submitted
with the signature of the manager subsystem as a voting
statement sent by an eligible voter. To prevent an identical
participant subsystem from participating in an identical
voting session two or more times, it is determined that voting

data which varies from one participant subsystem to another



14 Decenber 2004 2 should be used and that the manager subsystem shoul d
issue a blind signature to each participant subsystem onl {4 Deaemberl2004 he
case where voting contents with the sgme signature are sent, this makes it
possible to determ ne that the sanme participant subsystem has attenpted to
vote twice. Since . blind signature is used, even the manager subsystem
cannot know to which participant subsystenlthe voting statenment with the
si gnat ur shhaddbbenussduand W €t rakessige ip eabishise einosheintiai Ssagoayni ty.

Li kewi se, an electronic voting system using anonynous certificates with

bli nd sighahdr eighaaiise wedefacsi wdyrtiloipgahd seweridnorallyexargy e above,
the participant subsystem needs to have the manager subsystemissue a

blind signature teweerset whers he>tpiald conpant sswbsy siemspaetd Cipatese i n
voting, that 1is, for every voting session. Therefore, the follow ng

descri beara senventhesahakaseivwhpbssappar tbCaEPEEMEHOSYBAEMhE Aame
participate in electronic voting any number of times with a single

regi st raph@niphoeadUisebshisitsin Haie Adidnptidianio SRS AP Oveschef ore the
manager subsystemthat the partici pant subsystemis a participant

subsyst egn aHBNOT dZLeu O 13NQEYAD LS eY D56 }nh%@@&esubémrn anhbe weSgoer

subsystem sign its own public key by section of blind signature. The

public key ¥hiBnthhst sEOPRHET SubSfs LR TRIIPYinI RS YeELRRMRT fi¥AdAs called

‘anonynous
signature has been issued, which makes it possible to maintain

anonymity. )

Likewise, an electronic voting system using anonymous
certificates with blind signature is also under study. In the
conventional example above, the participant subsystem needs
to have the manager subsystem issue a blind signature every
time the participant subsystem participates in voting, that
is, for every voting session. Therefore, the following
describes a conventional case where a participant subsystem
can participate in electronic voting any number of times with
& single registration procedure.

First, the participant subsystem proves before the
manager subsystem that the participant subsystem is a
participant subsystem authorized to anonymously participate,
then has the manager subsystem sign its own public key by
section of blind signature. The public keywith this signature
of the manager subsystem affixed is called “anonymous

certificate”



certificate". 14 Decenber 2004 3 Next, the participant subsystem signs the
voting contents with its own secret key and sends the si ghtdeogmben?04
contents and the anonynous certificaje to a verification subsystem The
verification subsystemconfirns that the anonynous certificate submtted is
a public key with the signature of the manager subsystem affixed and that
the signature of the voting statenent can be correctly verified based on
this public Negt., &he¢ mirehicipanbsubsystieomsignsbtted wetiingegartdmtdis as a
voting statenment sent by an eligible voter. Wiether an identical

parti ci pahthsibsystrermdmzeinddteypantli sepdsethée ns dgned desit io@lcordidnigs sessi on
nore than once is confirned by the absence of other voting statenents
based onatdetsanenangmypubuserteftcbiteate. aUserdafibhicndnsisgbatygremmakes it
unknown even to the nmanager subsystemto which participant subsystem an
anonynouBhe ceetificateohasubsgntemsuedfivhschhatkehel hnpagmblse t o

mai ntai n anonymty. However, if an identical participant subsystem votes

in two vesibgfseaseosabust tgdaisi depihTat ke oM Uheeiididamte.of t will
be reveal ed that the same participant subsystem has partici pated. Next,

group signatmdigaset| sesexpbai AL Bed amd THhSt | the & Sysd@iRd ki even i f

two or nore signatures are affixed wusing an identical anonynous

certifi cadeinghaldi®mdltec8AM correctly verified based on this public
key, and when the confirmation is obtained, regards this as
a voting statement sent by an eligible voter. Whetﬁer an
identical participant subsystem has not participated in an
identical voting session more than once is confirmed by the
absence of other voting statements based on the same anonymous
certificate.

Use of blind signature makes it unknown even to the manager
subsystem to which participant subsystem an anonymous
certificate has been issued, which makes it possible to
maintain anonymity. However, if an identical participant
subsystem votes in two voting sessions using an identical
anonymous certificate, it will be revealed that the same
pérticipant subsystem has participated.

Next, group signature will be explained below. This is
a system in which even if two or more signatures are affixed
using an identical anonymous certificate, whether the same

signer has signed or not is kept concealed. This technique

is described in detail in a paper called "“Efficient group



signer has signed or not is kept concealed. This technique is described in
detail in a paper called "Efficient group 4 14 Decenber 2004Dsieghat2004
schenes for large groups” in the international conference CRYPTO ' 97 by J.
Cameni sch and M Stadler. ‘First, the participant subsystem proves before
the manager subsystemthat the participant subsystemis a participant
subsystem el.ongs.to a oup authorized to participate anonynmously
and t hen h%g%ﬁbcure %gcg}emﬁﬁ) ATIS IRCWPr dup W rigitarnatienal data to

€ mah
be sent is _signed wt his secret key and the signed data is sent to the
verificatign%ngﬂebcf eeR]RtYﬂ@ veri A% aty SAmasah and dhf iStadkemt the data
subm tted has a sig at %gle verifiable by a group public key affixed and
when the confirFafPbn t8eoBR&tAEdPaNE SubsyShen prgurdcheiorehdheat a sent
by a participant subsystem belonging to an eligible group. Use of group
si gnat ur e %B@?efrt SURTISSian dhad itden et i@ ands subsivateparis @ pant
subsystem _in_the group to which the group secret key used for generating
each’ si gnaPar&icdp toﬁ&@&}’%@ﬂbﬁhﬁﬁkgglppggoﬁgi@mr«mp nebhar hzednboyni ty.
However, with this systemeven if an identical participant subsystem has
sent data RBF&ELCARATENERODIMONS1Fe FNidc fheseddisothe Mamagers subsyeytdm
verify whether the two signatures are affixed by using an identical group
secret keyl®FURof, IERYPt FECERdr key.

Next, data to be sent is signed with this secret key and
the signed data is sent to the verification subsyst:em.

The verification subsystem confirms that the data
submitted has a signature verifiable by a group public key
affixed and when the confirmation is obtained, this can be
regarded as the data sent by a participant subsystem belonging
to an eligible group. Use of group signature makes it
impossible to identify the particular participant subsystem
in the group to which the group secret key used for generating
each signature is belonged, which makes it possible tomaintain
anonymity.

However, with this systemeven if an identical participant

. subsystem has sent data more than once to an identical session,

= there is no way to verify whether the two signatures are affixed

by using an identical group secret key or not, and therefore

this system cannot be used for applications such as electronic
voting which must prevent double voting.

A technology similar to group signature is escrow

identification, which is described in detail in a paper called



this system cannot be used for applications such as electronic voting
whi ch nust prevent double voting. A technology simlar to Qridacpmbdrgdat ure
is escrow identification, which is degcribed in detail in a paper called
14 Decenber 2004 5 "lIdentity Escrow' in the international conference CRYPTO
98 by J. Kilian and E. Petrank. However, this technol ogy does not
provide section for _determ ning whether two identification information
pi eces ar e L& fdd ESHTW i éiénglil@aiﬂwlﬁﬂéiml copviryesteanCRYPT6: 96 t her .
A technol ogy call ed "subgroup signature" is available, which is a
t echnol ogPYudi-n&idhamp asidgiiat Red natidse Hawb¥erof thdsghachnedopy dqeal to
the nunber of different participant subsystens. This technology is
descri bed Mot PEeEL e isecf isupEer dedlamuinisgwhepbaritweusdeandfnewtdionect i ons
in group signatures” in the international conference Financi al
Cr ypt ogr apmEory@ tihprGpigaes s dsdued Teoudi kn Bdeevécalspaceicabhnt
partici pant subsystens provide signature for common data, this technol ogy
cannot be su#bsy sftem \vat ineg: J redithesh. data to be sent varies from one .
partici pant to another. As described above, there is no conventional
t echnol ogy t hat teobhdlablomadlpdr { subgapupt eigaatiucefatie amaalpbleal ity
of sessions by a single registration procedure, detect whether there
al ready ewhstch dat a tecimbliegyansipgr groupastgnandrecahoeal nampakt bgi pati on
rel ati onshi p between sessions even if

signatures is equal to the number of different participant

subsystems. This technology is described in detail in:a paper
called "Some open issues and new directions in group
signatures” in the international conference Financial
Cryptography '99 by G. Ateniese and G. Tsudik. However, since
all participant subsystems provide signaf.ure for common data,
this technology cannot be used for voting in which data to be

sent varies from one participant to another.

As described above, there is no conventional technology
“that would allow a participant to participate in a plurality
of sessions by a single registration procedure, detect whether
there already exists data from the same participant, and
conceal a participation relationship between sessions even if |
the participant participates in a plurality of sessions
without this being detected, so as to be used for electronic

voting and electronic bidding.



the participant participates in a plurality of sessions w thout this being
detected, so as to be used for electronic voting and el ect4Devkmbdyi20on ng.
14 Decenber 2004 6 In the conventional.technol ogy where data to be sent is

signed by section of blind signature,q t is necessary to conduct

regi stration processing for every session, while the conventi onal
t echnol ogy usi ng an anonynous certificate is wunable to conceal a

partici pati onInekaki epakeathehneetecERE3bEYSWhEFOUPa B4 WY &Rt §SCT OW
identification is unable to verify session participation by an identical

parti ci pariigned@by ddier 1ACHNYIAGHA HE§RELEHEINAUDSs Hle@RBLWLS +S cBRARlE 10
all ow each participant subsystemto create participation 'data

I ndependemidiys t e ¢ @s@ide d MEPLEORN HASrPesss aEbh eviggi Py tgking into

account the points described above and it is an object of the present

i nvent i ORdnfretAGIHEL b SHHUWSWH Su P | £ PR Do @ BOF4 1 5 BBpRgegENt
systemin which a participant authorized to access or participate in a

plurali t nnefb1SeSS Wbn&aL PIP4HC PR S B YIRYS Yo Wi ot bhEn
nsnip I%)6'[ en the sessl ons

participant's nane or participating relatio

bei ng revwedlighs ,V‘/@%‘_'o‘?:@s sﬁ.bnh%uﬂ@séiﬁtg&f&ﬂ q.%fe@f#ﬂ%a%%trp §'s Eﬁgbiama

participant has participated nore than once 1 n the sane séssion. Pn ot her

words, theg 96@5%91sgggﬁeﬁjﬁgreieyﬁgﬁfoﬁanan identical participant,

and the technology using subgroup signature is unable to allow
each participant subsystem to create participation Eata
independentiy.

The present invention has been achieved by taking into
account the points described above and it is an object of the
present invention to provide an anonymous participation
authority management system in which a participant authorized
to access or participate in a plurality of sessions can
participate anonymously without the participant’s name or
participating relationship between the sessions being
revealed, whereas it is possible to determine whether the same
participant has participated more than once in the same
éession.

In other words, the present invention provides an
anonymous participation authority management system allowing
participants to participate in a plurality of sessions with
a single registration procedure, detecting any identical
participant who has participated in an identical session more

than once, and yet concealing a participation relationship



anonynous participation authority nmanagenent systemallowi ng participants
to participate in a plurality of sessions with a single registration
procedure, detecting any identical participant who ﬁ%s%ﬁﬁ?ﬁk%ﬁﬁgﬁéd in an
i dentical session nore than once, and yet concealing a participation

rel ati onship 14 Decenber 2004 7 Dbetween sessions, so as to be used for

el ectronic voting, electronic bidding,7 and the like. In accordance with a
first aspect of the invention, there is provided a systemconprising: a

parti ci paplt wedbe¥sEenkhakol 8saubhpei 4884t S0 ANOTWABHSH Ve PRSI} pate in a
plurality of sessions using secret information provided by a nmanager

subsyst emlecatdra d eeeRlne) swbsyskemsthat determ nes whether it is
acceptable for the partici'pant subsystemto participate in a session,

characterized iR hBabrahhEe PR{h Cd PANY 1S URSIRUE Y QRS i1 $§8nt@Bpanonynous
signing section for authorizing individual data using the secret

i nfor mat iteR rdepandi-ng i QB3SESS Pt et e 4 1 pr raagja%it&pati{tosiuce anonynous
participation data with anonynous sighature, and the reception subsystem

CONPr i SeKuRARy s RO HERUS S IGMH1S AL UL THAH NG ABSL) ¥k £10f Jehes nifi ng
whet her received data i s anonynous participation data wth “anonynous

signatureg %Hh&%ﬁﬁ%%dogys%@%iB%ktb%ﬁﬂ%ﬂ%e%%%%yﬁhﬁgkmaéﬂﬂla RdgEqmat ch

determ ning section for determ ning et her anonynous si gnatures of
arbi trar yt wWonph£665 0fs380BY"™UShd a reception subsystem that

determines whether it is acceptable for the participant
subsystem to participate in a session, characterized in that
the participant subsystem comprises: an anonymous signing
section for authorizing individual data using the secret
information depending on session-related information to
produce anonymous participation data with anonymous
signature, and the reception subsystem comprises: an
anonymous signature determining section for determining
whether received data is anonymous participation data with
anonymous signature authorized by the participant subsystem;
and a sender match determining section for determining whether
anonymous signatures of arbitrary two pieces of anonymous
participation data are signed by an identical participant
subsystem.

The anonymous signature may include data that is generated
by a predetermined expression using the session-related
information and the secret information, wherein the sender
match determining section checks the data included in the
anonymous signature of received anonymous participation data.

The predetermined expression may be represented by raising a



participation data are signed by an identical participant subsystem The
anonynous signature may include data that is generated byl4aDpreadet2804r ned
expression using the session-related ginformation and the secret
i nformati on, wherein the sender match determ ning section checks the data
I ncluded in the anonynous signature of received anonynous participation

data. The predeterm ned expression may be represented by raising a 14

Decenber 52688408 -dependande pasgerto Fagewer dhadwdss tdeplenidendepandaid on t he
secret information. According to a first enbodi mrent of the present
i nvent i of¢creheinfompabdonsi gni ng section may include: a generator
dependi ng on
t he sessi on- -ketarétng rfornfirsin erdbogiiouwn tsof tinegpreseht oih et Shgni ng t he
i ndi vi dual data using the session- dependent generator and the secret
i nf or mat the eanoprudusesigndingnmsestjant maypdhnicanddat a, gehersitadzt he
anonynous' participation data includes data obtained by raising the
sessi on-depehilegt sgehtoat Bort craapomgra deiss tdmatbidnddiet Fd®itor
information; and a |inkage data generating section for generating |linkage

creating section for creating a session-dependent generator.

dat a i ndiependyng oreltals sasbiipnareng tbheinSase Olowle Resesn

I or

and a

generator determ ned by the individual data and/or the session-related
i nf or mat$eotidhefsecseyni AHOLABL HaAivE duAN’ aaeat adiky the %esWiohhat

dependent generator and the secret information to produce

anonymous participation data, wherein the anonymous’

participation data includes data obtained by raising the

session-dependent generator to a power determined by the

secret information; and a linkage data dgenerating section for

generating linkage data indicating a relationship among the

session-dependent generator and a generator determined by the

individual data and/or the session-related information,

The secret information is represented by (x, ¥. v) that

satisfies: v= (y + 8)"°mod n, where y= amod n, n is a product

of two prime numbers as used in the RSA cryptography, g is a

generator that generates a cyélic group of order n, a is an

integer mutually prime to n, e is an integer mutually prime

to the Euler number of n, and § is a constant other than 1,

the generator creating section creates a session-

dependent generator g, corresponding to a session A and a

generator g, is generated based on the individual data m and/or

the session A,



satisfies : v =(y +S)'" nod n, wherey = ax nod n, nis a product of two
prime nunbers as used in the RSA cryptography, g is a genkrdcembdrat4
generates a cyclic group of order n, 3 is an integer mutually prime to n,
e is an integer nutually prime to thé Euler nunber of n, and Sis a
constant other than 1, the generator creating section creates a session
dependent generator gA corresponding to a session A and a generator gmis

gener at ed baseteogrdlne siguiivigdsedt toh & ePsand/ 9F arddgenesat 88 AritdrDecenber
2004 9 the group signing section sets z = g,,-' and generates a first

proof st atrexentstdtemesdl OO z, gA, a) [a:z = gA(aa) ] (1) proving the
know edge of a satisfying z = gA(aa) and a second proof statenent V2 =

SKROOTLOG (z* gAS .y 9A sRlokrbe: Z2% ,g%::g.i( (a® E]l } proving the
know edge of (3 sat ilsfylsng z*ggé ~9yn (} theg‘l [ nu e}data generati ng

SKREP( 2172 Oy T oR RS D B B rdvions ™t R i 8 BF°91%nd 2

have thepsamr p@wiencntt he bases g, and gA, res_pectivel y, wherein 'ghe
anonynous participation data is defined as (A, in, z, z1, V11 V2, V3) . In

this case, the anoRynoug.sj rexdetermning seckion gheg Vi, V2, and
V3 of the anonyrmug)épar?ngj%gﬁﬁgﬁzdgfagﬁbeg@m Hre gAIB lﬁl)
proving the knowledge of B satisfying z*g, = g,(B°),
the linkage data generating section sets z, = g, and

»

generates a third proof statement

Vy = SKREP(z,/2, g,/d.)[y: 2,/2 =(g,/g9,)'1(1)
proving the knowledge of z-1 and z have the same power to the
bases g, and g,, respectively, wherein the ancnymous
participation data is defined as (A, m, z, z,, V,, V,, V,). 1In
this case, the anonymous signature determining section checks
Vi, V,., and V; of the anonymous participation data to determine
whethexr received data is anonymous participation data with
anonymous signature authorized by the participant subsystem.
The sender match determining section checks z of the anonymous
participation data to determine whether anonymous signatures
of arbitr_ary two pieces of anonymous participation data are
signed by an identical participant subsystem.

According to a second embodiment, the anonymous signing
section may include: a generator creating section for creating
a generator dependiﬁg on the session-related information; and
a group signing section for signing the individual data using

the generator and the secret information to produce anonymous



whet her received data is anonynous participation data with anonynous
signature authorized by the participant subsystem The sehtlescembtr@hos
determ ni ng section checks z of the nynous participation data to

det ermi ne whet her anonynous signatures of arbitrary two pieces of
anonynous participation data are signed by an identical participant
subsystem According to a second enbodi nent, the anonynous signing section

may |ncIpdetlalgam&batdatare@meﬂglﬁeﬂki@mobgho@%eghtﬁ9019aﬂﬁaﬁr@é@é
dependi ng on the session-related information; and a group signing section

f or SIgﬂtﬂQlﬁb&slﬂdmﬁl@%&bl@@ﬂﬁb#ﬂﬁalsﬂm$1ﬂﬁﬂ%k@@¥bﬂmaéﬂéﬁﬁéﬁ¥W6t
I nformation to produce anonynous 14 Decenber 2004 10 participation data,

wher ei n thaeaa@BY WS ap@otied PRIt MmIGRIA by U 4a! a reliaisied by raising
t he sessi on-dependent generator to a power determ ned by the secret
information. In the case where he sesret inforMBtion is rapresented by (x,
y, V) that satisfies: v =(y + 8" nod n, where y a" nod n, the individual

data is goneked by tRatS sAtRLQAUS, ok t(gﬁmsgﬂe ASIDET SA5, ysgain the

RSA cryptography, g is a generator that erates a cyclic gro of order
n, ais gn mdd‘tneg%hemihﬂibﬁﬂuﬁrl' HBth0i Q. d&é@e@rby* Entegeis"ﬁt prime to
the Eul er nunber of n, and is a constant other an t enerator

creat i ngoﬁeﬁﬁb%%é%&ﬁbéréeéélﬁba %P%%eﬁtsp,gsgig@g% gﬁxcorrfgp_gndl ng to

a session A, the group signing section sets z ares first
generator that generates a cyclic group of order n, a is an

integer mutually prime to n, e is an integer mutuall:y prime

to the FEuler number of n, and 8 is a constant other than 1,
the generator creating section creates a session-

dependent generator g, corresponding to a session A,

the group signing section sets z = g,¥ and generates a first

proof statement

V, = SKLOGLOG(z,g,,a)la:z = ¢,{(a)](m)
proving the knowledge of o satisfying z = gA(au) + and a second
proof statement

V, = SKROOTLOG(z*g,,g,,e)[B: z*g,} = g,(P°)1(m)
proving the knowledge of f safisfying z*g;’ = gA(fie), wherein
ﬁhe anonymous participation data 13 is designated as (4, m,
z, v, V).

According to a third embodiment of the present invention,
the anonymous signing section may include: a generator
creating section for creating a session-dependent generator
depending on the session-related information: an escrow

identifying section for signing the individual data using the



proof statenent V1 = SKLOALOZ z,gA a)[a:z = gA(a")](m proving the

know edge of a satisfying z = gA(aa) and a second proof ktlatcembui2004 =
SKROOTLOE z*gA, gA, e) [(3: z*gA5 = gﬁ(i ) 1 (m proving the know edge of 1
satisfying z*xgA5 = gA(f ) , wherein he anonynous participation data 13 is
designated as (A, m z, V1, V2). According to a third enbodi nent of the
present invention, the anonynous signing section may include: a generator

creat i ng ssacticn daperndant i uharSRSS| At danendante YeneratRit i slepesndi ng on
the session-related information; an escrow identifying section for signing

the i ndi virdidlcddaindiimioiss Phe thitiPraamreaa2@04whdraeastnn- S58080HSAL
generator and the secret information to produce anonynous participation

data, Whesgitidiifa@tinanyius iRandddd Rai LBkl thddabydes; dala ot ai ned by
rai sing the session-dependent generator to a power ‘determ ned by the

secret | HfediRin -Espaiitbiit | ddiaaa satd Genaiall b 885 My I}%{)etn nerating

| i nkage data indicating a relationship anong the session- ent

gener at Ofs b 121 e BRMALIbndehRa M 18 KRY el 88ta i Jid]atiAual data 13R0EQYL the
? % by (a,

session-related information. The secrel inforration 1S represente

b) that aldrfdiesy Bin da¥a 109 At 1 WAeher81 581 8nBAY U%{g}oﬁg fye prime
nunbers as used in the RSA cryptography, IS a generato a

session-dependent generator and a generator determined by the
individual data and/or the session-related information.

The secret information is represented by (a, bs that
satisfies b= (a° - 8)'* mod n, where n is a product of two prime
numbers as used in the RSA cryptography, g is a generator that
generates a cyclic group of order n, a is an integer mutually
_prime to n, e is an integer mutually prime to the Euler number
of n, and 6 is a constant other than 1,

the generator creating section creates a session-
dependent generator g, corresponding to a session 4 and a
generator g, is generated based on the individual data m and/or
the session A,

the escrow identifying séction sets z, = gA(ae) and
Qenerates a first proof statement

v, = SKROOTLOG(za,gA,e)[d: z, = g,(8°)1(1)
proving the knowledge of o satisfying z, = gA(ae) . and sets z,
= gA(ba) and generates a second proof statement
V, = SKROOTLOG(z,,g,.e}[B: z, = g,(P")1(1)

proving the Knowledge of § satisfying z, = gﬂ(ba) , and



generates a cyclic group of order n, ais an integer nmutually prinme to n,
e is an integer nutually prine to the Euler nunber of n, m1ﬁlec@nbc32694
constant other than 1, the generator gjeating section creates a session-
dependent generator gA corresponding to a session A and a generator g, is
generated based on the individual data mand/or the session A the escrow
identifying section sets za = gA(ae) and generates a first proof statement
V1 = SKROOTLOGhzalgAkeye(dataagendPa8ehgl sédtiphovég 4 he knefedgg of a
satisfying za = gA(ae) , and sets zb = gA( b) and generates a second proof
st at enentgNWRLASKREOMIO & Ipra, sjaterdenzb = ga(bs) | (1) proving the
know edge of f3 satisfying zb = g ( ) , and 14 Decenber 2004 12 the |inkage

data generating sedti ensKRER ( zgeagr af, 2§, A :hiz gz pr-oqfg stapeent z0 = gm
(ae) and V3 = SKREP(zc/za gnigA) [y. zclza = (gnmigA) YI" (1) proving the
know edgeroivizg &he knonbedge dihe,sane zpavering thBesahe SRfvIA tandham
respectively, wherein the anonynous participation data is defined as (A,

m z, zbbazes .akWad. gy3)respddiivé by camitershe BHONYEORPmSHGNat ur e
determ ni ng section
participation data is defined as (A&, m, z,, z,, z,, V,. Ve V).
In this case, the anonymous signature determining section
determines whether z,*z, = g,° is satisfied and checks V.. V,,
and V; of the anonymous participation data to determine :whether
received data is anonymous participation data with anonymous
signature authorized by the participant subsystem. The sender
match determining section checks one of zarand z, of the
anonymous participation data to determine whether anonymous
signatures of arbitrary two pieces of anonymous participation
data are signed by an identical participant subsystem.
According to a fourth embodiment of the present invention,
the anonymous signing section may include: a generator' 
creating section for creating a session-dependent generator
depending on the session-related information; and an escrow
identifying section for signing the individual data using the
session-dependent generator and the secret information to
produce anonymous participation data, wherein the anonymous
participation data includes data obtained by raising the
session-dependent generator to a power determined by the

secret information.



determ nes whether Za*Zb T gAS is satisfied and checks Vi, V2, and V3 of

t he anonynous participation data to determ ne whether reraecedodatsyds
anonynous participation data with anonynmous signature authorized by the
partici pant subsystem The sender nal8h determ ning section checks one of
za and zb of the anonynous participation data to determ ne whet her
anonynous signatures of arbitrary two pieces of anonynous participation
data are sign by an identical participant subsystem According to a
fourth enbodi ﬁ'g’ﬁt ST e lb’réé)sré[fﬂipji%érﬁilb?ﬁreﬁ%y%%oﬁ’ﬁnbﬁs Q?gﬁgﬁﬁ section
may include:, a generator, gr gating section for creating a session-dependent
gener at or°2 = t h@®)sedQH R rehared iafdmEadusH: ofntwarpides ow

i dentifying section for siqpin t he individual data using the

sessi on- ASguAeRatdr he?ngst’*h%r%%%?%’é‘aplﬂforgr&ﬁ BroeReTpEeHdEmt
anonynous participation_data, wherein the anonynous participation data

i ncl udes HRF VR €I CBy-Cr dFenRgEE Hardesedsi anldepe idiirgee martatakly o a
power determ ned by the secret information. 14 Decenber 2004 13 The secret
i nf or mat iIRANS toepr @ dift @b Bytegermutemlly dutimsf testhe Eyker imber nod n,
where n is a product of two prinme nunbers as used in the RSA cryptography,
g i s a g@ferst amd Matis geroretemia aledr ctlgamup, of order n, a is an integer
mutually prine ton, eis an integer nmutually prinme to the Eul er nunber

of n, and 8 i fhe gemeratomtdrmattiitgn slection creates a session-

dependent genérator g, corresponding to a session A,
the escrow identifying section sets z, = gh(ae);and

generq;es a first proof statement

V, = SKROOTLOG(z,,g,.e)[a: z, = g,(2°)1(m)
proving the knowledge of o satisfying z, = gﬁéﬁ), and sets z,
= gﬂlf) and generates a second proof statemept

V, = SKROOTLOG(z,,g,.e)[B: z, = ga(b;)](m)
proving the knowledge of B satisfying z, = gﬁff), wherein fhe
andnymous participation data is defined as (A, m, z,, z,, V,,

v,).

In accordance with a second aspect of the invention,
there 1is provided an anonymous participation authority

management method for a system comprising:

a participant subsystem  that is authorized to
anonymously participate in a plurality of sessions using

secret information; and

a reception subsystem that determines whether it is

acceptable for the participant subsystem to participate



the generator creating section creates a session- dependent generator gA
corresponding to a session A, the escrow identifying section sets za =
gA(ae) and generates a first proof statement V1 = SKROOTLOE z.,gA e) [a: ze
= gA(ae) ] (m proving the know edge of a satisfying 1zd pecg8fb&e)2004and sets
zb gA(b and generates a second proof statenent VZ = SKROOTLOG (zb, gA, e)

13 : Zb = .9A(1)')1(m = Proving the know edge of f3 satisfying zb ~ gA
(be), wherein the anonynous participation data is defined as (A, m za,
zb, V1, V2) . In accordance with a sedewd aspect of the invention, there

is provided an anonynous participation authority managenent nmethod for a
system conprising: a participant subsystemthat is authorized to
anonynously participate in a plurality of sessions using secret
information; and a reception subsystemthat determ nes whether it is
acceptabPélﬁbﬁeﬁﬁéoﬁartlC|pant subsystemto participate 14 Decenber 2004
13a in a session, the nethod conprising the steps of: at the participant

subsystem a) @igh@rtméengoinﬁgiyiwadhéiast@epgsidm the secret
at the participant subsystem,

a) authorizing individual data wusing the secret
information depending on session-related information to
produce anonymous participation data with anonymous

signature;
at the reception subsystem,

b} determining whether received data is anonymous
participation data with anonymous signature

authorized by the participant subsystem; and

c) determining  whether anonymous signatures of
arbitrary two pieces of anonymous participation data are

signed by an identical participant subsystem.

FIG. 1 is a block diagram showing a configuration of an
embodiment of a participant subsystem according to the present

invention;



informati on dependi ng on session-related information to produce anonynous
participation data with anonynous signature; at the receptd Brembdrd)st em
b) determ ning whether received data g anonynous participation data with
anonynous signature authorized by the participant subsystem and c)

det erm ni ng whet her anonynous signatures of arbitrary two pieces of
anonynous participation data are signed by an identical participant
subsystem Fl &1GL i2siag 8l btacki Gimemas wvwwwing  auhifjyatdtdmmoiofaan

enbodi ment of a participant subsystem according to the present invention;
14 Decentsmrbq@iiguerit £F-bGre2epsianbsubky stagraneshdivnagda thenpirggeati on of
an enbodi nent of a reception subsystem according to the present

i nventi omnvEr@idnis a bl ock di agram showi ng a configuration of an

enbodi mrent of a systemaccording to the present invention; FIG 4 is a

bl ock diagram of a participant subsystem showi ng a configuration of a
first enbodi ment of an anonynous signature function according to the

present invenfFilen; 3Fi& aSblsclk dilogkanlisigpwingfa acpdigusiaparih sybayst em
showi ng a configuration of a second enbodi rent of an anonynous signature

functi on eatearitiery tof thesyyOaRMcddy®IMd OF6 the present invention;

FIG. 4 is a block diagram of a participant subsystem
showing a configuration of a first embodiment of an aﬁonymous

signature function according to the present invention:

FIG. 5 1s a block diagram of a participant subsystem
showing a configuration of a second embodiment of an anonymous

signature function according to the present invention;

FIG. 6 is a block diagram of a participant subsystem
showing a configuration of a third embodiment of the anonymous

signature function according to the present invention: and

FIG. 7 is a block diagram of a participant subsystem
showing a configuration of a fourth embodiment of the anonymous

signature function according to the present invention.



FIG 6 is a block diagramof a participant subsystem show ng a
configuration of a third enbodi nent of the anonynous si gnkt Deeemberr?2664 on
according to the present invention; qﬂg FIG 7 is a block diagramof a
participant subsystem showi ng a configuration of a fourth embodi ment of
t he anonynous signature function according to the present invention. 14
Decenber 2004 15 In order to clarify the objects, features and advant ages

of the preseniniowdt itenclafbeg tR8tsh Rictde foaesedls hAMeAiv/Rtayel! be
explained in detail belowwth reference to the attached draw ngs. A

schemat i e£syisd pPeaen@’ dhient 0oAN HBWHINENs 6F tHderRse8@M ni8YEPL,LON IS
shown in FIG 1 to FIG 3. FIG 1 shows a participant subsystem 101 and

FIG 2 shows ke efpeAEHEA i5EbE%S I &R N2wi Fh Ge R rehiS1 8 5RNSEPLUARLdi agram
of the system For exanple, in the case where this anonynous

partici parh@ingdl hoAi s¥nERMALIEBPE +EXSLEMDL1iAGPED e8hn t OmBoaYRALEE QBNagement
systemin electronic voting, the participant 3Subsystem corresponds to a

voter subB¥SHeBkand ea¢hnelicdi Bke sn¥ahehn #1681 Ventsesrat knf ngetiﬁ?“ froma
manager subsystem beforehand and the reception subsystem perforns voting

recept i 0BhofsSETHIAYLSYLBS EPBQ?_stt%mef@f a?idgr?]'gbc.’”z SHRls S’H?éé%tlln de

el ection, |ocal government election, etc. sessi on-rel at ormation

i ncl udesg|;B595PBI 982SPeFLEYI 89shows a conceptual diagram of the
system.

For example, in the case where this anonymous
participation authority management system is applied to a
voter management system in electronic voting, the participant
subsystem corresponds to a voter subsystem and each eligible
voter is given secret information from a manager subsystem
beforehand and the reception subsystem performs voting
reception.

A session corresponds to each election event (nation-
wide election, local government election, etc.) and
session-related information includes information specifying
the election session and is information common to all or a
dertain range of voters (e.g., voters in the same election
administrative area), and individual data is voting data,
which varies from one voter to another.

Unlike conventional “"digital signature” in which a signer
name is identified, in “anonymous signature”, a signer name
is not identified and remains anonymous, but the “anonymous

signature” indicates that it assures (authorizes) as a



the election session and is information common to all or a certain range
of voters (e.g., voters in the sane el ection adm nistratilDaesbdy 20¢nd

i ndi vidual data is voting data, whi clilﬁvari es fromone voter to another.
Unli ke conventional "digital signature”™ in which a signer nane is .
identified, in "anonynmous signature”, a signer name is not identified and
remai ns anonynous, but the "anonynobus signature" indicates that it assures
(aut hor i zZegnadsize thaPedahbdra2blénlfest ghal yicrcatald Haten hasnheemhs
certainly created by an anonynous person who has participation authority
and has mErdygewhae dnperpabic opdet opeapticor Ther endreas Weoki pdsnof di git al
signature systens, one in which data to be signed is expressly separated

from si gnampereathtley @itet heeapher iThents elrodaiwd toindie & gneg 61
indirectly included in signature data. Thus, suppose the anonynous

si gnat ur esigmratpard isgisgatmisonogdatin whiikh aatanoyedssgsédnal kpragshgned
descri bed here includes data subject to anonynous signature. Wth

ref er encedparidi@d frandskyfatiret 8atapaidd aihRABEhesUDS Wi €58 Kok has secr et
i nformati on 10 gi ven by conmuni cating beforehand with the manager

subsyst emel A gried ety eitnd i1 Of TR 0 U@ @i 1 NeH $Rethed 2Pra JEMENA €S
anonynous participation data 13 obtai ned by authorizing through the

anonynDu$u§gy§§lﬂhé1&%@%@&@ﬁuﬁ%i@%§$ﬂ¥é}r%Eab%§tﬁ63?%ﬁahhpﬁatélwgkhthe
session in which the participant wants to participate
an anponymous signature assigned described here includes data
subject to anonymous signature.

With reference to FIG. 1 and FIG. 2, this participant
subsystem 101 has secret information 10 given by communicating
beforehand with the manager subsystem 100 in secret
information retaining section 20, generates anonymous
participation data 13 obtained by authorizing through the
anonymous signature function 21 session-related information
11 of the session in which the participant wants to participate
and individual data 12 which is to be entered in the session
in which the participant wants to participate using a secret
key 10 retained in the secret key retaining section 20 and
énonymously‘sends this anonymous participation data 13 to the
reception subsystem 102.

The reception subsystem 102 receives this participation
data and verifies through the anonymous signature verifying
section 30 that this includes the individual data authorized
by the participant subsystem authorized to anonymously

participate in the relevant session.



and individual data 12 which is to be entered in the session in which the
partici pant wants to participate using a secret key 10 retdbDeedbirz00he
secret key retaining section 20 and 'pponynously sends this anonynmous
participation data 13 to the reception subsystem 102. The reception
subsystem 102 receives this participation data and verifies through the
anonynous signature verifying section 30 that this includes the individual

data aut hori z&Henbyit e pateéimi pediviateystrapaitttdieripzet: boetnoaygmpus! y
participate in the relevant session. 14 Decenber 2004 17 Then, it iIs

det er m npdntHetipertadeiparie ciganiopreyimmslysiparthei paidsdr inatde session
or not using the sender match determ ning section 31 that determ nes

whet her  tdederedeiiver seuaritdrcijiatiheit daterinineenivhecheet thy t8eesauE
partici pant subsystemthat sent the participation data. In the case of

voting, phrttieiparttion penta did swit @aridtipatthdeaiie pdihei s epayant
participation data sent is accepted and if the participant participated

before, thibsyisteraates ekmndmotpditet:igAtidn ida® SO possible to receive
all verified data first and then accept only the data that the sender match

deternmining sacthenc3kehag &oafingred it hale E%&t&@ﬁ%aﬁ%r@r@lﬁﬁﬂ subsystem

Is not found in the received participation In other cases such as

bi ddi ng, platrti®id=@® PRIYLY e e relevant participation data sent is
accepted and if the participant participated before, this is
accepted and notified.

Or it is also possible to receive all verified data first
and then accept only the data that the sender match determining
section 31 has confirmed that the same participant subsystem
is not found in the received participation data.

In other caseé such as bidding, it is also possible to
accept only the data involved in the first participation or
validate the latest participation data or select only one from
the participation data of the same participant subsystem and
validate according to a certain standard. Of course,
verification of participation data using the anonymous
éignature verifying section can be performed at any time after
reception.

Furthermore, in the case where this anonymous
participation authority management system is applied to a
bidder management system of electronic bidding, the
participant subsystem corresponds to a bidder subsystem and

each eligible bidder is given secret information from the



accept only the data involved in the first participation or validate the

| at est participation data or select only one from the part4Récpabir@dodat a
of the sanme participant subsystem and g validate according to a certain
standard. O course, verification of participation data using the anonynous
signature verifying section can be perforned at any tine after reception.
Furthernore, in the case where this anonynous participation authority
manage neARNggere $ubs yaieim &g fioaredansl cdoelr tieen agerspiti osy shdsyaftedl ect roni c
bi ddi ng, the participant subsystem corresponds to a bidder subsystem and
each el i §ebferpisdddddinggiremerddomet i nformati on fromthe 14 Decenber 2004
18 manager subsystem beforehand and the reception subsystem perforns

bi ddi ng r ecepthenseFhéonessroaspondsspondachobgedahinbi ddemg i tem
session-related information includes information that specifies the

bi ddi ng sessiion-aedaited hhdoratitdenc dmamded anforhiaddens thard i ndi vi dual
data corresponds to bidding data which varies fromone bidder to another.

For exanpbegciifneshehe dsicldirer sekbiionanoh ) BOLSE Pahat CoPAIdnbradbheri ty
managenent systemis applied to an applicant nanagenment systemin

el ect r onbé¢dtetrserand tindividualcdasalcortRsiRTs €6 H8REANHgat A Wiepp! i cant
subsystem each eligible applicant is given secret information fromthe

varies from one bidder to another.

For example, in the case where this anonymous
participation authority management system is applie& to an
applicant management system in electronic lottery, the
participant subsystem corresponds to the applicant subsystem,
each eligible applicant is given secret information from the

- manager subsystem beforehand and the reception subsystem
performs application reception.

The session corresponds to each lottery item,
session-related information includes information that
specifies the lottery session and is information common to all
applicants, and individual data corresponds to application
data which varies from one applicant to another.

FIRST EMBODIMENT

As shown in Fi1G. 4, a case where group signature is applied
will be described as a specific example. Operation of this
embodiment will be explained below.

As group signature, a system which J. Camenisch and M.

Stadler introduced in a paper called "Efficient group



manager subsystem beforehand and the reception subsystem performs
application reception. The session corresponds to each Iotbbwgmmb@ﬁm04
session-related information includes jpformation that specifies the
lottery session and is information coniron to all applicants, and

I ndi vi dual data corresponds to application data which varies from one
applicant to another. FIRST EMBODI MENT As shown in FIG 4, a case where
group si griamatae sppinesd for | labge deseupdedimstiee specdfiar exeap! e.
Operation of this enbodinment will be explained below. As group signature,
a syst emasmigrehceCiRBTh ®hdidMkndsmad! er i ntroduced in a paper call e'gl _
"Efficient group 14 Decenber 2004 19 signature schenes for |large groups” in

the internati asallesconbedens e HeRYBHe' dcifekPOWomdn d886kbRed (5, the
above docunent, common constants (g, a, e, n, b) are required erenis a

product of, &we,pd) BReMEREI Sed ahetssdl ik bPEARSA o ¥0b QiR WumBetS 2

generator that generates a cyclic group of order n, a’is an Integer

nut ual | y aprasedtio the RSA Sraptbgtepny, i Hal f¥nOFd B8r @ e kdH-gEc BuUTber of
n, and Sis a constant other than 1. Then, the nmanager syStem 100

gener at em thedaccoioup ocopslant s, andi Jesi antkeert AEtRRLIE fgﬂﬂn@rtc?f_ n as
the secret inforimation of the manager system The nethod of generating
n, e is an integer mutually prime to the Euler number of n,
and 8§ is a constant other than 1.

Then, the manager system 100 generates these cémmon
constants and designates the prime factor of n as the secret
information of the manager system. The method of generating
these common constants is described in detail in the above
document.

Given the above common constants (g, a, e, n, 8), each
participant subsystem 101 communicates with a manager system
that knows the prime factor of n and thereby acquires secret
information 10 (x, y, v) that satisfies:

v=(y + 8" mod n

where y = a* mod n.

Here, as the method of acquiring the secret information
{(x, ¥, z), the manager system may generate all the information
and distribute it to participant subsystems, or each
participant subsystem may present only y while keeping x a
secret and have the manager system calculate v from V.

Furthermore, it is also possible to acquire the secret



t hese common constants is described in detail in the above docunent. G ven
t he above common constants (g, a, e, n, S), each participbhbecsubsyestem 101
comuni cates with a manager system tfijat knows the prime factor of n and
t hereby acquires secret information (X, y, v) that satisfies: v = (y+
S)"nmodn where y = a" nod n. Here, as the nethod of acquiring the secret
information (x, y, z) , the manager system may generate all the
i nf or mat iaformad idinst(ix,byt,e vt vyo wRakly & RARNLE WP RIFe Qciffchie
participant subsystem may present only y while keeping x a secret and have
the nmanagerthsust emepahemeatiany fr.omy. Furthernore, it is also possible to
acquire the secret 14 December 2004 20 information (x, y, v) by using a
blind si gnat ureei ¢Ctie gpioo v & AHtEm et eMaal bRJu¥eaBEMowt P£1Pr9Of Ssystem
which will be used below will be explained first. SKRFP(y,g) [a: y = g]
(m neansxpnavhed trhegknow edge of a satisfying y = gr° using (y, g, m,
where mis an arbitrary nunber. SKLOGLOG (y, g, a) [ cc : y =g(a") ] (m
means provi ngskﬁﬁpﬁ}g%@ggﬁgof: Qu]sﬁﬁj sfyingy = g(a4) using (y, g, a, m,
er.

where mis an arbitrary nu
' means proving the knowledge of o satisfying y = ¢ using (y,

g, m), where m is an arbitrary number.
SKLOGLOG(y,g,a)[a: v = g(a8)1(m)

means proving the knowledge of a satisfying y g(aq) using

I

(v. g, a, m), where m is an arbitrary number.

Next,

SKROOTLOG(y, g,e)[a: v = g{®)1(m)

means proving the knowledge of a satisfying y

g(®®) using
(v, g. e, m), where m is an arbitrary number.

Since the method of creating a specific proof statement
and the method of verifying the proof statement are described
in detail in the above document, and these methods are not
directly related to the present invention, they are not further
described here.

Then, the calculation as shown in FIG. 4 will be carried
out as the anonymous signature function 21 using session
management information A (11) and individual data m (12).

First, a generator g, corresponding to session A is
acquired by the generator creating section 52 and then g, is

generated by g, = Hash(m).



Next, SKROOTLOG (y, g, e) [ cc: y =g(e)l(m neans proving the know edge
of a satisfyingy = g(am using (y, g, e, m, where mis &hDacihb¢rr2864
nunber. Since the rret hod of creating g specific proof statement and the
met hod of verifying the proof statenent are described in detail in.the
above docunent, and these methods are not directly related to the present
invention, they are not further described here. Then, the calculation as
shown in FI G Thewi| [thige goaup edgndmg aedtienakdnyeiss zsi=grgt wed f unction 21
usi ng session nmanagenent information A (11) and individual data m (12).

First, adgy®estadtesr agAprorf esiporsiiengt t o session Ais acquired by the
generator creating section 52 and then g, is generated by gm = Hash(m. 14

Decenber 2004VgLT$uemng3@(gr§y[h)s[logmrLg séat) pm p1 sets z = g,,7 and
generates a proof statement VI = SKLOG. (z , g, a) (a: z = gA (aa) |

(1) provipagiiiey ltml@vwcadmeabeaosaélﬁw@gyzng HA( gaea“) a%daap PBBf
statenent V2 =, SKROOTLOE z* gA6 gA e) C(3: z*gAS = gA(V) %w ng the
know edg@t@fte(rr@rsmlsfyl ng z*gA6 = gAW . Here, con_stant 1 fto be input to
SKLOGLOG and SKROOTLOG i s given as session-related information and is a

constant to vy, = SKROOTLOG(z*g,’,g,.e)[B: z*g,’ = g,(B*)1(1)
proving the knowledge of f§ satisfying z*g, = g,(B°).

Here, constant 1 to be input to SKLOGLOG and SKROOTLOG
is given as session-related information and is a conétant to
become the output from the external data inputting section 50.

Then, the linkage data generating section 53 sets Z, =
g, and generates a proof statement

Vy = SKREP(z,/2z. g,/9.)[y: 2/2 =(g,/9,)'1(1)
proving the knowledge of z, and z have the same power to the
bases g, and g,, respectively.

As the output of the above processing, participation data
13 is designated as (4, m, =z, z,, V,, V;, V;). 1In the case where
A is apparent, A need not particularly be added to the
participation data.

Furthermore, in the generator creating section 52, g, can
also be given as part of the session-related information or
it can be generated as g, = Hash(A).

The reception subsystem that has received this
participation data 13 acquires g, from 4 and confirms through
the anonymous signature verifying section 30 that the

certification statements V,, V, and V, are valid.



beconme the output fromthe external data inputting section 50. Then, the

| i nkage data generating section 53 sets z1 g,' and gener at BsD@&ecipbeoab04
statenent V3 = SKREP(z1l/z, g/g9Q) [y:zéllz =(glg Y"1 (1) proving the

know edge of zl and z have the sane power to the bases g. and gA .
respectively. As the output of the above processing, participation data 13
Is designated as (AL m z, z1, V1, VZ V3) . In the case where A s

apparent, A mees neheprdhe Wand 2z kaciadded d & tdimapartteig@t i on dat a.
Furthernore, in the generator creating section 52, gA can also be given as

part of deretixeigsd oion el d 1Y GeifidOmadich ideteahiba ngeReAliQMh a3 JA =
Hash(A). The reception subsystemthat has received this participation data

13 acquideas dghelrimmeAtaad eRasé pEriivgotion G tANRAYEDNS. S | HIRL W
verifying section 30 that the certification statenents V1, VZ and V3 are

val i d. IrhdeceithgiarZO04i pah tThRibsydedin t N@hSaMB sZ be¥heks N iRcRlded ity oOf

participation data, the sender match determ ning section 31 can determ ne

that thesetparbhetpatpetidat@af@edareRe Sitie P rtiiRE p3aTe sRRLYstRANt
subsystem This is because z included in the participation data fromthe

same parild gRaRt cBUbRY ther spect A/ theakamb Idb 4 LERL G Jh& SR FS€SSi on
i rrespective of the value of the individual data m
the value of the individual data m.

As shown above, when the participant subsystem
participateé in a different session using the same éecret
information 10 (x, y., v), the linkage is not ascertained
(because it is difficult to discriminate numbers obtained by
raising different bases to same power from numbers obtained
by other calculations). When the participant subsystem
participates in the same session, it is possible to construct
an anonymous participation authority management system in
which the linkage is ascertained. Furthermore, a system of
invalidating the issued anonymous participation secret
information is also described in the above document.

Furthermore, it is easy for those skilled in the art to
think of variations of the above system. For example, even
if g, is generated by g, = Hash(AIIm) through the generator

| "

creating section 52, the effect remains unchanged. Here, "

denotes concatenation. Furthermore, if g, and g, are
generators over a finite field, which is uniquely determined
by A and m, respectively, or A or A and m, g, and g, need not

use any hash function. Moreover, constant (1) is used as an



As shown above, when the participant subsystem participates in a different
session using the sane secret information 10 (x, y, v), theDétdemkag@etd s not
ascertained (because it is difficult,jo discrimnate nunbers obtai ned by
raising different bases to sane power™Trom nunbers obtained by other

cal cul ations). When the participant subsystem participates in the sane
session, it is possible to construct an anonynous participation authority

nanageneexatydlec Mt theWsh thut et [k 2@ erhadsaathaiApdrt TRt Hesvpss, a
system of invalidating the issued anonynous partici pation secret

i nf or mat 50N tios gahewradesas | bed 4nd@ the BREVENHOSWABAEE . o FUAAPEFAP Ln1dt 1S

easy for those skilled in the art to think of variations of the a%ove

system Eochexemyl &g, ,e¥eRnd klcatinbe gener by t8Ms sHasdé M eMat hr ough
the generator creating section 52, the effect remains unchanged. Here,

denot es concargpghe@morEyriherdengo bf)sgﬁbiedt&rﬂrﬁ{rgge YERCLAhAER Hyer a
finite field, which is uniquely determned by A and m respectively, or A

or A andwhichg§, aihd gMa1RedsBal by Usite YBhd1astb:f Uiehi:any MEEOYR" s, CONSt ant
(1) is used as an 14 Decenber 2004 23 exanpl e of the ogt put o¥ﬁt?12e' ext er nal

data i npebli Bgamplel, ORheSgehargener éf:@aVinngeéﬁgo}{’Szgﬁﬁ hdppger or any
variable such as g,, g9,, y and z can be uSed If agree t% 0 SO

bef or ehag - Fid e 0k Lom | {nd by 2he01 RESE Dhe 4t NG, Lhe, mpgngr 1n  whi ch
g. and g, are used by the generator creating section . 4 A
Hash(A) using session-related information A. Next, the group
signing section 51 may set z, = g, and generate a Ié)roof
statement V, = SKLOGLOG(z,,g,.a)[a: z, = gm(aa) 1(1) proving the
knowledge of « satisfying z, = gm(aa), and a proof statement
V, = SKROOTLOG(z,*g,’, g,. e} [B: z*g? = g, (B} 1(1) proving the
knowledge of B satisfying z,*g’ = ¢,(B°). Finally, the linkage
data generating section 52 may set z, = g,/ and generate a proof
statement V; = SKREP(z,/z,, g,/9,) [¥: 2,/2, = (g,/9,)']1(1) proving
the knowledge of z, and z, having the same power to the bases
g, and g,, respectively. The participation data 13 is then
designated as (A, m, z,, z,, V,, V,, V,). However, the effect
remains the same.
In this case, the sender match determining section 31 will
check whether 2z, in the participation data duplicates.
SECOND EMBODIMENT
Furthermore, there can also be an example seeking to

improve the efficiency. An anonymous signature function 21

using session management information A and individual data m



For exanple, the generator creating section 52 may generate g,,,, =
Hash(m rrFrom individual data m and generate g, by g, = Hhékﬁéo&)nbusﬁ()ﬂ@
session-related -information A Next,,jfhe group signing section 51 may set
z2 = 9,Y, and generate a proof statenment Vj= SKLOGOXz2lg., a) [(x: Z, =
g (a") ] (1) proving the know edge of a satisfying z 2 = g,(d-), and a
proof statement V2 = SKROOTLOXz,*9.6,9.,e)[P: zz*9.8 = g.(P.)1(1) proving
the knowiddgbectxM atnédwiitigréegefics o thePphrtEcaphhy, sﬁbﬁéteﬁage

data generating section 52 may set z, = gy and generate a proo st at enent
V3 = SKREP(2, fin FIg.l 54,) [y: Z1/Z3 = (g.19,) Y1l (1) proving the know edge
of z2 and z, having the sane power to the bases ¢g. and g,, respectively.

The partici paRebardahg t8 F3Gt hep tHesygnet&eodSchdatihgZsection Y3, V2.,
V,). However, the effect renmains the same. In this case, the sender match

det er m napguseesi agaiemitdr ofheakadiridEng 2ol seddtopal t | fLRat I pRedat a
duplicates. SECOND EMBODI MENT Furthernore, there can al so be an exanpl e

seeki ng putputpfove the ettéche£DIatALnPUHBIY SeSARA ¥heikupgti pn 21
usi ng gessi on managenent information A and i ﬁw dual data m 14 Decenber

2004 24 wi.| Thbegespbasngdingt BeteioneptessOst he- RAFtLCh RAdl e SYPSYSLem  101A
in FIG 5. Refe?ri ng to FIG 5, the generator crg%tl ng section %% acquires

a gener apevogAscarteaspendi ng to session A Next, the

V, = SKLOGLOG(z,g,,a)[a: z = g,{(@")](m)
proving the knowledge of o satisfying z = gA(au) . and :a proof
statement

V, = SKROOTLOG(z*g,?’, g,,e)[B: z*g, =g,(B")1(m)
proving the knowledge of B satisfying z*g,’ =g,(B°). The
participation data 13 is designated as (A, m, z, V,, V.}. In
the case where A is apparent, A need not particularly be added
to the participation data. Furthermore, g, can also be given
together with A or generated as g, = Hash(A).

In this case, the participation data is not only shortened
but it .is necessary to verify the validity of only proof
statements V, and V, by the ané)nymous signature verifying
s‘ect.ion 30, which will improve the efficiency. Moreover, the
output from the external data inputting section 62 need not
be made dependent solely on the individual data but can also
include session management information A, if it is also
included during verification.

THIRD EMBODIMENT



output fromthe external data inputting section 62 is set to m The group
signing section 61 sets z = gl and generates a proof st atEenRaembé 2804
SKLOGLOEz, gA, a) [a: z = gA(aa) ] ¢ provi ng the know edge of a
satisfying z = gA(act) , and .a proo statenment V2 = SKROOTLOG z* gAgA, €e)
[(3: z*gA6 =gA(f3e) ] (m proving the know edge of 1 satisfying z*ggS =gA
((fie) . The participation data 13 is designated as (A, m z, V1, V2). In
t he case wherehd sgsappacant aldonbeddasignadt baskar by ba addedw to the
participation data. Furthernore, gA can also be given together with A or

gener at eddestgAisallash( Aystbi .t Mise CasErow e dieE 1 £ Lopetl b0t &t dige NOt ONlYy
shortened but it is necessary to verify the validity of only proof

stat emenis desandod@ hy ddi@ri@N®RYT0URL Bighadnd & .V @eith iRy i nS&Ghd s 30,
which will inprove the efficiency. Mireover, the output fromthe external

data i npgalieg sSeabh®nt§2EBEdw0lin REHAR AQRENGRRN TRNFkeREd he _
I ndi vi dual data but can also include session managenent information A, if

it is algryproclyded during verification. TH RD EMBODI MENT 14 Decenber 2004
25 The system can al so be designed based on an escrow identification

system The epchoWd égampibcald @BsLeSBREMISovE S devfdd B8HstAndst @) by J.
Kilian and E. Petrank in a paper
a, e, n, 8) are required where n is a product of two prime numbers
used in RSA cryptography, ¢ is a generator that generates a
cyclic group of order n, e is an integer‘mutually'primé to the
Euler number of n, & is a constant other than 1. Then, the
manager system generates these common constants and designates
the prime factor of n as the secret information of the manager
system.

Given the above common constants (g, e, n, 0), each
participant subsystem communicates with a manager system that
knows the prime factor of n and thereby acquires secret
information 10 (a, b) that satisfies b = (a® - 8)'® mod n.

Here, as the method of acquiring the secret information
(a, b), it is possible for the manager system to generate all
fhe information and distribute it to participant subsystems
or it is possible to acquire the secret information (a, b) by
even hiding a using a blind signature technique.

In the following example, supposing an anonymous
signature function 21 using session management information A

and individual data m, the following operation is performed

by the participant subsystem 101B as shown in FIG. 6.



called "lIdentity Escrow' in the international conference CRYPTO '98. In
this exanple, as described above, common constants (g, a, l4Deqnb&)208t e
required where n is a product of two pginme nunmbers used in RSA
cryptography, g is a generator that generates a cyclic group of order n, e
Is an integer nutually prinme to the Euler number of n, Sis a constant
other than 1. Then, the nanager system generates these conmon constants
and desi gnat eBefehripgi e FAGL0K .0k geasrtltersegredtrredpondingntof the
manager system G ven the above common constants (g, e, n, S), each
parti ci papssdgbsistemogmimed battdse Wehkratoanagest systsyotiat s2kagws t he
prime factor of n and thereby acquires secret information 10 (a, b) that
sati sfi ethbn=g( ajs-gbheratedodyng, Hermasta@n) he nmet hod of acquiring the
secret information (a, b) , it is possible for the manager systemto

generate al| NéRe,i her88sion 2dshel SF{hdWetion BPFelLipant; gubsyst ems
or it is possible to acquire the secret Information (a, b) "by "“even hiding
a using andl gedesiagreat W pricedhitgitemdnt t he fol | owi ng exanpl e, supposing an
anonynous signature function 21 using session nmanagenent information A

and i ndi vi duay dat@(molﬁm(f‘gl’lgo%pgqppgra; ié)l(laf)sl formed by the
partici pant su]bsystem 101B as shown in FIG 8. 14 cenber 2004 26
Ref er ri ngrb@ib4Grné: kRoWEB8LEL OF cg%aclﬁréﬁsﬂi‘fbmyan-g 4,9a°) | and sets z,
= ¢,(P°) and generates a proof statement
V, = SKROOTLOG(z,,g,.e)[B: z, = g,(P")]1(1)
proving the knowledge of B satisfying z, = g,(bP").
Then, the linkage data generating section 53 sets Z, =
g%(aa) and generates a proof statement
Vi = SKREP(z./2z,. 9,/9)[V: 2z./z, = (g./g,)"1(1)
proving the knowledge of z, and z, having the same power to the
bases g, and g,, respectively. The participation data 13 is
designated as (A, m, 3,, z,, 2z,, V,, V,, V). In the case where
A is apparent, A need not particularly be added to the
participation data. Furthermore, g, can be given as part of
the session-related information or it can also be generated
és g, = Hash(A).
The reception subsystem that has received this
participation data 13 acquires g, from A and confirms through
the anonymous signature verifying section 30 that z,/z, = g,
is satisfied and proof statements V;, V, and V, are valid.
Then, when the same z, exists in a plurality of

participation data, the sender match determining section 31



session Ais acquired by the generator creating section 52 and then gn, is
generated by gm = Hash(m). Next, the escrow identifying sektPeamBx 28 s za
= gA(ae) and generates a proof stateggnt V1 =, SKROOTLOG ( ze , gA, e) [
a: za =gA (ae) ] (1) proving the know edge of a satisfying za = gA(ae) ,
and sets zb (gA(be) and generates a proof statenment Vz = SKROOTLOG (zb , gA
, e [ [3: Zb = gA(be) ] (1) proving the know edge of (3 satisfying Zb =
gA y, e) Taandetteeninek dyet dehas g armartatd i tsient dataSBasettseen sentgby, (ap)
and generates a proof statenent V3 = SKREP(z,/Za, g/gA) ['y: Zalza =

(gm gA) Y]tHel s gmreo\piang: iidigantowlubdye tefn .zaTand s teoduge theiaamaapawer to
the bases gA and gm respectively. The participation data 13 is

desi gnat eith abe(Particrpatidn & a ¥iomVihe \&me pafirtlilkd pedgesubeyetem i S
apparent, A need not particularly be added to the participation data.

Fur t her norse 1dgA tdaalbeighvesspscpard the sdbhe sassian-irekapedtiRfopmati on or
it can al so be generated as gA = Hash(A). The reception subsystemthat has

recei ved #he sralpss tof£ifiad i radaiaud8 acitpiizies gA from A and confirms
t hrough the anonynous signature verifying 5 section 30 that za/zb = 918

is satisfied gngtheetiorst,adesRilrstivé seYidednflaveh ¥t atdliidng d888io0hen the
sane za exists in a plurality of participation data, the sender match
det er m nizg @EEIH Alinstead of z,, the same effect is obtained.

As shown above, when the participant subsystem
participates in a different session using the same :secret
information 10 (a, b), the linkage is not ascertained (because
it is difficult to distinguish numbers obtained by raising the
different bases to the same power from numbers obtained by other
calculations). It is possible to construct an anonymous
participation authority management system in which the linkage
is ascertained when the participant subsystem participates inr
the same session. Furthermore, unlike the aforementioned
example, the efficiency is improved by using only SKROOTLOG,
which is more efficient than SKLOGLOG.

Furthermore, a system of ‘invalidating the issued secret
information for anonymous participation is also discussed in
the above document.

Furthermore, it is easy for those skilled in the art to
think of variations of the above system. For example, even
if g, is generated by g, = Hash(A||m) through the generator
creating section 52, the effect remains unchanged. Here, "||”

denotes concatenation. Furthermore, if g, and g, are



14 Decenber 2004 27 can determ ne that these participation data have been
sent by the sane participant subsystem This is because zB8 Pereinbet@d04 i n
the participation data fromthe sane part i ci pant subsystem is identical
with respect to the sane session irrespective of the value of the .

I ndi vidual data in. Furthernore, even if the sender match determ ning
section 31 detects zb instead of za, the sane effect is obtained. As

shown abgemendters beepant £hpROtE Sy siAMIakt LAl gabes dotardihbarent
session using the sane 'secret information 10 (a, b) , the linkage is not

ascert ai mgd A( heaamserespebsideliyi cottater di siidngyi gh 4anuher seelt ghped by
raising the different bases to the sane power from nunbers obtained by

other calseubati BASh. fhhct$oA0S Moo CANStS Gt N JAAGNUBEBUS a5 an
participation authority managenent systemin which the Iinkage is

ascert ai ee@mplen othenpasttphpadt b exHeoMaNakkical PAPEELiAg L1881 $8HE _
session. Furthernore, unlike the aforenentioned exanple, (tghe efficiency is

i mpr oved shy tesigagealts SKROTIEE v,Whbeh Ly Resnslfbei 80y %&fﬂaﬁ'&w%
Furthernore, a systemof 1 nvalidating the issued secret T1nformation for

anonynous réde Qg I, | I ' |
y uRAN §& &,Pad i, Op ain®l 2lcse HbausEed d_gﬁ:et%]d;%g?t?@;ég %ﬁgﬁ% a.

Furthernore, it I's easy-for those skilled in

vari ati ons of pf;henak syst e r . : erated by
on o ah( Al T poent h@gggﬁ 8t g@ggggroaggregme Y Sharde Phe hinf8ReLR

which g, and g, are used by the generator creating section 52.
For example, the generator creating section 52 may g:enerate
gs by g, = Hash(A) using session-related information A, and g,
= Hash(m) from individual datam. Next, the escrow identifying
section 81 may set z, = gm(ae) and generate a proof statement
V, = SKROOTLOG( z,, g,.e) [a: z, = gm(ae) 1(1) prdving the knowledge
of a satisfying z, = gm(ae), and set z, = gm(be) and generate
a proof statement V, = SKROOTLOG(z,,q,,e)[f: z, = gm(be)](l)
proving the knowledge of (3 satisfying z, = gm(be) .

Finally, the link data generating section 53 may set z,
= gA(ae) and generate a proof statement V, = SKREP(z./z,, g,/9g,) [y:
z2./2, =(g./g,)'1 (1) proving the khowledge of z, and z_, having the
éame power t_o the bases g, and g,, respectively. The
participation data 13 is then designated as (4, m, Z,, Zy,, 2.,
Vi. V,, V;). However, the effect remains the same.

In this case, the sender match determining section 31 will

check whether z_ in the participation data duplicates.

FOURTH EMBODIMENT



creating section 52, the effect remains unchanged. Here, denotes
concatenation. Furthernore, if gA and gn, are 14 Decenber ROD&eRBer 2004
generators over a finite field, whi c?és uni quely determned by A and in,
respectively, or Aor Aand m gA and gm need not wuse any hash function.
Mor eover, constant (1) is used as an exanple of the output of the external
data inputting section 50 to generate V1, V2 and V3, but any nunber or any
variabl e sucFuathgamogs) yhemd rananlke becdn kexagipaed dexing o

bef orehand. Furthernore, it is also possible to change the manner in which
gn, and gApaoweushe by ftibdegeyer ahnr anoBwholy Seghhenrs2ruforigxanpl e, the
generator creating section 52 may generate gA by gA = Hash(A) using

sessi on- ueliagedekspfonnmahagehen 8nth oetmat Hos N Mnd neamikidiadidual.odat a in.

Next, the escrow identifying section 81 may set za = gn(ae) and generate a
proof statiatens exfl s HKROTELE: £&2enga) t@)tﬂeapa%@1019%%e%ués{féieﬂr ovi ng
the know edge of a satisfying za = g(ae), and set zb = gm(T )" and generate

a proof gsvatemantri¥2 7. SKROOTLOG(zb gm e) [ (3 : zb = gm(be) ] (11}
provi ng the know edge of (3 satisfying Zzb = gm(be) Finally, the |link data

generating seréfenrdigney Bet.Zg, the%ﬁé‘i‘a@@ﬁ Sfaéfﬁﬁé éeB%QQB ghat ement
V3 = SKREP (z,/ za, gAl gm [ vy : zs = d,,,) 1) proving the

know edgacahizasaad genehariord 4, h@orféggoﬁ’@ﬂﬁ% t8 Eags%ﬁe%.gm and gA,
respectively. The parti ci patlon data 13 is then designated as (A, in, za,

zb, zc, V1, N@xtVdhe ollRPYBYSFrom Rl eElnh e RS 1}15‘31:%3%' section

62 is set to m. The escrow identifying section 91 séts zZ, =
gA(ae) and generates a proof statement

V, = SKROOTLOG(z,.g,.e)la: z, = g,(®°)](m)
proving the knowledge of o satisfying zZ, = gﬂ(ae) ., and sets z,
= g,{(P°) and generate a proof statement

V, = SKROOTLOG(z,,g,.e)[P: z, = g,(P°)1(m)
proving the knowledge of P satisfying z, = gA(ﬁe) . The
participation data 13 is then designated as (A, m, Z., Zy,, V.
V.)}. In the case where A is apparent, A need not particularly
be added to the participation data. Furthermore, g, can also
be given together with A or génerated as g, = Hash(Aa).

In this case, the participation data is not only shortened
but it is necessary to verify the validity of only proof
statements V, and V, by the anonymous signature verifying
section 30, which will improve the efficiency.

Another merit of this example is that secret information
specific to the reception system is not necessary in the

anonymous signature verifying section and sender match



In this case, the sender match determ ning section 31 will check whet her

z, in the participation data duplicates.

FOURTH EMBODI MVENE Deteibeafityer

2004 29 Furthernore, there can al so be 3n exanpl e seeking to inprove the

ef ficiency. An anonynous signature function 21

usi ng sessi on nmanagenent

i nformation A and individual data m wll be explained with reference to
t he particéggnt subsystem . 101C in FIG 7. Referrln%ﬁro FIG 7, the

gener at or

SEIHGE8CTTORI8D ACMfhTersy dEmthisr

CADPaFHOBsBBkaI kY t o

session A _Nex e out t fron1the external data inputting section 62 is
set to m %ﬁﬁcigéﬁ tPad NgCsddt PEHeF1 toeVeTiEY &he(a'aléﬁGYgéﬁérates
a proof sta nt Vi = SKROOTL O za, gA e) [a: Za = gA(ae) proving

t hg knowl eﬁ{;%ggFoﬁlga‘fc?E’f% ns‘ffgybo&x(%) verafy ’féﬁfsag% pagam(ucalé)a

generate a_proof statenment V2 = SKROOTLOG (zb e) [ (3: Zb =gA (I
e) 1 (m) Provi AGSt HetRAoRCedGe 16f ligabiles Vpﬁgrfb andgnepé)ientﬂwl
part|C|pat|on data 13 is then designated as (A, in, z, zb, Vi, V2). In the
case wher e®h-FEPLBIE SE hag ReEfoRBRd Sinuhiauratipg - heSurhiedsystenean
participation data. Furthernore, gA can also be given together with A or

gener at ed 35°9APe PRBALAS tpnaphpdegisenichpepatiosi-pati on data is not only
shortened but it is necessary to verify the validity of only proof

In electronic bidding, there can be such illegality that
a reception system receives a plurality of participation data
(bidding data) from a specific participant subsystém and
leavés the most advantageous data from among those data later.
In this case, even if everybody can use the sender match
determining section, it is not possible to detect this
illegality. In this case, before unsealing (that is., before
it is found which data is advantageous), the received
participation data is identified and made unchangeable or a
receipt for the received participation data is issued in a form
dependent on the previous participation data, and if the
participation data is deleted, there will be a mismatch with

the receipts of other participants, thus disclosing the

- illegality.

This embodiment is introduced as an operation on a general
ﬂﬁmber field, but it is obvious to those skilled in the art
that even if this embodiment is read as an operation on an
elliptic curve or as an operation on another group or field,

the same effect can be obtained.



statenents V1 and V2 by the anonynous signature verifying section 30,
which will inprove the efficiency. Another nerit of this ekﬁﬂﬁﬁ@bﬁgo@hat
secret information specific to the rgception systemis not necessary in
the anonynous signature verifying section and sender match 30 14 Decenber
2004 determ ning section. Therefore, if all participation data is

disclosed to the public in order to verify the validity of electronic

voti ng, everybbdys anpammit \theltathel present cipadntaion dat acar einotes of
valid eligible voters and no identical eligible voter has perfornmed double
voting. Sockach sfstbmatave embodimenys bet dam BB dECE TaDie vetidaon. In

el ectronic bidding, there can be such illegality that a reception system

r ecei vesmanpkusavithioot @apaitipatfioonm dakaspbirddi agl dat Rcopeoracspeci fic
partici pant subsystem and | eaves the nost advantageous data from anong

t hose datachabépgichal dhintepasef evan pdesatey yiinahtciah .use the sender match
determ ning section, it is not possible to detect this illegality. In this
case, before mms@abcrgbétihabove, khekobeesenti Snieurdonhpebvdaks ias

advant ageous), the received participation data is identified and nade
unchangeahbaymous paetaicifpafidion Reryieaitie hdididdndialdyt Hatthdss i ssued in
a form dependent on the previous participation data, and if the

parti ci paﬂ_ﬂ_GWsdatﬁarﬁltﬁlﬁéﬁﬁﬁcbuﬁéﬁ@rWﬂd aP@nmBLETRt AW Ehpatheifecei pts
of other participants, thus disclosing the
a plurality of sessions with a single registration procedure
with a manager subsystem so as to be made available: for
electronic voting or electronic bidding, while concealing the
participation relationship between sessions, and that allows
a reception subsystem to verify that the participation data
is data sent by an eligible participant subsystem authorized

to participate and identify any duplicate participation data

from the same participant subsystem.



illegality. This enbodinent is introduced as an operation on a general
nunber field, but it is obvious to those skilled in the art that even if
this enbodiment is read as an operation on an elliptic ddrRgeepbernng08h
operation on another group or field, the same effect can be obtained. 14
Decenber 2004 31 It is apparent that the present invention is not |imted
to each of the above enbodi nents but can be nodified in various manners

wi t hout departing fromthe spirit and/or scope of the technol ogical
concept of Cilhémpresent invention. As described above, the present invention
provi des an anonynous participation authority nmanagenent systemthat
allows a participant subsystemto anonynously participate in a plurality
of sessions with a single registration procedure with a nanager subsystem
so as to be nade available : for electronic voting or electronic bidding,
whil e concealing the participation relationship between sessions, and that
al lows a receptli.on subspsteamdompedrdifng:t hat the participation data is
data sent by an eligible participant subsystem authorized to participate

and i denti ty pany idiplartatszardte paidon dadechdf 0segheosanenpabtisei/pant
subsystem 14 Decenber 2004 32 d ai ns:

participate in a plurality of sessions using secret
information provided by a manager subsystem; and a reception
subsystem that determines whether it is acceptable for the
participant subsystem to participate in a session,

characterized in that

the participant subsystem comprises:

an anonymous signing section for authorizing
individual data using the secret information depending on
session-related information to produce anonymous
participation data with anonymous signature, and

the reception subsystem comprises:

an anonymous signature determining section for
determining whether received data is anonymous participation
data with anonymous signature authorized by the participant
subsystem; and

a sender match determining section for
determining whether anonymous signatures of arbitrary two
pieces of anonymous participation data are signed by an

identical participant subsystem.



1. A systemconprising: a participant subsystemthat is authorized to
anonynously participate in a plurality of sessions using secret
information provided by a manager subsystem and a reception subsystem
that determ nes whether it is acceptable for the particjpant. gpg%%gen1to

participate in a session, characterized in that the participan su(gysten1

conpri ses: an anonynous signing sectionsfor authorizing individual data
using the secret information depending on session-related information to
produce anonynous participation data with anonynous signature, and the
recepti on subsystem conprises: an anonynous signature determ ning section
for determ ni g whéltifers e aa-arddg stanmehgimul, parereipathen data

wi th anonynous signature authorized by the participant subsystem and a
sender nattEIPTHBIAIST S g BEE i orhuies déater nii gl sheeherabednyyoas
signatures of arbitrary two pieces of anonynous participation data are

si gned by ksieds et PN AN USUNS yShe nsedAL oreeebeie@004 33 2. The
system according to claim1, wherein the anonynous signature includes data
that is gdmdcamed isn andriddetsaatiated ndoessiaon wdianpirhdhsesdngenr el at ed

match determining section checks the data included in the

anonymous signature of received anonymous participation data.

3. The system according to claim 2, wherein
predetermined expression is represented by raising a
session—dependent base to a power that is dependent on the

secret information .

4. The system according to claim 1, wherein the
anonymous signing section authorizes the individual data based

on a group signature scheme.

5. The system according to claim 1, wherein the
anonymous signing section authorizes the individual data based

on an escrowed identity scheme.

6. The system according to claim 1, wherein the
anonymous signing section comprises:
a generator creating section for creating a

sesslon—dependent generator depending on the session-related

information;



information and the secret information, wherein the sender match

determ ning section checks the data included in the anonynous signature of
recei ved anonynous participation data. 3. The system according to claim 2,
wherein predeterm ned expression is represented by raisigg a 5

sessi on-dependent base to a power that is dependent on th&® &Py 2004
information . 4. The system according to claim1, wherein the anonynous
signing section authorizes the individuaiy data based on a group signature
schene. 5. The system according to claim11l, wherein the anonynous signing

section authorizes the individual .data bﬂ?ﬁ?ﬁh@? an_esprowﬁgﬁidentity
scheme. 6. The systemcdot ng 4o aA5A%° i Tt 9MY arfdhiynous si gni ng
section conpri,ses; generataqr creating section for creating a
session-deggﬁgéﬁ%d@%%éfghQNuq&Qﬁéﬁgﬁnﬁegﬁl?mr QQ$-€§P§F§gori%$%r?Bﬁi<3n;
14 Decenber 2004 .34 _a grou signin section for signing the indiyvidual
data using PRELSEsIPORTTRpENICH G ANYRAR PR atra sy mtiten to

produce anonénous p% ticipation data, , wherein the anonynous parti ci pation
dat a i ncl ud¥8CH&t] &R § PG G A G dEpehdest drebh@rator to

a power determned by the secret informatjon; and
P ob£a1neéib§/ralslng the session-dependent generator to a power

determined by the secret information; and

a linkage data generating section for
generating linkage data indicating a relationship among the
session-dependent generator and a generator determined by the

individual data and/or the session-related information.

7. The system according to claim 6, wherein the secret
information is represented by (x, y, v) that satisfies: v =
(v + 8)¥°* mod n, where y = a* mod n, n is a product of two prime
numbers as used in the RSA cryptography, g is a generator that
generates a cyclic group of order n, a is an integer mutually
prime to n, e is an integer mutually prime to the Euler number

of n, and & is a constant other than 1,

the generator creating section creates a
sesslon-dependent generator g, corresponding to a session A
and a generator g, is generated based on the individual data
m and/or the session A,

the group signing section sets z = gy and generates

a first proof statement

V, = SKLOGLOG(z,g,,a)[a:z = g,(a)1(1)



a linkage data generating section for generating |inkage data indicating a
rel ationship anong the session-dependent generator and a peDeRAbar2004
determned by the individual data and/or the session-related information.
7. The systemaccording to claim6, wherein the secret informati on is
represented by (x, y, v) that satisfies: v = (y + 6)'/" nod n, where y =
a'" nod n, nis a product of two prine nunbers as used in the RSA

crypto rgmx,. S _a generator that enerates a cyckic group of order n, a
i sygn ign egermg{fﬁlgl 1‘50‘“’3?3%8 ?% %,Sagqisgydﬁq ﬁtég%¥%n%1t L?g'ﬂ ¢ PEFABAt o t he
Eul er nurﬁ}g ik S is a constant other than 1, the generator
creating Squ[fi (;gntdc}:reeat es a session-dependent generator g corresponding to

a session A d a rator g, ;is generated based,gm the individual data
m and/ or the es?si%ﬁlg&&r{‘ﬂ(é(ﬁggﬁpgyi% g Zs*e%ti"‘orgégt)s} gLk gs' and

i f stat t. V1 = SKLOGL.OX z, gA a)oka:z = 9A(a) 1 (1)
12 Deconber 200 s RIS kb BP0 S & Yol T = gA(as) and b

- * - % - -
Bt ovi ng | he. knowt edQE o I A orEgden SRetach YatE PiRage dht a
generat i %glds%%tnie%tsee S, Ztlhi:r@'ﬁ;rooaf]ds etne%ea}{tes a third proof statenent
V, = SKREP(z,/z, g./g:)ly: z:/z =(g9,/9,)"1(1)
proving the knowledge of z, and z have the same power to the
bases g, and g,, respectively,
wherein the anonymous participation data is defined

as (A, m, z, z,, V,, V,, V).

8. The system according 1;0 claim 7, wherein

the anonymous signature determining section checks
Vi, V,, and V, of the anonymous participation data to determine
whether received data is anonymous participation data with
anonymous signature authorized by the participant subsystem,
and

the sender match detérmining section checks z of the
énonymous participation data to determine whether anonymous
signatures of arbitrary two pieces of anonymous participation

data are signed by an identical participant subsystem.

9. The system according to claim 1, wherein the

anonymous signing section comprises:



V3 = SKREP(zl/z, gf/gA) [y: zl/z =(gmgAY) (1) proving the know edge of z1
and z have the sane power to the bases gmand gA, respectively, wherein
t he anonynous participation data is defined as (A in, z, z1, Vi, V21 V3)
8. The system according to claim 7, wherein the anony s_si gpat ur
nads® ?E?Eﬁggﬁion

determini ng section checks V1, V2, and,¥3 of the anonynous" pal

data to determ ne whether received data is anonynous participation data
wi th anonynous signature authorized by the participant subsystem and the
sender match determ ning section checks z of the anonynous participation

data to determ ne whejhgénar@pyiisea Si g atdttesof o hitdaiing Wwo pi eces of
anonynous participation data are signed by an identical participant

subsystem endher Sy SdEHRREts B HO 48 1Bl rSNeF &l M A N rddIOTyrIPUS _
signing section conprises: 36 14 Decenber 2004 a generator creating section

for creating a generatQfogppgﬂgﬁﬂg%ogeébgoﬁeﬁéfogigﬁiﬁ@eghénfornation; a
group signing section for signing the individual data using the generator

and the seclipfivighalnBit&NisilrRy RhEAYESe QUL RS tRAT §b&hdatirddrfiat don

wherein the anonynous participation data includes data obtained by raising

the sessi ai; gapeRdeNinS@RRIA Part QcfpPoMe Heker fhassi bHd@nonymous
participation data includes data obtained by raising the

session-dependent generator to a power determined by the

secret information.

10. The system according to claim 9, wherein the secret
information is represented by (x, vy, v) that satisfies: v =
(y+8)"°mod n, where y = a*mod n, the individual data is denoted
by m, n is a product of two prime numbers as used in the RSA
cryptography, g is a generator that generates a cyclic group
of order n, a is an integer mutually prime to n, e is an integer

mutually prime to the Euler number of n, and 8§ is a constant
other than 1,
the generator creating section creates a

session—-dependent generator g, corresponding to a session A,

the group signing section sets z = g, and generates

a first proof statement

V, = SKLOGLOG(z,g,,a)la:z = g,{(@8)1(m)

proving the knowledge of o satisfying‘z = g,,(au) « and a second

proof statement

LS

V, = SKROOTLOG(z*g,’,g,.e)[B: z*g' = g,{B°)1(m)

proving the knowledge of B satisfying z*g = g,(PF°),



secret information. 10. The system according to claim9, wherein the secret
information is represented by (x, y, v) that satisfies: v (y + 8) hl nod
n, where y = a nod n, the individual data is denoted by ZE nis a

roduct of two prinme nunbers as used in the RSA cryptogra Yy,

generator that generates a cyclic group of order n, ais gﬁe?ﬁgéﬁéW04
mutual ly prime ton, e is an integer mygtually prime to the Euler nunber of
n, and 8 is a constant other than 1, the generator creating section
creates a session-dependent generator gA corresponding to a session A, the

group signing SeCtiOnwhﬂnbjh=tnﬁ“éﬁﬁmbmﬁﬁgﬁﬁﬁf§lc§% t{Sh @599fl§t§genent
V, = SKLOA.O{z,g9g,a)[a: z gA(a") Il (m proving the know edge of

sati sfying' desigopéftad) as AmH, anﬁegpnq. L pof statenent V, =

SKROOTLOZ z*gA', gA, e) [(3: z*gg& = gA(ﬁB) ] (IR) proving the know edge
of t satisfying z*gA8 = gA((3e) , 14 Decenber 2004 37 wherein the anonynous
participation data 13 is designated as (A m z, W, V2). 11. The system

according to Cl@hn‘10Thﬁh§gﬁkgmtQEC%Q8Q¥@D%% %patg{e dgK§%$%$hP%esectlon

checks V1, and V2 of t nonynous par |C|pat|
whether received datachs ANANHBYS Y R H2 93430 L0ction oheoks

V,, and V, of the anonymous participation data to determine
whether received data is anonymous participation data with

anonymous signature authorized by the participant subsystem,

and

the sender match determining section checks z of the
anonymous participation data to determine whether anonymous
signatures of arbitrary two pieces of anonymous participation

data are signed by an identical participant subsystem.

12. The system according to claim 1, wherein the
anonymous signing section comprises:

a generator creating section for creating a
session-dependent generator depending on the session-related
information;

an escrow identifying section for signing the
individual data using the session-dependent generator and the
secret information to produce anonymous participation data,
wherein the anonymous participation data includes data
obtained by raising the session-dependent generator to a power

determined by the secret information; and



anonynous signature authorized by the participant subystem and the sender
mat ch determ ning section checks z of the anonynbus participation data to
det ermi ne whet her anonynous signatures of arbitrary two pieces of
anonynous participation data are signed by an identical 1papddegbdantoqg
subsystem 12. The system according to 88aim 1, wherein the anonynous
signing section conprises: a generator creating section for creating a
sessi on- dependent generator depending on the session-related infornmation;
an escrow identifying_section for signing the individual data using the
sessi on- dependent  gendrat¥fEHhd e JRRFEE1RH{ PrFat Ponted produce
anonynous participatiqn data, wherein the anonynous participation data

i ncl udes dgﬁgeﬁﬁﬁﬁﬁghgdn IFaiféitRg iPRd caEd8P0R- depandenshapnemaner the a
power determ ned a¥ thg secret information, and 38 14 Decenber 2004 a

| i nkage datf>gefBr SFPRY S tIBIF TG IgeREr at PRSI A e i naddbyathag a
rel ati onshi,p among the session-degﬁndent.generator and a gener at or
deterninedlﬁﬁﬁy sl giaFedgad/ @&t hgengrse ioRe redadiesh Lindloated: iionf. or mat i on
13. The system according to claim 12, wherein the secret information is
represented by (a, b) that satisfies b = (ae nod n, where n is a product of
two. pri me nunbe . The system according to claim 12, wherein the secret

informatién 1s represented by (a, b) that satisfies
b= (a® - 8)"® mod n, where n is a product of two prime numbers
as used in the RSA cryptography, g is a generator that gea:;;erates
a cyclic group of order n, a is an integer mutually prime to
n, e 1s an integer mutually prime to the Euler number of n,
and & is a constant other than 1,

the generator creating section creates a
session-dependent generator g, corresponding to a session A
and a generator g, is generated based on the individual data

m and/or the session A4,

the escrow identifying section sets Z, = gA(ae) and

generates a first proof statement
V, = SKROOTLOG(z,,g,,e)la: z, = g,{a8)j(1)
broving the knowledge of o satisfying z, = gﬂ(ae) » and sets z,
= gA(be) and generates a second Proof statement
V, = SKROOTLOG(z,.g,.e)[B: z, = g,(P°)1(1)
proving the knowledge of B satisfying z, = gA(bB) , and

the linkage data generating section sets z_ = g (&°)

and generates a third proof statement

Vs = SKREP(z./z,. 9./G.)IY: z./z, = (g,/g,)']1(1)



as used in the RSA cryptography, g is a generator that generates a cyclic
group of order n, ais an integer nmutually prime to n, e is an integer
mutually prinme to the Eul er nunber of n, and S is a constianteQhBer shhan 1,
the generator creating section creates a session-dependent generator gA
corresponding to a session A and a genegator gmis generated based on the
i ndividual data mand/or the session A the escrow identifying section
sets Za = gA(ae) and generates a first proof statenment V1 = _ _
SKROOTLO za, gA, e)[a: zA 9A(c3e)3(1) proving the know edge of a satisfying
za = gA(ae) Rramitngdtle knowjaid) odnd, gades ahasiagSesondmy pelest @geﬁﬁé‘t V2
= SKROOTLOG (zb , gA, e) [ : Zb = g( be) | (1) proving the know edge of (3
satisfying Zmr=e9Ag5'and and trkepkicrliagaydata generating section sets z. =
gma and generates a.third proof statenment V3 = SKREP(zZC/Z , gmgA) [vy:

ZclZe = (gn gAY) (1) @HePetrndies aaaaﬂrma&spgs@ﬂmm@@imwt%d?g &JV% L, and
z. having the sane power to the bases gg and gn,, respectively, erein
the anonynowss pldtimj paf,i on,data vs defiped as (A in, z6, zb, zc, VII V2.
V3) . 14. The system according to claim 13, wherein the anonynous
signature determ ning section

14. The system according to claim 13, wherein

the anonymous signature determining section
determines whether z,/z, = gf is satisfied and checkq+V;,IG,
and V, of the anonymous participation data to determine:whether
received data is anonymous participation data with anonymous
signature authorized by the participant subsystem, and

the sender match determining section checks one of
zZ, and z, of the anonymous participation data to determine
whether anonymous signatures of arbitrary two pieces of

anonymous participation data are signed by an identical

participant subsystem.

15. The system according to claim 1, wherein the
anonymous signing section comprises:

a generator creating section for creating a
session-dependent generator depending on the session-related
information; and

an escrow ldentifying section for signing the
individual data using the session-dependent generator and the
secret information to produce anonymous participation data,

wherein the anonymous participation data includes data



determ nes whether z8/zb = gAs is satisfied and checks V1, V,, and V. of

t he anonynous participation data to determ ne :whether retEPewenbe08d s
anonynous participation data with anony®us signature authorized by the
partici pant subsystem and the sender nmatch determ ning section checks one
of za and zb of the anonynous participation data to determ ne whether

anonynous signatures of arbitrary two pieces of anonynpus participation
data are sﬁ?% 2HBY BhTRYEAPECHre Sﬁé?ﬁ?@i'ﬁ&ﬁf’nﬁ%ﬁg?%ﬂaﬁ‘? tha R m
according to claln1é, mhgrein t he anon¥nnus si gning section conprises: a
gener at or ST ERIPHYCL kY| Bher GRoTrPLatPhgTRatigBsi on- dependent gener at or
dependi ng on the session-related information; and an escrow identifying
section for signing the individual data using the session-dependent
generator and the secret information to produce anonynous participation

data, wherein t%e ahBRYUICTHEFEPEABRTI ohcdaim 1 heWhgaeigathe Beametenber
2004 40 obtained by raising the session-dependent generator to a power
det er ni ned-byCYRRL 8RR 28 TRAPELABRESA. PY6(aThb) sybaénratisfdeag to clai m 15,
wherein the secret inLornation is represented by (a, b) that satisfies b =
(a - b) |il =@ m NHEreod nswhemeoduts abrodugl Pietwenbeims nasmbesed in
the RSA cryptography, g is a generator that generates
as used 1n the RSA cryptography, g is a generator that generates
a cyclic group of order n, a is an integer mutually prime to
n, e is an integer mutually prime to the Euler numbér of n,
and d is a constant other than 1,
the generator creating section creates a
session-dependent generator g, corresponding to a session A,
the escrow identifying section sets z, = gA(ae) and
generates a first proof statement
V, = SKROOTLOG(z,,g,.e)la: z, = g,(@)1(m)
proving the knowledge of o satisfying z, = gﬂ(aa) . and sets z,
= gA(be) and generates a second proof statement
V, = SKROOTLOG(z,,g,,e)iP: z, = g,(P°)1(m)
proving the knowledge of f§ satisfying z, = gA(be),

wherein the anonymous participation data is defined

as (A, m, z,, z,, V,, V,}.

17. The system according to claim 16, wherein
the anonymous signature determining section

determines whether z,/z, = g,° is satisfied and checks VvV, and

V, of the anonymous participation data to determine whether



a cyclic group of order n, ais an integer nutually prime to n, e is an
integer mutually prinme to the Euler nunber of n, and S is a constant other
than 1, the generator creating section creates a session-dependent
generator gA corresponding to a session A, the escrOM/|ﬁpgg&é&kgguﬁqctlon
sets za = gA(ao) and generates a first groof statement V1 = oG (za
g,,, € [ a-: =gA( ae) I (m proving the know edge of a satlsfylng za
= g(1), and sets E) and generates a second = gA(b proof statenent V 2 =
SKROOTLOG zb &2 , zb = gA (be) I (m) proving the know edge
of (3 sat|§ﬁ9?h§eibﬂ N@b@mqawm@HérEantlhepahbmynbugimamml@mpaymonsdata is
defined as (A, m za, zb, V1, V2). 17. The system according to cl aim 16,
wher ei n tﬁégaﬁbhyﬁnagtbﬂgmaedrbydéherpantmglpantlsnbdgséemlneadmhether zal
zb = gA6 is satisfied and checks V1 and V2 of the anonynous participation
data to detern ne whéhkeserded mPadedeter@dNing esmihiet dhtaks somaarfy/nous
participation data with anonynous signature authorized by the partici pant
subsyst em zarahd iy séntlbe anorimdes epart hi aipseiotn ote teheuk sladrerndfne za and
zb of the anonynous participation data to determ ne

whether anonymous signatures of arbitrary two pieces of

anonymous participation data are signed by an identical

participant subsystem.

18. An anonymous participation authority management
method for a system comprising:

a participant subsystem that is authorized to
anonymously participate in a plurality of sessions using
secret information; and

a reception subsystem that determines whether it 1is
acceptable for the participant subsystem to participate in a
session,

the method comprising the steps of:

at the participant subsystem,

a) authorizing individual data using the secret
information depending on session-related information to
produce anonymous participation data with anonymous
signature;

at the reception subsystem,

b) determining whether received data is anonymous
participation data with anonymous signature authorized by the

participant subsystem; and



whet her anonynous signatures of arbitrary two pieces of anonynous
participation data are signed by an identical participantldldssypbir@afs 18,
An anonynous participation authority ggmnagenment nethod for a system
conprising: a participant subsystemthat is authorized to anonynously
participate in a plurality of sessions using secret information; and a
recepti on subsystemthat determ nes whether it is acceptable for the
partici pant subsyst@mdetgminicipatleetiben ameggien divmastided @dnpri si ng
the steps of: at the participant subsystem a) authorizing individual data
usi ng t herdddmsry itwWomistden o pendiympuen sessidrpatelat ethtianfaremt i on to
produce anonynous participation data with anonynous signature; at the
recept i osigulesy Styeran bi)dedettiarad rpaxgt Wigidrer swdeeiatedh data i s anonynous
participation data with anonynous signature authorized by the participant
subsystem and 14 Decenber 2004 42 c) determ ni ng whet her anonynous
‘signatures of arbitrary two pieces of anonynous participation data are

signed by an ildent iTad npatHodiqadrduhswss eaim 18, wherein the
anonymous signature includes data that is generated by a
predetermined expression using the session-related
information and the secret information, wherein the step (c)

is performed by checking the data included in the aronymous

signature cof received anonymous participation data.

20. The method according to claim 19, wherein the
predetermined expression is represented by raising a
session-dependent base to a power that is dependent on the

secret information.

21. The method according to claim 18, ﬁherein the step

(a) comprises the steps of:

creatinge1session—dépendentgeneratordependingon
the session-related information;

signing the individual data using the session-
dependent generator and the secret information to produce
anonymous participation data, wherein the anonymous
participation data includes data obtained by raising the
session-dependent generator to a power determined by the

secret information; and



19. The nmethod according to claim 18, wherein the anonynous signature
includes data that is generated by a predetermnm ned expreskilsrembirag04 he
session-related information and the ggcret information, wherein the step
(c) is perforned by checking the data included in the anonynous sjgnature
of received anonynous participation data. 20. The nethod according to clam
19, wherein the predeterm ned expression is represented by raising a
sessi on- dependent @geamserabingpbiwkagdaiatas ideliemddmy enrehetisashdp
information. 21. The nethod according to claim 18, wherein the step (a)
conpri seanoig thepsessionrdependent sgssepatoreprddengegenetat or dependi ng
on the session-related information; signing the individual data using the
sessi on.deteioponad iy ghredatiaridodlt et senid@tor nher saEE00Nnt @epagddce
anonynous participation data, wherein the anonynous participation data

i ncl udesimdemabianned by rai sing the session-dependent generator to a
power determ ned by the secret information; and 14 Decenber 2004 43
generating linkage data indicating a relationship anong the

sessi on-dependent generator and a generator determ ned by the individual
data and/or tidee sephé aetid@iRGoddiny #Bt £0Aim 18, wherein the step

(a) comprises the steps of:

‘creating a session-dependent generator depending on
the session-related information; and

signing the individual data using the session-
dependent generator and the secret information to produce
anonymous participation data, wherein the anonymous
participation data includes data obtained by raising the
session-dependent generator to a power determined by the

secret information.



22. The nmethod according to claim 18, wherein the step (a? conprises the
steps of: .creating a ses sion- dependent generator dependifigecswbergd04
session-related information; and signing the individual data using the
sessi on- dependent generator and the secret information to produce
anonynous participation data, wherein the anonynous participation data

i ncl udes data obtained by rai sing tt}ﬁ sessi on- dependent generator to a
power determ ned by the secret information. ANONYMOUS PARTI Cl PATI ON
AUTHORI TY MANAGEMENT SYSTEM ABSTRACT A systemallowi ng a participant to
participate anonynously in a plurality of sessions but to be detected that
the sane PFENONHMERIS RARTISIRATIQHALITHORSTYHAANMGEMENT R¥STEMe sessi on
is disclosed. The participant authorizes individual data using secret
informati on dependi ng on sessi onABSERAQTI nfornmati on. The reception
subsystem determ nes whet her received data is anonynous participation data
aut hor i e dydwm taiewha 4 FﬁﬂtiE?})@ht BURSYSbARAGN hillshhBY 2 FRTARPRESsist her
anonynous signatures of arbitrary two pieces of "anonynous” parti ci pation

dat a [ hdentj.cal .. el . The an nous

si gnat u?’gﬁ F[rc;;(/)g r@%g%d%&dg}gaﬂélg rrté‘%gé‘{tb@as B’%ﬂi‘i‘ﬁ%{&g}(@g@ B nglggprgﬁtg nt base

to a power depende n t secret informatijan., .
POV e &8 sion 1s IEﬁscﬁ)sed. Jfﬁe par(t:iczlpant authonggs m?hwdual data (12) using secret

information depending on session-related information (11). The reception subsystem
(102) determines whether received data is anonymous participation data (13)
authorized by the participant subsystem (101) and further determines whether
anonymous signatures of arbitrary two pieces of anonymous participation data (13)
are signed by an identical participant subsystem. The anonymous signature may
include data generated by raising a session-dependent base to a power dependent on
the secret information.

Fig 1.



