CONTENT DELI VERY SYSTEMS AND METHODS COPYRI GHT AUTHORI ZATI ON [ 0001] A
portion of the disclosure of this patent docunment contains material which
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the facsimle reproduction by anyone of the patent docunent or the patent
di sclosure, as it appears in the Patent and Trademark O fice patent file or
records, but otherw se reserves all copyright rights whatsoever. CROSS
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distribution of digital content. [0004] Ad-based content distribution
systens offer the hope that ads can_fund not onI t he -roductron of
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priority of Provisional Application Nos. 61/049,030, filed April 30, 2008, 61/075,304,

filed June 24, 2008, and 61/074,995, filed June 23, 2008, all of which are hereby

incorporated by reference.

BACKGROUND AND SUMMARY

[0003] As the electronic communications infrastructure improves worldwide, the
distribution of digital content is being rapidly transformed, aided by efficient digital
media formats, the economies of digital storage technologies, and peer-to-peer and
group-oriented social networking. For example, while Internet TV and mobile TV
provide new distribution capabilities for video, perhaps the most important aspect of both
of these technologies is the ability to link to numerous other Internet-based services. In
preferred embodiments of the present body of work, content distribution technologies are

linked to advertising services to support the distribution of digital content.

[0004] Ad-based content distribution systems offer the hope that ads can fund not

only the production of content, but also the services that distribute the content and the



shoul d be optimzed to ensure that the ad is well-matched to the current
interests of the consuner and that the overhead for delivering the ad and
maki ng t hworeatoctssaos m ni m zed. [ 0005] Enbodi nents of theCTysten®osne

met hods descri bed herein enable the nonetization of content distribution by
efficiently matching user-targeted ads at the tinme and/or point of content
consunption. Content itens and advertisenents can be independently
super-distributed, or distributed via conventional commercial nethods.
Efficient mechani sns are enployed to ensure that when a consumer uses
content, online or offline, that this usage event is funded by advertising

that is walvicet apQevBRhiuR: ddhddnt EABSdEERT. Hovder! hespné ﬂﬁ a%’ﬁgé c@i@hmeiak ly
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as well as other stakeholders who participate in adding value to the system. Preferred

embodiments provide highly efficient automation, and the ability to scale for use by
many content distribution services, ad services, rendering applications, and device types.
In some embodiments, efficient feedback mechanisms can be used to allow for

optimization of the targeting, real-time matching, and auctioning mechanisms.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] The inventive body of work will be readily understood by referring to the

following detailed description in conjunction with the accompanying drawings, in which:

[0007] FIG. 1 shows an example of a system for distributing advertisements and

content in accordance with certain embodiments.

[0008] FIG. 2 shows a more detailed example of a computer system that could be

used to practice certain embodiments.



[0014] FIG 8 illustrates audit reporting in accordance with one

enbodi nent. [0015] FIG 9 illustrates various system conponents in one
exanpl e ewbadimssio; and t he message interactions betweemrctrhmsmiof0Gis] Fl G
10 shows exanples of different types of devices supported by preferred
enbodi nents. [0017] FIG 11 illustrates the use of server-side ad nmatching
to pre-filter advertisenents for a device. [0018] FIG 12 shows an
illustrative ad-tags taxonony. [0019] FIG 13 shows an exanple of sone of

t he governance associations in an exenplary enbodi nent. [0020] FIG 14
shows an exanpl e of a piece of content divided into zones. [0021] FIG 15
shows anqphsy] examel.8 sRbwsaRbemsp1Obf £/ orteYiveleth, soitQingoaps. [0022] FIG
16 shows a piece of nedia content formatted in accordance with the dynamc
medi a zorisesendnhelvegisements3] FI G 17 shows the integration of a piece of
content and an advertisenent using the dynam c nedi a zone technol ogy.
[0024] Flgo1048 Shaes 4@§‘aﬁ¥hn[9{'é} iIMRehGorPbANMEbud Plhydts f 4 Prefefeliai N _
enbodi ments. [0025] FIG 19 shows an ad-matching process in accordance with
one enbodinthedimentomdghe mtefaceprenidadtoghgfiocess for noneti zi ng cont ent

di stribution. DETAI LED DESCRI PTI ON [ 0027] A detail ed description of the

I nvent | Vgobpﬂy OfFI@ K11 stralds A\CoHRHt RPlAMentthbBe $LYAE @hbRiTRest nents are
described, it should be understood that the inventive body of work is not
limted to any one enbodi nment, hut instead enconpasses nunerous

al t er nat i[08%2]" no d1IG- edilviraies 2574 depjayReptertame inpceerdimaedHh Qi | e nuner ous
speci fic Soaih&tare set forth in the follow ng description in order to
provi de a thorough understandi ng of the inventive body of work, sone

enmbodi nrents can he practiced without sonme or _all_ of. these details.

Mor eover ,[006H t hd1fur/gBusragss thy dymamic se&éPP’éPﬁa’i UPLRHISERF et erial that is
known in the related art has not been described in detail in order to avoid
unnecessg00i4] ObJI@.i8NJudtiatesiaidie Riporihghn dycordinke with one embodiment.

[0015] FIG. 9 illustrates various system components in one example embodiment,

and the message interactions between them.

[0016] FIG. 10 shows examples of different types of devices supported by preferred

embodiments.

[0017] FIG. 11 illustrates the use of server-side ad matching to pre-filter

advertisements for a device.
[0018] FIG. 12 shows an illustrative ad-tags taxonomy.

[0019] FIG. 13 shows an example of some of the governance associations in an

exemplary embodiment.

[0020] FIG. 14 shows an example of a piece of content divided into zones.
[0021] FIG. 15 shows another example of a piece of content divided into zones.
[0022] FIG. 16 shows a piece of media content formatted in accordance with the

dynamic media zone technology.



[ 0028] Systens and nmethods for facilitating the delivery of electronic
content are described herein, including inter alia systens and net hods for
rul es- baswo 2nedizsooadverti sing using a digital rights namragaseno/o)iSDRM')
engi ne such as that described in commonly assigned U. S. Patent Application
No. 11/583, 693 (Publication No. 2007/0180519 Al)("the '693 application"),
the dynam c nedi a zone technol ogy described in commonly assigned U. S.
Pat ent Application No. 12/178,543 (Publication No. 2009/0031431 Al)("the
'543 application"), the advertisenent targeting technol ogy described in the
881 application, and/or the DRM and service orchestration technol ogy
descri bed onﬁs]comm 7385w ﬁfcqnt'e'génofﬁf @gltecémldn%t hfarNRIver4 86, 551
(Publlcatlon . 2005/ 002787 1) ("the application"), to nmanage the
provi si onusig taeldéwmgermém@nerte plegy-content to end users (the contents of
the '693 application, '543 application, and the'551 application are hereby
I ncor por afpgg4ner eFrG.ayg sh%gmeﬁﬁnm@nfehﬁlﬁlaﬁmdrmeé W) certhin emtddién@ppr eci at ed
that these systens and net hods are novel, "as are many of the conponents,
systens, and_met hods eZBoned t herei n. [0029] Preferred enbodi nents can

provi de s@f#Slor aF1G.dP shaws appd-Schipg RIGeass kaceprdgngs] Withprs STRROGHIEM- 1 et ur n

on investnent ("RO") for advertisers by offering an efficient market for
ads by usjoogelef f eELG.\20 sHBWHaPisees fHomoheast @iteadddirbufiblut i on, and by
mat ching ads to users who have relevant attributes, thereby av0|d|ng t he
waste of inappropriate inpressions. [0031] WMaxim ze revenue and mnim ze
di stribution costs for conteprPAAVERDESCRIPIRYNd Ng an aut omat ed nmar ket
for content distribution and peer-to-peer (" PZP") super-distribution to
many different devices through many different services, and by ensuring
t hat ad sl0822 r eqhride@idedgescriptiannftteninventivefbiody efiwark is peovidadebelavel/ or pl ace
rendery Q
pr ovi der /{gﬂﬂ? ?%(vbg{i%n{bg?%@h i g%(gl\;/lpﬁie m%um?%%gdéorg Oh&;glra P?’Etr“g‘;eé{“f‘ﬁ%, wher e
the firstbadyef woak ches lisdted cnargnenetembadipammg, lhve mstelad ancong assts comeus | s
del i vered eV| th haLE s i . e
second ti ael{re%aglé's rmogigﬁcfoal{l%’g afd e Ci:iﬁ?ﬁaé%%l' ?ﬁ (s)dfl%glt% ™ g\ﬁfu'l r%(er&%es%%%lﬁgagn%%lp( e.g
i nf or mat | @a setlforth irt the fcbllomang ﬂésaript,ion in order to provide a thorough understanding of

the inventive body of work, some embodiments can be practiced without some or all of
these details. Moreover, for the purpose of clarity, certain technical material that is
known in the related art has not been described in detail in order to avoid unnecessarily

obscuring the inventive body work.

[0028] Systems and methods for facilitating the delivery of electronic content are
described herein, including inter alia systems and methods for rules-based media
advertising using a digital rights management (“DRM”) engine such as that described in
commonly assigned U.S. Patent Application No. 11/583,693 (Publication No.
2007/0180519 A1)(“the ‘693 application™), the dynamic media zone technology
described in commonly assigned U.S. Patent Application No. 12/178,543 (Publication
No. 2009/0031431 A1)(“the ‘543 application™), the advertisement targeting technology
described in the ‘881 application, and/or the DRM and service orchestration technology
described in commonly assigned U.S. Patent Application No. 10/863,551 (Publication
No. 2005/0027871)(“the ‘551 application”), to manage the provision of advertisements or

other content to end users (the contents of the ‘693 application, ‘543 application, and the



environment, interests, usage data, denographics, recent history, and/or
the like) to select a particular ad for presentation at the tine of content
render i ngwoO[2003835001Pr ovi de near real-tine statistics onprat/usanpadng

ef fectiveness with suggestions for increasing effectiveness. [0034]

Provide incentives for service providers to distribute ads, content, and
rendering technol ogy.[0035] Provide incentives to services that aid in
securely and privately associating consuners with relevant attributes which
can be used to optim ze ad selection. [0036] Ensure consuner privacy by
usi ng ad matchi ng nechani snms on a consuner's device or on a trusted

web- based:sBy Q¥MichRbn Gre Yoy InddBYdraed h&iein lﬂf%ﬁeré}{& iflinéitleBBrety) €Tt GAMBLITET ' S
private attribute information. [0037] In a preferred enbodi'ment, a scal abl e
pl at f or m dpprasiaed Badhesgsystamg enemethgdereingvelgas arpmapy af the CAMPNEAEmpat i bl e

wi th, an it ' d- mat chi ng technol ogi es by extendi ng
their usgsde Béy@ﬁgﬁ?ﬁ?&e&r n@ B%egi\r}g%rfi?l'si ng. Simlarly, the platformis
designed to work seam essly with existing content distribution and ad

di st ri butli0829Inet itrefested gmbodignentssian deovide somecastall\od thecfolpwig fR¥BIEENI sm fr om
the client, thereby enabling an optimal payoff for all stakehol ders. [0038]
FIG 1 Sflgm]an-eﬁﬁ'ﬂh@h&ﬁ réufY BVt REnt RO PaHtdd0erisdY Y biregne s 104 and
content 108 I'n accordance with certain enbodi nents of the inventive body of
wor k. As shown i n efficgnt marketdercads by syiog effedtde meshenivms for targetedny of
advertisenents 10 - , I ' verti senment
provi ders 102a, 1@%{1&%é%é?%mﬁ%g€iggd%§§?§% 11%{;/?2%&\%%%%&5/%12&3 variety
of content itens 18ehy d08hng he8casteldd8uhpprapmate impraseioys.of cont ent provi ders
106a, 106b, 106c. When the user makes use of a piece of content 108d, the
user's sy, dynam . cal ).y : ti v i nemt he
adverti se[rﬁe)n S l1/03\;?" ﬁgi%zfg&f{}ﬁgég ?Pﬁgpg%déﬁgbv%ﬁe%gsgﬁ{ﬁ%%ﬁ p?ggésr%) s that
adverti senent 104e@révidingan asemasddanaketifohcdnemt giseribatioh andpdeeind-pdd8d.

| nf or mati on about Iﬁl?% ser, .the user's deyice nd t user's t ent
preferences and céntdn S?P§£f&émﬁ’é§1°? o wapy ltgéfﬁélége‘ilﬁesm%oug maly ditRrert
services, and by ensuring that ad slots required by the content are filled at
the time and/or place of rendering by ads that provide the most value to the

content provider/distributor.

[0032] - Provide two tiers of user targeting, where the first tier matches ad content to
a consumer when the ad content is delivered to a device or other user-
accessible delivery point, and the second tier uses more finely grained
information about the consumer (e.g., information about the time, place,
environment, interests, usage data, demographics, recent history, and/or the
like) to select a particular ad for presentation at the time of content

rendering.

[0033] « Provide near real-time statistics on ad campaign effectiveness with

suggestions for increasing effectiveness.

[0034] . Provide incentives for service providers to distribute ads, content, and

rendering technology.



the advertisenent selection process. In addition, information about which
advertisenents were rendered can be collected and sent to a cl earinghouse
(e.qg., clwanongissaese 110 or anot her cl earinghouse) to fa&cirlist@bmotshe
provi si on of paynent or other conpensation from advertisers 102 to content
owners 106. Alternatively, or in addition, such information could be sent
directly fromthe user's device to the content provider 106 and/or
advertisement provider 102.[0039] Content provider 106 rmay conprise a
content owner, creator, or distributor, such as a nusician, novie studio,
publ i shi ng house, software conpany, author, nobile service provider,

I nternet gRASENL @W‘d@%e%ve%lﬂ@%wc&%%@ﬁ{éébﬁ‘él Eﬁlﬁtblri‘%a@fy a%%&ddnlgt e
tel evi si on provider, an enpl oyee of a corporation,” or the I'i ke, or

entity acting on bhairhers h@thedﬁvaraﬁﬂrlblncﬂ‘emchQ@Bqu;dc@qmﬂmgeaény

el ectronic contentg, 13 grp as digital video, audio, or textual content, a
novi e, a song, a Vi cfeo game, a piece of software, an email nessage, a text
nessage, a word processing docunent, a web page, a report, an electronic
book or pdPP3ali calEnsore ca)nylrmrrpeirvaanbseu&im aﬁmnltchinermn@hmiismﬁeon ar other
content. [0040] In the exanple shown entities 102.and 6
associ ate |icenses POE Rt Gr ESA &ht %‘gd /bg?édapcf &forauser %ev 8

I Senen
| i cense 103 i s basdds aot dihdgpikiconasned’s pmvhteratmbmthmfonﬁatmn. enti ty 102, 106,
and specifies perm’tted and/ or prohi bited uses of the associated content or

adverti se hat st tisfied in
order to @EZ] use o? prf’ eggﬁltb en‘t: gz\’/lél?lfg’ Eaglr?e tsf;ﬂd Vldf: %ﬁfﬁ%ﬁet? 3

sati sfi edadaertisingnMtde platfnrrmis mimaqleemdeamd amipkfies| mrwamc&mbﬂﬁmhmg a

i cense 103 eci f t.her a,recipient conte item,10 iS

oaat's e REhyae SRS i Brack e SdtnERte: Savs B Bimis Rl e wirort
adverti Semmgig&tﬁtb vdak isednyledsty Qi’tﬁlemsﬁﬁ)g tmteaetsaibadon Shdrad distriputien | i cense
103a associ at W rtic |se nt 104a

cat egory B?twﬁgﬂ?e?"cditgé’ﬁ% ‘? ‘?Fgex?t‘%?)gé%f Wﬁ’é 081‘&88[\?%1‘3 'iﬁ/bl{’)h whi ch the

adverti sepmiblingay ﬁﬂnalpay@qif&raucg&mhmag i ntegrated, and/or the
remuner at i on or ot conpensation that entity 102a is wlling to provide

BRI L GG S SR R R )

by one or cdfiirf 108 ¥PAcREfdande Wit Bk anéabadimenis bf &S iRt yPbodyrofavorkli A t al

stgnatur esl;[o%vcnhiglF(i&?i 2? Sser’s system 101 receives a variety of advertisements 104a, 104b,
104c, 104d, 104e from a variety of advertisement providers 102a, 102b, 102c. The user’s
system 101 also receives a variety of content items 108a, 108b, 108c, 108d from a variety
of content providers 106a, 106b, 106c. When the user makes use of a piece of content
108d, the user’s system dynamically chooses an optimal advertisement 104e from the
advertisements 104a — 104e that it previously received, and presents that advertisement
104e to the user along with the piece of content 108d. Information about the user, the
user’s device, and the user’s content preferences and content usage habits can be used in
the advertisement selection process. In addition, information about which advertisements
were rendered can be collected and sent to a clearinghouse (e.g., clearinghouse 110 or
another clearinghouse) to facilitate the provision of payment or other compensation from
advertisers 102 to content owners 106. Alternatively, or in addition, such information

could be sent directly from the user’s device to the content provider 106 and/or

advertisement provider 102.



any other security protections dictated by the digital rights nmanagenent
system (if any) being used, and a trust authority 110 may provide
appropri awe 20rwEBs@gr aphi ¢ keys, certificates, and/or thecCriuseo10/00G42]
Content 108, advertisenments 104, and licenses 103 can be provided to end
users 101 by any suitable nmeans, such as via a network like the Internet, a
| ocal areanetwork, a wireless network, a virtual private network, a w de
area network, and/or the like; via cable, satellite, broadcast, or cellular
comuni cation; and/or via recordable nedia such as a conpact disc (CD),
digital versatile disk (DvD), Blu-ray Disc, a flash menory card (e.g., a
Secure Di wosey (S@))m@ﬁrp%wdém@é%a tdaﬁlﬂnlsgscor@fﬂtower 1Rt 26t digrib@bi, vered to

t he user toget her with | i cense 103 in a single package or transm ssi on,

or in sep® taéaﬁwsa@egwaw sty PupHsdiingouse saftyars coppany. Rethes metile

di fferent se?@k’é %xdeE Q%ﬁlet ddiferft 'angﬁﬁﬂ ofssu%)fcsr;p?%h %%1&%&10 or&aRfifts onal

conput er, ile tel ephone, a television and/or television set-top box, a
port abl e @lfmsemmgwéﬁr o gr@plowﬁw%ar cormramree)t therlike. GowIenHiBASERE 0ANd/ or t he

| 1ke) Comilalitntbdt hfePlonihe $64 fn oAb db > RRAIBkigMI POSE | 00i C
that is operable to retrieve an ren er c nt ent The user system al so

pr ef er abl yidem@hdigesr texthalwantena adiapre, hapw@r@eorm: apitce of &@étmrm ans a

di gi tal t

assoc at bl TEPRRG PO MoSS K srd SeRHR: UG, o) LARIRPH S 1

t er ns t heeleafon{cabhkar penaditil gy anp etheoeitemdinmentdentenprisea ppbihea¢aneamt.t o enf or ce
such terms), and software and/or hardware for selecting appropri ate

dverti t f
ot he Isefmﬂ%ﬁr Ol SO GE L CFthOli E ﬁfarﬁl 106U S escri Eesgml n nore

gat hering and reporting in ornra 1'on re1 ereto, as
det ai | bethvcoxﬁteszB aim/er aﬂ\grtisatnenusgﬁﬁs/\haemgéﬁ%rstbas@@m@e aolddiesort he ad

mat chi ng ?etﬁ I\Ql%hes ﬁl{l e dll(.')(it fH6a cy ?p%{:lflfeyn(:t l t?&fizlnd}lor @?3h§gi£e%éu%§se (gf;ﬂrig t gt her,

and/or w a Ccon ring’ ap

pi eces ofassm‘mthmtan«bt aalvelnmedmar and/éd dmeranamowequmtms that rmddbdz sapisfieda user's
system nmay c ni cate serve anot her devi ce
in the us rorge%ﬂl%? Rse(\fq‘th%?ﬁ ot g(ﬁvc?ﬁt}/sgglelét éetihg Iﬁg“fa% bggﬁlbs glas Br television
set-top benditRindredndetigence kehset hﬁinelmﬁﬁ)dﬁnfdit,gi liehser 103hmynspedfyewnberengi ne
and/ or ad nat chltfr;gcen%ttne t

etterm?fgthon as to V\{geth r tto. rant
the user HECISD GF TR Ba0rs Toten RBGRBPF R B0 e s
and whet h@at angdivediisehier@hviat §dtiSBMBREder t®be selected. Similarly, a license 103a

associated with a particular advertisement 104a, or a group or category of advertisements,

may specify the types of content with which the advertisement may be played or

otherwise integrated, and/or the remuneration or other compensation that entity 102a is

willing to provide if advertisement 104a is integrated with a particular type of content

108.

[0041] Content 108, advertisements 104, and/or licenses 103 may be secured by one
or more cryptographic mechanisms, such as encryption or digital signature techniques or
any other security protections dictated by the digital rights management system (if any)
being used, and a trust authority 110 may provide appropriate cryptographic keys,

certificates, and/or the like.

[0042] Content 108, advertisements 104, and licenses 103 can be provided to end

users 101 by any suitable means, such as via a network like the Internet, a local area



render in connection therewith. [0045] The digital rights managenent

engi ne, and/or other software or hardware on the user's system or in
renot e cowouniocasioon therewith, may al so record i nfor marcorusea@gardong t he
user's access to or other use of protected content and/or advertisenents.
| nsone enbodi nents, sone or all of this informati on m ght be conmuni cat ed,
potentially in anonynous form to a renote party (e.g., a clearinghouse
110, the content creator, owner, or provider 106, the user's nanager, an
entity acting on behalf thereof, and/or the Ilike), e.g., for use in

al locating revenue (such as royalties, advertisenent-based revenue, etc.),

det er m ni REYwHKEE wileRkELANSAS a vARIP bR AGnEWDIHE AvAE hreh Astwork, Gind/of BRI t Or i Ng
how and when confidential information is used), and/or the like, [0046] As

shown i n Ifegviaxableosatallie, broadgaster Geiulapcommynicatinn; apd/pryja rererdaRle; h
advert i sefedih SuchIf o @m gat@&m)l&@tal v%&ﬁﬁretdlmmﬁ BhfhyasiRc, henasgpar at el y

provi ded, and integratéd wth conteéent nam cally by the user's system
101. As deeepiirag (erg.roSesurraPigital (tsa)@wd)m rﬂmlé@r%{wt@m 108 canbe er abl y done
in accor Q/greﬁ‘t(gﬁl Ugélqg éﬁi&%ﬁ'{ja &nts@ ddl'n%%ﬂ%?é%ﬁkﬂg é@%kﬁis@fgnv\ér IH t he
content 1 e advertsenents 1 4, an ser_or system regarding
the type matammnkagteyootrraradusrm senived Srontihe sarag odiffarest sayecesnt egrat ed wit h
the content, and/or the types of content with which an adverti sement may be
render ed. pr LROY %ﬁh el PhSbil e RBhodd F€ the
mat chi ng OP&%]SS Wﬂ{eﬁénggﬁ%l‘éﬂ%%@% usi (r’?ggt gﬁ)e |en for malt I SnBabout t he
user (e. gelevisipm andéomtidevision @et)top bore aporglie h\l@@ @n@foawdecppl@f'@r @nces of the
user, and S n nment
(g, i iRt} ton' Bl 3RO e tRB borkdifh, MpRLaRh shitGalts o Raft I GTTE
Because, spncnahmmatﬂ@ddgmﬂrw ;s Qmmbifatpcrhnnge argl reudee comsert| 1I0§, Thewssr’'siser and

envi ronnmental i,nfor Y. nd need
ot bt r A tRele R e RindRt Bk ahe RRS it mash B U2 0

whi |l e enaxbghmgxamgemeaomgn&t ﬁ)rteaalgeringrtge béenackv@rfﬁtasmmmﬂmm gontentd B ousl y

i ndi cat ed 0 enbodj pent.s _anan f so user_and/ or

envi r onme (T aﬁﬁ%?%ﬁ“&o #d eggﬁ?mg gl%t{elgfs %sﬁ%(ggr eIT § or <o B

redi stri biehde@ihgtapplicition nd er[fbmwsd&ftsnﬁsjcuxﬂrsoﬂdamranmwhmlm ﬁoaseléatingt e the
future provision of content and, ads of ﬁﬁ}entlal i.nterest to %ébuser

[0047] | tPRFIANA[SRAYFSISEIREIL: IO FERRLAn SONPSHND, With usPAf cantent,l08,

t he and reporting information related thereto, as described in more detail below.

to

[0044] The digital rights management engine and/or the ad matching engine may be
structurally or functionally integrated each other, and/or with a content rendering
application, or may comprise separate pieces of software and/or hardware. Alternatively,
or in addition, a user’s system may communicate with a remote system (e.g., a server,
another device in the user’s network of devices, such as a personal computer or television
set-top box, and/or the like) that uses a digital rights management engine and/or ad
matching engine to make a determination as to whether to grant the user access to content
previously obtained or requested by the user, and whether and which advertisements to

render in connection therewith.

[0045] The digital rights management engine, and/or other software or hardware on
the user’s system, or in remote communication therewith, may also record information

regarding the user’s access to or other use of protected content and/or advertisements. In



architecture and rel ati onshi ps presented in connection with FIG 1 within
the scope of the inventive body of work. For exanple, without |imtation,
in sone swyehemng3s®one or all of the content nmay be del i veras2aiogetsher with
sone advertisenents, the content and adverti senents may be delivered to the
user's systemfroma single source (e.g., atelevision service provider),
and/or a piece of content may be integrated with nmultiple advertisenents.
In some enbodi nents, the determ nation of which advertisenent(s) to present
in connection with a piece of content can be perforned by a renote system
and/or the integration of the advertisements and the content can be

per f or medohREiHRIdMmerRd) dofhB 8r AINbEMAhREMGREH Aldht B8 EomMvRIChled BRIy hen
transmtted to the user's systemfor display or other rendering. us it
will be dppgprenmausdomnie apgrmte paity (q8.o¥ fleainghevsegPpis €8ntent Greaierst r at i on
and expl afatdr QR préVigerb, the MidrAlthSfgerd A&y Flifig on R ehRLIENRAMR IR Of @
system 200 t hat p(r:oulci be’ used to prg%r%i ce e%bodigment.s of the inventive body
of work. liks), eealophse ingllgeating 20@nue Gheh asoepliice adyerdsepsal-hesed roeneh end
user's deyi o | ' I EhiSV; , a
cont ent ;e)e;{%g%lél'%lsm Ss{@ﬂ%r%ﬁe&%%@%%%o&ﬁg %):IESEH%IE R‘Z“ &%grg 'létia’xarrﬁﬁ%)é,rclé ggesvtjaggn 200 may
conpri se whepeosfiddntplimporvation musedngnddevthe Eksuch as a personal conputer or
network server, or a specialized conputing device such as a cellular

t el ephon rson LQi: agsd AL R4 6 oetted pl ayer,

el ect ronﬁgﬁﬁﬁok rlgga%]g'r“?l I%la Pe?’,sdo? Iee?ggqgs%gghggl%e-e?lg%%gox, %?lmc?sﬁ?thgam ng

syst em advedtigethérite 1043ps lieense0D3Ni Advertyssineats| 194 icaw beiskparatgly provsdedr 202,
menory (i_§. - I i ; ok N .06, a port
207 for aagge"g? ?r ﬁ%gi@pr}o(% ‘{ng%rrgﬁ%n%f/lﬂga %@Wath%g{é\s\ér%za?rﬁtlg?Télsgégsgﬁ%j gnd one or
nor e busesorg Hetaildeloyg nine attegrgtidrhie peffanlysione oredorhareenitis ruléfremcodedriat | on  of
system 2 i1l typicall e.caontrol |l e pr,ocessor 2 Qperating under
the. gut dan s b et Bk B ek Rical o oo B0 Rci B D, s Wk B 1

i ncl ude hotsstémgégasgiag chertgprdant quactity of pdveptiseneRANhatamay oramustbé at i | e nmenory
such as a_mmagnetic di sk and/or, flash EEPROM . So rtiopns of nenory 204
my be r AR 6 S ERG ey Bier ot i SR P S Gr RepER T by

ot her corfeaesder&l. O a preferfeddntbodiéht, t(ROsYsteD dttatipts eoOdRImisethe nakitcinglof ve or
menory sl ot for acceptin onput er-readahl e nedi.a 208 such as USB dongl es,
CD ROvs, PR 9iEat B slRdemagrinhic HIOTIRNOR ARQULLE (SPH S E-rA8GrRPIe or opt i cal

etc.), the usage history and preferences of the user, and/or other information about the

user or the user’s environment (e.g., time of day, global positioning system (GPS)
coordinates, etc.). Because, in one embodiment, the matching is done locally, this user
and environmental information can be maintained on the user’s system, and need not be
transmitted to third parties, thus protecting the user’s privacy while enabling very
accurate targeting of advertisements. As previously indicated, in some embodiments
anonymous versions of some user and/or environmental information are sent to a
clearinghouse 110 for redistribution to content providers and/or ad providers to facilitate

the future provision of content and ads of potential interest to the user.

[0047] It will be appreciated that a number of variations can be made to the
architecture and relationships presented in connection with FIG. 1 within the scope of the
inventive body of work. For example, without limitation, in some systems, some or all of
the content may be delivered together with some advertisements, the content and

advertisements may be delivered to the user’s system from a single source (e.g., a



medi a, and/or the like. Network interface 210 is typically operable to
provi de a connection between system 200 and ot her conputing devices (and/or
net wor ks wb 20vpBsaviing devi ces) via a network 220 such agCrlus20mersnet or an
intranet (e.g., a LAN, WAN, VPN, etc.), and nmay enpl oy one or nore
communi cati ons technol ogi es to physically make such connection (e.g

w reless, Ethernet, and/or the like). In soneenbodi nents, system 200 m ght
al so include a processing unit 203 that is protected fromtanpering by a
user of system 200 or other entities. Such a secure processing unit can
enhance the security of sensitive operations such as key nmanagenent,

si gnat ur eeN@fsidnl seAtid 209 LR pReBE Esnté@it nb e Braffal itC WRIple ProOCeESS.
[0049] As ShOWI’rll in eogﬂow F}gnenorypge(;% of corrpuii}’lq}r(leg1 ggr\?l ce 200 nam;/ i ncl ude a

vari ety cAdVBFtisefpes Ie somp ambedimenys; thp detgFainaiosef iligh pdvegtissEeayyito 202
(and/or 2Q3dent ﬁ%nﬁ&%ﬁ %thtzl@e&wc%ﬂemaﬁfbe%%&&édnﬂ, SRV fEs 3R, For

exanpl e, nmenory 204 w | cal Iy include an operating system 220 for
managi ng andéor éhesiategrasion of tl@mglvelélaqm@ﬁ%andﬁb? Fore ghsbe peréormed remedely. a host

appl i cat 'ﬁ&t%@ﬁné‘g%gi? perQaﬂeﬂﬁs‘éﬁkﬁt@ t@n%%xﬂﬂ efl t&Q{& ?r; s syRlenffbr MBL Chi Ng

engi ne or orm ng aspects o ct’ion and
mat chi ng display mmﬂastr|rc1;dedagc1’hu§etdwweheeapnrecmml thatIIFlﬂ drigproerideg forf or

i mpl errent ‘ﬂgosgg)gplnggt{f%oh g& e;wlog%ﬁﬁg%gg{@pt functionality described

her ei n. one e may conprise, interoperate

W th, and/ or control a variety of other nodul es, such as a virtual machine
222 for R6481t i ngFléotshows pn oxprepte of apibtem 20Q:thet Mdab%mdmmarcme storing

state | nfOIBhAR: b YEnaYe Hidh o UorBERLREAR s AR mARE: Mpr OGS

crypt ogr ap ormng Cry i'C opér ns such as
encrypt i ngntadihent oﬂenm}cpuseng dedin¢ £, an advrptisemegt pragiderl” smmnpumg sysrdmnessage

aut hent | Clj)tzl OP?n € qe Povide sI suatanlQ)6d+.r9:f/dtgr%e Rk }Clélf{a?nfﬂ,lﬁ Y3 ?lei'r? like.

Menory 20 £ typlc int e pro
advert i semonpirise ﬁgé'neraiqdnmsmompumg (ﬂdvmrssdsaSZa?ﬁ:rscmsl serhputasoraeywatrbgr aphi ¢
keys, certificates

.gnd.the |ike not hownc?e 0050} One of ardinary skill

o the ar T Papt abeAEE PRI e Ry @ B ele” RIhotE PeBoeRiGalTHY oi
can be prasittane gortabihaciinpiiidegpldeat] desronidbdokireader, itabdett teteavisidroset-kugpt
L, LR SRt B LRl LD i 3Pl SRR
conponentfeibigViie.l i cothfutereaddbl®©medium) 204, a user interface 206, a port 207 for

accepting removable memory 208, a network interface 210, and one or more buses 212

for connecting the aforementioned elements. The operation of system 200 will typically

be controlled by processor 202 operating under the guidance of programs stored in

memory 204. Memory 204 will generally include both high-speed random-access

memory (RAM) and non-volatile memory such as a magnetic disk and/or flash

EEPROM. Some portions of memory 204 may be restricted, such that they cannot be

read from or written to by other components of the system 200. Port 207 may comprise a

disk drive or memory slot for accepting computer-readable media 208 such as USB

dongles, CD-ROMs, DVDs, memory cards, SD cards, diskettes, other magnetic or optical

media, and/or the like. Network interface 210 is typically operable to provide a

connection between system 200 and other computing devices (and/or networks of

computing devices) via a network 220 such as the Internet or an intranet (e.g., a LAN,

WAN, VPN, etc.), and may employ one or more communications technologies to

physically make such connection (e.g., wireless, Ethernet, and/or the like). In some
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conputing devices that possess other conponents that are not shown. Thus it
shoul d be appreciated that FIG 2 is provided for purposes of illustration
and not |Woi20BKi3sew1 [ 0051] The di scussi on herein refersPCo/ush@osnfsor cenment
of license restrictions relating to content and adverti senents, with the
assunption that if the system (including, e.g., theDRM engine, ad matching
engi ne, and host application) operates as intended, the terns of the
licenses will be enforced. In practical applications of the systens and

met hods descri bed herein, protection of the system(e.g., the software and
the hardware with which it interacts) frommalicious tanpering or

nodi fi catdRkbdi@bntd e yRemPM0! highedsdintde & BhocedsidzalMie203arRiiNiflotedRdFFonsecuri ty
t echni ques. For exanple, cryptographic nechani sns such as encryption,

di gi tal sPEReHERg %2 uwrgf ﬁwen@éﬁ?é’ P¥ qthefrcatitiesySudhyy ECHIf RERs s BRI odes, and
the Iike GanQaneRLAKSSHsehsive oﬁ&n@ﬁwchla@g%g; glraaé(%%rﬁeﬁ%gaamé cation, to

protect the DRM engin€, host apgl i cation, her system software or
har dwar e Yerdieptienmped pther aspewts et be de caforesaient precessul d structural and/ or

tactical security measures such as software obfuscation, self-checking,

custom zgjppgey ek & SHRKh TG, 2NhEmERPHALREmpantY &viRI2e mABRAaN §M8.
Representative exanpl es of such t echini ques can be found, for exanple, in
U.S. Pat evarienoof mogems apgroghles, odfiehs ddhen gxecpeedhyi Riores s 0B ndiei283) Sof t war e

Security, i i t i aiL1/ 102, 306

CPubl i catSaeoRe GETRPRIH. ARG ke 10 FoRBle, EREGRLAPwI d

Met hods; typ@allPachdt apopéradeg $ysteN20 for nagFging the erRebition of Apmiichlgons,

2008/ 0028 , ! . I rki £ .2 and O her

Medi a; U. ‘%.Z‘%Bata)esh?’%%ﬁ?%’aat%g%%%%/ifgf?%%bg%g‘gdf?‘ggﬁglﬁ&@‘@2003/ 0023856

Al), Sof twatent;3alal-nCheukg engiByotmodiladiB fue perdorsying aPectPaf thetad Aglpttiamat i on

No. 11/338,,187 (.Publi cation .. 06/.01 . Tr . Syst ens

and Met hoadféi ;m%tﬁdn%l?@&%aflg%fi%?&%e?ég’, @é@ﬁﬂ Qgg&nﬁ riééa rolggng%fl%gﬁéni t

Syst ens asutheMetatiad she eguhmahageimeahfunstidnalighdesdrited hprimimsorhy ref erence in

its entirety...Alter ively,,.9r in additi.on hysi cal curity techni ques

(e.g., th&® é’nslfts’l’@?]gf[‘?“%%é)/zg’?ﬁ% ccé)gg)lr‘ﬁ?’éntﬁléor?gl}a\/ye, W@@cﬂ? é)rﬁ?%t&(ﬁgsv r“tsl?' secur e

menory nesfagesranddule’] dush ah aviwal mpchohe?222efdr exenahg cuntoy ptograntspaieba and/ or
nhance .secuyi t ddi a nunber of

commer of W BANARE 228 1 HUTESIE IRBOBAT iah bY el Bl SF Btder i ng. any
sui t abl e g refor8BFyRtopraphiy mbduledd b foepditdthing cryptographic operations such as
- encrypting and/or decrypting content, computing hash functions and message
authentication codes, evaluating digital signatures, and/or the like. Memory 204 will also
typically include protected content 228, advertisements 227, and associated licenses 229,

as well as cryptographic keys, certificates, and the like (not shown).

[0050] One of ordinary skill in the art will appreciate that the systems and methods
described herein can be practiced with computing devices similar or identical to that
illustrated in FIG. 2, or with virtually any other suitable computing device, including
computing devices that do not possess some of the components shown in FIG. 2 and/or
computing devices that possess other components that are not shown. Thus it should be

appreciated that FIG. 2 is provided for purposes of illustration and not limitation.

[0051] The discussion herein refers to the enforcement of license restrictions relating

to content and advertisements, with the assumption that if the system (including, e.g., the
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[ 0052] Yet another form of security can be provided by the institutional
desi gn and operation of the system and by the |egal and social regulation
of the pawOi2eiopamios t herein. For exanple, entities in treTABIMIONDIFAY be
required to contractually agree to adhere with system specifications and
requi renents, or nmay need to submt to a certification process during which
an entity's conpliance with systemrequirenents could be verified,
and/orthe |ike. For exanple, a device or application nmay be required to

i npl ement the DRM engine in a way that is conpatible with other

i npl enentations in the environnent, and/or may be required to provide a

certain tiyR#1 B{gillkeg \é(g nafhidAdRSe, AP Apliatfin) Gf)ég%s 8EMtEndéd] thdleghd al

certificates cou e Issued that attested to a device's or other entity's

conpl i anc¥f thf tigenseschillihequforeste M Bractigaianplisaionsof thersyslams and gsi9dbe verified
before al &e@éf‘\‘il%?lhte%,g)‘?&h&ﬁm% i yksteth (e Q. RAE {diGh PELRI ihB hbliG RYSkEM Or as a

condition o ow ng continued participation. [0053] Such security

t echni quewhigh fit| intgeactse fromimakigiousdamperingfor gredificatipn spn be agecamplghedusingand j t
w il be reci ko Pse S ' ' ) hi all of
t hese te(a:zﬁﬁ/iS?]Ed‘eb;}‘g g%ﬂ#’@g%% ussg%ﬁﬁ%%%h&qﬁ%ﬁ%ﬁ%‘ﬁgeésfyy ed | ebd;ﬁgcg%an%&%t ection
and/ or t hachies endryptivh, digitalsignatures, digitalmsttificates onessagehanthenticationicoflesal so be

appreci ate il e in_s [ ani | herein in
connet Gt ke A e aibIcR, P e B U led TR DS BBy Raflo0 60 BlokaaEthelt
requi r ed DRMaérgienhodiapplivasion,Addiot btheasystenosofiwand o1 hregd wark dromatamparingg

security techni,gue hat c be used.n connection wth t | NV Lve body
of work i& oétOﬂf 5?&#“? # (E%Z&%g‘r%ﬁﬂ iof:écﬁ%arll > e?&%@ﬁ%ﬁ%esﬁpglf %SrSP egi ate

enbodi mengtsfuscatien, €€ dhédkingp olstariestidn waspaaikinge ate pétarggingt snddosretieonsi der ed
on a case-by-case basis. If a specific.system has coppl ete control. over the
content af SHS SETRERRENE Wgﬁ’i‘?ﬁ o S q‘feﬁgalég%g})ﬁlpgﬁbg’fme’é? ound
these i'slls PEE. Pgt@ﬂth% mscﬂsae@b{mwh echhigRessee Brkdny ingQofoyiregacheity,
typically need to stricter, if t onten i Stributi mechani sns
are conpl %’Ldépﬁf”ﬁ}ﬁ’é’B ta}séllgp%‘ij.ﬁ'sAk a&‘iﬁ'tglélﬁl‘ff‘“‘é‘} &83&2}3@3’:0%3%“@6%%&& forms the
cli egt Wa%gdsmllsad)r@rt A0, Sy SeFaiifte SYNOLLIA Memod £ RS bt Applitariool i cy
may be sufficient.

Wier eas, on platfaorns prone to mm|jciouys_ attack, the

Secur i ty Mol 1 igai Bukligation oy J00510284 A8 Lk Sryemsnid Maodetr i 1y pol i oy
that is chaspRaiing SdweRe bYPDBRY WiedsiE RES Patiht pBlidadbH NRfloMhg 68PNt ent  and
ads and the incentives of different

(Publication No. 2003/0023856 A1), Software Self-Checking Systems and Methods; U.S.

Patent Application No. 11/338,187 (Publication No. 2006/0123249 A1), Trusted Storage

Systems and Methods; and U.S. Patent No. 7,124,170 B1, Secure Processing Unit

Systems and Methods, each of which is hereby incorporated by reference in its entirety.

Alternatively, or in addition, physical security techniques (e.g., the use of relatively

inaccessible memory, secure processors, secure memory management units, hardware-

protected operating system modes, and/or the like) can be used to further enhance

security. In addition, a number of commercial products can be used to protect

applications from tampering, any suitable one or more of which could be used.

[0052] Yet another form of security can be provided by the institutional design and
operation of the system, and by the legal and social regulation of the participants therein.
For example, entities in the system may be required to contractually agree to adhere with
system specifications and requirements, or may need to submit to a certification process

during which an entity’s compliance with system requirements could be verified, and/or
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parties to break the system [0055] FIG 3 shows an exanple of a nethod for
delivering, selecting, and presenting advertisenents in accordance with one
enbodi nerwo 208/shwwn in FIG 3, a consuner's device rececras2¢o/00esn? and
advertisenments (300). As described above, theconsuner's device could
receive the content and advertisenments via any suitable neans. The content
and advertisenents can be delivered together or separately, at different
times, and/or fromdifferent sources. Upon receiving a request fromthe
consuner to render (e.g., view, play, run, etc.) the content (302), the
user's systemevaluates a |license associated with the content (304) to

det er m newmk fiké Rr eRAHSE ! £8L ViR Or lappIRialibiP fa? B r&fuired ReyfiSReRKDRMED ( 306) .
If the request is authorized (i.e., a "yeS" exit fromblock 306), and the

i cense feneinedn apay thates compatibismuits pthapineplemeniatians dn iR egViERITANeSBAHOEd when
the contept, s rerqﬁﬂgtgg)?q?\ﬁiggg € b tybe Y ?év@mﬂ%b&g@tiih)(née'drbﬁfé sdchfiySet of

ads to exclude a e content and/or ad |icenses prohibi't from
bei ng di sPigigketrificatestcruldrhedesasd Bat attestedhe 2 480e9's omprler angisis eemplisneei at ed
wi th eac lg&m’ tn . I tALR; d from each
adverti sgwrrg{r‘\tSﬁAf?%re&t eegksﬁgﬁ egseea%ﬁl %Feﬁéges{lglbg?%lgge(#%rfalraéggg}@ntgévvith t he
cont ent i deyine(dnlenGtyso padicipa®lin the skstenhescasi depadition o plowimg gpntimied ewher e
herein, i axﬁ(?lggio%nbodi ments the val ue of each advertisenent's bid nay be
based inlg on characteristics of the consumer, the content, the
consuner's system and/or the like, which the ad matchi ng and/ or DRM engi ne
may r et ri@083) r onSucbseturisy technjquesrwillibsevelRirovantalone of erginaneskillirthe

associ ate ' rtj r : ?)Qg i 3 ads
have beeng%\é%élﬂr@g?)%ghéggﬂra ?egot?%m nrlllf:drl?ge %ﬁ%bﬁéaglﬁhggg%rg%’gépgéﬁ?@?E?{ageand t he
cont ent iteeimiqes chad be nset dependingign tietdesitduideval ofiprogectidd snd/¢3th8)etails wi | | be

appr eci at t hat. El G as en, provi ded for pu S .of expl anation and
FPustr ac e PRHeesanerieal 25 B, Rl he cBbfiloRp ey Ete B a0 L T
FI G 3 m gbthahsmenid deackibaderefen imcbnnectiandviflf eerteintentrodénents; oandofithese or

supplemented.w th addi tional actjons tha .e_not _shown. .[.0056] A nore
ot i ed emidend o irgh o o Eb FBebs Aol Aon BT Rk ieomRTRy Cag
mat chi ng desurity @sthdRpleddhodnibe s@hineohhafionwtith thé MverdtiveFlo@y oft wiogk 18 set
rel ativel i.gh- 1, | conceptual illustration of a platformfor performng
ad mtchi%&?‘gﬂm\ﬁﬁaﬁﬂi’éa i ous players involved, and the interfaces
provided to them in sonme enbodi nents. Wile

[0054] In preferred embodiments, the security policies for specific deployments are

considered on a case-by-case basis. If a specific system has complete control over the
content and ad distribution mechanisms, then the security policy around these aspects
could be relaxed. However, the security policy would typically need to be stricter if the
content and ad distribution mechanisms are completely uncontrolled. As yet another
example, on some platforms the client may be inherently more secure, therefore a relaxed
security policy may be sufficient. Whereas, on platforms prone to malicious attack, the
security policy would typically need to be stricter. The security policy that is chosen will
also typically depend on the value of the content and ads and the incentives of different

parties to break the system.

[0055] FIG. 3 shows an example of a method for delivering, selecting, and
presenting advertisements in accordance with one embodiment. As shown in FIG. 3, a

consumer’s device receives content and advertisements (300). As described above, the
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preferred enbodi nents of the platformshown in FIG 4 support a variety of
powerful features, many of these features may be purposely suppressed (or,

i n ot her wohwotiisentis, elimnated) in order to optim ze RCTFIVSMMOWUBSINESS
nodel . For exanple, a content provider may not want to nake use of
incentives for highly fluid super-distribution of content, instead favoring
nore traditional, manual contract-based distribution approaches. But

t hat content provider might still want to nake use of the ad-slot auctioning
mechani sms. Thus, it will be appreciated that nany of the features shown in
FIG 4 and/or described el sewhere herein are designed to be optional or

depl oyed dRdGRENARNIXofIAdeddiveARiE B6HEMN GRA WideltideHRnR&SS S yui@bI8 nk@Rs. cont ent
di stribution business nodel. This inherent flexibility allows for

cust oni zebhegepleaysndadycsispinents pap bsrde)iversiiogsther preseparately. Ghdiflerrat Hat.ur es
present e dulafh tloh dikﬂreﬁggdlﬁéégnﬁjﬁééﬁ"fs}:gl?fifn ArcFR3T G (KRR Bfendet G 4 shows

a single advertisenent targeti I be appreciated that in
practi ce (efge viemeldyona, etcy thg canigng (22 tthouser wisystem gpiluatps § lignseli st ri but ed

over nultj i 1 i i nbodi nment s
subst ant izlaS ‘}Ciat%ﬁ“‘%?% t%ggfn E@?fﬁ%f%%negﬁ%&ﬁjﬁﬁﬁ?&&i a{gtgéﬁg&kcg provi ded by
a web si tehawisgeunitted (300) df Herrequesoidianthptizedgoeea fipast’ sxio fromheo¢ludiDi onal ity
will be perfornmed s ratel. f] ! owner
and/or di's rﬁ%ﬁ%g?e fse"%%?%teglrl#esgx %t@%r%?ﬁ‘g’ eo%@glﬁlsgrﬁéxé%ég%é%téﬁgbs e?n and the
l'i ke. [ OQohjenfs rendevddothelugen’ ngiseat gaionally filtaf é@s satef eddodixnimde snpatsh cont ent

d ad i t be, ( but d, not i nd dent -di stributed
(o1 ng. mal PRESUIG At wofciiesTESH o Bopysena BHTRANGH CasftBe o p "
pr ef er r ecconttho@GO8E Mhs licensehassecpad atith@actodf the rineaihing alls are thenfevahmiad

del | .. Ads.angd cont be deli d .through enti di ff t
i 511§ buttP G R ERHHBTEROTI (T LAY ISEB O PEPE SHETTLIOE HERAE | ay el

when lcont\eiﬂt tﬂg&oﬁteﬂtci&_rnedolgm 3tper-13m)eAis ﬂdfﬁﬁ&ﬁﬁﬂhbﬁé cﬁfaciiltdllﬁ“&@ﬂ:tlﬁi’e&n, ignd, fo ][
exanpl e, can egoti ated at _t time of content repdering on the basis o
the best Saawmeborflﬁge% éfP]i“ﬁé’fFng‘ a&a%m%ﬁ?ﬁfm é?/g?sﬂié’éﬁ@ﬁ?% can be
targeted dharabREsESE thddoakgher! the cBh@ht, tHRWohAimdBaRsemaiill/sraRe ke, 0pt i mal |y
mat ched for rendering based on | ocal data stored on, or only available to,

the rendeVhiflythyeyimachipg pukier PRMengine payrediays diofelncd sifage 44 Wes¢FR bed i n
nor e det aivhiuRghOie r@lePiVbciated with a particular ad. Once bids from all of the relevant ads

have been obtained, one or more winning ads can be selected (316), and the content item

can be rendered along with the winning ad(s) (318). It will be appreciated that FIG. 3 has
been provided for purposes of explanation and illustration, and that in other
embodiments, some of the actions shown in FIG. 3 might be omitted, performed in a

different order, combined, or supplemented with additional actions that are not shown.

[0056] A more detailed description of an illustrative framework for performing ad
matching is provided below in connection with FIG. 4. FIG. 4 is a relatively high-level
conceptual illustration of a platform for performing ad matching, showing the various
players involved, and the interfaces provided to them, in some embodiments. While
preferred embodiments of the platform shown in FIG. 4 support a variety of powerful
features, many of these features may be purposely suppressed (or, in other embodiments,
eliminated) in order to optimize a given business model. For example, a content provider
may not want to make use of incentives for highly fluid super-distribution of content,

instead favoring more traditional, manual contract-based distribution approaches. But that
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engi ne, such as that described in the '693 application, can be used to

eval uate the controls associated with pieces of content and adverti senents
in order wo2dm/BsMilne whi ch adverti sements to render (eP@T/USddSpPDEY) Wi th a
pi ece of content. Such a DRMengine is flexible, and the rules which can be
expressed for each content itemand for each ad are very open. In one
enbodi nent, the rules can be expressed by the content provider or

t headvertiser in a sinple text, such as XM.. In sone enbodi nents, these
rules can later be converted into the type of objects supported by the DRM
engine (e.g., using a tool for generating code for the DRM engine's virtual

nmachi ne) é—'Bi‘l@en@E ViR AR GLA WS W hikelR€ of #8180t AlictRfhing Me@ahBns.
enbodi ment s e DRM engi ne or ad matching engine is able to interpret the

rules in This aH bpépm@zgteémagmw jofy the feptares shpvyint . dandionlessriBed der or
adver t i secey kAU GRALE KO h AR ridEpHAIERBSRAIN,BAS9] A simpl e

exanple of a rule that m soci at an ad i S one that indicates
that an awpgerdanceevith thewjeedsiafg givenreptentdigtaibution bysineasmodel. Thipinhsgndn,  but

is willing, ted
denogr aphi Cﬁ@gﬁp@?@ﬂ%ﬁ?ﬁ%@%ﬁ%&& &é{;&ﬁnng gnll}l%oﬁaggwcfzhaen e oggé%gl at ed
wi th a pifeserasfpresonted herein. DOSBlitia@o mheatfoDegsk of ermianaliondlG. Ashgwoan in FI G
cont ent £y Ba bRt Eibe PR PR S0 PR RREHR, [OP, T tNel T
enf or ced foyctzonaRiv cefnlys pki)fohhautxllnmwlhyéverdmmdbnedlng}upﬂumaﬁe'dns and optimally

h d hat f d- s| d fied h
st ng t neSPiEERrsgmaRe LRI Ul oAt bRl al gt de Rk BOERL, (7.7

cont ent ishonaria®1€d4 ceuld be pfﬂ\@dﬁﬂd),y a/weh/\ﬁté or@xeixg! mchthérrenibodintmssesoatfe

ft t b | | ified that d b
how mach REAE Vs aeR ge B o KSR BT 1 ABER: st i butor

Al | of t hentdnk 6@né&aandRe distrsbubsits s@&tedx, b BleafifghoisdTanh end gk ks QY stoh] /aithe t hat
are bound . to and packaged (or otherw se associated) with the content item
In sone odi nents, the platformmay provide services to content providers
enabling themto revoke a particular piece of content. [0062] FIG 5 is a
mor e det aiobsT i | | Aspreaiousin inficaed; dmprefered @ pibogtiimsnts it esrerit Andne

erbod rrenzgdvemserigr(l)t\s,\@ar{ lg]e Jl:)ut nee noP g%%r?c?epend%ntri';[/ gun};[er %%%ﬂguste({ l?s%llgsrglglrtlp?e with a

distribution means. One of the highlights of certain preferred embodiments is the

separation of content delivery from ad delivery. Ads and content can be delivered through
entirely different distribution mechanisms. The choice of what advertisements are

displayed when content is rendered can be made independently of the content, and, for

example, can be negotiated at the time of content rendering on the basis of the best payoff

for rendering the advertisement. Advertisements can be targeted to the user through the
distribution means, and can be optimally matched for rendering based on local data stored

on, or only available to, the rendering device.

[0058] In preferred embodiments, and as described in more detail below, a DRM
engine, such as that described in the ‘693 application, can be used to evaluate the controls
associated with pieces of content and advertisements in order to determine which
advertisements to render (e.g., display) with a piece of content. Such a DRM engine is
flexible, and the rules which can be expressed for each content item and for each ad are

very open. In one embodiment, the rules can be expressed by the content provider or the
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cl eari nghouse 504 and is then made avail able to various content

di stribution services 506a, 506b, 506c (collectively referred to as

di st ri butworropesioeces 506). These distribution servi cesPEOAISCEN/ 00569
traditional contract nechanisns for obtaining content 502, and/or they may
bid for content 502 in terns of a percentage of the content ad-revenue
shareand/ or other factors that predict return on investnent for
distribution rights. Content providers may have an incentive to accept bids
fromdistributors who charge nore per inpression for distribution when they
consi der statistics that show how effective the distributor is in hawking
content. JReRR& iR ARAAPITRIKL, suel GOXMIAUA $8rh€ 8mBEBmRNE] théd!rfleb E&iMater be

cl eari nghouse 504 and/ or data war ehouse 508. [0063] In one enbodi ment,

cont ent  pioaverirdrigtoche tygetof phisrts supperted by Bied2RM engiiedp-gt iusig atelddack on t he
per f or manggeQfing Bse fof SR THENL en?ﬂl%esdllﬂl'i‘al ?ﬁa@flfné%]érﬁ%aﬂ e sdedidwitaha

war ehouse” 508, content providers can nodif e rules 510 associated with
thei r corroafent praskin gbar embpd@nentémali%mgmq oreadupaishing enginels bl tg. |
expresse chrse I R REAt 76 dgqjlvered to
clients gﬁ%ﬁg%qg%éﬁéigﬁ%fon ;%?&9%% % %ﬁ?%wln éﬁgggporﬁghﬁstlé manner .

[ 0064] Refdeertisergsushdkataganyversion Repis Lm,necqsszmyie enbodi nent advertisers or

pl acenent agencies deploy their ads through an ad registration service,
packagi 90 aéﬂ W LR o] L of'SRAL tHAEm fiethe bABciady it el iWohd thR@Y, under
specifie dltlons en an ad 1s ren ese conditions can include,
for exarrphélcatehélatmnzgimmslsmﬂmgrt@pw o @limltb f@t h@h adtimpidssipmdut isi ne of day,

geogr aphi ¢.q4. t] S on the
Qovi cor o tifteBed B adfERRceRls dHefR AIE SR B Bl MTIOL RARASAEES D0,
The rul escentaipn tachesof @peﬁlrrh;arhldms candie assoctatedbeitipapict of emtend di st ri buti on
servi ce whose purpose is to nake the ads available to consuners on their
renderin ice rgeting the ads at the time of distribution
to usersqgg&%d oﬁlﬁggﬁtﬁﬁkb¥ﬁﬁfes that may be available at the tine of

di stribution. In one enbodiment, these rules are instantiated as a control
of the t\f86HescrAapshgvininiile. 4503napmbpdisenoeentany providerandregntept or

ot herw se, '

1 st rac B e By ep e i pab i coblet ind iR IO € £ 308 8B i e
In the extapptrdoshdhn alDRMIe@ginG) thatkequitd waderingaapphetions to optimally choose

ads that fill content ad-slots identified within the content (e.g., using the technology

described in the ‘543 application) at the time the content is rendered (e.g., played,
viewed, executed, in the case of software, etc.). Additional rules can be optionally
specified that describe how much ad revenue will be shared with a lower tier content
distributor. All of the rules can be instantiated in one or more control objects that are
bound to and packaged (or otherwise associated) with the content item. In some
embodiments, the platform may provide services to content providers enabling them to

revoke a particular piece of content.

[0062] FIG. 5 is a more detailed illustration of a content deployment scheme in one
embodiment. As shown in FIG. 5, packaged content 502 is registered with a
clearinghouse 504 and is then made available to various content distribution services
506a, 506b, 506¢ (collectively referred to as distribution services 506). These distribution
services 506 can use traditional contract mechanisms for obtaining content 502, and/or

they may bid for content 502 in terms of a percentage of the content ad-revenue share
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real-time (or close to real-tine) feedback on their ad-canpaigns from data
war ehouse 608 and/or ad registration service 604. Advertisers can exan ne
stati sti csotzhaw13siwow t he ef fecti veness of ad di stri but oP€TABS)10aNG0ACCept
hi gher bids fromthe ad distributors 606who are nore effective at naking
ads 602 available to different consuner types. Updated rules 610 (e.g.,
expressed as controls objects), associated with advertisers or

adverti senments, can be delivered to end-user client devices in an
opportuni stic manner. In sonme enbodi nents, an ad distributor 606c m ght
adopt a push and/or a pull nodel to distribute ads 602 to its user

I nvent or Yarfdlof otte@ MR t& ti prdict Fenl oalisvedient fiH distButioa MpBRt Coneht ad
net wor ks that have a user?deV|ce inventory to which they currently feed

ads. Pref BPYEEsanyAvARR incentive tpjagsephbids figppdistribuigrsawhoehaess mewPef o send

out actu ai'xn;ﬁ‘@k%ioh‘?o@di@t?iﬂﬁéi‘&?&rh&; @l@y L&Ride AR Alcs U SIRRFhQMErEQTVeIRNCES tO
renote ads. In preferred enbodi nents, in each of these scenarios, rules are

sent to tdietribpiopistinhawkingcpatent Hyonspmbedime,. sygh statistigs arepygdablafremyyr e
typi cal | ycl&g{n%ﬁ&gs 569 aRdS 84ta “,g{e&gﬁgg%gyel y, or in addition, in sone

enbodi ments the advertiser may choose to pay extra noney when the ad is

di spl ayed during the rendering of content natchinq certain criteria. A

si mpl e exi@fptle nilgiene gmbadiment sprteriqroyifers cam getirealitimge (opcloss/torealdting)s
regul arl yiﬁe&ﬁ%k b i %M@L:}ae%@ e Rknt BaC&IU S GBS hrldGided by dadi Sp! ayed
along with content that falls under the content genre "Sports” or

" Advent urearehquse $0&xcentshi priowidersisan afodifpiitherulpsthle @ssociated it eir comentt he ad.

| sore eghadigieq she FRRENIRYND BodbudlRLR L ePOkHEKeATSATHA! et L ad

mat chi ng. € suc ing policy coul'd®h ased on the rating of the
cont ent amdidroeabldley aDRMengiexiaarp diveredgo clients amd/ohdistgbatiaptsepade cy ni ght be

applicabl e j. n . i a nobile player could be show ng
children'%ng§%sé§?nﬁﬁmh ghbfgﬁnﬂﬁ'this situation, such policy could

disallow an ad targeted to adult consumers, when content appropriate for
chi | dr en [0864Jei nRefeminigronde agaO®AIQ. 4, owme eotlodingnt pd ertisges atgllacement

services cap . hr D: Qlati H% l.p -4& qgﬁh Q. ?ﬁ
netmorkiﬁﬁég?%g%%ﬂ%ﬁhpg?dﬁ%ﬁn%ggﬁgga I%&ggp %¥g¥ﬂ%ﬁs%¥ %ﬁpus ﬁﬁ% et can
wor k wel | deséritre volpee itheet ald eitiperawdlgray) welepspevifigd condigoisawhemaread istrendeted.
know edgeof the.consuner Pprerre odi nment,s,al so novkpqhservices to
advertiseriese conditions can 1mclude, t6r €xample, the consumer’s demographic and other

attributes, time of day, geographic location, number of times the ad was previously

rendered on the device, etc. Different rates can be associated with different conditions.

The rules may also specify how much is to be paid to an ad distribution service whose

purpose is to make the ads available to consumers on their rendering devices, optimally

targeting the ads at the time of distribution to users based on user attributes that may be

available at the time of distribution. In one embodiment, these rules are instantiated as a

control of the type described in the ‘693 application, that is bound to or otherwise

associated with the ad.

[0065] FIG. 6 is a more detailed illustration of an ad deployment scheme in
accordance with one embodiment. In the example shown in FIG. 6, advertisers can get
real-time (or close to real-time) feedback on their ad-campaigns from data warehouse 608
and/or ad registration service 604. Advertisers can examine statistics that show the

effectiveness of ad distributors 606, and accept higher bids from the ad distributors 606
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to revoke a particul ar advertisenent.[0068] Referring once again to FIG 4,
i n one enbodi nent consuners nmay receive content and/or ads through any

sui t abl e Wp2brW/B3&01 0N service, including, wthout |imtaCcirarsomwmdisad web
stores, social networking sites, and peer-to-peer delivery nmechani sns.
Preferred enbodi nents can be designed to be conpatible with virtually any
content or ad distribution approach. Consuners may receive ads pushed to
them by various ad delivery services (such as a service that provide the
rendering application or device), or pulled fromvarious web sites that
they visit. In each of these cases there are relatively primtive ways of

t ar get i Ngwhd gretRork REfe SR MRkirgadd 602 BHi1AbIA S0 Bifferdit BonsuePtyPBY. iUPdated
volunteered in (zuestl onnai res, know edge of ~search ternms used by the

consuner , Tugs 61R (eBaryIpssed ps ¢aparolsyahiecty. asenciatert Wish adysEdseR 'zed websi t es

such as blRQfisemeNERShbE etz aflotn8hs¥ ditnSRefedin ddppoREhist MURR:. InAdS can
be collected in a cache stored on the consuner's | ocal device and possibly

shar ed wi ¥ameotmedimentscagdidigtibupeo(osnighradopic: Rushandrer a gulbarodelial * net wor k.
[0069] I “%ﬁ%steesapaéi R er SIOBRUIRIID. SEike 8t &PdiSHBlGrERIe dolilaesk at tributes

on their devices that they acqui fromservices that are in a position to
vouch f orcanivestéonat ad ndpeorks thiat hgve a user/devist insentey e whishttheyagparent e fagdr |

educat i Onadscilﬁté?erfgﬁ.rmﬁ)roﬁg%egn%ﬁ QR and ARG EavEHKE! toQEnd SRAURAT add Y €T

status, cred rating, norder to ensure privacy, this attribute
i nf or mat i @oorisempr’ e flevich hyd/ooto sshdiv@deferncesgo rgosatsialds. in preféredt her devi ces or

entities énq édi}nggtf GREEM do' '%lmgse““ls'?en%iog,rﬂgst %e sérﬂ A c?irelpt } gn%rgqe
information is only used | ocal'Ty on € device, as explalne ow. An
except i onojitomdl fad snatehyndoe nade when trusted services are used to access

these attributes in order to refine themor derive new attributes from
them or et SCh r Vi.C he
consuner @ﬁg@zrl bggg%%%(pel.gaé&fwrﬁgtgg[t)(?i&rllg?'iél e%?fﬁﬁyl’ p@ﬁ%&g@ﬁée@ Sﬁran% col | ect
ot her at t embaediments tlemdveatisarusayuc®osetogay sxtravmooty when the ad isdispipyed, i ncl ude
metrics or attributes derivable fromithe user.'s,histor f.interactivity
i oo e BREe GeoiBR! FalchE bt 4 BHo oA HrheRYarilic hbERAGH V1 1Y
etc. | n astlettisenthatas walling ty pof 10ecentsrrogutahy, dut Rtalsoi vallingso pay 12kaos be

avai |l abl e, . such gs t.i f .day,..geographi¢c location, etc. |In.sone,,
embodi ment'Ben ﬁ’ﬁiag 8 %fﬁ@#%@‘f'@ﬁ?ﬁe%ﬁ%@ éff‘&%f&ﬁ%é%ﬁ"t"g EHEe o?p UHe ®Hevi ce,
except thaddventitd edrBeeenplificsray abnitiStvécn thnednterrt ahdeheradWin sofer mat i on and
derive attrjbytes L(Bat can be used for ad matching. 007.0% n so
erbod mentRbonER yheE s he e GRSy BROSER Ot BundPnh ke o

matching policy could be based on the rating of the content and/or the ad. For example, a

situation where such policy might be applicable is when an adult using a mobile player

could be showing children’s content to a child. In this situation, such policy could

disallow an ad targeted to adult consumers, when content appropriate for children is

being rendered.

[0067] In some embodiments, ad delivery services can operate through push and/or

pull models, through social networking sites, or through web search applications. The

push model can work well when operated by a service provider who has more intimate
knowledge of the consumer. Preferred embodiments also provide services to advertisers

to revoke a particular advertisement.
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user (e.g., using a link object of the type described in the '693
application), and user nodes are bound to devices (e.g., using another |ink
obj ect). Whieiopiss@mt i al | y makes user information and at Pcirhist@s/oansed | abl e
to a nunber of different devices, but in a controlled manner with an
infrastructure that hel ps ensure integrity. [0071] As shown in FIG 7, in
one enbodi nent when a consuner w shes to render content 700 on a conpli ant
content playback device or application 702, the device 702 executes the
content items control 704 that requires that ad-slots for content 700 be
filled according to an objective function that optim zes the content

provi der ' [9068) eCtRMerRl 0ned hEA IR, (PRl Ehhstmétsanhy@cavent . The
obj ective function can be expressed using a DRM object and can be updated

as desi r elpniephanshier adsffyanshoany, suitalle dishithubpn yenicg; infludipgiwithous digyiation,
echant sMhédii A48 Riokiles YA ne AR Rin@dfes Bl her td1feck AEerPthebRiniifng/08. As shoun

in FIG 7, in sone enbodi nents the set of availlable ads may be narrowed
down in Jrefsrgd sebodimentsican be desigtaddo bp cempatitde with yirgually gny pentenf 9 adf

advertis %&ﬂbu&&%ﬂé&cﬂ%msﬁl@gﬁ@ &R @é@gﬁéﬂgm (6 AUALE L Abudial Ry ent

700. Once a group potentia IS i's sele ~the [icense (also referred
to in somenaeasdslichen i seryicedhddpre\idmthe odridering appligetéan otjidevicelhonpelledi s

eval uat e . he..c [ 7 Ut it
omput oo ToRRArGHAIR Sres MMl VRCHILRL (AR Abetf@di RARVANTAMIRR: |1
and var i ouayslof caetagtads buthe sossnaier &hg.esuch as hp usiog infotmation vebmteerdges,
control of the link,to an attr] e no [ Lr . he use of
CPust Ot n b s b By BRec R el B TR ESTIEE R AX BB eid ind 12 VD
consi st s tgpe dfiwnremrbe spxcialinal Websites sightak blogsrouwtbditee aadeieted mathrspedidll pay
for renderjng the ad, ,and .t he,.second is,the gnount the content, provi der
gets. - Than Bt EPGROLAE TP PESE el e e eE s 58 “to

ot hers, idndlpaskiblg, sh&red withtdiiser devidessthati dieipat of thé eobarnet’ e pprsonal detwork. he

cl eari nghouse, the service provider, an attribute certifiers, and/or the

i ke. W e bids are conputed, the content control. bj ective function
5 Coed 08T iR Sple SRORRIEE portslBeS at e e Rk iisR bR o ficl

Typi cal | ydevideethabjheg ticquaret] diroad seovices that atdimasgositioa tadoudh for these diiripgest
payoff to the cgnten 8%0Vid

e aht t dena i RuRaRY e eer (PUoB, RGP SBPIYER TERAS ¢ o

encour ageflyievefroqueanbuyet statis, drédit asihg, eed. W hieordENioSensurd prividy, thaOattribute
information is preferably not shared, except possibly with other devices or entities that
the consumer owns or trusts. In one embodiment, the information is only used locally on
the device, as explained below. An exception to this may be made when trusted services
are used to access these attributes in order to refine them or derive new attributes from
them, or to use them to screen ads as part of a trusted service the consumer subscribes to
(e.g., by opting in). Finally, devices may collect other attributes from various user events,
which can, for example, include metrics or attributes derivable from the user’s history of
interactivity with ads, purchasing history, browsing history, content rendering history,
etc. In addition, a variety of environmental attributes may also be available, such as time
of day, geographic location, etc. In some embodiments, this information is not made
available outside of the device, except that trusted services may be used to analyze the

raw information and derive attributes that can be used for ad matching.

19



maxi m ze inpressions and the quality of ad matching, and have an effect on
futurebi dding, thereby increasing conpetition, pronoting |larger bids in the
future, awo20tssewaxi mzing total return for all stakeheCuarsgo10Dseg it

will be appreciated that a variety of nmechani sns could be used to select a
wi nning bid. [0072] In one enbodi nent, once an ad is rendered, an audit
record is created and (eventually) sent to a clearinghouse specified in the
content provider's control. In one enbodi nent the audit record includes the
bid information, including the total price the ad paid, and the anmobunts to
be paid to the various stakeholders (e.g., the clearinghouse, the device

provi der, (ooh¢) ad ghisshe! embbarmexﬁdﬂettﬁm&eﬂlw&lgﬁubs bflﬁ&rbuteetaee bourkld943] FIG 8
|IIustrates various exanpl es of audit reporting shown in FIG 8, in one

embodi nentser (@.§.eysingrptink-ehiee ob H}ﬁdb’ﬁﬁﬁsgﬁe@dﬁ FISP §%@R¥4¢€éﬁq)r@4d{§%re 800 one
or nore ajiffel afe®odhd a&%ﬁg@g §G8p Addbir TRk ij@c@bnu; pAiehtANY neakat SRt

rendering transactions. So of the audit record information m ght include
data on tméora@gomwatatgmqseméab&romwmr el differsat daviges g in geontelledal dat a

used durrﬁgmkgg“@gﬁgmggnu Qh%ﬂ%uﬁ gn for rendering. Based on the

prevailing privacy | aws, I'S tra actrona ata m ght be anonym zed. These
usage reports could also be forwarded to a data warehouse 820 for further
anal ysi s @881k edi As shoym inddG. annsmﬁﬁmbﬁ@wrlwefh@rsa cqrﬁemawwh@s odeeflef o t he

cont ent déo?&egx't Bo4 Bf a Egﬂﬂt)ﬂaxﬁﬁoxﬁe@%ﬁzﬁﬁﬂé%x&%ﬂa 2 R gbvi@ Fohe content

provi der (and not use n the tirve functi atron or It could
be a sepaxateecs therpntouttitenys contend 7Dﬁﬂ1aheequmsathat aritsl¢ts fcex:pet@ne 0tb¢aftlledf ten

the amounicioll 1o FRLA NELIo P dy e hd ARAE bIADRL sUBRERe 410

t herefore scale’ 1s prefera or ad revenu
di stri but ancmrtg admekemﬁoneﬁxﬁs deemgleyent Howeotgective fungtibh ciyebegnpressédat ed t hat

in preferred e s the s S i C ically,
and use autonari on | ve %Eerﬁ} deg?e% ﬁl tertlrn%()% n%n tHgg?ﬁ#O?zg%abl e of
suppor t i ngilkevoke geeamrrimechanfsnsuhrqﬂghrthermxzmh‘tﬂe hasr 7060n ghet lacdl adeadh@@ﬁ

supporting revenu res for cont e pr.ovi d and, al | owi ng
oon! " ach/ar ST TR B e ermgioe by By S LAV RblsDF ol B e BREL G ot
if, at th@)vrm imeacodrdare tvei ti ref@ireheonitsig) ,cohtha 1704 as e tha typesuﬁfaﬂvertlﬁmiennmzber of
relevant ads, a allchk ar defaul t

cmbod, merfs PoimBet Bty i steiten wBhes e Tl eledl Pratullfisds  ul s
associ at esilebterdhﬂlh BicEiB (850 refdreed 6 sPSHhceemboingediabd HDRM 06nteldf dgdbdiatadls can,
for exanple with eac% adrlg g\‘/a uate(}) ¥~'or example, when the control 710 of an ad 706a executes, it
computes a bid for the ad slot based on the information in the control 710, and various

local attributes available to the control. In some cases, control of the link to an attribute

node may require payment for the use of trust in the attributes provided in that node. In

one embodiment, the bid consists of two numbers: the first is the amount the advertiser

will pay for rendering the ad, and the second is the amount the content provider gets. The
difference (if any) is the amount that may need to be paid to others, including, e.g., the ad
distributor, the device provider, the clearinghouse, the service provider, an attribute

certifiers, and/or the like. When the bids are computed, the content control’s objective

function is used to select the ad that will be rendered based on the bids. Typically, the

objective function will choose the ad with the biggest payoff to the content provider.

However, the function could give some weight to the total payoff amount (paid by the
advertiser) in order to encourage development of the infrastructure. This, in turn, could

maximize impressions and the quality of ad matching, and have an effect on future
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any of the stakeholders. [0075] In one enbodinent, in an 'open' deploynent,
where the content and the ads are distributed through nultiple delivery

net wor ks,woensumsens coul d be given an opportunity to 'flPag/usee@pprsopri ate
content or ads. If sone predefined m ni mum nunber of users report that a
content itemor ad is inappropriate, then the content itemor ad could be
renmoved fromthe system(e.g., via cryptographic revocation). [0076] A
powerful feature of sone preferred enbodinents is the collection and

di stribution of systemstatistics. In one enbodi nent, clearinghouse 800
collects a large amobunt of information fromaudit records and forwards it

to data V@H&HQ%&e@ylecrelaﬁng @&nﬁ&nﬁﬂ' ﬁ%ﬂfotmg % Qi ih Rt futu¥e, S8 thusO

war ehouse 820 i s stTi pped private i Rf ornatlon that woul d explicitly

i dent i fy madmizag totqlﬁ@uebﬂw élrlnst cheties: Thie itwill toaparesiatesBeisevagisty dfan
enpl oy exi StHaRSms LahlaBe s to ngeg{g \ghlﬁﬁlgt@dcorrput e effectiveness rankings
for both content distributors and di'stri butors. Data warehouse 820 could

provi de services that present |nfornat|on that can be used to determ ne
opt i mum pgPP&Ing fIBronadmle@l@enb@ﬁ€<’eﬁt adyis senderedt baditigead is epiediend

di stri but 0835 St thHl%ﬁﬁﬁg%%ﬁs% peafield #GRY @6nt¥¥ﬁ'p?$\/1§éi{ sddo§ir6! pHéy s are

nost effective I'n reaching certain consuner types di stributors and

cont ent dimhadimentshesausifireensd includgs thedtidinfermatigni lg@lllé@gahniow prkcIEMEd t o
determ "% ‘éﬂ‘%d eN@souls BYR Lfaetx %%&aj&},;ﬂas ¥% ¥ndlis fdéhb'ﬁsﬁ @pd
n em

target, how they can ta get t ectivéness o evi ce and
appl i cat |@qugrpmmdm@le@dldlsaﬂsmorbéleganrgetcﬂlstsbumh&tc Jappropriate incentives

can be provided in the bids at the advertiser / ad distributor interface,

th t t i

ad-s) ot s OPEE %) R 8 NERHEar Bl i df abdit EHAEG AR n KIE: B D 1O
[ 0079] | roneleimbodiveany, céxenu:wmogldwmmldlqallkeeltd(ﬁqumn@hwsptSQO oag esmoNgi nt er
col lectiopf; Qeéopcgs B ShAThe A ﬁ?&ﬁiaﬁ 84 A PLdeh tABeARE pggctm@ @ffs. and

deci des on an SO sp Ies, as part of
the rul esof thehaucm macord mfpsnrﬁrmenltghamcluée datp e thecads mwmmammml ng of the

cont ent ko, WRORI ccHiS LR SANAIS SR SLEMn LATARS] chikREGace, and

coul d Iater edeftaton in turn, be
transl at aelndemin(g BadBRththmprbmdllln@pthvacaﬂnws this transactional data might be

anonymized. These usage reports could also be forwarded to a data warehouse 820 for

further analysis and redistribution. In some embodiments, the amount paid to the content
distributor could be a percentage of the amount paid to the content provider (and not used
in the objective function calculation) or it could be a separate item, but included in the
total. It is expected that often the amounts will be relatively small on a transactional
basis, and therefore large scale is preferable for ad revenue sharing and content
distribution to work most efficiently. However, it will be appreciated that in preferred
embodiments the system is designed to scale up automatically, and use automation
effectively, while, on the other hand, being capable of supporting a large number of
simpler models for long-tail reaches, supporting revenue shares for small-scale content

providers, and allowing local advertising to be effectively supported.

[0074] In one embodiment, if, at the time of content rendering, there are an
insufficient number of relevant ads, a fallback or default ad could be displayed. In one

embodiment, these fallback ads will only be rendered as long as the rules associated with
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be processed by a DRM engine. The followng illustrative XM. snippet is a
rule definition provided by Fashi onTV. <Content Rul e> <Nanme>W nt er

Col | ect i ome/2biwms300£Cenr e>Fashi on</ Genr e> <Rat i ng>PG</ RaPCmgrs2610a @50 s>

<Sl ot > <Dur ati on>10</ Dur ati on> </ Sl ot > <Sl ot > <Dur ati on>15</ Dur ati on>

</ Sl ot > <Sl ot > <Dur ati on>10</Durati on> </ Sl ot > </ AdS| ot s> <Expect edBi d> < !
- - The revenue expectation o f the content . The content needs this nuch t
o b e sponsored by ads --> <M n>$l . 25</M n> </ Expect edBi d>

<C eari ngHouse>http: / /clearinghouse. xyz . com </C eari ngHouse>

</ Content Rul e> [0081] In the above rule definition, the content provider

has of f er gd chli\Eﬁear@-g:sE?éc@Ed.s ThOfallbhék or\lefuftfadCeid, Wéx%ble?@é‘%l%mdea byp. The
m ni mrum revenue expectation for each content play is set at $1.25.

Mor eover , adfithe Bakeholdersr i butes for the content are al so provided,
including the content's rating and genre. In this exanple, the rule also

explicitlpoohsient i ful 8 embodiment, in an ‘open’ deployment, where the content and the ads
are distributed through multiple delivery networks, consumers could be given an
opportunity to ‘flag’ inappropriate content or ads. If some predefined minimum number
of users report that a content item or ad is inappropriate, then the content item or ad could

be removed from the system (e.g., via cryptographic revocation).

[0076] A powerful feature of some preferred embodiments is the collection and
distribution of system statistics. In one embodiment, clearinghouse 800 collects a large
amount of information from audit records and forwards it to data warehouse 820. In one
embodiment, the data that is sent to warehouse 820 is stripped of any private information
that would explicitly identify the user, the content, and/or the ad. Data warehouse 820 can
employ existing statistical techniques to compute effectiveness rankings for both content
distributors and ad distributors. Data warehouse 820 could provide services that present
information that can be used to determine optimum pricing for ad bids, content
distribution shares, and ad distribution shares. Advertisers can discover which ad
distributors are most effective in reaching certain consumer types. Ad distributors and
content distributors can use clearinghouse statistics and breakdowns to determine what
kinds of ads they can more effectively distribute and target, and how they can target
them. The effectiveness of device and application providers can also be gauged, so that
appropriate incentives can be provided in the bids at the advertiser / ad distributor

interface, the content provider / content distributor interface, and in the bids for ad-slots.
[0077] Example Use Case Scenarios
[0078] Content Deployment

[0079] In this example, FashionTV would like to upload its latest winter collection

to the system. FashionTV has slotted the content for ads, and decides on any ad-slot
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t he cl eari nghouse that needs to be contacted after a content rendering
event, which illustrates the flexibility that content distributors would
have to swecbfoyi3sdee parti cul ar cl earinghouse for revenuectalsk@owdsn and
reporting purposes. [0082] FashionTV could make this content clip and the
associ ated rules definition available to the system s packager. The
packager would then create a DRM control (e.g., a control object of the
type described in the '693 application) fromthe specified rul es, package
the content, and register with the clearinghouse for further delivery to
third party content distribution networks. The external distribution

net wor ks i @ulbd) FasHIBKEV bRE spaeiea gathar oT ! rufel! the Glihidiunt Bsve i théd ik P

avai lable to their users for consunption. [0083] Ad Depl oynent [0084] In
anot her e%pfpipe fromeach rendering of hegoHeR} €HPi si ng aggregator, would like to
deploy its new ad canpaign for ABC Co. trucks. Ad Corp. has analyzed the ad

targeti ngoogei r eNMRVuses can He Watbiled flonk@uded it 48] ardl coubRABe Adfpedi® Whose
gross annual _i1nconme is nore than $80k and that is in thecgq%g(g roup of

25- 35. Thay EMLsregresentatioze pyipish corlds By tare Be fragglatsd infeja BRN) &} uded
that the @, 6aRa KM PRV Endife. E@olﬁfv;fiﬁgmu\gﬁaﬁ\fe XL s%ig’}‘w’é@@%'r@feEd with a
content clip whose ‘genre is either sports or action. ven the target

audi ence, deAmit@aygrovided byiEashiandiV:t he ad shoul d run between 6PMto 9PM for
greater reachalidnkid-rulfeeping its 360 degree engagenent nodel, the ad
canpai gn woul d alns@estahter @oTrickidynaeti on feature. [0085] Ad Corp. is not
certain of the costrgp@rsmionkeent&PM' , or cost per thousand i npressions)
price that this <adtbwrpei/Fatsteoul d pay. Taki ng advantage of the systenis
ability to provid€SHiéti oning with feedback, Ad Corp. chooses a $0. 15

m ni mum bi d for eéﬂf’ﬁigggi%sg&%gd-triggs In addition, Ad Corp. specifies

ci rcunst ance undeg/ﬂfytg it Ts'Wiling to increase its bid amount, and/or
under which it iscgesWwilling to bid at all. The constraints and

requi renents of the atreaipal gnparaiexpressed as part of a rule definition,
whi ch can be entereglogba a user interface that is available to Ad Corp., or
witten directly FRLORL. [0086] An XM. representation of the ad rules for
this exanple ni gh'&/é)l%‘ég%“foﬁl’]r(bﬂ@‘.‘ra&ls”? Ad for ABC Co. Trucks targeting

</AdSlots>
<ExpectedBid>
<!-- The revenue expectation of the content. The content
needs this much to be sponsored by ads -->
<Min>$1.25</Min>
</ExpectedBid>
<ClearingHouse>http://clearinghouse.xyz.com </ClearingHouse>
</ContentRule>

[0081] In the above rule definition, the content provider has offered three ad slots for
the “Winter Collection” content clip. The minimum revenue expectation for each content
play is set at $1.25. Moreover, additional attributes for the content are also provided,
including the content’s rating and genre. In this example, the rule also explicitly identifies
the clearinghouse that needs to be contacted after a content rendering event, which
illustrates the flexibility that content distributors would have to specify the particular

clearinghouse for revenue collection and reporting purposes.

[0082] FashionTV could make this content clip and the associated rules definition
available to the system’s packager. The packager would then create a DRM control (e.g.,

a control object of the type described in the ‘693 application) from the specified rules,
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Rule 1 . Incone level: > 80k Rule 2 . Location: Suburban Rule 3 . Age
group: 25-35 Rule 4 . Gender: Male Rule 5 . Target Content Genre: Sports or
Action orwodventssroe Rule 6 . Tinme of the day: 6pmto 9prCROERN10401508Bi d
price is $0.15 for each inpressionb . This is a clickable Ad-> <AdRul e>
<Rating>G< /Rating> <Bid> <!-- Note # a --> <M n>0 . 15</ M n> <Max>0

. 25</ Max> </ Bi d> <Tar get Audi ence> <!-- Rule # |--> <l nconeLevel

Bi dFactor="1 .I|">over 80000</I|nconeLevel > <!-- Rule # 2-->

<Resi dencelLocati on BidFactor= "1 . 5 ">Suburban</ Resi denceLocation> <! - -
Rul e # 3--> <Age BidFactor="1 .5">2 5-3 5</Age> < !- Rule # 4--> <Gender

Bi dFact or packige’the cawsﬁt%mgglaeﬁbvﬁartm@aéamgﬁme YorSurtherRi¢liGer t&third party
<TargetContent Bi dFactor="1 .25">

content distribution networks. The extemal distribution networks would then make the

packaged winter collection content clip available to their users for consumption.
[0083] Ad Deployment

[0084] In another example, Ad Corp., a video advertising aggregator, would like to
deploy its new ad campaign for ABC Co. trucks. Ad Corp. has analyzed the ad targeting
requirements, and would like to target a suburban audience whose gross annual income is
more than $80k and that is in the age group of 25-35. There is also a gender preference
(male). Ad Corp. has concluded that the ad campaign would be more effective if it is
associated with a content clip whose genre is either sports or action. Given the target
audience, Ad Corp. decides that the ad should run between 6PM to 9PM for greater
reachability. Keeping its 360 degree engagement model, the ad campaign would also

carry a call-for-action feature.

[0085] Ad Corp. is not certain of the cost-per-mille (“CPM”, or cost per thousand
impressions) price that this ad campaign should pay. Taking advantage of the system’s
ability to provide auctioning with feedback, Ad Corp. chooses a $0.15 minimum bid for
each impression/ad-run. In addition, Ad Corp. specifies circumstance under which it is
willing to increase its bid amount, and/or under which it is not willing to bid at all. The
constraints and requirements of the ad campaign are expressed as part of a rule definition,
which can be entered via a user interface that is available to Ad Corp., or written directly
in XML.

[0086] An XML representation of the ad rules for this example might be as follows:

<!-- Ad for ABC Co. Trucks targeting

Rule 1. Income level: > 80k

Rule 2. Location: Suburban

Rule 3. Age group: 25-35

Rule 4. Gender: Male

Rule 5. Target Content Genre: Sports or Action or Adventure
Rule 6. Time of the day: 6pm to 9pm

NOTE:

a. Bid price is $0.15 for each impression

24



<CGenr e>Sport s</ Genre> <CGenre>Acti on</ Genre> <Genr e>Advent ur e</ Genr e>

</ Target Content > <Context> <!-- Rule # 6 --> <TinmeO Day Bi dFactor="1 .25 ">
<Start >18voQ0w/1Ss@nt > <End>21 : 00</ End> </ Ti neCf Day> </ Gomtusza18/061450¢ i ons>
<0Ond i ck> <LaunchURL>http ://ww .abcco .com trucks< /LaunchURL>

</ Ond ick> </ Actions> <Cl eari ngHouse>http ://cl eari nghouse . xyz

.conx/ Cl eari ngHouse> </ AdRul e> <TBD XM. representati on> [0087] The ad
content and rul es are packaged via a packager into a format that is
conpatible wwth a DRM or ad matchi ng engi ne. The packaged ad content is
then registered with an ad registration service. Ad Corp. could distribute
t he packaged asl ¢aid @BtatQitkfhiewsu-set work, and/or it could let the ad

regi strati on sexdrite make the ad content available to other ad distribution
networ ks. | n sorrBaeirigelrfRenisg> a conbi nati on of the above two schenes could
be used. For exéﬁb‘l’é Ad Corp. could sell the adcanpaign to other ad

di stribution netvvf)rksN?ﬁ?it# favé unused content inventory, or could run the
ad canpaign in |t§Magggna g,aogﬂg)g; network. [0088] Preferred enbodi ments of the
client applicatiggigupport the notion of ad counts. In one embodi nent, ad
counts all ow t heratyentdseret 0 choose rei nforcenent and

<!-- Rule # 1-->
<IncomeLevel BidFactor="1.1">over 80000</IncomeLevel>
<!-- Rule # 2-->

<ResidenceLocation
BidFactor="1.5">Suburban</ResidenceLocation>

<!-- Rule # 3--—>
<Age BidFactor="1.5">25-35</Age>
<!-- Rule # 4-->

<Gender BidFactor="1.25">M</Gender>
</TargetAudience>
<!-- Rule # 5~-->
<TargetContent BidFactor="1.25">
" <Genre>Sports</Genre>
<Genre>Action</Genre>
<Genre>Adventure</Genre>
</TargetContent>
<Context>
<!-- Rule # 6 -->
<TimeOfDay BidFactor="1.25">
<Start>18:00</Start>
<End>21:00</End>
</TimeOfDay>
</Context>
<Actions>
<OnClick>
<LaunchURL>http://www.abcco.com/trucks</LaunchURL>
</OnClick>
</Actions>
<ClearingHouse>http://clearinghouse.xyz.com</ClearingHouse>
</AdRule>
<TBD XML representation>

[0087] The ad content and rules are packaged via a packager into a format that is
compatible with a DRM or ad matching engine. The packaged ad content is then
registered with an ad registration service. Ad Corp. could distribute the packaged ad
content to its own network, and/or it could let the ad registration service make the ad
content available to other ad distribution networks. In some embodiments, a combination

of the above two schemes could be used. For example, Ad Corp. could sell the ad
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fadeout strategies for their ads. In the above use case, Ad Corp., for
exanpl e, mght pay $0.15 for the first inpression for a given user with the
ri ght attwobkuoteessoobut t hen pay $0. 20, where $0.05 is a pogiuseme/obrsey enent ,
for a second inpression, under the theory that having paid for the first
inpression, it is inportant to conpete against other ads and ensure a
second inpression for reinforcenment. After that, it mght pay only $0.10
(-%$0.05) for a third inpression, etc. [0089] Ad Auctioning [0090] In

anot her exanpl e, user John Doe decides to play a content clip consisting of
hi ghlights froma sporting event. The clip defines two ad slots. \Wen the
clip is s@hffalg@dolothePhd¥istrithflof hétdtksRhahh o thRed Eqtidh invearry, comtchi ng
and identifies a nunber of ads fromits |ocal ad repository that match the
r ender i ngru@rthe 2 ¢amprig; ip ts egHenieAtetyerk. e. g. , denographi c, geogr aphi c,
behavi oral, contextual and past transactional information, etc.). The

control s pagg)es entrefesrell BALHENRABTIRCIRhEH LAt dntsOPpsiLihe Gb@eh a0A are chosen
and eval uated by the underlylng runti me engi ne. The individual ad controls

are preseual- I ang emppd w@rétceams.anrwrfrﬁa%qvewswatch?%éyelﬂ&rc%@aa@do
det er m neghliRik guizeg?lés fok R 1s ﬁh%&éuoe@hsa%eé f,eqr 0 %Idaxm?reeﬁig%ﬁe§¥t wo ads

(for the two ad slots in the content clip % hat maxi m ze ive
f unct i on. $Orhefos Hjeddinst impressioatiprongiven wier with tkgwpghd ajtgbytes bukthgp B#Y $0.2Qinct i on,

and henc fré}g $6 1&15 e 1H&rgqu'eﬂt9fcﬁqsse@(¥n‘a ﬁgﬁﬁﬁgn koJ By theE) gt] After the

cont ent ays ntrols representing t osen ads ‘'m ght report to
t he cl earhavgmmfor@egﬂrst intpgessiod, ¥ & inwortatdo rgppete Agaiemother adsapdt r act ed

user DI of Gl Y08 (P HIp0ULsic P8 Bt KRreer QOB hyi G g bh o R @4d gym i gt

al so report to t aringhouse on the aucti’on.

Thi s feedﬁoaaltlnutnuipulessml etde an identi f| catr on of the w nning bid, and
abstract ed user profile, contextual, and content information, and/or the
like. egat . nt agencies could use this information to take
furt her a R&%&bgﬁﬁg‘gr easing their bid prices by distributing

updat ed control s for use in future auctions). [0094] Audit Reporting and
User Profi0080]Col | lagmpidar ¢00%k, uper Jpken Dapdedidas te playgl contensdip Qpopistimbe

sel ects f‘%tcl{?%tﬁﬂ{s fr&hgsg@lﬂg@vemm{% SRR v ag%wmn%@agpwth any ads

to fill 1 gatory osrnt cont ent
selected to play, the client platform performs local ad matchlng and identifies a number

of ads from its local ad repository that match the rendering criteria (which might include,
e.g., demographic, geographic, behavioral, contextual and past transactional information,
etc.). The controls representing the rules associated with the selected ads are chosen and
evaluated by the underlying runtime engine. The individual ad controls are presented

with any contextual information that they may need to determine their bids.

[0091] The client platform would then choose two ads (for the two ad slots in the
content clip) that maximize the objective function. The objective function in this example

is a pure profit function, and hence the two highest bidding ads are chosen to play.

[0092] After the content plays, the controls representing the two chosen ads might
report to the clearinghouse, e.g., the bid value, the type of content, abstracted user profile

information, and/or the like.

[0093] The client platform might also report to the clearinghouse on the ads that

failed in the auction. This feedback could include an identification of the winning bid,
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Afterwards, the client platformsends an audit report to a trusted
clearinghouse. In this exanple, the audit report is sent opportunistically
so as to worento/m3sdomor Kk bandwi dt h consunpti on. The audi t Pcesee10ionshudes

i nformation regardi ng ads that were chosen during the content rendering,
the corresponding ad bids, the nature/genre of the content, the nunber of

i npressions that were nade of the ads, abstracted user profile information,
context information during the content play, and/or the |ike. [0096] In
sone enbodi ments, the audit report sent to the clearinghouse al so includes
information regarding the ads that have participated in the bidding for the

ad slots. anﬁ%st?dc?éﬂrdsegﬂ%ﬂ&ec&ﬁéktﬁileﬁdf&htéﬁf fcHhlati6h, dnbRr tHel 18Rt Ad
transactional data to dat a war ehouse. referred enbodi nents, the

f or war deopgaaﬁgator%alecq@er% agancies coyld uwarheﬁat%earlen Wtk fIEherACtipR{oEnBY i on
that woul 1?1c1%§991|1% fHelrb¥d pI&RbY IdvstritbiRin g%eaated BntoRfof Dl inFBRHOLuctibs).

adverti senent n sonme enbodi ments the client platformwould al so gather
information regarding the user's view n atterns, and send abstracted
cat egori Z4094n i nfrwgr&epeﬁmgoartwsea%aﬁ? lsgien Thi's abstract ed
information, preferably free of private information, can be shared with

preferr e0[00951t nermg. ye{ Sy ekﬂnﬂédﬁérIdhnméfs@FeBﬂsWcbhteﬁféli{ﬂ@)pldya‘ﬂﬁe| n certain
jurisdictions, the client g choose to maintain a user profile |ocally on

the cl i erfontephisapndessd sleng wih aavadsda filldhe obligatoryiad ﬁloéstlf‘rﬂil@o%“é@t chip

descri bedaflwla®, tHe LRe /PP drRL seRls an @it YeHorOW S ARtRAM dafihgNRHE In bifis 9-
i npul se buyer, fashi on-conscious, etc.) are connected aé | i nks mhlch carry

st r engt hsexamaie, Hiecaulii senPrion s wePerTustigals svisrg ligut reswark bapdwidty o unt eer ed
| nf or mat ' lcﬁr §fe E&‘dlﬁfé 5@%&%&%&%\&%&%& hid inhihese clmﬂc' ations
may be we n t he egln Ing. As the platforml earns nore about the user
fromthe durmsrihe caritgnt sendering, e epiresppadingddidsathegrtuip/genrh aﬁg@ corftat,
ad-contr g nd
henst rendt AEGR A it WAl A8 ol bPuk BE bl fucl A M QR ort

bi d- pri cet:on[e@()Qﬁcynmoaﬂunng)thbeoafggtrré@atawomhdélkf:r om an external entity
could further refine the user profile for targeted advertising. This DRM

node (e. f ot e : Lcatd uced
(€. qo %@em [rﬁ shR@nfiBaidnRe el andlh b%ioggg& 9R élS&ﬂgﬁSﬁsc aBolifdia g

into the's rough the trust nechal S, 1 coul d 1 nclude any
qual i fyi ngfcmmtid)rbwgelsiutg‘ the hds thatdrage piutikipated dmtie adding tor theeadsdots iThss,

I rhequent c{lear%ﬁh&}s Ly th[eﬁtfﬁ?rv)ard APbf He BRL: Yrafibibdaf Sa 3 B5a GAIRGHSALED fOT
I'S ad-control s

preferred embodiments, the forwarded data that is sent to the warehouse is stripped of
information that would explicitly identify the user, the content, and/or the advertisement.
In some embodiments the client platform would also gather information regarding the
user’s viewing patterns, and send abstracted categorization information to the
clearinghouse. This abstracted information, preferably free of private information, can be

shared with preferred partners.

[0097] In order to conform with privacy laws in certain jurisdictions, the client may
choose to maintain a user profile locally on the client, which can be represented as a node
with attributes, as described in the ‘693 application. The various potential nodes (e.g.,
impulse buyer, fashion-conscious, etc.) are connected by links, which carry strengths that
are based on advertising viewing patterns. User volunteered information can also be
expressed as DRM objects, but these associations may be weaker in the beginning. As the

platform learns more about the user from the client, the strengths of each association will
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can refer, during arbitration, to these aggregator nodes and their
strengt h/ connection to the user's node. [0099] Consuners may choose to make
up certaiwopolwiss®@s such as, for exanple, a policy to fa&eomrusene/oasopr ovi der
over another, or a policy in which the user wants a certain service
provider to maintain his or her user profile. Such policies can be
expressed as DRM engi ne objects of the type described in the ' 693
application, and can be updated if and when necessary. [00100] FIG 9 is a
nore detailed illustration of various system conponents in one exanple
enbodi ment, and sonme illustrative nessage interactions between them As

shown i n dtafgge. The laB-cBRP01S TROE IR WithPanCAAItoB I reRATKHEIS DRM SHjtAC enddBeiri S a
service provided by the ad-natching Platforn1that enabl es content providers

900 to padieagd V&H&S’tqndﬂ%%ﬁe‘n&ﬂmaé?ﬁ ofhsip deciderin £HiFYEHt i on. The cont ent

t hus packaged can be hosted by the provider 900 at its own site or can be

host ed by 0'098?] pl aAﬁqu%Lﬁ@Qég%ga%} Rt ohfdn &;@é}hﬁ%u%ohldeﬂhﬁhmkﬂm the 930 for
further dellverY to client 904. In one enbodi nent, interface 902 allows a
&

provi der WEDPOH @é&rg%recb@ivsmsglga%mDRM@Oéﬁﬁﬁ gnef the ppe detcrifed 5%t o hel p

categori zgot Qﬁplﬁ‘ﬁﬂ&%rﬁ intloQuQAGn®TROY st Mhrodgh hé Qi BREh BAGHKAARA chitd
responsi bl e for packaging content wi'th associated deplo nent rul es,

speci fyi nigclide pmseualifying pidibntes of tee wssrs like onganizetianal memberghaatieasetont ent
depl oymeng;ef ’sl%n‘?é -etd. P%ﬂ&kﬁ efifes R RIE SHSUnsaiéd ik, %lfeqné fitohtiPackaged,

depl oynment i nformation a e content’s associated rules are registered
with a cleanrtieyllonse adoations todhese agirssatat nasks and theisiseendtifgonngeteong20 i s
conpl ete, g the. GQpyent is ready to be distributed. Inone enbodinent, a
cont ent reglstra I'On service 922 enabl es the content to be discovered by
content delivery networks 930. For exanple, the content registration
servi ce 9899%oul dConspmeisanay ehease toiakesiptceriainipoligipnsuchiss.cor examinierant

cont ent Vv, | one
cbod menf g 48 FoPBledfiEvial o RP LRI GURIEITPLARE R w A Deeldin NS, g
t he cont eservigd pmvwiex:lloemamnagﬂw oehg 2ger pupfildeprichypotigies pan oaxpeassed aand maki ng

enhod merb oo EineBc it fe e HORHERA afe " pboREIL AR e gbBREH 2 O

primaril yande&lmnscdmlsayf or deI ivering content to a consumer's device 904.
One of ordinary

[00100] FIG. 9 is a more detailed illustration of various system components in one
example embodiment, and some illustrative message interactions between them. As
shown in FIG. 9, in one embodiment a content packager interface 902 is a service
provided by the ad-matching platform that enables content providers 900 to package and
transcode content for client consumption. The content thus packaged can be hosted by the
provider 900 at its own site or can be hosted by the platform and/or an external content
delivery network 930 for further delivery to client 904. In one embodiment, interface 902
allows a provider 900 to specify details about the content, including tags to help

* categorize the content. In one embodiment, the content packager is responsible for
packaging content with associated deployment rules, specifying ad insertion points and

content metadata, and updating content deployment rules.

[00101] In one embodiment, after the content is packaged, deployment information
* and the content’s associated rules are registered with a clearinghouse 920. After

registration with clearinghouse 920 is complete, the content is ready to be distributed. In
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skill will appreciated that there are many existing content delivery
networ ks, and that any suitable content delivery network could be used in
connect i onownto3siee systens and net hods descri bed herei RCT[USRWOBY15HN one
enbodi ment, the advertisenent packager interface 926 is a service provided
by the ad-matching platformto enable advertisers to package and format
advertisenents for client consunption. In one enbodi nent, packager 926
allows for ad insertions fromboth individual advertisers and third party
ad networks. The packaged adverti senents can be delivered to consuners
directly by the provider 901, can be hosted by the platformfor further

delivery ¢ enthddithdr®t connelfeRist@adn RevieO92EEhaBles Ak @icHE e dStolteded Very
network 932. In gne enbodinent, interface 926 allows a provider 901 to

speci fy aWheanionsdelsiey Raivesks 40 Rseapmelecihp gententacaisiationiseeifei2 coflfcl udi ng
tags to hﬁbmcﬁﬁttﬁa;asé Zohdnf & %@H%lé,'iﬁﬁ%ﬁhf@conﬁﬁﬁ laiis@&%r)f Qrvivdy, bPpgfampect s of

a canpai gn may include specifying a canpai gn budget, dynam c bidding for ad
slots, an®mesFesbingtien ofbethclnAnesabogimant. copieat regisBatNeSeRriey B2 18 cont ent

type. I'n Qo aBROM! F%ﬂstterﬁi% RAEKAGR wiheld RingRRRE 950 QlnCadpyiRAhk adi ng

advertisenents with assocrated deploynment rales, and up atln&gﬁd depl oynent
rul es. [ 0®nE4}, and makingaleplogedreententad aitabledn cantentedebiaenyaigtworks H0. depl oynent
details along with the ad's associated rules are registered with a

clearing U§®]9_2|0Ino'nQ e&tﬁﬁdiﬁr@ae%@wem AlivRFY ARPbiS 03D RthS Bfithies tad2d 1S

provided to facilitate I's process. After registration wth clearinghouse
920 is coprphasily resppesible forglefizering qontepbtodi eompurhert edevicei®4a@neof erdinati on

service 9 . i ivar,
et vor ks 555 PIRRASAEFuRCER BE nflhy ERUTHEO N SbEE Bk "MEAY | | o
by t he adsuiteble cemtgntrdetivery kstve8R could pe mekidrig comnectien witbdhe $ysteosendnbodi nent ,

an ad regqj tion.sanvice 924 is responsible for registering an ad with a
clearing%%%%éﬁg%ggﬂﬁﬁ}ﬁgg'oying an ad, and/or naking a depl oyed ad

available to the ad delivery networks 932. [00105] In one enbodiment, ad
del i very [0016&r ksIo@R eambwdithentcthe advestdsement pagkagep tritenfiace| 926 e genvise bl e f or

cl ear i ngnaBCaAgy TR g pleorti B AR acberiCL i petiee 4R AR TN
del i very amletmiverkent9B1 clidwt coesunveion. naineenibed@gat, pankagee92thilbvisfboadat i on to
del i ver hlingemigns from both individual advertisers and third party ad networks. The packaged

advertisements can be delivered to consumers directly by the provider 901, can be hosted

by the platform for further delivery to the client, and/or can be hosted by an external ad

delivery network 932. In one embodiment, interface 926 allows a provider 901 to specify

advertisement rules and details about the advertisements, including tags to help

categorize the advertisements. Services for various aspects of a campaign may include

specifying a campaign budget, dynamic bidding for ad slots, and specifying associations

with a user profile and/or a content type. In one embodiment ad packager 926 is

responsible for packaging advertisements with associated deployment rules, and updating

ad deployment rules.

[00104] In one embodiment, after an ad is packaged, the deployment details along
with the ad’s associated rules are registered with a clearinghouse 920. In one
embodiment, an ad registration service 924 is provided to facilitate this process. After

registration with clearinghouse 920 is complete, the ad is ready to be distributed. The ad
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targeted ads. One of ordinary skill in the art will appreciate that there
are many existing advertisenent delivery netwrks, and that any suitable
net wor k cwol2diobesawsed. [ 00106] In sonme enbodi nents, it may/usecidesisnable to
apply certain restrictions on delivering ads by individual ad delivery
networ ks. One such restriction could be on the nunber of ads which can be
delivered by an ad delivery network, e.g., due to limted capabilities on
t he consuner's device. [00107] In one enbodinment, the operator of the ad
di stribution/ matching system provi des cl eari nghouse services 920 between
the advertisers 901 and the content providers 900 in order to reconcile

revenue Sﬂé?rstraﬁbn deilv;@é@z@éﬂaerés Eﬂ%rhfd to Tb@ dRcoH &S 626 erAAAdRIeAVErd @StwiRks | Ces
for a loc athird Ké¥ cl eari nghouse tool to access rel evant
8

transact i $HaAdgsambe P‘B‘#P@ ad G@FVCTB[ wwors 9P opRelledrydhe abAtliver user
profile caligakionn, deBEﬂxﬁ%‘Sﬁ&ﬁ%&&% nd ShoSdREAD x@}elgﬁh@@&@&rme bhe user,
and a trusted obje ery interface 1s responsib for delivering

sel f - pr ot is@espaBsi lﬁ@rd‘sglé@tlgg 2o ad éthasieaginghouse %QﬁlU@éiePfPWt“gs'f’éll qd, gdhtrect i ng
DRM obj ec Xae! and control agents of
the type ggb ¥€E@SP %Lmkﬂ@gg appa?gg?ggﬁﬁaE%ngﬁghple when the system
detects any changes in user behavior/categorization, updated objects can be

del i ver edl00803lhe Toows smbodimens ad eliyep negiorks B2rare e sn8ucsgbd s so may
provide SpriARAS éﬁeﬂg@w& deﬁhk&fu; eftREméntb R5thé eenseﬁfavgqevncé QAHEERS Usage

statisti or nance canpal gns and the users'’ receptl veness
to avail a@n@ocbmnmtedtearlr@bemt%ﬂsvr@\ad\esuser Itrhflls refsievaltservides to theae delinery

pricing s e%p{]ke%q&dﬁ @?9&&8&& 98&9%(%?5%&? ?xﬁﬂnﬁé’c}ﬁ% LGSV hi b g{hﬂf one

enbodi nmen IS |nter I'S respons or war |ng au reports to

t he dat a taegesldoads.cOng ﬁo:ftdim]aryl srkilbimrthe an’wdblapmcmase tgit gwrd argpwIy @x9d0E nay have
Bl CRR el 0 S5 R P PARRE R BAYELITBE Bscki0 03 het

i nf or mat i oh ohovarious  Béfavt or al as e a the conpl etion

of an ad canpai gn. Sone of t hese nlght i nclude, for exanple, the actua

i mpr essi of99104] t him sade exibiodimenity; @ugdy beade@imlﬁa't%) apply ¢en@inagstriptierfsione
informati on. on t se cat|on
crc ) coftatnd A8 AR dIaPud RiE LS et E e Syt s AETBALARTHE on R0

one enbodmnnMﬂofhmewhkhhﬁnmpddﬁeﬁﬁ&g@npﬂd&hd&snavwdbeganhncehﬁmrd

adverti Seéa%altnﬂtlgscgnet?l% cgns%hler S%gVIEXSt em that monitors

[00107] In one embodiment, the operator of the ad distribution/matching system
provides clearinghouse services 920 between the advertisers 901 and the content
providers 900 in order to reconcile revenue sharing. In one embodiment, this interface
920 provides services for a local or a third party clearinghouse tool to access relevant

transactional data from the server.

[00108] In one embodiment, a user profile collection interface collects information
volunteered by the user, and a trusted object delivery interface is responsible for
delivering self-protecting DRM objects to the consumer’s device. The self protecting
DRM objects may include, for example, nodes, links, and control agents of the type
described in the ‘693 application. For example, when the system detects any changes in

user behavior/categorization, updated objects can be delivered to the consumer’s device.
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the ad run costs. In one enbodinent, this interface is further tied to a

cl eari nghouse service to reconcil e canpaign costs. [00111] Thus, in various
enbodi nerwe,20nlBamitnghouse 920 is responsi ble for sone @®CcTAlSR010/0015pD0112]
Recordi ng content and ad depl oynent. [00113] Collecting usage data
(possibly with context information) from consumer devices. [00114]

Col I ecting user categorization information fromthe device. In sone

enbodi ments, some private information should not | eave the user device.
Such information will be generalized by the application on the device and
sent out to the clearinghouse. [00115] Sendi ng anonym zed reports to the

data wer efppues. [ORAd ougmmgmamodﬁbla\{@agmpémghﬁ@lﬁ@@%mcgﬁﬁgs to

consuner deV| ces.[00117] Managi ng content providers  and adverti,sers'
account s PrOVider 1ojacerss peags sLstics anghe pgrformangs of ag campaigas and the ¥3e8ict i ons.

[00119] eE:éBﬁvghng td SRALBIS chRestOOpER orPEAsE ﬁﬁ§da(t§ t(gfme fuRPMelrprichat answer
questions |1ke how nany content views in the hours? how mich ad

revenue mcﬁumé@ﬁb%PWﬂmp@%@%ﬁ‘ m&ﬁdﬁéﬁlﬁﬁfﬁe‘@@@ﬁ@ﬁbp@m& thip, YA B r evenue
d? h h
a contentreplgd;l\ﬂb@ee{or &Vméﬁ%%&?g@“%?%e%%ﬁh% eperio ow much revenue

cane froma particular a 00120 Provi ding reports to
advertisers (e.g., reports that answer questions |ike how many ad views in

the |ast B91HJur s seoww embeglinenise leatinghorscs92Qmaykave Grbilling pah rcPPrg a
parti cul a{megfa@é Bt e rgmwaé%msew {gattr IMdSinfdibh ntvqlr mﬁé&?&hﬁ%&?a QY5 much di d

an ad provider spen articular tinme perio ercentage of an ad
budget i sdtbelgmgd@ﬁeﬂﬂlt:@ompbngmpf ot @mpafgnoﬁqnae @éthtesﬁ mlgl,‘lé)mclm*té for ovi der ?) .

[00121] gaﬁ]&_ﬂedm Il GhERGS S of tncldd ﬂsﬂckaﬁfomgﬁat@ﬁﬁ%ﬁh ad $e5filk Nf or mat i on

provi ders or exanpl e erfaces that ena I'es t at' "can provide
further uméormatiboomeitei Lmers(vdxogwatclmdrtb@ac‘a@@, demogmpélu:t tovolior, etcol cintant  a

retiree Oz'is gcqltlzo%g 'o?ﬁfe adygfd/&fotﬁ%ﬁlgzge sﬁa?i'étl(f]css e(ln%’en{ﬂ’oﬁﬂlli'eqﬁtthé {)fll%g accounts,
preferred CUstoner accounts, and/orrthe 1Tike).
interface provides a web service for advertisers to access a billing system that monitors

the ad run costs. In one embodiment, this interface is further tied to a clearinghouse

service to reconcile campaign costs.

[00111] Thus, in various embodiments, clearinghouse 920 is responsible for some or
all of:

[00112] « Recording content and ad deployment.

[00113] « Collecting usage data (possibly with context information) from consumer

devices.

[00114] « Collecting user categorization information from the device. In some
embodiments, some private information should not leave the user device. Such
information will be generalized by the application on the device and sent out to the

clearinghouse.
[00115] » Sending anonymized reports to the data warehouse.

[00116] - Creating and delivering trusted DRM objects to consumer devices.
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This information can be used to deliver user attributes, which in turn can
be used to better target ads. [00122] Facilitating the distribution of
adverti siwg20aviBswe anongst the key participants in theprcaluseoiolaisne
[00123] In preferred enbodi nents, a data warehouse 910 facilitates the
collection and distribution of systemstatistics. C earinghouse 920
collects a |large anount of information fromaudit records and forwards it
to data warehouse 910. In sone enbodinents, the data that is sent to

war ehouse 910 is stripped of any private information that would explicitly
identify the user, the content, and/or the ad.[00124] In preferred

enmbodi rrqu)gn-pjat e YRGS ENTH pRVIRES af@hdWes@erst BédouRts @ KiRingNf or mati on
that can be used to determne optinmumpricing for ad bids, content

di st ri butpusposshar es, and ad distribution shares. For exanple, data

war ehouse 910 can enpl oy conventional statistical techniques to conpute
effectiv r anki £ ol . distributors and ad distributors.
Adverti sgpgfgsgn di s%%@lg%g\?\ﬂlgﬁgﬁg%gﬁsfbutors are nost effective in
reachi ng certain consunmer types, and ad distributors and content

di stri butl@ftlYan usRrovidingrepertsdasentsntaroyders ée. gntepbrietiRtasmsr quesdenser mi ne
what ki nd..of, ads they can.nor.e .eff hve j i but r . d how
they can TS Ml o GRIRAE ol 2 5 nfl hict UrEv RS vk hiculy

appl i cat i piecepf@vh@det espasibéd for? ey gadysdensm d¢dnint pEyyidepisimileng imcent i ves
can be provi.ded in thedp'&}ds at hthe advertser /?’F&d di %trib tor interface,
the cont UGV JmEperiod? e amych fevenic fape, [om 3 parpeilar ad provider?y o hi'gs f or
ad-slots. Thus, in sone enbodi nents the warehouse 910 can be responsible
for sone [00120]1 of :PrpOdiigaEportsab ladwdriisegs @ponyporsatatiansge queginns &ké r om t he
cl eari nghouse. [00126] . intainin nd reporti historical data. [00127]
B ovi i neaEBhex vear it tedek 3 Rubt B mirl s b P s RopRetr s0Bethe
creation @émQpattitalar cohtest. pro¥8d? Slhat PtRVlitk Mol ge tlatows RN didSinta@
advertisers that help adv?rtj sers, run their ad cappai gns nore effectively
and ni ni MRTQ¥dERERGUSRATClansimReRerigas! What PeEcRNIEES et ‘ﬁg?‘aﬁtléedt 0 an
adverti sep shfnsoREortdrt Fotn 4 Bt &Hid® ProvidedDr € effective rules for a
particul ar adverti senent.

[00121] « Providing interfaces for third parties 940 (e.g., user information
providers). For example, interfaces that enable parties that can provide further user
information (e.g., membership in an automobile club or a retiree organization, type of
credit cards held, frequent flier accounts, preferred customer accounts, and/or the like).
This information can be used to deliver user attributes, which in turn can be used to better

target ads.

[00122] « Facilitating the distribution of advertising revenue amongst the key

participants in the value chain.

[00123] In preferred embodiments, a data warehouse 910 facilitates the collection and
distribution of system statistics. Clearinghouse 920 collects a large amount of information
from audit records and forwards it to data warehouse 910. In some embodiments, the data
that is sent to warehouse 910 is stripped of any private information that would explicitly

identify the user, the content, and/or the ad.
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[00129] In preferred enbodinents, client 904 includes a DRM engine to
ensure that the rules specified by content providers and ad providers are
execut ed,wendisyoconsequent obligations are net. |n ot krer/usadoddrsent s
(e.g., where the consunmer's device | acks sufficient processing power),

ot her configurations can be used. For exanple, in sonme enbodinents rules
coul d be processed by a proxy (e.g., over the web or over a hone network),
rather than at the client.[00130] In preferred enbodi nents, the transfer of
content and/or advertisenents to the client can be acconplished by any

sui tabl e conbination of offline and/or online nodes. For exanple, a client

nmay have @om]t enfy REErad¥abbditeAR atHRhicHAIsY 91 0 bftfs A6 ided afat ?{omdedes web
services for a client player to downl oad content and/or advertisenents from

the syst e¥fesarakenthat ¢abE3pd msdelerBiine QRinmnEPrigng Eyaddifs, eametle del i vered to
t he consugetinfiiGPMlaks, %a\/digrip&mn%mreg%k \éﬁzgﬁ{%lg,‘z%fa%&%h&égm@@& ads can be

delivered via advertisenent delivery networ vertisenent delivery

net wor ks ©8ploy genventioral siptistisabiechidquey & camuteeféectizenesarankings fardothser based
on user v i ; : i nd/ Qrs. ive or
addi ti ona ng%?l {t ?ﬁgg’?édsf?%?)&lggﬁnuiﬁsé%dgéﬁtgeg?\tp agdoglglévr@r@ gﬁgglrsg% (§/rgc i ent
904, any melteffactivedbir¢aghingcrgais geunsufrice typbss anthad Diwiteibos ard eontesgoci at ed with
the conte Loyt . i i y, for
exanpl o, - DHepOds Bl (B uBER% 08 SgtRLRow RN E R O]

i ncl ude caisttheyt canmiiare effectorly distfibutemnd Ginget.cagpd hdivtgey ¢em tagst thew/ The t he

content tnat iVere retncfier gd ovaéled/ d &s@fe | ililc<:a' nI Qo%gggcgnntlggi)gea{]\} 2d s%ddi tional
i nf or mat i 9 TS ¥d eﬁgeﬁFO\} ded SHePPAS R W hA ng brd pgl &S Or the

| i ke. [ O0th3Bdpptopriateinedneivecchndripoahidaiih thesbidoatttbanadvactiser £ adsdisreibtitos har i ng
interface. is.provided to facilitate super-distributjon, of..content and/or
ads. Cont‘é‘ﬁffag‘ﬁ&hea o3 B’Eoé’bcfeéégo%%{ﬁ dﬁﬁ'ﬁ’élﬁ(gﬂlétarfﬁ%et Wédelﬁqge E‘gé o ;. Sdevi ces
or w th orhs( inksafeembbdimfertdthe ffatdhouseey] Oian bt 8 peisible @Soie of altiol:i t at e t he
di stribution of content, such as by providing recomendations to the user's

peers. [O 41 In s enbodi nents, the cljient could provide mechanisns to
gat her se[i%?)%]unt ée@&gecpﬂg 6‘?(}‘?3?1‘76% uls?g?rﬁe?%efnﬁcglé&e Gﬁ?é&gh?’rﬁff be some
incentives offered to the user

[00126] « Maintaining and reporting historical data.

[00127] + Providing feedback services for content providers to facilitate the creation

of optimal rules.

[00128] » Providing feedback services to advertisers that help advertisers run their
ad campaigns more effectively and minimize unnecessary impressions. It can also
provide insights to an advertiser to facilitate the creation of more effective rules for a

particular advertisement.

[00129] In preferred embodiments, client 904 includes a DRM engine to ensure that
the rules specified by content providers and ad providers are executed, and any
consequent obligations are met. In other embodiments (e.g., where the consumer’s device
lacks sufficient processing power), other configurations can be used. For example, in
some embodiments rules could be processed by a proxy (e.g., over the web or over a

home network), rather than at the client.
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in exchange for this information. The self-volunteered information can be
used to categorize the user and to deliver highly targeted ads and possibly
al so to rwoanmensionel evant content that may be interest iPog/useomwloelso9
user.[00135] In sone enbodi nents, the user mght sign up and register with
a service provided by the ad distribution platform A user registration
interface m ght provide services for user registration, including gathering
initial profile information. In one enbodi nent, a unique user identifier
(GQUID) is assigned to the user, which is used to validate any all owed

services. [00136] FIG 9 has been provided for purposes of illustrating the
wi de vari@oy3of SRIpréfeRed embbBimkAs e traner'oFlcahteRmald adidiBéentcals tbe
provided in various embodinents. However, it will be appreciated that a

vari ety ohefhentreaehe acsamplishedhy any duitable ¢amebination af @fftige and{or oplinei ons

descri bedmb(ﬁhscp&rh‘%ﬁﬁ)'pféna\é’hérﬁ idyGavEa WbiktBRWhd deRAMildnta bE1R8H inRrfacope of the
i nventive body of work. For exanple, in sonme enbodi nents various el enents

i | | ust r at @at pravigesareservigesfop a chentblayeitosiowalqadicanteniangfor adyastisementsed wi t h
addltlonqgIﬁhﬁﬁﬁ@&ﬁlﬁﬁ$£mﬁfe not shown. In addition, while FIG 9

illustrates a l'at1 vely conprehensive ad mat chi ng platforn1 in sone
embodi ments, sonme or all of the functionality of this platformcould

i nst ead b0 orAveehon igHIG: Begoniant Fan kesdelivergd to theygonjumss’sslspice 994t ed t hat

FIG 9 hag, &ﬁ&n%wérg%gmf&ksw RRPSR c8h b hél%}édashh%vem@nﬁﬁpéléﬂé%y on, and
not limtation oo 3 DYNAM C MEDI A ZONES [ 00138] The fol'l owi ng is

a di scussiebwonks 93 Ad\decmemtlti dediverytnetyy orkk 3 Imayefeb s¥amplas deliverdhe adke use of
the DRV clghag & BRR6! BYa 0PAGEBRcbRallS, mB kAR R0y Al he dynam ¢

medi a zone technol ogy ed In app |cat At "an abstract
| evel , t hatermetive ot adyljtichabattritees. i n t he ' 693 appllcatlon consi sts of an
obj ect nDdeI and a control |anguage which is applicable nore generally to

ot her g@é ﬁrj!t S'Qﬁ%r\’%ﬁfeé}{ ﬁastl{egxg%f%h%&‘hgﬁléﬂt@wdan %e]]eQBMobh 99' ments of

t he syst d met escri nt present application provide a
pl at f or m fpecifiad be thei BR Nycankrats dssocigtsl witlathiessonigntaridfordles aisteed todwyvi ces with

varyi ng S @gg Hﬂ%g et wor k
connect|3%%°%% %@ﬁﬂaﬁég 6§£p§% %ngfggﬁﬁgh%ﬁ on @%épﬁéchnology and
trusted s@earlrlghsquh’Elhls fedbadk@enld include context information, information regarding

the ads and/or the content that was rendered, and/or the like. In some embodiments,

additional information can also be provided, such as the winning bid prices or the like.

[00133] In a preferred embodiment, a content/advertisement sharing interface is
provided to facilitate super-distribution of content and/or ads. Content and associated ads
can be shared between a user’s own devices or with other users. This interface may
provide services to facilitate the distribution of content, such as by providing

recommendations to the user’s peers.

[00134] In some embodiments, the client could provide mechanisms to gather self-
volunteered information from the user. There may be some incentives offered to the user
in exchange for this information. The self-volunteered information can be used to
categorize the user and to deliver highly targeted ads and possibly also to recommend

relevant content that may be interesting to the user.
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described in the '693 application and the '543 application and extend this
t echnol ogy toprovide innovative services for targeted advertising and
trusted rwoovw/Bs@mt nonitoring, that |everage | ocal i nfParnsteionofsoy

ad-mat ching. [00139] In preferred enbodi ments, trusted, self-protecting DRM
objects are delivered to end user devices using standard nechani sns. An
exanpl e of such a nmechanismis the service-oriented technol ogy described in
the '551 application. These objects can be deployed to perform functions
such as | ocal ad-matching, usage data filtering, usage data reporting, and
peer-to-peer (P2P) content and ad-sharing. Each of these functions is

descri bedgop34pr ehﬁ%hﬁlém%ahﬂa&ts Q034 Omhi hms?gh@pfaﬁa kepndtdrQvieh $sdsise on, the

following terms will generally have t he | 'owm_ ng. meani ngs, unl ess

ot her wi sePw®Vidsd by ﬂ%?rﬁdt¢1@f186‘m1b949tf°r[®@1\!§£] regisirption inteafac Bllg,lﬁlpff‘i/"l%or der ed

set of adyeyibd oIt %,;ﬁéaahoﬁ $ndla&tle fg%em;tfabwae ilGinatish. 15@HE d be
treated as an Ad-Queue If the order of the advertisenents is not inportant.
[00142] Aembpdiment, Agnigbelvses ideatifierGLARN dy assigaerbiorthe Bisr.av el isgised o
perfornln ﬁﬁm &%ﬂb@@hE&NE§$er”‘”e an order of priority. [00143] Ad-Slot:

A placeho an advertisenent. Typically an insertion point for the
advertisenent |n a piece of content. [00144] As shown in FIG 10, preferred
enbodi ment09134] t hEItg \Ashasrbeemprovide fiorrpsecofi iHawratiag dervida ypoety o& | ar ge

variety of. 5&9&5 Hﬁréarfacgse\éh&; atlo-ﬁglﬁgﬂhQ?é’dn% rbﬂ&édﬁﬂ%n%sl SRtdidba t at i on,

mobi | e handset$, set-top boxes er sonal Ital assistants (PDAs),

ul tra- rmbewemrls(wnlébe epmTpaidted thal VLY Ofln ificpteafis gache mads & th@el evi si ons,
and or 1 NGrlchitEs aldHddivhs BlripddintanHeibl Gl bQﬁmo%Pd%fm $hetd th CPU
per fornmance on the Xaxis an nnect|V|ty/ ocal Stor pace on

t he y- axi scop&of tht lmwentivd bmtyrczitwcmh I?Qatewnlbde Gonowe embpdiynents \arlne-‘as ure of

net wor K| NGeRERL 85 IBAGR iR R Sl BEcARBONSASRIRALAG HBRRIANAL AP not wor K

per f or mancé I'me-continuity
and area- mmrtemmgeleménm tieat aretnoosiovet. &n ac[dﬂtﬁldnél@]hllb 16t leliustrateserrclalvely

advertlsenents to. a g ﬁgX q’ﬁ eV|CQ§ “‘tﬂ(fﬁjﬁﬁﬂ%ﬁ%cﬁaﬁa lld ties,

preferred éW%SH?ﬁbﬁ? BT OO a8 8 Bomer el oud as
functionality of this platform could instead be performed by external entities. Thus it will
be appreciated that FIG. 9 has been provided for purposes of illustration and explanation,

and not limitation.
[00137] USE OF DYNAMIC MEDIA ZONES

[00138] The following is a discussion of an illustrative set of example embodiments
that make use of the DRM engine technology described in the ‘693 application and the
dynamic media zone technology described in the ‘543 application. At an abstract level,
the technology described in the ‘693 application consists of an object model and a control
language which is applicable more generally to other areas outside what is traditionally
viewed as “DRM”. Embodiments of the systems and methods described in the present

. application provide a platform for advertising that is applicable to a large set of devices
with varying degrees of storage capacity, processing power and network connectivity.
Embodiments of this platform build on the technology and trusted services that have been

described in the ‘693 application and the ‘543 application and extend this technology to
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wel | as | ocal processing power as appropriate to enable targeted

ad-mat ching, efficient ad-delivery and effective usage data collection and
reporti ngwobrgdsooust ed servi ces. The actual conput ati orCrasaémwaishor t hese
operations may be divided between | ocal computation and server-side
conputation, to nmake best use of the capabilities of the platformw thin
the existing network, |ocal storage, and other constraints. [00147] For
devices with relatively |l ow CPU power (e.g., Zone 1 and Zone 2 in FIG 10)
it my be desirable for the cloud's resources (e.g., server-side resources)
to be used to pre-filter ads to a |l arger extent than m ght be done for

devi ces 'd[ﬂov?lﬁé‘ ﬁﬁlo%tmokeﬂmeF%r td@étea Qavdriidhg hid imdtéu ©ae Seff méRiRRing,
preferred enbodi nents nake nore extensive use of |ocal processing power for
ad- mat chith#f. leyesegedgqal fprigatipnfesad-matebig. 2 or Zone 3, direct downl oad and
caching of advertisenments could be done to a |arger extent than those in
Zone 1 angora¥)e A4n pidter&d @:ﬂy&i‘l&bﬁt@rmi’stea BtcBREDRM BBjebto Wh! RAd&Ed on
demand, si de | oaded or streaned renderi n devi ces 00149] Devi ces
in Zone A0&Ad usesHevigesngtansdard lye m§ @%aig@l aPhsuch amesharismdetgi ces in
the cl oud,.Rjitsriertdll t'é@lﬁloiég r&s&%féﬂ%@n}, ‘841 éb%ﬁf:atfo%a*rhés'e% eckRagbe) . While
devices in Zone 1 and Zone4m e nore kely to IocaIIy store a
limted sieplaypd gsprytorafuactiong smcg-raméml ad- ntatphtrtgeuseagagl@@dlltf;@nmt@w daga t he

cl oud onl ndw dt h and
| ocal st O%gdrélﬁ%ﬁ%&iﬁ;? %‘Jhtér& r@gfﬁ? ?S(g{t%%gﬁ d o %%%w@%ahgf tflgé()e%%‘]qg)lgggsar dl ess of
the type @Bcrﬂmdiicel,or‘smlbﬂe‘&’fl ltering is likely to facilitate nore
targeted and efficient ad-matching. In accordance with sonme enbodi nents,
pre-filt ca ver using
conventi gﬁl)g{mgd gural?ﬁ ﬁ’?g%@%%%&%ﬁgﬁs%eg%pngﬁ g’ﬁ“ ‘amtﬁér g&llg? ?‘glestg% atistical
engi nes, faﬂgwmm@m@@;fm\lm@?hemeQldwﬁrwhithiﬁgpoymmware coul d be used to
pre-conpute and pre-filter a set of ads for each content item or user.

St andar d fog{ gt | &(fmﬁh@gy?m aﬁ&laeéa sEIrAatdrini s RAGs ugangeLq- | ncome

| evel , geographlc ocat | V day, areas of interest (e.g., inferred
from pastmttelhagl"ﬂwrl)st cerid bem@e@asmz&@m@w ifahg/order ofi the adigriisemants ads may be
targeted 1ol Q&{Mtdual content itenms using tagging, or a conbination of
cont ent targe Ing and user targeting may be used.

[00142]  Ad-Queue: An ordered set of advertisements obtained after performing ad

matching to determine an order of priority.

[00143]  Ad-Slot: A placeholder for an advertisement. Typically an insertion point for

the advertisement in a piece of content.

[00144]  As shown in FIG. 10, preferred embodiments of the systems and methods
described herein support a large variety of consumer devices. These devices include,
without limitation, mobile handsets, set-top boxes, personal digital assistants (PDAs),
ultra-mobile personal computers (UMPCs), PCs, Media Gateways, televisions, and/or the
like.

[00145] FIG. 10 shows the distribution of devices with CPU performance on the x-
axis and Network Connectivity/Local Storage Space on the y-axis. For this illustration

Network Connectivity is a measure of networking performance and could be an index
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[00151] FIG 11 illustrates the use of server-side ad matching to
pre-filter advertisenents for a device 1104, based at |east partially on
usage datwozompiss@d by the device 1104. As shown in Fl GeCTAIS2alemd15e9 1104
provi des usage data to server 1102 for use in pre-filtering ads. Server
1102 uses anonym zer 1106 to anonym ze the usage data, then uses
statistical engine 1108 to anal yze the data. The output of statistical
engi ne 1108 can be used by server 1102 to nmake a determ nation as to the
type of advertisenents that are nost likely to be of interest to the user
of device 1104. Server-side pre-filtering aids the client by pre-conputing
a set of ggh @d‘ﬁsn@?Vﬁi’&u’s SERIIk §erf6rﬁml<\!@”'ﬁ%lﬂesasu@h|§§dm16ad §lec¥aploagat ch may
be perforned usin he | ocal ad-matchin echni ques described el sewhere
her ei n. |ﬁpeﬁti|ttm%60rawpt%enfb@ré&09vﬁatgemf erteiWPéﬂmovu ded for purposes of
illustration, and that other arrangenents could be used. For exanple, if

server 11{j9146] NOtn draetsch RekvEYde@NicaRnEk04 vaH& G dehatey wiktPdiffeRear devi ce may
be anonym zed before being provided to server 1102. In other enbodi nents,

usage dat &2Pabilitigt, PErfervecirmpbadimentp yake seoaf thg coputing pQWeEoh B¢ clpyd os per f or ns

any pre-fikiigsida ﬁ}aée%gngg %%%}Sﬁfo phifde 96 BRblOfar deted ad-AkbGink R Hi&AN about
device 1104 or the user ereof fromthe context. [00152] axono%9
ries is

Cat egor i ead-fel0ERRINd effestieusasd deth seliecsion andyregoriagiusiag tasied 6ervicas
used for Qé{ﬁzﬁ%ﬁﬁliuf& fiof tediftd fof %ésﬁﬂ?é?gtuﬁ@?n g%%ﬁﬂéd bAREeRef1S. I n some

enbodi nent e exact taxonony t IS use private to the
respect i veorpanam@mnﬂhaltvegsdep@tneuwm tomakeobest use@fghe cpahibities gfteryi der s

woul dbe- £esponSlBlnl OFisH5! Ak Ok, 10 NI b cigRlifAL adver tiser s

woul d be esponsi I ni ng tax nony for a vertl senents, and the

cl eari nghouse which creates objects that descri be user attributes would be
responsi blM14%kr dESr deiviegs wiihrelgivvebydpw GPUpowes (e grhéonedxandofrne g indidGd t hen
be shared; I ) nent es
cout d bo. LS AEFBe YESARLI0E e o uBecRcaC e ETROR R Bkl b NREI T e
syst em copieefilh adetotdlergsnersentaarmoigh) badehetfhedeyices daZones duind 4bEopubl i shed

for use by ofher ;?%{ L 4:%8%'}} onQ 4blll;}§f %%%Bdlﬁn%ges%:lke@ﬁorg e§{%ﬁ§ibé {lﬁ%(?f be

illustrative &xa eorles cou
speci fi edlogsl ;aommps\emfbambdlatqhstg of eI enments, where each eI enment
represents a hierarchical tag using the dot not ati on to indicate the

hierarc hy[dbf“é]he F&Qievﬁgg ﬁﬁ f(ﬁtte%g&rz/one 3, direct download and caching of

advertisements could be done to a larger extent than those in Zone 1 and Zone 4, where
advertisements would tend to be downloaded on demand, side-loaded or streamed to the

rendering devices.

[00149] Devices in Zone 2 and Zone 3 may directly report usage data to trusted

services in the cloud either in real-time (Zone 3) or near real-time (Zone 2), while devices
in Zone 1 and Zone 4 might be more likely to locally store a limited set of usage data and
forward it to the trusted services in the cloud only infrequently because of the constraints

of limited bandwidth and local storage and higher relative cost of bandwidth.

[00150] Regardless of the type of device, some pre-filtering is likely to facilitate more
targeted and efficient ad-matching. In accordance with some embodiments, pre-filtering
can be done using information available at the server using conventional ad-matching

techniques. For example, third party statistical engines, anonymizer software, and ad-
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could al so be associated with a weight for the category nornalized to sone
range e.g. 0- 100. Wth the inclusion of weights the set of tags could be
representwo 20m/@5@tri ng formusing the ':' character toPsefse@EnvOthHe

| eaf -1 evel category fromits weight. The wildcard character '*' could be a
reserved character and used to match any category/subcategory. [00155] A
fragnment of an illustrative exanple of an ad tags taxonony is shown in FIG
12. For the taxonony shown in FIG 12, some exanples of tags m ght include:
[ 00156] Food. Chi nese. Szechuan [00157] Food. Chi nese [00158] Art. Opera
[00159] Art [00160] Exanples of tags with the inclusion of weights are:

[00161] FagdhiabishRwsreSo8MMeaRed bdhrt-Lohpek ah® pré-filirnaseofnds dstleadd
Art. Opera: 30 0164] Art:5 [00165] Exanple of tags with wldcards and

wei ght s afoBlqnbBaBET U oAt Bsgeting mychenymyBish a5 taseqting fersieeNeieTp at f or s
provide ehbdii Rk, LBk RRMoBAIAN fimk OF . BHA0oPAR G (@B dinfEHUdMHAbAen, whi ch
provi des a reason for expressing this i'nformation as a string. For ease of
mat chi ng, behavigum) cad be ueed. Albrmdiivedntor ithgdditinmy adit hanbe tapgetedgp dndipidealf i ¢

cat egory 3 Lt I St 0f é?qg e S
specific %%F%%g?@?ﬁ%?g&FF@gHQQH%%?%%?%?E@géﬁé?%?ﬁg‘ ppggﬁﬁga%%ﬁ@%ﬁgfon (or
any ot herbecwad.enti on) coul d be used instead. The categories could be sorted
in collation sequence to enabl e easy searching of the

Che sor dPUPSE SBREAY i e By BN R S oy
cont ai ni raglvertiseroents &y dsvice A @4 driedst tnast rpuipllyanaigage dga t(llipngﬁtdjbb'r g wei ghts
o L0 BT A A TR, KIE) 1L 0TS U, USSR i T f

use in pre-filtering ads. Server 1102 uses anonymizer 1106 to anonymize the usage data,

then uses statistical engine 1108 to analyze the data. The output of statistical engine 1108

can be used by server 1102 to make a determination as to the type of advertisements that

are most likely to be of interest to the user of device 1104. Server-side pre-filtering aids

the client by pre-computing a set of relevant advertisements from which a much more

relevant match may be performed using the local ad-matching techniques described

elsewhere herein. It will be appreciated that FIG. 11 is provided for purposes of

illustration, and that other arrangements could be used. For example, if server 1102 is not

trusted by device 1104, usage data from the device may be anonymized before being

provided to server 1102. In other embodiments, usage data is not provided to server 1102

at all, and server 1102 performs any pre-filtering based on whatever information it is able

to glean about device 1104 or the user thereof from the context.
[00152] Taxonomy of Categories

[00153] In some embodiments, a pre-defined set of categories is used for purposes of
classification of ads, content, and users. In some embodiments, the exact taxonomy that is
used might be private to the respective parties that generate the controls — e.g. content
providers would be responsible for defining the taxonomy for content, advertisers would
be responsible for defining the taxonomy for advertisements, and the clearinghouse

which creates objects that describe user attributes would be responsible for defining the
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[00170] Ad-Insertion Points [00171] In some enbodi nents, the dynam c nedia
zone (DMZ) technol ogy described in the '543 application can be used to
facilitatwoadiovmseiti on. The DVZ technol ogy provi des supponts2dionotshe
description of different types of zones in nedia presentations. A video
presentation with interspersed video ad zones is an exanple of such a
presentation. [00172] AdExternal Zonel nfo [00173] As described in the '543
application, the DMZ technology allows a presentation to refer to external
medi a via the External Zonel nfo construct. As shown bel ow, the

AdExt er nal Zonel nfo builds on the External Zonelnfo in order to refer to

ei ther anetddhy @k udy ahbitRMBRMes Wouddthex be Sikdd Wit b hibdenatiGaNtd ol .
AdExt er nal Zonel'nf 0 ext ends External Zonel nfo : { tags: string external AURN:

string exetBenranbadivaeninitiiasonamseyranld besytandaglized|(eg1athgontantpeyiderpyho

spl i cePoi tHORER endhe S arra
V\Eer et he@éﬁgﬁgﬁ{ﬁgg? tétﬂ%glggfslgél ced. ([2%%75??[ I NHE%ﬂlta"ll'ElifA[})g] &IHSIBEI denti 1¥| er

for the zedisheshoopsequeotheraarticipagts inkhesyst@. Local Ad- Matching will use for
its own processing [00176] tags: a list of comma-separated tags for the

ad-zone t@opey J' cead RspelitR, ilﬁﬁt?at%rb% Pleoﬂ(hetaB idABIR G2 08! bt Sfledifty t he
taxonony of ‘ad-tags, usi ng the dot notation or hi erarchi cal tags and

wi | dcar dscquid be speeifigd ahi Aemma-sepaateHptRS 2lengatse Whers cag @lelseml IPPIgFeaISRoc 0CO,
Art. ™ et Ci&éﬁgﬁ&ﬂt %m%rtﬁe H(?[%tattfan%})" Hdfcale the hi%fiﬁclf E‘thcbt%korﬁr[ 00177]

externa | ire erence to the externa i senent 00178]
ext er nal Activid adbo bgyGootiated WRIN a weightfhr the qategasy mprsnalaeditp meenangﬂ e.2d-Mat chi ng

control . JheyRapkL 9&5@9@@@3@@@@& TS "B B%‘qﬁ%@ g.wggg aggpgfgimus' ng

this URN and passes i utlng t ntro I'n order to
pi ck the msn@gltlhe ad vlearbdteraysepardte thet 1badf- levetl eatpgiry froneits weigbhdhemhlddardent ,

ei ther extern externIAd tchin nt.rol URN wi | e esent; an
enpty str hﬁléﬂ anslgfl}l‘ﬁj%e areserve charac er an& 9%0 ma%lh any c\zli\fegérygubc%eg%ﬁy.

[00155] A fragment of an illustrative example of an ad tags taxonomy is shown in

FIG. 12. For the taxonomy shown in FIG. 12, some examples of tags might include:
[00156] Food.Chinese.Szechuan

[00157] Food.Chinese

[00158] Art.Opéra

[00159] Art

[00160] Examples of tags with the inclusion of weights are:

[00161] Food.Chinese.Szechuan: 10

[00162] Food.Chinese:5

[00163] Art.Opera:30

[00164]  Art:5

[00165] Example of tags with wildcards and weights are:
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field is not present. [00179] AdI nternal Zonel nfo [00180] Adl nternal Zonel nfo
extends | nternal Zonel nfo as shown bel ow. [00181] tags: sane as descri bed
above [00OWB2p108Bsioem | nt egrity[ 00183] This section descrChas2aiome1sof t he
aspects of the DRM engi ne and DMZ security nodels which ensure the system s
integrity. The main goal of the security framework is to ensure that the
governance nodel remains intact. FIG 13 shows an exanple of sone of the
governance associations in an exenplary enbodinment. As shown in FIG 13,

t hese governance associ ations include the relatively tight relationship

bet ween a piece of nedia content 1300 and its associ ated zone nmap
infornatqgauﬁﬁozIamd(%muﬁasching control information 1304. Simlarly, an ad
1306 is relatively closely associated with its respective control 1308. In
contrast, e i relatively | oose coupling between content 1300 and ads
1306, andoéﬂgﬁr ﬁ%@ggéiive control information. [00184] In one enbodi nent,
sone or all of the follow ng requirenents for security and integrity can be
derived floores]he Manesladores provead efficiehhienpistfémtationls 06X 1stng dedjchAdder ti senent s

nmust be pl ayed when they are supposed to be pl.ayed. [00186] (2)

Advertis éﬂgﬁﬁ‘ga% ﬁ'lhlfhr%?"‘ﬁ%sta @E{)"Bﬁgﬂf’Wﬁmg ﬁé?yrg?‘?’%‘ﬂﬂﬁéa Str‘g‘ﬁsﬁ‘?rppabl e".
[00187] (edse dimaehifBlif Aipifes@émBddimBRUbHchifedtit) @t hére spadfis baedody not be
repl aceabl e by an unauthentic (rogue) contral program [00188] é4)

Ad- cont r GIcsuis Karlieringhe Heiof éags thanpgericsponding, less spedidc pafedmkdt WEhPS ¢ (rogue)

control %9&&@-mJuQ@el&%osﬁé«}onwﬁi&a%%ﬁ)i StBEFRBhvdrtioR) st®Bd ade@Gnstéddh an
ad-control should be bound tlghééy w ththe correspondi ng ad-control. It

shoul d nokheisategaries qonid hegsotad Immeadlatipn seguensetp seabdheasyiseaCin®Phde total Iy
differengmggggy§$§gg%g;.fron1an unaut hori zed and possibly malicious entity
(e.g. a rogue’servic gf a hacker). [00190] Zone Map Integrity[00191] The
integrity of a Zone Map (sonetines referred to herein and in the '543

appl i cat i[BH169d oA aliespats ingplemertationeouldygpresent shenishoktags 252 Yalgleigt @hen t hey

are described in the ‘693 application) containing a hierarchy of categories and sub-categories
(including weights for the leaf level categories) in binary form. These tags could be part
of the AdExternalZonelnfo structure described in more detail below.

[00170] Ad-Insertion Points

[00171] In some embodiments, the dynamic media zone (DMZ) technology described
in the ‘543 application can be used to facilitate ad insertion. The DMZ technology
provides support for the description of different types of zones in media presentations. A

video presentation with interspersed video ad zones is an example of such a presentation.
[00172] AdExternalZonelnfo

[00173]  As described in the ‘543 application, the DMZ technology allows a
presentation to refer to external media via the ExternalZonelnfo construct. As shown
below, the AdExternalZonelnfo builds on the ExternalZonelnfo in order to refer to either

an external advertisement or an external Ad-Matching Control.

AdExternalZoneInfo extends ExternalZonelInfo : {
tags: string
externalAdURN: string
externalAdMatchingControlURN: string
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supposed to be played. [00192] The AdExternal Zonel nf o or AdIl nternal Zonel nf
o is part of the ZoneMap structure described in the '543 application. A

di gi tal swgnratumsooon t he ZoneMap protects the integritypofi/ush@onntsoy e
structure (including any AdExternal Zonel nf o/ Adl nt er nal Zonel nfo el enents)

[ 00193] The n¥Zon atomitself could be stripped out or substituted into the
media file. Depending upon the specific requirenents for integrity
protection, this could be achieved in one of the follow ng ways: [00194]
(1) The entire nmedia file (including nZon) could be encrypted and pl aced in
a nmedi a container such as DCF and there could be a DRM Li cense associ at ed
W th thegyredia fite. [00I95] (2) Only the Sstreans coul d be encrypt ed;| t he
DRM Li cense coutd—trave a Secure reference to the mZom atomim thi s case.
This method ensures that the presentati on does not start before the overall
|ntegr|ty er| 9 Lby+REotection
mechani smﬂgg?érl beﬁ%Riqﬁ%l g&hg%%%(% ?‘ié)fﬁreﬁéehﬁxﬁ& o ?gééﬁgél?g used to

obt ai n t hderoemitof tite foints arfiyewhete thesiagninregiddeyo besspdiced.ved from t hi s key usi ng
a key-derivation al gorithmthat t he application knows about. The content

itself i caI i grity of

t he rrZonS[gEs)Y t%men { e con‘?qg?ntuzitgléﬁ)?gle g%naﬁ%"g@% lhmn?gh%hgtl on
refers tmddaEAddﬂatCMnghellnimfor1tV\bwnp1r¢uesqixh@yer detects that the nedia zones
have been tanmpered with (e.g if the nZon was stripped out or if it has been

repl aced met.hi n e) the pla 0S oR - jhg. This
does mean@ mf@ soth%g%aaﬁf st #C(f“ﬁma'ge ﬁe % f#ﬂ%'o & One l{acg lléiglﬂlg(r%geést he
t anper i NconSisUEttRE hanks sbaclﬁecnm tﬁa’tmdnmylbsad talgs, msﬁ@)(hebdbtdﬁeiﬂied for

Systom  Avegkal sy LoGHd: [fed Epot CHIESTAR FITEA SR her encr ypt i on

i s requirgd.Selilpieé. RoEod, ArteNat) TheseNagtaye el tdshorelesdads frbmtthead it ent nedi a
and advertisenents mere dellvered over a secure pipe directly to the device

and t here no wa e user. to tanper h th ont.ent nedi a,
advertis 4, o ?f'en [Bﬂ]le%fi%ea Feferehgego eé“"rrﬂ? @é?’?‘?@er’b%t ection is

used only to
[00178] externalAdMatchingControlURN : a URN that points to an external

Ad-Matching control. The application looks up an external Ad-Matching control using

this URN and passes it the result of executing the Ad-Controls in order to pick the right
advertisement for the external zone. In one embodiment, either externalAdURN or

externalAdMatchingControlURN will be present; an empty string means the

field is not present.
[00179] AdInternalZonelnfo

[00180] AdInternalZonelInfo extends InternalZoneInfo as shown below:

AdInternalZoneInfo extends InternalZoneInfo : {
tags: string

}

[00181] tags: same as described above

[00182]  System Integrity
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ensure the ad systemplays what it is supposed to play, in the way it is
supposed to play and does so under the governance of the DRM engi ne.

[ 00198] Twe 2DMZA3s@ehnol ogy described in the '543 appl i caCirars2@oloowss9 nedi a
zones to be nade "unski ppable”. This nmethod can be used to ensure that
adverti sements dubbed as "unski ppable” will not be skipped. [00199] Control
Program Integrity [00200] In a preferred enbodi nent, Ad-Matching Controls
and Ad-Controls are inplenented as self-protecting Controls in the nanner
described in the '693 application, and are issued by a trusted authority
and are authentic and integrity protected. The digital signature on nZon

ensures tlgaig3ihe Pids Metioh dB@rib@onf! of thd ASF&Q; oftfie DRNRGSABhEd DM Strong
bi ndi ng between Ad-Controls and the Ad-Files ensures that Ad-Controls will

not be r essFadyapedels Wit ensureghe gysiein s datggdy. Fronaiigealef| thesqepino2] Cont ent
and Adver i Sengntis {d dngdre ¢RI tllfhe dveaRheYmb@Y Rénifls itk 'ﬁ@n 1¥ kot Mechani sm

for nmedia zone integrity protectl on described in the '543 application. Note
t hat t hi sexampieofcers o die gavsinance dsgoviationg il aexespldsy empodimenpmsishewnf may

b t f t
e stri ppiﬁq?l@y 13Oti1e§%r%o%%§ﬁde dﬂ&&%d@l& cﬁﬁ%é]‘%{&%xﬂ&}rﬁl&hﬂc %¥a§8§%gpn di ng DRM

medi a/ adverti senent . A'secure reference ' .
Control (Ytepweanad pigceCafimnedid fanterSil gohand its asendiatehznne mapsistoumetiore ¥2amde t o

the n¥ fal eded t
L1 7). i ERT AN Bkl S L BRI R e o
[ 00203] Adssodiatedywhtbdiis aesﬁeﬂdercontgtﬁlGGB&A}l costrate shere ksedrelativelydooss 48upling

appllcatlo if t nedia zone cannot be.verified the
applicati oﬁwgef% E“”& op r }’e(r1|96r16gmtl tehelerﬁ?Spreéwﬁrcé’s@% gfolngﬁtlonl’he same

principle can be used to ensure that tanpered ads will not be played. If an
adverti sef00h84]f i |la ons etrﬂmqhimeed somt lor alhehtht iellewipg ragairementeddrisehmityinabl e to

r ender sing.the tent it obtali S, f e Ad-Control, or if the
Si gnaturea’@ grl%'a(iang thet%OVFm(mV\% &e?rq}cfheéésmg secure reference to
t he niZon) has fail ed. In th| s case the OwAccept cal | back for the Ad-Control
shoul d ncli00x85]cal (1¢Adsertisenmentpinastibaplayed whie theyrresuppssedud te playebort ed by

t he application.

[00186] (2) Advertisements should not get skipped when they are dubbed
“unskippable”.

[00187] (3) An ad-matching control should be authentic, and should not be

replaceable by an unauthentic (rogue) control program.

[00188] (4) Ad-controls should be authentic and not replaceable by unauthentic

(rogue) control programs.

[00189] (5) The advertisement file associated with an ad-control should be bound
tightly with the corresponding ad-control. It should not be feasible to replace the
advertisement with another totally different advertisement from an unauthorized and

possibly malicious entity (e.g. a rogue service or a hacker).

[00190] Zone Map Integrity
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[ 00205] Multiple Ad-Lists [00206] Ad-List |ook-up [00207] There are often
multiple Ad-Lists within a system Sone exanples for separate ad-lists
coul d be Wp=2ow/Bf00Ads for 1) Commercial or Paying Ads, PLT/uSousmd1509

Non- Payi ng Ads (e.g., used as fallback ads to fill the ad-slots if there
are no suitable comercial ads available). Each ad-list could be further
organi zed into snmaller sub-lists. [00208] Categorizing the ads into
separate ad-lists helps limt the search space for advertisenents, which
can be especially useful on devices that are limted in their processing
power. [00209] As described in the '543 application, the application can

use the opogey i dThiheBritySoffEZdneMNap {Eﬁmleﬂl'h@sf R#drrednd hEpelLindah théo3as. The
application could use the id as the key to | ook-up the relevant ad-Ii st

from a tadfPHcatipRes 39-"MZon " }ansurss thafadyertisewgnts yilh Plased WheR e¥81R d al so be a
URL if theppekatid beprpad s are directly fetched/streamed fromthe |ocation
(e.g. froma location on the Internet). Sub-categories of |ists could nap
to paths in the URL or to colonized parts of the URN. This would enabl e

cont ent nt@0$RIng The AEFRTRA HERNSH s Adfat e3ingd Zqred2Ee) 1s Rerd bR Medi a
may be St 4 &20% 3 %&%@@eriﬁ%n%@%ﬁ?qui JhAggi ﬁalcg?édaﬁﬂé 64e0 the client

dependi ng on t storage constraints. objects may be pre-parsed
and pr e- vésnieMapcprakds tdecinegdrityofahsetsue snstwe digeludmgaay abase | ocally in

order tooptdmze.th rnf.ormance. The,l f, the object could be used as a
key to |o§é¢%%“?ﬁ%mg@@§39§%e %%HH%PQU%%g?gﬁéd obj ect in the database.
[ 00211] For exanple: [00212] AdlistMppinglnfo [00213] If the mapping is

static it[00098]d bEhebuZon atom itsetfwonlicbeapiriped ati rsubstiseted ira thetrhaia ilecoul d
(oo "t neDRERgiE w8 el ot fic [uirklEnes Riflind grit&gﬁ?térﬁﬁ?xl, {8 dchudBe Sfbypam

o
(e.g. the grvarie y STUIEE™0 e useful to
have t hi sinromppf thg faBowiagtway: t he zone map. AdlistMappinglnfo { id : integer

[00194] (1) The entire media file (including mZon) could be encrypted and placed in
a media container such as DCF and there could be a DRM License associated with the

media file.

[00195] (2) Only the streams could be encrypted; the DRM License could have a
secure reference to the mZon atom in this case. This method ensures that the presentation

does not start before the overall integrity is verified.

[00196] (3) Make use of the integrity protection mechanism described in the ‘543
application. The DRM License is used to obtain the content key. The mZon signing key
is derived from this key using a key-derivation algorithm that the application knows
about. The content itself is typically encrypted and the application checks the integrity of
the mZon as well. When the content starts playing, the DMZ obligation refers to the ids
in the mZon. When the player detects that the media zones have been tampered with (e.g.
if the mZon was stripped out or if it has been replaced by something else) the player is
supposed to stop rendering. This does mean that some part of the content will not be
played before the tampering is detected. In some embodiments, this may be deemed

acceptable.
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AdLi stURN: string } [00214] The ZoneMap woul d have an array of

AdPI at f or ai Adl i st Mappi ngl nfo elenents that map the id to an ad-list URN URL
AdPI at f orwBansiapoext ends ZoneMap { AdLi st Map : array oPCTASPY1a061509

or mAdLi st Mappi ngl nf o } [00215] Host Objects[00216] One advantage of | ocal
ad matching is the ability to use local context to optim ze the match. In
one enbodi nent, the follow ng host objects are nade avail able to the

i nstance of the DRM and/or ad matchi ng engine running on the client. These
host objects are present in addition to the standard host object
environment for any DRM control. [00217] Location: The Location host object

provi des [phpequr rEftrypRaaistie s @heWhat staRzon# t&dihe aiaYdtéHIR thiegn@hlysde, and
altitude; city; state; etc.). In one enbodi nent, the val ues are éexpressed

as string¥ the %t%gqulémdé‘@teswwr!epwpm seauired opnot (¢ ge FrGUPLAPHAY ed as
the user RYWERedddfi REL cEntORIKRPHCANertiSEhAN weleUeliSSBIB & a seHED gﬁ)ehOSt

obj ect could be stored at "/AdPl atforni Local Context/Location <- )

(1 ati t udedifesiyia hadevice prd,dete waspgloavay fan thetuser toRNNRSs §Vithehe eentent medid, eve
this obje : i . i a xposed to
return t hagbflglg%r?[grgﬂ%? mdgﬂr)i}rg{ %%léty%*ﬂgﬁsggﬁégrggi; g%%c?ﬁggs lSHiSQS' tgr ef erence
cl asses amsurenpeadiyisies) playushat ibie seppgsed to playn th thh evayél iasuppesedetioghays f or

each cat ea?x(ardi&:s Oa’l%légfth\é?g¥eljngipc%rotf. th{ngé’Hgirfé(?nt ext information. The sane ad
epl oy

mat chi ng contro on nmultiple devi®ces whi ch have different user
profiles could result in a very different matched advertisenent in the sane
overal | d00188]i oriTheddMi. tpehuioldgy desrribedrin the S43mpptcationsilowe thedia zohes to

foll owi ng | td on- » T .

J AP at { Qi T o CapReis 7 This metiodsan e gped g eayss they adyspiseanents dubbr as

/ wei ght . “Whekippdblediwgititriot be skipgednor mal i zed rel ati ve wei ght for the category
(e.g., a value 0-100). [00219] In sone cases this user-categorization nmay

happen cgrmgi@]el yc&ﬂroﬁbf'oﬁ?zl&xﬁx%%rﬁgd may not be shared in detail with the
S. In3u

server f prrvacy reaso h cases, the

[00200] In a preferred embodiment, Ad-Matching Controls and Ad-Controls are
implemented as self-protecting Controls in the manner described in the ‘693 application,
and are issued by a trusted authority and are authentic and integrity protected. The digital
signature on mZon ensures that the Ad-Matching Control will not be replaceable. The
strong binding between Ad-Controls and the Ad-Files ensures that Ad-Controls will not

be replaceable.
[00201] Binding between mZon and Files

[00202] Content and Advertisement files can be tightly bound to the mZon via the
mechanism for media zone integrity protection described in the ‘543 application. Note
that this alone does not ensure tight binding as the mZon atom itself may be stripped out
of or substituted with something else into the media/advertisement file. A secure
reference from the corresponding DRM Control (typically Controller Signature would
have a secure reference to the mZon) or encryption of the file (including mZon) may be

needed to ensure tight binding between mZon and the media/advertisement files.

[00203] Aborting Media Rendering
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| ocal context information becones nore inportant for |local ad matching. In
one enbodi nent, a control programthat owns the UserCategories container
obj ect hawoperoi3s®ions to wite to and update the user' PCTAISREON)ES?

[ 00220] I n one enbodi nent, the User Categories are stored in the DRM

engi ne's secure state database (e.g., a state database as described in the
' 693 application), and have the PUBLI C READ flag set for themto provide
read only access to all other Control prograns to this data. Alternatively,
the user categories need not be stored in the statedatabase, but could be
conpl etely conputed by the application (if it knew how to conpute these
cat egor | ;ﬁmz@d]d eXPaseHb&Fin'Ra %49 rab?ﬂidaﬁﬁﬂi, iPk Rk Erith Of tHeendIMriRthhRILS -

[ 00221] Zone Info [00222] The Zone Info is a paraneter to Ad- Control

execut i onbeayeifisd henanphrHipnchavld sfopagrdeting the. entire RENEIBAMMFEIME ¢t hi s

par anet er ,exAs e SOIRd 86 edsife HA EmpELIMANGIADESE Blajed. 4PREARERIsERedhe
controls.” For exanpligh%POZZS]

/ DRVEngi nBleAg tampsredarighiiee the/apeledtion tvid hz gndioorendsr &y ysing the ogmgnt key

/ DRVENgI ng/ j Ty 3 5
) DRVEng! nioP R YL BB 01 5 LIRS -AREONGERAT B i E9Epl (Wiceo!
/ DRVENgi nistludes osechemaliersnee & Bo mZser basclaiterh b tiogasethe Qe calibacke,

Desti nat ] AFANEs ESHEESsbAGIPLIEHE AORR hlEo LR e TR 2nd tags o

t he destination zone are expose I'S contal ner object.
Si m | ar | yaboBed bg drcapplicaioar s to the nedia zone in the advertisenent itself.
The id and tags of the source zone are exposed as children of this

containe”ﬂagﬁgct1wLP&&%$thgsone enbodi nent, for ad matching control

execut i on, resu the ad bids action is exposed to the control as a
cont ai ner host object. The follow ng object paths could be used: [00229]

/ DRVENgi n0286]i onAddsisideakeys/ AdBi ds [ 00230]

/ DRMENgi ne/ Acti on/ Par anet ers/ Adl [ OPTI ONAL] [ 00231]

/ DRVENgi njpA1i O 2Rl Shuiiste AGHTL OWAHEn & Qe ]S ol QampRadi ment

AdBids is a container and Is t%flcally accessed using the Special child

names ' @s¢epara@ad-lisgpeoudd e ligis ehadsder HifeonamergishesPaying fAds, 2AdBpuss’ orar r ay
Non-Paying Ads (e.g., used as fallback ads to fill the ad-slots if there are no suitable

commercial ads available). Each ad-list could be further organized into smaller sub-lists.

[00208] Categorizing the ads into separate ad-lists helps limit the search space for
advertisements, which can be especially useful on devices that are limited in their

processing power.

[00209]  As described in the ‘543 application, the application can use the opaque id

which is part of the Internal and External Zones. The application could use the id as the
key to look-up the relevant ad-list from a table. The ad-list may be identified by a URN
which could also be a URL if the advertisements are directly fetched/streamed from the
location (e.g. from a location on the Internet). Sub-categories of lists could map to paths
in the URL or to colonized parts of the URN. This would enable content matching to be

performed on the server side.

[00210] Ads and Media may be streamed, with only the trusted DRM objects
delivered to the client depending on the local storage constraints. These objects may be

pre-parsed and pre-verified and cached in a secure storage or database locally in order to
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[00212]

[00213]

i npressions, etc.) [00242]
AdlistMappinglInfo

If the mapping is static it could be built

Ad- Control s [00243] In one

a new "Action" of the type described in the' 693

in into the application itself and the id

could remain an opaque identifier for DMZ. But if the mapping is more dynamic (e.g. the

mapping varies by source of media content) it may be useful to have this mapping as part

of the zone map.

AdlistMappingInfo {

id :
AdListURN:

integer
string

[00214]

The ZoneMap would have an array of AdPlatformAdlistMappingInfo
elements that map the id to an ad-list URN/URL

AdPlatformZoneMap extends ZoneMap (

AdListMap :

}

array of AdPlatformAdListMappingInfo

[00215]

Host Objects
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application is introduced, called a 'Bid", and is used for |ocal

ad-mat ching. A Control object that bids for an ad-slot does so via this
Action. Iwoanw/Bs®adi nent, the foll ow ng routines can becaafSeeemofsor t he
Bid action: [00244] Control.Actions.Bid.Init [00245] This routine will have
the sane semantics as Control.Actions.<Action> 1lnit, as described in the

' 693 application. [00246] Control.Actions. Bid. Check [00247] This routine
wi Il have the sanme semantics as Control. Actions. <Action>. Check as descri bed
in the '693 application. [00248] Control.Actions.Bid.Perform[00249] This
routine wll have the sane semantics as Control.Actions. <Action>. Perform as

descri bedigopidihe ORORIvaRRAkE 6elotARd mdicHiNeisHRVABIRE th SsSleeaRbAtkex tot he
ResultCode is 0 and the next itemon the stack is a pointer to_the ESB

descr i bedomenigathemuases dp ong,embesdimapt; ths fallqyyigs bayt objests arpmadavaitphle 14 oyt i ne

wi |1 havent i $R66f HE RN a58/0Rad Qﬁﬂ:'h[r%l engﬁk'r&ﬂﬁng&ﬂﬂe%'ﬁént[)ﬁééélhbﬁ, as
described in the '693 application

Cont r ol . ARRI¢Gnare BrageRdn agditpoinths }starﬂlﬁré h?&s @biegteenyiropmept far ayeDBNhe

senantlcsagﬁnfbntrol Actions. <Acti on>. Rel ease, as described in the '693
application. [00254] Bid Result [00255] In a preferred enbodi nent, the ESB
structure that is returned by the Bid action is as described in the '693

appl i cat i §8217s dlocatienipihe Logatiendqshebieqt weovides theeirrent logatip of decpsgF e it s

affiliati n id dnkio I urni ng
its Bid |6r%r% he tE%eBﬁé}%nB@ﬁ%ﬂ@%);fﬁu&agﬂ”g%%gﬁ ). II{(?{el S ugﬁ?eolﬁttﬁéevﬁgesrl\g% chi ng

Cont rol texppesegsedssyringsathe hos objestsiarplivesoiieato(i gajheatgebpdatnd as she wer
par aret er q.tll%(]%gfl %Xoéggﬁléq] reg@ﬁ@t Fdlexa E% @Qh 9‘?13“(%’ ecBSL1d BE stdfkaMpt chi ng
Cont r ol der's tfaxonony us vert] senent paranmeters.
val ueli st "/Ad{’latform/LocalContext/Locatlon <- a (latitude,longitude,altitude) tuple”, and the

DRM engine could retrieve this object as needed. Alternatively, a host function could be

exposed to return the location information.

[00218] The categories (e.g., preference classes or memberships) a user belongs to
(and the relative weights for each category) can be very important local context
information. The same ad matching control deployed on multiple devices which have
different user profiles could result in a very different matched advertisement in the same
overall situation. Such profile information could be stored at the following location:
/AdPlatform/LocalContext/UserCategories/<Category>/<Sub-Category>/.../weight.
Where “weight” is the normalized relative weight for the category (e.g., a value 0-100).

[00219] In some cases this user-categorization may happen completely on the client
and may not be shared in detail with the server for privacy reasons. In such cases, the
local context information becomes more important for local ad matching. In one
embodiment, a control program that owns the UserCategories container object has

permissions to write to and update the user’s categories.

[00220] In one embodiment, the User Categories are stored in the DRM engine’s
secure state database (e.g., a state database as described in the ‘693 application), and have
the PUBLIC_READ flag set for them to provide read only access to all other Control

programs to this data. Alternatively, the user categories need not be stored in the state
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paranmeter = { nane = "Food"; valueList = { paraneter = { name = "Chi nese";
/1 how relevant the ad is for the category "Food/ Chi nese" | ong

f ood_chi nweeaorogissmwance = 90; } paranmeter = { nane = " AsiPam/us26010/00¢1509
food_asi an_rel evance = 70; } paraneter = { nane = "FineDi ning" ; |ong
food_f inedining_relevance = 5; } } } paraneter nane = "TOD" ;

val ueList = { paraneter = { nane = "Breakfast"; |ong breakfast rel evance =
10; // howrelevant it is to show the ad at Breakfast time } paranmeter = {
nane = "Di nner";

database, but could be completely computed by the application (if it knew how to

compute these categories) and exposed as read-only host objects to the DRM controls.
[00221]  Zone Info

[00222] The Zone Info is a parameter to Ad-Control execution and Ad-Matching
Control execution. In one embodiment, this parameter exposes some of the data from the

AdExternalZonelnfo to the controls. For example:

[00223] /DRMEngine/Action/Parameters/DestinationZone/Zonelnfo/id
[00224] /DRMEngine/Action/Parameters/DestinationZone/Zonelnfo/tags
[00225] /DRMEngine/Action/Parameters/SourceZone/Zonelnfo/id
[00226] /DRMEngine/Action/Parameters/SourceZone/Zonelnfo/tags

[00227] Where, DestinationZone refers to the media zone in the content. The id
and tags of the destination zone are exposed as children of this container object.
Similarly, SourceZone refers to the media zone in the advertisement itself. The id and

tags of the source zone are exposed as children of this container object.

[00228] In one embodiment, for ad matching control execution, the result of the ad
bids action is exposed to the control as a container host object. The following object

paths could be used:

[00229] /DRMEngine/Action/Parameters/AdBids

[00230] /DRMEngine/Action/Pmameters/Ad1 [OPTIONAL]
[00231] /DRMEngine/Action/Parameters/Ad2 [OPTIONAL]

[00232] In one embodiment, AdBids is a container and is typically accessed using the
special child names ‘@0’, ‘@1°, ‘@2’ etc which are the elements of the ‘AdBids’ array
of bids. Each bid could have any arbitrary parameters to any arbitrary depth as child host
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| ong di nner_rel evance = 50; // howrelevant it is to show ad at dinner
tinme} paranmeter = { name = "Lunch"; // howrelevant it is to show ad at

| unch ti nwol2orugissaemch_rel evance = 90 ; } } } paraneter 2C{/usanmme/061509rice";
long price = 23; } paraneter = { nane = "Call backs"; val uelList = {
paranmeter = { nane = "bligations"; valueList = { [00256] The table bel ow
shows an exanple of an Ad-Control witten in a procedural style. The
control logic encapsul ates the rules used to evaluate the bid price and the
control then pokes these values into the ESB that it returns when the
Ad-Control's "Bid" nethod is invoked: valueList = { paraneter = { nane =

" Bi ddi ngl g;jedtérah kfi§embodiment, the only requirement would be that the corresponding Ad-
Matching control needs to understand these parameters. Each Ad-Control upon
evaluation returns an extended status block (ESB) that is exposed as the corresponding

host object (‘@n’ child of AdBids container) to the Ad-Matching control.

[00233] In one embodiment, the Adl and Ad2 parameters are optional parameters that
are used to pass the indexes of two ads to be considered from AdBids to which the
comparison is to be limited. When these two optional parameters are passed to the Ad-
Matching control’s CompareBid method it will return a returnCode in the ESB which
determines the relative ordering of the two Ads. The Ad-Matching control’s CompareBid
method may then be used as a comparator function to sort all the ads into an ad-queue

where ads are ordered by their priority.

[00234] Example:

[00235] /DRMEngine/Action/Parameters/Ad1 -> with value ‘@2’
[00236] /DRMEngine/Action/Parameters/Ad2 -> with value ‘@5’

[00237]  The above parameter values are passed to ask the CompareBid method to

compare the following two bids:
[00238] /DRMEngine/Action/Parameters/AdBids/@2
[00239] /DRMEngine/Action/Parameters/AdBids/@5

[00240] In one embodiment, the state database described in the ‘693 application will
be available for these ad controls to enable them to persistently store some state

information.

[00241] Examples of persistent state information that an ad-control may require to be
stored may include the number of times it has been played when it was the winning bid,
the last bid price, and whether the last bid was successful or not. This information (e.g.,

number of impressions, last bid status, etc.) may help the control decide the value of the
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val ueList = { paranmeter = { nane = "Price" ; long price = 0 ; // TOBEPOKED
} paraneter = { name = "Id"; string adld = .."; // TOBE POKED} } paraneter
== { nanewe 20aisbiacks" ; valueList = { } } parameter =2C{/Usa0me/061509
"Obligations” ; valueList ={ } } } [00257] Ad-Control Call backs [00258]
OnAccept Cal | back [00259] In one enbodinent, the Bid Result ESB wi ||
contain an "OnAccept" Callback (e.g., as described in the '693 application)
in order to require the application to call back the AdControl if its bid
has been accepted by the Ad-Matching Control. Wen the Ad-Control receives
this callback it should store information that it needs to use later on in

the st at enx@bRARBFE the control may want to bid more / less if the previous bid was or was not

successful, or the control may want to cap the total number of impressions, etc.)
[00242] Ad-Controls

[00243] In one embodiment, a new “Action” of the type described in the’693
application is introduced, called a ‘Bid’, and is used for local ad-matching. A Control
object that bids for an ad-slot does so via this Action. In one embodiment, the following

routines can be defined for the Bid action:
[00244] Control.Actions.Bid.Init

[00245] This routine will have the same semantics as Control. Actions.<Action>.Init,

as described in the ‘693 application.
[00246] Control.Actions.Bid.Check

[00247] This routine will have the same semantics as

Control.Actions.<Action>.Check as described in the ‘693 application.
[00248] Control.Actions.Bid.Perform

[00249] This routine will have the same semantics as ,
Control.Actions.<Action>.Perform as described in the ‘693 application. If the routine is
successful the ResultCode is O and the next item on the stack is a pointer to the ESB

described below.
[00250] Control.Actions.Bid.Describe

[00251] This routine will have the same semantics as

Control.Actions.<Action>.Describe, as described in the ‘693 application.

[00252] Control.Actions.Bid.Release
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[ 00260] OnCal | ToAction Call back [00261] In one enbodi nent, the Bid Result
ESB contains an "OnCal | ToAction" Callback in order to require the

appl i cat iwo 20m/Baoh back the Ad- Control when it perfor neCrhus20126u1509
associated with a call-to-action advertisenment. In one enbodi nent, when the
Ad- Control receives this callback, it should nmeter the corresponding
event. [00262] Ad-Control Obligations [00263] In sonme enbodi nents the Bid
Result ESB could contain a CRITICAL Cbligation if the advertisenent
corresponding to the Ad-Control was a Call-to-Actionadvertisenent. The
followng Iist of obligation paraneters is defined for this purpose.

Addltlonatoonss]arrem%so&&ul“qu%é&lelsan&%@hkg gation, and the agreenment of
t hese custom paraneters woul d be private to the appl.ication and t he

ad- cont roCO?}FQJ\AC@@FlS <$ﬁ'e0ﬂ?a1ﬁ‘ée?é§ﬁ’ asiflescsibred imthe otP3capplicption; e. g.
urn:...:ad:call-to-action [00264] HyperlinkReference: a Val ueLi st t hat
speci fi esyg2byPer BidKedu@t the host application needs to open in a browser.
[ 00265] S Reference a paraneter that indicates that the host needs to
send an SMS _nessa speci fied

de. 00266 PhoneNu ef erence:
a par amet 0285t rE@F@Q emhgginent ﬂi‘ﬁ)@fé) IeT““é?%gﬁ’e‘gb Ell d phone
nurber. [ QQRET aﬁiés&%eehhﬂe ‘CONhpHcatidi0 A4 68 kx 1@%“&613%%’85& corftrol €W

action-' ConpareBid" -is introduced for Local Ad- Mat chi ng. I n_one
embodi nenmight degdareits|affyiqtion psing she @¥I9EHE and wmjght h’éitbeWeéGéMQb’es bi ds and

does one féfturhﬁg 1{5\Mdhhﬂ1@$%B PAR6Bla> SeliGFdad. ttheuPOMAE IR Ring W dnltof he

W nni ng bid e optional Adl and Ad2 paraneters shoul d not be passed in

thi s caseto mepgrycyaliptechepids and tompyitgriiontp e Rareneiers declated Ay theafd- Ad2
par amet er g gt ’?ﬁéﬁ gﬁonﬁ-ﬂpﬁﬁ%@ﬁld' lﬁgt%ﬁmg Q%?xfdg{lglsd@{as 21\‘1@ '&l%' drhéy [00271] In

the first case Vat chi ng Contro Bi ds and sel ects
t he best - fmaordmy wded foraslversigeroent@siageeters.n t he virtual machi ne byte code
itself. [00272] In the second case the virtual nachine code acts as a

conpar at pr—funection

valueList = {

parameter = {
name = "Food";
valueList = {
parameter = {
name = "Chinese"; // how relevant the ad is for the

category "Food/Chinese"
long food_chinese_relevance = 90;
} .
parameter = {
name = "Asian";
long food_asian_relevance = 70;

}

parameter = {
name = "FineDining";
long food_finedining_relevance = 5;
}
}
}
parameter = {
name = "TOD";
valueList = {
parameter = {
name = "Breakfast";

long breakfast_relevance = 10; // how relevant it
is to show the ad at Breakfast time
}
parameter = {
name = "Dinner";
long dinner_relevance = 50; // how relevant it is
to show ad at dinner time
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which th
based on

e application calls repeatedly to sort the Ad-List into an Ad

relative priorities between the individual advertisenents.

- Queue

Thi s

met hod i swprow/dsmit o enabl e the hi gher application | ayecTius2empbesnent
al gorithm(s) that are appropriate for the problemand the platform(e.g.,

heap sor

t, merge sort etc.). Most of the sort logic in thiscase is

inplemented in the application's inplenentation | anguage which is nore

easily o
descri be
of respo

ptimzed for the platform The virtual machine instruction se
dinthe '693 application is relatively sinple,

nsibilities may represent the nost efficient solution. [00273

Cont r ol

semant i ¢
appl i cat
will hayv
in the '
This rou
Cont r ol

t he rout
stack is
Control .
semant i ¢
appl i cat
routi ne

descri be
ESB stru
In one ¢
returns

ext ended

Actions. ConpareBid. Tnit [00Z74] This routine wll have the sg
s as Control . Asid-eB86er<Action>.Init as described in the '693
ion. [00275] Cont mehe Actiwmwrsr Conpadwe Betkveheclk [90276howlhisatr g
elurhk Sage semanti cs as Control . Actions. <Acti on>. Check as des
693 application. [OBRAPPCICERETGRCACt PBhs. Conpar eBi d. Perform [
tine wll h@ve}the same senmntics as

Actions.,<Action>. Performas described in the '693 application.

ine is suegsrssful (the ResultCode is O and the next itemon th
a poi nter daspethereSE-descri bed bel ow. [00279]

Act i ons. ConmpayeiideDeeeri be [00280] This routine will have th
s as Control . Actions. <Action>. Descri be as described in the '§
i on. [0@28F)etehrit ol . Acti ons. Conpar eBi d. Rel ease [00282] This

wi |l have ﬁggﬁ§=“5a§ fiti‘cs as Control.Actions. <Action>. Rel g
din the '693 application. [00283] ConpareBid Result [00284]

cture is described in as described in the '693 application.[(
xanpl e, the ConpareBid Action of an Ad-Matching control progr
an ESB with the follow ng structure (reflecting the best pick
St at usBlPaekneEsbBi dResul t

name "Obligations";
valueList {

[00256]

style. The control logic encapsulates the rules used to evaluate the bid price and the

The table below shows an example of an Ad-Control written in a procedural

control then pokes these values into the ESB that it returns when the Ad-Control’s ‘Bid’

method is invoked:

valueList = {
parameter = {
name = "BiddingInformation";
valueList = {
parameter = {
name = "Price";

long price 0; // TOBEPOKED
}
parameter = {

name = "Id";

string adId =

"; // TOBEPOKED
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esb{ global Flags = 0 ; esbCategory = ACTI ON_GRANTED; esbSubCategory
| ocal Flags = 0 ; cacheDuration = {SEC, 0}; valueList = { paraneter
nane = "WvorhrgBs@i ; paraneter = { nane = "Adl ndex" ; pomgsSadioosry /
i ndex of ad in the shortlisted ad-list } } } } } [00286] As anot her
exanpl e, the ConpareBid Action of an Ad-Matching control program m ght
return an ESB with the followi ng structure (reflecting the result of the
conpari son between Adl and Ad2): extendedStatusBl ock EsbBi dResult = esb{
gl obal Flags = 0 ; esbCategory = ACTI ON_GRANTED;, esbSubCategory = 0 ;

| ocal Flags = 0 ; cacheDuration = {SEC, 0 } ;

}

0 .
{
/

}
}
parameter = {
name = "Callbacks";
valueList = {
}
}
parameter = {
name = "Obligations";
valueList = {

[00257]  Ad-Control Callbacks
[00258] OnAccept Callback

[00259] In one embodiment, the Bid Result ESB will contain an “OnAccept”
Callback (e.g., as described in the ‘693 application) in order to require the application to
call back the AdControl if its bid has been accepted by the Ad-Matching Control. When
the Ad-Control receives this callback it should store information that it needs to use later

on in the state database.
[00260] OnCallToAction Callback

[00261] In one embodiment, the Bid Result ESB contains an “OnCallToAction”
Callback in order to require the application to call back the Ad-Control when it performs
the task associated with a call-to-action advertisement. In one embodiment, when the Ad-

Control receives this callback, it should meter the corresponding event.
[00262] Ad-Control Obligations

[00263] In some embodiments the Bid Result ESB could contain a CRITICAL

Obligation if the advertisement corresponding to the Ad-Control was a Call-to-Action
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val ueList = { paraneter = { nane = "ReturnCode" |ong returnCode; } }

[ 00287] I n one enbodi nent, the possible values of return code could be as
fol | ows: [WO288)138Wage Data Filtering [00289] Privacy Comsirdsea@vioorsss [ 00290]
Local laws often restrict the type of information that can be collected for
users through the specification of perm ssible privacy practices and | aws.
In sone enbodi nents, devices may talk to trusted services at the backend.
Ext ensi ve data nmay be collected and sent to the trusted server. The
information can be protected on the service end fromdisclosure as required
by |l ocal regulations. [00291] However in sone cases there may be

restri ctigRerRemwhtathdliswi)ise 8f SlitatisiPpdrambea i§ QMR foeth@purpeegh t he
backend service itself is trusted. In this situation, the data that is

col | ect ecAgditionsd Parametersepulderpishrin Sisrigatiang andhthe ggreeigyt P dhese SULRRdi ng i t

up to theysenatels wduiRPBORAvAStoARe SR ardth@RRLOMA pRIVIdERYTIRMAREs e t he
data by paddi ng sone random data (e.g., constant random data that gets
dreallsia

stored bythe peligasionicewdibern.g¢ B¢ hea ™&liPY j dentifiable information and
taki ng a one-way hash of the two. The specific techniques to be used by the

appl i cati@p264 an@perlimRcidiencdah FaRkeBispthhsREIfRS Rhlpdriniothat A8 hafp!l i cati on,
and it mﬁ?l Sg appreciatéﬁ t hat aﬁy sﬁitabﬁg techn?%ues cgn be used. [00293]

Ther e mayapplicationingpds tEQPEN B EPFEWSY- t hat are col l ected on the client for
| ocal use, but these may need to be filtered out before reporting to the

server. Tip626%! | CYMBRefeRndblaf parfndibd thin@Bite SRR RE N6QMBERS kdhddRfIMSd by
the application. However it may be nore flexible if this policy was

i npl enentaesage tQ apresifieh$MSicode. it may all ow the application to achieve
sonme or all of the follow ng: [00294] Use a different policy for different

| ocal es hpageb]on PHAENuMBMRMrddtO U pahh&st ihddinlifRGe BRI iheAMokGReds to call

a specified phone number.
[00267] Ad-Matching Controls

[00268] In one embodiment, a new action—‘CompareBid’—is introduced for Local
Ad-Matching. In one embodiment, a Control object that supports this action evaluates

bids and does one of the two things:

[00269]  Selects the advertisement with the winning bid. The optional Ad1 and Ad2

parameters should not be passed in this case; or

[00270] Compares two bids (when the optional Adl and Ad2 parameters are passed)

and establishes their relative priority

[00271] In the first case the Ad-Matching Control evaluates all Ad-Bids and selects

the best-match. All the logic resides in the virtual machine byte code itself.

[00272] In the second case the virtual machine code acts as a comparator function
which the application calls repeatedly to sort the Ad-List into an Ad-Queue based on
relative priorities between the individual advertisements. This method is provided to
enable the higher application layer to implement algorithm(s) that are appropriate for the
problem and the platform (e.g., heap sort, merge sort etc.). Most of the sort logic in this
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[ 00295] Update the policy independently wi thout the need for a software
update for the application when |local |aws are changed after the service is
al ready openatwsmhi [ 00296] The fol |l owi ng section bri ef PgTassewiobsgy how DRM
engi ne technol ogy such as that described in the '693 application my be
used for Usage Data Filtering. [00297] Filter Function [00298] In one
enbodi nent, a new Action-'FilterUsageData' -is introduced which is supported
by a DRM Control that inplenents a policy for the purpose of filtering
usage data. Paraneters to the FilterUsageData action could include:

/ DRMENngi ne/ Acti on/ Par anet er s/ Dat aNane <- string paraneter

/ DRVENGi ngdsfed infpMrinatied @t N R RétationIhidudge WRICA 1 EMbFe easil
/DRNEngine/AcI?gﬁé Parané?i?%m?%ata <- Val ue B.Ioc%lgle . . d

/ DRVENngi neptiapizedior the pladiarar Jheyhtuak mpchine ingiryqtiey spifeserihed in the 693

/ DRVENgi n ' T f : i bifiti L

LT ansf or M e e B e S T ohar ™ [ 00300
Dat aNarme mopteffi¢ientsghiionf t he data itemthat needs to be filtered. [00301]
"Da taNaneSpace " is the nanespace in which the name of the data itemis
defined. [ 931 Debirol ASiohd€opireBld. il ue of the data item [00303]
"Context 1d" iI's an opaque context id; the neaning of this context id can be

as privatelé agreed between the application and_the privacy policy.
provi der . [008%404] Thivfutiae vall hayq Ba puns ssaaantics & Gordrol ActipnseAciion>tlfist i s

used to CAMRYitA8n BRIGIPIRIERIA, t ransformati on methods supported by the
application. In one enbodinent, the agreenent of the itens, data types, and

| ayout of this data-structure is private to the application and the privacy
poiicy pr@9R&R) . FoundsictionntenpaaBid-GheskFi |t er UsageData. I nit [00306] In
one enbodi nent, this routine has the sane senmantics as

Cont r ol . Ao PeYs . <F¥it katime Wil haasthe e5f¢ sddgahtitdast he ' 693 application. [00307]

Control . Actions. FilterUsageDat a. Check ) o
Control.Actions.<Action>.Check as described in the '693 application.

[00277] Control.Actions.CompareBid.Perform

[00278] This routine will have the same semantics as
Control.Actions.<Action>.Perform as described in the '693 application. If the routine is
successful the ResultCode is 0 and the next item on the stack is a pointer to the ESB

described below.
[00279]  Control.Actions.CompareBid.Describe

[00280]  This routine will have the same semantics as

Control.Actions.<Action>.Describe as described in the '693 application.
[00281] Control.Actions.CompareBid.Release

[00282]  This routine will have the same semantics as

Control.Actions.<Action>.Release as described in the '693 application.
[00283] CompareBid Result

[00284] The ESB structure is described in as described in the '693 application.
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[00308] This routine wll have the sane senmantics as

Control . Actions. <Action>. Check as described in the '693 application.
[ 00309] wotnml/i3gmii ons. Fi | t er UsageDat a. Per f orm [ 00310] pThits201000i502 Wi | |
have the sane semantics as Control . Actions. <Action> . Perform as descri bed
in the '693 application. If the routine is successful the ResultCode is O
and the next itemon the stack is a pointer to an ESB. [00311]

Control . Actions. FilterUsageDat a. Descri be [00312] This routine will have the
same semantics as Control . Actions. <Action>. Describe in the '693
application. [00313] Control.Actions.FilterUsageData. Rel ease [00314] This
routine \éxobiséjavqntoh@e%ﬁﬂflsae%ﬁé@e ipGRBRE AR §fQkn AL Matdhng A %Pﬁﬂ%gﬁ?ﬂ ease as
described in the '693 a i cation.[00315] FilterUsageData Resu [ 00316]

Thi s met HeWrmsean B with llowm&ﬁﬁ@cm@ qeting thethest IER: structure is as
described in the '693 appl ication. An exarrpl e i's shown bel ow

ext ende | ataResutt—=—=est{gtobal Frags—=0—
eshCat eg%rﬁ%}j&éasg&&slé%ﬁﬁﬁl es%%ubCat egory = 0 ; localFlags = 0 ;
cacheDur|at i on AcbSECagd & 0; val ueList = { paraneter = { nanme =

"Fi | t er Resul t "espcatadgeeti-=scridN_gemarei er = { nane = "Resul t Code"; | org

resul t Cade; esbSubCategory = 0;
localFlags = 0;
cacheDuration = {SEC, 0};

valueList = {
parameter = {
name = "WinningBid";
parameter = {
name = "AdIndex"; ]
long adIndex; // index of ad in the

shortlisted ad-list

}

[00286]  As another example, the CompareBid Action of an Ad-Matching control
program might return an ESB with the following structure (reflecting the result of the

comparison between Adl and Ad2):

extendedStatusBlock EsbBidResult =
esb{
globalFlags 0;
esbCategory ACTION_GRANTED;
esbSubCategory = 0;
localFlags = 0;
cacheDuration = {SEC, 0};

o

valueList = {
parameter = {
name = "ReturnCode";

long returnCode;

[00287] In one embodiment, the possible values of return code could be as follows:

Symbol Value | Description

56



[ OPTI ONAL] paraneter = { nanme = "CQutputData"; Val ueBl ock outputData; } }

[ 00317] Resul t Codes [00318] The followi ng table gives the potential val ues
of the RewOl2000G3800par aneter in one exanpl e enbodi nent : [ PO3ASR01QVOIF0¢ Dat a
[00320] This is a Value block that contains the follow ng data: [00321] (1)
A field to signal the selected transformation nethod to the application; OR
[00322] (2) The transforned data itself (e.g., if the filter control did
the transformation itself to enforce a policy when there was no

appl i cation-provided transformati on avail able, and indicated this by
setting the return code to RESULT CODE CUSTOM TRANSFORMATI ON) [ 00323] Usage
Data Repprting [00324] Dynam ¢ [rust Rel at1 onshi p()mdLOOSZS] ['n one
embodi mrePRETCRDEIABORT appl i cat ijof al | pABP shoylded dgorapArsan | sortiahage
trust relationships with contentl and addysitewhigeeverabiverrerxanpl e, a user may
deci de t t ovi der, and,th St _angc of t ontent
provi der%ﬁ#@hﬁéﬁﬁ@g{Md at 'Jt; he cﬁ%‘hf Oug:lgl% rAl aﬁnﬁlpmcef’l it [[00326]

In one epnbodi pent -t he | evel of ltryst ?,RQStQ ¢§OIJ ggP%%rgtl?nnan thC frust

that is pﬂzme@mmﬁ&mﬁgust ancpors, mwmen@ﬁéédltsablaﬂﬁfmrthus only
performja limted set of things | with t h@nparisggond class” or "limted use”

I a-a-o-0-=23

trust anchors. {00327 1 sonme gnbodi MENTS,” a common (rust hierarcny is
used. Thj REt@oD: ARy At AdpPous flet a nuMbKAﬁZin@alconéprifbrltEI udi ng: [ 00328]

1) If hi S dt | s, t hat f
ée)nerat go ”if%ﬁaﬁaﬂf«xhx%ﬁe H gf %ﬂgprsdeggﬁpr rrijt?g?.r:eggg,rat ed
by parti eRETOBDIAWD 5o Apype of jtrust Agl §tAlerlﬁ|3fd%r\9ffaﬂ'br'itpe trust

hi er ar chy.—This provi des SOITE
RETCODE_AD1_WINS 2 Ad1 wins; no need to do any further
comparisons

[00288]  Usage Data Filtering
[00289] Privacy Considerations

[00290] Local laws often restrict the type of information that can be collected for
users through the specification of permissible privacy practices and laws. In some
embodiments, devices may talk to trusted services at the backend. Extensive data may be
collected and sent to the trusted server. The information can be protected on the service

end from disclosure as required by local regulations.

[00291] However in some cases there may be restrictions on what data may be sent up
to the server, even though the backend service itself is trusted. In this situation, the data
that is collected can be filtered and/or anonymized in some way before sending it up to

the server.

[00292]  As an example, an application may anonymize the data by padding some
random data (e.g., constant random data that gets stored by the application) to the
personally identifiable information and taking a one-way hash of the two. The specific
techniques to be used by the application to anonymize the data are a responsibility of the

application, and it will be appreciated that any suitable techniques can be used.
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protection agai nst rogue controls that mght try to exploit problens in the
DRM engi ne i nplenentation, if any are found to exist once the solution is
depl oyed wo 20tve136t0e¢l d. [ 00329] (2) The trust rel ati onshippTafS2410801509

cl eari nghouses with the central trust authority neans that unknown and
potentially malicious clearinghouses cannot becone "freeriders". [00330]
Metering Obligation [00331] The '881 application describes a netering
obligations framework for metering higher level (e.g., application |evel)
events (e.g. Survey event, Voting event, User skip event, etc.). These
obligations can be extended to include the URL of the clearinghouse to

whi ch thqog293) | STHes: M@y 5€ Bértailr@4ta BlARYs hat bFicoVietied bh e dMehi fdr eat ai n one
nore paraneter - the stri n?Rj paranmeter "C earinghouseURL" and the val ue

woul d be ugestut thege @y nashiorhs filtseed gt befgre reperting &0 the sgyst dbe PpboBip p2p
Cont ent  apghe A¢lrifellas Bsh rl;é)&%?p%te%ﬁhéa by e %ﬁ&ﬁsh m&@%@ itdyEmek t he

content that is avail abl e over I nt ernet and ot her distribution mediuns,
it is of titaxitde fffthis policy wag imfdere@n@dema PRM Cpatrelas ¢ raayt allovethie apshiqstiPe at i on
via RSS %ggﬁlg@esso%eo&ratul@Ithesglugg,h%n to the problem Users can subscribe to
content feeds that may be to their liking and effectively sign up to
receive that "channel". [00334] Another mechanismfor content distribution
is via pdﬁpz%d pdése a(d’ﬁﬁ)en‘sﬂ’ﬂi\cb’rf@f difforenidlregleshpsehonlogaldaymyithgr ar bitrary
devi ces thalinP@RAppiKatiofonnect” with each other to share content. Wile
devi ces coul ollnex og% RSS feeds of their content to each other, users still

need to select the feeds and/or individual content itens. Due to the small
form f actl8P2%¥ nd¥rdate e ppliesindeneadengly witouphe agediorpnaftwasdipdag bt i ence.

[00335] Ther li%Et‘?onSQ?&l roema&é&rk- Rfar}ed %ftQj thé {drbe @Muea@y bpgarkabl
interaction:]0033 a) The devices could automatically exchange content
that would be likely to be relevant to t.he resBectlve owners of the
devi ces. [0020937] Ths)folippsingsetivadrieBy descabeshast Barlppgle&aqehwd@gy such as
adver ti S§RMeScribR@kn ﬁi'é%@é%hkéd‘&'rﬂa;l& Red gt EQD% Bitseal Ad-Control on
the recipient device These types of i1nferactions woul d provide a
neans to seani esslf/ di ssem nate Content and Advertisenents to people who
¢

are |ikell§02%1¢ i dalterdmwetien pe rel evant and
[00298] In one embodiment, a new Action—‘FilterUsageData’—is introduced which
is supported by a DRM Control that implements a policy for the purpose of filtering

usage data. Parameters to the FilterUsageData action could include:

/DRMEngine/Action/Parameters/DataName <- string parameter
/DRMEngine/Action/Parameters/DataNamespace <- string parameter
/DRMEngine/Action/Parameters/Data <- Value Block
/DRMEngine/Action/Parameters/ContextId <- string parameter
/DRMEngine/Action/Parameters/TransformationMethods <- available
transformation methods supported by the application

[00299] Where:
[00300] “DataName” is the name of the data item that needs to be filtered.

[00301] “DataNameSpace” is the namespace in which the name of the data item is

defined.
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woul d provide a better user experience. [00339] However, under nor nal

ci rcunst ances, random peers do not trust each other and it is not possible
for peerswoaogvisb@ieach other directly. The DRM engi ne Pethusediomyisosed in
preferred enbodi nents nmakes it possible for certified and integrity
protected DRM Agents (e.g., of the type described in the '693 application)
to be run on renote peers in order to obtain non personally-identifiable,
contextual, user information, device information, information about the
past behavior of the user, etc. [00340] Wth the help of this information a
sendi ng peer can deci de what Content and/or advertisenments would be likely

to be rel @oapt) t o~bhesF @CRE ¥E8 AR of AAMiGQRBt | cal |y push these over to
the recipient. [00341] Renote Probing Agent [00342] The sending peer will

run the renote probing agent on the renote (receiving) peer in order to
probe it s[08303) onheemtexE Id hisimepanemcontaxésid; gheamerming@fdhivepnient idigar it may

orohe Ok AL e L S LORG e O 2b ST ikl o7 et

|nfornatlon/transactlonal data[00346] An agent can probe the above
i nf or mat i BhQ304]| | t EFrans bermppt opre @m@d%"slSrvgdatzestglcturt: Hat fsi uwdatq wgvesechani sm

descr | bedu el gBlah SbHERich1Re b QLPRARy k. A1 Ehig ESB 10 ef ect

cont ai ns ere con eer e sendi ng peer
uses thi sembﬁdmmamt tlmragmlenmagt aﬁthehltékds @anattymds sandridyart oﬂﬂhasl\thnacktruvglré:mt rols
and determ.n stagegigntent ns.an ﬁgvertlsenents that may be relevant to
t he reci pPe¥te 8% 'JcatI“Hlaél(S] © BIHSS iPOBRY ROVIEE £ o1 | owi ng rout i nes coul d be
defined: [00348] Control.Agents. RenoteProbe.Init [00349] This routine wll
have t he H8865]sen@ottra AcaeondBiltbriddagdlmalst <Agent>. I nit as described in the
' 693 application. [00350] Control.Agents. Renot eProbe. Run [00351] This

outi e Wdoodt2 el AATRAGIAN LSRR halRRLLAL AHERISasAgONT >, Run as

descri bed
Control.Actions.<Action>.Init as described in the '693 application.

[00307] Control.Actions.FilterUsageData.Check

[00308] This routine will have the same semantics as

Control.Actions.<Action>.Check as described in the '693 application.
[00309] Control.Actions.FilterUsageData.Perform

[00310] This routine will have the same semantics as
Control.Actions.<Action>.Perform as described in the '693 application. If the routine is

successful the ResultCode is 0 and the next item on the stack is a pointer to an ESB.
[00311]  Control.Actions.FilterUsageData.Describe

[00312] This routine will have the same semantics as

Control.Actions.<Action>.Describe in the '693 application.
[00313]  Control.Actions.FilterUsageData.Release

[00314]  This routine will have the same semantics as

Control.Actions.<Action>.Release as described in the '693 application.
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[ 00352] Control . Agents. Renot eProbe. Descri be [00353] This routine wll have
t he sane semantics as Control . Agents. <Agent >. Descri be as described in the

' 693 applwoabionnss00fi00354] Control . Agent s. Renot ePr obe. Relpeaas2¢1008689 Thi s
routine will have the same semantics as Control. Agents. <Agent >. Rel ease as
described in the '693 application. [00356] Exanple Use Cases [00357] The
foll ow ng di scussion explains how certain illustrative enbodi nents nmake use
of the DRM engi ne constructs enunerated above and described in the '693
application and/or the '551 application.[00358] One relatively sinple
use-case deals with | ocal ad-matching involving a set of three

adver ti sqgpsisy- qurty&jsa%l%ﬁéguqterl ng i s assuned to have happened and three
adverti serrents are int list. They are: [00359] (1) Advertisenent for
a high-end sit-down restaurant (Adl [00360] (2) Advertisenent for a

Chi nese t[8R3Myt Thigmethgd getpms g {n pnepmbadimatthe ESP shygrg is@8ment for a
mobi | e h%@&%aﬁﬁd&)ééﬁ%ﬁaanoﬁs AT QUhpldts Bhdwn Bdowl N this exanple the
content is a soap opera episode that needs to show an advertisenment hefore
pl ayi ng |t he content at Access Unit O. [ 00363] Consider the follow ng
sni ppet |ofxtandegsomorppleotk EopitidherisaveRforRestltEnt ert ai nnment SoapQOper a [Nane
Rat i ng Dus&ti on Season SynopS| s [00364] The tags for the content coulld be

as follgus: Erft Egtég@ﬂg@ ASPARBELAED;

esbSubCategory = 0;
localFlags = 0;
cacheDuration = {SEC, 0};

valueList = {
parameter = {
name = "FilterResult";
valueList = {
parameter = {
name = "ResultCode";
long resultCode; }
[OPTIONAL] parameter = {
name = "OutputData";

ValueBlock outputData;

[00317]  ResultCodes

[00318] The following table gives the potential values of the ResultCode parameter in

one example embodiment:

Result_Code Value | Description

DO_NOT_FILTER 0 Application does not need to filter this data out as per the
policy

SUPPRESS 1 Application needs to suppress this data in the output
completely

ANONYMIZE - 2 Application needs to anonymize this data and then send
it to the server

USE_TRANSFORMATION 3 A transformation method is signalled in the ValueBlock
(the agreement of the transformation methods is private
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Name Murray Rating General Audi ences Duration 30 m nutes Season 3Synopsis
Murray visits his [00365] The zone map corresponding to this content coul d
be as folwowsio/@sweMap : { points: [AU-O AU I, AU 1000pcCirnsesmabidones : [
{ /1 internal zones here // so Medi aZones obligations can be attached // to
them // MAGNETIC zone from AU-O to AU-1000 { fronPoint: O , toPoint: 2 ,

I d: 454545454, attributes: 0 , nediabD gestAlgorithm 1 , nediaD gest:

[...], neteringTag: XYZ } , // STICKY and NOSKIP zone fromAU-O to AU |

to the application and the privacy policy provider)

CUSTOM_TRANSFORMATION | 4 The virtual machine program has done a custom
transformation and included the output buffer in the
value block. (Useful in case the application does not
have an acceptable transformation method to use)

[00319] OutputData
[00320] This is a Value block that contains the following data:

[00321] (1) A field to signal the selected transformation method to the application;
OR

[00322] (2) The transformed data itself (e.g., if the filter control did the
transformation itself to enforce a policy when there was no application-provided

transformation available, and indicated this by setting the return code to
RESULT_CODE_CUSTOM_TRANSFORMATION)

[00323] Usage Data Reporting
[00324] Dynamic Trust Relationships

[00325] In one embodiment, the client application allows a user to dynamically
manage trust relationships with content and ad providers. For example, a user may decide
to trust a content provider, and the trust anchors of the content provider would then be

stored at the client in a special location.

[00326] In one embodiment, the level of trust might still be less than the trust that is
placed on other trust anchors, and the application may thus only perform a limited set of

things with these “second class” or “limited use” trust anchors.

[00327] In some embodiments, a common trust hierarchy is used. This can be

advantageous for a number of reasons, including:

[00328] (1) If a common trust hierarchy is used then Controls that run are not

generated by unknown and potentially malicious parties, but are generated by parties that
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{ fromPoint: O, toPoint: 1 , id: 454545454, attributes: O ,
nmedi aDi gest Algorithm 1 , nediabDigest: [...], nmeteringTag: XYZ } , } ]

ext er nal Avpes10/13500f splicePoint: 0 // insert at AU at i RAEUSR010M015847617 //

sone opaque id tags : Entertai nment .SoapOpera .Nanme . Mirray ,

Entertai nnent. SoapQOpera. Rating. GA, Entertai nment .SoapOpera .Duration
.30m n , Entertai nnent .SoapQOpera .Season .3 , Entertai nnment . SoapQpera.
Synopsis .Murray visits \ . Then he encounters ... external AdURN : ' //
enpty string external Advat chi ngControl URN: "urn: acne: control :003" }

] signature: { signatureAl gorithm0 , signatureValue=1[...] "}

have some type of trust relationship with the trust hierarchy. This provides some
protection against rogue controls that might try to exploit problems in the DRM engine

implementation, if any are found to exist once the solution is deployed in the field.

[00329] (2) The trust relationship of the clearinghouses with the central trust authority
means that unknown and potentially malicious clearinghouses cannot become “free-

riders”.
[00330] Metering Obligation

[00331] The ‘881 application describes a metering obligations framework for
metering higher level (e.g., application level) events (e.g. Survey event, Voting event,
User skip event, etc.). These obligations can be extended to include the URL of the
clearinghouse to which the data is to be sent. For example, the ValueList would contain
one more parameter — the string parameter “ClearinghouseURL” and the value would be

a string containing the URL for the Clearinghouse.
[00332] P2P Content and Ad Sharing

[00333] Due to the extremely large volume of the content that is available over the
Internet and other distribution mediums, it is often difficult to find content that is
relevant. Media syndication via RSS provides a partial solution to the problem. Users can
subscribe to content feeds that may be to their liking and effectively sign up to receive

that “channel”.

[00334] Another mechanism for content distribution is via peer-to-peer (P2P)
sharing. P2P sharing involves any two arbitrary devices that “bond” or “connect” with
each other to share content. While devices could expose RSS feeds of their content to
each other, users still need to select the feeds and/or individual content items. Due to the

small form factor of mobile devices this may not be an optimal user experience.

[00335] There are some interesting possibilities during the P2P interaction:
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[ 00366] There is a Medi aZones obligation that specifies that the entire
presentation is MAGNETIC, and a small zone surrounding the insertion point
that is SVOCKN/@AMINOSKI P. I n addition the external zoneCras3ibaKsoand
NOSKI P to ensure that the external advertisenent would not be skipped or
fast forwarded (see FIG 15) [00367] Consider the follow ng snippet of the
t axonony of categories for advertisenents: Restaurants Food Chi nese Takeout
Fi neDi ni ng French Cantonese Medi terranean Japanese El ectronics Devices
Mobi | ePhones [00368] For purposes of this exanple, assune the nmax,K Access
Unit for the advertiserrent s 300, 400 and 500 for the above three

adverti sqqp gﬁﬁ% dIﬂ@esch)ﬁRl dmemdiRalehchige cdanahMuar wodldbeilikts o [ AU- O,
AU- 3 00] 1 nt er naI ones f romPoi nt =0, t oPoi nt =l , medi aDi gest Al gori t hnel

, medi aDiRfgglexart to the respectlve owners of the devices.
[00337] (b) The devices could automatically exchange advertisements that are more

likely to be matched by a local Ad-Control on the recipient device.

[00338] These types of interactions would provide a means to seamlessly disseminate
Content and Advertisements to people who are likely to find them to be relevant and

would provide a better user experience.

[00339] However, under normal circumstances, random peers do not trust each other
and it is not possible for peers to probe each other directly. The DRM engine technology
used in preferred embodiments makes it possible for certified and integrity protected
DRM Agents (e.g., of the type described in the ‘693 application) to be run on remote
peers in order to obtain non personally-identifiable, contextual, user information, device

information, information about the past behavior of the user, etc.

[00340]  With the help of this information a sending peer can decide what Content
and/or advertisements would be likely to be relevant to the receiving peer and

automatically push these over to the recipient.
[00341] Remote Probing Agent

[00342] The sending peer will run the remote probing agent on the remote (receiving)
peer in order to probe its environment for information. The type of information that it

may probe could, for example, include:
[00343] (a) user profile information
[00344] (b) device context information

[00345] (c) behavioural information/transactional data
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| d=100, attributes=0 tags : Food. FineDi ning. Cantonese, Restaurant .* } ]
external Zones : [ ] signature: { signatureAl gorithm=0 , signatureVal ue=
[...] } [WO260)13Five zone map for Ad2 is: ZoneMap : { poiPATAIS2¢1A001309 AU- 400]
internal Zones : [ { fronPoint=0 , toPoint=l, nediabD gestAl gorithm=l |,

medi aDigest=[...] , 1d=100, attributes=0 tags : Food. Chinese. Takeout,
Restaurant . } ] external Zones: [ ] signature: { signatureAl gorithm=0 ,
signatureValue= [...]

[00346] An agent can probe the above information, filter it as appropriate using, e.g.,
the filtering mechanism described herein, and return the information in an ESB. This
ESB in effect contains the filtered local context for the remote peer. The sending peer
uses this information along with Ad-Controls and/or Ad-Matching Controls and

determines the Content items and Advertisements that may be relevant to the recipient.
[00347] In some embodiments, the following routines could be defined:
[00348] Control.Agents.RemoteProbe.Init

[00349]  This routine will have the same semantics as Control. Agents.<Agent>.Init as

described in the '693 application.
[00350] Control.Agents.RemoteProbe.Run

[00351] This routine will have the same semantics as Control. Agents.<Agent>.Run as

described in the '693 application.
[00352] Control.Agents.RemoteProbe.Describe

[00353] This routine will have the same semantics as

Control.Agents.<Agent>.Describe as described in the '693 application.
[00354] Control.Agents.RemoteProbe.Release

[00355] This routine will have the same semantics as

Control.Agents.<Agent>.Release as described in the '693 application.
[00356] Example Use Cases

[00357] The following discussion explains how certain illustrative embodiments
make use of the DRM engine constructs enumerated above and described in the ‘693

application and/or the ‘551 application.
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} [00371] The zone map for Ad3 is: ZoneMap : { points: [AU-O AU 500]
internal Zones : [ { fronPoint=0, toPoint=l, nedi aD gestAl gorithn¥l

medi aDi gew0=20{0/1354o1, i d=100, attributes=0 tags : El ectr eoras201Dovisees

. Mobi | ePhones} ] external Zones: [ ] signature: { signatureAl gorithm=0 ,
signatureValue= [...] } [00372] For purposes of this exanple, assune that
the ad matching control (having Id = "urn:acne: control:003") includes the
following rules: [00373] (a) If the time is between 11:00 am and 2: 00 pm OR
6:00 pmto 8:00 pm use food related ads only. [00374] (b) For all other
times use all ads that are available. [00375] (c) Wthin the ads that are

avai | abl efoogs8ick OherehitideB sifleaBélcaeldestt withqodil Adeiatdnginvoliviig adenner
coul d be the hla?est bid, or the highest bid given a relative priority,

dependi ngoidhreR iy arieemeptit Seiver-gdqfiiering iy asquped 1gpavechagpened ged Bt eci at ed
that in sgierRBeRests aRNh the dd8st arthefat&Ni ng control may

[00359] (1) Advertisement for a high-end sit-down restaurant (Ad1)

[00360] (2) Advertisement for a Chinese take-out fast-food restaurant (Ad2)

[00361] (3) Advertisement for a mobile handset (Ad3)

[00362)  As shown in FIG. 14, in this example the content is a soap opera episode that

needs to show an advertisement before playing the content at Access Unit 0.

[00363] Consider the following snippet of a taxonomy of content categories:

Entertainment
SoapOpera
Name
Rating
Duration
Season

Synopsis

[00364] The tags for the content could be as follows:

Entertainment
SoapOpera
Name
Murray
Rating
General Audiences
Duration
30 minutes
Season
3
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itself include one or nore rules that dictate the type of content with

which it can be rendered, and/or the amount it is willing to bid, given a
speci fi ¢ wopelf3s@ont ent. [00377] For purposes of this examsb@p/oassune t hat
the ad controls include the following rules: [00378] Adl : Bid a price of

10 cents at dinner tinme (6:00 to 8:00 pm, otherwise bid 5 cents, cap at
10, 000 inpressions. [00379] Ad2: Bid a price of 6 cents at lunch tinme (
11: 00 to 2: 00 pnm), otherwise bid 3 cents, cap at 20,000 inpressions.
[00380] Ad3: Bid a price of 2 cents throughout the day except when near an
el ectronics store, then the bid is 9 cents. Capped at 5000
I npr essi oNs. [00381] OaRF:@f (he results in this exanpl € are summari zgd
bel ow. [|00382] Near an mlee{ranies nskare when the tine is not lunch tfine or
di nner time the nobile phone ad wns. [00383] Al dinner tine the
fine-dining Cantonese restaurant ad wins. [00384] At lunch tine the Chinese
t ake- out [OSESUr ate AMe MiapTork{HO38DL td\hid dditdnbBE A8 Bk afoll@ek: capped, the ads
get renmoved fromthe list that is in contention for the ad-slot. [00386]
Sone examples of the data structures that mght be returned by the a
mat chi ng| €&8tiew| {in vari ous pernutations of the above scenario are
illustr ec?o@’é‘}sd\fly‘:[‘(?@?,?‘ﬂl' INBP%hi ng Control Result (Best Pick) [00388]
Case : O nnértine?"Wot | ocated near el ectronics store [00389] Result|: Adl
i s chosen extencfed,s; atusBlaeckrEsbRi-dResult = esb{ gl obal Flags = 0;
esbCat egory = ACTI ONscRANEER nestSubSatiagotan pe Gtthaea Fl ags = 0;
cachebDurfati on = {SECtoOthem.

//

MAGNETIC zone from AU-0 to AU-1000
{

fromPoint: O,
toPoint: 2,
id: 454545454,

attributes: 0,
mediaDigestAlgorithm: 1,
mediaDigest: [..],
meteringTag: XYZ

Y,

// STICKY and NOSKIP zone from AU-0 to AU-1
{

fromPoint: O,
toPoint: 1,
id: 454545454,

attributes: O,
mediaDigestAlgorithm: 1,
mediaDigest: [..],
meteringTag: XYZ

}
]

externalZones: |
{
splicePoint: 0 // insert at AU at index 0
id: 217617 // some opaque id

tags: Entertainment.SoapOpera.Name.Murray,
Entertainment.SoapOpera.Rating.GA,
Entertainment . SoapOpera.Duration.30min,
Entertainment . SoapOpera.Season.3,
Entertainment. ScapOpera.Synopsis.Murray visits \. Then

he encounters ..
externalAdqURN: ‘' // empty string
externalAdMatchingControlURN: “urn:acme:control:003”
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val ueLi st = { paraneter = { nane = "WnningBid valueList = { parameter = {

name = "Price" ; long chosenPrice = 10; // Price of the winning bid
par anmet erwe 2p1omas®1= | d"; string chosenld = "Adl"; // | egiraskolooosho
ad-control for the chosen ad }paraneter = { nane = "Adl ndex"; |ong adl ndex

= 0; // index of ad in the shortlisted ad- list } } } } } [00390]
Ad- Mat chi ng Control Result (Conparator) [00391] Case : Dinner tine; not

| ocat ed near el ectronics store; conparing Adl and Ad2 [00392]
Ad2 extendedSt at usBl ock EsbBi dResult = esb{ gl obal Flags = 0 ;

Resul t: AdlI

signature: (
signatureAlgorithm=0,
signaturevValue=[..]

[00366] There is a MediaZones obligation that specifies that the entire presentation is
MAGNETIC, and a small zone surrounding the insertion point that is STICKY and
NOSKIP. In addition the external zone is STICKY and NOSKIP to ensure that the

external advertisement would not be skipped or fast forwarded (see FIG. 15)

[00367]) Consider the following snippet of the taxonomy of categories for

advertisements:

Restaurants

Food
Chinese
Takeout

FineDining
French
Cantonese
Mediterranean
Japanese

Electronics
Devices
MobilePhones

[00368]  For purposes of this example, assume the max Access Unit for the
advertisement is 300, 400 and 500 for the above three advertisements

[00369] The zone map for Adl is:

ZoneMap: {
points: [AU-0, AU-300]
internalZones: [
{

fromPoint=0,
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esbCat egory = ACTI ON_GRANTED; esbSubCategory = 0 ; localFlags = 0 ;
cacheDuration = {SEC, 0 } ; valueList = { parameter = { name = "ReturnCode"
; long reworo@ode00r RETCODE_AD1_GI_AD2 ; } } } [00393] ARsTAisoam/ 0015041 G 15,
t he selected adverti senent would play from beginning to end before the
medi a content. Users would not be allowed to skip inside the ad or to skip
over the ad. [00394] (bligations for Call-For-Action Advertisenent[00395]
In this exanple, say that the nobile phone ad was a call-for-action
advertisement. In this case the Ad-Control would have (i) netering
obligation, (ii) a callback that asks the application to call the engine
when a c[TCK OCCUEsmAncadd, as a response to this click, the applicafion
recei ves| a call -t fediGbi gdstabddrgath-an. This tells the application what do
(e.g. nmake a phonsediablgdsgy=&-1di rect marketing service). [00396] In one
embodi ment, afteriémtOAd successfully bids and plays, the OnAccept Cal(l back
gets call ed and edEH 1RHC9EE8ps track of the number of jnpressions that| have
been conisuned. [06?:?957] Foqst- 58 N B AFNEREES "8F Yo ¥8Rt r'ol s are checked |for
integrity. For exanple, a control can be deened authentic if there ig a PKl
si gnaturije ogkttehﬁlczemsr ofjer and a correspondi ng cert-chain can be verified
to extend tgigaasrer pore rel evant trust anchors In one enbodi nent, zgne map
integritly i s chiemkedrdrdgoighin=-G.he content and the adverti senment bef ofl e
pl ayback be}gi nsionpogFY8luednpet i ti ve Bi ddi ng

[00370] The zone map for Ad2 is:

ZoneMap: {
points: [AU-0, AU-400]
internalZones: [
{
fromPoint=0,
toPoint=1,
mediaDigestAlgorithm=1,
mediaDigest=[..],
1d=100,
attributes=0
tags: Food.Chinese.Takeout,Restaurant.*
}
]
externalZones: []
signature: {
signatureAlgorithm=0,
signaturevValue=][..]

[00371] The zone map for Ad3 is:

ZoneMap: {
points: [AU-0, AU-500]
internalZones: [
{
fromPoint=0,
toPoint=1,
mediaDigestAlgorithm=1,
mediaDigest=][..],
1d=100,
attributes=0
tags: Electronics.Devices.MobilePhones
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[ 00399] The DRM engi ne framework enables actions in a control programto be
call ed repeatedly. This capability allows conpetitive biddi ng between
adverti sewerony/135001t he case of conpetitive biddi ng aft erceaskoibddoBGont r ol

bi ds, the bidding process is repeated (e.g., each Ad-Control can see the

ot her bids via the AdBi ds contai ner which can be exposed to Ad-Control s as
a host object in the sane way as they are exposed to Ad-Matching Controls).
An Ad-Control may be able to revise its own bid conpetitively upwards or
downwar ds in subsequent rounds of bidding. The entire process may be
repeated several tinmes as may be required by the rules of the bidding
process [[O getythe final bids fromthe Ad-Controls whi ch woul d then Qe
eval uat€d hy the Ad-Matching control. [00400] Usage Data Filtering and
Reporting [€@40d41zGhésent] Usage Data[ 00402] The followi ng is an exanplie of
the type OfSHSIS@.’Q-B'eI nformation that a client may have collected: [004(03]
Pri vacy [Pol i cySI0& lgoithiiQ exanpl e, assune that there is a privdcy
policy tlhat, sa§/£9"ta 8IhI‘eov(/l hg: [00405] (a) Suppress

DRVENgi ne r,crsu..a..u &—1-004061—(b)—Pass—throvgh—event—t+e—t+restadp, and

genre-tags. [00407] (c) Anonym ze content-name and al so content-tags, since

necds ¢ o WREER: "ok PARREs 4108 S ety s 68 ool QRN B 1 20

happened ofurhlaemsebutesl:003 deinclud&4bdfollos)iid juléSsase 1. The Application is an
updat ed version and knows how to do this. [00410] (d)(2) Case 2: The

Appl i cati r..vet not re tra Qr.mat i on
met hod fo[ﬁaﬁfﬁs g(ﬁgnge t["&f)ﬁslstie? ?fnlnﬂerlannéa?dn?ga &) oﬁﬁ[(g@yﬁ ]to g?i)te) PSP owi ng
di scussi didod hdaved adwonpyr aneters to the ' FilterUsageData' action in the
context of the above exanple, and the results returned by this action.

[00374]  (b) For all other times use all ads that are available.

[00375] (c) Within the ads that are available, check the bid price and select the winner
(e.g., the winner could be the highest bid, or the highest bid given a relative priority,

depending on how the control is written).

[00376] It will be appreciated that in some embodiments, the ad matching control may
itself include one or more rules that dictate the type of content with which it can be

rendered, and/or the amount it is willing to bid, given a specific type of content.

[00377]  For purposes of this example, assume that the ad controls include the

following rules:

[00378] Adl: Bid a price of 10 cents at dinner time (6:00 to 8:00 pm), otherwise bid 5

cents, cap at 10,000 impressions.

[00379] Ad2: Bid a price of 6 cents at lunch time (11:00 to 2:00 pm), otherwise bid 3

cents, cap at 20,000 impressions.

[00380]  Ad3: Bid a price of 2 cents throughout the day except when near an

electronics store, then the bid is 9 cents. Capped at 5000 impressions.
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[00413] Item Passt hrough [00414] As an exanple the Action paraneters could

be as follows: /DRMENngi ne/ Acti on/ Paranet ers/ DataNanme = "event-id"
/ DRMVENgi ne0Aoto/issioPar anet er s/ Dat aNanmespace = "com acmnmePCI/US2010/001509
/ DRVENngi ne/ Acti on/ Par anet ers/ Contextld = 23434 / DRMENngi ne/ Act ion/

Paranmeter s /Trans forma tionMethods {...} [00415] The result would be as
follows (e.g., because of the privacy policy, which is encapsulated in the

Control progran): extendedStatusBl ock EsbFilterUsageDat aResult = esb{

gl obal Flags = 0 ; esbCategory = ACTI ON_GRANTED; esbSubCategory = 0
| ocal Flags = 0 ; cacheDuration = {SEC, 0}; valueList = { paraneter

= "Filterjgo3st Somé’@ﬂtﬁ@késﬁksmtﬁlsléﬁﬂrﬂ af sumrar@@Befow: Resul t Code"”
resultCode = R E SULT C ODE DONOT F ILTER } 1.3 1}

[00382] Near an electronics store when the time is not lunch time or dinner time the

mobile phone ad wins.
[00383] At dinner time the fine-dining Cantonese restaurant ad wins.
[00384] At lunch time the Chinese take-out restaurant ad wins.

[00385]  As the impressions get capped, the ads get removed from the list that is in

contention for the ad-slot.

[00386] Some examples of the data structures that might be returned by the ad

matching control in various permutations of the above scenario are illustrated below.
[00387] Ad-Matching Control Result (Best Pick)
[00388] Case : Dinner time; not located near electronics store

[00389] Result: Adl is chosen

extendedStatusBlock EsbBidResult =
esb/{
globalFlags 0;
esbCategory ACTION_GRANTED;
esbSubCategory = 0;
localFlags = 0;
cacheDuration = {SEC, 0};

valuelList = {
parameter = {
name = "WinningBid";
valueList = {
parameter = {
name = "Price";

long chosenPrice = 10; // Price of the
winning bid

}

parameter = {
name = "Id4";
string chosenId = “Adl”; // logical

ID of ad-control for the chosen ad

}
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[ 00416] |tem Suppresion[00417] As an exanpl e the DRVMEngi ne Action
paraneters could be as follows: /DRVENngi ne/ Act ion/ Paranmeter s /DataNane
= " DRVEngWwoeeperssmmal i ty-i d" / DRVEngi ne/ Action/ Paranetrerasc@aaisanespace
= "com acne : 1" /DRMENngi ne/ Action/ Paraneters/ Contextld = 23434

/ DRVENngi ne/ Act ion/ Paranmeter s /Trans format ionMethods {...} [00418] The
result would be as follows: extendedStatusBl ock EsbFilterUsageDat aResult =
esb{ global Flags = 0 ; esbCategory = ACTI ON GRANTED; esbSubCategory = 0 ;

| ocal Fl ags = 0; cacheDuration = {SEC, 0}; valuelList = { paranmeter = { nane
= "FilterResult" ; valueList = { paranmeter = { nane = "Resul t Code"; |ong
resul t Code = RESULT_CODE_SUPRRESmter) - [(OU419] Ttem Anonym zati on [ 00420] As
an exanpl e, the Action paraneters zadld -hermsxf ol | ows:

/ DRVENgi [ne/ Act i on/ Par anet er s/ Dat aNapre adihéonteni -/mapmelex of ad in the
/ DRVENgQi |ne¥oAtt issaf Pe-abett er s/ Dat aNanespace = "com acne: 1 '

/ DRVENgi |ne/ Act i on/ Par anet er s/)Cont ext | d = 23434 / DRVENngi ne / Acti on/
Par anet gr s/ Trans f}ormat}l onMet hods {...} [00421] The result woul d be |as
fol | ows:jext endedSt at usBl ock EsbFi | t er UsageDat aResul t =

}

[00390] Ad-Matching Control Result (Comparator)

[00391] Case : Dinner time; not located near electronics store; comparing Ad1 and

Ad2

[00392] Result: Adl > Ad2

extendedStatusBlock EsbBidResult =
esb{
globalFlags 0;
esbCategory ACTION_GRANTED;
esbSubCategory = 0;
localFlags = 0;
cacheDuration = {SEC, 0};

valuelList = ({
parameter = {
name = "ReturnCode";

long returnCode = RETCODE_AD1_GT_AD2;

[00393]  Asshown in FIG. 15, the selected advertisement would play from beginning
to end before the media content. Users would not be allowed to skip inside the ad or to

skip over the ad.

[00394] Obligations for Call-For-Action Advertisement
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esb{ global Flags = 0 ; esbCategory = ACTI ON_GRANTED,; esbSubcategory =0 ;

| ocal Flags = 0 ; cacheDuration = {SEC, 0}; vaIueLlst { paraneter { nane
= "Fi | terRooiw135001val ueLi st = { paranmeter = { nane = "Resumu@mMEBD9long
resul t Code = RESULT_CODE_ANONYM ZE; } [00422] Data Transformation [00423]
Case 1: Updated application knows how to transformdata for genre-id:

/ DRVENgi ne/ Acti on/ Par anet er s/ Dat aNanme = "genre-id"

/ DRMENgi ne/ Act i on/ Par anet er s/ Dat aNanespace = "com acne : 1"

/ DRVENngi ne/ Acti on/ Par anet ers/ Contextld = 23434
/DRNEngine/Action/Paraneters/Transf or mat i onMet hods { GENRE_TRANFORM 1 ,

[00424] 39%S Ul fn iRk snple, g th kﬁ&%blle%ﬁoﬁﬂg@m &%hlﬁﬁlr%l‘ion
Estllter ageDat aResul t = AglobaIFIa ; esbCategory =
ACTI ON_ emeni @é@%“g‘éﬁ yd=-Centrol M@é&i Emvs@@ metgying q?&smyu (iRtd on = {SEC,
0}; callback that asks the application to call the engine when a click occurred, and, as a
response to this click, the application receives a call-to-action obligation. This tells the

application what do (e.g. make a phone call to a direct marketing service).

[00396] In one embodiment, after an Ad successfully bids and plays, the OnAccept
Callback gets called and each ad keeps track of the number of impressions that have been

consumed.

[00397] In some embodiments, all controls are checked for integrity. For example, a
control can be deemed authentic if there is a PKI signature on the controller and a
corresponding cert-chain can be verified to extend to one or more relevant trust anchors
In one embodiment, zone map integrity is checked for both the content and the

advertisement before playback begins.
[00398] Competitive Bidding

[00399] The DRM engine framework enables actions in a control program to be
called repeatedly. This capability allows competitive bidding between advertisements. In
the case of competitive bidding after each Ad-Control bids, the bidding process is
repeated (e.g., each Ad-Control can see the other bids via the AdBids container which
can be exposed to Ad-Controls as a host object in the same way as they are exposed to
Ad-Matching Controls). An Ad-Control may be able to revise its own bid competitively
upwards or downwards in subsequent rounds of bidding. The entire process may be
repeated several times as may be required by the rules of the bidding process to get the
final bids from the Ad-Controls which would then be evaluated by the Ad-Matching

control.
[00400] Usage Data Filtering and Reporting

[00401] Client Usage Data
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val ueList = { paraneter = {nane = "FilterResult" ; valueList = { paraneter
= { name = "Resul tCode"; long resultCode = RESULT_ CODE_USE TRANSFORMATI ON;
} paranetwo 2e10{13s@me = " CQut put Data" ; paranmeter = { naneCEUS2010/001509
"Transformvet hod” ; long tm= GENRE_TRANSFORM 1 ; } } [00425] Custom Data
Transformation [00426] Case 2 : Updated application does not know how to
transformdata for genreid. The application could call the FilterUsageData

for the data-type and will discover that there is no avail able
transformation. In this case it will have to transform each individual data
itemas follows: /DRVEngi ne/ Action/ Paranmeters /DataNane = "genre-id"

/ DRVENgi eb462)i onfiRabRswing!is Albelal i Bhe 6pe of uS428linfoffiRion that'a client

/ DRMENngi ne/ Acti on/ Par amegtngr s/Data = 1001%

/ DRVENngi riaaykavesalesisdinet er s/ Cont ext 1 d = 23434

/ DRMENgi ne/ Acti on/ Par anet ers/ Transf ormati onMet hods { GENRE_TRANFORM 1 ,

[ 00427] [The resurt woul d [be as fot Fows because of the privacy policy|(which
i s encapddatafNachei n t he CqgrPatalyps ogr ahYaluext endedSt at usBl ock
EsbFi | terp%?s%%gl%gig Resul t :String “urn:...:perso:0001”

event-id string “PLAY”

timestamp String Fri Jan 30, 2009 12:01:03

content-name String Murray

genre-tags String Entertainment.SoapOpera

content-tags String Entertainment.SoapOpera.Name.Murray

genre-id Long 1001

[00403]  Privacy Policy

[00404] For this example, assume that there is a privacy policy that says the

following:
[00405]  (a) Suppress DRMEngine-personality-id.
[00406] (b) Pass through event-id, timestamp, and genre-tags.

[00407] (c) Anonymize content-name and also content-tags, since they identify the

content too closely.

[00408] (d) This particular content needs to report genre-id under bucket 1001 to
1003 due to a change that happened on the server side.

[00409] (d)(1) Case 1: The Application is an updated version and knows how to do
this.

[00410] (d)(2) Case 2: The Application is an older version and is not aware of any

transformation method for this change.
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esb{ global Flags = 0 ; esbCategory = ACTI ON_GRANTED ; esbSubCategory = 0
;local Flags = 0 ; cacheDuration = {SEC, 0); valuelList = { paraneter { nane
= "Fi | terRo=20iw13500val uelLi st = { paraneter = { nanme = " ResuuSGudab1509 ong
resul t Code = RESULT_CODE_CUSTOM TRANSFORMATI ON;, paraneter = { nanme =

"Qut putData"; paranmeter = { nane = "Data"; long data = 1003; } } } } } }

[ 00428] Reporting to C earinghouse [00429] As another exanple, assune a
nmetering obligation included the follow ng cl earinghouse URL:

http://ww. acne. com servi ces/ ad/ usage-dat a-col | ecti on [00430] The collected
usage-data after filtering as descri bed above woul d be

[00411]  Filtering in Action

[00412]  The following discussion shows the parameters to the ‘FilterUsageData’

action in the context of the above example, and the results returned by this action.
[00413] Item Passthrough

[00414]  As an example the Action parameters could be as follows:

/DRMEngine/Action/Parameters/DataName = “event-id”
/DRMEngine/Action/Parameters/DataNamespace = “com:acme:1”
/DRMEngine/Action/Parameters/ContextId = 23434
/DRMEngine/Action/Parameters/TransformationMethods {..}

[00415]  The result would be as follows (e.g., because of the privacy policy, which is

encapsulated in the Control program):

extendedStatusBlock EsbFilterUsageDataResult =
esb({
globalFlags 0;
esbCategory ACTION_GRANTED;
esbSubCategory = 0;
localFlags = 0;
cacheDuration = {SEC, 0};

valueList = {
parameter = {
name = "FilterResult";
valueList = {
parameter = {
name = "ResultCode";

long resultCode =
RESULT_CODE_DO_NOT_FILTER;
}
}

[00416] Item Suppresion
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submtted to the clearinghouse URL using a suitable format of the payl oad
and the appropriate network protocol. [00431] P2P Content and Ad- Sharing
[00432] UWserofwshioie (Renpte Peer) [00433] Assune a renmbCE/USe&/0hess9 t he
foll owi ng user-profile information:
[ AdPI at f or mf Local Cont ext/ User Cat egori es/ Movi es/ SciFi/l O
/ AdPI at f or m Local Cont ext/ User Categories /Mwvies /Hi storical Fiction/ 20
/ AdPI at f or mf Local Cont ext/ User Cat egori es / Movies /Political /XYZ /50
/ AdPI at f or mf Local Cont ext/ User Cat egories /Movies /FilnmNoir /80[00434] A
Renot eProbe Agent can be run on the renote peer on behalf of the sending
peer. |t (30417]P" ORGart HENtHIS the PRMIEASIRE AlctidR PardBéRrecduld beiserdliewpy of the
environnment and retrieve this information in the result. In this exanple,
assune that the filtering rules say that the user's political affiljations
shoul d nqt,pherdiise}Rseeh trar aLePE/Dat eNmaE= ephetligiaetipertbieainegulat cofle | ooks
| i ke t he |omeMireliews acexserrdesGitat s15Bk atnebsdiideavtcet olreResul t = esb{
gl obal Fl gg®RMEGine &ty Caort /Pgormeter NCPhORLORANFEES4 esbSubCat egory = 0
| ocal Fl ads/PRMEngingdcliemrrPat fentess (Toprsfogmationfefihgdsj st = { paranmetef = {
name = "Novies™, paraneter = { nane = "SciFI ", paraneter = { nane =
"weight"; long weight = 10;

[00418] The result would be as follows:

extendedStatusBlock EsbFilterUsageDataResult =
esb{
globalFlags = 0;
esbCategory = ACTION_GRANTED;
esbSubCategory = 0;
localFlags = 0;
cacheDuration = {SEC, 0};

valueList = {
parameter = {
name = "FilterResult";
valueList = {
parameter = {
name = "ResultCode";

long resultCode = RESULT_CODE_SUPPRESS;

[00419] Item Anonymization

[00420]  As an example, the Action parameters could be as follows:

/DRMEngine/Action/Parameters/DataName = “content-name”
/DRMEngine/Action/Parameters/DataNamespace = “com:acme:1”
/DRMEngine/Action/Parameters/ContextId = 23434
/DRMEngine/Action/Parameters/TransformationMethods {..}

[00421] The result would be as follows:
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} } nane = "Movies"; paranmeter = { nane = "Historical Fiction" ; paraneter
{ name = "weight"; long weight = 20; } } nane = "Movies"; paraneter = {
nane = " RAVOnNovmsqoiparaneter = { nane = "wei ght"; | ong weirgiseors/08Gp9} } }
[ 00435] Renpte User Profile (Obtained by Sending Peer)[00436] The sendi ng
peer has received the followi ng user-profile information for the renote
peer: /[ AdPl at f or nf Local Cont ext/ User Cat egori es /Mvies/ SciFi /10

/ AdPI at f or mf Local Cont ext/ User Cat egori es/ Movi es/ Hi storical Fiction/2 0O

/ AdPI at f or mf Local Cont ext/ User Categories /Mwvies/ Fi ImNoir/ 80 [00437] At
this point a sinulation environnent for the renote peer can be created
using the information obtained fromthe renote peer, and the ad controls
may be gvaluated one by one. Their results may be cached. [00438] Thg next

step is 1O BNAd4Rh £, eRE1RETRhCBIG CaNntRAL S fOr the content. If the

esb{
globalFlags = 0;
esbCategory = ACTION_GRANTED;
esbSubCategory = 0;

localFlags = 0;
cacheDuration = {SEC, 0};

valueList = {
parameter = {
name = "FilterResult";
valueList = {
parameter = {
name = "ResultCode";

long resultCode = RESULT_CODE_ANONYMIZE;

[00422] Data Transformation

[00423] Case 1: Updated application knows how to transform data for genre-id:

/DRMEngine/Action/Parameters/DataName = “genre-id”
/DRMEngine/Action/Parameters/DataNamespace = “com:acme:1”
/DRMEngine/Action/Parameters/ContextId = 23434
/DRMEngine/Action/Parameters/TransformationMethods {GENRE_TRANFORM_1,
)

[00424] The result would be as follows:

extendedStatusBlock EsbFilterUsageDataResult =
esb{
globalFlags = 0;
esbCategory = ACTION_GRANTED;
esbSubCategory = 0
localFlags = 0;
cacheDuration = {SEC, 0};
valueList = {
parameter = {

’
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id, call

ed an external
[00426]

id. The application could call the FilterUsageData for the data-type and will discover that

zone id)
Case 2: Updated application does not know how to transform data for genre-

there is no available transformation. In this case it will have to transform each individual

data item as follows:

/DRMEngine/Action/Parameters/DataName “genre-id”
/DRMEngine/Action/Parameters/DataNamespace “com:acme:1l”
/DRMEngine/Action/Parameters/Data 1001
/DRMEngine/Action/Parameters/ContextId = 23434
/DRMEngine/Action/Parameters/TransformationMethods {GENRE_TRANFORM_ 1,

..}

[00427]

encapsulated in the Control program):

The result would be as follows because of the privacy policy (which is

extendedStatusBlock EsbFilterUsageDataResult
esb({

0;
ACTION_GRANTED;
0;

globalFlags
esbCategory
esbSubCategory
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needs to be inserted during rendering. O her nedia files, e.g., ads, need
to have a zone with the corresponding id (internal zone id) to be inserted.
The zone weuraldnsmavers the whole file, although that i #cmatS2abwensss t he
case. Enbodinents of the inventive body of work provide a mechani sm by
which the client can | ocate and select the rel evant nedia zone (e.g.,
to insert.

ad)
[00446] FIG 16 shows a piece of nedia content 1602 formatted in
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by the e
el ectroni
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shown in
enmbodi nej
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Kt er nakazenaskd=101. In the exanple shown in FIG 16, the
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e technol ogy 1806 may use Fafet fplheéteXt ernal zone resol vers,
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lesi gnated for use in t He ad mat chi ng system 1In preferred
its, ads in an aq p&ol 1808 bid for a slot within a piece of

an

1810. DRM cgntrol's within the ads are executed by the systems

n a preferred enbodi nent, content 1810 al so has a say in ad
via its own associated DRM controls 1812. For exanple, the

a

t he dynani

nd detgrmne the anount an ad is willing to bid for a given slof.

Nt ed
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associated control informati on 1812 can exclude certain types
e favoring others. For instance, a children's TV show m ght pr

@MﬁgSEOtIi %8 Hleaphbl@ services. [00450] In one enbodi men
I ddi [

g makes uUse of user information available to the user's
Perform ng the biddin t.he de
[00429] ati {he followi

As another example, assume a metering obligation included wing
clearinghouse URL: http://www.acme.com/services/ad/usage-data-collection

[00430]
submitted to the clearinghouse URL using a suitable format of the payload and the

The collected usage-data after filtering as described above would be

appropriate network protocol.

[00431]  P2P Content and Ad-Sharing
[00432]  User Profile (Remote Peer)
[00433]  Assume a remote peer has the following user-profile information:

/BdPlatform/LocalContext/UserCategories/Movies/SciFi/10

/BdPlat form/LocalContext/UserCategories/Movies/HistoricalFiction/20
/BdPlatform/LocalContext/UserCategories/Movies/Political /XYZ/50
/BdPlatform/LocalContext/UserCategories/Movies/FilmNoir/80
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protects the user's privacy. Alternatively, or in addition, the bidding
conponent can use |l ocal context information (e.g., local tine, global
posi ti oniwgQ 20ma3skiomat es, etc.) to determ ne an optinal maTdas2bewsen ads
and content. [00451] Local ad matching [00452] The foll ow ng di scussion
expl ai ns the nmechani sns and conponents involved in ad bidding in sone
illustrative enbodi nents. [00453] How does the client know which ad
mat chi ng technol ogy to use? [00454] When a piece of content's zone map has
an External Zonel nfo el enent (identified by an external zone id, X), meaning
that content contains an ad slot, the client has to find the relevant nedia
zone to i[ypasd] | NAI R Bbbe Agéiftlc8Y B unRdh@reH®NE peet oft bERAIE b1QRe Sndthgmedi @
file whose zone map contains an Internal Zonel nfo el enent with an internal
zone id tPRsf- Thwilkprobe thedostanyviraamentsnd make g fllgrdsopy phthssavispmeat aght | an
exter nal Z@fe s Al Hatof if ARRGRH Bl @i fmbleNsOfke if alediR¥AuEPHla zone
toinsert. If the content is branded with the name of a particul ar "ad
mat chi ng et the seergrpoliiet nifiliagipng shoulibrat be isgloped tepngongelmene bel ow), the
client usgrﬁb(?__dmgmagle &b AG1058E Mk e Bhe bEGRNOI 0gy to find the rel evant
medi a zone. For ekanple, a piece of content could specify this infornation
inits header. [00456] As shown in FIG 18, in one enbodinent the inputs to
the ad npetierAefSrodudtdca8FerRemetePobebrvént=s fil enanme and the zone id to
be resol bkt T%ei%gy put is an identification of the ad that was selecfed
(e.g., affilen et referred enbodi nent, an ad matchj ng
process such agzgsﬁggatgﬁggﬁéfgoklhgfﬁf "is used. As shown in FIG 19, the
client nmpy firsdcaupdaise-the user information, if necessary (1902). Th
client then extdchebsrathen consmnt oxequirenments for that ad slot (1904), and
ads that| do notalmetedt thbse requirenents are excluded fromthe auction
(1906). Next, all srAPEBIE ad{s" bid for the slot (1908), and the clien
pi cks the highest bi ddi n;_tzmﬁ =ar‘fﬂ‘”feest Grns the path of the ad and optiopally
other information as wef ﬁCE?iG)\SCi[FQO,AfS?] In one enbodi ment, sone or jall of
the follpwing data is useg@,iQcad matching (for the content as well as for
the ads)|[ nedia zone infornmatise £ n&eNrc-ad mat ching technol ogy i nforjmation
(tZON); pnd/or license and contnenteiigdfs) 10;
)

}
name = "Movies";
parameter = {
name = “HistoricalFiction”;
parameter = ({
name = “weight”;
long weight = 20;
}
}
name = "Movies";
parameter = {
name = “FilmNoir”;
parameter = {
name = “weight”;
long weight = 80;

[00435] Remote User Profile (Obtained by Sending Peer)
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[00458] If any of these elenents are stripped out of the content, the ad
mat chi ng nodul e returns an error. In one enbodi nent, each of these

el enent s,wexoempt3sdfoor t he content id(s), contains a signaCufus20l0fosognat ure
verification fails, an error is reported to the dynam c nedia zone nodul e
| ayer, and the content is preferably not rendered. [00459] As previously

I ndi cated, in one enbodinent the ad nmatching nodule retrieves a |icense
associated with the content and executes the Control.Actions. Get Req. Perform
routine to get the content provider's requirenment for the ad slot. In one
enbodi nent, the content control has an input paraneter:

DRMENgi neﬂoﬁ@:@d on/ ﬁ%@ﬁ&hg?@érﬂaﬂé}!@ﬁ@@ﬂm oo i g uSerditofiRtifGemar® BEthet hat
contains the slot nunber (0 based-index). In one enbodi nent, the

requi r ene§IMOICREI’r et ur ned in the foll owi ng ESB: esb{ gIobaIFIags =0

esbcateg'Uy“—ﬂCTTCN—GﬁﬁﬁTED Daugé?te gory == Uocalrlags =0

on,

Sgggﬁ::lrjreif Eﬁiatfggyg I%on??tl}ggzggti%}i E)%( o%es/fllsiép 7;1 1,¢t10n/€ri ng pr of er
= "Ki dCo; 'Iz :‘"atf f:l:l Larngn‘tﬁ = ? nane éles of Fl% string exclude &

"Vi ol ence ;Nhture "}

[00437] At this point a simulation environment for the remote peer can be created
using the information obtained from the remote peer, and the ad controls may be

evaluated one by one. Their results may be cached.

[00438]  The next step is to evaluate the ad matching controls for the content. If the
content has a matching ad in the user’s environment, the content and the advertisement

will be added to the shortlisted content items and advertisements.

[00439]  After evaluating all of the ad matching controls, a short-list of advertisements

and content items relevant to the remote user will be created.

[00440]  The shortlisted content and advertisements, along with ad-matching controls
and ad-controls will be pushed to the remote receiving peer. There is also a possibility to
stream the content to the remote receiving peer instead of physically transferring the
content. If the peer acts like a proxy for the remote receiving peer (e.g., ad-matching is
done by this peer on behalf of the remote peer) there may be a need to proxy the calls to

OnAccept.
[00441] LOCAL BIDDING

[00442] Embodiments of the systems and methods described herein provide
mechanisms for an advertiser and/or a content provider to specify rules on how and when
ads and/or content is rendered. Ad provider rules can include specific conditions
regarding when the ad may be selected, the particular type of content with which the ad
should be rendered, and/or the like, while content provider rules might include payout
details. A DRM engine ensures that the rules are executed and the consequent obligations

are met.
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paraneter = { nane = "M ninmunt ; long mninmum= 33; } } } [ DM and DRM
obligations / callbacks ] } } [00460] "Exclude" is an optional,

sem col orweeparias@d string that contains the tags that wrhE/usembantsopr ovi der
does not want to have associated with its content. In thisparticular
exanple, Kid Co. does not want to have adult or violent ads shown in its
content. Even if a violent ad has the highest bid for the slot, it wll not
be shown. [00461] "Prefer” is an optional, sem -colon separated string that
contains tags that the content provider prefers. In this particular

exanpl e, content provider Kid Co. wants Kid Co. ads to be shown, even if

the Kid Cmo a3 dOEﬁorﬁQPanﬂﬁ'nénhQaﬂ"g’@[% is Earfo@earmoheo differeARYeISO A mt bi ds 45,
Kid Co. ad-1 bids 20, and Ki d ng Kid Co. ad-2 will be shown. If no

Kid Co. aHeﬁHWéPﬁ%ﬁtléﬁerfWH@nﬁhWW?@ sidaeat dgmtbﬁéfﬂlsawhqrg hetswd [ 00462]

"M ni munt gdogn PiPas@ B pepfdfthe S68 {HAG1iERAdeC addiBRaChYodiRenT o WiltRkEvenue the
content provider wants froma particular piece of content or slot. The

val ue of thsprsb@ti;eéqw Ip one prabedinient thetsieepndgrass ih 4p augtion Wheppars® isonce t he
cont ent rﬁg&h% O%ltﬁr&gta%qmcgggugg;at are not excluded take part in
e e

t he auction e t ags conpar ed agai nst the tags contai ned
in the ad. If one or m)re excl uded tags appear in the tags entry of the
ad' s | nt et04#4donelnring entbﬁélrmt \khe ablb@ te seIpeEsaparating afifengnandsds and0464] I n

pr ef er redgenpody Efibherh @%f@‘g§én%loh%e$e§/HS}Q§kMVﬁl foQhe Rlefdi ng. As

I ndi cat ed above pre- se ect ta I'n the auction. 'The bidding
price depmmismcmed iengidie dynamigenedsa mftmhenl@ess describeshia regrp ddiatemthe t he ad
provi der cgn aBﬁi?c%uBll;'e bi dding price on nmultiple variables, including, for
exanpl e: ’

[00445] Media zone information embedded inside content can specify one or more
point(s) where another piece of media (identified by an id, called an external zone id)
needs to be inserted during rendering. Other media files, e.g., ads, need to have a zone
with the corresponding id (internal zone id) to be inserted. The zone usually covers the
whole file, although that is not always the case. Embodiments of the inventive body of
work provide a mechanism by which the client can locate and select the relevant media

zone (e.g., ad) to insert.

[00446] FIG. 16 shows a piece of media content 1602 formatted in accordance with
the dynamic media zone technology described in the ‘543 application. As shown in FIG.
16, content 1602 has one ad slot, represented by the external zone id 101. In the example
shown in FIG. 16, the electronic device on which content 1602 is stored includes three
ads, and ad selection software running on the electronic device determines which ad to
insert by performing local ad matching as described herein. If ad 2 is selected (e.g., if ad
2 wins an auction performed by the ad selection software), the presentation of the content

and advertisement will be as shown in FIG. 17.

[00447]  Architecture

[00448] As shown in FIG. 18, in one embodiment ad selection software 1802 is

implemented as a plug-in to a DRM-enable media player 1804. An external zone resolver
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[ 00465] User personal data, such as links or user attributes (e.g., such as
those that m ght be stored in the DRM engi ne's secure database). [00466]
Cont ext, wochisassdinme of day, date, |ocation, etc. (e.gPCTABPINODIEBIAS We
get closer to a certain date and nothing after that date). [00467] O her

I nformation, such as usage information (e.g., pay x for the first

rendering, y for the second, etc.).[00468] The ad control's

Control . Actions.Bid. Performroutine determnes the bid price and returns it
in the follow ng ESB: esb{ gl obal Flags = 0; esbCategory = ACTI ON_GRANTED
esbSubCat egory = 0 ; IocaIFIags = 0; cachebDuration = {SEC, 0}; valueList =

{ paranet&h be ubed e yndhiddhétlid AretéBRhbIOBY 1806&@' rﬂﬁbﬁ B externaPRNBIERLEr ==
nane = "Price"; long price = 33; paraneter ==

"Not | nSa rascastab filedeeBIbAF It iep, @r?@n%{q memgg%ﬁhe dgnamig megiazonga69]
Wiere, " peiflo ggsl 88 Eal'usé ﬁm‘lt'ﬂﬁe @s&eﬂnﬁl ib‘ng gésBH'ePsoaﬁhem ayatle adbi@ERioh T the

val ue of "Notl nSaneConfent Sessi on" 1, the ad wl e selected for only
one sl ot Bedue §8QPte rgﬁoé\@eex@qm@;lgﬁp@ﬁi@ for content designated for use in the ad

matching system. In preferred embodiments, ads in an ad pool 1808 bid for a slot within a
piece of content 1810. DRM controls within the ads are executed by the system’s DRM

engine and determine the amount an ad is willing to bid for a given slot.

[00449] In a preferred embodiment, content 1810 also has a say in ad matching via its
own associated DRM controls 1812. For example, the content’s associated control
information 1812 can exclude certain types of ads, while favoring others. For instance, a

children’s TV show might prefer ads for toys, not investment banking services.

[00450] In one embodiment, local ad bidding makes use of user information available
to the user’s device to determine the bidding price. Performing the bidding on the device
protects the user’s privacy. Alternatively, or in addition, the bidding component can use
local context information (e.g., local time, global positioning coordinates, etc.) to

determine an optimal match between ads and content.
[00451] Local ad matching

[00452]° The following discussion explains the mechanisms and components involved

in ad bidding in some illustrative embodiments.
[00453] How does the client know which ad matching technology to use?

[00454] When a piece of content’s zone map has an ExternalZonelInfo element
(identified by an external zone id, X), meaning that content contains an ad slot, the client
has to find the relevant media zone to insert in the slot. A relevant media zone is a portion
of a media file whose zone map contains an InternalZonelInfo element with an internal

zone id that matches the external zone id X.
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[00470] The ad selection nmodule wll typically pick the ad that bids the
nost. However, as previously indicated, in one enbodi nent one exception is
t hat everwOfRosmi3amiwi th a tag that matches the "Prefer" PCags2019/00509 t he

hi ghest bidding ad, it will still getselected over a higher paying ad that
Is not preferred. If two or nore ads are preferred, the highest bidding ad
anong themw || be selected. [00471] In one enbodinent, if no ad has been

found for a slot, the ad matching nodule returns an error and the
application stops any further playback of the presentation. In sone
enbodi nents, certain default ads are packaged with the content or provided

Wi th the ouss)t tw ReSHHBAINAE, dhltikfern®il Hode 1’e§olﬂ=9tls ﬁeﬁsaismeefoeﬁndlbg%m I'n
sonme enbodi nents, the content qutr ovi der can depl o sane piece of content

for paid EiAYaRtmesdia &S toyerte ep@ntgmmaqumslm thg pame ofi g pﬁ%&culaﬁ adyq

suppor t edygehisGerviddhe rté’chh&lo%? (& fa@mb% immal@sietanme%@aﬂle%emrm&semm ed by,
for exanple, marking the ad zones as | NSERTED, that wa they will only be

render ed #d malshing spRyics quECBRYIPEY IS fingbthe sele Yagk media Eoner figr @@m 13 Pigceni s
control &ﬁ%’l&ngg)&ul& gtféc glﬁﬁg ﬁﬂﬁrﬁ)aﬁgnﬁ}ft@ﬁ&déubscr' ption (e.g., using |link

obj ects an y retrieving o cts trom a dat abase). If t he user doesn't
have a paid subscription ((ﬂlﬁg as evidenced by the user's |ack of a valid
subscri pt [08456]i nkAs shayn ia A8, inoapembedimentihe irpuis taghesd maphingn exanpl e

of whi ch ﬂnﬁd?@‘?@@z Q@'w@mﬂkéﬁ% Filalid il e o RIBHHRAN 0L oagmﬁig'anped

par aneter = atirons " ; ueLi st = par anet e nane =
" Medi azon@gnt‘iﬁcatlo@pfj@maglthat“{as vedeéated (e, a:ﬂlename URL, etc) In a preferred

embodiment, an ad matching process such as that shown in FIG. 19 is used. As shown in
FIG. 19, the client may first update the user information, if necessary (1902). The client
then extracts the content requirements for that ad slot (1904), and ads that do not match
those requirements are excluded from the auction (1906). Next, all suitable ads bid for the
slot (1908), and the client picks the highest bidding ad and returns the path of the ad and
optionally other information as well (1910).

[00457] In one embodiment, some or all of the following data is used for ad matching
(for the content as well as for the ads): media zone information (mZON); ad matching

technology information (tZON); and/or license and content id(s).

[00458] If any of these elements are stripped out of the content, the ad matching
module returns an error. In one embodiment, each of these elements, except for the
content id(s), contains a signature. If signature verification fails, an error is reported to

the dynamic media zone module layer, and the content is preferably not rendered.

[00459]  As previously indicated, in one embodiment the ad matching module
retrieves a license associated with the content and executes the
Control.Actions.GetReq.Perform routine to get the content provider’s requirement for the
ad slot. In one embodiment, the content control has an input parameter:
DRMEngine/Action/Parameters/SlotNumber, which is an integer object that contains the
slot number (0 based-index). In one embodiment, the requirements are returned in the

following ESB:
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101;
| f,

{ long zoneid
, }} } b} [00473]
control
vi ew t he ad,

| ong zonetype = 0 ;
however, the user

so ad- mat chi ng need not occur.[00474]

/[ /| NO_SKIP | ong zonefl ags
has a pai d subscription,
wvDI2010013500@t ur n such an obligation and t he user pairius2oonotsave to

t he

I n one enbodi nent, two

obligations are used to record that an ad has been pl ayed. These

obligations are returned by the content itenls cont
exanpl e of which is shown bel ow. paraneter = { nane

in an ESB, an
"Obligations" ;

r ol

val ueLi st = { paraneter = { nane = "Medi aZones" ; valuelList = { val ueli st
{ long zoneid = 101 ; long zonetype = 0 ; long zoneinf o =1
esb({
globalFlags = 0;
esbCategory = ACTION_GRANTED;
esbSubCategory = 0;
localFlags = 0;
cacheDuration = {SEC, 0};
valuelList = {
parameter = ({
name = "Requirements";
valuelist = ({
parameter = {
name = "Prefer";
string prefer = "KidCo;Toys";
}
parameter = {
name = "Exclude";
string exclude = “Violence;Mature";
}
parameter = {
name = "Minimum";
long minimum = 33;
}
}
}
[ DMZ and DRM obligations / callbacks ]
}
}
[00460] “Exclude” is an optional, semicolon-separated string that contains the tags

that the content provider does not want to have associated with its content. In this

84

0



} } } paraneter = { nanme = "urn:... :obligation: nmeter-play-duration" ;

val ueList = { string nanespace = "urn:... :organization:... " string

| ogi cal | awe 2010ci3shocont entid: 0001 "; } } } } [00475] Thecrarsedmwpoishd ag is
set to METER, which neans that if there is a netering obligation for this
content, the application logs a netering event when this zone has been

pl ayed. In this exanple, there is an obligation for netering (i.e., the
parameter named "urn:...:obligation:neter-play-duration”), so once the zone
101 is played successfully, the application will log that event, as well as
ad matching information. Ad nmetering is perforned by appending the netering

data to theidde ek@apraKid Co.(doe€not winP e vk lagult bivibleat alkauews kAPl e ESB) . An
exanpl e of the type of ad-related data that can be metered is shown bel ow

00000033</ Cont ent | d><Sl ot id="0"> <Bi dSummary> <Ad> <l d>urn:...:acne:

00000009 [08461]1000@GE" hetl sptidial, s@TATONSdpaRied string that contains tags that the
content provider prefers. In this particular example, content provider Kid Co. wants Kid
Co. ads to be shown, even if the Kid Co. ad does not bid the most. For example, if Shoe
Co. ad bids 45, Kid Co. ad-1 bids 20, and Kid Co. ad-2, Kid Co. ad-2 will be shown. If no
Kid Co. ad participates in the bidding then another ad is shown.

[00462] “Minimum” is an optional string that can specify the minimum revenue the
content provider wants from a particular piece of content or slot. The value of this object

is the minimum bid for that slot.

[00463]  Once the content requirements are extracted, ads that are not excluded take
part in the auction. The “Exclude” tags will be compared against the tags contained in the
ad. If one or more excluded tags appear in the tags entry of the ad’s InternalZonelnfo,

the ad will be excluded from the auction.

[00464] In preferred embodiments, the ad control is responsible for bidding. As
indicated above, pre-selected ads take part in the auction. The bidding price depends on
the ad provider’s preferences. In one embodiment, the ad provider can base the bidding

price on multiple variables, including, for example:

[00465]  User personal data, such as links or user attributes (e.g., such as those that

might be stored in the DRM engine’s secure database).

[00466] Context, such as time of day, date, location, etc. (e.g., pay more as we get

closer to a certain date and nothing after that date).

[00467]  Other information, such as usage information (e.g., pay x for the first

rendering, y for the second, etc.).
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<Ti me>2009-11-4T19 :49:13 .986 GVI</ Ti me> </ Ad> <Ad> <ld>urn:... :acne:
00000009: ad: 00000006</1d> <Price>45</Price> <Ti ne>2009-11-4T19: 49: 14. 48
GUIT</ Ti mewO<Ad35604 Bi dSummar y> <Sel ect edAd> <l d>urn: ... PATMS20100030909: ad:
00000006</ 1 d> <Price>41</Price> </ Sel ectedAd> </Slot> <Slot id="1">

<Bi dSummary> <Ad> <ld>urn:... :acnme :00000009 :ad: 000 000 07</I1d>
<Price>40</Price> <Ti me>2009-11-4T19:49: 14. 111 GMI</ Ti me> </ Ad>
</ Bi dSunmary> <Sel ect edAd> <l d>urn:... :acne: 000000 09: ad: 00000007</Id>

<Price>40</Price> </ Sel ect edAd> </ Sl ot > <Bi dCont ext > <User | ds>

[00468] The ad control’s Control. Actions.Bid.Perform routine determines the bid
price and returns it in the following ESB:

esb{
0;

globalFlags
esbCategory = ACTION_GRANTED;
esbSubCategory = 0;
localFlags = 0;

cacheDuration = {SEC, 0};

valuelist = {

parameter = {
name = "BiddingInformation";
valueList = {
parameter = {

name = "Price";
long price = 33;
}
parameter = {
name = "NotInSameContentSession";

long notinsamesession = 0;

111}

[00469]  Where, “price” is the price the ad is bidding to be played, where if the value
of “NotInSameContentSession”is 1, the ad will be selected for only one slot of a

given piece of content.

[00470] The ad selection module will typically pick the ad that bids the most.
However, as previously indicated, in one embodiment one exception is that even if an ad

with a tag that matches the “Prefer” tags is not the highest bidding ad, it will still get
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<l d>urn: organi zation: service-provider- v : pususer :1</1d> <l d>urn:

organi zati on: service-provider-v: pususer :3</1d> </ Userlds> </Bi dCont ext >
<Per sonal WORbhtiA36001: or gani zati on :testpdc : devi ce- maker PCTAIS2010/001509

: 8pusper so: aa08a2</ Per sonal i tyl d> </ AdMat chi ngl nf ormati on> [ 00476] This
exanpl e shows a summary of the ad matching for the piece of content with id

"urn:. ..:acne: 0000000A: content: 00000033". In this exanple, two slots had
to be filled. For the first slot, two ads participated in the bid, and
"urn:. ..:acmne: 00000009: ad: 00000006" won the auction with a bid of 45

units, although, in this exanple, it will pay only one unit of price nore
than the seeeabveeshi Hé&ba?fng% tHatid Sot pRTENe® MEAFOMAGEa8¢ BB tpederrél, t he bi d
for the second slot (i.e acre: 00000009: ad: 00000007"), so it is picked and
it pays ithehighgstibidfling adamongthemevillbssplegtedhown above, the netering data

al so contains context information about the auction, such as the fact that

two user [OdeH Weln®nbkfHBBiment,tif 14 ad hda,%e&pﬂfuﬁalf@taeﬂott thatadinftitéhing | ust ration
provi des exanpl es of what coul'd be netered, and that in other contexts

nore, | es’§0d‘8? rejugns an et angrthe Applicaprciensny duithsr plybask of e addi ti on,

dependi NG, nRitibd AR%oine LHBDAinRAsY ct=PBIRE1t s &@Ea&@éécﬁ»@ﬁl?ﬂle'cﬂﬁ@ﬁtr@t i on
could be sent to an external server. In one enbodi nent the netering data is

stored seRravidpd vith thexlienti answe Aes this errerris prRoanepgitereds) dat abase, and
opportuni stically reported back to an external server via a secure channel.

[00477] Haelpgi noin[s8RE edlboliin@Re ﬂﬁ@%hf’ﬁ@%ﬂe@cdﬁ%bﬁ)@'tﬁ@saﬁgﬂlé& dfan be used
that takes a clear text file as an |nﬁut and packagesS it: it can package

content feanést fos pajs subsesipsans, whees it Isshows Aot adsisangdor mradaagaort gy
[ opti ons]s.qiap R!Jheﬁé i & dsthHthHltadfs'Tlﬁg caq:ﬁe' 19{ﬂw?emen'telh by, fé}eelxgmgféoiﬂa; r’ﬁs hel p

message and exit - nmedescri ption. xm descri ption. x
descri pt i tbe ad zénes [a@ IMMERTEPothatway they w1ll only be rendered if there is a NO_SKIP

obligation for them. The content item’s control checks for the existence of a paid
subscription (e.g., using link objects and/or by retrieving objects from a database). If the
user doesn’t have a paid subscription (e.g., as evidenced by the user’s lack of a valid
subscription link), the content item’s control returns an ESB (an example of which is

shown below) indicating that the ad zone cannot be skipped.

parameter =
{
name = "Obligations";
valueList =
{
parameter =
{
name = "MediaZones";
valueList =
{
valueList =
{
long zoneid = 101;
long zonetype = 0; // NO_SKIP
long zoneflags = 0;

[00473] If, however, the user has a paid subscription, the control will not return such

an obligation and the user will not have to view the ad, so ad-matching need not occur.
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- t <adndescription.xm >, --admatchi ng=<adndescri ption.xm > description o f

the a d matching information - 1 <license.xm >, --license=<license.xnl >
| i cense two20mgB6G01i n the file -k <contentid> <cont ent KEEZF/US2010/001509
--cont ent - key=<cont enti d> <cont ent key> content id and content key -a, --ad

specify an a d packaging [00479] According to this exanple, a content file
coul d be packaged as follows: $ python Package. py -d DMZ_ZoneMap .xm - t
Ad_ZoneMap .xm - 1 content _|icense.xm -k foo:0001
AAAAAAAAAAAAAAAAAAAAAA== -k f00: 0002 AAAAAAAAAAAAAAAAAAAAAA== TVShow. np4
TVShow. m v [ 00480] An advertisenent could be packaged as follows: $ python
Package. [po¥7412 -6 JAVEY4RRaVER0OBligatiohs AL 1O R18GRA thehn ad Ras been
ad_|icense. xnl™ Ad. r’rrgﬂf PackagedAd. np4f00481] As described in the '543

appl i cat i Played: Ahesgobligtiivns arereturnpdbyrhe coptent demoneontrgl BragdiS®h i s cont ai ned

in an mhim;scsﬂoi;vﬁ&ﬂmai ned in the udta atomof a video track. An
exanple of the 1nput Tor a content file is shown bel ow <ZoneMap> <I--
poi nts: japarapeeerd =ZonePoi nt --> <Poi nts type="I|soMedi aAccessUnit"> <!|-- o r

| soMedi aByt eOf f{ set - > <ZonePoi nt >2 89</ ZonePoi nt > </ Poi nt s> <! --
internal| Zones : ar?¥y o, sﬁb}’rﬂaérlﬂ% Zonel nfo --> <Internal Zones>
</ I nternal Zones> <! ;- ‘external Zones : array o f External Zonel nfo --3
<Ext er nal Zones> <Ex% er pal4apgl nf o> <!-- splicePoint: integer -->
{
name = "MediaZones";
valueList =

{
valueList =
{
long zoneid = 101;
long zonetype
long zoneinfo

}
}

parameter =

{
name = "urn:..:obligation:meter-play-duration";
valueList =

{
"urn:..:organization:.. "
" cid:contentid:0001";

string namespace
string logicalld

}
}
}
}

[00475]  The zoneinfo flag is set to METER, which means that if there is a metering

obligation for this content, the application logs a metering event when this zone has been
played. In this example, there is an obligation for metering (i.e., the parameter named
“urn:...:obligation:meter-play-duration’), so once the zone 101 is played successfully,
the application will log that event, as well as ad matching information. Ad metering is
performed by appending the metering data to the DMZ logical id (i.e., “logicalld” in the
above example ESB). An example of the type of ad-related data that can be metered is

shown below:

<AdMatchingInformation>
<ContentId>urn:..:acme:0000000A:content:00000033</ContentId>
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<Spl i cePoi nt >0</ Spl i cePoint> <! -- id: integer --> <l d>101</1d>
</ Ext er nal Zonel nfo> < /External Zones> </ ZoneMap> [00482] In this exanple,
t here i s woeosxissoomal zone, zone 101, which is to be splPCtas220m/0at50access
unit 289. [00483] A n exanple of the input for an ad is shown bel ow
<ZoneMap> <!-- points: array o f ZonePoint --> <Points
type="1soMedi aAccessUnit"> <!-- o r |soMedi aByteOF f set --> < ZonePoi nt
>| </ ZonePoi nt > <ZonePoi nt >-| </ ZonePoi nt > </ Poi nt s> <!-- |nternal Zones
array o f Internal Zonelnfo --> < Internal Zones> < Internal Zonel nfo> <!--
fronPoint : integer --> <FronPoint>0</FronPoint> <!-- toPoint : integer -->
<ToPoi ntPI<IIgRRI fd=o<L-- 1d: integer --> <Td>1017Td> <T-- attribut@s:
i nt eger |--> sfdstnkites>l </ Attributes> <!-- INSERTEDor 1 or 0 -->|<!--
medi aDi gdest Al goxaghm i nteger -->
<Medi aDijgest Al gor i t4idpa=y:MealireEDD 90 A gdr PAMRIP0 /14> NONE
<Price>40</Price>
<Time>2009-11-4T19:49:13.986 GMT</Time>
</Ad>
<Ad>
<Id>urn:..:acme:000000092:ad:00000006</Id>
<Price>45</Price>
<Time>2009-11-4T19:49:14.48 GMT</Time>
</Ad>
</BidSummary>
<SelectedAd>
<Id>urn:..:acme:00000009:ad:00000006</1Id>
<Price>41</Price>
</SelectedAd>
</Slot>
<Slot id="1">
<BidSummary>
<Ad>
<Id>urn:..:acme:00000009:ad:00000007</1Id>
<Price>40</Price>
<Time>2009-11-4T19:49:14.111 GMT</Time>
</Ad>
</BidSummary>
<SelectedAd>
<Id>urn:..:acme:00000009:ad:00000007</Id>
<Price>40</Price>
</SelectedAd>
</Slot>
<BidContext>
<UserIds>
<Id>urn:organization:service-provider-v:8pususer:1l</Id>
<Id>urn:organization:service-provider-v:8pususer:3</Id>
</UserIds>
</BidContext>
<PersonalityId>urn:organization:testpdc:device-maker-
X:8pusperso:aal8a2</PersonalityId>
</AdMatchingInformation>

[00476]  This example shows a summary of the ad matching for the piece of content
with id “urn:...:acme:0000000A:content:00000033”. In this example, two slots had to be
filled. For the first slot, two ads participated in the bid, and

in this example, it will pay only one unit of price more than the second best bid of 40

units. Only one ad participated in the bid for the second slot (i.e.,
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Oor SHAI 1 --> <!-- nediaDi gestValue: byte array --><!-- neter ingTag:
string --> <MeteringTag>sone :netring :tag< /Meter ingTag> < /Internal

Zonel nf oxwe 20imi3sromal Zones> <! -- external Zones : arr ayPOTIUSEXDA0 1589

Zonel nfo --> <External Zones > < /External Zones> </ZoneMap> [00484] In one
enbodi nent, ad matching information is contained in a "tZON' atom which is
Itself contained inside the udta atomof a video track. [00485] An exanple
input for a content file is shown bel ow. <AdMatchZoneMap> < !--

ext ernal Zones: array o f External Zonel nfo --> <AdMat chExt er nal Zones>

<AdMat chExt er nal Zonel nf 0> <l d>101</1d> <!-- tags: string -->

<t ags>Fo0<{chRABBOGID: REHRDASHINZY s ﬁféked)zgﬁ]iﬁfn%%tll@ Rt ACRRRTN the

<ext er nal AdMat chi ngCont rol URN>Urn: control :adratchi ng: 001</ ext er nal AdMVat ¢
hi ngCont r StaomRieshewadRYS HRmetrrHng dupalsarontaias senietcnorpaionaboaEe > <

/ Addvat chZapghaRgcl Q048 ‘falct ﬁxamweﬁph@deg QR p&&rm 3w ifbd SHpPdieael Mgl AW

<Admat chZoneMap> <!'-- internal Zones : array o f Internal Zonelnf o -->
illustration provides examples of what could be metered, and that in other contexts more,

less, or different information could be collected. In addition, depending on privacy issues,
only a subset of the collected information could be sent to an external server. In one
embodiment the metering data is stored securely in the media player’s (or DRM engine’s)

database, and opportunistically reported back to an external server via a secure channel.
[00477] Packaging

[00478] In one embodiment, a packaging script can be used that takes a clear text file

as an input and packages it: it can package content files as well as ad files. For example: |

Usage: Package.py [options] <input file> <output file>
Options:
-h, --help show this help message and exit
-d <dmzdescription.xml>, --dmz=<dmzdescription.xml>
description of the DMZ information
-t <admdescription.xml>, --admatching=<admdescription.xml>
description of the ad matching information
-1 <license.xml>, --license=<license.xml>
license to insert in the file
-k <contentid> <contentkey>, --content-key=<contentid> <contentkey>
content id and content key
-a, --ad specify an ad packaging

[00479]  According to this example, a content file could be packaged as follows:

$ python Package.py -d DMZ_ZoneMap.xml -t Ad_ZoneMap.xml -1
content_license.xml -k foo:0001 AAAAAAAAAAAAAAAAAAAAAA== -k f00:0002
AAAAAAAAAAAAAAAAAAAAAA== TVShow.mp4 TVShow.mlwv

[00480] An advertisement could be packaged as follows:

$ python Package.py -a -d DMZ_AdZoneMap.xml -t Ad_AdZoneMap.xml -1
ad_license.xml Ad.mp4 PackagedAd.mp4d
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<AdMat chl nt er nal Zones> <AdMat chl nt er nal Zonel nf o> <l d>101</1d> <!-- tags:
string --> <tags>Bar</tags> < / AdMat chl nt er nal Zonel nf o > </ Advat chl nt er nal
Zones > AvpAdiMasstwZoneMap> [ 00487] This zone nap defi negcrhms2aiagsisosed by
the ad matching process to conpare agai nst the "Prefer” and "Exclude" tags.
[ 00488] As previously described, in one enbodi nent DRM controls are used to
performthe actual bidding and nmatching. In one enbodi nent, content control
byte codeis fixed (not dynam cally generated), although a system back end
may be able to add a set of attributes to custom ze it. Sonme exanpl es of
attributes include "Prefer”, "Exclude" and "M ni num'. In one enbodi nent, an

ad contr olgogse) beagesnerivdasd he oUBa @Rﬁﬁbrﬁ i Bhe Qfbsfimbed@tingc hiedri ng rul es.
An exanpl e of such a speC|f|cat|on s, shown bel ow. <Control Description uid=

"sonme: coiPng sformuimn s contaipediomn; ‘mAans Ao dpHchis contginedin @éﬂﬂ?@/t%)?ﬁr i ce>
<Attribut 2{ans il WiSexanipd st ﬂh@'lrﬂ)tu?fofp%ﬁ)ﬂt?nt filei&8loApasRgsw:/ - - - /Pl |

/| TechSawy_</Pat h> <Condition type=" >< /[ Condi tian>

<Met Var i [atdonadabt</ Met Var i at i on> <hthbtvar|atlon>0</hbth@chriation>
</ Const rlai nt S! <7 REMSShLATEEHEN §ﬁ( “apeRodnt -->
<Points type="IsoMediaAccessUnit"> <!-- or IsoMediaByteOffset -->
<ZonePoint>289</ZonePoint>
</Points>
<!-- internalZones: array of InternalZoneInfo -->
<InternalZones>
</InternalZones>
<!-- externalZones: array of ExternalZoneInfo -->
<ExternalZones>
<ExternalZoneInfo>
<!-- gplicePoint: integer -->
<SplicePoint>0</SplicePoint>
<!-- id: integer -->
<Id>101</Id>
</ExternalZoneInfo>
</ExternalZones>
</ZoneMap>

[00482] In this example, there is one external zone, zone 101, which is to be spliced

in at access unit 289.

[00483] An example of the input for an ad is shown below:

<ZoneMap>
<!-- points: array of ZonePoint -->
<Points type="IsoMediaAccessUnit"> <!-- or IsoMediaByteOffset -->
<ZonePoint>1</ZonePoint>
<ZonePoint>-1</ZonePoint>
</Points>
<!-- internalZones: array of InternalZoneInfo -->
<InternalZones>
<InternalZonelInfo>
<!-- fromPoint: integer -->
<FromPoint>0</FromPoint>
<!-- toPoint: integer -->
<ToPoint>1</ToPoint>
<!-- id: integer -->
<Id>101</Id>
<!-- attributes: integer -->
<Attributes>l</Attributes> <!-- INSERTED or 1 or 0 -->
<!-- mediaDigestAlgorithm: integer -->
<MediaDigestAlgorithm>0</MediaDigestAlgorithm> <!-- NONE
0 or SHAl 1 -->
<!-- mediaDigestValue: byte array -->
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<Restrictions> <Not | nSaneCont ent Sessi on/ > </ Restrictions>

</ Control Description> [00489] In this exanple, the base price is 0 units,
but if thwotemssavvy object is present, the new bid pripCE/US3014/00150Ni t S.
The el ement "Not| nSanmeCont ent Sessi on” indicates that the ad provider
chooses not to showthis ad twice in the sane piece of content, if two or
nore slots are avail able. [00490] A nore conplex exanple is shown bel ow
<Control Description uid="sonme: control :000 01"> <BasePrice>3 0</Ba
eePrice> <MaxPrice>100</ MaxPrice> <Attri buteConstrai nts> <Constrai nt >
<Path> .../Databases /.../Pl 1/SportsEnthusiast </Path> <Condition type="
Exi st ">X7Condi 110N Vel VidT-gl IRt/ VBt vari ati on>
<Not Met Mar i at i on>0</M¥etMrigVad-sahé Aeer KidCoasd /Mmatetingrdgenst r ai nt > <Pat h>
.../ Dat abases / </1ttfrnkIddakentol-Pat h> <Condition type=" Exist ">< /Condi
ti on> <Met VariBtteomiBenedet Var i at i on><Not Met Vari ati on>- 10</ Not Met Varijati on>

</ Const rfai nt >
<!-- externalZones: array of ExternalZoneInfo -->

<ExternalZones>
</ExternalZones>
</ZoneMap>

[00484] In one embodiment, ad matching information is contained in a “tZON” atom,

which is itself contained inside the udta atom of a video track.

[00485] An example input for a content file is shown below:

<AdMatchZoneMap>
<!-- externalZones: array of ExternalZonelInfo -->
<AdMatchExternalZones>
<AdMatchExternalZoneInfo>
<Id>101</Id>
<!-- tags: string -->
<tags>Foo</tags>
<externalAdURN>urn:ad: 0001</external AAURN>

<externalAdMatchingControlURN>urn:control:admatching:001</externalAdMatc
hingControlURN>
</AdMatchExternalZoneInfo>
</AdMatchExternalZones>
</AdMatchZoneMap>

[00486] An example input for an ad is shown below:

<AdmatchZoneMap>
<!-- internalZones: array of InternalZoneInfo -->
<AdMatchInternalZones>
<AdMatchInternalZoneInfo>
<Id>101</1Id>
<!-~ tags: string -->
<tags>Bar</tags>
</AdMatchInternalZoneInfo>
</AdMatchInternalZones>
</AdMatchZoneMap>

[00487]  This zone map defines the tags used by the ad matching process to compare

against the “Prefer” and “Exclude” tags.

[00488] As previously described, in one embodiment DRM controls are used to

perform the actual bidding and matching. In one embodiment, content control byte code
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<Constraint> <Path> .../ Databases /.../PlIl /Hi ghl nconeRange </ Pat h>
<Condition type= "Exist "></Condi tion> <MetVariation>9 0</Met Vari ati on>
<Not Met VawoDabiooss@« / Not Met Vari ati on> </ Cons traint> PCT/US2010/001509

</ AttributeConstraints> </ Control Description> [00491] In this exanple, the
base price is 30 units, and three different constraints alter the bidding
price. Nanely, if the user is a sports enthusiast, the ad provider is
willing to pay 5 units nore than its current bid price. If the user is a
mal e, the ad provider is willing to raise its current price by 5 units, but
i f the user is not a male, it lowers the current price by 10 units. If the

user’s i ngged (ot @ndniieally Qéﬁe&kéa?,alﬂula@gm@sy@feﬁvbﬁﬁrena%m Uelabra:thaed hadtse its
price by 90 units; however, a maxi numprice is set units, so if the

bi ddi ng pofi asteibates ixenstamiae ity Sqmeexamplesof guribytes ltnﬁ’é‘d ” fatmn Brelude” ando492)
Exanpl e mmuﬁedﬁ Jner oint, ah 88PREARHbE ga{aatt&pframv e&ifiBAtoRlof

description 1s shown below currentBidPrice = getCbj ect (BasePrice )

vari at | onthe agy Slbl(idllaﬂ)iUlfécAh@WéBlé@f schwm@ﬁmtmsﬁ @lytwry bajeii ati on = get Obj

ect (Spo"é EeEdTRE ot 1ot Yh L AR TonEl S 0¥y 1» @t T o1 = getabj— ect ]
( Spor t sEnt husgash ﬁg;wéigggpg&bgn currentBidPrice += variation i f dbj
ect | sPrejsent «gdValr-ecd>avaniabkode>= get Gbj ect (Male MetVariation)
<AttributeConstraints>
<Constraint>
<Path>
../Databases/../PII/TechSavvy
</Path>
<Condition type="Exist"></Condition>
<MetVariation>41l</MetVariation>
<NotMetVariation>0</NotMetVariation>
</Constraint>
</AttributeConstraints>
<Restrictions>
<NotInSameContentSession/>
</Restrictions>
</ControlDescription>

[00489] In this example, the base price is O units, but if the tech savvy object is
present, the new bid price is 41 units. The element “NotInSameContentSession”
indicates that the ad provider chooses not to show this ad twice in the same piece of

content, if two or more slots are available.

[00490] A more complex example is shown below:

<ControlDescription uid="some:control:00001">
<BasePrice>30</BasePrice>
<MaxPrice>100</MaxPrice>
<AttributeConstraints>
<Constraint>
<Path>
../Databases/../PI11/SportsEnthusiast
</Path>
<Condition type="Exist"></Condition>
<MetVariation>5</MetVariation>
<NotMetVariation>0</NotMetVariation>
</Constraint>
<Constraint>
<Path>
../Databases/../PI1/Male
</Path>
<Condition type="Exist"></Condition>
<MetVariation>5</MetVariation>
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el s evariation = getObj ect (Ml e NotMetVariation) currentBidPrice +=
variation i f obj ectlsPresent (H ghlnconme ) variation = get(b] ect

(Hi ghl ncowe 2Mwidamviiat i on ) el se variation = get Gbj ect @Hrgiskoooms09

Not Met Vari ation) currentBidPrice += variation nmaxPrice = get (bj ect
(MaxPrice ) i f (currentBidPrice > maxPrice )currentBidPrice = maxPrice

[ 00493] Al though the above exanple illustrates the use of attribute
constraints, it will be appreciated that other types of constraints could
be used as well (e.g., tine and/or link constraints). [00494] In one

enbodi nment, encryption and tagging is only used for content files; ad files

remai n cffear text; NRMRYElaridtlicaloRs,/ heanledcidh-( 0f Ot her W se assodi at ed
wi t h) bo‘t h the adsomntdaidie content files. Content |icenses may contai|n the
content [provi dexcengretey>ences and rules. Ad licenses may contain bidding

control s )@g0495] UserthPr of i | e [ 00496] Biddi ng controls preferably hgve
access tlo-iprikesqat - FaSEH IpF AT FRAI9Rf or mati on. This i nformation can, |for

exanpl e,| be stored Tcﬁag\mdat abase.on the user' s system (e.g., a secure

. se
dat abase of the typ@iﬂ@éﬁﬁﬂpﬁﬁgbgﬁ;ﬁ@aﬁég%ﬁ@pp?| cation). [00497] User
profile |i nformati onmGaneharasquhs @InbimRv¥aildcebys of ways. For exanpl g, when
t he user| buys a<gasmdtgasitst em he may al so acquire a license that, when
execut ed, cresttesibuteCendrrgawsy” user profile object. Such |licenses nmay be
stored il/&ospedPatcrdPEE™ory on the user's system Licenses may alsd be
downl oaded when a user clicks on a link on a website. As yet another

exanpl e, [0P4U]usdn thigesamplpethe baserpaing ist30aindts| andghrey diffesond corsi@inketifrore
that provid ﬁfddg{ggjrﬂa!. ﬁgﬂxﬁ, o feSR raqP@m' rftaRSRL, WAl HOGRLSS VAIERS PT ofile

object that 1n ates user's intefest 1n travelli'ng. These objects can
be del et eghy 5 units more than its current bid price. If the user is a male, the ad provider is willing

to raise its current price by 5 units, but if the user is not a male, it lowers the current price
by 10 units. If the user’s income is on the high side, the ad provider is willing to raise its
price by 90 units; however, a maximum price is set to 100 units, so if the bidding price

exceeds that value, it is set to the maximum price.

[00492] Example pseudo-code for a control generated from the above control

description is shown below:

currentBidPrice = getObject (BasePrice)
variation = 0

if objectIsPresent (SportsEnthusiast)

variation = getObject(SportsEnthusiast MetVariation)
else

variation = getObject(SportsEnthusiast NotMetVariation)
currentBidPrice += variation

if objectIsPresent (Male)

variation = getObject(Male MetVariation)
else

variation = getObject(Male NotMetVariation)
currentBidPrice += variation

if objectIsPresent (HighIncome)

variation = getObject(HighIncome MetVariation)
else

variation = getObject (HighIncome NotMetVariation)
currentBidPrice += variation

maxPrice = getObject(MaxPrice)
if (currentBidPrice > maxPrice)
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if the user's behaviour changes. For exanple, a |license whose control
del et es an obsol ete object can be pushed to the device. In one enbodi nent,

| i censes woeosvgamd and t he ad nmat chi ng nodul e consunes pCharse@nloyisnd t heir
signature is valid. [00498] In one enbodi nent, before ad matching occurs,
the ad matching nodul e | ooks for licenses in the license directory,
executes them and deletes them This way, the ad matching process is based
on an up-to-date context. The user profile objects created as a result of
executing the licenses are used (e.g., read) by ad matching controls,
during the bidding process.[00499] In one enbodinent, the user profile

i nfor mat [ON Cer@ncn RIHrEEL S) ndAi2hied ON t(he User's system can only be
accessed by a control that 75 Ssigned by the sane entity as the conirol that

created ifoo4dd\us RNRBMIhNRE ABove RKkAn{AE Musir@SBR]usé Bf fRMuRIdAGk-ATRE! it wilhe ad
mat ching client obtains user information fromthe server side. The client's

rol e i s tbf npprsiated fhat Qrertyresf coryraints qauldsls yssd ag gl (§18eimead/or Hlor pat i on
to determypguRApsiccurate user profile (netadata). Alternatively, or in
addition, 1f the client is intelligent enough to conpute an accurate user
profile, the round trip fromthe client to server and back is pot

necessar yl00#9dlhot I ene smbodisnent.ieacrypiien andjagging is qndy wsed frrogtenphileeads in t he

client's fpg %mﬂﬁ&@&%ﬁh hl)vo?\%fr,hﬁ:'énﬁgmdm{os(o_r Bﬂﬁ@rdpi%azéss&'iz_ﬁf:& lv@th) BdtRT mat i on

could be stored 1n another form as discussed in nore detail below [00501]

One way td@egdkandibe coensifilese Coptent lingnses may\cantaiibthe cofent MPHESTy control is
to i npl engnf e Gb ESHis biddeh Pepubde this information. For
exanpl e, ngrla]felﬂér%@?sf %{r%hg%rﬁ %@ﬂ&%ﬁ%@rﬁ Hostl. Glet Usgg‘{l nf ormati on" coul d be
defined that is simlar to the virtual nmachine function

" Syst em HO989%et Adserdtrofilfescri bed in the ' 693 application. The main input
parameter is the name of the attribute the control wants to query,

" TechSavvpjosdé)r | BRiuR Q%nn{ﬁbﬁr&waﬂ?thawaaceﬁ Y apU6-dafe dsbigrotleect if it is
present, or an error if this objectf is not avallable or if an error

occur r ed. inftimaign. Jhivinformation pa foresampler b versd i a daigkasgRn thegisees ., an

I ndi cat i Oﬁggi% ﬁcyxas :éﬁ're,tdlaéb%é%f%{@t&?é desbAR0Rkhd B090EpIRIRAMHI ment, such a

function e followng I nputs: "100503] Top of stack: Name

[00497]  User profile information can be acquired in a variety of ways. For example,
when the user buys a gaming system, he may also acquire a license that, when executed,
creates a “tech savvy” user profile object. Such licenses may be stored in a special
directory on the user’s system. Licenses may also be downloaded when a user clicks on a
link on a website. As yet another example, if a user subscribes to many travelling TV
shows, the webstore that provides the TV shows could send a license that creates a user
profile object that indicates the user’s interest in travelling. These objects can be deleted
if the user’s behaviour changes. For example, a license whose control deletes an obsolete
object can be pushed to the device. In one embodiment, licenses are signed and the ad

matching module consumes them only if their signature is valid.

[00498] In one embodiment, before ad matching occurs, the ad matching module

looks for licenses in the license directory, executes them, and deletes them. This way, the
ad matching process is based on an up-to-date context. The user profile objects created as
aresult of executing the licenses are used (e.g., read) by ad matching controls, during the

bidding process.
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Ret ur nBuf f er ReturnBufferSize [ 00504] Where "Nane" is the address of a

null -term nated string containing the nanme of the requested object,

" Ret ur nBuvbenio/izsoot he address of a nmenory buffer where rhewsbue/ofsoe he
object is to be stored, and "ReturnBufferSize" is a 32-bit integer
indicating the size in bytes of the nenory buffer where the value of the
object is to be stored. [00505] In one enbodi nent,

Syst em Host . Get User| nformati on has the foll ow ng output: Top of stack:
Typel d Size [00506] Where "Typeld" is an object type id or negative error
code if the call failed, and "Size" is a 32-bit integer indicating the size

in bytes @b4dd]e ORlode eR/IHBAMRGAL ithe hLpidtild BformdRoh (S, dhjedid)Btokel difthe OF the

size required if the caller provided a buffer that was too snmall. If the
request edusshp sxstery sasoHp e asqested by deopirplghatriy signeskly the serreeRites SecH | TEM

If the buff.abl suPRbiesic @s &ﬂﬁri{é%f@&ﬁva\gf\] ue is too small, the error
returned i s ERROR [ NSUFFI Cl ENT SPACE. her error codes may al so be

ret ur ned. 500507]_Another exanpl e of a function that could be defined for
enabl i ng B0BWdi g one smbediment, dac-akmatghing chensobrains yepnfampden fram the

" Syst em Hagler kRILSEe cliehfd fold N6 tdpdR (BOMeF s B diR efle R vEr S@skOlhat 0 check for
the existence of a user netadata entry. In one enbodi nent, the main input

par anet erinfosmatien issdetermine meacruraiediseraPrefilgt(metndaed riliesnativglyt &r ino confirm
exi sts. Tmitw& i, él&lp?‘ﬂ ih@fl%gﬁtrengeé‘l"}’l%:coﬁ'@k% 'Jélf ackilGteQRESHbfile SR &RANT . OF @
It ['h on odi

negative error code | I'snot. | e ment, System Host.|sUser
accept s tthip frramtheslientie serveasithadk isisjoe oecessaryaninihopuexagples, thejugertshe f or m of

an addres - I ' SLob : r i ue
Fosalt caiaied®yBitdas pBleBl R IEh R auBite) Jh WRRERARBERRTRC KRN LT o,
of a per spnfile infpematiqr’ ¢ald bé stomd mmeakiaghedt iferiny, iab distwmedmvunoere metadtbelowv. descr i bed
bel ow, where content is distributed in a variety of ways through nmultiple

[00501] One way to make user profile information available to a bidding control is to
implement one or more host function(s) to provide this information. For example, a
function called “System.Host.GetUserInformation” could be defined that is similar to the
virtual machine function “System.Host.GetObject” described in the ‘693 application. The
main input parameter is the name of the attribute the control wants to query,
“TechSavvy” for instance. The output is the value of the object if it is present, or an error
if this object is not available or if an error occurred. The value of the object could

represent a weighting (e.g., an indication of how sure the system is).
[00502] In one embodiment, such a function has the following inputs:

[00503] Top of stack:

Name
ReturnBuffer
ReturnBufferSize

[00504] Where “Name” is the address of a null-terminated string containing the name

of the requested object, “ReturnBuffer” is the address of a memory buffer where the
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services and nechani snms, and where rights to access nedia are automatically
paid for byadvertisers who pay premumprices to the content provider when
speci fi c wowveri3s@ment s are vi ewed by consuners who ar ePceltisamopoisnown to
have certain attributes and interests. In preferred enbodi nents, the PA
functions on various devices (e.g., PCs, tablets, handsets, TVs, etc.) in
conjunction with nedia viewers operated by a consuner. The PA nmakes

sel ections of advertisenments for that consuner in real tine, based on a

| ocal auctions referencing the consunmer's personal and environnental

nmet adata for the benefit of the content provider. The PA sends anonym zed

i nf or mat i eiluaHé objdctb Rbd ot Sl SReQIniB dfferSiedis &l 2ait mefperimaicameci fied by
the content provider. The isolated nature of the actions of the personal

agent, t h&e a8 hytsnef e msmosn Buffer yher the valye o HisPbischist@ 8 s1RFdr mat i on
policies of the clearinghouse provide substantial privacy protection.
[00510] A0BSos1an InskeRmbolRiend BRslen bkt EletURFDEGMatiBehatSBE filloMind ne
interactions, and can use that information to select advertising that is

hi ghly re?¥R¥ht and to automatically reconmend content that suits the
user's i me&y esdisck; PAS can do this without having to reveal the user's
personal [information to anyone, but they can al so help the user share this
i nformat j Bypelé. g., selectively, through social networks). [00511] A PA that
knows a | ot about a user|can match the user's interests to an advertiser in
val uabl e ~—such-thatlthe advertiser will be willing to pay nore for the
privilege of presenting ¢certain advertisenents to the user. The user wl|

al so benefit fromview ng advertisenments that are nore relevant, and the
content piogsesie’ WaBRMTypeld MArdsHddt RpeR@bndBafife &rdr BAYifeL dMEaii@st

rel evant advertisenents displayed in conjunction with their content. Thus,
a PA t hatanfoiSizeeds @ h&bitantggasindigating thgssizrginbytes iof therdata remnedrin shedurifesi n t ype
of sedan &@pu&f&vﬁ% chilg, dith&5ineleqhRed # MCAIECHoHA¥E A bUAE Rat VAR 86 € Sel 1 ing
a simlar product, and who can target an ad to that specific Interest.

O her datsnabdiihe zequssied eljestdopenaisrigt, the driongetwmed ispr eci se mat ches or

sel ect pa%FﬁE%@ i i . - S ser's
background an —?ﬁ%é?%%?g efgf?é?E?%§P%Bw%?gggﬁggghg%hﬁigﬁg%&g%g?%ybe

sel ect ed @yorgetuded)is ERROR_BASWHBIHENTL SPASEo (thes ergeeodes magalsode a bett er
job of finding ads that are relevant, and even find "long tail" ads that
are nmeant to appeal to a relatively small audi ence. Thus, instead of

searching for things on the Internet, ads for
[00507] Another example of a function that could be defined for enabling a bidding

control to access user profile information is “System.Host.IsUser”. This function could be
used by a control to check for the existence of a user metadata entry. In one embodiment,
the main input parameter is the name of the metadata that the control wants to confirm
exists. The output is an integer value: zero if the object is present, or a negative error
code if it is not. In one embodiment, System.Host.IsUser accepts the name of the
requested object as an input (e.g., in the form of an address of a null terminated string),

and returns an integer value result code as described above.
[00508] PERSONAL AGENT

[00509]  The function of a personal agent (“PA”) in a media distribution environment
is described below, where content is distributed in a variety of ways through multiple

services and mechanisms, and where rights to access media are automatically paid for by
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those things can find the user automatically, and view ng those ads can
fund the view ngof the user's favorite TV shows and novies. Wiile a conpany
may not fwoaoio13smst effective to advertise its product PdurtisagoohsosSuper
Bow , plenty of video denobnstrating the virtues of the product may be

al ready avail able and woul d be appreciated by those who are about to nake a
decision to buy it or a simlar product. [00512] In one enbodi nent, a
user's personal agent has access to the user's personal information, but it
wor ks for the user, behaves the way the user prescribes, and generally does
not need to tell anybody anythi ng about the user specifically. The personal

agent is avefisaRiveholfhyPReRiBpiRies & the @bnttMeréalidrovienGpedif®hdttisesehlsect the
user's personal inforfmation fromyvarious sources and store that information

in encryp¥ediemsa by graruangrs whe agerghaly knewip have gerfain gtghutes anddtgiestsgeyi ces

only by the befre@babodigehls, BBPA! fifctibibn vhRSRdtlice S DCRRMIGAL egori ze
this personal information to characterize the user's interests and habits,

provi di nghasepeb s, ptey arleqraunction sdthimedia yiewerspppriaied by aranstmerg TheBia
obj ect's t Q,td1QedSdns Dt hierli&Rlents fLPtﬂétlc%L%mﬁ&% e life, baREEEREochpr the user,

incognito, to nmake recomendations on nedia (e.g., nusic, video, articles,
e- books, awtons refesenciigehe sensumierjhpersoniaband Quseshentgbmetadata fordegbanetit f or
adverti se r 'ggﬁ ; 'glgngje Wi | |
appr eci at %ﬁﬂ% g?f&%[}fp‘{)@%g'cgﬁene ?%Iﬁigfa}e{% nt éﬁxgﬁor%\gﬁ(gg?ﬁ%?%%%gm gui %tg, etc.)
want s t o whavstddelaasipghanse spbediedibyshecantent peovpder Skhgabolatge naturg dfithes el ect t he

adverti senent t _pays,the f . nt e to wat ch,
based on ﬁgn%}é@ﬁe Pr%)rts crﬁﬂ %%etn\y\’/erﬁe?éz&rf% bésagl& g%@%%é}?ngstpgogénldin gﬁ@rg{e utes, the
i nt er est sinforthadibd polividses thddtaringhowsd peovidessmbstastidl arigatyi prorectidme

characteristics of the content the user is watching, the nedia rendering
envi r onng . 0. re.t ) IS hp& f ’ | C: i's

usi ng, et@.b#(ﬁt heAr?yngagﬁeagpgt@r?g’éu%%uese{Jser gﬁat}éed@s%re&ggﬂé%@g&%ﬁogﬁs’%ﬁ ar ads,
and/ or t heanlusk ¢haf DB&rhB}iol esebet sdveaisigbartis bighlyh@iezantiagd o hutomatically t he
user's actions and da n. di fferent vices,,.and.safely redistribute
your per srgﬁ%rprr’leﬂﬁ§18?’ﬁ3{t ?lbag S‘flgag%‘rlﬁe(r)ﬁsﬁ g\st}ls‘cfgej‘gs (\:/ﬁqéfr% eth]istwuglghl{ %agyn&tgd for the
user' s bereedal the ys8OSpG}ondhinfe@nidnen pedagonglbuathep tamalskbelp die usewshateathsf i t, it
is also preferabl

information e/e. gé.1 ,nselectively, through social networks).

[00511] A PA that knows a lot about a user can match the user’s interests to an
advertiser in valuable ways, such that the advertiser will be willing to pay more for the
privilege of presenting certain advertisements to the user. The user will also benefit from
viewing advertisements that are more relevant, and the content provider benefits from
getting paid more for having the most relevant advertisements displayed in conjunction
with their content. Thus, a PA that notices that a user is browsing for information on a
certain type of sedan can browse the Internet to search for advertisers who are selling a
similar product, and who can target an ad to that specific interest. Other data about a user
could be used to find more precise matches or select parameters in the ad presentation
that can better suit the user’s background and interests (e.g., certain variations of the ad
could be selected by gender). If a PA knows a lot about a user, it can do a better job of
finding ads that are relevant, and even find “long tail” ads that are meant to appeal to a
relatively small audience. Thus, inétead of searching for things on the Internet, ads for

those things can find the user automatically, and viewing those ads can fund the viewing
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"honest broker"™ that will respect the user's interests as well as the
interests of the content provider and the advertiser. Specifically, the
per sonal woQento/s@ier ably protects the user's interestsPoy/ussclosnsng ads
that are irrelevant or overly annoying, and matching the user's interests
and habits wth ads without revealing that information to advertisers (or
to anybody, except in an anonym zed and trusted context) unless permtted
by the user. The personal agent protects the advertiser's interests by
ensuring that advertisenents are properly present ed using profile
information to match against the advertiser's selected categories in an

auction. dJiRe BRI TRArit@YVthoRE BiERmbFiet. WhBONESNParR R ARIFING il d¥ser ests by
sel ecting the adverti senent that optim zes_the objectives of the content

provi der , effeslivelp adyertise s etwuerdwnaéhe Super Rowl Ptﬁ?ﬂe‘}f Yifeodemapstratlg,  and/ or
sati sfyi nge QRS oP{h'etp%du%t &HfBe @%eaﬁ?‘é%xlaBE: aﬁﬁ@&il&‘b@ﬁ’;&tﬁé&hr@@f)? (HO¥Er others,
eschewi ng advertisenents degrade the i mage of content provider,
etc. [OOSVZU}aIP@tbQ@iﬁaFnaéigérﬁﬁélS’@arﬁob‘@"r‘rﬁh?smlhéprqdﬁﬁngs As suggested above,
they can roam a user's devices and pick up useful and relevant information
and then @psiZe Inlone GAIHBIMenE & usbr’s FerSdHal et has@l@gesg ﬁpﬂ’ktusérts gefsonle user
in useful forms. [00521] Peopl’e interact through their nput er s, lg‘:farsonal
devi ces, iafrmakon, dypitiwasks fonthejusernbghavesthe “@éﬁ@%ﬁépﬂeéﬁfges eﬁﬁﬁt&ﬁlﬂ@a

| nf or mat | te&te g Bty My FARSIHIGE the Qs SpBlifidily S Thd rsitiPiRLEss PeOPI €
have acco(tiJHr%tsg]gemﬁeteE g gla)ﬁly gﬁ socl aF gtvlvc]ir |tyng S tr?es Eg:gr%ed’ist card
conpani esalsdahk o da Wmladh(zfrﬁhetf@llbwml ng i nformation incl udi ng history and
bookmar ks. Much of that information gets |eft behind and forgotten when
devi ces pl age brsbit il Rhafbrh o R18uRBAIN Rife e same
devi ce a?t@go{nﬂot her g%@‘ggg A one &gét e person Sgent not only
pr ot ect s iafdrmafion hmncrywtetoirfnan iwdare ibutacedssnbleamm w@ty of diffetehiedayses bsly

advant ageb R p8esds 0 geheeu%grl ons and reconmendations .[00522] Wile, on
occasi on, a u8eY 'rl‘%all crh(%se 8% hare some of that information with ot her s,
inalinted context in a preferred enbodi ment, the information is treat ed
by the pi08srgl agesrmtveaanplchtegmrezeahid pelmmﬂail drgfntrhation tp Oﬁﬁzahimmem isi bed

b nbodi ments of the syst t hod bed, h |
he. cost Berstr Beteie SRTATHE B Scr BN aier Lontiionz) R dHEng Berds ca

objects to the user’s interests;

[00515] « search the Internet for the user, incognito, to make recommendations on

media (e.g., music, video, articles, e-books, etc.) that the user might like;

[00516] « search, incognito, for advertisements for products and services that the

user most likely will appreciate;

[00517] When a media presentation (video, program guide, etc.) wants to show the
user an advertisement, the personal agent will select the advertisement that pays the most
for the content the user wants to watch, based on the best match between the user’s
interests and attributes, the interests and attributes that the advertiser is targeting, the
characteristics of the content the user is watching, the media rendering environment (e.g.,
where the user is, time of day, device the user is using, etc.), the number of times the user

has viewed this or similar ads, and/or the like.
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revenue that content can generate. Preferred enbodi nents are designed to be
an efficient way to distribute ad-based content, capable of |everaging both
current awo2burs@iad targeting techniques in a market POT/USAB19I001589
Preferred enbodi mnents provide incentives for consuners to participate,
protecting their information even while it is used in a matchi ng and

bi ddi ng process on the consuner's own devices. The burden inposed on
content distribution itself is very light. In fact, virtually any method of
di stribution can be used. [00524] Preferred enbodinents allow virtually any
content provider to easily leverage a rich network of targeted adverti sing.

I n accor qgoses]W t”lhe%e?sfoﬁﬁh%@n@d”ﬂh%b@ﬁi@ﬂaﬂnty 6 BRURAABLs KWBS akPdutaBret | ze his
or her content. by sinply by follow ngDplp process such as that shown in FIG

20. As shawy diffefentdevagss, %rﬁesa@bshltCéﬁtr coXqug @erspra) infprpatiogjte warpus

cl eari nghusa@s GACRAI can®elised FtitOuBr¥Bbhfier m and downl oads a packagi ng
application (2002), or contracts with a packagi ng serV| ce (not shown). The

cont ent prOV|der can then package its content (2004) , using an
aut omat ed 989 BlessWhile fhisirersopplaage iy &ks f‘E\Mﬁéfr‘?e&F'@E i lbalfs%t)reéf‘;s@e}wpes choi ces

such as thgniuBRiker %atﬂ&hlsrleﬁkét th& L AR d s (el % avisteldsRer $he &hnfent The
content can then be distributed in any way suitable manner 00

i ncl udi ngerovidenandithe adwertiser. Snecificdly2 8ie peespnaligery paqurabkymrelm:ts e 359%? y
service ofj g Wi‘ééché“ﬂﬁ%%!&jé cggt ﬂgméaaqu ormv?ﬂi g,g;gd lfg LR thihdel-gast ,

stream ng, etc.,” usin manage Usi ng physi cal
medi a (e. lgtewSES\ﬁDSl hab]!%Wlthedmwyh@aM@ah @on ffoladsmlﬁ@ yo hard di sk

d hari
crives:  fnbel 80587 disholl iy BEARASARMIIA0ER (M Me3eE2Rpshar no
(e) Sone merscmbl ageht prhectabhn/reiveamdfs)mtmﬁt%bs{ 988804 thahalbyertisementpaeent i s

di stri but egp%rh' agre&e%&%%'gmﬁ rPOVI aelg‘g{}nﬁloth (} lé%aaggmfﬁua ?i&\;erﬁs%yzéllsél&fqu and Ot her

i nformati®d regar its content 1s bei
used so td‘a&tgorlts inaan appdomiThe persendl agant proaha&it the boterpretiderteiatefA608) .

Egg? 2#][ Trc‘af"ec%‘i %%Eivgr{lge\ﬁlleql? thaf g&n%fzgg thé r(])Bj%%t?vets At ﬁl@a}:r()%teglp ﬁ/r%lvltdlere %a)\/’\lnné h
the content provider the most money in an auction, and/or satisfying other criteria such as
favoring certain advertisers over others, eschewing advertisements that degrade the image

of the content provider, etc.

[00520]  Personal agents can do many other things. As suggested above, they can
roam a user’s devices and pick up useful and relevant information and then analyze it,

categorize it, archive it, and report it to the user in useful forms.

[00521]  People interact through their computers, personal devices, and web
applications in ways that generate large amounts of information that they normally
consider to be private. For example, people have accounts with online retailers, social
networking sites, credit card companies, banks, in addition to browsing information
including history and bookmarks. Much of that information gets left behind and forgotten
when devices are replaced. Much of it is re-entered time and again on the same device
and on other devices. In one embodiment, the personal agent not only protects all of that
information, but also employs it to the user’s advantage to, e.g., make selections and

recommendations.
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di stributors who advertise its content and arrange for it to be hosted.
Preferred enbodi nents of the systens and net hods descri bed herein can
arrange fwo 20tvos800di stri butors to be paid automati cal | yPoutused1oohsocont ent
provider's royalties, or the content provider can contract directly with

t hose distributors. [00532] The content provider's content will play on any
supported player on a wde variety of devices, and its content can even be
packaged as an application that can include and install a player or plug-in
specifically for its content. [00533] Wen the content is played, a nunber
of mechani snms can be used to assure that the playback event generates the

gr eat est d@ oot OWhHQrH?led&Qstld)rP@ufs&rmaﬁﬁxos%%ﬁare@,f)ﬁ\‘,'o@ﬁfat inffSHmaBsAWRhE, 1N
preferred enbodi nents the player scans | ocal device environnent for ads

or ad ref@h@ﬁd@@ltnﬁﬁld GRPYeKt, p}aypteﬁ@rwbommt,tth@uﬁm@oph%@aﬁ@obx th¢ 0 one of
the ad Sl@ﬁ§nﬁfﬁ ﬂa@qhdc&@gﬁﬁuéds can cone froma variety of sources
S

that the er era ts with. These can include web sites, push services,
and ad scanni ng applications that arrange to share benefits with the device

nmaker or A2 onsandescribagrapoyvesapedimants efdhe systeanscangdpasteodsslessaibrd del i ver
ads and DjleiRBad fiRler th:' &Q%}ﬁa@lba'séh é‘o%%?afsmbﬁnsn GANE ARkirkzABReLd-PReE not

worry about arranging for these ads or selecting the business nodel used
for ad defevenueyhat gontenizan gpearateyPraferiedambpdiynshissre designed o bsan effisictter t ai n

t ypes of %Eto dl&tlﬁlﬂ d%EI&%ddo BE %apa%ﬂ%ﬁ%&%“ﬁjﬁtﬁ\éhg&{t aﬁ@‘ﬂltﬁr%laﬂ(:t from

di fferent jectlve unctions for eval uatin s are selected (e.g.
usi ng sel taxrgetingtechiityessiin aoodrket foﬂ'@mlmll?ref)en{we@bm]hm'ﬁn@ nmovideingentives hat

Feeds t heroP ARG B58E bl S piRARE Bl bR iply A hiTOULRG il th RNy

i ndependent “sources e ‘consuner, but one of the
best sourmatshiof aed bﬂldtng\/peoctem gxethercgnswlenrh@“prde\vmee ”E]deurdimtlmpestedroe that, as
expl ai ned

o o e B e AT RIE B AT AT B Y BB P R o

t he techngskdgy descri bed herein has nany advant ages t hat can result in
advertisers paying much hi gher CPMrates. The system can collect private

data assophelfd YL L he HREe SO iR ond ARENORK AL dSNliges Thi s user

i nf or mat ept pri never revealed to the
advert i seleyerageca rich network of targeted advertising. In accordance with preferred

embodiments, a content owner can monetize his or her content by simply by following a
process such as that shown in FIG. 20. As shown in FIG. 20, the content provider
registers with a clearinghouse (2000), e.g., using a web form, and downloads a packaging
application (2002), or contracts with a packaging service (not shown). The content
provider can then package its content (2004), e.g., using an automated process in which
the content owner/distributor specifies choices such as the number of ad slots, minimum
bids from advertisers, etc. The content can then be distributed in any way suitable manner

(2006), including, without limitation:

[00525] (a) Using any content delivery service on the web, including download,

progressive download, multicast, streaming, etc., using any download manager

[00526] (b) Using physical media (e.g., DVDs, CDs, memory cards, USB dongles,

flash memory, hard disk drives, etc.)

[00527] (c) Via data broadcasting
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used in a nmulti-tiered match and bid schene. For exanple, when ads are
packaged, they may include a bidding control that is used to nake bids
duri ng cowmbento/pb@yback tinme. The control can interact wcrhiSaowsersoprofile
dat abase on the user's playback device in order to determine the quality of
the match of the ad to the user and therefore finally determ ne the bid.
The bidding control is up to the advertiser and can be proprietary. The
user data can include a count of previous inpressions for the specific ad
or for related ads, along with certified data about the user, objective
event data, and user supplied data. [00536] In sonme enbodi nents, when a
user intefasisy W {dy VEidE2P SHa8ihBh soQMEneBhoR®EITetitE kn@HeRESs, SB&@@sI ads froma
nunber of_ |nternet-based sources. These sources make avail abl e netadata
that the H§BKeXs§iCenpl oy to sel ect ads that have a high probability of
payoff when sel ected at playback time for the specific user. The ad sources

can incl ugesafst @RSHMAE oPAll Bflthe labde, ailotiRoteanked according to criteria
chosen by the user agent using criteria based on specific user data

(although t's_ad earch ¢criteria.can reveal certai, of the
consuner’ @%g o) nQPC‘i £ EPnERtIDASIIPHIEH, ‘gF SORIER} OASH BT 3§E ﬁ%‘f%‘%lﬂ%ﬁ fic event

data is rgRygeakeshd &h&ﬂﬁ&ﬁ%@@ﬁMWh@ﬁ@{/ﬁBd ki SwhéBAbwatscoaeu®r may be
using in a concomtant search). ef fect_ a_user agent can generate a

search quiing pssd sa%é&aapp%@wewrééutg@aﬁlﬂﬁ Wit eieh&e0Bboks for ads rat her

t han web pages, and the search engine rel evance ranking is based on

speci fic poass1ydat ghe édﬁt@dsiotvidéacaxﬁﬂ& @RBsd® sRarefrbRN@d wiltddontine correl ated
with current_web activity (e when a user searches for information on

cars, thefistibyiors who aqlvenespéﬁséﬁe@gt%a&rapgeaﬁ% itt Re Besterb Prsferred) . [00537] In a

pr ef er r edeRRRRHAEAE® B the\a/glﬁ&néam AYRBEKIBVPRH] HREGH Esh arfinke Fétlugkant ad
controls are run to bid on the ad slots for the content to be played. In

each cl i egistridntosgtochgtraishaiomaticalls puicof the gasient REOVlSE 5 BRypdicsf orékfp?crné@t and

nhon- conp dﬁﬂowdwéﬁcﬁdc%m&&%%&l Wl floké Rfidbuta) | everage the technol ogy
descri bed herein to encourage consuners to passively part|C|pate in event

moni toring for optimum ad natching, thereby jUStlfylr? gher CPMs.
Consumer s[00832]be Haaseongeat proxider’ ﬁépmelpférf@m o1 HPY AR Eérpl%égn AJdY eave

their ownygdey GERvREs, LR i E6MER dah B¥drtse falRigell REYn GPHCARn thEN@RndIRIY t Or i ng
can be activated in applications, browsers, or operating systems, on just

about anyandipstals aphyerorrdugriy speeifisally 1o it@@mientwi t hout |initation cel
phones, PCs, game devices, etc. Event

[00533] When the content is played, a number of mechanisms can be used to assure
that the playback event generates the greatest amount of compensation for the content
provider. For example, in preferred embodiments the player scans the local device
environment for ads or ad references that will pay the most when the ad is inserted into
one of the ad slots in the content. These Ads can come from a variety of sources that the
user interacts with. These can include web sites, push services, and ad scanning
applications that arrange to share benefits with the device maker or the consumer. Many
independent services compete to both deliver ads and bid on their placement in content.
The content provider need not worry about arranging for these ads or selecting the
business model used for ad delivery, but can specify minimum payoffs, and can exclude
certain types of ads. In some embodiments, the content provider can select from different
objective functions for evaluating which ads are selected (e.g., using selection criteria

other than price).
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| ogs can be abstracted and securely shared anong the devices that the
consuner owns (e.g., a consuner's domain), including, in sone enbodi nents,
a privat ewoloud3b@sed proxy, so that the maxi nal anount Pofi/usemsONEN9
information is collected and redistributed for use in ad-matching on al
devices that a consumer uses for content playback. The consuner's privacy
is protected, since, in preferred enbodi nents, the consuner's information
is encrypted, and only the devices in the consuner's donain know t he keys,
as they are generated in the consuner's own devices, and are not shared
outside the domain. [00539] In some enbodi ments, certificates, vouching for

consumer @o5341Put B ddtworkShatifvedsideadiag gﬁ)ceQQQe)q%cQQ b bevadaid t he
consuner's devices. In addition, in sone enbodi ment's, ad placenent nodel s

can be de@PByig withanany; indspendent sapsees Yitespeeiakknosredse of e COBHERRTERUL S choi ce

of chari tyhe oFipRd bés?soui‘é?:@ oF@Hé'dﬂ% 'iargé 1in@ 1?@1%'&1’%%%3&%t29&%re@1@a$ hast ebates from
the ad proceeds. [0 hus, systems and net hods have been described for

per f or ni ng&péarqudlemncmahe n@dcbm spgprelgpsestb e local agrmatpleing ynoduledo aptdmatt hods
descri be#@t@%%{i%&%néﬂﬁﬁ Sg me or all of the follow ng: [00541]
y

Dynam ca elivering upda controls for ads and content. Advertisers
will get real-time (or close to it) feedback on their ad canpaigns.

Adver ti sel08538n nbaredtingtade uping gy tedwelogydesrrihed herain hag maph adYanEAZEY (e.
to incr cada éa'ﬂ%e t% gaﬁgé@gcps ;pixt@eaéucﬂm @ﬁmaemg st?éﬁ%é‘r?éollte&ese rules

wll be de vere S so possi bl e.” The delivery
mechani s npré\msdtata)assmmtlm) withdhe @tmédmréhfotiset hes@/%bﬁf dayiegs.Witis ugepend on the

spect 11 ¢ HARt: WGty %e\[,\%ﬁ)lgéélbdt%g et anf nldr e & AR RS He MverlibrOhler {0

conformto privacy 7 or I'icres, in one e e client
pl at f or m usedén geauiltoficred mhtcrigandLmd pehiewngt Eori emﬁmphawhanadsmmpa;tkgmdh@py

ot B0 R il CortRF SIS, AL Rl GBI R,

abstracté@‘%é}egorlza I ornatlon 0T he c I'S abstract
i nf or mat i Dimg cdnnebcanfinqaracvwith aiusérqrofile idarapaseam tbeus:h’arptaybmk delvize in

?LFZ;I ?%2(?3 tﬂvt\fs E%rt n& Zat)f %&9543 ch% tl%na to ne:t Es@% an erefore Pmali(l nds of

determine the bid. The bidding control is up to the advertiser and can be proprietary. The
user data can include a count of previous impressions for the specific ad or for related

ads, along with certified data about the user, objective event data, and user supplied data.

[00536] In some embodiments, when a user interacts with the Internet, one or more
user agents select ads from a number of Internet-based sources. These sources make
available metadata that the agent(s) employ to select ads that have a high probability of
payoff when selected at playback time for the specific user. The ad sources can include
vast caches of ads that can be ranked according to criteria chosen by the user agent using
criteria based on specific user data (although agent’s ad search criteria can reveal certain
aspects of the consumer’s personal information, in preferred embodiments no specific
event data is revealed, other than perhaps search keywords that a consumer may be using
in a concomitant search). In effect a user agent can generate a search query for a
specialized web search engine that looks for ads rather than web pages, and the search
engine relevance ranking is based on specific user data. In addition, ads can be proffered
that are correlated with current web activity (e.g. when a user searches for information on

cars, then a series of references to car ads can be delivered).
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content itemand for each ad are very open. The rules can be collected from
the content provider or the advertiser as a sinple text, nanely XM.. These
rul es carwbavsvisb@iconverted into objects of the type destnisbed/obrsos he ' 693
application using a virtual machi ne code generator and can be associ at ed
with the content or ad as already nentioned. A sinple exanple of such a
rule is when an advertiser is willing to pay 10 cents for each ad
inpression, but is willing to pay 5 additional cents when the ad is shown
to the target denography and at a certain period of the day. Simlar rules
can be associated with a piece of content. [00544] Ofline ads for online

devi ces. [0053ge RrEReferfed bmbodiicht, &hBh @ playBick @dmafdcmsenmles/aﬂtaﬁ be (but
do not need to be) |nd§PendentI%*su per-distributed using nultip

di stri butqoaﬁoﬁeaawntvﬁ Uhibe ad slots faptherconigye e Playeria each ?J@namﬂ ayed when

content i gdRBIRGRLbeF 8dh WEdTRE Bathttde BEOGRRE afd nbll8ompMRBhds.and iS
typically negotiated at the tinme of content rendering on the basis of the

best payoff for renderlng t he advertisenent. [00Q545] {ectlve function and

its del i viOPY3§landAdysatsessyandeyerags %‘i‘?ﬁ@?{logyldﬁsﬂﬁﬁdé‘ﬁﬁw OFBRPUa%hen t he

consumer MnShBsrs t@pasSNEBpaf i in 2BntE@n&RITRInG FH opidiin® 81 RatchRiB! herbiyon, the
devi ce executes the content items control programthat requires that

Adsl ot s figptifying higher ERMsp Eopsumesticanchecseirerdythabhals perspeal dnfoanationeioron t hat
opti m zesydi e ve %heawrpaéweeé%f u& seair@g Y]t ufes»lcloﬁ&&u Egerﬁ%an%ﬁﬂy@mf rom

this view ng event. ds ar nput ed, the Content control’
obj ect i vebefaghizatedm apyhggms,thsowéqr%@r ometnmsm@g@doxbwstt Fhoutnyglevicy mﬁ

b} ect | Vel AP, St R AEu THARREE s ST ARROUARLEb OIS

Different types o Ing may apply or ‘exa a conpany may have a
vari ety olfpgsednfterabstractabanideecurtly shame amouglthetdevisecthat the gentsaher owas di f f er ent

customer @eg[ Hontiher s doRai ] xﬁﬁfd?r@é [}Ssahfecé?ﬁ%dﬂﬁé(mgg%?{\)at%ec‘l’odﬁe&aﬁéd‘ can

facilitat e selection o ppropriate a gl ven user.
[ 00546] leoxy isetlgat dfe raglsmabamdim gf cadommerinfwohatiemissofeaed atel redistribheds  of

user tar éh the first. ti mat ches Ad n c umer at
the tine &Pﬁ Rk m%f)n l d% : ?Svtg?t&foflsumer eV} t?:)g %n‘r%entttpﬁlg’bg&sgﬂgaccesm bl e
delivery cmnsmher sapnd/at:yls meteouad sincer inlpsefsrred)embddimehty the eonsecher’snf or mat i on
about the, nI‘ormahorP {sae(r:lgl’ypteeg rdoor}lrlr}?ﬂxt ’de\%ggs 1nefhe consumer’s domain know the keys,

as they are generated in the consumer’s own devices, and are not shared outside the

domain.

[00539] In some embodiments, certificates, vouching for consumer attributes that
justify higher bids, can be delivered to the consumer’s devices. In addition, in some
embodiments, ad placement models can be deployed that directly reward the consumer or
the consumer’s choice of charity. That is, the consumer or a designate can get cash

rebates from the ad proceeds.

[00540] Thus, systems and methods have been described for performing efficient ad
matching. Embodiments of the systems and methods described herein can enable some or

all of the following:

[00541] Dynamically delivering updated controls for ads and content. Advertisers
will get real-time (or close to it) feedback on their ad campaigns. Advertisers can modify

the rules associated with an ad dynamically (e.g., to increase the minimum bid price). The
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history of the viewer. In other words, an advertisenent can be both
targeted to the user through distribution neans, and optimally matched for
render i ngwbassdizennil ocal data on the rendering device. POOASZ}10BAEBOESS Ad
slots- using DMZ. In sonme enbodi nents, the content provider will be able to
descri be a nunber of ad-slots for each content item Ad slots required by
the content are filled at the tine and place of rendering by the Ads that
pay the nost to the content provider. [00548] Trusted services. In
preferred enbodi nents the system can provide trusted services for the
conponents handling sensitive information. One conponent that will

typi cal | yedngtbls wm&eéxptr&ls %&@P@&O&m BedeliR@red k(eﬁhé icnatoaswon wh peRiti@mhect s
audit reports fromthe consuner's devices. her corrponents t hat may host

trusted s&liypyesediprismy@shcasipu) Mﬂ’o‘lcb‘%f’éﬂ@c Wéh%éﬁan%%lﬁé’hlbﬂ%n Sadkager, and

registraty gaﬁgqg?g%gﬁts The trusted conponents may need to neet certain
predeflnec? r obust ness crlterla in order to be certified. [00549] Affinity

bet ween content and ad. sonme enbodi nents, the ads are targeted to a
user, but[00pAer tlgcal 'é%é@@f‘ﬂ%%aﬂéf‘d\i’érh%ré?r torRONTOHB HLRrIYASY fANS @{qT s noney

when the @ficies, Qllo'ﬁ%ﬁ%s@knféuf quwclierl@pm&mﬁms%d@? st }l)ﬂaat@hl ng certain
criteria. A sinple exanmplewould be - an advertiser pays 10 cents regularly

but is vvulnfqrmgtl%Wa@h@ehﬁosmmrres%@na&lq ‘SSCHY@WI%;E@&C@F&PFQIW@H cont ent
whi ch fallg fay EtePQsteg&r 604 il fion §p@i(3tci%arlf?éhou€éj"mﬁtdﬁ§t? Thi s

illustrates i ni etween the content and the ad. [00550] Del i vering
pol i ci es mfprmh@omlfreemf prlmﬁ ifpmatiohi ends sbaehby theratraringleaise piithvacy | aw
policies oRd matching policies can be expressed as control objects.

These pol C|es'expressed as controls can be delivered to the client and
updat ed peri odically. EOOSgé{ I n one enbodi nent, the User profile can be
repr esent[985438 anAdaekConprtdtul¢se The kings ofyadesthasean bpexpiessedsivs eaghpl i cat i on)
with attr re i j I Bl r m t he
R A A O
"links' (moyder gfthe advettispracesmplesext, nmn@tlhé(MBQEwa@pﬂfisc&anilaiﬂ)be These |inks

o aver (LY e AT DR BB AR R nE A5 aphchu A RSATR AN, T 20 AG
coul d r efrmachine d:ddegeneratbeargi dan\belassesiagaddvith the content or ad as already

mentioned. A simple example of such a rule is when an advertiser is willing to pay 10

cents for each ad impression, but is willing to pay 5 additional cents when the ad is

shown to the target demography and at a certain period of the day. Similar rules can be

associated with a piece of content.

[00544] Offline ads for online devices. In some embodiments, both content and
advertisements can be (but do not need to be) independently super-distributed using
multiple distribution means. The choice of which advertisements to be displayed when
content is rendered can be made independent of the content, and is typically negotiated at
the time of content rendering on the basis of the best payoff for rendering the

advertisement.

[00545] Objective function and its delivery (and updates) to the content. In one
embodiment, when the consumer wishes to render content on a compliant device or
application, the device executes the content item’s control program that requires that Ad-

slots for the content be filled according to an objective function that optimizes the content
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decide on the bid-price. [00552] In one enbodinment, an attribute aggregator
node froman external entity could further refine the user profile for

t ar get ed woverwizsiomg. This node is introduced into the fgstsmmhozogh t he
trust nechani snms, and could include any qualifying attributes of the users,
| i ke menbership in organizations (e.g., AAA Buying Cub, etc.). The third
party entities are conpensated for this, while the ad-controls during
arbitration can refer to this aggregator node and the strength/connection
to the user node. [00553] Although the foregoing has been described in sone
detail for purposes of clarity, it wll be apparent that certain changes

and nodi fir6@e0Nshiedve e coMdngalditvenhd BofCBRE/i@bing ReerdPWaBE 8¢ bidsadres.  For
exanpl e, while several exanples have been presented in the cont exh f

provi di ngFoaPuEsd; thedpntang comdrol’s pBlsctiys-fupefirils usgshioelert the Adbassdand, ?Ocont ent

such a nyieThiledvjatne urRMEH cdnsd BY &pRRted dsta s8iflprol@edBhieaC DAttt hat the
systens and net hods described herein are suitable for broader aﬁpl i cation,

and can b¥pesdadimateiies mayapply. I exanelpcgmaaey By havedYaietnef differenal |y any

types of keGthOMmfe HAAE&Nach Sobd VPl lif¥Rht MistdntdldedogphicY PR £f _
distribution system Simlarly, while several exanples have been descri bed

t hat makemaskingtechnolpry desgiibed hemein, cas fadilitatedbe sal¢asien of Hetpest appropriate

1 693appl i AL} 9Bivel ill be appreciated that enbodi nents of the systens and
met hods escmgwgh%l%éréﬂ'ei n can be inplenmented using any suitable software
and/ or hardware for matching advertisenents with content in accordance wth
rul es or [88%4&y. Two b¢rsof adymatalingSaneegmbadéinents peovideryodiereofnikel ve ways of

| mpl enent, ti{?%twme}%e %mﬁgﬁ&h@md 2ORALRS HE6RulRS 9{&9%&&9@

t
Accordi ngly, e present enpodinents are to be considered as |IF'eustrative
and not reeatent istdeliverediroch devacei anogher bses apesdsiblgfdelipark ppint,od thepsepend tiari t ed t o

eaui val ot SpieTetE pRldy iyt lioh, BEyRE ik itadt bftahlbf SERELATS
di st ri buthistgryaof th¢ eiewen i otheowomrlst ani adeertifanent oas berpoth sargeted tp the user

advertisepents,..the nethaod ¢ [ Sing. eatin r Oni ' se, the
|l i cense i eor‘\ltgﬁfj Vls“ hq)dl ugp& egg > r"’rlg&gpté %IP}%H\E}\A&%%?%? f%éig@?g%%rgéﬂ?gdcgl()ﬁmg%" item at
whi ch adwuie tandenmndeyi@r e to be inserted, the license further specifying one

or nore types of advertisenents that are not permitted to be inserted into
[00547]  Express Ad slots— using DMZ. In some embodiments, the content provider

will be able to describe a number of ad-slots for each content item. Ad slots required by
the content are filled at the time and place of rendering by the Ads that pay the most to

the content provider.

[00548]  Trusted services. In preferred embodiments the system can provide trusted
services for the components handling sensitive information. One component that will
typically fall under this category is the clearinghouse, which collects audit reports from
the consumer’s devices. Other components that may host trusted services will typically
include the data warehouse, packager, and registration components. The trusted
components may need to meet certain predefined robustness criteria in order to be

certified.

[00549]  Affinity between content and ad. In some embodiments, the ads are targeted
to a user, but in certain cases the advertiser may choose to pay extra money when the ad

is displayed during the rendering of content matching certain criteria. A simple example
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the slots, the license further specifying a criteria for dynamcally

sel ecting advertisenents to insert into the one or nore slots from anongst
a plural iwg20fo/agaerti sements; securely associ ating thePelraseo10/001s09 i cense
with the electronic content item and distributing the electronic content
itemand the electronic license to a third party. 2. The nmethod of claiml1,
In which the criteria for dynamcally selecting adverti senents conpri ses
sel ection of the advertisenents that yield the highest revenue for a
content provider, as determ ned by evaluating bids submtted by each
advertisement. 3. The nethod of claim11, further conprising: receiving

i nf or mat i @Bulibe Maa a8lefder PIYROMB&@nts@ AT SH But M Walin g £/ Syt 123R AR KHen RS € .
selected for presentation_in connection wWth presentation of the electronic

cont ent i ¥%ihdfsplaypd alens ddibcontent whigh fallsypderghe epmdenhggnref §PPIRE O conpri si ng:

recei vi ngyAdveaitr® . ThRANMMARS URLAfifiTHEW¥en HBCBNERUSdYRELd. Profile
I nformati on regardi ng users to whomthe electronic content item was

presented. 5. A nmethod for distributing an electronic advertisenent_ for
consunpt i @85t h Beliveriag prlisiectodbselisat: Gertain poliies suthasdhclorpmrypmylaw

creating gdlicRls@Rd h@RatchidgGRRRs chilBe &AFEB&PasIRATbI Mj&t8s. Thbde prlicREOUNt T hat
a provider of the advertisenent is willing to pay t0 a content provider

! . y A C
each ti nmecxprssetRsernirals fambe ddiverdde thegrlieat 2 updated pesiodigally- el ect roni ¢
| i cense further specifying a second anount that the provider of the

adverti sees51] S MidnkicRBolitheRfYhd Osdripoffe BAEBY rePrel¥itéless dnf nodBSbREL NDT €
conditions are net, wherein the second anount IS greater than the first

amount ; sEeisras|dgscaibsd 1 the i ¢Ry aprbcasiond Vb aitebytee dvgrorgiiRfRraationds keamedni ¢
adverti sefgnt thbtu%f]frcﬁﬁ‘%eﬁl]iﬁﬁté hﬁgfrsét:ﬂ}%& REreBRh&FH IR MeCad@f6RIdf nithEBIHanf@d t he

electronic license to a thir y.
DRM ‘links’ (e.g., of the type described in the ‘693 application). These links (e.g.,

impulse buyer, fashion-conscious) can carry strengths on the basis of advertising viewing
patterns. The Ad-Controls associated with an Ad could refer to these strength values and

decide on the bid-price.

[00552] In one embodiment, an attribute aggregator node from an external entity
could further refine the user profile for targeted advertising. This node is introduced into
the system through the trust mechanisms, and could include any qualifying attributes of
the users, like membership in organizations (e.g., AAA, Buying Club, etc.). The third
party entities are compensated for this, while the ad-controls during arbitration can refer

to this aggregator node and the strength/connection to the user node.

[00553]  Although the foregoing has been described in some detail for purposes of
clarity, it will be apparent that certain changes and modifications may be made within the
scope of the appended claims. For example, while several examples have been presented
in the context of providing advertisements to a user in connection with entertainment
content such a movies delivered over the Internet, it will be appreciated that the systems
and methods described herein are suitable for broader application, and can be used in the
context of matching and/or integrating virtually any types of electronic content, delivered
over virtually any type of distribution system. Similarly, while several examples have
been described that make use of a DRM engine such as that described in the ‘693
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6. The nethod of claim5, in which the one or nore conditions conprise one
or nore conditions relating to the type of user to whomthe adverti senent
will be pwexermisio1l7. The nethod of claimb5, in which tIR€eTAI$R010/001509 €
conditions conprise one or nore conditions relating to the environnent in
whi ch the advertisenment will be presented to the user. 8. The nethod of
claim5, in which the one or nore conditions conprise one or nore
conditions relating to the type of content itemw th which the
advertisement will be presented to the user. 9. The nethod of claim5, in
whi ch the one or nore conditions conprise one or nore conditions relating

to the typgliefionseivill B Whstatihide tad ¥AbsdisRARE ¥ dyleRS aRd ARfioled, and the
type of content itemw th which the advertisenenf wiil be presented to the

user. 10. deseritedhigrsin ean ke igplgmentad ysingaany sei#e softvgare prd/es RArdwWare f9Tor mat i on
froma cleachigReushschRAR Wi Corert AN5Rtdahdk: eom ﬁhe@&%hey 1pghefidiesenent was
sel ected for gresentatlon to a user instead of the electronic

adver t i seragt thaicthergaravgany aleapngtive aypye of mem@wnl&b@éh@e PEgseeses $ichg a third
amount t r t t Hek\Y, he
cont ent g?% g§e§6 gﬁglggaﬁﬁggoggﬁg?gb%ﬁgﬁgﬁghﬁgmhk&hgg%ﬁﬂ)themPﬁE&
anmount i sasg'ﬂemaeve ardarot réseridtive sandghoinventived ot of wedoi dotiedierimitedrid _
distri b”tthg'ﬂet% se N@ﬁ"ﬁér!e B0 Sndy hefnbdllib S wRRn the c]oj]) & and'§ W&lmgoﬂhec' aim 1,
further conp % el ving roma clearing A e, % y, anonynous
user prohmbaukdkhnmmtlon regarding users to mhon1the electronlc
advertisenent was presented. | | |
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WHAT IS CLAIMED IS:

1. A method for distributing an electronic content item for consumption with

advertisements, the method comprising:

creating an electronic license, the license identifying one or more slots within
the electronic content item at which advertisements are to be inserted, the license further
specifying one or more types of advertisements that are not permitted to be inserted into
the slots, the license further specifying a criteria for dynamically selecting advertisements

to insert into the one or more slots from amongst a plurality of advertisements;

securely associating the electronic license with the electronic content item;

and

distributing the electronic content item and the electronic license to a third

party.

2. The method of claim 1, in which the criteria for dynamically selecting
advertisements comprises selection of the advertisements that yield the highest
revenue for a content provider, as determined by evaluating bids submitted by

each advertisement.
3. The method of claim 1, further comprising:

receiving information from a clearinghouse regarding which advertisements
were selected for presentation in connection with presentation of the electronic

content item to an end user.
4. The method of claim 1, further comprising:

receiving, from a clearinghouse, summary, anonymous user profile

information regarding users to whom the electronic content item was presented.
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5.

A method for distributing an electronic advertisement for consumption with an

electronic content item, the method comprising:

creating an electronic license, the license specifying a first amount that a

provider of the advertisement is willing to pay to a content provider each time the

advertisement is rendered to an end user, the electronic license further specifying a

second amount that the provider of the advertisement is willing to pay to the content

provider if one or more conditions are met, wherein the second amount is greater than the

first amount;

securely associating the electronic license with the electronic advertisement

item; and
distributing the electronic advertisement and the electronic license to a third
party.

6. The method of claim 5, in which the one or more conditions comprise one or
more conditions relating to the type of user to whom the advertisement will be
presented.

7. The method of claim 5, in which the one or more conditions comprise one or
more conditions relating to the environment in which the advertisement will be
presented to the user.

8. The method of claim 5, in which the one or more conditions comprise one or
more conditions relating to the type of content item with which the advertisement
will be presented to the user.

9. The method of claim 5, in which the one or more conditions comprise one or

more conditions relating to the type of user to whom the advertisement will be
presented, and the type of content item with which the advertisement will be

presented to the user.
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10. The method of claim 5, further comprising:

receiving information from a clearinghouse regarding a context in which
another advertisement was selected for presentation to a user instead of the electronic

advertisement;

creating a new license, the new license specifying a third amount that the
provider of the advertisement is willing to pay to the content provider if one or more
conditions are met, wherein the third amount is greater than the first amount and the

second amount; and
distributing the new license to a third party.
11. The method of claim 1, further comprising:

receiving, from a clearinghouse, summary, anonymous user profile

information regarding users to whom the electronic advertisement was presented.
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