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SOFTWARE INTERFACE FOR SMART CONTRACTS

TECHNICAL FIELD
[0001] This specification relates to providing a software interface for calling smart
contracts.
BACKGROUND

[0002] Distributed ledger systems (DLSs), which can also be referred to as consensus
networks, and/or blockchain networks, enable participating entities to securely, and
immutably store data. DLSs are commonly referred to as blockchain networks without
referencing any particular user case. Examples of types of blockchain networks can
include public blockchain networks, private blockchain networks, and consortium
blockchain networks. A consortium blockchain network is provided for a select group of
entities, which control the consensus process, and includes an access control layer.

[0003] A smart contract is a set of software instructions with a predefined set of rules
for various parties on a blockchain network. Smart contracts are executed by the nodes
of the blockchain network and sets the conditions under which all parties to the smart
contract agree to interact with each other. Additionally, a smart contract can be executed
if and when each conditions of the smart contract are met. Even though smart contracts
mitigate the need for trusted third parties, executing the smart contract or one or more
functions of the smart contract from a software application is a tedious, meticulous, and
error-prone process. It would be desirable to allow developers of software applications to

execute smart contract functions in a more transparent and less burdensome manner.

SUMMARY
[0004] Implementations of this specification include computer-implemented methods
for providing a software interface for calling smart contracts. More particularly,
implementations of this specification are directed to generating a simplified framework
for smart contract calls. A blockchain structure is analyzed, and one or more software
libraries are generated including functions corresponding to smart contracts stored in the

blockchain. The functions are callable from software applications to initiate execution of
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the smart contract functionality, thereby greatly simplifying the process for accessing
smart contract functionality from standard software applications.

[0005] This specification also provides one or more non-transitory computer-readable
storage media coupled to one or more processors and having instructions stored thereon
which, when executed by the one or more processors, cause the one or more processors to
perform operations in accordance with implementations of the methods provided herein.
[0006] This specification further provides a system for implementing the methods
provided herein. The system includes one or more processors, and a computer-readable
storage medium coupled to the one or more processors having instructions stored thereon
which, when executed by the one or more processors, cause the one or more processors to
perform operations in accordance with implementations of the methods provided herein.
[0007] It is appreciated that methods in accordance with this specification may
include any combination of the aspects and features described herein. That is, methods in
accordance with this specification are not limited to the combinations of aspects and
features specifically described herein, but also include any combination of the aspects
and features provided.

[0008] The details of one or more implementations of this specification are set forth
in the accompanying drawings and the description below. Other features and advantages
of this specification will be apparent from the description and drawings, and from the

claims.

DESCRIPTION OF DRAWINGS

[0009] FIG. 1 depicts an example of an environment that can be used to execute
implementations of this specification.

[0010] FIG. 2 depicts an example of a conceptual architecture in accordance with
implementations of this specification.

[0011] FIG. 3 depicts an example of an environment that can be used to generate the
framework for executing smart contract calls.

[0012] FIG. 4 depicts an example of a process that can be executed in accordance

with implementations of this specification.
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[0013] FIG. 5 depicts examples of modules of an apparatus in accordance with

implementations of this specification.

[0014] Like reference symbols in the various drawings indicate like elements.
DETAILED DESCRIPTION
[0015] Implementations of this specification include computer-implemented methods

for smart contracts. More particularly, implementations of this specification are directed
to generating a simplified framework for smart contract calls. In some implementations,
actions include retrieving smart contract definitions from the blockchain network, the
smart contract definitions including a plurality of contract functions from a plurality of
smart contracts stored in a blockchain maintained by the blockchain network; generating
a smart contract interface representing the smart contract definitions, the smart contract
interface including a plurality of interface functions corresponding to the plurality of
contract functions, the smart contract interface configured to allow software applications
to call each of the contract functions by calling a corresponding interface function;
receiving a call to a particular interface function from a software application, the call
including call parameters corresponding to parameters of a particular contract function
corresponding to the particular interface function; in response to the receiving the call to
the particular interface function, generating a smart contract call to the particular contract
function including the call parameters; transmitting the smart contract call to the
blockchain network; and receiving results from an execution of the smart contract call by
the blockchain network and providing the results to the software application.

[0016] To provide further context for implementations of this specification, and as
introduced above, distributed ledger systems (DLSs), which can also be referred to as
consensus networks (e.g., made up of peer-to-peer nodes), and blockchain networks,
enable participating entities to securely, and immutably conduct transactions, store data,
and communicate with smart contracts. The term blockchain is used herein to generally
refer to a DLS without reference to any particular use case. As introduced above, a
blockchain network can be provided as a public blockchain network, a private blockchain

network, or a consortium blockchain network.
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[0017] In a public blockchain network, the consensus process is controlled by nodes
of the consensus network. For example, hundreds, thousands, even millions of entities
can cooperate a public blockchain network, each of which operates at least one node in
the public blockchain network. Accordingly, the public blockchain network can be
considered a public network with respect to the participating entities. In some examples,
a majority of entities (nodes) must sign every block in order for the block to be valid, and
added to the blockchain (distributed ledger) of the blockchain network. Examples of
public blockchain networks include the cryptocurrency networks, which are peer-to-peer
payment network. Cryptocurrency networks leverage a distributed ledger, referred to as
blockchain. As noted above, the term blockchain, however, is used to generally refer to
distributed ledgers without particular reference to a cryptocurrency network.

[0018] In general, a public blockchain network supports public transactions. A public
transaction is shared with all of the nodes within the public blockchain network, and are
stored in a global blockchain. A global blockchain is a blockchain that is replicated
across all nodes. That is, all nodes are in perfect state consensus with respect to the
global blockchain. To achieve consensus (e.g., agreement to the addition of a block to a
blockchain), a consensus protocol is implemented within the public blockchain network.
Examples of consensus protocol includes, without limitation, proof-of-work (POW)
implemented in cryptocurrency networks.

[0019] In general, a private blockchain network private blockchain network is
provided for a particular entity, which centrally controls read and write permissions. The
entity controls, which nodes are able to participate in the blockchain network.
Consequently, private blockchain networks are generally referred to as permissioned
networks that place restrictions on who is allowed to participate in the network, and on
their level of participation (e.g., only in certain transactions). Various types of access
control mechanisms can be used (e.g., existing participants vote on adding new entities, a
regulatory authority can control admission).

[0020] In general, a consortium blockchain network is private among the
participating entities. In a consortium blockchain network, the consensus process is
controlled by an authorized set of nodes, one or more nodes being operated by a

respective entity (e.g., a financial institution, insurance company). For example, a
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consortium of ten (10) entities (e.g., financial institutions, insurance companies) can
operate a consortium blockchain network, each of which operates at least one node in the
consortium blockchain network. Accordingly, the consortium blockchain network can be
considered a private network with respect to the participating entities. In some examples,
each entity (node) must sign every block in order for the block to be valid, and added to
the blockchain. In some examples, at least a sub-set of entities (nodes) (e.g., at least 7
entities) must sign every block in order for the block to be valid, and added to the
blockchain.

[0021] Implementations of this specification are described in further detail herein
with reference to a public blockchain network, which is public among the participating
entities. It is contemplated, however, that implementations of this specification can be
realized in any appropriate type of blockchain network.

[0022] In some implementations, a blockchain network can include one or more
smart contracts. Generally, a smart contract is a set of one or more computer instructions
that are stored in a blockchain (as a smart contract definition) and executed by nodes of a
blockchain network. The code for a smart contract is generally transformed into a form
that is executable by the nodes of the blockchain network (e.g., bytecode) and either the
bytecode itself or bytecode configured to retrieve the smart contract bytecode is stored in
the blockchain. Functions defined in the smart contract code can then be called by
participants in the blockchain network, causing nodes to execute the instructions in the
called function. A “call” to a smart contract is a request to execute the smart contract by
a participant in the blockchain network (e.g., a user, client, blockchain node, or other
entity

[0023] When a smart contract stored in a blockchain is called by a participant in the
blockchain network, the blockchain network executes each instruction of the smart
contract in a consensus fashion. For example, in response to a call to a smart contract,
each node in the blockchain network executes a first instruction of the smart contract.
The first node in the blockchain network that finishes executing the first instruction of the
smart contract writes a result of the execution (e.g., an updated execution state for the
smart contract) to the blockchain. The other nodes in the blockchain network can verify

the result of the first node’s execution of the first instruction. If the other nodes in the
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blockchain network verify the result of the first node’s execution of the first instruction
(e.g., the other nodes generate the same result from executing the first instruction), then
each node proceeds to execute the second instruction of the smart contract. This process
repeats until each instruction of the smart contract has been executed and verified.

[0024] As described below, this specification describes techniques for generating
software libraries that allow smart contracts to be called during execution of a software
program. In particular, the software libraries can be incorporated into a developer’s
application for the developer to invoke one or more corresponding smart contract calls as
if the developer was invoking a local function call. For example, a smart contract call
may look similar to “FunctionName (int 1, int 2, char “input,” char “input2”).” The
software libraries can include function calls to execute the smart contract and function
calls to execute one or more functions of the smart contract. As such, instead of the
developer having to generate a network message that is to be transmitted across the
network to execute a function of a smart contract or the smart contract itself on the
blockchain network; the developer can simply generate a local call to a function in the
software library that executes the smart contract on the blockchain network. The
software library can convert the local call to a network call and transmit the network call
to the blockchain network to execute a function of the smart contract. The functions
incorporated in the software library can match the function definitions of the smart
contract on the blockchain network.

[0025] This can be beneficial for the developer. The libraries (e.g., the smart contract
interface) are generated based on the definition in the blockchain, and can be updated
frequently or automatically in response to changes in the blockchain (e.g., new smart
contracts being created). Thus, the libraries can be kept in sync with the state of the
blockchain with minimal effort. In addition, by incorporating the software libraries that
include the function calls for the smart contract and functions corresponding to smart
contract into applications, the developer can invoke the functions of the software libraries
for the smart contract and corresponding functions. The developer can make smart
contract calls and smart contract function calls in his/her application as if the developer is

making a local call.
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[0026] In addition, when calls to smart contracts and functions of smart contracts are
organized in the software libraries, a developer can quickly incorporate these software
libraries in any application the developer desires. This gives the user flexibility in
executing smart contracts on a blockchain network in a variety of applications.

[0027] FIG. 1 depicts an example of an environment 100 that can be used to execute
implementations of this specification. In some examples, the environment 100 enables
entities to participate in a consortium blockchain network 102. The environment 100
includes computing devices 106, 108, and a network 110. In some examples, the network
110 includes a local area network (LAN), wide area network (WAN), the Internet, or a
combination thereof, and connects web sites, user devices (e.g., computing devices), and
back-end systems. In some examples, the network 110 can be accessed over a wired
and/or a wireless communications link. In some examples, the network 110 enables
communication with, and within the blockchain network 102. In general the network 110
represents one or more communication networks. In some cases, the computing devices
106, 108 can be nodes of a cloud computing system (not shown), or can each computing
device 106, 108 be a separate cloud computing system including a plurality of computers
interconnected by a network and functioning as a distributed processing system.

[0028] In the depicted example, the computing systems 106, 108 can each include
any appropriate computing system that enables participation as a node in the consortium
blockchain network 102. Examples of computing devices include, without limitation, a
server, a desktop computer, a laptop computer, a tablet computing device, and a
smartphone. In some examples, the computing systems 106, 108 hosts one or more
computer-implemented services for interacting with the consortium blockchain network
102. For example, the computing system 106 can host computer-implemented services of
a first entity (e.g., user A), such as transaction management system that the first entity
uses to manage its transactions with one or more other entities (e.g., other users). The
computing system 108 can host computer-implemented services of a second entity (e.g.,
user B), such as transaction management system that the second entity uses to manage its
transactions with one or more other entities (e.g., other users). In the example of FIG. 1,

the consortium blockchain network 102 is represented as a peer-to-peer network of nodes,
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and the computing systems 106, 108 provide nodes of the first entity, and second entity
respectively, which participate in the consortium blockchain network 102.

[0029] FIG. 2 depicts an example of a conceptual architecture 200 in accordance with
implementations of this specification. The conceptual architecture 200 includes an entity
layer 202, a hosted services layer 204, and a blockchain network layer 206. In the
depicted example, the entity layer 202 includes three entities, Entity_I (El), Entity_2
(E2), and Entity_3 (E3), each entity having a respective transaction management system
208.

[0030] In the depicted example, the hosted services layer 204 includes interfaces 210
for each transaction management system 210. In some examples, a respective transaction
management system 208 communicates with a respective interface 210 over a network
(e.g., the network 110 of FIG. 1) using a protocol (e.g., hypertext transfer protocol secure
(HTTPS)). In some examples, each interface 210 provides communication connection
between a respective transaction management system 208, and the blockchain network
layer 206. More particularly, the interface 210 communicates with a blockchain network
212 of the blockchain network layer 206. In some examples, communication between an
interface 210, and the blockchain network layer 206 is conducted using remote procedure
calls (RPCs). In some examples, the interfaces 210 “host” blockchain network nodes for
the respective transaction management systems 208. For example, the interfaces 210
provide the application programming interface (API) for access to blockchain network
212.

[0031] As described herein, the blockchain network 212 is provided as a peer-to-peer
network including a plurality of nodes 214 that immutably record information in a
blockchain 216. Although a single blockchain 216 is schematically depicted, multiple
copies of the blockchain 216 are provided, and are maintained across the blockchain
network 212. For example, each node 214 stores a copy of the blockchain. In some
implementations, the blockchain 216 stores information associated with transactions that
are performed between two or more entities participating in the consortium blockchain
network.

[0032] FIG. 3 depicts an example of an environment 300 that can be used to generate

the framework for executing smart contract calls. The environment 300 can include one
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or more software applications 302, a smart contract interface 304, an interface generator
308, a blockchain network 212, a plurality of nodes 214 of the blockchain network 212,
and a single blockchain 216. The environment 300 can be implemented on a client
device or across one or more computers connected locally or over the Internet.

[0033] In some implementations, the interface generator 308 communicates with the
blockchain network 212. Upon powering on the client device, the interface generator 308
retrieves data from the blockchain network 212. For example, the interface generator 308
retrieves data representing one or more smart contracts, one or more definitions to call
the smart contract from the blockchain network 212, one or more definitions to call
functions of the smart contract from the blockchain network 212, and characteristics
describing the blockchain network 212. The data representing one or more smart
contracts can include a number of smart contracts and the type of smart contracts, for
example. The characteristics can include a number of the plurality of nodes 214, the
addresses of each of the nodes, and a ledger utilized by the plurality of nodes 214.

[0034] The interface generator 308 retrieves this information from the blockchain
network 212 and in response, generates a smart contract interface 304 to provide to a
developer for invoking smart contract calls in his/her respective application. The smart
contract interface 304 can include, for example, one or more software libraries, a user
interface, or a link to location of software function calls. The interface generator 308
loads the smart contract interface 304 with function definitions for the developer to use
for instantiating smart contract calls in his/her own software, such as software application
302.

[0035] The smart contract interface 304, which can include one or more software
libraries, for example, can allow a developer to call one or more functions of a smart
contract found on the blockchain network 212. As such, the developer can interact with
one or more smart contracts found on the blockchain network 212 by invoking one or
more of the functions 306 of the smart contract interface 304.

[0036] A developer can incorporate one or more calls to the smart contract or calls to
the functions of the smart contract in his/her software application 302. In particular, the
software application 302 can be any application the developer desires, such as, for

example, multimedia software, presentation software, simulation software, and software
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for engineering and product development, to name a few examples. Additionally, the
software can be related to applications such as supply chain, eGoverment, gaming and
gambling, banks and insurances, energy sector, IoT, digital identity, and legal technology,
to name a few examples. The software application 302 can be written in C++, C,
JavaScript, Python, Perl, or other software languages, to name a few examples.

[0037] In some implementations, the developer can incorporate calls of functions 306
to the smart contract interface 304 into the software application 302. For example, the
developer can import a library of the smart contract interface 304, multiple libraries of
the smart contract interface 304, or the smart contract interface 304 itself into the
software application 302. By incorporating these libraries into the software application
302, the developer can invoke one or more of the functions provided by these libraries
(e.g., the smart contract interface 304) at his/her desire. The developer can review the
function definitions of the one or more functions 306 provided by the imported smart
contract interface 304 to determine how to make a function call in his/her software
application 302. Additionally, smart contract interface 304 can indicate how the
developer can make a smart contract call located on the blockchain network 212.

[0038] The smart contract interface 304 can include a collection of class definitions
corresponding to the functions 306. These class definitions show how a developer can
invoke code in his/her software application 302 to call functions 306. For example, for a
developer seeking to invoke a smart contract call, the developer does not have to analyze
the smart contract on the blockchain network 212 to determine the parameters and the
types of parameters required to generate the smart contract call. Rather, the developer
can view the smart contract definition in the smart contract interface 304, such as through
its header file, to determine how to invoke a smart contract call located on the blockchain
network 212. Once the developer analyzes the smart contract definition in the smart
contract interface 304, the developer can incorporate the smart contract definition as a
function call in his/her software application to perform a desired function. For example,
the smart contract interface 304 allows the developer, through the use of his/her software
application 302, to perform a desired function that includes generating a new smart
contract, creating one or more new functions/methods of a smart contract, calling a

previously deployed smart contract on the blockchain network 212, and calling one or
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more functions/methods of a previously deployed smart contract on the blockchain
network 302, to name a few examples.

[0039] In some implementations, a developer can create a smart contract in his/her
software application 302 by interfacing with the smart contract interface 304. In
particular, the interface 304 allows the developer to write software that performs a
localized call to the smart contract interface 304 to execute one or more functions 306.
For example, the one or more functions 306 can include calling a previously deployed
smart contract that exists on the blockchain network 212, one or more functions of the
smart contract found on the blockchain network 212, or invoking a new smart contract on
the blockchain network 212. In some implementations, the blockchain network 212 can
include multiple smart contracts, each with their own set of functions 306. The smart
contract interface 304 allows the user to invoke each of the smart contracts found on the
blockchain network 212 and each of the functions of each of the smart contracts.

[0040] As defined by the smart contract interface 304, each smart contract found on
the blockchain network 212 can include a variable number of functions and/or methods
that a developer can invoke. In order for a developer to access a previously deployed
smart contract and its corresponding functions, a developer must provide inputs for a
smart contract call. For example, the smart contract interface 304 can use an application
binary interface (ABI) to make calls to the smart contract on the blockchain network 212,
to communicate using functions of the smart contract on the blockchain network 212, and
receive data from the smart contract. By utilizing ABI software, a developer can specify
which function in the smart contract to invoke in his software application, as well as
guarantee that the function will return data in the format the developer is expecting.
[0041] To perform a smart contract call, the user specifies the parameters of the smart
contract in his/her software application 302. Smart contract parameters can have
different data types. For example, the smart contract parameters can include
cryptographic signatures, Boolean values, integer values, hash values, byte arrays,
cryptographic keys, string values, data addresses, network addresses, port numbers, user
identifiers, function identifiers, and other types of parameters.

[0042] In some implementations, the smart contract interface 304 assists developers

with calling one or more functions 306. The smart contract interface 304 can pre-fill one
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or more inputs of a smart contract call from the software application 302. For example, a
smart contract call may require a developer to enter five inputs: the inputs including a
string type, an int type, a char type, an int type, and a char* type, as described by the
function definition of this smart contract call. The smart contract interface 304 can
indicate that the developer only is required to enter the string type and the char™ type
inputs. The string type can correspond to a name of the smart contract and the char* type
corresponds to a buffer to be used store the data to be passed to the smart contract on the
blockchain network 212. The smart contract interface 304 can fill in the remaining three
inputs automatically.

[0043] In some implementations, the smart contract interface 304 may display a
representational form of the definitions of the functions of the smart contract and the
definitions of the one or more smart contracts to the developer. For example, the
representational form can include an explain file, a header file, a library file for the
developer to review, and a manual that instructs the developer on how to call the smart
contract and its corresponding functions.

[0044] In some implementations, the smart contract interface 304 can perform
parameter conversion on the parameters entered by the developer in the software
application 302. The smart contract interface 304 converts the parameters input by the
developer as defined by the function definitions in the header files, for example, to the
required inputs for the call to the smart contract on the blockchain network 212. For
example, the smart contract interface 304 can convert each of the String values or
character values entered by the user on the interface 304 to the byte, u_int8, and u_int32
values required by the input of the smart contract call. The smart contract interface 304
may perform parameter conversion to alleviate the number of inputs a developer is
required to input in his/her software application 302. For example, the smart contract
interface 304 may only require the developer to enter five inputs to make a call to a smart
contract on the blockchain network 212. When the smart contract interface 304 receives
the call with five inputs for the smart contract, the smart contract interface 304 may
generate a new command to call the smart contract on the blockchain network 212. For
example, the smart contract interface 304 transmit a function call to each node of the

blockchain network with ten inputs. The additional five inputs can be standardized inputs
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that includes one or more addresses, port numbers, usernames, and other information
pertaining to the smart contract call entered by the smart contract interface 304.

[0045] Additionally, the smart contract interface 304 can perform a table-look up to
generate the smart contract call on the blockchain network 212 in response to receiving a
call to the smart contract from the software application 302. For example, a developer
can provide a smart contract call in the software application 302, and upon execution, the
smart contract interface 304 can retrieve one or more parameters from a database
required for the smart contract call to the blockchain network 212. This allows the
developer to enter a minimal amount of parameters for the smart contract call in his/her
software application 302, and not have to take any additional steps or add additional
inputs. The developer does not have to deal with the difficulty of byte-aligning inputs,
and ensuring that the correct inputs are provided for the smart contract call in the correct
location.

[0046] The smart contract interface 304 can additionally perform compilation check
and error checking on the execution of the software application 302. For example, the
smart contract interface 304 can execute the code of the software application 302 and
analyze each instruction. For example, for the instruction corresponding to the smart
contract function call, the smart contract interface 304 can determine if the input types
the user entered are correct, the spelling of each input is correct, and the number of inputs
entered are correct. If the smart contract interface 304 determines the user entered an
error on the input, the smart contract interface 304 can designate a notification to the
developer to correct the error. Thus, the smart contract interface 304 can perform a first
layer of error checking on the smart contract call before broadcasting the smart contract
call to the blockchain network 212.

[0047] Additionally, the smart contract interface 304 allows the developer to enter
his/her signature (e.g., his/her private key) before calling the blockchain network 212.
The developer can enter his/her signature and public key through the client device when
executing the software application 302. Additionally, the developer can enter his/her
signature and public key as an input to the smart contract call in the software application
302. Alternatively, the developer’s signature and public key can be appended to the end

of the smart contract call to verify that the smart contract call comes from the developer
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with authenticated access to interact with the blockchain network 212 and subsequently,
the smart contract. Additionally, the blockchain network 212 will verify the developer’s
signature and public key against the ledger of the blockchain network 212 to verify the
authenticity of the developer.

[0048] In response to the smart contract interface 304 authenticating and compiling
the developer’s software application 302, the smart contract interface 304 generates the
smart contract message to broadcast to the blockchain network 212. In particular, the
smart contract interface 304 can package the parameters from the smart contract call in
the software application 302 in a form acceptable by the blockchain network 212. For
example, the information can be encoded in application binary interface (ABI) format for
passing to a smart contract on the blockchain network. In particular, the smart contract
interface 304 can generate a list of the functions and arguments in JavaScript Object
Notation (JSON) format. The smart contract interface 304 can hash the data entered as a
smart contract call in the software application 302 and data retrieved from a database to
create a smart contract function call. The ABI format allows the smart contract interface
304 to encode a meaningful format for the smart contract call at the blockchain network
212 to understand the call at the byte level. Additionally, the blockchain network 212
can receive the data from the previously deployed smart contract in ABI format.

[0049] The smart contract interface 304 provides the smart contract call to the
blockchain network 212. In particular, the smart contract interface 304 broadcasts the
smart contract call to each node of the plurality of nodes 214 on the blockchain network
212. Each node in the plurality of nodes 214 on the blockchain network 212 performs a
hash calculation to verify the authenticity of the smart contract call from the smart
contract interface 304. In particular, each node verifies that the developer that is
requesting for the smart contract call corresponds to the developer’s signature (e.g.,
private key) and the developer’s public key found in the smart contract call.

[0050] Additionally, each node in the plurality of nodes 214 verifies that the
developer is authenticated to communicate with the particular previously deployed smart
contract or is able to generate a new smart contract. In particular, each node compares
the developer’s signature to the ledger found at each node. If each node authenticates the

developer’s signature and authenticates that the developer is able to communicate with
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the previously deployed smart contract or is able to generate a new smart contract, each
node communicates a success to one another. In particular, each of the nodes transmit an
acceptance for the received smart contract call to each of the other nodes. Alternatively,
if at least one of the nodes determine an error exists with the data found in the smart
contract call, that one node can notify all the other nodes that an error exists with the
smart contract call. Then, the blockchain network 212 can notify the smart contract
interface 304 that an error exists in the smart contract call. The smart contract interface
304 can transmit a notification to the developer’s client device notifying the developer of
the error.

[0051] Should the plurality of nodes transmit an acceptance for the received smart
contract call to each of the other nodes, then each of the nodes performs the function
requested for by the smart contract interface 304. The function can include, executing a
function/method for a previously deployed smart contract, generating a new smart
contract, or calling a previously deployed smart contract. For example, in response to
each of the nodes of the plurality of nodes accepting the received smart contract call, each
node of the blockchain network 212 executes the smart contract call in a consensus
fashion. Each node in the blockchain network executes a first instruction of the smart
contract call. As previously described, the first node in the blockchain network that
finishes executing the first instruction writes a result of the execution of the first
instruction in memory of the blockchain network 212. The other nodes in the blockchain
network can verify the result of the first node’s execution of the first instruction. If each
of the nodes verify the result then each node proceeds to execute the second instruction of
the smart contract call. This process repeats until each instruction of the smart contract
call is executed and verified by each of the nodes. This consensus verification across the
plurality of nodes 214 ensures that the results of the smart contract call are verified by
each node in the blockchain network 212.

[0052] In response to the plurality of nodes 214 performing consensus verification on
the results of the smart contract call, the blockchain network 212 can transmit the results
of the smart contract call back to the smart contract interface 304. For example, the
results of the smart contract call can indicate that a new smart contract was created and

stored on the blockchain network 212. In another example, the results of the smart
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contract call can indicate that a function of a previously deployed smart contract on the
blockchain network 212 has executed, such as transferring money from a first node to a
second node. In another example, the results of the smart contract call can indicate that a
change of ownership in a product, such as a vehicle or house, has transferred rights to one
user from a different user. The smart contract interface 304 can display the results to the
developer on a display of the client device. The developer can view the results of the
executed software application 302 and proceed to execute another software application
302 or power down the system.

[0053] FIG. 4 depicts an example of a process 400 that can be executed in accordance
with implementations of this specification. In some implementations, the process 400
may be performed using one or more computer-executable programs executed using one
or more computing devices.

[0054] At 402, smart contract definitions are retrieved from the blockchain network,
the smart contract definitions including a plurality of contract functions from a plurality
of smart contracts stored in a blockchain maintained by the blockchain network. In
examples, the smart contract definition is an entry in the blockchain including software
instructions to be executed by the blockchain network when the smart contract is called,
for example by a client, user, or a blockchain node of the blockchain network. The smart
contract definition can also include functions definitions that define the various ways a
smart contract can be called (e.g., a smart contract function called “pay()” that takes two
account addresses as parameters). The functions include one or more software
instructions to be executed by the blockchain network when the function is called. In
some cases, the one or more software instruction in the smart contract definitions can be
represented as bytecode associated with a specific programming language. In some cases,
retrieving the smart contract definitions includes retrieving the bytecode associated with
smart contracts stored in the blockchain.

[0055] At 404, a smart contract interface is generated based on the smart contract
definitions. The smart contract interface can include a plurality of interface functions
corresponding to the plurality of contract functions. The smart contract interface can be
configured to allow software applications to call each of the contract functions by calling

a corresponding interface function. In some cases, generating a smart contract call to the
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particular contract function including the call parameters includes retrieving the call
parameters from the call to the interface function; and converting the call parameters to
smart contract parameters for communicating with the correspond smart contract on the
blockchain network. In some implementations, retrieving smart contract definitions and
generating the smart contract interface are performed automatically in response to a
change to the smart contract definitions stored in the blockchain.

[0056] At 406, a call to a particular interface function is received from a software
application, the call including call parameters corresponding to parameters of a particular
contract function corresponding to the particular interface function.

[0057] At 408, in response to the receiving the call to the particular interface function,
a smart contract call to the particular contract function including the call parameters is
generated. In some cases, each call parameter has a parameter type matching a contract
parameter type of a corresponding parameter of the particular contract function. The
parameter type can include at least one of an integer, a string, or a byte array.

[0058] At 410, the smart contract call is transmitted to the blockchain network. In
some cases, the smart contract call can be broadcast over a network to nodes of the
blockchain network.

[0059] In some cases, results from an execution of the smart contract call by the
blockchain network are received and provided to the software application.

[0060] FIG. 5 depicts examples of modules of an apparatus 500 in accordance with
implementations of this specification. The apparatus 500 can be an implementation of a
software process configured to implement a smart contract call on a blockchain network,
such as a consortium blockchain network. The apparatus 500 can correspond to the
implementations described above, and the apparatus 500 includes the following: a
retriever or retrieving module 502 for retrieving smart contract definitions from the
blockchain network, the smart contract definitions including a plurality of contract
functions from a plurality of smart contracts stored in a blockchain maintained by the
blockchain network; a first generator or first generating module 504 for generating a
smart contract interface representing the smart contract definitions, the smart contract
interface including a plurality of interface functions corresponding to the plurality of

contract functions, the smart contract interface configured to allow software applications
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to call each of the contract functions by calling a corresponding interface function; a
receiver or receiving module 506 for receiving a call to a particular interface function
from a software application, the call including call parameters corresponding to
parameters of a particular contract function corresponding to the particular interface
function; a second generator or generating module 508 for generating a smart contract
call to the particular contract function including the call parameters in response to the
receiving the call to the particular interface function; a transmitter or transmitting module
510 for transmitting the smart contract call to the blockchain network.

[0061] The system, apparatus, module, or unit illustrated in the previous
implementations can be implemented by using a computer chip or an entity, or can be
implemented by using a product having a certain function. A typical implementation
device is a computer, and the computer can be a personal computer, a laptop computer, a
cellular phone, a camera phone, a smartphone, a personal digital assistant, a media player,
a navigation device, an email receiving and sending device, a game console, a tablet
computer, a wearable device, or any combination of these devices.

[0062] For an implementation process of functions and roles of each unit in the
apparatus, references can be made to an implementation process of corresponding steps
in the previous method. Details are omitted here for simplicity.

[0063] Because an apparatus implementation basically corresponds to a method
implementation, for related parts, references can be made to related descriptions in the
method implementation. The previously described apparatus implementation is merely an
example. The units described as separate parts may or may not be physically separate,
and parts displayed as units may or may not be physical units, may be located in one
position, or may be distributed on a number of network units. Some or all of the modules
can be selected based on actual demands to achieve the objectives of the solutions of the
specification. A person of ordinary skill in the art can understand and implement the
implementations of this specification without creative efforts.

[0064] Referring again to FIG. 5, it can be interpreted as illustrating an internal
functional module and a structure of a software process configured to implement a smart

contract call on a blockchain network. An execution body in essence can be an electronic
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device, and the electronic device includes the following: one or more processors; and a
memory storing an executable instruction of the one or more processors.

[0065] The techniques described in this specification produce one or more technical
effects. In some embodiments, by automatically generating a software interface library
for smart contracts in a blockchain, the techniques produce an up-to-date definition of the
smart contracts and smart contract functions available to be executed. In other
embodiments, software applications using this generated library will make fewer
erroneous calls to smart contracts and functions (e.g., calls to functions that do not exist,
invalid parameters, etc.). Because such erroneous calls lead to additional overhead in
both the blockchain network and the device executing the software application making
the erroneous call (e.g., by handling the error, handling retries of the failed call, etc.), the
reduction or elimination of these erroneous calls by the software interface library can lead
to increased efficiency and greater performance in both the calling device and the
blockchain network.

[0066] Described embodiments of the subject matter can include one or more features,
alone or in combination.

[0067] For example, in some embodiments, actions include retrieving smart contract
definitions from the blockchain network, the smart contract definitions including a
plurality of contract functions from a plurality of smart contracts stored in a blockchain
maintained by the blockchain network; generating a smart contract interface representing
the smart contract definitions, the smart contract interface including a plurality of
interface functions corresponding to the plurality of contract functions, the smart contract
interface configured to allow software applications to call each of the contract functions
by calling a corresponding interface function; receiving a call to a particular interface
function from a software application, the call including call parameters corresponding to
parameters of a particular contract function corresponding to the particular interface
function; in response to the receiving the call to the particular interface function,
generating a smart contract call to the particular contract function including the call
parameters; transmitting the smart contract call to the blockchain network; and receiving
results from an execution of the smart contract call by the blockchain network and

providing the results to the software application.
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[0068] Other implementations include corresponding systems, apparatus, and
computer programs, configured to perform the actions of the methods, encoded on
computer storage devices.

[0069] The foregoing and other described embodiments can each, optionally, include
one or more of the following features:

[0070] In some embodiments, retrieving the smart contract definitions includes
retrieving bytecode associated with smart contracts stored in the blockchain.

[0071] In some embodiments, generating a smart contract call to the particular
contract function including the call parameters includes retrieving the call parameters
from the call to the interface function; and converting the call parameters to smart
contract parameters for communicating with the correspond smart contract on the
blockchain network.

[0072] In some embodiments, each call parameters has a parameter type matching a
contract parameter type of a corresponding parameter of the particular contract function.
[0073] In some embodiments, the parameter type includes at least of an integer, a
string, or a byte array.

[0074] In some embodiments, transmitting the smart contract call to the blockchain
network comprises broadcasting the smart contract call to a plurality of nodes of the
blockchain network.

[0075] In some embodiments, retrieving smart contract definitions and generating the
smart contract interface are performed automatically in response to a change to the smart
contract definitions stored in the blockchain.

[0076] Embodiments of the subject matter and the actions and operations described in
this specification can be implemented in digital electronic circuitry, in tangibly-embodied
computer software or firmware, in computer hardware, including the structures disclosed
in this specification and their structural equivalents, or in combinations of one or more of
them. Embodiments of the subject matter described in this specification can be
implemented as one or more computer programs, e.g., one or more modules of computer
program instructions, encoded on a computer program carrier, for execution by, or to
control the operation of, data processing apparatus. For example, a computer program

carrier can include one or more computer-readable storage media that have instructions
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encoded or stored thereon. The carrier may be a tangible non-transitory computer-
readable medium, such as a magnetic, magneto optical, or optical disk, a solid state drive,
a random access memory (RAM), a read-only memory (ROM), or other types of media.
Alternatively, or in addition, the carrier may be an artificially generated propagated signal,
e.g., a machine-generated electrical, optical, or electromagnetic signal that is generated to
encode information for transmission to suitable receiver apparatus for execution by a data
processing apparatus. The computer storage medium can be or be part of a machine-
readable storage device, a machine-readable storage substrate, a random or serial access
memory device, or a combination of one or more of them. A computer storage medium
is not a propagated signal.

[0077] A computer program, which may also be referred to or described as a program,
software, a software application, an app, a module, a software module, an engine, a script,
or code, can be written in any form of programming language, including compiled or
interpreted languages, or declarative or procedural languages; and it can be deployed in
any form, including as a stand-alone program or as a module, component, engine,
subroutine, or other unit suitable for executing in a computing environment, which
environment may include one or more computers interconnected by a data
communication network in one or more locations.

[0078] A computer program may, but need not, correspond to a file in a file system.
A computer program can be stored in a portion of a file that holds other programs or data,
e.g., one or more scripts stored in a markup language document, in a single file dedicated
to the program in question, or in multiple coordinated files, e.g., files that store one or
more modules, sub programs, or portions of code.

[0079] Processors for execution of a computer program include, by way of example,
both general- and special-purpose microprocessors, and any one or more processors of
any kind of digital computer. Generally, a processor will receive the instructions of the
computer program for execution as well as data from a non-transitory computer-readable
medium coupled to the processor.

[0080] The term “data processing apparatus” encompasses all kinds of apparatuses,
devices, and machines for processing data, including by way of example a programmable

processor, a computer, or multiple processors or computers. Data processing apparatus
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can include special-purpose logic circuitry, e.g., an FPGA (field programmable gate
array), an ASIC (application specific integrated circuit), or a GPU (graphics processing
unit). The apparatus can also include, in addition to hardware, code that creates an
execution environment for computer programs, e.g., code that constitutes processor
firmware, a protocol stack, a database management system, an operating system, or a
combination of one or more of them.

[0081] The processes and logic flows described in this specification can be performed
by one or more computers Or processors executing one or more computer programs to
perform operations by operating on input data and generating output. The processes and
logic flows can also be performed by special-purpose logic circuitry, e.g., an FPGA, an
ASIC, or a GPU, or by a combination of special-purpose logic circuitry and one or more
programmed computers.

[0082] Computers suitable for the execution of a computer program can be based on
general or special-purpose microprocessors or both, or any other kind of central
processing unit. Generally, a central processing unit will receive instructions and data
from a read only memory or a random access memory or both. Elements of a computer
can include a central processing unit for executing instructions and one or more memory
devices for storing instructions and data. The central processing unit and the memory can
be supplemented by, or incorporated in, special-purpose logic circuitry.

[0083] Generally, a computer will also include, or be operatively coupled to receive
data from or transfer data to one or more storage devices. The storage devices can be, for
example, magnetic, magneto optical, or optical disks, solid state drives, or any other type
of non-transitory, computer-readable media. However, a computer need not have such
devices. Thus, a computer may be coupled to one or more storage devices, such as, one or
more memories, that are local and/or remote. For example, a computer can include one or
more local memories that are integral components of the computer, or the computer can
be coupled to one or more remote memories that are in a cloud network. Moreover, a
computer can be embedded in another device, e.g., a mobile telephone, a personal digital
assistant (PDA), a mobile audio or video player, a game console, a Global Positioning
System (GPS) receiver, or a portable storage device, e.g., a universal serial bus (USB)

flash drive, to name just a few.
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[0084] Components can be “coupled to” each other by being commutatively such as
electrically or optically connected to one another, either directly or via one or more
intermediate components. Components can also be “coupled to” each other if one of the
components is integrated into the other. For example, a storage component that is
integrated into a processor (e.g., an L2 cache component) is “coupled to” the processor.
[0085] To provide for interaction with a user, embodiments of the subject matter
described in this specification can be implemented on, or configured to communicate
with, a computer having a display device, e.g., a LCD (liquid crystal display) monitor, for
displaying information to the user, and an input device by which the user can provide
input to the computer, e.g., a keyboard and a pointing device, e.g., a mouse, a trackball or
touchpad. Other kinds of devices can be used to provide for interaction with a user as
well; for example, feedback provided to the user can be any form of sensory feedback,
e.g., visual feedback, auditory feedback, or tactile feedback; and input from the user can
be received in any form, including acoustic, speech, or tactile input. In addition, a
computer can interact with a user by sending documents to and receiving documents from
a device that is used by the user; for example, by sending web pages to a web browser on
a user’s device in response to requests received from the web browser, or by interacting
with an app running on a user device, e.g., a smartphone or electronic tablet. Also, a
computer can interact with a user by sending text messages or other forms of message to
a personal device, e.g., a smartphone that is running a messaging application, and
receiving responsive messages from the user in return.

[0086] This specification uses the term “configured to” in connection with systems,
apparatus, and computer program components. For a system of one or more computers to
be configured to perform particular operations or actions means that the system has
installed on it software, firmware, hardware, or a combination of them that in operation
cause the system to perform the operations or actions. For one or more computer
programs to be configured to perform particular operations or actions means that the one
or more programs include instructions that, when executed by data processing apparatus,
cause the apparatus to perform the operations or actions. For special-purpose logic
circuitry to be configured to perform particular operations or actions means that the

circuitry has electronic logic that performs the operations or actions.
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[0087] While this specification contains many specific embodiment details, these
should not be construed as limitations on the scope of what is being claimed, which is
defined by the claims themselves, but rather as descriptions of features that may be
specific to particular embodiments. Certain features that are described in this
specification in the context of separate embodiments can also be realized in combination
in a single embodiment. Conversely, various features that are described in the context of
a single embodiments can also be realized in multiple embodiments separately or in any
suitable subcombination. Moreover, although features may be described above as acting
in certain combinations and even initially be claimed as such, one or more features from a
claimed combination can in some cases be excised from the combination, and the claim
may be directed to a subcombination or variation of a subcombination.

[0088] Similarly, while operations are depicted in the drawings and recited in the
claims in a particular order, this should not be understood as requiring that such
operations be performed in the particular order shown or in sequential order, or that all
illustrated operations be performed, to achieve desirable results. In certain circumstances,
multitasking and parallel processing may be advantageous. Moreover, the separation of
various system modules and components in the embodiments described above should not
be understood as requiring such separation in all embodiments, and it should be
understood that the described program components and systems can generally be
integrated together in a single software product or packaged into multiple software
products.

[0089] Particular embodiments of the subject matter have been described. Other
embodiments are within the scope of the following claims. For example, the actions
recited in the claims can be performed in a different order and still achieve desirable
results. As one example, the processes depicted in the accompanying figures do not
necessarily require the particular order shown, or sequential order, to achieve desirable

results. In some cases, multitasking and parallel processing may be advantageous.
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WHAT IS CLAIMED IS:

1. A computer-implemented method for implementing a smart contract call on a
blockchain network, the method comprising:

retrieving one or more smart contract definitions from the blockchain network, the
one or more smart contract definitions including a plurality of contract functions from a
plurality of smart contracts stored in a blockchain maintained by the blockchain network;

generating a smart contract interface representing the one or more smart contract
definitions, the smart contract interface including a plurality of interface functions
corresponding to the plurality of contract functions, the smart contract interface
configured to allow developer software applications to call each of the contract functions
by calling a corresponding interface function;

receiving a local call to a particular interface function from a developer software
application, the local call including call parameters corresponding to parameters of a
particular contract function corresponding to the particular interface function;

in response to the receiving the local call to the particular interface function, (i)
retrieving, from the local call, the call parameters, (ii) converting, using a software
library, the call parameters to smart contract parameters for communicating with the
corresponding smart contract on the blockchain network, and (iii) generating a smart
contract call to the particular contract function, the smart contract call including the smart
contract parameters; and

transmitting the smart contract call to the blockchain network.

2. The method of claim 1, further comprising receiving results from an execution of
the smart contract call by the blockchain network and providing the results to the

developer software application.

3. The method of any preceding claim, wherein retrieving the one or more smart

contract definitions includes retrieving bytecode associated with smart contracts stored in

the blockchain.
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4. The method of any preceding claim, wherein each call parameter has a parameter
type matching a contract parameter type of a corresponding parameter of the particular

contract function.

5. The method of claim 4, wherein the parameter type includes at least one of an

integer, a string, or a byte array.

6. The method of any preceding claim, wherein transmitting the smart contract call
to the blockchain network comprises broadcasting the smart contract call to a plurality of

nodes of the blockchain network.

7. The method of any preceding claim, wherein retrieving the one or more smart
contract definitions and generating the smart contract interface are performed
automatically in response to a change to the one or more smart contract definitions stored

in the blockchain.

8. A system for implementing a smart contract call on a blockchain network,
comprising:

one or more processors; and

one or more computer-readable memories coupled to the one or more processors
and having instructions stored thereon that are executable by the one or more processors

to perform the method of any of claims 1 to 7.
0. An apparatus for implementing a smart contract call on a blockchain network, the

apparatus comprising a plurality of modules for performing the method of any of claims 1

to 7.
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