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ENDLESS MEMQRY

RELATED APPLICATIONS

[00D1} This is (i) a NONPROVISIONAL of U8, Provisional Patent Application No,
©1/311,138, filed 5 March 2010, which is incorporated by reference, and (i} a
CONTINUATHON-IN-PART of co-pending 1.5, Patont Application No. 12/749,483, filed 29
March 2010, which is a DIVISIONAL of U5, Pajent Application 1 1468231, fled 29 August
2006, now LLS. Patent 7,702,821, which claims priotity 1o LLS, Provisional Patent Application
GO/718,153, filed 15 September 20035: alt of which are assigned 1o the assignee of the presemt

invention,

FIELD OF THE INVENTION

{02} The presest invention refales 1o storage devices and, more particalarly, lo methods and
systems for a storage device controller to delete content from storage media of such storage
devices 30 as to provide free storage space for new confent, withowt explicit coordination of a

host deviee.,

BACKGROUND

{6803} Devices such as digital stilf cameras {(“DSCs™) rely on removable, non-volatile media
cards 10 store uage and other daiz {e.g., metadata concerning the image data). Other digital
media devices such as audio/video recorders/players {o.g., mobile phones, personial digital
assistants, MP3 players, digital video cameras, portable computers, ete.) also use such media
cards to store & variety of digital media (e.g., inages, movies, apdio, ste.), Several media card
formats exish, including Secure Dighal (80), Muld Media Card (MMQ), Compaet Flash (CF)Y
and 11, Memory Stick (MS), and xI3 Piciure Card (xD). As used herein, the erm media card 3s
intended to refer 1o all sach digital media stomge devices, regardless of physical format.
{0004} Generally, extracting images or other data from these media cards reguires a tethered

coprection to o persotal computer {or simifar device) or printer. For example. images oan e
2ie
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downioaded diregily 1o hard copy using printers that support physical interfaces compatible with
the media card. Alternatively, images may be uploaded 1 personal computers via card readers o
wired connections between the cameras hosting the media cards and the computers.

{0005} More recently, digital cameras having wireless network eonnectivity have become
avatlable. These cameras permit connectivity with wittless networks (usoally such networks ag
are compliant with the TEEE 30211 a/b/p, ete. standards) to transfer bnage data from the media
card 16 a personal compuier or printer. However, such camerss are generally more expensive
than son-witeless network capable DSCs and, given the present instatied base of non-wireless

network capable DSCs, represent only a very smalf portion of the overall number o DSCs

aviatlable today.

SHMMARY OF THE INVENTION

{0606} Described herein are methods and systems for a storage device controller to delete
content fram storage media of such storage devices so as to provide free storage space for new
content, without explicit eoordination of a bost device,

{8007} 1n one embediment, a controlier of a storage device that incledes a host device interface
and a storage madia bs configured to, upon detecting & triggering event, enusmerate a list of files
that are candidates for deletion from the storage media, and record a st of sectors of the storage
media used to store the candidate filos; mark storage device file system divectory entries for the
{ist of enumerated files as deleted while locking out a host devies coupled 10 the bost device
interface from accessing the storage media, and perform a read/modify/wiite sequence of those
sectors of the storage media holding the directory entries; wait for a fivst host device
svnchronization event, and upon recognizing the first host device synchronization event check
the Hst of candidate liles for deletion and determining whether corresponding divectary enirjes of
the candidate files are marked deleted; i the dircctory entries of the candidate les are not

marked deleted, repeat the marking of directory entries as deleted, perform the readfmodifviwrite
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of the sectors of the storage media holding the directory entries, and waif for an addiviona] first
hast deviee synchronization event; otherwise, 1f (e directory entrics of the candidate files are
marked deleted, then mack orphaped seciors 1o prevent data siorage to coresponding data storage
urits in the storage media bot maintain the orphaned sectors in the list of sectors, wherein the
orphaned seotors are those sectors with corresponding directory eniries that are marked as deleted
but with corresponding data storage units in the storsge media still altocated; wait for a further
host device synchronization svent and, upon recognizing same, lterate through the orphaned
sectors to determine whether or not the host deviee subseguently wroie over the
readimedify/write actions; and if the orphaned sectors have reveried to a provious value, then
repeat the marking of the orphaned seetors, wail for the further howt device svnchronization event
and determine whether or not the host device subsequently wrote over the read/modifviwrite
actions, othenwise, if the orphaned sectors are still marked, atlovate the list of sectors as being
avaifable 1o store new datr and cloar the lst of candidate fifes.

{0008} These and further embodiments of the invention are discussed in greater detail below,

with reference to the accompanying drawiogs.

BRIEF DESCRIPTION OF THE DRAWINGS

{6909] The present invention is flustrated by way of example, and ot Hinitation, in the Ggures
of the accompanying drawings, in which:

[0019] Figure | ilastrates an example of a dighal media siorage device inthe foumnat of a media
card configured in accordance with an embodiment of the present invention,

|60} Frgure 2 Slusirates a media card configured in accordance with an aliernaiive
erabodiment of the present imvention,

M2} Figure 3 ilustrates the struchare of a formatted storage device In accordance with an

embodirpent of the present inventios.



W0 2011/109727 PCT/US2011/027224

{0013} Figure 4 iHustrates an example of a directory rable in 4 storage device®s file system in
socordanee with an embodisment of the present invertion.

[O014} Figure 5 Hustates an exampie ol a directory table witl pointers to 2 filte allocation table
in accordance with an embodiment of the present investion.

{6813] Figure 6 illustrates an example of a process for deleting one or move es from g storage
device’s flle system lo make room for new files {e.g., images) in accordance with an embodinent
of the present invention.

[Gt6] Figures 7A and 7B illustraie examples of deletion of content from a storage deviee in
response to g tigeering event in accordance with an embodiment of the present invention.
RETAILED DESCRIPTION

{0017} In LLS. Patent Application Publication 20070073937, a content-pvare, dighad media
storage device capable of replneing or substituting for conj.rentional meddia cards in legacy
devices, such a5 DSCs and other digital media devices, was deseribed. Thal digilz) media storage
device included radio frequency circuitry Yo permit wireless communications hefween the digital

e

media gorage device and a compatible tansmitier/receiveriranseeiver. The stovage device also
included a flash memory amay and 2 coniroller configured 1o execite computer-readable
insiructions with flash memory arvay-facing and host-{acing physical layer interface fogic. In this
context, the “host™ heing referved to s the device (e, the camera, andio player or other host
device) which will use the digital media storage device as a repository Tor digial data (e.g.,
fmages, andio files, and the kke). The controller executes the compuier-readable instructions to
proxy accessss from the host-facing physical laver interface of the siorage device (i.e., the
interface with the DSC or other dighal device) 1o the flash memory areay and 1o oftioad digiral
data stored in the flash raemory array 1o a remote compuier system, in the latter case via the RF
circuitry. In this way, digital images and thelr associated meiadain can be wirelessly transforred

[rent the storage device to a digital photo album or the like without having to remove the storage
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device front the host camera or having 0 use a wired conmmunication Hnk betwesn the host
camera and a compter system. 1t was alse poted thad the siored images could be automatically
deteted from the media card as soon as they had been successfislly transferred to the digitaf photo
album or remode computer systom. Deseribed herein are methods and systems io factlitate such
autennmous deleiion, Now that although the remainder of e discussion witl concem media
cards having flash memory storage media, the present invention is applicable to any storage
device having any form of storage media (e.g., a nmgactic or aptical dise, solid state storage
media or other form of storage media). Hence, the Hush momory examples provided herein ave
not intended to Hmit the scope of the presend invention.

{0018] Figure ¥ itlustrates ant example of a digital media storage device in the format of a media
card 10 configured in accordance with an embodiment of the present invention. As illusteated,
media card 10 inchudes an fnterface 12 lor communication with a host (.., a DSC or other
digital device), The physical and electrical make up of inzerface 12 will depend on the type of
media card ased (e.gz., SD, MM, CF 1, CF 1, M5, D, ete.) but such interfaces are well known
in the industry aond need not be deseribed in detail. Stated differently, such an interface is
entively conventional in nature and conforms o the relevant industry specifications therefor,
depending on the type of media card being nsed.

{6019 The host interface 12 is coupled to & bos 14 which is used for communicating electrival
signals within the media card 10. In some cases bus 14 may be a dedicated bus between the
interface 12 and a central processing unis (CPUY 16, while in other cases it may be g more
general bus used for communications between the CPU and other components as well. As with
inferface 12, the CPU 16 {which is comnumicalively coupled to bus 14} is a conventional feature
of such media cards. in some embodiments a read/write memory {such a5 an SRAM) 18 may be
used. This provides a convenient storage focation for CPU 16 when performing compitations

and the fike. SRAM 18 may be communicatively cotupled to bus 14 {as shown) ar may be
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communicatively coupled directly 1o CPLU 16 through a private interface {o.2., a separate memary
bus).

{H020F A mamory controller 20 and assoviated memory mmay 22 are also present and the
controtler 20 is communicatively coupled to bus 14 and to the array 22, Inthe itlostration 3 flash
memory arcay and flash memaory controller ave shows, however, other storage media and
associated controllers may be used. For example, a relatively new form of storage device
incarporates & mini hard drivie and associated controller within s physical format compatibic with
conventional CF-1 media cards. Such storage devices may be used in connection with the
presant invention, which is storage format-agnostic.

{0921] Also incloded in media card 10 is 3 wireless mdio transceiver 24, which may be
copununicatively coupled to bus 14 50 a5 to communicate with CPU 16, The wireless radio 24 is
an exanple of the peripherals discussed gbove and in this embodiment preferably conforms o
the IELEE B2 1T a'b/y, ete. specifications, but in other embodimenis other forms of wireless
madios or even ather peripherals may be used, For example, wiveless radios conforming to the

Bluctaoth®™

andfor GPS specifications may be used. Alternatively, or in addition. wireless
radios copforming to the IEEE 802,16 standards may be used, The precise nature of the
peripheral port is oot eritieal to the present invention, though in several of the appiications
described below a peripheral device that provides wircless commumications for media card 10 4
reguired.

{0022} In this example, the physical Emensions of the media card 10 are compatible with
existing media card interfaces of various hosts, such as DSCs and the like. Tn the past, media
cards with wireless network funciionadity have been larger than ihelr non-wireless capable
counterparts. DACs (and other digital devices) usually {or often) enclose their media cards in the
body of the host device. As & resaly, the kuger, wireless-capable media cards were inconpazible
with many existing bost devices. In various embodiments, however, the present media card 10 s

stzed so as to B within legacy host media card housings.
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{8623} Other incompatibifity problems which bave prevenied the use of media cards with
wireless functionalities with various hosts are even more difficuit to overcome. For example,
prior media sards that have incorporated flash memory with wircless network capabilities have
reguired the host device 1o support them with apprepriate software drivers, making them
incorzpatible with existing and Jegacy hosts, That is, existing hosts simply do not conlaln the
firmware needed o operate with previoushy available media cards baving these functionalities. In
contrast, the present media cards are “selfthosied™. meaning that they require no such finmware
support [ront the host device. Instead, the present media cards themselves act as a host deviee
with an onboard aetwork interface but present to the camern or other diglial deviee with which
the card is being used as a conventional bloek storage device, This means that the finnware ysed
by existing and feaacy host devices need not be altered Ip order to read and write images, audio
files or other digital content, and metadata, toffrom the present media cards.

[$024] In addition, a portios of the memory array 22 may be ressrved !"m" storing the upload
status information for iuages being transferred off of the media card. For example, in the case of
a media eard with a wireless radfo that is used in connection with uploading digital uages,
mabsaining information regarding the status of any such aploads over the wireless network may
be important ¢o thal in cases where such transfers ave interrupted, they can he resumed from a
proper stariing point once communications with the wireless network bave been veestablished,
Further, smintaining such status information will also provide the media cord with the shility to
determine when the original images can safely be removed from the medis card memory arsay.
Of course, the upload statts may also be stored oo the setwork side, clther in addition to or
instead of being stored on the media card, Storing the information both “on eard™ and on a
remole commuer system would aflow for graceful handling of transmission internptions.

JB0235) Figure 2 Hlustrates a media card 26 configured b accordance with an alternative
embodisnent of the present invention. In this media card 26, a Gash memory coatroller 28

includes 4 host interface 30, for examgple an 8D or CF-FCF-H interface. Controller 28 also
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includes a {Tash array Iaterface 32 which is conymunicably conpected to the flash memary amay
34, inthis example a NAND flash memory array is osed, bowever, in other embodiments a NOR
lash memory array may be used.

[B026f The media card 26 also includes a wireless radio 36, which is communicably cospled to
the flash controlfer 28 and the memory array 34, The wireless radio 36 may be a self-contained
802,11 a/bie, ete, comphant communication device thay includes both a media aceess congroller,
a RISC processor (with i atfendant read/write memory aod lash memory for storing
Higerimediate resolis and computer-readable nstruetions, respectively ) and the wireless radio front
eid. The wireless aatwre of the secondacy inferface (the intertace with the host devies is
considered the primary interface for the media card) allows digital conteny (e.2., intages) o be
transiorred onto or off of the media card while still enclosed within the host’s media card sot.
Working frony within the media slot sllows the media card to draw power from the host device,
eliminating the need for an infegral battery. {t is also possible to operate the media card and its
wireless inferface outside of the host, provided power is supplied vig the bost interface (12, 303,
or alternatively, in an cmbodiment that integrates o battery onto the media card. As indicated
above, 1o enable wirebess transfor fincionality the present media card adds a wireless radio (e.g.,
an IEEE 80211 afble, ete. radio or Bluetooth radio, etc.), a media acoess controdler (IMAC), and
an embedded host CPU 1o the conventionad fhash controtler fumctionality. Sofiware componemts
for interpreting the host's file system and data stored in the memory army, connecting to iveat
area andfor other networks (e.g.. via YCPAP prowocols) and managing bow-level driver tasks of
the wircless interface hardware are all included for use by the embedded host CPLL

{09271 As discussed, nredia cards configured iy accordance with present invention can be ased
i connection with a variely of devices, such as DSCs, digital video cameras, mobile phones,
personal computers, personal digital assistants, and similar devices, Much of the discussion
betow will foous on the use of sueh media cards with DSCs and further details of the Hovware

operation for the speeific instance of a DSC wrlting image daia 1o « digiial media storage device

A
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configatred in secordance with the present invention are presented below. However, it should he
remembered that this is being done only $0 as to provide an example of the present invention.
The overall scope of the invention is refiected in e claims following this deseription and thas
scope should not be unnecessarily limited in view of the DSC examples preserted herein,

6028} Mediz cards that integrate a storage device with a wirgless communication system in
aceordanee with the present invention may be compliant with any existing media card format
feg, SDMMU, CF, MS,; or %12} 50 as fo be compatible with a wide varety of 1SCs and other
hosts. In the case of a camera host, having an integrated wireless comnunication device allows
users to upload images (or ather datz) from the camera (i.e., the media card) © an altermarive
device (e.g., a personnal compater, & server or slorsge location associated with a local ares
network, or an Infemet-based computer'storage resource, 2ic.) at the time the image is captared
(il wirelegs communications are available) or at a later time, without having to tether the camera
or the media card 1o a physical inferthee (.., such as a universal seriaf bus (1I88) cz}bl-e or other
inferface). in the case where images are uploadid to an fintemet-based computer/storage resouree,
those images can be munaged through any conventional Web browser, sither nsing a persona
comtputer, television and set-top box combimation, mobie phone, or similar communication
device.

{0029] Having thus deseribed varfous media cards configured in accordance with the present
nvention, we tuth now to a discussion of bow digifal dafz is writlen to and deleted from the
storage media,

(8030} Uniike a conventional flash controlier, the present controller and associated firmware
make digitat media storage devices configured in sccordance with the present invention capable
of interpreting and processing the data stored in the flash areay. The present firmware uses the
file sestom struetore written to the flash array to *mount” the device (before 2 computer can use
any Rind of storage media the operating system mast make thad media accessible through the

computer’s file system - a procoss known as mounting), obtain an inventory of files stored

-
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thereon, read the contents of those files. and {if desired) make modifications to the file system,
Such modifications include, but are not limited to. removing and renaming files, updating file
attributes, and creating new fles, This is in distinet contrast o conventional flash anay
contrellers, which merely stage the information being written to the storage array in the form of
fixed-size blocks of opague data and take the appropriate sotions to write the blocks to the array.
{09331 In one embodiment then, the present dighal media storage device interrupts the external
hast from directly addressing the flash array. Instead, all accesses by the host device are proxied
and transiated by the finnware before resolving fo a speeific bloek of data in the flash array. The
digital media storage device may be readied for such activities by first formatting the device
(.., In the conventional fashion), i necessary, and then irtializing an infernad mapping table io
directly nap all the blocks that bave heen written during the forpwat operation and us-mapping all
other blocks in the array. As a resull, after the operation is completed, only data boeks that
contain {ile aystem metadata such as the File Alfocation Table (FAT), Root Directory Structure
and Pariition Boot Record have a valid franstation from logical block addresses presented at the
host interface to physical addresses within the digital media storage device. Al other blocks are
considered anused and unatlocated and are not divetly accessible by the host device. The
structure of such & formatted siorage device i3 shown in Figure 3.

{00321 As shown, the PAT file system 40 has Towr seetions. First are a number of reserved
sectors 42, including the Boot Sector (a.k.a. Partiion Boot Record). The reserved sectars includs
apeas for basic fle svstem information and pointers to the location of the other sections, Next is
the FAT sector 46, which comnains the aotual File Allocation Table 54, This is csseniially a map
of the Data Region, indicating which clusters are used by files and diveciories. Next, the Root
Directory Region 48 provides a Directory Table that stores information about the files and
divectories located in the root directory. In some cases, the Root Directory Reglon is stored o the
Bata Region 30, along with files and other directories, allowing it fo grow without such a

constraint. Finally, the Data Reglon stores the actuad file and directory {and, in sonte cases,

1%
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subdirectory) data. The size of files and directories can be increased arbitrarily {as long as there

ave free clusters) by simply adding more finks 56 1o the Ale’s chain In the FAT. Notwe however,

that files are aflocated in units of clustayrs 32,

{0033} From this inttialized state, the digital media storage device maintains persistent databases

of free physical blocks within the flash amay and Jogicalto-physical mappings for allocated

blocks, In one embodiment, block accesses Trom external hosts smay be intercepted inthe

following mannet:

1)

If & Block read is requested by the external host and there exists a togical-to-physical
mapping jor that block address, the carrespondiog block of data is read from the flash
array and retarned 1o the host,

If & Dlock read 1s reguested by the external host, but there exisis no togical-to-physical
snapping for that block address. the digital media storage deviee fabricates a block data
read response of i zeros {or other response) and remurns the data (o the exierpal bost,
The flash array is not acosssed, nor is any new storage or mapping allocated,

if 3 block write is requested by the external host and there exists a logicai-to-physical
mapping for that Mock address, the data provided by the host is written Into the flash
array at the corresponding physical address.

I a block write is requested by the oxteroal host, bul no existing logical-to~-physical
mapping for that block address is present, 2 currently unmapped physical block is taken
from the digiial media storage deviee’s Internal persistent database of free physical
blocks and a new mappisg is created front the block address provided by the host to the
physical address ol the allocated block. The data provided by the host is then written o
the flash array at that pbysical address. I ne free physicai blocks ave available, a block-

fevel device access error is retarned 10 the host.

[034] This dynamically-atlocated logical-to-physical block address mapping scheme allows the

present dighal media storage device to reorganize the duta in its flash memory array withow

-fFa
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exwernal, host-visible side-effects. Purthermore, augmented by the fivmware’s understanding of
higher-fevel FAT file system semanties, it allows the present storage devive 1o manipulate the
contents of files or folders stored in the Tash army, without any explicit cooperation or
syuchronization from the external host deviee’s software, Stated differentiy, the advantuges
afforded by the present invention (e.g., the abiliiy to manipulate the data siored in the Hash array)
require no change to the physical host™s existing firmware or application-level sofiware.

{8035F Yo better appreciate the aceess controls provided in necordance with embodiments of the
present invention, it is appropriate to review some underlying characteristics of conventional
retaavable media and host devices. Most DSCs available today employ non-voltike storage
devices inserted into thelr “dighal fllm™ dos, These non-volatie slorage devices use a “FAT  or
file alfocation fable format to store images capfured by the DSC, The FAT file systent has is
ariging in MS-DOSE, and several variants are in use (e.g., FAT-16 and FAT-32). FAT is specilied
for use ie digital cameras a3 part of the JEVTA CP-3461 standard, better known as DCF 2.0, In
addition w the file system, DCF 2.8 (Sections 3.2 and 3) speciiies a directory Merarchy as well ay
directory and fite naming conventions that ave a subset of FAT s 843 naming schemae.

[0036] Befove storing images info a storage device {g.g., a flash memory of a media card), the
DSC will determine whether the device has been formatied in secordance with the DCF
speeification. 11 not. the camera will prepare the memosy device 1o store data in an organized
fashion throngh a process called “formatting.” Formaiting Jogically ernses all existing daia stored
in the memory device and writes an emply file system structors in the FAT format. The camera’s
FAT software writes an emply File Allocation Table, which marks alf data clusters to be
avaitable Tor storing new files into. An empty folder strucfure is wrltten by initinlizing an emply
Reot Directory Structure. The camera will then create new folders, in accordance with processes
oathined inthe DCF specification, 1o provide logical separation of images stored info the memory
device {e.g., folders for different cameras that the memory device may be used in concurrently,

lor different dates that the user fakes pictares on, ete.).
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{8037} JEITA CP-3451 “Exchangeable image file format for digital stilf cameras™, belter known
as EXIE, is a companion 10 the DCF specification. EXIF specifies image, sound, and tag formars
for storage within the fle systom strasture mandated by DCF. For exampls, and as alloded to
above, EXIF tags for “wtist™ (i.c., photographer} information andfor date/time informabion can be
usexd, The photographer information can be gathered from user-provided account informating.

In addition, ime zone references can be added in accordance with the present invention by using
GPS data to determine the corresponding time zong and wiiting such information andfor an
absolute time into & UTC-referenced GPSDateStamp field. in addition, the information
regarding peers {2z, other nsers/DSCs present at or near the location of a DSC having s media
card conflgired in accorduance with the present invention can be written to the MakerNote tag.
As with focation metadata, processing of such information can be performed in the media card, in
th server faver or in a combination of these devices,

[8038] EXIF specifies the nse of IPEG, knows formally as 1SO-IEC 109181 / ITU-T
Recommendation .81, lor compressed images, and Adobe TIFF 6.0 for uncompressed images,
Images of either format are annoiated with TIFF-sivie tags, recording camera and image
parameters. The WAV format is specified Tor audio annotations, which are 10 be associated with
caplured images,

18039} 1o order o teke advantage of the non-volatile storage mediom, it is expected that a
camera will Bush metadata as well as data block updates to the fash at the end of each operation.
Nonetheless, it is possible for a camera implementation 1o cache some or all of the FAT Sle
system metadata, relying on a write-through cache disciphine to keep the flash storage o syoe, As
& vesulf, updates to the meladata performed by the media card may nol be ebserved unil] the
camera is next powered up, or whenever the mefadata cache is refreshed.

[0049] FAT file attributes can be used to mark a file read-only, DCF 2.0 (Section 5.2.2.4)

specifies support for the Read Ouly attribaie to prevent accidental deletion (though some DSCs

-3
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oAy vot respect this attribde). Some cameras allow toggling of the Read Qnly attribute (often

represented as a key jvon on the preview screen).

[6041}

When an image is taken, a file is created within the fife systom by the camerg, after

which the sequence of digial data encoding the image s stored in the fike {note, in soow

instances this sequence is reversed, and either is acceptable). The data is usuaBy formatied ina

conventional compressed inage format {sech as IPEG), as specified by DCE. In order to

complete the action of creating the file and stoting the image data, the camera must go through

the following set of actlons (assuming there is free space available on the device), although not

nevessarily in this exact order:

i}

43

{042}

Stariing with the Root Directory Region of the file system, fraverse the file systent
biocks representing the divectory hierarchy stored on the devies to find the Directory
Table block for the directory (Tolder) into which the new image s to be stored.

Add an eniry to that Directory Table block describing the new file being created. Thiy
comtaing information about the name of the fike and where within the (ile system the
heginning of the data {i.e.. the Brst data block) for that fife resides,

Find a [ree data cluster based on the information stored in the File Allocation Table,
Mark that data cluster as beiog used and store the a cluster’s worth of buage data in the
contingous range of blocks representing the cluster (FAT alfows the cluster size 1o be
configured at the tiwe the file systen: is created and indicaies this size between 2 KB and
32 KB in the File Allecation Table strecture).

Repeat step 3 as needod unti] all bytes of the image data are written to the fife system. As
each new cluster of data is written, singly-link 3 [ront the previous clusier such that the
image file can be read in a logically contizuons fashion even if the data clusters are
seattered around the media that the file svstem is stored on.

Al file systers updates performed by the digital camera host appear as write accesses o

the flash storage proxied by the media card storage device. The media card firmware can detect

4
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the covapletion of these sets of operations using a serfes of heuristics 1o be compaiible with g

vwide range of implementations of the fle system operations in digitet sBi cameras:

iy

10043}

Wait for a pre-determined amount of thue to expire aftor the time of the Jast write access

e the flash storage by the host device. I more write acoesses ocour during the timeott

period, assume that the bost device Is continuing to update the file system, reset the tiner
and keep waiting.

Omee the timeout expiration occurs, sean the direetory structure of the e systom and
detect i any new files have been created since the last scan by comparing the divectory
structure against a copy that was saved during the last scan.

For each new file that was detected, walk the singly-linked list of data clusters until the
end of the Hst, at which point the number of data bytes stored in the data clusters should
mateh the size of the {ile as indicated in the Directory Table entey for the file, I the ean
terminates early, assume thad the expiry timeout during step 1 was (oo short, invalidate
the scan results, increase the Gmeotd and go back 1o step | o allow the host device to
complete updating the file system.

1 the user chooses to deleie any of the hages, the camera needs to apdate the ke

systen information oo the storage device, Speciticaily, the camera:

i

10044]

Writes {o the Direetory Table block for the folder containing the image to be deleted,
removing the name aod Hle system intormation for the fle corresponding 1o the imnge
from the table.

Updates the File Allocation Table blocks 10 maek the data cluster blocks used by the
detefed file as free.

The file systern update detection mechasism described earlier detects these operations as

well, as all 1Tle system apdates performed by e digital camers host, including file deleions,

appenr as wrile geoesses 1o the fhash storage. Upon going through the ditectory structure scan

following the update detection, i the media card [Temware notices that some filey are now
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missing from the updated scan resulis, # infers that those files have been deleied from the filke
svstem, The firmware focates the physical diata blocks in the Sash memory that conespand to the
deleted files and retums those blocks 1o the pool of free physical blocks in the persistent
database,

0043 Tn addition o the host camera being able to read and write the storage devics, the
controfler may perform actonanoess reids and writes in order to uplosd digital data to remaote
computer systems and fo delete images or other data. This is performed without knowledge by or
cooperation of the host camera in a manmier that precludes file svstem consistency problems or
data corruption. For example, in one embodinent of the invention, upon detecting a pre-
established oriteria (such as a mesmory utilization threshold being reached, a programmed action
or manual intervention by a user), the confroller performs the following actions.

19046} First, the controlier enumerates the Tist of files that are candidates for deletion and
records the Hist of sector atlocation ranges (chisiers) used {0 store these files. The cendidates may
be selecied according to any of & variety of critesia, lor example, they may be the oldest or least
recently or frequently accessed files being stored. The cluster information may be stored ina
reserved area of remaory i the media card.

0047} Sccond, the controller marks the directory entdes for the enumerated files and sels their
respective deleie flags while locking out the host {e.g., the cumera) from accessing the storage
areay andd perforns a readimodifyiwiiie sequence of the sectors holding the directory enfries. At
this peint, while the storage array is in this modified state, the host may be sioring cached copies
of the modified seciors and may subsequently overwrite the changes made by the controller as ¢
resuit of & refited or unrelated directory operation. Also, the data storage for the files remains
ailocated and wnunedidied (e, the Bnages themselves still axist in the storage array ).

FO048] Thivd, the controller saity for the host device 1o be powered down and then powered up
agnin. The new power on eycle can be detecied by the host ceading the partition fable {or master

boot record) and FAT boot block (as it is assumed that the host will need 1o completely replendsh

“fha
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its cache after o power-down, power-on eyele), As discussed below, a power cvele of the host
and the media card may be distinguished from « power cvele of only the media card by the
prosence of sector access by the host consistent with file system mounting operations.

[0049] Fourth, the controller checks the list of candidate files for deletion and checks 10 see if
the correspondiog directory entries are marked deleted. ¥ 50, this indicates that the host did not
overwrite the changes made above and has now read {cached) the up-to-date version of the
directory entries. Any files that have reverted to being not deleted would bave lost their
readdinodifviwrite of the delete flag due 1o a write from the cache of the host camera. Inthe
svent such fites exdst (i.e., in the event the files have reverted to the non-delete state), the process
retuens o step 2 above, and that process is repeated so the delete lags e set. The process then
proceeds from step 2.

{0080} Fifth, the files with directory entries that are marked deleted by the controHer, without
fnvolverment of the host, now are no fonger present in the enumerated file system, but the
corresponding dadz stovage wimts {e., olusters in the FAT) are stll allocaied. These data storape
units are effectively “orphanad™ because there are no dirsctory entries pointing thereio, but they
are known as lists of ranges (clusters) 1o the eoniveller since they were recorded in step 1.

{8051} Sixth, the orphaned data storage units sracked o steps | and 3 and marked as “bad™, but
they are maintained in the tracking list from siep 1. The marking may be performed using a
similar read/modifyhwrite semantics (while locking out the host camera} as used instep 2.
However, it will not be known whether these modification escape further writes by the host unil
the nesi power cvele.

{0052] Seventh, the conirotler waits for another power-down, power-up cycling of the host,
{6033} Lighth, the controler iterates through the orphaned data storage usits modified Instep 6
to determine whether or not the modifications became permanent (Le., to determine whether or
not the host subsequently wrote over the modifications). 11 the data storage units are still marked

as deleted or are now atocated for new files, different than the ones originally tracked in step 1,
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the deletion candidates are perpianemly deleted. I, however, the dua storage unit allocations
have reverted fo their previoos vahues, then (he process retums to step 5 and s repeated,

{0054] Ninth, once the lisi of {iles compiled in step 1 has been filly processed in accordance
with the above, the list and any other tracking structures are cleaved (deleted) and the aulomatic
file deletion process may begin again with & new candidae list.

{4835] Yo better appreciate why the above process Is used, consider first that 1o 8 systern such as
a DAC, where a bost deviee makes bse of & removable media card or other storage device, that
host expects 1o be the only “master™; that 15, the host expeets to be the onfy device which can
make changes 1o the data andior the strueture of the data stored by the storage device,
Conseguently, for reasons of performance, sser experience, e1c., the host witl cache portions,
ofien substantial portions, of the data and meata data that makes vp the straciure of the file system
of the storage device. But in a system such as that presented by the present removable maedia
eard, where a second controler, of which the host DSC is not aware, can also make changes o
the data and meta data stored by the storage device (e.g., 1o delete portions thereof to make room
for new data {images) anddor meta data, for example). there is an inberent dsk of creating
condlicls betveen the information cached by the host and the information stored by the storage
devive, and also of having the host overwrite changes made by the other controtler. The present
invention provides a method for reselving such condlicts and overwrite situations,

[0036] As indicated above, the romovable media card or other storage deviee has a Ble system.
The file system is the means by which the device organizes the information stored in the actyal
storage media {i.c., the Tash memory areay or hard dise. ete)). More generally, the e system
defines the method of storing and organizing files and the data contained by the files in order to
permit the host or ofher controller 1o locate and access those files and data. Ta do so, the file
systent organizes fixed sized sectors of the storage media into Ales and directories and keeps
irack of which sectors belang to which file and which oihiers are not being used, Most file

systems, inchuding FAT, extAT, and others, address data in fixed-sized units called closters (or

NER
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Mocks) which are made up of a specified number of sectors of the storage media. This is then
the simallest amount of physical storage space which can be sllocated o store a file. The file
system also includes a directory {such as the file allocation table) to associate file names with
files stored in the storage media. The present invention is apphicable to storage devices
employviag any of a variely of file sysiems. bcludiog but not Hmited to TAT and exF AT, Figure
3 shows an example of a FAT fle systen 40, but this is merely for purpeses of Blustration and
should not be deemed ax Hindting the scope of the present invention.

[p8587] Referring to Figure 3, the data region 30 of the file system is divided into clusters 52,
which as indicaied sbove, are the smallest units of storage in the file systiem which can be
wliocated {e.g., 4 KB). Closters can be any whole number of sectors, typicadty 1, 2, 4, & eic.
Stored in the s{orage medin locations represented by the clusters will be the acteal user data, Tor
example image daain the case of 2 DSC. The FAT sector 46 ineludes mappings identifying the
allocation of the clusters in the data region.

{0038 Images or other data are assigned file names, for example DSC 0004 jpg, for 2 IPEG
image. The file system stores this {ile at a location identified by & file name such as.
ASIMALONCDTHDSC DOC Jpg. This identification {e.g.. vecorded in root divectory region or,
in some cases, nthe data region I no separate root directory reglon existg), is a mapping o the
location of the file DSC_0001 jpa. The mapping ideniifics a roof level directory, DSIM in this
example, which, in tur, points (o & subdirectory, H0ONCD70, which itseff points fo the file
DSC 100.4pe. The mapping is reforred 10 a5 a divectory structars and B is essentially a series of
linked tables with entries pointing o cluster at which the sext table or the actual file skoring the
aser data can be found. Within the directory stracture, the individoal entries include atiributes
that identify the entry as a file or a directory fable, indicators to identify whether or not the entry
has been deleted, and o other attributes,

{8059} Of course. the individual clusters are relatively small in terms of the sctual storage space

and so an image, which typically is a relatively Jarge fite, wil occupy @ munber of such clusters,

-§9.
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This allocation of clesiers to files is tracked inthe file allocation table js the FAT sector. Fach
entry in the file allocation table, starting with the entry representing the fisst cluster storing fmage
data for DSC 00061 jpe. includes eiii'mr pointer 10 & next chuster storing image data for that file, or
an indicator identifiving the associated cluster as being the Tast eluster in the chain that stores such
data, When the camem Joads an image, the file system reads the eniries in the file allocation
able that correspond 1o the selected tmage so that the Image data from the corresponding claster
locations can be reirfeved. Likewise, when a new image i3 stored 10 the storage device, the FAY
secior Is updated to reflect the aliocation of clusters 1 the storage of the new image,

{0060} This all has implications for how files pwst be deleted from fife systems. Two things
must happen. First, the each closter in the chain of clusters o the file allocation table that
identify the locations af which the subjeet file (BSC 8001 jpp i the above example} is stored
nwist be marked as “unused” (or some other indication indicaung that they wre available for
reasa). Second, the dircctory table entry for the subject file must be marked as delered. These
operations must be completed atomically so that there is an assurance they are completed.
Usuvalfy, the file system will first defete the file eotry from the directory table (which essentially
makes the file {i.e., the image) unavailable 10 the host, and then make the file allocation tuble
anries as available, Notice that this process does sot involve the user daia itself, which often will
remain stored fn the phystcal storage media for some time, unti those storage media Jocations are
physicatly erssed or overwriiten. Also, if the second operation of marking the file allocation table
entries as “available™ 18 not performed, the clusters will remain allocated bat the information
stored therein will be unavailable and so a not loss of storage space {from the point of view of the
host) in the storage detce will resalt. In the context of the present tnvention, this may, In some
insiances, be desirable where a “write-onee™ form of storage device is intended.

D061} The above-described operutions are complicated in the coniext of the present invention
becsise pof only is the host camera reading and writing the storage device, so oo is the storage

device coniroller, which is responsible for uploading image data to remote computer svslems and

-20-
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the fike and also for automatically delfeting images in order to ensure that storage space is always
avaifable for new images (Le., for providing an *infinite memory™ from the standpoint of the host
camera). These operations of the storage device controller take place withowt the knowledge of
the host camera, which feads to potential conflicts between the camerd’s concept of how the
storage space is alocated and what information is stored therein and the storage device
controller’s concept of same,

{0062} Reforring to Figure 4, suppose a disectory fable 38, 100NCDT0), in the storage deviee’s
file svstem includes references to vartous files, DSC_0001.jpg, DSC_0002jpg. . ..
DSC_0011.jpg (representing cloven photos). Suppose further that the camera’s cache 40)
{assume it ix g synchronous write-through cache) wores o copy of this diveciary table, Absend
some reason 1o reclaim the storage space associated with this block, the camera will asstme that
this divectory table remains unchanged. in the event a new photo is taken (DSC_0012jpg), the
camora will creafe a new entry in the cached version of the directory table and write the modified
dirgctory table to the storage device. The camera need not, however, re-read the directory table
fram the storage device so long as it maindains its cached version, because the camera assumes it
is the only device making modifications thereto.

{B963] OFf cowse, this 15 nof the case. The present storage devics includes a controller that
amtonomoushy uploads images to ramols computer systems andior slectronic photo albams and
also deletes images from storage in order to make room for new images. These delete operations
affect the directory tables, but those effects will be hidden from the camera i the camera relains
a previously cached version of those tables. So, for example, if the storage device conirofler
defetes the file DSC_0002 jpg while the 1OONCD70 dircctory table is cached by the camers, that
cached version of the directory fable {(which retains the refereace 1o the deleted file) will be
different than the version of the dircctory table resident on the storage devive, but the canmera will
aot know of the differences, nor will if re-read the version of the directory table from the slorage

t+

device to determine that differences exigl. 1 then the camera ivies to refrieve the image file

BN
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DSC 0002 3pg from the storage device (and nofe that sboply becanse the camera has cached the
directory table that references this Inmage does not mean that it alse caches the image iself), a file
system grvor will ocour because from the point of view of the storage device there are no
directory tabie or file allocation table entries that poing to the fnage (irrespective of whether the
image dafa stifl exists in the storage media), Only i the camers undergoes a power-off, power-on
cycle and consequently refreshes its cache will the bwo vessions of the directory table again be
synchronized. Or, in the above scenario, if the camera did contain a cached version of
DSC_0002.5pe. the user may be fooled into believing the imape exists (because hefshe can view
il on the camera, bui when the nser tries to recover it from the storage deviee, it will be gone.
{6964} Further errors are also possible. For example, assume the camera has stored
DSC_00F2ipg and written the modified directory table to the stovage device, and the storage
device controller has subsequently deleted DSC_0002,ipg. Now agsume that the camers captures
a pew image, BSC 001 3pg. As before, this resuls in the eached version of the directory table
being updated to Include a reference fo the new image lle, and this modified version the
directory table will be written to the stovage device. But this version of the directory {able
includes a reference to DSC_6002.5pe, the very fHe that wag deleted by the storage device
controfler. The actions of the camera have ovarwritten those of the storage device controller.
Further, # the camera did not also cache the ke allocation lable portions relating to
DSC_0002pg, then the result will be that the storage deviee will contain a directory fable entry
for DSC_H002 jpg, bt no file slfocation table entry therefor {the previous version would have
been ptodified to indicate the clusters assoviated with DSC_Q002.jpe were available), and again
Ale systent errors result. OF course, similar kinds of ervors can resolt 6 the camera caches file
allocation table entries and the storage device is defeting files. Tndeed, this can lead to situations
where the camers overwrites the file allocation to indicate that clusters i the data region are

aliocated, but there are no actoal files there because the storage device controlier has deleted
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n

theor 10 other words, storage space is alocated, but not actually used, and so the effective
storage space of the device has been reduced.

[0065] To contend with issues such as those discussed above, the present invention refics upon
syachronization “barriers™, past which the storage device contreller can be assared that the hest
camera’s understanding of the storage device’s file systern {e.g., as represented in the camera’s
cache) is the same as (i.e., is syachronized with) the sterage device controller’s understanding of
the file system (i.c.. that the state of the two devices with respeot 1o the siorapze device file system
is the same). Nominally, this Is & caanera power eycle (L., power-oft, power-on of the host
cainera), although with some cameras the state of the cache may persisi acrogs power cyeles and
50 In some Hnplementations { may be pecessary to walt for a power eycle in conjunctions with
an observed {by the storage device controller) read {by the bost camera) of the master boot record
and the file system information to be assured that the camera’s cache contents are being
compietely reinitialized. 'I.n‘ other implementations, different observed criteria may be avaijable to
determine when the file system is mowmied by the host and this then could be nsed as the
svnchroaization barrier condition.

{0066} Referring to Figure 3, an example of a directory table 58 with pointers w a file allocation
sable 62 is indicated. The file allocation table incindes the lnked fists of entries that establish
where inthe data region the actual linage data is stored. The directory table 38 s stored in a
ciuster, for example in the data region of the file system. Assume that the storage device
conrelier has determined that the file DSC_0003 jpg should be deleted 1o make room for new
images (e, either becayse a threshold for the amount of used stomge space has been reached or
some other deletion criferia has been met).

{9067] The first step in the process 66 (which is showst in Figure 6) is for the storage device
conlrobler to save (e, Bt an area of memory 64 outside of the file system and accessible to the
storage device controlier) the directory entry for the subject file (DSC_0003.jpe), some attributes

thereof {e.g,, where the divestory entry was stored in the (il system), and a lisi of the clusters
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idemtified in the file allocation table that are assigned 10 storage of the subject file {step 582 In
this example these are closters Co - Co. This storage will allow for later checking for consistency
across synchwonization barriers (which for purposes of explanation in this example will be power
eycles of the host but may in other instances be other events, as discussed above). Once this
information has been recorded, the directory entry for the subject file is marked as “deleted”
{step 70) and the process waits for a synchronization barrier (e.g.. host power-off, power-on}
fstep 720

0868] Once a synchronization barrier is observied, the storage device controller reads from it
memory storage area lo oblain the file systero address for the directory eniry of the subject fike
{step 74} and, using that information, reads the directory entry at that location in the file system.
Tt what is read indicates that the file Is not deleted, this is an indication that the host overwrole
the changes made by the storage device controller and so the controller staris the process anew
{step 680

{6069 I, howeven, the directory entry from the file system is marked as deleted (step 76}, this is
an indication that the camera did not over wrile the modifications and, becauss a svachronization
barrier was crossed (meaning that the camera remounted the fife svstom), the storage device
coniroller can be assured that the camers’s cache will not contaln a direciory {able entry for the
subjcet file,

{0070F At this point, the file allocation table still contains clusters allocated for the subject file,
hut there §s no diveciory entry in the Ble system pointing 10 this set of clusters, So, the siorage
device controller reads the previously stored fist of clusters aliocated to the subject file from
memory, and marks those clusters in the fle system e allocation table as “bad™ {step 78). This
is a bit encoding that instructs the file gystem (and. therefore the host, that these clusters should
not be psed for storing Informatom. The storage device comtrotier then waits Tor another
synchronization barrier (step 88). Note that the clusters are not sbaply marked “free™ af this point

because it is possible thal a cache collision with the host may result in some of the modifications

IR
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taking effect {across a syochronization barrier) and others not taking effect {due to being over
writien by a cache write from the camers), which would yield a fle system crror (e.g., Clusters
would be allogated, but no directory entry woudd point to those clusters; or, more insidious, the
camera may have writlen new image data o the “free™ clusters and the storage deviee controller
would be incapable of distinguishing between the “old”™ tnage duta and the “new™ image daia,
ubsent doing a conpete scan of the entire file system to look Tor a directory eniry pointing to the
clusters assigned to the “new™ image).

BU71}E To aveid these difficultios, the clasters ave marked a3 “bad™ wnd the swrege device
controller awaits another synchronization barder, Upon detecting same {step 840), the storage
device controller again abtains the Hst of clusters for the subject file from memory and examines
zach such cluster fo determine whether or not it is presently marked as “bad™ (step 82). H any of
the clusters are not nrarked as *bad™ (step 843 (indicating & cache collision with the host camera),
the process rever(s {o the previous step {step 78) and the storage device controlfer marks the
clusters as “bad”. Optionally, one could mark all of the oviginal clusters again, or just mark the
clusters that bad chasged state and were o longer marked as “bad”.

19672} 11 however, alf of the clusters previously aliocated 1o the subject Fle are marked ag
“had”, this is aa indication that the modifications from the previous step have taken effeet and
because the host has remounted the file system, the state of the host's cache is assured of being
synchronized with the iile system as observed by the storgge device confreller. Accordingly, the
storage device controller now marks the subject chusters as “free™ or “available™ (siep 88),
mreaing that they are available for storing new data.

{00723] The siorage device controller now needs lo verify that this change has taken effect. so i
again waits for another synchronization barrier {step 88). Upon detecting same, the storage
device controller again obtains the Hsl of clusters for the subject file from memory and examines
cach such cluster (step 907 10 determine whether or pot it is preseatly marked as “bad™ (step 92).

Ifany of the chusters are marked as “bad™ (indicating a cache collision with the host camera), the
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process reverts o the previous step {(step 86) and the storage device controller marks the clusters
s ~“free”. Optionally, one could mewk all of the eriginal clusters again, or jfust mark the clugers
that had changed siate and were marked “bad™. 1f, however, ali of the clusters previously
allocated o the subject Ale are not marked as “bad™, this 15 an indication that the modifications
from the previous step bave taken effect and because the host has remounied the fike system, the
state of the host’s cache is assured of being svnehronized with the fife system as observed by the
storage device eontroller. Accordingly, the storage device controller has successfolly completed
the detetion of the subject file and can delete (he previously saved {ist of clusters and diveclory
table information fran memory (fo prevent repeating the defetion eyele with respeet to this filke)
{step 94}. Note that this process may be performed for muhiple files in parallel, and even lor fies
i difforent states of the deletion process.

{074} In connection with the above deseription, it should be recognized that the storage device
controlier has a very small cache and so when the conroller makes any of the modifications
discussed above, it usually will involve a readsmodify-write eyele (hecaose the information likely
is not present in the controtler’s cache). The secior data must be read, then modified. then writlen
back. These operations take me, so 10 prevent these operations from colliding with operations
which the camers might be engaged in (e.g., writing Bew image dafa to the storage device),
which operations would be over written when the storage device controlfer writes through to the
file system, the storaze device controller locks oui the host for the brief period of ime that the
contretler is engaged i the read-modify-wiiie operation.  The camera operations are thevefore
guaraniced fo come prior io any controller writes {in which case the controlier cache would foad
the same version of the file systen information as the caumera cache siores, or o come after the
contretler writes (thus over writing the controfier’s modifications, but which over writing the
shave described procedure is deigned to accotunedate), bul not during the controller operations.
To ensure that nio camera data is lost, the controller buftors any writes from the camers during

this leck ot period.
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[0875) Above if was mentioned that the coniroller may initiate the above-deseribed process in
response o a triggering event. The trggering event may be a confirmation of a successful
transfer of image daia off of the storage device {0 a remote compuier system ar electronic photo
afbom, or such confirmation in combination with a threshold feve! of storage device space being
seached. The threshold fevel may be user-definable (e.g., as a setiing made by the user when
spectying other setlings for the controller such as wircless network parameters, accosnt bames
and passweords for elecironic photo atbums, ete.) or may be a pre-established threshold.

[8876] The deletion of content may continue until a designated amount of storage space is made
available {which smay be a different threshold from that used {o trigger the defetion process).
Detetion shoold not, however, involve files that have not been uploaded from the storage device,
undess a user affirnatively indicates that such files should be deleted, so as 1o prevent the foss of
images, ete. Figures 7A and 7B illusiraie exarples of the above. In Figure 7A, mage date is
saved on the storage device 36, even if already uploaded 1o off-device storage, antli a threshold
90 18 exceeded due Lo the storage of new confent. AL that time, @ sufficient amount of previously
off-loaded content is deleted Hom the storage devive {using the process 66 discussed above) so
that the total amount of information stored on the storage device is less than the tireshoeld
amount. in Figure 7B, it is seen that where the amount of new conteni stored on the storage
devive exceeds the threshold 96, the contont is novertheless stored uniil it can be off-loaded from
the storage deviee. Files may be defeted in first-in-firsteout order or in other fashion {e.2., 4 user-
definable fashion or a least recently viewed fashion, etc.) and, in some cases, defetion may
gontinue ustil a defetion threshold for the storage devics has been reached, = fixed number o
percentage of files siored in the siorage device have boen deleted, or a designated percentage of
storage space in the storage device has been made available for storing new files, eic.

477} Thos, methods and systems for autenomously deleiing content from storage media of
stotape devices have been deseribed. Although discussed in the confext of a storage device tor

use with a host, the present invention is applicable to any host - storage device combination.
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Moreover, the above-described process for deleting content from the storage device could be
operated in a reverse order 10 safely move content onto the storage device via the storage deviee
controlier, without interfering with the operations of the external host. Tor example, the
controtler could seck out a sufficient number of free clusters within which to store the mew
informatton, rmawk those seetors as “bad™, and awgit a syachrootzation barrier. Onoe these
modifications were confinmed, the storage device controlier could create the file allocation tuble
tHinkages between the olusters, and await a further synchronization barvier. Thereafier, assuming
the Hnkages were verified across a synchronization barrier, the new content could be downloaded
onto the storage device and stoved in the storage space that rorresponds to the resecved clustyrs,
Of coarse, this may ke thne across several synchronizaiion barriers for a large file, as the
contents would need 1o be verified across synchronization barriars. Once all the data was
verified as being atored in the reserved clasters, the storage devies controller would create the
directory table entries to point 1o the beginning of the new cluster allocations,

{6078} In further embodiments, there may be a period of Ume after power on that the camera
does not mouat the e system of the storage device and 50 the storage <evice controfier can
freely read and write the fife system withow having io ensure that the camrera cache is
synchronized. This period would end when the controtler observes the host meunting the file
system of the storage deviee.

{0079] Of course, the present invention is not Hovted to FAT or exFAT file systems and can be
used in conpection with any file system that maintains struciures simifar to those of FAT and

exFAT.
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CLAIMS

What is claimed is:
1. A method of autonomous operation of a storage device cbntrollcr, comprising:

upon detecting a triggering event, a controller of a storage device enumerating a list of
files that are candidates for deletion from storage media of the storage device, said storage media
communicatively coupled to the controller, and recording a list of sectors of the storage media
used to storc the candidate files;

marking storage device file system directory cntries for the list of enumcrated files as
deleted while locking out a host device for the storage device from accessing the storage media,
and performing a read/modify/write sequence of those sectors of the storage media holding the
directory entries;

waiting for o first host device synchronization event;

upen recognizing the first host device synchronization event, checking the list of
candidate files for deletion and determining whether corresponding directory entries of the
candidate files are marked deleted:

if the directory entries of the candidate files are not marked deleted. repeating the
marking of directory entries as deleted, performing the read/modify/write of the sectors of the
storage media holding the directory entries, and waiting for an additional first host device
synchronization cvent; othenwise, if the directory entries of the candidate files are marked
deleted, then marking orphaned sectors to prevent data storage to coresponding data storage units
in the storage media but maintaining the orphaned sectors in the list of sectors, wherein the
orphaned sectors are 1hose sectors with corresponding directory entries that are marked as deleted
but with corresponding data storage units in the storage media still allocated;

waiting for a further host device synchronization event and. upon recognition of same,
iterating through the orphaned sectors to determine whether or not the host device subsequently

wrole over the read/modify/write actions; and
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if the orphaned sectors have revented 1o a previous value, then repeating the marking of
the orphaned sectors, waiting for the further host device synchronization event and determining
whether ar not the host device subsequently wrote over the read/modify/write actions, otherwise,
il the orphaned sectors are still marked, allocating the list of sectors as being available to store

new data and clearing the list of candidate files.

2. The method of claim 1, wherein the triggering event comprises an indication that a storage

media utilization threshold has been reached or exceeded.
3. The methed of claim 1, wherein the riggering event comprises a programmed action.

4. The method of claim 1, wherein the triggering event comprises a manual intervention by a

user of the host device.

5. The method of claim 1, wherein the candidate files are the oldest files stored in the storage

media.

6. The method of claim 1, wherein the candidate files are the least recently accessed files

stored in the storage media.

7. The method of claim 1, wherein the candidate files are the least frequently accessed files

stored in the storage media.

8. The method of claim 1. wherein the sector information is stored in a reserved area of the

storage media.
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9. The method of claim 1, wherein the first host device synchronization cvent compriscs a

power-down-then-power-up cycle of the host device.

10. The method of claim 9, wherein the first host device synchronization event is determined by
the controller detecting the host device reading a partition table or master boot record and file

allocation table (FAT) boot block.

I'1. The method of claim 9, whercin the first host device synchronization event is distinguished
from another event by the controller recognizing a host device access of a file system of the

storage device consistent with file system mounting operations,

12. The method of claim 1, wherein the orphaned sectors are marked using read/modify/write

semantics while the host device is locked out from accessing the storage device.

13. The methed of claim 1, wherein deletion processes are repeated until at [east one of the
following criteria is met: a deletion threshold for the slorage device has been reached, a fixed
number or percentage of files stored in the storage device have been deleted, or a designated

percentage of storage space in the storage device has been made available for storing new files,

14. A storage device comprising a controller communicatively coupled to a host device interface
and a storage media, said contraller configured 10, upon detecting a triggering event, enumerate a
list of files that are candidates for deletion from the storage media, and record a list of seciors of
the storage media used 1o store the candidate files; mark storage device file system directory
entries for the list of enumerated files as deleted while locking out a host device coupled Lo the
host device interface from accessing the storage media. and perform a read/modify/write

sequence of those sectors of the storage media holding the directory entries; wait for a first host
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device synchronization event, and upon recognizing the first host device synchronization event
check the list of candidaie files for deletion and determining whether corresponding directory
entries of the candidate files are marked deleted; if the direclory entries of the candidate files are
not marked deleted, repeat the marking of dircctory entries as deleted, perform the
read/modify/write of the sectors of the storage media holding the directory entries, and wait for
an additional first host device synchronization event; otherwise, if the directory entries of the
candidate files are marked deleted, then mark orphaned sectors ta prevent data storage to
corcsponding data storage units in the storage media but maintain the orphaned sectors in the list
of sectoi’s. wherein the orphaned sectors are those sectors with corresponding directory entries
that are marked as deleted but with corresponding data storage units in the storage media still
allocated; wait for a further host device synchronization event and. upon recognizing same.
iterate through the orphaned sectors to determine whether or not the host device subsequently
wrote over tlhe read/modify/write actions; and if the orphaned sectors have reveried to a previous
value, then repeat the marking of the orphaned seciors, wait for the further host device
synchronization event and determine whether or not the host device subsequently wrote over the
read/medify/write actions, otherwise, if the orphaned sectors are still marked, allocate the list of

sectors as being available 10 store new data and clear the list of candidate files.

I5. The storage device of claim 14, wherein the storage device comprises & media card

and the host interface comprises a digilal camer interface.

16. The storage device of claim 14, wherein the riggering event comprises one of: an
indication that a storage media utilization threshold has been reached or exceeded, a programmed

action, or a manual intervention by a user of the host device,
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17. The storage device of claim 14, wherein the candidate files are onc of: the oldest files
stored in the storage media, the Jeast recently accessed files stored in the storage media, or the

least frequently accessed files stored in the storage media.

18. The storage device of claim 14. wherein the first host device synchronization event

comprises a power-down-then-power-up cycle of the host device.

19. The storage device of claim 14, wherein the controller is configured to recognize the first
host device synchronization event by recognizing a hast device access of a file system of the

storage device consistent with file system mounting operations.

20. The storage device of claim 14, wherein the controller is configured to perform deletion
processes until at least one of the following criteria is met: a deletion threshold for the storage
device has been reached, a fixed number or percentage of files stored in the storage device have
been deleted. or a designated percentage of storage space in the storage device has been made

available for storing new files
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