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(57) Abstract: In various embodiments, an
agent on a digital device may comprise a
monitor module, an application identification
module, a vulnerability module, a rules data-
base, and a rule module. The monitor module
may be configured to monitor a device for an
instruction to execute a legitimate applica-
tion. The application identification module
may be configured to identify one or more at-
tributes of the legitimate application. The vul-
nerability module may be configured to re-
trieve risk information based on the one or
more attributes of the legitimate application.
The risk information may be determined from
known vulnerabilities of the legitimate ap-
plication. The rules database may be for stor-

Security ing a rule associated with the risk informa-
Administration .
System tion. The rule module may be configured to

retrieve the rule from the rule database based
on the risk information and to control the le-
gitimate application based on the rule.
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