VIRTUAL MACHINE (VM) MIGRATION BETWEEN PROCESSOR
ARCHITECTURES BACKGROUND OF THE INVENTION Field of the
Invention [1] The present invention relates to information handling
systems and more particularly to virtual machine (VM) migration between
processor architectures. Description of the Related Art [2] As the value
and use of information continues to increase, individuals and businesses
seek additional ways to process and store information. One option
available to users is information handling systems. An information
handlin stem generally processes, compiles, stores, and/or
comPtRE m?oqﬁmﬁ&mwem@w%mw BRORESSOR
purposes thereby allowing udRsH EHMage of the value of the
information. Because technology and information handling needs and
requirements vary between different users or applications, information
handling systems may also vary regarding what information is handled,
how the information is handled, how much infoimation is processed,
stored, or communicated, and how quickly and efficiently the information
may be processed stored or communicated. The variations in information
HakGrROLUND LI ARSEH3R0N handling systems to be general or
conflgured for a speC|f|c user or specific use such as financial transaction
Figdoctdsidgyairtioa reservations, enterprise data storage, or global
communications. In addition, information handling systems may include a
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[3] One issue that relates to information handling systems is virtualization,
which refers to the abstraction of information handing system resources.
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However, with VM migration, espeua& live VM migration (i.e., when a VM
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[5] The issue presents itself when an application loads and executes a
processor identification (e.g., a CPUID) instruction. This instruction returns
a processor identifier (ID) and feature information. An application uses this
information to set which path to take based on the features and instruction
set of the given CPU. Examples of CPUID instruction and results can be
found in "Intel(r) 64 and 1A-32 Architectures Software Developer's Manual
- Volume 2A - Instruction Set Reference"k-M". When an application is live
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INVENTION [7] In accordance with the present invention, a method for
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appashingsiinie Realdakivaspigration of a feature set or behavior from one
virtual machine to another virtual machine. In certain embodiments,
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embodiment, the invention relates to a method for performing virtual
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virtual machine from a information handling system to another information
Thea iyl sxpsiesnissue can also be present when the VM that is being migrated is not in

a live state (e.g., either is operating in a shut down or suspend state).

[005] The issue presents itself when an application loads and executes a processor
identification (e.g., a CPUID) instruction. This instruction returns a processor identifier
(ID) and feature information. An application uses this information to set which path to
take based on the features and instruction set of the given CPU. Examples of CPUID
instruction and results can be found in “Intel® 64 and [A-32 Architectures Software
Developer's Manual - Volume 2A - Instruction Set Reference, A-M”. When an

application is live and executing to a given instruction set and/or feature set, live
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[009] In another embodiment, the invention relates to an apparatus for
performing virtual machine migration between a plurality of information
handling systems. The apparatus includes means for identifying
processors within the plurality of information handling systems having a
common feature set, the common feature set comprising instruction set
level compatibility; means for pooling information handling systems having
processors with the common feature set to provide a pool of similar
miigtolonditondeangiirersysterms; anduemesdgeperiaimning tyidbal ackine
migratiop from a first infogmation handling system.tq an information
s S Ot AT 1SR G ol PR Fh ey Rl
chthieofintuet amathmegmigriatdn moving a virtual machine from one
information handling system to another information handling system.
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like or similar element. [0012] Figure I. labeled Prior Art, shows a
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diagram of an information handling system. [0014] Figure 3 shows a flow
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. 204, such as a display, a keyboard, a mouse, and associated controllers,
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hard disk drives, and other storage devices 208, such as a floppy disk and
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[0017] The VM migration module 230 enables performing a VM migration
is presented which manages a cluster of machines in a pool for live
migration to the same feature set or behavior. In certain embodiments,
machines within the pool can be configured to emulate a certain feature
set to enable a VM migration amongst the similar pools. The emulation
can be by either masking reporting of a feature set or enabling/disabling a
feature set. The handling of emulation registers within the hardware (i.e.,
[oabe memiptiatiensotihasohyareiregisiorsrohibebeatupp setuyien eferating

. In the emulation mode) occurs at a firmware level (such as via the BIQS)
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specific processor implementation. [0020] Thus, when the BIOS 228 starts
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(BMC) (or some other application program interface (API) which could
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Denominator (LCD) information at step 310. Next, the BIOS 228
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instruction) and saves the results in within a scratch memory at step 320.
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Virtual CP UID fjeld accor, ingly at step 330. Next, the BIOS 228 optionally

fizuges SeHiERHhE KISR S BHALRCHS e of the Virtual CPUID register as well
as the features identified within the virtual CPUID register. The BIOS 228

- then signals the BMC to complete to allow out of band communication if
needed at step 340. Accordingly, the-grocessor within the system is
configured to the same features as the Least Common Denominator,
Additionally, the CPU IDTamily/Stepping information is set to allow live
migration to occur without running into architectural boundaries. This
operation may be performed on a system by system basis or across a
pool of systems via a common API.




[0021] Referring to Figure 4, a flow chart of the operation of a VM
migration is shown. In general, the system for performing a VM migration
performs a hardware feature disablement and virtual CPUID manipulation
operation using BIOS 228. The system for performing VM migration 230 is
executed by an information technology (IT) management application 410.
[0022] More specifically, the 1T management application 410 gathers the
CPUID information for systems within a cluster of systems for which it is
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then pooled, either automatically or manually. E.g., in certain
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VM migration 230 broadcasts to out of band systems (and optionally
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set and broadcasts this feature set to a hypervisor executing on each
system. When an application program is being loaded onto a system, the
hypervisor performs a Binary Translation of the program. l.e., the
hypervisor searches for the CPUID instruction and replaces with an
alternate execution path which results in a desired return value of the CPU
ED instruction to spoof the application. Thus, all machines in the cluster
appear to execute with the same features set. [0028] For example, the
traronigin adccode miiivieh er DN A 1IN PIITE, GRDIY [codi thiat eise's 1estenh

repl RER {OAHROAR Ll%lg]fé’&ﬁhéf} gk hersen e nodiiad £a%Gsiness,

would MOV EAX, INPUT JMP CPUIDsepIacement funetlon] Jumping’
sc1qgtg'w,m@@rﬁé,tglp@(§l@m@rposes For example, an information handling system may

be a personal computer, a network storage device, or any other suitable device and may
vary in size, shape, performance, functionality, and price. The information handling
system may include random access memory (RAM), one or more processing resources
such as a central processing unit (CPU) or hardware or software control logic, ROM,
and/or other types of nonvolatile memory. Additional components of the information
handling system may include one or more disk drives, one or more network ports for
communicating with external devices as well as various input and output (I/O) devices,
such as a keyboard, a mouse, and a video display. The information handling system may
also include one or more buses operable to transmit communications between the various

hardware components.

[0019] Referring to Figure 3, a flow chart of the operation of the BIOS is shown. Each
information handling system processor 202 includes VM migration registers that the
BIOS 228 can manipulate. Within these registers are disable (or masking) features
storage locations. The processor 202 uses these storage locations for various features that
are exposed to software. Additionally, the processor 202 of each system includes a
Virtual CPUID (vCPUID) field to return the CPUID, as well as other resource
information such as stepping family information. When the BIOS 228 sets these fields,
the BIOS 228 also sets a model specific register (MSR) which causes the VM migration
registers to return modified data upon receipt of the CPUID instruction. The MSRs thus
function as control registers which provide the BIOS with information relating to the

specific processor implementation.

[0020] Thus, when the BIOS 228 starts executing, an Baseboard Management Controller-
Service Processor (BMC) (or some other application program interface (API) which
could bypass the BMC) provides the BIOS 228 with Least Common Denominator (LCD)
information at step 310. Next, the BIOS 228 generates processor identification

instruction (such as e.g., a CPUID instruction) and saves the results in within a scratch
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[code that uses return flags to set code execution paths] : CPUID
replacement function /* save input variable */ CPUID Junction_call_input =
EAX; /input from cluster mgmt */ HYPERVISORcommon_denominator =
XYZ; [* perform original CPUID to get CPU features */ MOV EAX,
CPUID_function_callimput ; CPUTD [Set EAX, EBX, ECX,
EDX...according to HYPERVISOR_common_denominator

memory at step 320. Next, the BIOS 228 on each information handling system uses
Least Common Denominator input to disable features in hardware and sets the Virtual
CPUID field accordingly at step 330. Next, the BIOS 228 optionally sets a bit in the
MSR to enable usage of the Virtual CPUID register as well as the features identified
within the virtual CPUID register. The BIOS 228 then signals the BMC to complete to
allow out of band communication if needed at step 340. Accordingly, the processor
within the system is configured to the same features as the Least Common Denominator.
Additionally, the CPU ID/Family/Stepping information is set to allow live migration to
occur without running into architectural boundaries. This operation may be performed on

a system by system basis or across a pool of systems via a common API.

[0021] Referring to Figure 4, a flow chart of the operation of a VM migration is shown.
In general, the system for performing a VM migration performs a hardware feature
disablement and virtual CPUID manipulation operation using BIOS 228. The system for
performing VM migration 230 is executed by an information technology (IT)

management application 410.

[0022] More specifically, the IT management application 410 gathers the CPUID
information for systems within a cluster of systems for which it is desired to perform a
VM migration at step 420. The common systems are then pooled, either automatically or
manually. E.g., in certain embodiments, an IT manager (or some other user operating the
IT Management application 410) symbolically pools (e.g., by dragging and dropping)
systems to identify pools of like systems (i.e., systems to conform to a certain least
common denominator) at step 430. For example, a pool might include a first
manufacturer SSE3 Pool 432a, a first manufacturer SSE4 Pool 432b, a second
manufacturer SSE3 pool 432c¢, and a generic manufacturer pool 432d. Each pool

includes a corresponding identification 434,

[0023] Next, the system for performing a VM migration 230 broadcasts to out of band
systems (and optionally inband systems) the features corresponding to each of the pools
at step 440. The system then waits on the out of band systems to identify to which pool

each system should be associated at step 442. A live migration between systems that

.



Return; [0030] Also for example, in another embodiment, CPUID Trap
operation might be used when performing the VM migration. More
specifically, the Trap operation traps the result of the CPUID instruction. A
handler within the BIOS 228 then performs a binary translation operation.
[0031] For example, with the TRAP operation, a sample instruction flow
might be as follows: MOV EAX, INPUT CPUID [code that uses return flags
to set code execution paths] [0032] Whereas the modified code which

mang wdels dhentraghiaaltse pyor|eah &oM QM IEAXInE NBUIMGRIH oA s8fBare at
rgiwopulates EAX, EBX, ECX, EDX */ TRAP HANDLER [Set EAX, EBX,

St% X;"EDX...according to HYPERVISORcommort_denominator |

[0024] In each of the executing systems, the BMC receives the new configuration for the
VM migration and saves the information within the system’s BIOS domain to retrieve
during a reboot operation at step 450. When the BIOS first loads on each of the systems
upon reboot, the BIOS 228 directly masks dissimilarities in the feature set in the
respective system along by setting a virtual migration field (e.g., a vCPUID field), when
available, at step 460. Thus, when the CPUID instruction is executed, each of the
systems returns with features enabled/disabled by the BIOS and with whatever CPUID
the IT management application set. The BMC then registers the system with the IT
management application at step 470. The registration includes information that the
system is configured for a particular CPU ID having certain features and that the system

has joined a particular pool of systems.

[0025] Thus, the system for performing a VM migration allows crossing of processor
architecture boundaries by allowing an IT manager to bring the pool down to any
processor compatible level (i.e., to any least common denominator) such as any x86

compatible level.

[0026] The present invention is well adapted to attain the advantages mentioned as well
as others inherent therein. While the present invention has been depicted, described, and
is defined by reference to particular embodiments of the invention, such references do not
imply a limitation on the invention, and no such limitation is to be inferred. The
invention is capable of considerable modification, alteration, and equivalents in form and
function, as will occur to those ordinarily skilled in the pertinent arts. The depicted and
described embodiments are examples only, and are not exhaustive of the scope of the

invention.

[0027] For example, in another embodiment, a hypervisor binary translation might be
used to perform the VM migration. More specifically, when a pool of systems are

identified, the IT management software determines lowest common denominator feature

-8-



Return; [code that uses return flags to set code execution paths] -10-
[0033] To support this mode the processor is to allow the CPULD
instruction to enable an exception event and assigns a vector location for
the handler. Upon receipt of the exception event, the processor transfers
to the vector location for the handler. This method is different from a VM
EXIT operation where virtualization technology (VT) enabled processors
because not all processors are VT enabled, trying to pass the common
seldgiicsriaatastiaiRadaype Relser 4 igand adds camplexiyath §8tem. When an
anagement plane (adding another plane) yersus simply doing it in the
oo T B B RS ENE At Tk BT SHhg A
Trabdwotbicthe pesgoutside. atvirtyalized andachemafye dhe Vo iestwtiene and
rofLE06) i5en mAruRLI shangs e leptute aghof ANENSSIST (2 HAY
a particular program to execute, and requires less processor logic
CRipEn gestreotspoiof endadpiptieapbent0034hadsel foraskinepie thikeluster appear to
exBRAYEsHisarssed embedimgnts include software modules that perform
certain tasks. The software modules discussed herein may include script,
tch, or other executable files. The software modules may be stored on a
m&%ﬁ% i) T Y RATEIN ?@é@gtﬁg storage medium such as a disk
drive. Storage devices used for storing software modules in accordance
with an eMbBadentIdftHE invention may be magnetic floppy disks, hard
disks, or optical discs such as CD-ROMs or CD-Rs, for example. A
storaggdevice used for storing firmware or hardware modules in
accordance with an embodiment of the invention may also include a
fgrrr']‘(') gf’} e“&}é%ra%assr%%rmn_ a§sr¥¢ whichymay. be; permanently, removably, or
y coupled to a micrgprocessor/memory system. Thus, the modules
may be stored within a computer system memory to configure the
computer system to perform the functions of the module. Other new and
various types of computer-readable storage media may be used to store
[otBe Inveheres discusdcdderéinyéddditienally, those skilled in the art will
recognize that the separation of functionality into modules is for illustrative
purposes. Alternative embodiments may merge the functionality of
multiple modules into a single module or may impose an alternate
deco (ﬁ&i%%myonality of modules. For example, a software
mod or -modules may be decomposed so that each

sub-module performs its function and passes control directly to another
sub-rdEUIEPUID replacement function] Jumping to an Alternate Routine

[code that uses return flags to set code execution paths]

: CPUID replacement_function
/* save input variable */
CPUID function_call input = EAX;

/* input from cluster mgmt */



[0035] Consequently, the invention is intended to be limited only by the
spirit and scope of the appended claims, giving full cognizance to
equivalents in all respects. WHAT IS CLAIMED IS: 1.A method for
performing virtual machine migration between a plurality of information
handling systems comprising: identifying processors within the plurality of
information handling systems having a common feature set; the common
feature set comprising instruction set level compatibility; pooling
inforAafiBR Vet ngp systemdéehamiing tprecEsshrs with the common feature
set to provide a pool of similar information handling systems; and

perfq&@@g&@ﬁg@@@p@ﬁg@@@p@ fam:a first information handling

system to an information handling system within the pool of similar

infor ng&.}% ystems, the virtual maghine migration moving one
virtuﬁ% ﬂ‘ﬁé—l ?H?&&Sﬁillﬁrg}?d’ﬁn em to another information
handling system, wherein each of the processors comprises:

[Set EAX, EBX, ECX, EDX...according to

HYPERVISOR _common denominator ]

Return;

[0030] Also for example, in another embodiment, CPUID Trap operation might be used
when performing the VM migration. More specifically, the Trap operation traps the
result of the CPUID instruction. A handler within the BIOS 228 then performs a binary

translation operation.

[0031] For example, with the TRAP operation, a sample instruction flow might be as

follows:
MOV EAX, INPUT
CPUID
[code that uses return flags to set code execution paths]
[0032] Whereas the modified code which includes the trap feature would be:
MOV EAX, INPUT
CPUID /* runs and populates EAX, EBX, ECX, EDX */ TRAP HANDLER

[Set EAX, EBX, ECX, EDX...according to
HYPERVISOR common_denominator ]

Return;

[code that uses return flags to set code execution paths]
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virtual machine migration registers, the virtual machine migration registers
being controlled by firmware of the information handling system to modify
the reporting of features within the processor, the modifying the reporting
of features facilitating identification of the common feature set. 2, The
method of claim 1, wherein the common feature set comprises at least
one of: a common processor manufacturer, a common processor
generation and a common instruction set. 3.The method of claim | wherein
the identifying further comprises performing a processor identification
operation on each of the processors, the processor identification operation

[0(5%‘]J Fﬁé%ﬁf&?%ﬁﬁ%&ﬁ@ﬂg %%@Esgméltd\/g@&xj'tﬁe BE0118aRLAEHRE to enable an

processors. . . _
exception event and assigns a vector location for the handler. Upon receipt of the

exception event, the processor transfers to the vector location for the handler. This
method is different from a VM_EXIT operation where virtualization technology (VT)
enabled processors because not all processors are VT enabled, trying to pass the common
denominator to the hypervisor in-band adds complexity to the management plane (adding
another plane) versus simply doing it in the existing out of band management plane via
BIOS, allowing CPUID trap allows other uses outside a virtualized and managed
environment where an end user may want to change the feature set of a given system to
allow a particular program to execute, and requires less processor logic changes to spoof

an application.

[0034] Also for example, the above-discussed embodiments include software modules
that perform certain tasks. The software modules discussed herein may include script,
batch, or other executable files. The software modules may be stored on a machine-
readable or computer-readable storage medium such as a disk drive. Storage devices
used for storing software modules in accordance with an embodiment of the invention
may be magnetic floppy disks, hard disks, or optical discs such as CD-ROMs or CD-Rs,
for example. A storage device used for storing firmware or hardware modules in
accordance with an embodiment of the invention may also include a semiconductor-based
memory, which may be permanently, removably, or remotely coupled to a
microprocessor/memory system. Thus, the modules may be stored within a computer
system memory to configure the computer system to perform the functions of the module.
Other new and various types of computer-readable storage media may be used to store
the modules discussed herein. Additionally, those skilled in the art will recognize that the
separation of functionality into modules is for illustrative purposes. Alternative
embodiments may merge the functionality of multiple modules into a single module or
may impose an alternate decomposition of functionality of modules. For example, a

software module for calling sub-modules may be decomposed so that each sub-module
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4. The method of claim | wherein: the virtual machine migration registers
cause the processor to report modi lied identification data in response to a
processor identification operation. 5. An apparatus for performing
virtual machine migration between a plurality of information handling
systems comprising: means for identifying processors within the plurality
of information handling systems having a common feature set, the
common feature set comprising instruction set level compatibility; means

pefesrRRANGHRIIMAI HBNINESYSENNS RRyHdeHBF geessatsiwith the
common feature set to provide a pool of similar information handling

s: and means for performi virtual machine migration from a.first

b R S A ke

of Huoteesideda dnforraatichfhihndiing aystéormsjuivel eitiUial ath acipertsmigration
moving a virtual machine from one information handling system to another
information handling system, wherein each of the processors comprises:
virtual machine migration registers, the virtual machine migration registers
being controlled by firmware of the information handling system to modify
the reporting of features within the processor, the modifying the reporting
of features facilitating identification of the common feature set.

-12-



6. The apparatus of claim 5 wherein the common feature set comprises at
least one of: a common processor manufacturer, a common processor
generation and a A 81.1 P common instruction set. 7.The apparatus or
claii 5 wherein the means for identifying further cornpriscs means for MCSLLE
performing a processor identification operation on each of the processors,
the processor identification operation returning processor identification

gl for @ i dessors. S.The system of claim 5 wherein:

1. A method for performing virtual machine migration between a plurality
of information handling systems comprising:
identifying processors within the plurality of information handling systems
having a common feature set, the common feature set comprising
instruction set level compatibility;
pooling information handling systems having processors with the common
feature set to provide a pool of similar information handling systems; and
performing a virtual machine migration from a first information handling system
to an information handling system within the pool of similar information
handling systems, the virtual machine migration moving one virtual
machine from a information handling system to another information
handling system,
wherein each of the processors comprises:
virtual machine migration registers, the virtual machine migration
registers being controlled by firmware of the information
handling system to modify the reporting of features within the
processor, the modifying the reporting of features facilitating

identification of the common feature set.

2. The method of claim 1, wherein the common feature set comprises at
least one of:
a common processor manufacturer, a common processor generation and a

common instruction set.
3. The method of claim 1 wherein the identifying further comprises

performing a processor identification operation on each of the processors, the

processor identification operation returning processor identification data

13-



the virtual machine migration registers cause the processor to report

modified identification data in response to a processor identification

operation. 9.An information technology environment comprising: a plurality

of information handling systems, each of the plurality of information MCSLLP
handling systems comprising a processor; and, memory coupled to the

processor; a system for performing virtual machine migration between the

plurality of inféometebrohdrdiirmg espstems, the system for performing virtual

machine migration comprising instructions executable by a processor for:

identifying processors within the plurality of information handling systems

having 4 comrshiiethodeodelativel cohemsom feature set comprising

ins”””éf?@\ﬁﬁ%?‘fﬂ&ﬁﬁ%ﬁ@é%n registers cause the processor to report modified

identification data in response to a processor identification operation.

5. An apparatus for performing virtual machine migration between a
plurality of information handling systems comprising:
means for identifying processors within the plurality of information handling
systems having a common feature set, the common feature set
comprising instruction set level compatibility;
means for pooling information handling systems having processors with the
common feature set to provide a pool of similar information handling
systems; and
means for performing a virtual machine migration from a first information
handling system to an information handling system within the pool of
similar information handling systems, the virtual machine migration
moving a virtual machine from one information handling system to
another information handling system,
wherein each of the processors comprises:
virtual machine migration registers, the virtual machine migration
registers being controlled by firmware of the information
handling system to modify the reporting of features within the
processor, the modifying the reporting of features facilitating

identification of the common feature set.
6. The apparatus of claim 5 wherein the common feature set comprises at

least one of®

a common processor manufacturer, a common processor generation and a
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pooling information handling systems having processors with the common
feature set to provide a pool of similar information handling systems; and
performing a virtual machine migration from a first information handling
system to an information handling system within the pool of similar
information handling systems, the virtual machine MCSLLP

migration moving a virtual machine from one information handling system
to another infeanation imahitfilgnsigtem, wherein each of the processors
comprises: virtual machine migration registers, the virtual machine
migration registers being controlled by firmware of the information
handling systemctenpeams ieckaiboaing ot fie e rasanitiin iHenpfotassother
%@q@gying the reporting of features facilitating identification of the
common feature set. 10.The information technology environment of claim
9, whefBRIEREE RGN R UPEOSBTSEH RIS BSILOIR ABETHHO PN cach of the

processors, the processor identification operation returning processor

identification data for each of the processors.

8. The system of claim 5 wherein:

the virtual machine migration registers cause the processor to report modified

identification data in response to a processor identification operation.

9. An information technology environment comprising:

MCSLLP

a plurality of information handling systems, each of the plurality of information

handling systems comprising
a processor; and,

memory coupled to the processor;

a system for performing virtual machine migration between the plurality of

information handling systems, the system for performing virtual machine

migration comprising instructions executable by a processor for:

identifying processors within the plurality of information handling

systems having a common feature set, the common feature set

comprising instruction set level compatibility;

pooling information handling systems having processors with the

common feature set to provide a pool of similar information

handling systems; and

performing a virtual machine migration from a first information handling

system to an information handling system within the pool of

similar information handling systems, the virtual machine
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a common processor manufacturer, a common processor generation and
a common instruction set. The information technology environment
of claim 9 wherein the instructions for identifying further comprise
instnictions for: performing a processor identification operation. on each of
the processors, the processor identification operation returning processor
identification data for each of the processors. 12.The information
technology environmengafickain 9ingrerettaine adhival freachine migratiom
registers cause the praqgsser iR apertmosiiesidnHisARNARIA e,
response to a processor identitication operation.

wherein each of the processors comprises:

virtual machine migration registers, the virtual machine migration

registers being controlled by firmware of the information

handling system to modify the reporting of features within the

processor, the modifying the reporting of features facilitating

identification of the common feature set.

10.  The information technology environment of claim 9, wherein the
common feature set comprises at least one of:
a common processor manufacturer, a common processor generation and a

common instruction set,

11.  The information technology environment of claim 9 wherein the

instructions for identifying further comprise instructions for:

performing a processor identification operation on each of the processors, the

processor identification operation returning processor identification data

for each of the processors.

12. The information technology environment of claim 9 wherein:

the virtual machine migration registers cause the processor to report modified

identification data in response to a processor identification operation.
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