METHOD AND SYSTEM FOR GENERATING INDVIDUAL L ELECTRONIC MEDICAL RECORD
RELATED APPLICATIONS 5This application claims priority to U.S. Provisional Application Serial No.
601704,309 entitled "Method and System for Generating individual Electronic Medical Record," filed
August 1, 2005, the entire disclosure of which is hereby incorporated by reference. 10 FILED OF THE
INVENTION This invention relates generally to computer methods and systems and, more
particularly, to computer methods and systems for gen-rating personal/individual health records for
individuals by accessing and compiling data from?-diverse sources. In on.e embodiment, a
system/method extracts and compiles da g I. %@Q@ata to generate
a personal/mdmdu%@gﬁﬁ rlé}é EfngHﬁ/}%gﬁ\g/:gu%%% mgﬁﬁb% OF THE
INVENTION There is a substantial distinctioviiBeitiebrBnefdetronic medical record 20 ("EMIR.") and a
personal health record ("PHR"), which is also commonly called an individual health record ("DriR’) The
terms THR" and "IHR" are interchan eably used herein. An EMR is provider-centric while a
PHR is patient- -catithié AR ENVR s omplete health record of a patient, but is limited in scope to a
specific health 25care prOVIdeTi:uN@i@ﬂiﬂﬁu@lﬂ&l@iﬁ@ﬁﬁﬁmﬁmﬁjﬁaﬂ]ﬁemﬁ&ﬂbﬁﬁmttﬁﬂfﬂaﬂwany
information from ny A alth r do e same specific
EMR. Elecﬁron?cl?rge Ica %%agr sea%g %gVV%%& gifgj% ﬁ%ﬁlﬁéﬁgggﬁ%ﬁ%%@ by hospitals or a
group of physiciakisbrdeleesin o s a prysiciss. W?ﬁ@@%@dﬁt‘ﬁﬁ@}é&éﬁ@%ounter between
the patient and the-proyider for-gachepisode of iliness treated by the specific provider (hospital,
physicians, or other care givers). Although the EMR is the commonly looked to as the medico legal
record of that particular episode of illness and its management, it does not contain any
10 FIELD OF THE INVENTION
This invenfion relates generally to computer methods and svstems and,
mare particularly, to computer mesthods and systems for generating
personal/individual health records for individuals by accessing and compiling data

from diverse sources. In one embodiment, a system/method extracts and compiles
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data from, among other sources, payor claims data to generate a personal/indrvidual

health record for an individual.

BACKGROUND AND SUMMARY OF THE INVENTION
There is a substantial distinction between an electronic medical record
20 (“EMR™) and 2 personal health record (“PHR™), which is also commmonly called an
individual health record (“THR™). The terms “PEIR” and “THR" are interchangeably
used herein. _
An EMR is provider-ceniric while a PHR 1s patient-centric. An EMR

is not a complete health record of & patient, but is Hmited in scope to a specific health
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care provider, Notably, the electronic medical record does not contam any
information from any other health care provider wio does nol have access or share the
same specific EME.

Elecironic medical records are kmown, Typically, the EMR is
established by hospitals or a group of physicians or less commenly by a physician.
30 The EMRE details sach encounter between the patient and the provider for sach
episode of illness treated by the specific provider (hospital, physicians, or other care
givers). Although the EMR is the commonly looked to as the medico legal record of

that particular episode of iliness and its management, it does not contain any



information from any other provider who does not have access or are the same specific EMR. A
patient has no control over his/her Elva For example, patients have no direct online access to their
EMR and cannot make any entries in the record. 5 Patients have no control over the access to their
Elva and anyone who has access to the EMR of the specific hospital or physician moup could access
their health records. There is no complete global unified r-cord of a patient in an EMR. unless and until
the entire healthcare is being delivered by the one provider group who is using the specific EMR for aB
patient encounters. The EIVIR system usually is ysed by a 10 limited number of users (providers) U.S.
patents and published patent applications which rélate to the topic of electronic medical records
include: U.S. Pateintsihasn 586 2326684187616, 1#5.640:200-1. 5 Patent Application Publications
Nos. 2004/0078227'C%}%EIQQMONZBOZ This listing of U.S. patent publications is not offered or
intended to be 15?aéken as exhaustive, but rather as illustrative of patent filings on this topic. To the
extent necessary for a completeanyderstandingtof therhadkgombd reiatngteiknewn-elastironic medical

records and related systems,the.disglosures af EHSSC%;BH%%SWS are here X%E{fss'y incorporated
m b3

into this applicati%n,by‘this reference thereto. Embodiments of the present invention are

not merely a 3ysteRIToF BHECHOMEER 65 BFiAL Shdcdbee Sigrnicizaksctiordss butsetate to

computerized systeribiand teetroids, inglkiding sotware-aitgndantihereto.forgenerating a personal
health record ("PHR )..also.described as an.Individual Health Record or Elecu-onic Health Record
(hereafter "lI-IR" or fTébaRﬁ%cicgch%%{fr%!s%bfgo an EMR. the PER EBhte Aoty Fers A 1 tfed to include

all relevant healt¥F@latsdithierstmattw istizgatient: regardessofthe specifioshealth care provider. The
clinical informatim@g@gammghgg@gﬁgﬁ@c@ﬂ%tmgmggg{ggtggumsqyggée sources including,

but not limited to ﬂ%%%g&qbré{fggm clai%r)nst rough the health plans, multiple EM %%eing used from
[

differ= providers providing care {6 R PatEHAt medication records from the pharmacy benefit

manaaers ("R33Ms"), informéﬁ&mﬁmﬂsImmmhﬁ@gﬂmmpm},o&@mcgim@i@iﬂp&%%ﬁl&)e patient to
provide a unified hersapalindividual health repord; he PAR may & géords of millions of

' Ith
patients with online access to those millions of patients. According %ﬁ%%ggéﬁ the present
invention, there i§prodideaS e fibtorBERei s RgRIErse Mayi FORMAUISI Altndecord, said method
comprising a peraoivad 1eaith MdokdBystaTD.SepRnPRarRIng theS8RS . or intended 1o be

w - 15 taken as exhanstive, but rather as illustrative of patent filings on this topic. To the
“extent necessary for a cbm;ﬂete understanding of the background relatng to known
electronic medical records and related systems, the disclosures of these publications
are hereby expressly mcorporated into this appliéaﬁon by this reference ‘thc:reto.l
Embodiments of the present invention are not merely a system for electronically
20 storing and accessing medical records, but relate to computerized systemns and methods,
including software attendant thersto, for generating a personal health record (PHR™),
also described as an Individual Health Record or Electronic Health Record {hereafter
“IHR” or “EHR"). In contrast to an MR, the PER contemnplated herein is iﬂteﬁded

to inchude all relevant health-reiated information for a patient, regardless of the -
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specific health care provider. The chnical information regarding the individnal ©
patient may be collected from diverse sources including, but not Hmited to
information from claims through the health plans, multipie BMR s being nsed from
diﬁ"am_nt providers providing care to that patient, medication records from the
pharmacy benefit managers (“PBMs”), information from labs and Imsaging cemta%s,
30 amnd direct input by the patient to provide a unified personal/mdividual health record.
The PHR may contain health records of millions of patients with online access to
those milions of patients.



(a) enrolling a patient in a health plan Of a payor, wherein the patient undergoes encounters with a
plurality of health care providers regarding a health related issue of the patient, wherein the health
care providers; request payment for at least a portion of the cost for the encounters from the payor,
wherein the health care providers submit health related information of the patient to the payor to
support the cost of encounters with the patient; (b) initially establishing a communication link
between a personal health record ("PHR) system and the payor, wherein there is no communication
between the PHR system and the health care providers and between the PHR system and the patient;
(c) receiving payor claims data by the personal hea,!'gh record system server regarding the patient from
the payor via the communication link: (d) analyzing at the PI-IR system server said payor
claims data to determine which portion of said payor claims data is encounter data comprising at least
one of a diagnosis, a treatmeqdAmedication, 3mrogadyre of said [Qatient, a history of office visits with

CRTION,

. . ; " de e ;
one or more of the health care providers, and duration of office VISItSe.;[Ei e @)?Fgﬁglﬁ’ﬁng at the
PHR system server s.aid“engcaroune'ée?3 gtcg} ?Ir%ggé% [E5EY SHE VFivdrecammiing earenebiretibtecode:

(f) creating at the PHR &)’ eaarts personallindividual health record of the patient by storing one
or more entries into the pers indivi Ith record based on the encounter data and associating
the universal hea gaggscon?igé%ggg%uv%ﬁ%%a?%aéﬁﬁy? Pian of a peyol HiRATINR #Etieat PHR system
server the persona 7|nr8!V|deun§f’H &t T P By PhisMersg etheremtrigsrifinthe Heergonal/individual
health record as fBEfSFHEE B RaleUMversalthdalithcare sonasRt eqdaasspciated with the entries;
(h) subsequent teeatepsoiyn @ )Héa)odchrias, @m@uﬁ&r@mﬁb{@%gcﬁ o] %U@}Qﬁti(ﬁ% Enk between the
personal health rm@@ggm;@g@gp&a@iﬁw%%rgj%s%igign%gs%nal individuat health record is
viewable by said pafient via the communication fink; an ) SR iRt EEps (a), (b), (©), (d),
~ (e), and (O, supplementing the personaf?ﬁ%’gﬂfldual health record with health-related data regarding the
patient from one or more of fRe AR ahispRsviGergnunication ifudesaoryising establishing an
access list for a @§@P‘U&?§%[§’Uﬁ%@&@smr@cﬁa@mﬁsmlﬂmg@lr{},e@wlgﬁ%go@nd adjusting said

access list basedaneselactionsseeaiveshbythe.persanal health record system from said patient via the
Internet, whereinsaid, acegss ligl gategorizes said per%?)énva ﬁﬁsd?\r}%%% éém‘? félrd into a restncted

set of data elements and an accessible set ofdata elements based on the universal health care
concept code associated with EfFESSRAFR parsosaipivicees treattbeecetd:wihesein the personal
health record syStefff Befifiscdbeessa o useragnurstiagammnigathe personal/individual health
record if the requested entrydi&i&M&e.ga&ﬂﬂgtmp@%@‘neggﬁ%5SQQ%X%%E% g,giq ersonal health record

/ t aa 1o

system allows aggessHOtReUSSESS IHES] Bgygpcﬁprtxrsydggatgeencnunter data comprising at
least one of a diagnosis, a freatment, a medication, a procedure of said patient, g
history of office visits with one or more of the heaith care

office visils:

providers, and duration of

(e) transiating &t the PHR system server said encounter data inio gt

least one universal health care concept code;

{f) creating at the PHR system server a personalindividual heafth
record of the patient by storing one or more entries into the personalfindividual health
record based on the encounter data and associating the universal heatiny

concept code with each entry;

carg:

(g) organizing at the PHR sysiem sarver the personalindividual health
record by grouping together entries in the personaliindividual health record as reiated
based on the universal health care concept cote assaciated with the entrigs;

{h) subsequent to steps (a), (b), (c), (), (e}, and {f), establishing a
comrnunication link between the persanal health record system and the patient,
wherein sgid personalindividual health record is viewabile
commtnication link; and

.(J) subsequent to steps (a), {b), (), (d), (&), and (0, supplamenting the
personal/individuat health record with health-refatad data

one or mars of the health care providers:

by said patient via the

regarding the patient from



personal/individual health record if the requested entry is in the accessible set of entries; and

further comprising providing limited access to said personal/individual health record based on a
positive identification of a user as a heatth care provider and preparing an audit record indicative of
each data element in the personalfindividual health record that said user accesses. In one
embociiment, the invention provides a system and method for generating a personaliindividual health
record that is compiled from diverse sources, such as patient questionnaires or direct input, health
plans, pharmacy benefits managers ("PBMs"), labs, imaging centers, freestanding outpatient facilities,
hospitals and physicians. The data collected from the diverse sotnees is organized into an 5 individual
health record for a patient. T'he individna | health record may be intemathd with SNOMED codes to
allow that data to be encoded under specific medical diagaostic concepts. SNOID is a division of the
College of American Pathologfgfﬁiér@ﬁﬂi?)sis;i\ww%anggﬁigg'lléggqg}%(gtl}lql\gT-LD CT")isa
scientifically-validatetksetipicas B&%Bha%@v@ﬁm@mgc%%d Wstru,cture.ﬁﬁeaﬁﬁ%%?é can be captured,
10 shred and aggraggé@gﬂgg,@fé&q{%@m%@aawoen; by the SNOME &S feraRTBRSdY! Msecterminology
currently contains gyer e§5 ,QQO hi_erarchlcéiTy speL fizth FESfh el doncegitspairahwith-unique
meanings and lothc-based detniione  ATRIioTRE trsseiteattveainnanseRishave, distinct
relationships that SUpp&HiFetatmiy sate comsistenny fersalaistrieyah4ain some embodiments,
security and medieaFsrivieyssodsithepsavisled: seh.lata patient could %avént%eaéﬁﬁity to permit the
entire individual hﬁﬁﬁb}z&ﬁﬁ@%i@%%ﬁ%@&&%iesimmted persons BF Sy ermit selected parts of the

[

record TO be viewgd by, t %g,gécp%riﬁgd, ersons.r?ﬁ?ﬁﬁﬁ%???éﬁ%ﬂﬁg%%ﬂf@%lﬁrﬂ@lity of a patient
to block any information relating 16 4 PIORBATBI 43 6 tePey memitatinealina20 eprpgigtive system

conditions in a femals o ST, '%%.@%Fﬁfﬁé?fﬁﬁrwti@ﬁaﬁaﬁe@gég.gthyﬂeégécgé}ggﬂgm'-i% procedure list,
medication profilé®&e vy ﬁ&mathwnmt@}a@ge@ﬁQ%%r tect§dm class an(liafor functional area

could be blockedrerarenhtinses iehe, @ég&gﬁ@%q@é blocked untﬂqgé g‘ﬁge is made by the patient.

further comprising providing limited access to said personali
heailth record based on & positive identification of o uset as a h‘ealit; care
and preparing an audit record indicative of sach daia element in the i
parsonalfindividual health racorg that said user accesses,

ndividual

rovigar



According to another embodiment, there is provided a method for generating 95a personal/individual

- health record. The method may include the act of receiving a data element indicative of a health
related parameter for a patient The act of determining a SNONED code con-espondmg to the data

. element may be included in the method. An entry may be inserted into a p ersonallindividual health
record associated with the patient based on the determined SNOMED code. 30In some illustrative
embodiments, the data element may include payor claims data. For =ample, the data element may be
a health incuram-2 claim code. Depending on the exigencies of a parPculr application, the data
element may include patient questionnaires or diréct input, health piang, pharmaCy benefits

manacters ("PBMsiwiabs. iR Ring senigrs; fieestanding outpatient facilities, hospitals and
physicians Embodiments are also pontemplaté%%%%%%%%%%& TR X5 IRERIIERaN 1IC'D code,
a CPT code, a NDECHIEIE® NeSTLERar® prlistiariom ieaifbpiietappoodingsyatem, such as

Lapeorps' lab andnaﬁd@m@ﬂmﬂh@nmﬁ&a%g@aﬁ%I%&%&gﬁw?%%&g description of the
entry to a client syste \%}%ﬁom Krlmabogi ey@t In some cases, a first description and a <econd
description may be ;fsSoma &d with the en 2 R@ﬁcﬁ%ﬁ%ﬁi?ﬁ%,%%%@imion could be
synonymous Wwith=fided drel il ceeription: Ferexadinplesithi fibt aescapiommay usg medical

terminology whergems dhensesonckdescription sould yse. 10 | an's terms. Prefer bly, the first
description is transmitted if the client system is assoi%te C\?v%i’%haqa %éaiﬁ%gg?“enﬁﬁ%lv er whereas the

second descriptiSi e AnEHRRTRL irtHE tdentssy Stamias piohasadbiated withrias@aifivearerprovider. In
some illustrative EmbBdinterieMi® mithad Taays inchwaihe act-of; ; determining whether the individunl

health record inclydes,aowentries.related to the 15new entry, Preferably, any entries in’the individual
health record that are related to the entry‘ggraénassocmlamtleu‘g%‘és 5T (e FERRTTFEIFSNOWED code.

According t&oanﬁ%?%%%@t%wﬁmmﬁ@mm Systeainitiza messaging
facility configurectairecelyeareaia elpmentindicatiys @i&a@&ﬂ%{%@?ﬁ%@aﬂ%& ter for a patient. The
system may 'nCllégx?c%é%gE a&!&ﬂ Irlgl%%g lgxaaﬁinvs mnd logic-based definitions. Addit {
B g . tonally, these
health care concepts have distnet relafionships that support reliability and consistency
for data retrieval.
15 . In some embodiments, security and medical priva@ could be provided
such that 2 pafient couid have the ability to permit the entire mdividual health record
to be viewed by designated persons or only penmit selected parts of the record to be
viewed by the authorized persons. This autherization is based on the ability of 2
paftent to block any information relating to 2 protected class (e.g., mental health,
20 reproductive sysiem conditions in a fernale or STD, stc.) and/or funciional area {e.g.,
illness/condition Hst, procedure list, medication prodile, etc.). Anypart of the record
relating to that protected class and/or functional area céuld be blocked and continued
1o he automaﬂcaﬂy blocked until & chan ge is made by the patient.

According to another embodiment, there is provided a method for generating

28]
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a personal/individual health record. The method may include the act of

receiving a data element indicative of & health related parameter for a patient. The act
of determining 2 SNOMED code carresponding to the datz clement may be included
m the method. An entry may be inserted into a personal/mdivideal health record
associated with the patient based on the determined SNOMED code.

30 - In some illustrative embodiments, the datz elemen: may include pavor
oclaims data, For example, the data elemnent may be a health instrance claim code,
Depending on the exigencies of a paricuiar application, the data slemem may inchude
patient questionnaires or direct fnput, health plans, pharmacy benefits TNANA Zers



70 configured to determine a SNOMED code corresponding to the data -lement. A PER population

- engine may be operably associated with the correlation module, such that the PER population engine
is configured to insert health related data associated with tha SNOMED code into a personal/individual
health record associated with the patient. In some embodiments, the system may include an
access rrinagenaen. module configured to co=nnicate with a client system. In some cases, the
acc.-ess management module could be configured to tranarnit a description of the health related data
to the client system. For example, the Plnat popu@ion ennine may associate more than one
synonymous description with the health related data. 30 Embodiments are contemplated in which

some of the descrﬁﬁttﬁjﬂ@ﬂ&&ﬁp@ﬂé@ﬁ@@éﬂféﬁ?@&&t%&g}@%ﬁaﬁé& layman's JeIms. g The system

may include a flaming module 'rflms%:r embogdiments. Typically, the filtering module may be configured
y

to determine wheﬁ%}g%aémélién SYEEM T 4SS TERTEHRAR e HIth & 645 GlGeE: T description
neansraitted to thegliéntsiistemdna/ Hifferdepeiidingan Whatiterthe ¢lieniGystersis associated with

a healthcare provige;ln,some.enbodiments; the filtering module. may be configured to change the
description of the health related”da%g based on a'des ripgtaigna% ?f%ﬁ\]’ {?ﬁﬁiD 5 code up a SNOTka

hierarchy to atljust the resolutidly BEHRGIRY SieecimeuipiantsTiieysierrmeayintiode a PHR
database configuuery to sthieena plistalityofiinsdividial health ieeeids.Thesysiem, may glsa include a

data analysis mogéél&&gg;' ! to identify pattern OanglatiTo ships among the plurality of individual
health records in the I?HR%gﬁa%gy%hgs%%gﬁtre%%%%b‘gﬁb B SHee S el Sthe data

analysis module R§BEEGRAUIR R THEABUTS e fflectivendsotheaithBarextieatment hased on
outcomes associatesiyith the, phy ality.of MQWJ@&%@MM@@%&%&?QGS QMED codes. In

some cases, 6he flata analysis oduI%may be configured to perform popuiation s Ldies based on

SNOMED codes i the pliratity oF iRa ?ﬂ@ﬁl%@%‘fﬁ?’?’é‘@?}?&ﬁMﬁ@ﬁ@ﬁ%%@ﬁe@templmed in

which the data arsiysigahwithle rmifhiecqoniigerethtocanaky ze-ah itk sase providers-guality of care

and cost. For exagplerthgdataanalysis.madule may oﬁ@ar%%ﬁlgglhmgare providers based on patient
e

outcomes associated with the health care providers. Likewise, €alth care providers could be
profiled in terms or costs, such SEtRTETEER SRy byTEalthe carb@0msoiideds for warigUs piuceduam.
Health care providtessobanidwiitisdenedntetpased tor-aualins of; gLeoRt [ Bformation could

allow various; payrs, .fhfgfin yrance compa i%s. or.gavernmenta =tines, to establish a list of
preferred health care %%w ergx%ag’ezél}én a formula that %‘é‘f&%@% Bﬁ%‘&ﬁ&é?‘rﬁé&%ﬁ‘?@%df& quality of care
and cost, as well¥sPEESIBIEPiefbirtenbon the determined SNOMED code.
According to another embodiment, there is provided a data processing system
with a messaging facility configured to receive a data element indicative of a
health related parameter for & patient. The system may meiude 2 correlation module
20 configursd 1o determine a SNOMED code corresponding to the data element. A PHR
population engine may be operably associated with fhe correlation moduie, such that
the PHR population engine is configured to insert health related data associated with
the SNOMED code into & personal/individual health record associated with the
patient.
25 In some embodiments, the system may include an accsss management
module configured to commmunicate with a client systern. In some cases, the atcess
management module could be configured to trangmita description of the health
related data to the client svstem. For example, the PHR population engine may
agsociate more than one synonyrmous description with the heatth related data
30 Embodiments are contemplated in which some of the descriptions nse medical
termmnology and others use layman’s terms,
The system may include & fli=ring module in soms embodirnents,

Typically, the fltering module may be configured 10 datermine whather the chent



According to a further embodiment, there is provided a method of generating a personal/individual

. health record. The method may include the act of receiving a claims data lament inchoative of a health
insurance claim associated with a patient. The SNOMED code corresponding to the claims data

element may be determined. The method may also include inserting the SNOMED code into a 30

" personal/individual health record associated with the patient In some embodiments, the method

may include the act of receiving a questionnaire data element indicative of an answer to a

guestionnaire by the patient. A SNOMED code corresponding to the questionnaire data element may

be -6- determised and inserted into the individual tealth record associated with the patient.

Embodiments are also contemplated in which the method includes the act of recelvmg a clinical data

element indicative BFEihit AT ASECASEh s Witk o TSy chre dsoanimniens |

corresponding to theelinigatdasa eﬂ&meﬁgb@m/obevg&g@frmggge@n@m%ggg&g%@%ﬁgéwdual health

record associated Mﬁhﬁ%ﬁ %q%%ﬂ ) éUVIdm,gcc ﬁ"ﬁgr to a%ot er embodlmentyg]eel?rj%g ﬁggggeoi a

method for generating a[:%Fe]rson ecor
receiving a data efdHsftiadresiTEBiY edthforsirsdarahetécfor depatient & 10eritiprelated

concept that correspngs Snbridataielament maxbeddeantfied, stigh,.that the health related concept is

selected from an hiereclaical arran eme t of health related concepts. A new entry may be inserting
into the individual health care r8coFa (FRP S FABTESEREIRRE IR i dnaieAt ACERemavaslated concept.

Also, the new entr%ﬂmwbétasmmémhmheémtmmﬂmmdt@ healthsreaerdithat have a
hierarchical 15 relafignship.1o the-Revceatry me embodiments, the higrarchical
; oA |agn6ys%a ﬁ%&é%ﬁ?@@é% For

arrangement includes nodes representatlve of me |ca

example, the NP EntIIAIRS feidibsteronds Bdbe m&ssbm@m@mnty of SNO1VED
Clinical Termi§  SNOMED codes. For example, the data analysis module may be configurad to

meagure effectiveness of healthcars treatment based on outcomes associated with the
piurafity of individual health records having related SNOMED sodes. In some cases,
the data analysis moduie may be configured to perform population studies based on
SNOMED codes in the plurality of individual health records.

15 Embodiments are also conismplated in which the data analysis module
may be configured to analyze & health care provider's quality of care and cost. For
example, the data analysis module may profile health care providers based on pafient
OULCOMES 2550 ciated with the health care providers. Likewise, the health care
providers could be profied in terms of costs, such as the cost charged by health care

20 providers for various procedurss. Health care providers could thus be ranked bassd
on guality of care and cost. This 'in'fonnation could aliow various payors, such as
Insurance companies or govermmental entities, to establish a list of preferred health
care providers based on a formula that inclndes objective measures for quality of care
and cost, a5 well as pessibly other factors,

According to a further embodiment, there is provided a method of generating

[
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a personal/individual health record. The method may include the act of
receiving 2 claims date element indicative of 2 health insurance claim assopciated with
2 patient. The SNOMED code corrssponding io the claims data element ray be
determined, The method may also inchade mserting the SNOMED code into 2
30 personal/individua] health record associgted with the patient.
In some embodimens, the method may mchde the act of TECElvVIng 2
queghionnaire data element indicative of an answer to 2 questionnaire by the patiens,

‘A SNOMED code comresponding to fie questionnaire data element may be



According to a further embodiment, there is provided a computer-readable medium having a data
. structure stored thereon. The data structure may include a diagnosis data field for storing a plurality -of -
diagnosis data elements representative of medical diagnoses associated with a patient. For example,
_ at least one. diagnosis data element may be derived from a payor diagnosis code based on a
SNOIVED code. A procedure data field for storing a plurality of procedure data elements
representative of medical procedures associated with the patient may also be included in the data
smucture. Preferably, at least one procedure datgsglement is derived from a payor procedure code
based on a SNOWM-D code. In some cases, the data element may be manually entered 30In some

embodiments, a diagngsts dataeleseni-aabegedvedifrom ancR sade, Frbodiments are also

contemplated in V\Q&%gd%ﬂ%r ca%gﬁté% d&tl E%J mecﬂt mg%/ bebderi\(ed from a CPT codé Other

embodiments are contempiated 1h whic o{%ieirE B AP SR TRPE THAHOR &5Aa 6 derived from other

types of codes, suetrissg Zlinigl ETC: codusoiiproprétiny eodes, sucH asikapcasidal and order

codes Dep@rjggj,ﬂMngznémm@ig&g%%&%%%tugﬁ?{@ay‘iga(‘:llféjeaatmedication data
m

field for storing a hrralié)i‘of medication data elements ,..pres@qtatlve 0 e%?ca%lozﬁlsﬁassociated with
the patient. Fr eXdfhpIE FTRHERIR GRS Sefeneshatrpebadif ee Tro min naaitivitsirance
medication code based on a STNOMED code. in some cases, a medication data nlemant may be
derived liurn a NDC code. in some .qu?k;)di nts, the.procedure.data element may, beoderived.from a
guestionnPire answered by the p<art@|‘(?en Oéigré%E on 113%%\1% 2o ‘éela‘e’s%rggfé?ég \r/nvﬁhm'a%nf%%%gra G%he

questionnaire. 10A Bifft sttt efBbeiriérnest thlinvestitivhnissaichledetbycaofomputer-usable medium

having computer reagiakle dnsiustions:stesaddheraondoraxecuion by a,prosessor fo perform a
method. In swnecm;&%g Crgethc%d includes the act of receiving a claims data element indicative of a

health insurance CTAIM A550CIAed With ‘3 pPABSHE R NSk P BFRbBE LB EEpaR NS the claims data
element may be ®8deiéralineiruddimsertad stitotal fersenatfintitidaokhealthsecerg-agsociated with

the related concepts. A new eniry may be Inserting into the individual health care recard

that is representative of the identified health related concept. Also, the new entry
may be associsted with-entries in the individual bealth record that have a hisrarchical
153 relstionship to the new entry. ‘

In some embodiments, e hisrarchical aﬁangement mchdes podes
representative of medical diagnoses or medical procedures. For example, the
hierarchical arrangement may include at least 300,000 nodes, such as 2 plurality of

~ SNOMED Clinical Terms, |
20 According to a further embodiment, there is provided a computer—readable
medium having a data structure stored thereon. The data structure may
incinde a diagnosis dats fieid for storing a plurality of diagnosis data elemenis
representative of medical diagnoses associétcd with a parfent. For example, at least

one diagnosis data slement may be derived from a pavor diagnosis code based on a

B
Th

SNOMED cods. A procedure data fisld for storing a plurality of procedure date
elements representative of medical procedures associated with the pafient may also be
included in the dafa structure. Preferably, at least one procedure data element is
derived from 2 payor procedure code based on a SNOM‘ED code. In some cases, the
Gata slement may be manually entersd.

30 In some embodiments, 2 diagnosis datz element may be derived from
an ICD code. Embodiments are also contemplated in which = procadure date element
may be derived from 2 CPT code. Other embodiments a:re contemplated in which
other health-related information could be derived from ofther types of codas, such as



patient. The method may include the act of receiving a questionnaire data element indicative of an

. answer to a questionnaire by the patient. The SNOMED code corresponding to the questionnaire data
elem-nt may be determined and inserted into the individual health record associated with the patient

- The method may include the 90act of receiving a clinical data element indicative of clinical data

" associated with the Patient The SNOMED code corresponding to the clinical data element may be

determined and inserted into the individual health record associated with the patient. According to

another embodiment, there is provided a method for selectively restricting access to a

personal/individual health record. The method may25 include associating an access list for each user

capable of access%&t)erggnaliindividual health record associated with a patjent, such that the

access list categorizes the RAVIaTal haalth FacSrdifte P rEHH B Se CBFa5t4%ements and an
accessible set of data elementSspsndggestimaybeiecaivEdfiomise LIS E:fore: dataial@ment in the

individual health recae: The method may nplile the-act of 30determining whether the data element is

in the restricted set of data elements by reviewing an dccess list associate Wlti’] the user. If the data
element is in the rESHERAECOFEStRaIEHTSAEESECEEL tortht sRitaF ererrrem tvifl Bediretiied, However, if
the data elemeént i4ain she aceessible-setof-data elemeanis:the usarouilkbe allowed 49 . -8- access to the

data element In SoRe GEBOLIT onts, A RIedelompinad ot of pssible eslicted areas may be

E S5, B I Ay pe geriv .
presented to a pafient. The access figt may be created FeSponSive to S8I8ttions patient

According to a furtReF sasbolinsert Eherdeproit seracfiet e formgen eratihg Guindividualhealth
record, in which thg.desired-nfeweation frem.eash seuree isperselectad 0,859 cellegt information

which is important and necessa%itgor the continuing care of a patient and thus avoid massive
accumulation of dalta i the"pSHERFEIAEividual health record, which has none o little relevance to
continuing cafe. This allows thetidértiet tobpéindiexdebsivecsarinonatsh af titrie scretingsthrebgh 10 lots

of data to find actigpahle infeAmalion-EQLAXBIRIS R MASIYR AMAUAL 8 INfermatign is typically

collected in an EMR following an inpatient admission, such as extensive nursing reports, voluminous
lab results, informERRETFIEGARdrFthesehetufmoress dhe Brvddurdsientingctsé hospitalization. In
some cases, the infatmationahicinis impartessinthe RERMayibaless than tespaisetef the EMR

a patient. A SNOMED code corresponding to the claims data element may be

15 determined and inserted into a personal/mdividnat health record associated with the
patent. The method may include the act of receiving & quastionnaire data slement
mdicative of an answer o a guestionnaire by the patient. The SNOMED cods
corresponding to the gnestionnarre data element may be determined and inserted into
the mdividual health record associated with the patient. The method may include the

20 act of receiving a chimical data slement indicative of climical data associated with the
patient. The SNOMED code corresponding to the clinical data element may be
determined and inserted into the individiual bealth record associated with fhe paiient,

According to another embodiment, there is provided a methad for selectively
restricting access to a personal/individual health record. The method may -

25 imelude associating an access list for each user capable of accessing a
personal/individual health record associated with a patient, such that the access Hst
categorizes the individual healih record imo 2 resiricted set of data slements and an
accessible sel of data elements. A reguest may be received from a user for a data
element in the mdrvidual health record.  The method may include the act of

30 Getermining whether the data element is in the restricted set of data elerments by
reviewing an access list associated with the user. If the datz element is in the

restricted set of data elements, access to the data element will be deniad. However, if

the datz element is in the accessible set of data elsments, the user will be aliowsd to



15and inchirle only pre-selected types of data, such as the admission history and physical exam
discharge summary and discharge plans, and surgical report and pre-selected test results such as

" MRI, CT-Scans, and angiogaphy results. A further embodiment of the invention is achieved by
a method for generating a. personallindividn al health record. The method may include the act of 20
receiving payor claims data associated with a patient Encounter data indicative of an encounter
between the patient and a health care provider may be derived from the payor claftr data_ A new entry
may be inserted into a vezsonaliindividual health record associated with the patient based on the
encounter data. In some embodiments, the derivitfa step may include deriving a primary care
physician encounter his%g% an 250u}gat}gnt encounter history and a hospital admissions history from

the payor claims data™ © - KeeSraig toahother b oaHenE e TETow i SHEL $H-thod of filtering
data in a personalfisidividirthesdihbracordidine method fiay dncludesrecsivingraatetjuest from a health

care provider for m@%y@@@%%@ﬁgrd 30associated with a patient. A specialty
associated with the health care provider may be identified. The data elements in the individual health

record that relate to the speciaft§PEf ise A €E S rEwaL: e he edtsraired o %esponse to the
request, the hiealtheparitproviceivitay hejgresante chwiticany: datacdementsdanthedngividual health

record that were dgtermined 1o relate to the gtc@%égggt%%gg fgatu re atnd gdvagta es of this
inventionbecome apparent to those skilled in the. an upon consideration ot the toffowing detailed
description of the Ut &tetrembedmme hPeli@iplifing e bestsivodecofasting Didtthe imvention as
presently perceiVﬁéﬁmt’s mdividnal health record, which has none or little relevance to contimung
cave. Tins allows the wser not to spend excessive amounts of ume scroliing through
10 iots of datato find actionsble information. For example, s massive amount of
information is typicalty collected o an MR following an inpatient admission, such
28 eXiensive pUrsing reports, voluminous lab results, information regarding the
scheduling of tests and procedures during the hospitzlization. In some cases, the
mformationr which is imported in the PHR may be less than ten percent of the EMR
15 and inchude only pre-selected types of data, such as the admission history @mé physical
exam, discharge summary and discharge plaﬁs, and surgical report and pre-seiected
test results such as MRI, CT-Scans, eod angiography resulis.
A further embodiment of the inventioﬁ is achieved by a method for
generating 2 personal/individual health record. The mefhod may inchude the act of
20 recerving pavor claims data associated with a patient. Encounter data indicative of an
encounter batween the patient and 2 health care provider may be derived from the
payor claims date. A new entry may be inserted into 2 personal/individual health
record associated with the patient based on the encounter data. In some embodmments,
the de::."ml::xg~ step may include deriving a primary care physician encounter history, an

25 oulpatient encounter history and a hospital admissious history from the pavor claims
data.
According to another embodiment, there is provided a method of filtering

data in a personal/individual health record. The method may include _
receiving a reguest from & health care provider for a personalindividual health record

30 associated with 2 patient. A specialty associated with the health care provider may be
identified. The data elements in the mdividual health record that relate to the
specialty of the heaith cars provider may be determined. In response io the Tequest,

the health care provider may be presented with any data elernents in the mdividnal



BREIT DESCRIPTION OF THE DRAWINGS Figure 1 shows a diamiammatic representation of
a health care data system according to an embodiment of the present invention; 10Figure 2 shows a
block diagram of an example PEIt system according to an embodiment of the present invention;
Figure 3 shows an exampl.e table using a I'YLPI identifier according to an embodiment of the present
invention; Figures 4A-4D show a database diagram illustrative of a portion of one 15
embodiment of a system and method according to the present invention; Figure 5 shows a block
diagram of a portion of an embodiment of the pregsent invention; . Figure 6 shows an example

window in Wh'Chﬁﬁﬁg?&&%n&[&l%&t@&e@ﬂ%g?ﬂa’?&@l&bt gc%%ggj naybe established; 20Figure 7 shows

an example win en.ying permissionpess a portion of the individual health record; - Figure 8
shows an example window in\i#ipral fieér FriEEcA PSP S HEraeAMindividual health

record; afD@URed t8haWE: e %ﬂi@ﬁlﬁﬁb&dﬂd@m@f&ﬂiﬁahmﬁwbﬂcgﬁﬂe@@@t@y the 75 system
according to an mbOdImerLthe 1J‘Lrsusjé)resen nyentlon an §hows %flow chart which

illustrates an. embodiment of & syster%’%lfj method f?cé)r 50% %ﬁlnﬁ l2%1“persona nﬁqélﬁé)luﬁealth record

with data. DETARED'BESCR IPFON OFTERTE DRAWINGS 30While the concepts of the present
disclosure are susceptible to various

BRIEF DESCRIPTION OF THE DRAWINGS
Figure 1 shows a diagrammiatic representation of & health care data
svstem according o an embodiment of the present mvention;
10 Figure 2 shows a block dizgram of an ewample PHR. system according
to an embodiment of the present mvention;
Figure 3 shows an example table using & MPT identifier according to an
embodiment of the present invention; ‘
Figures 4.A-4D show a database diagram illustrative of & portion of one
15 embodiment of a yystem and method ascording to the present invention;
Figure 5 shows a block diagram of a portion of an emmbodiment of the
present mmvention,
. Figure 6 shows an example window in which acosss control for the
individual healih record may be sstablished;
20 ' Figure 7 shows an example window denying permission to access a
portion of the mdividual health record;
Figure 8 shows an example window in which a user may override a
restriction o a personal/individual healil record;
Figurse 9 shows an sxample aadit report that may be generated by the
25 systern according to an embodiment of the present nveniion; and
Figure 10 shows a flow chart which illustrates an embodiment of &

systern and method for populating a personal/individual health record with data.

DETATLED DESCRIPTION OF THE DRAWINGS

30 While the concepts of the present disclosure are susceptible to various
modifications and alternative forms, specific exemplary embodiments thereof have
been shawn by way of example in the drawings and will herein be described in detail.

It should be understood, however, that fhers 15 no intent to limit the concepts of the



modifications and alternative forms, specific exemplary embodiments thereof have been shown by way
of example in the drawings and will herein be described in detail. It should be understood, however,
that there is no intent to limit the concepts of the 40- present disclosure to the particular forms
disclosed, but on the contrary, the inten is to cover all modifications, equivalents, and alternatives

- failing within the spirit and scope of the disclosure. As should he appreciated by one of skill in the art,
the present invention may be embodied in many different forms, such. as one or more devices,
methods, data processing systems or program ptaducts. Accordingly, embodiments of the invention
may take, the form of an entirely software embhodiment or atr)%emb 1dimentacoralbei1r11£ ulg}%rdware and

software aspectsrFarKETHIcHE EniTRRHTs BFTRE RS ton HiA:

ayifaaﬁ%nfﬁ?form of a computer
program product.om @mg@mmaﬁﬁl&md@blemgﬁlmactiummmﬁgmwﬁﬁp)’mt@%ﬁ@ﬂez program
code embodied in the Sé%}i«a ?ﬁfned_ium. Any suitable stomas; medium may be utilized including
read-only. memotyi( S% AM: DRAM, SDR,AM, hard disks, CD-ROMs, DVD-ROMs, any optical
storage device, and any magretibsisrageraesiael SHeRsH Helith BaA 5588 m 100 in.
accordance with.gne 15illustrativeeumkedinent thatrmeal besuset 4o dwild raccess|analyze, and/or
update a Personal Health Record, also described as an Elecfronic Health,Recardiordndividual Health
1 % - ~ - O rore [} . A.C Er-,-} ?:t «
Record (hereaftePtHEeriil PREF EAGPERRY nd 'LER" are intended to Convey the sane meaning).
As shown, the health:¢carendatarsystemilORinclide s persoRsr ieat fEEaT a5 ¥atem 102 ("PER
System") that is configured 1o proyide 70ascess tuindividugkheattiriecorsls, vardietwork 104 to one
or more client systems or users 106. The PER system 102 ma aE&ke_ t &Jgrrg g}ggﬁgware, software,
or may combine a5ecey BT HarNARE Al 8ot ar & ARG tHe PER System 102 is represented by a
single compyging;devioe inFisswrgiiforpunposes:ofexaipieytroperation BFiFe PER. system 102
may be distributed among g plu f?"%%%%?@%%@%ﬁ%viﬁsg::}E@ﬁ@@qml@ﬁﬁgmwdnbﬁ appreciated
that various subs?sfei’ns‘ or por{?cj)1 o) subsysf‘ems%_of the PER s tgﬁé@%@@{g@g@te on different
computing devicesetmsoiREdch Rindobirierits Hh- ?Sﬁg@ﬁbg\@' Softhe System 102 may
communicate ovef,the,petwenk 0dvice, and any magnetic storage device.
Figure | shows & health care data system 100 in accordance with one
15 illustrative embodiment that may be used to build, access, analyze, and/or updaie a

Personal Health Record, 2lso deseribed as an Blectronic Health Record or Individual

Health Record (hereafter the terms “PHIR™ and “EHIR” and “THR” are miended to

convey the same meaning). As shown, the health care data system 100 includes a

personal health record system 102 (“PHR. Systern”) that is configured to provide

20 access to individual healfh records via a network 104 1o one or more chient systems or

users 106. The PHR system 102 may take the form of hardware, software, OT Iay

combine aspects of hardware and software. Although the PHR system 102 18

represented by 2 single computing device in Figure i for purposes of example, the

operation of the PHR system 102 may be disitibuted among a phurality of computing

P2
La

devices. For example, it should be appreciated that varicus subsystems (ot portions of
subaystemns) of the PHR system 102 may operate on &ifferent computing devices. In
some such embodimerits, the various subsystems of the PHR system 102 may
commuricate over the network 104

The network 104 may be any tvps of communication scheme that
30 allows computing devices to share and/or wansfer data. For example, the network 104
may inciude fiber optic, wired, and/for wireless comrnunication capability in any of a
pluzality of protocels, such as TCP/IP, Ethernet, WAP, IREE 802.11, or any other

protocol. Embodiments are contemplated in which the PHR system 102 may be



The network 104 may be any type of communication scheme that 30 allows computing devices to
share and/or transfer data 'Par example, the network 104 may include fiber optic, wired, and/or
wireless communication capability in any of a plurality of protocols, such as TCP/LP, Ethernet, WAP,
MEE 802.11, or any other protocol. Embodiments are contemplated in which the PER system 102 may
be -ii- accessible -ough a shared.public infrast-ucture, Such as the Internet. In such embodiments,
any data transmitted over the shared public infrastructure is preferably encrypted, such as by using a
public key infrastructure ("P10") certificate and/of secure sockets layer ("38Kk"). in some exemplary

embodiments, a. virtual private network ("VPN") may be used, ;rh&ms?ﬂ%%l}%dﬁqﬁk%should appreciate
that various othePesEsiRH RS EERIE e HBIoyR T iR Fa1ation t transmitting data over the

network 104. The.die¥s.ms (erusers)486imabe Grvystory pldoripuigaavicesHaean, receive
and. send igial Signals, BY WaY.of £XTRlS, . clenL 0SS omadOR mask ol persona

computers ("PCs?'?, et computers, not book computers, servers, ers%ﬂ?l ?i{%@ltgssistants
("PDASs"), or cellulmphionkss Fiier dlieHt sy St r o6 S RERh TR BT i ddéna efls”indicative of
typical users of the PER system 102, Focexampleiarabadinmentshar copteniplatetmiawhich patients,
hospitals, employers, physicians, billing offices, healthcare providers. andior dahealtheare practices
may access the PEX. %ﬁ%ﬁﬁli’aﬁfaﬁb%“v%\;e{'r? péoc%ént system's labels shown in Figure 1 are provided
solely for pm-poses-afxX@napic, but are not intended to limit the type of users or require particular

users to connect to the PHR system. 0. Figire-2.shans amexamplefernbddinaentef the PER system
102. In

devices that can receive and send digital signals. By way of example, the client

10 systems 106 may include personal computers (“PCs™), tablet comyputers, notebool
corputers, servers, personal digital assistans (“PTyAs™), or cellular phones, The
client system 106 shown i Figure | include labels indicative of typical users of the
PHR system 102, For example, embodiznents are cogtempi&ted m which patients,
hospitals, employers, physicians, billing offfces. healtheare providers and/or

nealtheare practices may access ihe PHR systemn 102, However, the client systom’s

ot
L]

labels shown in Figure | are provided solely for purposss of example, but are not
intended to Hmit the type of users or require particuliar users io connect 1o the PHR
sysiem 10. |
Figure 2 shows en example embodiment of the PHR gystem 102. In
20 the embodiment shown, the PEIR system 107 incledes a PHR database 200, a PEHR
population engine 202, a security modunle 204, a security database 206, a correlation
module 208, a correlation table 210, 2 data analysis module 212, messaging facility
214, an access management module 21€, and 2 Hitering moduie 218, Embodiments
are also contemplated in which one or more of these subsystems of the PHR system

102 are eptional, but may merely be “nice to have” depending upon the exigencies of

[
i

a particular stmation. For exznple, the da‘tf& analysis module 212 may be optional in
some embodiments. By way of another example, the filtering module 218 may be
optional in some embodiments. As shown, the PHR system 102 has access to payor
claims data 220 and health related data 222, In some embodiments, the payor claims
3¢ data 220 and the health related data 222 may be accessible 1o the PHR systemn 102 via
the network 104 from the ciient systems 106,
The PHE. database 200 may be siructared to store various data relating

to the health care of patients, including individual health records. Preferably, the PHR



20 the embodiment shown, the RIM system 102 includes a PER database 200, a PER population
engine 202, a security module 204, a security database 206, a correlation module 208, a correlation
table 210, a data analysis module 212, messaging facility 214, an access management module 216,
and a filtering module '718 Embodiments are also contemplated in which one or more of these
subsystems of the PER system. 25 102 are optional, but may merely be "nice, to have" depending
upon the exigencies of a particular situation. For example, the data analysis module 212 may be
optional. in some embodiments. By way of anoth&i-example, the filtering: module 218 may be optional

in'some embodiments. AS shown, the.P)| R‘sﬁ%@ 102 has access to ba-yer clajms,data 220 and
health related dggi%fﬁﬁg’s%lr%%ag% cj)ﬁl"arﬁién S, e““’p*%%?c alrir%ogg) £é%’fft%a% 2?5’%%1%_%?%}%@61“}1 related
data 222 may beFattéssible {theP ER sirstertndORvi & thieTHenliork T0aftorittife client systems 106.

The PER databage 200.may he structyradto, stere variaus dalaielating:4a the bealth care of patients,
including- individual health records. Preferably, the PPM, -1.2- atapase 200 includes a plurality of

PHRs for a pluraftfFotafiemsHp iR HE PER FaBas &80 RS heiide fn thotsand to sixty
million or mare PidRs:Emboadimentstatewohtemplatet ifavhieP e RERdd@@base 200 may be a.

simile database gt g piutallly gf,Aaiaases.eadlel whidhmiaxbe ol g yatebi.atgatabase formats or
languages. It shouf%l e appreciated that the PER databasé 200 may be a logical dataset that may

physically reside asingie stbrage Al Srmeitiphs Stofatiiarstid 0 meonié ks, for example,
the PER database:200 mayhealngieatdatasetinatphysicallyoresides in multiple geographic

locations. In sonic embodiments, thea%@&g%%gaﬁ?ﬁgﬁ 0 may.includ ster 10patient index

("IVITI") field, The MN field al ows Tor the assignment of an unique identifier that defines an entity, such
as a patient! DuestdithicnfsSiVe Bimsuht ShrdR ik et e PIaR ¢fafapasec200, many of the
patients may havgdhe:same name. Lensidasdorexample, oRERWatabase200:that includes twenty
million P}as. in this example, there mﬁ%@{t?ovusan%cpf patier}talgvith;ége Ilast fame of is "Smith" and
numerous personis Wit thE Rate mith * AftHough the tse of the NATI Will differentiate the
persons, the assignathatef GoWido @patentonalfiRcladeastiBldhiteHaltdat maytbeidnigue toa
patient. In some embodiments, for,example.yateus.other.eriteria.atheribanname,may be used to

determine whether an entity has already been assigned an MWI, before an M1PI is assigned. For
example, th&PHRSZOSY O S HETS R E G REter VRO Y atd LIGRSEMS BFEAGY exist in the

P1-IF. MPI will differentiate the persons, the assignment of an MPI to a patient may melude
other eriteria that may be unigee to a patient, In some embodimenis, for example,
varions other criteria, other than name, may be used o determine whether an enfity
has aiready been assiened an MPL before an MPT is assigned. For example, the PHR

20 gystem 102 may detenmine whether various data elements already exist in the PHR
databage 200 before assigning an MPL including but not limited to tax IDs, burthdates,
gender, address, ste. If the entity is determined to already exist, the information i
applied o an existing PHR. Otherwise, a new PHR is created and a new MPLis

assigned.

o
th

The MPI could be used to secure date, store patient specific settings,
and/or act as a key when requesting health record data, for example. The MPI could
also create a cross reference to identifiers already being used across different
information systems of various health organizations. For example, hospitals, lab
systems, provider offices, pharmacy benefits managers, health plans and/or otber
30  systems may be cross-teferenced to the MPL thereby tving all relevant data to an
appropriate patient. By way of another example, the MPI allows a central patient
search that would aliow nsers to find patients acvoss multipie, massive and discrsie

health related organizations without requiring a national ID number. In some



database 200 before assigning an MIDI, including but not limited to tax Os, birthdates, gender,
address, etc. If the entity is determined to already exist, the information is applied to an existing PER.
Otherwise, a new P1-1k is created and a new MPI is assimed. 95The MPI could be used to secure
data, store patient specific settings, and/or act as a key when. requesting health record data, for
example. The JETT could also create a cross reference to identifiers already being used. across
different information systems of various health organizations. For example, hospitals, lab a, provider
offices, pharmacy benefits managers, health plansia_ndior other 30 systems may be cross-referenc,ed
to the MPI, thereby tying all, relevant a’i%go an §pro§rlat%ogatlent B){‘ ¥va% of an tlher example, the
MPI allows a cenﬁﬁ%@?ﬂgsg’él%ww EwOTTd Al "F’fﬂ’%gﬁen & BoES miittiple, massive
and discrete healthetetatetiorganizéaticviginithalibreguiringl@wetional . 3Bmambess it sSome  anifiations,
for example, there may be data on, fifteen. e wenty miian patients - The dse.qh theMalso allows
data collected fronTVarious sources to be aggregated into a single record (he,, a single PER with data
collected from a pHipaliE<df sources). . Figure .) is an example use of the MN with respect to a
patient identified as "Ann Smithiguka 3“6&)@3&%@@, M&ﬁmﬂﬂl&&h&e&p&@aﬁe{bmﬂr visited the six
listed healthcare o&ga;mzgltlonéﬁmﬁlchc of En%c,e %%?n s, assian (?%aghggﬁpwagg[g@tmer for Ms.
ent

Smith shown by the sysTem [ ier column w entifier remains a single unique tacking
mechanism. In sotweseribodlirrsy Q@%W&i@oﬁfﬂf}h@ﬁ%ﬁw penerRoBs drifqe aehiifer for Ms.

Smith, but could alsg ﬁ%&?@f@@@%mﬁ@@ﬂ@th&ms%t@amdexn&m@msaﬂlw igaahrof the
organizations. lii this manner, Ms. S%}Ith S identifi Catlon could |d be glcked Up wh hen ngther message

from the same sy<t&Hi§ FEERvad > a‘lﬁl&‘h%ufﬁgedﬁ‘fa’téhmg SFintorhafich Brigihatng from a wide
range of medital $aRircesdamd droyeeneltiple payors told sifgld 45 comphehensivasdigpiay about a

patien, in some eadimeeis, NI T, conlalsaibe used 1 thealieformatios, reared to a

patient and their family innnibers. For example, the presentation. of information regarding, the patient
and their family cd@%@v&?ﬁb@*fﬁ’foﬁﬁ?ﬁ%‘ﬂﬁﬁ?ﬁ%@f& Horrirkse W“e&‘iﬁ?lb%{%%ﬂﬁd%&gand the patient
in improving their healthecare: s%@ﬁtguie&éAeéD}Mm diagrant.ofearf examplemrelational database

which could be used as the xﬁgR CL ase gp}ggﬁ&?gg%ﬂég%HQ@/%%&@%Q%% It shauld be

appreciated that the%%lta Ase struct re, §hown in Figure 4 is for purposes of example only, but that a
multiplicity ofl datatRseerTa PO e A R or BePER Bef BBEEE YOO E] could also be

nsed to tie health information related to a patient and their fanuiy members. Hor

example, the presentation of information regarding the patient and their family could

be available in formats that assist both the health care pravider and the patient in

improving their health care.
20 Pigures 4A-4D shows a diagram of an example relational database
which could be used as the PHR database 200 in some iilustrative embodiments. I
should be appreciated that the database structure shown in Figure 4 1s for purposes of
exxample onty, but that & multiplicity of database structures could be used for the PHR
database 200,

The PHR system 102 mayv mnclude a PHR population engine 202 to

popudate and/or.update the PHRs in the PR database 200, The PHR population

o]
Ln

engine 202 may collect data from a wide variety of sources, such as medical claims,
pharmacy claims, orders and results from laboratory systems, admission summaries,
op report and discharge summaries from custom and standard hospital interfaces, and
30 manually entered information from surveys, health risk assessmenis and direct eniry.
in some cases, manually entered data may be inputted by the patients themselves or
representative from health pians, provider offices, hospitals, etc. By populating the

PHRSs from a variety of sources, the PHRs would not be limited to the data available



The PER system 102 may include a PER population engine 202 to populate and/orupdate the PHR,s
in th.e PHR database 200. The PER population ngine, 202 may collect data from a wide variety of
sources, such as medical claims, pharmacy claims, orders and results from laboratory systems,
admission summaries, op report and discharge summaries from custom and standard hospital
interfaces, and 30 manually entered information from surveys, health risk assessments and direct
entry. In some cases, manually entered data may be inputted by the patients themselves Or
representative from health plans, provider offices, hospitals, etc. By populating the PHRs from a
variety of sources, the PaRs would not be limited t6 the data available -1 4- " victual practices and

hospitals. The table belgw.shows ayarieh: abgaurces framiwhichtheRE-HSrimey baspepulated,
according to one embodiment, %ng_)%g with exam le inforr]&ati(gp that mg@npem%lte%ggg“%%m each source:
METHOD OF COLTECTION ANSHers 6 Gratishnarad dha SaReya  Regular entries pertaining to
management of theirceiditibnssucha@shymedblood glucoseilevels:; airway test results; etc., to Mack
the progress of the disease condition. Patients may also directly enter information; such as over the

counter drugs, immurzgtigiisand allergies; into their PERydingctly By connegtingto the PER system.
Directly collecting the glaiiigdata from the claim processingssysienasehcanpREaaic (e.g.;idaily basis) or
real time basis. Deriving the data. to obtain clinical informatiosn:s Thigdnformmatiorrmayzatso be entered
irectly into PHRs by persons  Mated with the health plamﬂgfsi@hea‘sfﬁéé@@aﬁtﬁﬁ'éiis@aﬁéimanagers. )
Electronic tape or direct access to obtain data relating to é‘%ﬁﬁﬁ%f&“ﬁ‘bﬁi’?ﬁe&‘%‘ﬁ!ﬁﬁems using

; i ; est resuils, ete., ol the progress
Universal interfaces (e.g. EL?) Or customized St Tesulis, ete., 1o frack fie prog
of the disease condition. Palients

may also directly enter information,
i such as over the counter drugs,
i irmnenizations and allergies, mnto
i their PHR. directly by connscting to
] the PHR svstem.
. Health Plans Direcilv collecting the claims data
from the claim processing systems on
& periodic {e.g., daily basis) or real
time basis. Deriving the data 1
obtain clinical information. This
| information may also be enered
directly inte PHRs by persons
associated with the heaith plang, such
as case and disease managers.
. Pharmacy Benefits Manager (“PBM”) i Electromce tape or direct access {o
¢ obtain data relating to presoriptions.

4, Labs i From the lab systems using Untversal

' | interfaces (e.g. HLT) or customized
| interfaces.
. Irnaging Centers From the lmmaging Center Systemns
using Universal {(HL7) or customized |
mterfaces. :
. Fregstanding Quipatient Facilities From the EMR of the facility usmg
; Universal or custonmized micrfaces,
. Hospitals ‘ Information maporied from the
. ) Tespective EMR s of the hospital
| using Universal Interfaces (such as
t L) or cusiomized interfacss,
8. Physicians a. From the claims submitied fo the
payers
| b. direct online notes or input 1o the
{ PHR
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Embodiments are conteraplated in which the PHE population enging
202 may “pull” data from various scurces. In some embodiments, for example, &

“flag” or other notification could be sent to the PHR population engime 202 that health



linterfaces. 1 From the Imaging Center Systems j using Universal (EL?) or customized interfaces. g
Outpatient Facilities From the EMR of the facility using ' Universal or customized interfaces.
Information imported from the respective EIVIR's of the hospital using Universal Interfaces (such as
EL?) or customized interfaces, S. Ph 'sa. Front the claims submitted to the payers b. direct online
notes or input to the PER Embodiments are contemplated in which the PHR population engine
202 may "pull" data from various sources, In sonic embodiments, for example, a "flag" or other
notification could be sent to the PHR. population grgine 202 that health -15- related data is ready to
be updated. It should also be appreciated that various health. related omnizations could "push” data to
the Plia populationcengine2B32sEonekampisthé shiewt systbmenoe sitgyluctessheemHR system 102
to update the PER.of 2:patient.in the Rl W database, 200x i ofhanembediments. the: PUT. population

engine 202 may periodically receive data from various sources. For ex Im le, the Pt opulation
engine 202 may doWHIBEd BATEF KIS dAMTEY BHHEF FEAith TEISHEY infofEiSH) Bt an insurance
company tor othenpayesor healthiialddenclia daitthwesidydonothethp@fddichasisrEmbodiments
are contemplated t.n whiclh th%ﬁe%%i&%%@%@%%%'%%1%9%’]5@5%%!0% paypEclaims data Or other

health related data on'a™real time" basis. The term "real time" does not necessarily mean
instantaneous, buf FHR RSy eSSt e PE RBBIRASHEI e AGiAE 562 Wb?ffﬁw{&‘el?ﬁéeﬁ’ER database
200 with new inforgration:befarerthe infermationwauldhetnesded yhahealdyvcare@rovider. For
example, considervaleatient that igjéeferr%gd %o Q.SBESQH}% based on a visitcé\:/gigg \leiﬂ% primary care

physician.. In this %aiamvbrfm,{%%r l_IERFIz\?{f)opu?g%fon engine “Would Be considered to update the

patient's PER on &Meabtimeiobasisrit 8 )ayisapdate dayis o Astioncfhsnb thehvightiith the primary

cart physician.priogtg the visik witb-thespesialist, whetherthe appeiniraent with-the specialist is
scheduled. the same day as the visit to the rimarg C ph%sicivan, the n: %qug/,lajw ek later, etc.
201m some embotiFHBHI < PRI TY Bt MM }fﬁ{f&\‘/?ﬁ [UgE s Fed8agying '« "rese

SSagin
the PHR database 200 with new imformation before the information would be needed

by a health care provider, For example, consider a patient that is referred to a
specialist based on a visit with his/her primary care physician. In this example, the

15  PHR population engine 202 woulid be considered io update the patient’s PHR en a
“regl time” basis if the PHR is updated with nformation from the visit with the
primary cares physician prior 1o the visit with the specialist, whether the appointment
with the specialist is scheduled the same day as the visit to the primary care physician,
the next day, a week lafer, etc.

20 In some embodimenys, the PHR system 102 may include a messaging
facility 214 to mferact with the PHR population engine 202 in hendiing messages that

e recsived from various sources, such as client svetems 106, In some cases, the

messaging facility 214 may alse generate response messages for client gystems 106
that can programmically request an electronic copy of the PHR. Embodiments are

25 contemplated in which programmical requests for portions of the PHR may be denied
based on permissions associated with the PHR, as described below with respect fo the
security module 204,

Preferably, the messaging facility 214 is configurad to handie

messages m a variety of different formats, both standardized formats, and custom

30 formats. The message formats described herein are provided merely for parposes of
example; however, it should be appreciated that the messaging facility 214 is not
Himited to the formats specifically described herem, By way of exanple, the

messaging facility 214 may be capable of handling messages in HL7v2 4 and



4 to interact with the PER population engine 202 in handling rries.sa are received from various
sources, such as client systems 106. ha some cases, the messaging facility 214 may also generate
response messages for client systems 106 that can pro amminically request an electronic copy of the
PER. Embodiments are 25 contemplated in which proarrunical requests for portions of the PER may
be denied based on permissions associated with the PER, as described, below with respect to the
security module 204. Preferably, the messaging facility 214 is configured to handle messages in
a variety of different formats, both standardized formats, and custom 30 formats. The message
formats described herein are provided merely for purposes of example; however, it should be
appreciated that thermessaging fagtityn2i4és nettimiedite thedformate:specificithydestribed herein.

By way of examplg the messagin facii_ljtjy %%14, _mg;c/ub caggtp,le of handling messages in 14117-v2.4
and 6- HL7v2.5 foTia élﬁgg%egrﬁg& zgde formats inclu Sé’suﬁepért for various health related

information, suchraidespitaradimission reterchiargesslimmaes, 1aBr e S aa3dISEy orders,
radiology results angiah resuits, By way:ehanoiharexample themessaging facility 214 may include
support for HL7v3 formal. -...Embodiments are gc%nteim\%liagﬁ%ig V\Qgggirtlg%arcrilg@sggjng facility 214
includes support for ANSI-X12 837 P& HESSAGE Totimat is detined by the American National
Standards committeiedanehimposedibiFiie HesltHlins oremees Portabilie arl Re SsuntaBifty Act
("HD.3.A.A") as the eurreatly sequired standard-fornassing health care.slaimsdate beveen

organizations. 'This message format includes a wealth of 1OCJi~nic%éI$§f0(r¥|a}tiopg,. .igcilqu{gg diagnosis
and procedure cotSPBIRATR Shedidity dats, TreSieil FaIBEARE ARy Bherd s "2 1
me,ssaging faciliba2l4zmay:aise:-inehidesupportfoMNCRBR:&: Iformat: This stendthe for passing

prescription gnd medication information:hetwesn.as.defined by the:Natianal.Counsil forRrescription
Drug Prograf%ns 1%{%%%%%%3%%’%%%% [‘:’)ee%&aé‘optedgby FEE@PAA :é a phar%nuacy batch standard.
While this messageEseid e sai s n¥Rifany locations, it would most likely be delivered from a

Pharmacy Benefits Manager (1RBM:)aEhe BBRMymayhe withinaliealthpinsfiraNCE Phah | or operate as
an individual entity, for examole, In.some.embodiments, e messaging facliyia b may receive 20
messages over 21 8&¢ure EORAEE R "8 Web service. n some embo iments, the
entities was defined by the National Council for Prescription Drug Programs
15 organization, and has been adopted by HIPAA as a pharmacy batch standard. While
this messags could be sourced from many locations, it would most likely be delivered
from a Pharmacy Benefits Manager (“PBEM”). The PEM may be within a health
insurance plan, or operate as en individual entity, for example.
n sorne embodiments, fhe messaging facility 214 may receive
20 messages over a secure cormection to a web seyvice. In some embodiments, the
messaging facility 214 may include a certification mechanism (o ensure that the
organization is eligible to submit and request information from the PHR system 102.
For exatpls, each participating entity may be issued a Public Key Infrastructure
{“PKI™) certificato that will allow verification that only authentic messages are passed
25 1o the PHR system 102, The messages may be sant on a real-time basis from some
organizations, typically hospitals and laboratories, but may be sent on & periodic basis
from other organizations, such as healih insurance plans and PBMs,
Tn some embodiments, the PHE poputation engine 202 may have
acoess to payor claims data 220. The term “psyor clafms data” is intended to be
30 broadly interprated to include any patient related data associated with the payment of
health related services. Typically, payor claims date 220 may be available from (or
sent 1) healih msurance plans fm&f” or governmental bodies or other entifies that pay

for health related services. For exarmple, the payor claims data 220 may nclude, but



nadssagin.g facility 224 may include a certification. mechanism to ensure that the organization is
eligible to submit and request information from the P1-112. system 102. For example, each
participating entity may be issued a Public Key Infrastructure ("PI1(1") certificate that will allow
verification that only authentic messages are passed 25to the PER system 102. The messages may
be sent on a real-time basis from some organizations, typically hospitals and laboratories, btu may be
sent on a periodic basis from other organizations, such as health insurance plans and PBMs. In some
embodiments, the P1-ER population engine 202 jmay have access to payor claims data 220. The term
"payor claims data" is intended to be 30 broadly interpreted to include any patient related data
associated with the paymest af healthrireldtetsaivides oTypicathy, ((HYeT cladmis{dater220 may be

available rom (of sentto) healip nsurance-lag ARCIRL aPyEIATERIalhodies, quatheseptites that pay

for health related services. For exarviple, the payor claims data220 may_ include, but -1?- are not
limited to Internatioyad GlasSiffesmit AoFDREEEES PO J B R e AL BRIEE dUFAl T erminology
("CPT") codes, Natienal Drug:6:0de HNDE)Heodes:iseing silansatreaimendates, manually entered
230, An Silrat RS oo That ST e Aot 4 ROR M b peyor caims
data 220 is providethbelow2 eneratifstbbaiition Age.
General Information
Age,
Sex.
10 Outpatient Encountsr History
Vaccination history,
Mamnography in women; retinal examinations for diabefics;
colonoscopy for adults; PSA tests for males; ste.
Visits to primary care docsor. Dates, duration, frequency, mam
15 disgnosis at each visit, medication prescfibed following each visit, tests ordered with
each visit, changes of medication as a result of each visit, changes mn the frequency of
visits to the PCP, changing diagnoses following visits.
Referrals or orders for lab tests and imaging tests with the diagnosis
justifying the tests. Subsequent visit history to specialists, further tests and
20 adimissions to hospitals. '
Referrals and visits to speciaiists. Diagnoses by specialists, lab tests
and imaging tests ordered by specialists and diagnoses justifying tests.
Medications prescribed by specialists, with diagnoses. Duration of

medication.

2
L

Multipie same-condition specialists, or physicians for the same
diagnoses.

Medication to medication alerts generated. Medication~-clinical
condition adverse reaction alerts generated. '

Psychotherapy/Psychiairic Therapy - dates, name of caregiver,
3¢ diagnoses, medicaion.
Hospital Outpatient Encounter History
Tosts done at the out pattent facility - dates, tests and diagnoses. Any

Tepeats?



Sex. ICOutpatient Encounter History, Vaccination history. Mammography in women; retinal
examinations for diabetics. colanoscopy for adults; PSA tests for males; etc. Visits to primary
care doctor. Dates, duration, frequency, main diagnosis at each visit, medication, prescribed following
each visit, tests ordered with each visit, changes of medication as a result of each visit, changes in the
frequency of visits to the PCP, changing diagnoses following visits. Referrals or orders for lab
tests and imaging tests with the diagnosis justifying the tests. Subsequent visit history to specialists,
further tests and 20 admissions to hospitals Referrals and visits to specialists. Diagnoses by
specialists labtests and imaging tests ordered by’%?)”ecialists and diagnoses justifying tests.
Medications prescribed by spegialists-with-giagnuses: Durationof of seaney diagneses:
Multiplesame-condition specialists, orPhysigiaTns f%thels ,I\Qedicagigr]dgosmedication alerts generated.
Medication-clinical Condition atverse reaction alefts generated: Peyehotherapy/Psychiatric Therapy -
dates, name of caregiver, 30 diagribses!irneditation. tbospitali@usatient Encounter History

Physical therapy — dates, duration referring phiyvsicien and diagnosis.

Ly

Out-patient or n-pationt drug rehabilitation freatment ~ dates, treating
physicians, diagnoses and follow up visits. Medication associated or inked with
these therapies.

Uhrgent Care/BFR Vistts - dates, duration, names of physiciang, names of
facilities, tests run, and diagnoses.

10 Adimissions to hospitals or physician referrals resulting from urgent
care/BR visits, Medications prescribed and procedures performed.

Ambulances/medical transportation - dates, number of times called ina
span of time, diagnoses, treatment rendered by EMT.

Hospital Admissions

15 Name of hospital. Date of admission. Date of discharge. Admifting
diagmosis and discharge diagnosis. List of complications. 1.O.S.

Problems Hst. The names/times seen by specialists, their specialisis
and diagnoses by them, Thme spent by each physician on e{fery visit. The diagnoses
or condttions for which they were seeing the patient,

20 Tests — lab tests, blopsies, surgical specimen exanm, imaging tests and
other tests with the dates and diagnoses and names of referring phystotans and
reporting physicians.

Treaiment daye m regutar units. Treatment days in miensive care.

Post Hospitatizanon Management: ECH, NH, physical thazapy, aj-

o]
[

home nurse visits, and imfusion therapy,

Medication following discharge.

Ongoing complications, if any.

Readmission and readmission diagnoses and dates, dates of admission
and dischargs, treating physicians and their specialigts and the time they spent with
30 the patiemis in the hospital.

It ghould be appreciated that the above list 15 provided for purposes of
example onty, but that additional mfonnation may be obtained from the payor clatms

data 220



Tests d.one at the out patient facility - dates, tests and diagnoses. Any repeats? Out-patient surgery -
date of surgery, type of surgery, thagnoses for name of surgeon, name of anesthesiologist,
complications. Hospitalizations following out-patient surgeries. Physical therapy - dates, duration
referring physician and diagnosis. Out-patient or in-patient drug rehabilitation treatment - dates,
treating physicians, diagnoses and follow up visits. Medication associated or linked with these the
Urgent Care/ER Visits - dates, dnration. names of physicians, names of facilities, tests run., and
diagnoses. 10Admissions to hospitals or physicianreferrals resulting from urgent care/ER visits,
Medications prescribed and procedures performed. Ambulances/medical transportation - dates,
number of times called in a spanigfiey diagnosestrsatsidntencdemdibyEMTriHospitaliddmissions
15Name of hospifal, Date, of admission.Rate.of dischatge.Admilting diagnosis.and.discharge
diagnosis. List of cdjmp ications. L.O.S. Problems list. The names/times seen by specialists,
their specialists aieiaraioses By th R Fifffe SYEhEByeder: pHYSES b &RATEt. The diamoscs
or conditions for whish:theywere seeiag.theipatient20tesigickaly testaichiopsiesicsurgical specimen

exam, imaging te&f%%%%&@&%%?&?n ith the dates and diagnoses and names,of J&f&yring physicians
and reporting physi¢ians.

Payor clamms data 220 is generally more comprehensive relating 1o the encounters
hetween the patients and different as well as diverse providers than the electropic
medical records kept by individual providers since a health plan (or other payor) will
generally receive claims from all or most of the significant care providers for an

10 individual, Using the electronic medical records of the mdividual providers to
assembie a PHR would, at best, be much more difficult, and would lkely result in a
record that is lacking in a full list of encounters, especially providers whose access
was not provided for whatever reason. Another advantage to using the payor claims

data 220 is that this daia is relatively preciss and orderty when compared to other date

iy
i

. sorrees in the health care industry. The payor claims data 220 also provides a
structors which is usefu! in methodically organizing and populating the daia, and
prioritizing the manner in which extracted data 1s displayed. In addition, the payor
claims data 220 would not need coordination from the creators/keepers of the data.
For example, the use of payor claims data 220 to add information about the hospital

20 admission of a patient would not need the coordination of the hospital

Preferably, the payor claims data 220 is “normalized” or placed into 2
standard format by a separate process. Omne such process is the connec™ process
avaiiable from the assignes of the present application. This process is described in

.5, Patent Applcation Sertal No. 10/381,158 entitled “System for Communication

25 of Health Care Data” filed on March 21, 2003 and clayming the benefit of PCT
International Application No, PUT/US01/42618 filed on October 11, 2001, Both U.S.
and PCT apnlications are hereby expressly incorporated into this application by this
reference thereto. Although specific to the payvor from whom the payor claims data 18
obtained, the pavor claims data 220 may be mors readily utilized by the remainder of

30 the PHR svstem 102 than “raw” data evailable from various health related

Organizations.
In the embodiment shown, the PEIR population engine 202 has access

fo oiher healih related data 222, wiuch could be used 1o supplement and/or enhance



Treatment days in regular units. Treatment days in intensive care. Post Hospitalization Management.
BCE, NH, physical therapy, at-15 home nurse visits, and infusion therapy. Medication following
discharge. Ongoing complications, if any. Readmission and readmission diagnoses and dates,
dates of admission and discharge,treating physicians and their specialists and the time they spent with
30the patients in the hospital. It should be appreciated that the above list is provided for
purposes of example only, hut that additional. information may be obtained from the payor claims data
220. -19- It might at first appear implausi_l;l& that transactional information, such as payer
claims data 220, would provide meaningful medical or clinical information for inclusion in a FUR_
However, payer glaimas-data220creaies & typent virtuabmedieakresart Everyctairwiich is
processed typically includes, in addition to variqus dernossaphic informatian, procedural or visit codes
and diagnostic cdd8s” PAVEr &IHms 3 a?%ﬂﬁﬁﬁ'i;%‘eﬁh@rg%nr%%g% eé‘g‘%%ﬁf’éhé'nns%%irigf%%%g to the
encounters betwéen 1he patientsianddiffetentdsivall tdiverse providersiiranapsietectronic medical
records kept by ingjividual providersssings.a healta.Rlan.(9r othenmayenwilkgeneraly receive claims
from all or most of the sigruncant care providers for an 1Oindi}{£‘%ﬁ l. Using the electronic medical

records of the indivRIGAFERGVIABTS i SRESRbIE T PER WS/ t Be mucH more difficult, and

would likely result in a record:ithatiis kackidguima, fisl tistoflencduntess, mspecialyiproviders whose

access was not prgyed ol wlexer BASan. A aherALvaRage o usinodhg pRYERaims data 220
e

is that this data is refatively precise and orderly when compared to other data sources in the health
care industry. Thé’%"’a‘j}’@?@ag B HaE 9 Providde iy einsdh e WHEHTE G P Inethodically
organizing and pepwating.theieata randmprioritizing Hheomanser in which extracted data is displayed. hi
addition, the payor claims data 220.would not need coordination from the creators/keepers of the data.
For example, the use of payer claims data 220 to add information about the hospital 20admission of a
patient would not need the cod#dlination of the hospital. Preferably, the payor claims data 220 is
“normalized" or placed into a stafpgard fennel by a separate process. One such process is the
C07771eCITM process availaple ngm,&bﬂe ssignee of the present application. This process is
described in U.S. Patent Applictish ‘SetiaFNo. 10/381,158 entitled "System for Communication of
Health Care Data" filed on Matetr21 , 2003 and claiming the benefit of PCT International Application
No. PCTILTR01/42618 idled gn Qetgher L1, 2001. Both U.S. and PCT applications are hereby
expressly incorporated into this application by this reference thereto. Although specific to the payer
from whom the payer claims &L Bbtathets- e Pay SRk fRiPRe TS S0 REV SIS Yeadily utilized

by the remainder of History of Accident: automobile, motoreycele, bicycle and work-
related.
History of potentially dangerous hobbies.
20 Family history of overweight, high blood pressure, diabetes, heart
disease, cancer. .
Lifestyie factors: smolking, aleohol, drugs, exercise and sports,
Vigits to various countries where a disease could be contracted.

Any other history information that can be obtained by changing the

2
T

. questions and addmg further questions,

Outpatient History

Vaccination history.

Mammography n women; retinal examinations for diabetics

colonoscopy for adulis; PSA fesis for males; efe,
30 Medications prescribed by specialists, with diagnoses. Duration of
medication. _
It should be appreciated that the above List is provided for purpeses of

example only, but that additional information may be obtained from patient



30the PHR system 102 than "raw" data available from various health related organizations. the payor
claims data 220. For example, the health related dat from patients using questionnaires. By way of
another example, iay be collected alth related data 222 may include clinical data. obtained from
various entities, such as hospitals, labs, imaging centers, or outpatient surgery centers. In addition, the
health related. information 40 could be obtained from physicians and/or physician offices. in
some embodiments, for example, individuals may be asked to complete questionnaires at the time of
enrollment into a health pima, or at some later ,, a8 PEW is being developed. The following is an
illustrative example of information, collected for ZPER using questionnaires: General Information

Race. Weight. CQQ&QQ'QEQQJ' 15Blood Pressure. History of diabetes, asthma, stroke, art attack and

other conditions History of Accident: automobile, motorcycle, bicycle and wark- "
I some embodiments, the healfi refated data 227 may welnde clinical

dafa from hospitals, labs, maging centers, outpatient SUrgery Conters, and/or sizmlar
eniities. In some cases, the clinical data may be extracted using a standard format.

5 For exampls, this information is generally availabie in electronic form in Health Level
Seven (“HL7”) format and can be efficiently exiracted through the use of interfaces
designed for compatibility with this format, HL7 1s 2 non-profit velunteer
organization headquartered in Ann Arbor, Michigan that is an American National
Stapdards Institute (“ANSI"-accredited Standards Developing Organization (“SDO")

10 operating in the field of heaithcars. This organization develops specifications that

enable disparate healthcare applications to exchange key sets of clinical and
administrative data. It should be appreciated that an interface may be provided to
extract data from some other form or format. The following is an example fist of
clinical imformation that may be collected from the healih related data 222:
15 Inpatient admission history and physical examination,
Inpatient ¢ischarge summary.
Selected lab resnlts done during the hospital stay (some of the test
results may be irrelevant for continuing care and may just add to the cluiter).
Imaging test resulis.
20 Pathology reports, ncluding reports of biopsies.
Medications administered to the patient.

Any other information which is considered relevant for continuing

[¢]
B
n

Tt showld be appreciated that the above list is provided for purposes of

o]
th

example only, but that additional chnical information mayv be obiained from various
entities.

The manner m which such clinical information may be accessed will
depend on the state of record keeping in each individual entity. In hospitals having
relatively modern electronic medical record systems that use the HL7 format, for
30 example, it should be relatively eesy to gather the desired clitucal information from
the electronic medical record (“EMR™) of each patient for each encounter. In
hospitals without comprenensive EMR systems, or in those using different data

formats, the information gathering may stilt take place, albeit through ndividually



related. History of potentially dangerous hobbies. Family history of overweight, high blood
pressure, diabetes, heart disease, cancer. Lifestyle ac oalcohol,drags, exercise an.c "cam
countries where a disease could be contracted. Any other history information that can be obtained by
changing the questions and adding further questions. Outpatient History Vaccination history.
Mammography in women; retinal examinations for diabetics colonescopy for adults; PSA. tests for
males; etc. 30Medications nresmibed by specialists, with diagioses. Duration of medic questionnaires
In some embodiments, the health related data 22g,3may include clinical data from hospitals, labs,
imaging centers, outpatient surgery centers, andior similar entities. In some cases, the clinical data

may be extracted digig aﬁﬁzﬂgﬁm@iﬁl&m@fm&:%@é@xamp@ ihiscinformatianisigengrallyravailable in
electronic form in Healt eveI "TEL ormat and Ca”&}% effl%entr}/meg#e%gggd through the use

nd 1 18FTE Wts CoU
of interfaces deagnma or 58 |fh {fis format HL,71s a non- profit volunteer organization

headquartered in m}immﬂwmmﬂw@ﬁ@ éﬁfﬁmﬁé‘m@éwm@ﬁ@l Beafttard mighidet
("ANSF)-accreditgd, Standases.Revelering Qrganization 3R Qi 1Aapsrating inihe: field of

healthcare. This organization develops sRemflcatlo that . _
5 afrve many nospitals, will allow an Interface 1 be used across a number of providers.

Similar solutions could be adopted with other types of clinical information. Relevant
information may also be accessed through pharmacy systems, such as those
mainiained by hoapitals or third parties. Adnuission history and physical examimation
and discharge summearies may also be accessed through transeription centers. This

10 approach may be used with labs, imaging centers, outpatient surgery centers, and
other entities. Many, if not most, of these entittes have modern electronic systems,
which are HI.7 compatible, facititating the gathering of relevant information. As
discussed ahove, however, other techmiques could be used to gather the information if
not im HL7 formal. ‘

15 The health related data 222 may include information gathersd from
physicians and/or physician offices. There are thousands of physictan-run clinicel
sofrware systeras in existence, with more variety and less standardization m record
keeping than is the case with the othér sources discussed above. One approach to
obtaining information from physiclans is o recognize what information 15 not

20 availgble from payor claims data, questionmaire data ard clinical data, and then
focusing on obtaining that information. Typically, the information which this
inciudes is relatively limited and consists mainly of resuits of some tests done m
physician offices. Examples of such tests include BKG s, cardiac stress tests,

echovardiogram: tests, BE(G s, EMG’s, narve conduction studies, and ultrasound tests

s
iy

done in physician offices. One possible approach fo facilitate and meentivize
physicians 1o provide this information to assist in buiiding e patient’s PHR is o ask or
require providers to supply the information to a PHR portel. In some cases, for
example, the supply of such information could be a condition for payment in
connection with the subject tests.

30 In some embodiments, the PHR population engine 202 may intaract
with the correlafion module 208 to comelate health related data 222 and/or payor
claims datz 220 with a bealth care concept mm an arrangement of health care concepis.

Preferably. the correlation moduie 208 epcodes the health related data 222 and/or



enable disparate healthcare applications to exchange key sets of clinical and administrative data It
should be appreciated that an interface may be provided to extract data from some other faith or
format The following is an example list of clinical information that may be collected from the health
related data 222: 15Impatient admission history and physical examination. Inpatient discharge
summary.  Selected lab results done during the hospital stay (some of the test results may be
irrelevant for continuing care and may just add to the clutter). imaging test results. 20Pathology
reports, including reports of biopsies. Medications admiMstered to the patient.. Any other information
which is considered relevant for continuing care 2> It should be appreciated that the above list is

provided for purposes gf example galy, eubiatrddilional clinicaLinfolmadon masbe obtained from

various entities. ©~ _The manner in which such clinical information m}% cessed will depend on
the state of recorePReepitg EAERIraRTHIREIBHIGH 1 h S CBRERS haVIRG TeEtver foder electronic
medical record systems:thatwse: the k7 famnat; for30exartiple;it shouldabb relativelyisasy to gather

the desired linicg} pformaton fom e slechonic micel 960Kt (EMER. ) gheach petint o cact

encounter. In ho IEWithout comprehensive EMR systems, or in those usi%different data formats,
the infraillation gathering meyrstiltdkeptdée: Bipalfrrobgh dnIatally eafed e aces or other
means specific to the.paticulars @rdata typesrkarrxamples lab:pathaldgysrepartsuand imaging tests

resultsbe accessed by building in,terfa%es SIEeCjﬁC'tO theﬁysé'g%? used to m@g&q}géhis data. The fact

that many hospita& USEHutSTEE Vandare for SUCR SarVicas, Bhd ap individual vendor may serve many

hospitals, will. allevsirirfteiface tebamsetkacdss amrHberol (NEVdE RS SIS 8futions could be
adopted with othee%%g%%gggi&%ki@lftgrmation. Relevant information may also be accessed through
pharinacy systems, such as those maintained by hospitals or third parties Agmission history and.

physical exatfination and. dischEIYESUIEHES AT &I5E 58 %E ¢ ggﬁﬁ%u{aﬂ%ésnscription centers.
This (“OAPY). SNOMED Clinical Terms (“SNOMED CT™) is a scientifically-validated,

clinioal hisalth care terminology and infrastructove. Health data can be captured,
shared and aggregated in a consistent maomer by the SNOMED CT {srminology. The
terminology currenity contains over 350,000 hierarchically specified health care

15 concepts, cach with ﬁnique meanings and logic-based definitions. Additionally, these
health care concepts have djstiﬁot relationships that support reliability and consistency
for date retrieval. In some embodiments, the correlation modute 208 may be
associated with & corrslation tehle 210, which may map health related data 222 and/or
payor clatms data 220 into a health care concept, such as a SNOMED code.

20 Figure 5 provides an example with 2 PHR for a patient identified as
“pnn Smith.” I this example, the PHR includes a MPI field, which contains the MFPI
associated with Ann Smith, as discussed above. The example PHR mclndes
diagnosis, progedure, and medication fields m which the SNOMED codes derived

from ICD codes, CPT codes and NDC codes, respectively, may be stored. Inthe

25 example shown, the payor claims data 220 is the ICD9 code 0f 250.00. The
correlation module 208 could correlate this ICDS cods into the diabetes concept, The
PHR population engine 202 may include the SNOMED code associated with the
dizbetes cancept into the diagnosis field of the PHR for Ann Smith. Other health
eniries in the PHR relating to diabetes could be associated with this enfry in the PHR,

30 regardless of the format or mechamsm from which the information is denved,
whether from an ICD code, a CPT code, a NDC number or masually entered data.
Physicians, patients and others could then categorize information related to specific

health concents using the SNOMED codes, including visits, iliness/conditions,



10approach may be used with labs, imaging centers, outpatient surgery centers, and other entities.
Many, if not most, of these entities have modern electronic systems, which are HL7 compatible,
facilitating the gathering of relevant information. As discussed above, however, other techniques could
be used to gather the information if not in 1117 format. 15The health related data 222 may include
information gathered from physicians and/or physician offices. There are thousands of physician-ran
clinical software systems in existence, with more variety and less standardization in record keeping
than is the case with the other sources discussed above. One approach to obtaining information from
physicians is to recopize what information is not 20 available from payor claims data, questionnaire.
data and clinical data, and then, focusing;on:-ebiaining Mhat intarmatiomskypisaly othe information which
this includes is ré:iatlvely limited and consists mainly of results of some tests done @gn offices.
Examples of sucketeeisifielud Eﬁ%@*é{’%ﬁ%ﬁ‘?@ﬁ%’%@f@%&fe?%%%rrg}bg‘?ams}fesg‘ EG's, EMG's,
nerve conductionssipdiesyandadlirase und tests 28 donsN0 pHSicidn dfficeseOhelseEsible approach to
facilitate and incecrg}'%\c/cizr%g,tﬁ)ehyﬁﬂ%ign%to H{?ﬂ%ﬁ&ﬁj&m%wﬁ ag)vgég.@t%pgiﬁm%@m;{ent‘s PHR is
to ask or require providers to supﬁy?ﬁe Information to a PER portal. in some cases, for example, the
supply of such inforereigr &SI b EEshaRToRIBERAY It ESHh 8EH5H %?i‘ﬁaﬂi’ﬁecgrﬁbject tests. 30in
some embodiments,.the-.RER population engine 202 May interact with the correlation module 208 to
correlate health related data 722 lor payer.claims data 220 wi f ' car in an
arrangement of health care coﬁge%[‘%g{: S’r%?é\{%%% I?%ﬁéng%n-ue a%&%é%%gﬁ%%@sﬁ%%%%eﬁtﬁe health
related data 222 2 NVOF =ESpayor chais Bar22tl s SROMED reffebeiidit Moni@nclature
codes. The SNOIifi-D.codes qihealthrelated data brsed:apdhe. SNOMEER: codes may be insetted,
into the patient's PER. In some embodiments, other health entries in the PHR rel%éréglégtthe

SIVOIYIED ¢8de B6tiEhe 4edbeiatad ih TaFTR FagArdIcts o the L 2ecee 1

module 216 may provide a web-based portal to access PHRs in the PHR database
200.

Tn some embodiments, for example, a patient may access his/her PHR
via the web-based partal (or through another connection to the PHR system 102).

15 This would aliow the patient to supplement his/her PHR with additional infonmation,
such as over the counter medications, allergies, immunizations, etc. The patient cauld
also view his/her PHR using the access management module 216, For example, the
patient could view a diagnosis, laboratory resulis and other information in his/her
PHR via the web-based portion (or ather comnection). In some circumstances, the

20 fimdng of patient access fo certain records in the PHR muay be controlled. For
example, 2 physician may not want a patient to view the lab results until the physician
hag reviewed the lab results, Accordingly, in some embodiments, the access
management module 216 may be configured to determine whether records in the PHR

Tave been “released” for patient access. Ifnot, the access management raodule 216

e
Lh

would not allow the patient to view any “unrelsased” eniries, but only allow access to
“released” records. ‘

n some embodiments, the acoess management module 216 may
interact with 2 security module 204 that resiricts access to PHRs 1 the PHR. daiabase
200. For example, some providers may not be granted access to partions of the
30 pailent’s PHR that may be considered sensitive. Whenever a USer accesses & patient’s
PHER, the security module 204 may svaluate whether permission has been gramted 1o
that user so that only the information contained in the PHR to which that user has

peen granted permission will be displayed. The use of the security module 204 1n ths



format or mechanism from which the information is derived. By using SNO1VEED codes in the PER,
differing types of entries, such as illness/conditions, procedures, care plans; bieraetric trackers,
medication profile and lab results, could be tied together for better decision making, data. analysis,
application of permissions and enhanced health tracking. 10SI8IONMD is a division of the College of
American Pathologists ("CAP"). SNOINCD Clinical Tents ("SNONTffiD CT") is a scientifically-validated,
clinical health care terminology and. infrastructure. Health data can, be captured, shared and.
aliregated in a consistent manner by the SNOMED CT terminology The terminology currently contains
over 350,000 hierarchically specified health care'%%“concepts, each with unique meanings and

logic-based definitions, Addifionally, these.health, care foncaRts, have.distinctrelationships that support

reliability and consistency for data retrieval, In some embodiments, the correlation module 205 may be
associated with aBoFrEf ShEaBIR 2101 iHiEH Thal i hea It et ea D&t 225 a B Bayor claims
data 220 into a health-cara.cQieapt; suevas a-SNOMBRsedem20Figure:-bhpsovides all example with a
PER for a patient identified.as ‘Ann.smith.” In, this,example, the PER includes a 14131 field, which
contains the MPI BSLSRel it e A s
diagnosis, précedutbrgrtmerivatiorfiarysinbiicsihes SNONMERT ¢dlesrgaribadefrold 1CD codes,

CPT codes and NRG: egdesriespastivels-may, he-sterad Jnihe25example show, the payor claims
data 220 is the ICD9 code of 250.00. Th(? c]ereIatiqn madule 208.could correlate this ICD9 code into

the diabetes concSBETHEPER Bostiation eligiie 67 Hay e e e SROMES E5dE associated
with the diabetes ponroeptinta theydidgresigiieldof tHaRERForAnm Sriithativerihealitnentries in the
PER relating to diﬁ@r%tgézi%%'szﬂ%%ﬂgﬁimﬁfﬁ‘E!&Ea){riﬂegﬂéﬁd?i@%zc%@?{m%%%@{the format or

mechanism from which the infon-nation js derived, whether from an ICD code, a CPT code, a NDC
number or mahually entered dEOPRFRATRTERHERIEEAE Bihers 2ol ther Eafeysrss information
related to specificshaaitheonoepts tsinrg tac:S NOMERctdesicncitdingvisis; dness/conditions,

consider sensitive. For example, a patient may elect o allow the designed physician
o have full access to their varous illness/condition lst, while restricting access to

selected diseases, such as sexually transmitied diseases or psychologioal disorders, If

[
Lh

2 portion of the PHR relates to an arca that may be considered sensiiive, the security
¢ module 204 may consider that area of the PHR to be a protected data class. For
example, information in & PHR related io reproductive health, mental health, HIV,
genetic festing, aboriion, sexually transmitted diseases, alechol abuse, drug ebuse,
ATDE, contraceptive issues, abuse or neglect, sexual assault and/or other sensttive
20 health issues may be considersd protected data classes. Embodiments are
contemplated in which a predefined list of sensitive health issues could be considered
protected data classes, Of course, ii should be appreciated that additional data classes
could be added and/or deleted from the list of protected data classes. In some

smbodiments, the correlation of payor claims data and/or healfh related data into

2]
Chy

SNOMED codes, as descrbed herein, may be used to categorize ths PHR into
protected classes for restricting access to the PIIR. For example, each SNOMED
code reiated to HIV conld be asseciated with the HIV protseted class.

Embodimen:s are also contemplated in which the security module 204
may resirict access based on functional areas of & PHR. By way of sxample, function
30 areas of a PHER may molude summary, healih risls assessment, health calendar,
medical history, medication profils, visit summary, health event record, illness and
conditions, my plan for health, account summary, benefits and cligibility, change

PCP, claims, member information, referrals and authorizations, pernaissions.



-24- procedures, immunizations, medications, health action plans, lab results or other related data.
The use of the 1\41)I. id could further enhance the PEW. system 102. Since the WEPT identifies the
patient and the SNOME.D code designates the health concept, the PIER system 102 may collect and
present diverse data in a PER that can be organized, stored, viewed, and managed by all interested
parties in health care transactions. The PIIR. system 102 may include access management module
216. The access management module may provide an interface to the PHR system 102 for client
systems 106, to enhance andlor supplement thexgccess provided by the 10 messaging facility 214. In
some embodiments, for example, the access management module 216 may provide a
web-basedportal to access PER& B IPENdAf-188 62002 HEaIE Sitbodmentee BrExample, a
patient may access.histherRENM vig:the welsbased peoriad{os thtoughranotierednneastion to the PER
system. 102). 15This would allow the patien (o supplement his/her RER with additional information,

such as over the%%?ﬂ?f@?@ﬁ%ﬁéﬁt?@ﬁ%% allergies, immunizations, e C.dl:ﬁaeopatfent could also view
his/her PER usingsthe@scoessvamal agémeiii in dduler2 E60F Srrestamplé liie (Patisnticould. view a
diagnosis, laporatory results:and.eiher infaudation;inchisherREReda thewwab-based. portion (or other

connection). In some circumstances, the 20timing of patient access tq certain records in. the pEriz
may be controlletPEsEated that fhiere could be a variefy of Teasons for a palient to yestnol access 10

protected data classes and/or functional areas. For example, a patient may net want
clinician specialists to see information not related to their specalty, or may not want a
spouse (or other family member) to view medication mformation, In some

10 embodiments, the security module 204 may provide an error message if access o &
restricted area is attempiad. n some cases, the protected data classes and/or
functional areas that have heen restricted may not be displayed, which would prevent
an entity being restricted from realizing thet a restriction is tn place. If a spouse of 2
patient reviewed his/her PHR, for example, the protected data classes from which the

15 spouse was restricted may not be visible to the spouse; accordingly, the spouse would
not know that 2 restriction {0 accessing the PHR was in place.

Figure 6 shows an example interface that allows a patient to restict
apeess to portions of his/her PHR. In this examaple, the patient has sejected the access
rights for 2 health care provider called “Doctor Allbstter.”  As shown, the patient has

20 revoked Doctor Allbetter’s access to all protected data classes, except mformation
related to mental health, In addition, the patient has revoked Dr. Allbefter’s access to
all fimctional areas.

In some embodiments, default access rights to a PHR may be
sstabiished. For example, 2 payor may define default access rights for each of its

5.5 mEmbers, Em:nedima}zts are contemplated In which the default access rights conid be
based on various factors, such as relationship, gender, age and location of the patisnt.
In this manner, a reasonable level of access rights based on {he patient could be
established, even before the patient customnizes the access rights as discussed above,

Embodiments are coniemplated in which the security module 204 may

30 inciude role-based security. In such embodiments, the users may be assigned a role to
iefine the portions of the PHRs to which ths user has access, This eliminates the
need o establish security access levels separately for sach user. For example, each

role may include & security profile defined by the organization that the data that wounld



example, a physician may not want a patient to view the lab results until the physician has reviewed
the lab results. Accordingly, in some embodiments, the access management module 216 may be
configured to determine whether records in the PER have been "released" for patient access. If not,
the access management module 216 would not allow the patient to view any "unreleased."” entries, but
only allow access to "released" records. In some embodiments, the access management
module 216 may interact with a security module 204 that restricts access to PHRs in the PHI/.
database 200. For example, some providers may Jot be granted access to portions of the 30 patient's
PEW that may be considered sensitive. Whenevet'a user accesses a patient's PER, the security

module 204 may gyaluate whefher permission. hagibeemgranies e thaldsersadhgtanly the
information contained in the PEW to which that user has b(_eena%ranteéirqoermis§ion \é\zillggg displayed.
The use of the setfify BT BEATAHESS 55 T dNrTer BB WE A Butia fH EompIBtRN Control access
to his/her REM. Fory example itheopatietymiajispecify the default permissions for various types of

entities, including Ins/her spouse, jamily members; primary, care, Aysicians,and other health, care

providers. The term "health care provider” is intended to be broadly construed to 5include any persons
who provide Heald¥Saraoad P EIHER Sh FEEPOHSBIITRLCSh SORETRHMbAIIEHIS 48 Batient may
specify the particay-iadividuals to-whemdigemmiasionsimay be-grantedc Fhefisgiofpgrmissions

addresses privacy concerns, of paf!ﬁnts- Wh& n 5‘1?9 ngilloezvma hig.h%é_g\e&@ 8&1&?&9%@?&"3” as better
e y wit

! ic
. SOIIS resmc%i_on 10 ne overnnqde > S .
care resulting from moré patients sharing data eléctronica their healthcare provides via the

PAR, 10In some embodimemtéoriins oethie PSR Be Bhetesied. BirtHacsseafity module 204
based on the typeg, af-healthAnformation that a patient may consider sensitive. For example, a patient

may elect to allow the designed physician to haye, full access to their various illness/condition 'list;
, Y various linessieo
Itt

while restrictilg access to selecta 0EEASEE S e a8 48k fafly transmitted diseases or psychological

disorders. If a portiomiofithie PR e ptesitoiemiaranithamaybeedusivered sehsiive: e security
module 204 may consjder that area, ot the,BHIR tabeaproieeted datasclass hgr @xapele, information

(=

in a PER related to reproductive h,eafth, mental health, HIV, ﬁkenetip testing; aQortpq, sexually
transmitted diseaste PaRoREIAbL S, By Ybte yRDBS  RomtPICEpaVETSEUES ABUSE or neglect,
sexual assault andéereiher sensitive29healiteissues nay hepeondideted protested data classes.

Embodiments.are contemplated in which a:predefined list.of sensitve healifLissues gopid. be
considered p%?ecfé‘?ﬁ%%é%%’é%&%@?%f %Soﬁr%rae{ ﬁ g‘i}}ould. ge appreciated. that additional data classes
could be added andfictetetsrt frowiidiélist of protected. data classes. in some embodiments, the

correlation of payer claims data, ang/erhealth-telated datainte SNOMED nodes,assdestribed herein,
may be used to Caés%géeg gﬁ%s%%t&prllmgor example, as shown in the illustrative embodiment in '
Figure 8, the user mizy be allowed to select from a hist of possible reasons for

20 overriding the restriction and/or manually enter a reason. This reason, along with
other information regarding the override, may be stored by the security module 204,
as described herein with respect to anditing of the PHR.

The security module 204 may create an audii trail regarding access 10 2
patient’s PHR. For example, the andil may iclude when permission was granted,

25 who was granted permission, who recorded the granting of the permission and what
permissions were granted. In some embodiments, the seourity medule 204 may audit
whenever 2 user accesses a patient’s PHR. For example, the andit may mclude when
a patient’s PHR is accessed, who accessad a patient’s PHR and what portions of the
PHR. wers accessed. In some embodiments, fhe audit and permission data may be

30 stored in fhe security database 206 and/or in the PHR database and/oz other storage
location.

Figure 9 shows an example sudit report based on information gathered

by the security module 204, In this exampie report, the user “Doctor Alibstter” has



protected classes for restricting access to the PER. For example-, each SNOMED code related to HIV
could be associated with the }MT protected class. Embodiments are also contemplated in which
the security module 204 may restrict access based on functional areas of a RIM. By way of example,
function 30 areas eta PER may include summary, health. risk assessment, health calendar, medical
history, medication profile, visit summary, health event record, illness and conditions, my plan for
health, account summary, benefits and eligibility; change PCP, claims, member information, referrals
and authorizations, permissions. -26- Thetsecurity module 204-may allow a patient to select
entities that may access protected. data cla ‘ses“and/c‘)r,frligctii%a[ areas of hks/l}]er. PRIE-._Embodiments
are contemplatedtFHfiched Pttt e CORSEMt WhcR WETHESTavert BIEetohic retrieval of
his/her PHR. in someeribedimentsyd patichtirayPiésitict Saccessrtacertdin protectedidata classes
and/or functional areas. Jt:should be. anpreciated that there cquld;be. g yaristy.ofeasons for a patient

to restrict access to protected data cl'asses’ar!d/or functional areas. For example, a patient may not
want clinician spéefbiraestoeesmBiaten Ol e At 16 fER %éci%&%%@%&%nt a spouse (or
other family mempes):te Mew medication: informmation fin seme 1t Oienbadiments;the security module
204 may provide an error message | ess tq a.restricted area is attempted, i).seme cases; the
protected data clgg’gzst%r%c ‘ésrs?g ﬁéﬁg%ﬁé‘r%%% that %%\7&%%3%0‘%3%%I.S)eagqr%ggfﬁ!gfﬁ%is%layed, which
would prevent arcentity beirtherabtriceekfior realiviny HsEracEstiteitl ISTRIEE. WESHouse of a
patient reviewed hisiher BIR dor.expmpler ihe protasted data.classessfrom whiehdte i 5spouse was
restricted. may not be visible to the spouse; accordingly, the spouse would not know that a restriction

to accessing the PHIEL RS R BREE Ficure, 6 shows an example interface that allows a access to
portions of his/her FUR. In thisrexampla)dhiepaticnt HES. splectedacoessiighisaféita health care

provider called "Dggtor Alibetient-As:shaun, dhe patisatbas 20rveked Roctor Allpsiters access to all

protected/ data classes, except information related to mental health. In addition, the patient has
revoked Dr. Allbetiesa ctedaigsiinntiiaruaraged m the PER daiapase 200 for a single patient

or across muliiple patients. For example, the data analysis module 212 could perform
population studies across many healtheare events, such as condition, progress of

15 condition, fmpact of co-morbidites on the undertytng condition, procedures and
medications. Due to the phoality of PHRs in the PHR database 200, the dala analysis
module could analyze data relafing to a large number of patients. The data analysis
module 212 could provide an outcomes measurement.  For example, the data analysis
module 212 could identify the medications that were the most successful in

20 controlling diabetes. By way of another example, the data analysis modiile 212 could
corapare the resuits of surgery versus medical treatment. By way of another example,
the data analysis module 212 could analyze surveys in the PHR database 200
regarding the effectiveness of treatments, drugs, eic. '

in embodiments in which SNOMED encoding is used, as described

o
h

herein, the data anatysis module 212 could use SNOMED codes as a mechanism 1o tie
events together, to identify patterns or relationships. For example, the use of
SWNOMED codes in the PHR datgbase 200 aids in oufcomes measurements because
healthcare events, such as conditions, procednres, medications, and swrvey
information, could be fied 1o related SNOMED codes. By way of example, survey

3¢ results covering the effsctivensss of chiropractic care for back pain counld be
measured, as well as the effectiveness of wellness programs. The use of an MPI
could also aid in data analysis. For example, the use of an MPT ensures that all

_ episodes of care, as well as sach clinical event from the various data sources, are



In some embodiments, default access rights to a PER may be established. For example, a payor may
define default access rights for each of its 25 members. Embodiments are contemplated in which the
default access lights could be based on various factors, such as relationship, gender, age and location
of the patient. In this manner, a reasonable level of access rights based on the patient could be
established, evert before the patient customizes the access tights as discussed. above, Embodiments
are contemplated in which the security module 204 may 30include role-based security. In such
embodiments, the users may be assigned a. rolg;to define the portions of the -Ws to which the user
has access. This eliminates the need to establish security access levels separately for each user. For
example, each relgjmay inthgecarsedurity profiletdefied by:thetofgarizativn: tiatdheedata that would
_77_be accessed, By way, of another example sheath plan; data. may:be protectad by dhe role that the

health plan defines for the user, while the hospital data'may be protected. by a role that the hospital
has defined.  tadiHcsehiETarABREIMENS SR BRE Rk PO 988340 HEIE R T8&Eit-ion to be
overridden in certaipsgireimsiancescherexamipethisumay diowanphysicianioriémsi=a restricted
ortion of a PER for.e ency. care. By allowing some., ricti t Nert] Jin:certain
Eircu mstances, S Bk Ta%cge‘?%?é\?ig%lfln@oen%oé?ﬁ'ir'lsm i%a't{ﬁzelt%%%%i%ﬁg %%é%%%r%ﬁ%%%ﬁ%%g}?e where PER
data is required duesthibmistiteshiteipatisntcdors BB A Eiguds 7 SorexaniPré?d user may be
presented with a window shawing that.permissionbas netibeengrantedslidhe pertion:of the PIM for
which access is sought, but that the restriction. may he ov%r%rlidden. In this example, the word "here" in

g I % i I -
the window is a BYHerfRERSERIOWSTHETHLET 15D Varriaé é%"é%ﬁ%i?gﬁ%f?ﬁsﬁﬁaﬁj%ﬁé' appreciated that
Figure 7 is provided for purposesvof:kexdmpies;, Hut THat numerblis differehttypBisohaser interfaces
could be used to allow & restiction 1006 o¥aEriddens, ve conlik8eme emhadiments, e user may be

required to provide a reason for overriding a restriction. For example, as shown | r'gr%emillustrative
embodiment in FigaFesalufie ¢ i0emibam & e sl ibnatrts SelectiroH ISEbF58EsHe Teasons for

fltering module 218 may filter the patient data to provide sither a higher level view or

z lower level view of data in a PHR, For exammple, consider data n a PHR relaisd to
an optic condition, If the filtermg module 218 were configured to provide 2 higher
15 level view, the optic condition may be described merely as “‘an optic condition” If
the filtering module 218 were configured to provide a lower level view, the optic
condition may be described as 2 “staphylococcal eve infection.”
In some embodimerns, the filtering module 218 may be corfigured to
traverse up and down the SNOMED hierarchy to adjust the resolution: of data that is
20 viewed by the user. For example, if the fltering module 218 were configured for the
Jowest level view, the user may view a description associated with the SNOMED
code. Ifthe filtering module 218 were configured for a higher level view, the user
may view a description associated with a more generaiized code related o the

SNOMED code stored in the patiert’s PHR. For example, if the filtering module 218

]
h

were configured for a high level view, and the SNOMED concept velated fo the
SNOMED cods in the PHIR were “kidney dissase,” the user may view the more
generalized SNOMED concept described as “disorder of the urinary systers.”

In some embodiments, the fAlering modnle 218 may be configured o
filter patient data based on the type of user accessing the information. For example,
30 the filtering moodule 218 may flter patient data mmrelated to the specialty of the
physician accessing the PHR database 200, In such an embodiment, physicians may
be associated with a specialty code, such as an X 12 code, based on the specialty of the

physician, A cross-reference table (or other lookup function) may be provided to



20overriding the restitution and/or manually enter a reason. This reason; along with. other information
regarding the override, may be stored by the security module 204, as described herein with respect to
auditing of the PEW. The security module 204 may create an audit trail regarding access to a
patient's PER. For example; the audit may include when permission was granted; 25 who was granted
permission, who recorded the granting of the permission and what permissions were granted. hi some
embodiments, the security module 204 may audit whenever a user accesses a patient's PHR. For
example, the audit may include when a patient's®LM is accessed, who accessed a patient's PIM and
what portions of the PER were accessed. In some embodiments, the audit and permission data may
be 30stored in th&saeiiitelatapas e DOb Ehdretantre pimalBatabrsey andior stherstoraye location.
-28- accessed thgREIR-6fadate:: salled, Aum.Saithi-eniournecasians-Eachsthathgctor Allbetter
accessed ADD Smith's PHR, the aUdi{é{? rt notes the date and time that the PUP, was accessed. For

1e date and time that the .
information in thé PETEYS KifiiEh Biée b HAE ACCELETHRE SV SOR HEludes a
"permission typefreohimn Ghdracotomrwiththeaeasonfohatgessingthid PHRclrethis example, the
first time Dogtor Allberier aceessed ihe BER.he/she bad.consent in.ageegs fhat portion of the Pia. In

other three occasions, Doctor Allbetter overrode the pe,_fissions to access a functional area (shown
as "FA") and a protected data EIASS TERBWTT S BTE S8 [EiNERgarty SR TR ToHE embodiments,
the PEW system:102imaysintde adatd enalysis mhodile 272 Shedataanalysissmedule 21.2 could

be configured to@&%}g%g% smalé,r&@t‘j&)@n%i&%;ns contain%%(j;n the. PER database 200 for a

. R . 9 i ?‘; TGLVITIOU SCIIPTIONS CHI Oibﬁ (ﬂ“
single patient or across multiple patients. For example, the data analysis module 212 could. perform

population studi€&scrasEmany KEalthehfeseientes stphBoRdmcH progress efvtsisndition, impact
of co-morbiditieseiihe-drderiying eonditionplasedunes angring module 218 may display the

synonym that is best suited to the type of user accessing the PHR. Embodiments mve

contemplated in which certain descriptions may use medical terminology while

another descriptions may use layman's terms. For exampie, & patient accessing

1

his/her PHR may view an enfry as “Heart Attack™ while a healthcare provider

o
L¥ 4}

accessing the sare entry may view “myocardial infarction.” This allows patients to
view the PHR using consumer fiendly terms whereas health care providers, such as
vhysicians and nurses, can view detalled medical terms.

Figure 10 is a dlagram showing acts that may be performed by the
PHR System 102. Iz some embodiments, the PHR system 102 may acoess or be
20 provided with payor claims data 220. In some embodirents, the payor claims data
220 could be comprebensively coded using the SNOMED codes. Using the payor
claims data 220, the PHR eystem 102 may determine, for a sefected individnal and
PR, the diagnosis code associated with a particular claim. For example, the ICD 9

(“International Classification of Diseases, 9th Revision™) code may be determined.

]
L

This operation 1s represented by process block 1004, Following this step, the PHR
system 102 may refrieve the SNOMED cods assaciated with the diagnosis cods. This
operation is represented by process block 1004,

Next, as illustrated by process bloek 1608, a bealth issue record
associated with the SNOMED code may be retrieved. The PHR system 102 may then
30 determine, In decision operation 1010, whether the subject information is abready
described in an existing user record. If so, the PHR system 102 updaies the data, as
shown in operation 1012, I ﬁotﬁ the PHR system 102 adds this information to the

user’s PHRE, as illustrated by process block 1014, Ifnot, the PHR system 102



medications. Due to the plurality of PHIRs in the FAR database: 200, the data analysis module could
analyze data relating to a large number of patients. The data analysis module 212 could provide an
outcomes measurement. For example, the data analysis module 212 could identify the medications
that were the most successful in 20connolling diabetes. By way of another example, the data analysis
module 212 could compare the results of surgery versus medical treatment. By way of another
example, the data analysis module 212 could analyze surveys in the 131-11R database 200 regarding
the effectiveness of treatments, drugs, etc. -31in embodiments in which SNOMED encoding Is
used, as described herein, the data analysis madule 212 ¢quld use SNO1VIED codes as a mechanism
to tie events tog&tREFEES Ti‘&%?fﬁffﬁ%‘i?é‘?r@%ﬁ%é%%ﬁ%@?@ F&Xample, the use of SNOIVIED codes in
the PEW database 200 aids in etfitemes:méasyiaments decausethredithcare@eeitsiBlch as
conditions, proceduyes, megigations, and suneyplarmation conld e, Uacigurlaipd SNOMED codes.

By way of example, survey 30results covering the effectiveness aof chiropractic care for back pain
could be measurbamieloBil axoie ERBCHEHESE b HEHRESEHIBFaRS OTHE G845t 21 NTH could also
aid in data apalysis.dzeresamplss) thesusesefaniMPlensuesithat altepisndestefcaresas well as each
clinical event from, e variQus ala sources, ate, 28 seleeled and aperopralely siored with the
correct patient, BY co‘ffie%ltlng all refevant healthcare information for a patient, data’analysis is greatly
enhanced as compareddbotraditivhalcappioathagiomaseiserineites e ailmEietompare data from
different events thatbmay, have.come fem differaniksauces kerexamplertherdaeranalysis module
212 could determine how many patients that on takin%a - Tarti(‘églya)r re%is%ra%h%nugﬁ% n%equently
treated for a partitiiF LonditionTor EXEpE" B WAy 6f ahother exampie, the data analysis module
212 could artalyZefiwoiany: patigatsgrathaleshddd gRventsur dicaliprocetarehad been given a
foll.ow-up laborajary procedure., in.some, esibodimentsthad URs system:H02 mayiackude a filtering 10
module 21E. The f||ter|ng{‘modiule 218 may be configured to change modes to vary the resolution of
data that is view&dHby2a tiegraBY *YeLotition H K Meant that the filtering module 218 may filter the
patient data to provide either & highemeuéiview e @itvartevdiziewofdataiimaERR. For example,
consider data in PR _telaled o,an opis eondian e ierng medul 218, wesp configured to

provide a. higherpfg‘l)tlai\i}quew, the ‘optic condition may be describec r'nere@ly as "an optic condition” If

the filtering, imodafecesindié GSrHfBErap 16 prROVIERCE ToRRIFIvarsidw NHE 6ptREieEdiEish may be

described as a "staphylosassaheyednfestiontimbe: folfsnmneeneodinernisihefittering module 218

may be configured [0 NEvera&uR,ang Aow S SRQINED hisaehyI0. aflusL g esolytion of data
decision operation 1030, whether the user has this medication or prescription as an

existing enfry associated with this provider. If yes, refill mformation is updated, as

b2
<2

indicated by process block 1032, as necessary, If no, the PHR system 102 recognizes
this information as being new information and adds it fo the medication profils m the
PHR of the subject user, as indicated by processer block 1034

In some embodiments, the PHR system 102 way be configured to

popuiate and/or update a PHR using health-related data 222 from an enfity (e.g., payor

o
L

or lehoratory organization) other than payor claims data 226, Proceas block 1038
represents the operation of determining flxe lab order and/or result code from the
health related data 222, As {Hustrated by process block 1044, the PHR system 102
may retrieve the SNOMED code(s) assoczated with the code{s). Foliowing this step, a
health action record associated with the subiect SNOMED cods(s) may be retrisved,
30 asiflustrated by process block 1042, The PHR system 102 may then determine, 1o
decision operation 1022, whether the user has this health action as an existing enwry.

If so, the PHR system 102 updates the data in process block 1024, Ifnot, the PHR

systemn 102 adds this informarion to the user’s PHR, as illusirated by process block



20 viewed by the user. For example, if the filtering module, 218 were configured for the lowest level
view, the user may view a description associated with the SNOWED code. If the filtering module 218
were configured for a higher level view, the user may view a description associated with a more
generalized code related to the SNOIMED code stored in the patient's ?FIR. For example, if the
filtering module 21.8 were configured for a high level view, and the SNOMED concept related to the
SNONTED code in the PEER were "kidney disease," the user may view the more generalized
SNOMED concept described as "disorder of thezzwinary system." in some embodiments, the
filtering module 218 may be configured to filter patient data based on the type of user accessing the
information. Fori 8xamipker80thédilteans fioaurir T8 Y fiter PRBERT ¢ata SRR to the specialty
of the physicianagcessing.the PER datakase:200140 osughanicembadimentphysiciansimay be

Associated with a specialty code, such as.an X12 code, based on the. spec the physician. A
cross-reference%@l&‘f@PSW?%SS&%@L?%?%%W%V%% provi 3%{)? %p%e? %Jn&ﬁg}t]h(g relevant
IONIED codes hasedomnsithetspeviaity todd/oMED pity skt hcBebeing the PRESHCIEEA. hi. this
manner, the, physician ydll nathg gvedrasesitbvehnninouspatienkdata sl be presented with
patient data relevant to bisirier speciglt . Of course, the ph%sician ma ingtrge%.ltchedgclggring module 218
to reveal. SaddifFalsatieht hEs tHatr May HoTHE S¥66eMIR Wih Hidher specialty.

Embodiments ate-coentempraied inudsich various, syntmjsnmiyi el dssotiatesioniisegach medical

concept in the P, For example, each RER inMeRER datahass 200 may include synonyms or
synonymous descriptions tor one or more entries in the PI-IR that describe the same medical concept,

such as a condition, 10procetiaressetecusiie VarARY EHAMEIOGY “FHE HiRARE hi8u 218 may

display the ;synopym-thakis-hest switedrarthe typerofusenaceessing theiRERiEmbodiments are

contemplated in, whichr%ﬂzlrtaindgse s¢ip 29%@%%%%&%%@%%&\%%E%%Q&?%m@%@mer descriptions
ing his/her PH

r.n. ay use Iaymgﬁﬁg‘?%? *ESF example, a patient accessing her PHR may view an catty as "Heart
Attack" while a healthcaséoprpridernd 5lartadBimgHToRame CMi tedf #i8v fytardial infarction.”

This allows patients io-Mew.the:RE R 481G coRsUmeritiandhy:termsyhsreasnnendibeane providers,
such as physicians and nurses, can view detailed rﬁeg'ﬁl terms. F'bgure 10 is a_ i%gg&rg showing acts
e :

that may be perfofed By e BRI SPiE 165" IR some e Bdithehte the PER systém 102 may

access or g health issue or action into the user’s PHR, as ilinstrated by process block 1046,
Similarty, a health cave provider {or other entity) may euter
information mito the PHR of a selected user, as indicated by process block 1048. This
information is also preferably entered via an interface like the comect™ software.
Foliowing entry, a hsalth issue or action is inserfed into the vrovidar’s PHE, as
20 iliustraied by process operation 1050
Following entry of all hsaﬂth issues or actions by the PHR system 102,
28 discnssed above, the subject issues and actions are stored and fracked in the PHE
database 700, One such data hase is provided as part of the connect™ application

referenced above, An appHeation-specific identifier may be assigned to each member

-2
n

by the commect™ software.

Process block 1052 illusirates the processing of an access request by 2
member or user {L.e.. one of the individuals for whom a PHR is stored and matmtained
by the PHR system). A properiy logged on and identified user can access the
snformation stored in 2 PHR stored in PHR database 200. As discussed herein, the
30  PHR system 102 may verify permission of the user as to the requested partion of the
PHR, as mdicated by process block 1054 amd the security database 208, The subject
information can be displayed in a variety of formats and using 2 varicty of display

technologies, as iilustrated by block 1056,



20 provided with payor claims data 220. In some embodiments, the payor claims data 220 could be
comprehensively coded using the SNOW= codes. Using the payor claims data 220, the PER system
1.02 may determine, for a selected individual and PER, the diatmosis code associated with a particular
claim. For example, the ICD 9 ("International Classification of Diseases, 9th Revision") code may be
determined. This operation is represented by process block 1004. Following this step, the PEIiTt
system 102 may retrievA. the SNONED code associated with the diagnosis code. This operation is
represented by process block 1006. Next2s illustrated by process block 1008, a health issue
record associated with the SNOMED code may be retrieved, The PER system 102 may then
30determine, in decision operatisHabTH FHFEHEITRESUBRCE Wﬁg?FﬁShq%ﬂng A& 8Escribed in an
existing user receeghidhzonthePhR-systen 402 updatesithe dat&ragoshoivrinoperation 1012. Lf not,
the PER system 1072405 (s nfoumarionde.he.usels RER.as llustialed bi:prggess block 1014

If
not, the PER system - populates the user's record with the identified health issue, In
addition to .handliagiecbioss evdasdidisahcas TeD g Botes thePPER &t MaY also determine
procedure cogles sughas:CPTiGuneatRosedualTerminclagy ) codes;Hrem. each unique claim
present in the payor claims data 220. ri(Process Block 1016). As illustrated by process block 1018, the
PER system 102 may retrieve the SNOME'D code a.ssociated with the subject procedure coded (e.g.,
CPT code). Following this step, a health action record associated with the subject SNO1VMD code
may be retrieved, as illustrated by process block 1020. The PER system 1.02 may then, determine., in
decision operation 1022, whether the user has this 10health action as an existing entry. If so, the PER
system 102 updates the data in process block 1024. If not, the PHR system 102 adds this information
to the user's as illustrated by process block 1026. In some embodiments, the PER system 102
may be configured. to populate a PER with prescription related information in the payor claims data
220. 15 Process block 1028 represents the operation of determining the NOC ("National Drug Code")
number and. prescription number for medications identified in the payor claims data After this
inframation is identified, the PER system 102 determines, in decision operation 1030, whether the user
has this medication or prescription as an existing entry associated with this provider IS yes, refill
Mimiatiort is updated, as 20 indicated by process block 1032, as necessary. If no, the PER system 102
recognizes this information as being new infOimation and adds it to the medication profile in the PE FR
of the subject user, as indicated by processor block 1034.



In some embodiments, the PHR system 102 may be configured to populate and/or update a PER
using healtlimelated data 222 from an entity (e.g., pavor or laboratory organization) other than payor
-claims data 220. Process block 1038 represents the operation of determining the lab order andthr
result code from the health related data 222. As illustrated by process block 1040, the PER system
102 may retrieve the SNOMED code(s) associated with the code(s). Following this step, a health
action record associated with the subject SNO1VIEB“ode(s) may be retrieved, 30 as illustrated by
process block 1042. The PER system 102 may then determine, in decision operation 1022, whether
the user has this healiisaction as an existing entry. If so, the PER system 102 updates the data in
process block 1024. If not, the PER system 102 adds this infaunation to the user's PER, as illustrated
by process block -33.- 1026. In some embodiments, the data from which the SNOMED code is
derived (e.g., 1CD 9 code! CPH 888" SRS e P SIS Artidr FedlIEsde Wrectly entered data)
may be captured foedditimgprirp esessas! tivs ivould providesary expldanationtof teesinformation from
which the SNOWD was derived; dhsihauld Reappreciated-thatiafpsmation,athes thesma SNOMED

code, could be detjyed from fhe data. ecrived;fapyihg RER system 102 Far.qxample, the location,

type of service, service dates, servicing provider, requesting provided, could also be derived from the
e rdiEioe o P

payor ¢ data and/dF REAIRT Fef&tda AR rd i tREPERCEERATHED BIGEEEE biock 1044
represents an opefi@iibh RRerehHY et sericanreritae FOMToRmaRIoN, HtGERIS 8 MERITPER. This
information is preferallyreaterechvidtaninte tfacethat ghiesdheuserthwugh thesaddition of health
record. entries in syeh-amannekastorcapiiyg . and classify the appropriate SNOMFD code, such as
the connecfrm application maE e.tetd Ryeg,g&%% Isri{ nee ﬁ% &Q% ﬁiﬁ%ﬁ%ﬂ%@%i%aaﬁo% Fn%“owing the entry of
this information by the user, tbe 3”%.. sys%em 62 inserts a corresponding health issue or action into

the user's PER, a$'fi&ieste by provesssintk e a6 wherendiigitdfije SMERHCEETe provider (or other
entity) may enter ibfbresationfHfbsiieRER! dfcahselbcted nsddsasiindiebteehiyepiidGess block 1048. This
information i.s alseyerefesably-antered via an interface like the eonnectTM software. Following entry, a

health issue Or action is insergg)drégég;gge?ay&vgg%'gdg&%t@@ ?ggg@rﬁgg% Ipé/cgrrgoaggé%operation 1050.

Following enty of all, health issues or actions by the PER system 102, as discussed above, the subject

issues and actionS A&’ TSP IIF FRA I the B M REANR WG BB S uch data base is provided
as part of the connectTM appli€aris #etereieced BISoYe AR & SRERIDIF SREEHIEidéntifier may be
assigied to each niembercoyhttiepecinnet il isofivearies data is dArocess ddackk@52dlststrates the

procedssing of an aggs?ﬁg%ggg@bp%@' @@Qg%‘é&%@ﬁé‘f@c{%&m%&&wﬁg ig\(g'g;i(?g%@t% whom a PERhis
stored and maintain the PER system). A pro ogged on and identifi Iser can access the
nformation stored H R LS e R D S L R R o seem
102 may verify peffif§siBiFof the user as to the requested portion of the PER, as indicated by process
block 1054 and the security détatrrsésPac:t TiePsihjuticinformation cmybéetisidayedtin a variety of

formats and usingic:statietynatdisplayitechnolagiescas;illustrated by block 1056.

{f) creating at the PHR system server & personalfindividual health
record of the patient by storing one or more entries into the personal/individual health
record based on the encounter datz and associaling the universal haalth cars
concapt code with each entry;

(@) organizing at the PHR system server the personalfindividual health
record by grouping together entries in the personal/individual health record as related
based on the universal health care concept code assaciated with the entries;

(h} subsequent o steps (a), (b), (¢). {d), (&), and (), establishing a
sommunication tink between the personal heaith record system and the patisrt,
wharein said personalfindividual heaith record is viewabie by sald patient via the
semmunication link; and

{ subsequent to steps (&), (b}, (c}, (), (e}, and (0, supplemsnting the
parsonal/individual health record with health-related data regarding the patient from

cne or more of the health care providers;



-33- Althou.gli. the present disclosure has been described with reference to particular means,
materials and embodiments, from the foregoing description, one skilled in the art, can easily ascertain
the essential characteristics of the. invention and various changes and modifications may be made to
adapt the various uses and 5characteristics without departing from the spirit and scope of the
invention. -3.4- CLAIMS: 1A method for generating & personal/individual health record, said method
comprising a personal health record system server performlng the steps: (a) enrolling a
patient in a health plan of a payor, wherein the patient undergoes encounters with a plurality of health
care providers regarding a hediffireetararlisgsiesebihnyaticrtcavhérdin thedieaibeare providers
request payment facatitasi-ai perionbiifie.eosifor theencauaiersirem the-payer,swberein the health
care providers subitheaiihrelatedi %gr@etmgfh@g@crp,«a@%tsg%@ﬁf%@y%&%m%ﬂy cost of

encounters with th% b@) qltla establlshln a commun ca]t on, I|nk b éween a personal
P shathe s fetons

health record ("PH an payor, w rein Sam eﬁ%“%%m”?ﬁ‘ﬁmca. i bétween the PHR
system and the he‘ﬁ}f’rﬁéa’l‘%‘fﬁ%\?ﬁé@%ﬁﬁk‘l’f@?\%éﬁdtﬁ% @Fﬂﬁs%?@h?féﬁéaﬁi@%ﬁﬁe?ﬁ?w (c)
receiving payor claims«datasmsithespersenabhheslthdecordisystent semer inggarding the patient from the
payor via the commuiealitalsl neaith recodd)BRINZIRGALE; Pé?!alﬁﬁé’%@f@y%%%@@&d payor claims

data to determine which poylion.oLomi VY Sl s eiipanley data camprising at least one of

a diagnosis, a treatment, a medication, a procedure of said pat |en a hist or of office visits with one or
more of the healthr%%‘r‘%g‘}ﬁdo?ﬁﬁéf%‘”&ﬁ%@ﬂ?&ﬁgr?%f%ﬂﬁ%ré%@ﬁg wherein Sa‘d(aﬁr%ﬁéfﬁ‘ﬁ% at the PHR
system server saidsepECWRAT divsinterat ledist vise raniveisakhealthicdre concept code; )
creating at the PHR:systemisere hepersanal indivduatdealth record afdheipatientsby storing one or
more entries into thepersgnal/individual health record based on the encounter data and associating
the universal health care conc.eRt code WLth each ntri}/ " d or gnlzmg at the PHR system
server the personal/ |nd|V|duaItﬁea[tﬁgme%d"rrégt?m LPp 3 oﬁ% er en e R BeYSSRal/individual
health record as r@%%@ﬁ%é%%ﬁ%?ﬁtﬁéﬁﬁﬁ%ﬁﬁ%%ﬂ?%@%@ﬁ&éﬁ Eé%f‘é‘ﬁ%@o‘ﬁ%’té%f with the entries;
(h) subsequent to stepss(a)intody ol d)xofe)ndinali(l gstalblishingeneamniunication link between the
personal health regexd sygteonanddhe patient,wharein.saidpersonal/individual health record is

viewable by said patient Vﬁ"“%ﬁ? n‘?&ﬂ&'&‘&%%ﬂﬁ"?%@ﬁeﬁggd access list is modifisd responsive to

said palient selecting from a predetermined Hst of possible resiricfed arsas via the
fnfemet.



(i) subsequent to steps (a), (b), (c), (d), (e), and (O, supplementing the personal/individual health
record with health-related data regarding the patient from one or more of the health care providers;
-35- further comprising establishing an access list for a user capable of accessing said
personal/individual health record and adjusting said access list based on selections received by the
personal health record system from said patient via the Internet, wherein said access list categorizes
said personal/individual health record into a restricted set of data elements and an accessible set of
data elements based on the universal health care concept code associated with entries in the
personal/individual health record, wherein the persondishealth record system denies access to the user
requesting an entry in the personal/individual health record if the requested entry is in the restricted set
of entries, and wherein sgiepersonahhealih(eeord Sysiam allowsaqeess:ia thewsar seguesting an
entry in the personal/individual health record if the requested entry is in the accessible set of entries;
and further comprising providing limite ! %%rsonal/individual health record
based on a positive identification of a user as a health care provider and preparing an audit record
indicative of eachdata element in the perggnalingividual healt-reeorg that said user accesses,

2. The method of claim 1, wherein said access list is modified responsive to said patient selecting from
a predetermined list of possible restricted areas via the Internet. METHOD AND SYSTEM FOR
GENERATING INDIVIDUAL ELECTR@NICWMBER GALdR ECORD:AB STRAGEQE FHE DISCLOSURE
A system (102) and rf@&gﬂ%%ﬂm@m andfer ypgating.a personalindividual healthe gecord. Inputs

of data to the system (102) may come from diverse sources including, but not limited to, patient
questionnaires, insurdhtE e SHEAR I8 Bt M A S ELTY, WEESRAN SIRCS A other
institutional providers camgaindividual physiciaissand. physicianshoffices:tkigiitational

providers, and individual physicians and physicians’ offices.

Fig. 2



