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400

obtaining a plurality of enorypted transaction amounts associated
with transactions among a plurality of accounts, wherem:
each of the encrypted transaction amounts 1s associated with one
of the accounts that sends or receives one of the transaction
amounts, and the encryption of each of the transaction amounts at
least conceals whether the one account sends or recerves the one
of the transaction amounts

obtamning a plurality of range proofs respectively for the accounts
mvolved in the transactions, the range proofs at least indicating
that each of the accounts that sends the transaction amounts has
sufficient asset

generating a sum proof based on the obtained encrvpted
transaction amounts, the sum proot at least mdicating that the
{ransachon amounts are balanced

obtaimng a plurality of signatures respectively from the accounts
404

ransmuttng the encrypted transaction amounts and the sum proof
to one or more nodes on a blockcham network for the nodes to
verify the transactions
405

FIG. 4
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Recerve encrypted transactions
associated with a plurality of accounts.
a range proof for each of the
transactions, a sum proof on the
transactions, and a signature from each
of the plurality of accounts

l

Validate the encrypted wransactions, the
range proot for each of the transactions,
the sum proof on the transactions, and
the signature on the transactions

Implement the transactions based on the
validation by updating a balance of the
each of the phurality of accounts
306

FIG. 5
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Signatures valid?
602

Range proofs valud?
' 606

No

Reject the transactions
604

Sum proot vahid?

Yes

Update a balance of the each account
based on the transacuon amount
G610

FIG. 6
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