
*159159* EMBEDDED OPERATING SYSTEM OF SMART CARD AND
THE METHOD FOR PROCESSING THE TASK  Technical Field
The present invention relates to the embedment
technology, and more specifically,  to embedded
operating system of smart card and the method for
processing the task.  Background Along with the
constant progress of Science and Technology, the
applications of  smart card already became an
essential part in people's life. Many applications,
from  the building entrance guard to the mobile
telephone, from the public traffic card to the  campus
card, from the EMV bank card to the electronical
identification, are closely  linked to the smart card.
With the popularity of the applications of the smart
card, the  functions of the smart card are required to
be more and more diverse, which means  the hardware
technique should be improved continually and quickly.
For example, the  number of bits of the CPU is changed
from the initial 8 to the widely used 16, and
gradually being changed to 32; for the storage
capacity, from the initial tens of bytes,  to the tens
of thousand, hundreds of thousand, and even to Million
; for the type of  memories, from the initial ROM, RAM
and EEPROM to the current NOR FLASH,  and then to the
new generation of technique combining NOR FLASH and
NAND  FLASH; for the transmission interface, from the
single interface IS07816 to the high  speed interface
combining MMC or USB for several channels. Although
the hardware process has been improved quickly, the
structure of the  chip operating system of the smart
card has no bigger change. Figure 1 shows the
framework of the software and hardware of the present
smart card, from which we  can see that the framework
of the software and hardware of the present smart card
consists of the hardware platform, the self-defined
Card Operating System (COS) and  the application of
the smart card, wherein, the COS and the application
work as one  body in most conditions with no evident
bound between them. In this structure, since  the COS
is developed for a special hardware platform, it
should be correspondingly 1
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modified when the hardware platform changes. Figure 2
is the schematic diagram of  the operating system of
the present smart card, from which we can see that the
operating system is generally a relatively simple
foreground/background system or  super-loop system
which is an infinite loop, and in the loop,
corresponding functions  are called to perform the
corresponding operations, for example, the interrupt
service  routine for asynchronous event, and the
critical operation with strong time relativity is
guaranteed by the interrupt service. Since the
information offered by the interrupt  service can only
be processed until the background routine reaches this
information.  This system is poorer than it
practically is on terms of the betimes of the system
processing the information. The response time in the
worst case depends on the  processing time of the
whole loop. Since the time is not constant, the
precise time that  the routine passes a special part
can not be decided. Moreover, if the routine is
modified, the time sequence of the loop can be
affected. In addition, because of the super-loop
structure of the conventional COS, it is  complicated
for the system to manage several different
applications at the same time,  thus one card with the
conventional structure is only for one application,
which means  the COS is generally responsible for one
application. Therefore the application and  the COS
are developed together at most cases and there is no
evident bound between  them. With a diversity of
hardware platforms at the bottom layer of the smart
card, the  framework of the software and hardware of
the traditional smart card can not meet the  needs,
and a new COS capable of processing large capacity,
several channels and  several applications with harder
real-time is desired. Content of the Invention The
present invention resolves the technical problem that
one smart card  corresponds to only one application
and one hardware platform in the prior art by
offering a Chip Operating System (COS) of the smart
card and the method thereof for  processing the tasks.
In order to achieve this object: 2 The present
invention offers an embedded operating system of smart
card to  



manage and control creating tasks on the hardware
platform which exchange  information with outside, the
system includes the initialization unit, the real-time
kernel unit and the task unit, the hardware platform
is connected with the initialization  unit, the
real-time kernel unit and the task unit, and the
real-time kernel unit includes  the task
initialization unit, task control unit and the task
scheduling unit; wherein The initialization unit is
used to initialize the hardware platform and the
real-time  kernel unit; The task initialization unit
is used to create and initialize the tasks in the task
unit;  The task control unit is used to check the
tasks in the task unit and start up the task
scheduling unit according to the rules set by the
system; The task scheduling unit is used to schedule
the tasks in the task unit to be  executed under the
control of the task control unit; The task unit
includes at least one task created by the task
initialization unit.  The real-time kernel unit also
includes: The task control unit, used to control the
synchronization and communication  between the tasks
in the task unit according to the condition of the
task execution,  create the synchronization or mutual
exclusion mechanism, and also start up the  operation
of the task scheduling unit. The real-time kernel unit
also includes: The task re-scheduling and switching
unit, used to re-schedule and switch the  tasks
according to the signal starting in the task control
unit. The hardware platform has at least one first
data transmission channel. The hardware platform also
includes one or more second data transmission
channels. The first data transmission channels are
IS07816; the second channels are MMC  or USB data
transmission channels. A method for processing the
tasks in the embedded operating system of the smart
card includes the following steps: A. initializing the
system; 3 B. creating at least one task according to
the function set by the system; 



C. scheduling the pre-execution task according to the
priority of the system; D: executing the task and
returning the executing result through a data
transmission channel. Between step B and step C, there
is: B 1: creating the synchronization or mutual
exclusion mechanism. The synchronization or mutual
exclusion mechanism is semaphore, event flag,  message
mailbox, or/and the message queue. In step B, the
tasks are created by applying API function.  The way
of scheduling the tasks in step C is: The one with the
highest priority in several tasks starts up to be
executed; The tasks with the same priority are
successively executed according to the time  flake
cycle scheduling. Between step C and step D, there is:
Cl, the task re-scheduling and switching step, is
started up in any one of the  following cases: a. when
a new reached external event exits from the interrupt
service routine;  b. when a task scheduling delay
routine is hanged up by itself; c. when a task is
waiting for a special semaphore to be released;  d.
when a task releases a special semaphore; e. when a
new task is created during executing the task.  The
advantages of the present invention are: The embedded
operating system of smart card of the present
invention strengthens  the support for the data
channels of the hardware platform, supporting not only
the  single data channel-IS07816 of the conventional
smart card, but also the coexisting  two or more data
channels, thus the smart card could exchange
information with the  device terminal in a more
flexible way with a higher speed; The chip operating
system  of the smart card of the present invention
strengthens the support for the applications  of the
smart card, supporting not only the single application
of the conventional smart  card, but also several
applications running on one card at the same time,
thus the  4 smart cards can be used more effectively. 



In addition, the operating system is transportable,
solidifiable, easy to be improved,  deprivable, has
several tasks and a variety of system services. In
sum, the system and the method of the present
invention resolves the technical  problem that one
smart card corresponds to only one application and one
hardware  transmission channel in the prior art and
the smart card has poor real time property.  Brief
Description of Drawings Figure 1 is a structural
diagram of the system (the framework the of the
software  and hardware) of the conventional smart
card; Figure 2 is a work flow chart of the operating
system of the conventional smart  card; Figure 3 is a
structural diagram of the operating system of the
smart card in  accordance with the present invention;
Figure 4 is a structural diagram of the typical
hardware platform in accordance  with the present
invention; Figure 5 is a flow chart of the method for
processing tasks in the embedded  operating system of
smart card in accordance with the present invention.
The Specific Embodiments of the Present Invention
Figure 3 is a structural diagram of the operating
system of the smart card in  accordance with the
present invention. The system of the present invention
is used to  manage and control the hardware platform
11 which exchanges information with  outside, and the
hardware platform 11 is connected with the
initialization unit 12, the  real-time kernel unit 13
and the task unit 14, and the real-time kernel unit 13
includes  the task initialization unit 131, the task
control unit 132 and the task scheduling unit  133;
where the initialization unit 12 is used to initialize
the hardware platform 11 and  the real-time kernel
unit 13; the task initialization unit 131 is used to
create tasks in  the task unit and initialize the
tasks in the task unit if necessary, and also to
delete the  special unnecessary tasks; the task
control unit 132 is used to control the
synchronization and communication between the tasks in
the task unit 14, which  5 means applying special
mechanism to realize the synchronization or mutual
exclusion  operation between the tasks or between the
interrupt service routine and the tasks; the  



task scheduling unit 133 is used to schedule the tasks
in the task unit according to the  control instruction
of the task control unit 132, and the way of
scheduling is to hang  up the tasks, make the tasks
ready or schedule the tasks to be executed according
to  the rules set by the system, and the rules can be
set through the prior art. In the system of the
present invention, since the task control unit 132 and
the task  scheduling unit 133 in the real-time kernel
unit 13 could make the system schedule  several tasks,
the hardware platform could support more data
transmission channels at  the same time besides of the
traditional IS07816 data transmission channel to
support  several applications with different
functions. The execution for each channel and
application is in real time, thus solve the technical
problem that one card corresponds  to only one
application and a hardware transmission channel in the
prior art and the  card is not real-time. In this
technical field, the task can also be called as
thread,  process, and so on, while "task" is used to
stand for all of them in the present  invention. The
tasks in the task unit 14 are divided according to
different functions of  the platform, for example,
different applications supported by the platform are
edited  to be different tasks; when the platform has
several data channels, different executions  for
different data channels can be edited as different
tasks. In the system of the present invention, after
the hardware platform 11 is powered  on, the
initialization unit 12 initializes the hardware
platform 11 to make all parts of  the hardware
platform 11 work properly; then initialize the
real-time kernel unit 13,  that is, initialize the
necessary variables and data structure included in the
real-time  kernel unit 13; after the initialization
unit 12 completes its work, it hands the CPU  control
right in to the real-time kernel unit 13; the task
initialization unit 131 in the  real-time kernel unit
13 firstly creates several tasks and initialize them
if necessary,  thus relate the tasks in the task unit
14 with the real-time kernel unit 13 to make the  task
scheduling unit 133 in the real-time kernel unit 13
schedule the tasks in real time.  The tasks in the
task unit 14 can be divided according to different
data transmission  channels of the platform or
different applications, in the embodiment of the
present  6 invention, since the hardware platform has
the first data transmission channel  IS07816 and the
second data transmission channel MMC (or USB), the
tasks can be  



divided into the first task and the second task, where
the first task executes the data  transmission channel
ISO7816, the second task executes MMC. In the
practical  applications, after the task initialization
unit 131 creates the tasks, the task control unit  132
could create the synchronization and communication
mechanism, such as  semaphore, event flag, message
mailbox, message queue, between the tasks or  between
the tasks and the interrupt service routine if
desired. When the semaphore or  the message waited by
a task has not been arrived yet, the task control unit
132 will  notify the task scheduling unit 133 to hang
up the task; otherwise, the task control unit  132
will notify the task scheduling unit 133 which will
transfer the state of the task  from be hanged up to
be ready. In the embodiment of the present invention,
as shown in Figure 4, the structure of  the hardware
platform 11 of the present system is similar to that
of the present  hardware platform, it totally supports
IS07816 communication protocol, and the  structure
could be defined by referring to the hardware's
structure and size of the  IS07816, while only extend
two pins C4 and C8 and apply the MMC high speed data
transmission interface, that is, the first data
transmission channel of the hardware  platform 11 of
the present embodiment is the conventional IS07816
data transmission  channel, while the second is the
MMC data transmission channel. The visit for the
storage area of the hardware platform can be
implemented through IS07816 channel  or the high speed
data transmission channel by applying the present
system, while  ensure the high speed transmission of
the tasks between the smart card and the device
terminal; In addition, the storage device for storing
the user data information on the  hardware platform
corresponding to the present system can have several
types, for  example, NAND Flash can be applied to make
the user has more storage space  (16M- 1G or more) and
adapt to different storage ways in different
conditions. In the present invention, it should be
noted that, since the hardware platform 11 in
accordance with the embodiment of the present
invention has both the conventional  IS07816 data
channel and one or several high speed data
transmission channels, it is  7 possible that the
external events of several channels can be reached at
the same time  point, or the external events of the
other channels reach when the external event of  



one channel is being responded. Therefore, the
real-time kernel unit 13 running on the  hardware
platform 11 can respond several external events at the
same time according  to the above process. Since the
hardware platform of the operating system of the
present invention may  have several external events
from different hardware interfaces, in order to make
the  system respond the external events from several
hardware interfaces in time, ensure  the real-time,
and avoid the external events to be discarded because
it can not be  handled in time, the real-time kernel
unit 13 applied by the present invention is a
real-time operating system (RTOS), through which
several external events are  managed in real time to
overcome the technical problem that the operating
system of  the smart card having the conventional
single task super-loop structure can only  execute the
events according to the proper routine sequence. In
the embodiment of the present invention, the applied
RTOS is offered to the  developers in the form of API
functions which are used to implement the functions
such as task initialization, task control (control the
communication and the  synchronization between the
tasks), task scheduling, time management; a task can
also be called as a thread, which is a simple program,
and the program thinks that it  owns the whole CPU.
Each task is a part of the whole application and is
offered with  a certain priority, and has its own CPU
register and stack space. The task control unit 132 of
the real-time kernel unit 13 of the present invention
offers a special mechanism to implement the
synchronization and communication  between the tasks
or between the tasks and the interrupt service
routine, and the  special mechanisms can be:
semaphore, event flag, message mailbox, message queue,
and so on. When the semaphore or the message waited by
a task has not been arrived  yet, the task control
unit 132 will notify the task scheduling unit 133 to
hang up the  task; otherwise, the task control unit
132 will notify the task scheduling unit 133 to
transfer the state of the task from be hanged up to be
ready. The task scheduling unit 133 of the real-time
kernel unit 13 of the present  8 invention is
responsible for scheduling each task, that is, assign
CPU time for each  task. The real-time operating
system applied by the present invention does not
support  



the tasks with the same priority, thus the task
scheduling unit 133 always schedule the  be-ready task
with the highest priority to be executed; There are
several timings for  scheduling the tasks, such as,
there is a new task to be created, a task calls the
delay  function to delay it for a while, the task
waits for semaphore, the semaphore is  released, and
so on, in all these cases, the real-time kernel unit
13 starts up the task  scheduling unit 133 to check if
the priority of the be-ready task with the highest
priority has been changed or not, if yes, the task
scheduling unit 133 saves the running  environment of
the being processed task to a special area of the
memory, and transfer  its running state from be being
processed to be ready, meanwhile, the operating
environment of the be-ready task with the highest
priority is scheduled to CPU from  the special area of
the memory of the hardware platform, therefore the
state of the task  is changed from be-ready to
be-processed. In the system of the present invention,
the tasks or the threads in the task unit 14  can be
divided into several ones to be processed according to
the characteristic of the  hardware of the hardware
platform and different applications, and the real-time
kernel  unit 13 can manage and schedule several tasks,
thus the design of the application  programs is
largely simplified. In the preferred embodiment of the
present invention, the tasks in the task unit 14  are
divided into different ones according to different
interfaces of the hardware  platform 11, and they are
respectively IS07816 tasks and MMC tasks (or USB
tasks),  where the IS07816 receives the commands from
the IS07816 channel according to  the IS07816
communication protocol, analyze and perform the
command, and return  the result through the ISO7816
channel; while the MMC task receives, responds and
performs all requests from the MMC channel according
to the MMC communication  protocol. The events
processed by the MMC/USB task are generally read and
write  operation for the memory with large capacity.
The task scheduling unit 133 schedules  the be-ready
task with the higher priority in these two tasks to be
processed, for  example, according to the application
requirement, the IS07816 task is defined to  9 have a
higher priority than MMC task has; Therefore, after
the real-time kernel unit  13 is started up, the
IS07816 task with the higher priority is scheduled to
be  



processed at first. In the embodiment of the present
invention, the task control unit 132 defines two
synchronized semaphores, respectively ISO semaphore
and MMC semaphore. The  ISO semaphore is used for the
synchronization between the interrupt service routine
and the IS07816 tasks to ensure the IS07816 be hanged
up when there is no IS07816  event reach; otherwise,
the IS07816 task is changed from be hanged up to
be-ready  and notify the task scheduling unit 133 to
re-schedule the tasks; The MMC semaphore  is used for
the synchronization between the interrupt service
routine and the MMC  tasks to ensure the MMC be hanged
up when there is no MMC event reach; otherwise  the
MMC task is changed from be hanged up to be-ready and
notify the task  scheduling unit 133 to re-schedule
the tasks. In the system of the present invention, it
is very easy to add a new task or delete a  task, thus
it is also very easy to correspondingly add a new
application or delete an  existing application, which
largely increases the flexibility. For the system of
the  present invention, different tasks only have the
difference about their priority or task  numberings,
each task could define different priority strategy as
desired and different  synchronization and mutual
exclusion strategies can be defined between tasks or
between the task and the interrupt service routine.
Figure 5 is the flow chart of the method for
processing the tasks in the embedded  operating system
of smart cards in the present invention, and the
method includes the  following steps: A: initializing
the system; B: creating at least one task according to
the function set by the system; C: scheduling the
pre-execution task according to the priority of the
system; D: executing the task and returning the
executing result through a data  transmission channel.
In the present invention, since there may have
synchronization or mutual  exclusion operation between
several tasks or between the task and the interrupt
10 service routine, thus between step B and step C,
there is step B 1 which creates the  synchronization
or mutual exclusion semaphore by applying the API
functions. 



The method of the present invention will be described
in further detail by referring  to the above system:
1. Firstly, the initialization unit 12 in the system
of the present invention initializes  the hardware
platform 11; for example, the initialization unit 12
initializes the  hardware units, such as clock,
memory, in the hardware platform 11; 2. Before the
system properly works, the initialization unit 12
initializes the  real-time kernel unit 13, in this
process, some system variables and the data structure
are initialized as desired; The initialization of the
real-time kernel unit 13 can be  implemented by
calling the API function offered in the real-time
kernel unit by  combining of the system embodiment of
the present invention; 3. The task initialization unit
131 creates several tasks as desired; refer to the
above system of the present embodiment, when creating
the tasks, according to  different data transmission
channels on the hardware platform, the task
initialization  unit 131 creates two tasks: IS07816
task and the MMC task; 4. In the method of the present
invention, synchronization or mutual exclusion is
needed between several tasks in the task unit or
between the task and the interrupt  service routine,
thus the task control unit 132 should create the
necessary semaphore,  message mailbox, message queue,
and so on for the synchronization or mutual
exclusion, and further for the synchronization, mutual
exclusion or the  communication between the tasks in
the task unit; the task control unit 132 of the
present invention also offers several synchronization
or mutual exclusion mechanisms,  such as semaphore,
event flag, message mailbox, message queue, and so on,
which  can be selected according to different
applications; 5. after the tasks and semaphores (if
necessary) are created, the task scheduling  unit 133
will search for and schedule the be-ready task with
the highest priority to be  processed; In the system,
there always has task to be hanged up because of delay
or waiting  for a special event, otherwise, all tasks
with lower priority can not be processed;  11 When a
task is hanged up, the task scheduling unit 133 saves
the operating  environment of the task to a special
area of the memory of the hardware platform,  



meanwhile, re-searches the be-ready task with the
highest priority whose operating  environment is put
to the CPU from the special area of the memory to make
the state  of task transfer from be-ready to be
processed. The task scheduling unit 133 switches  and
re-schedules the tasks in any one of the following
cases: a. When a new reached external event exits from
the interrupt service routine;  b. When a task
scheduling delay routine is hanged up by itself; c.
When a task is waiting for a special semaphore to be
released;  d. When a task releases a special
semaphore; e. When a new task is created during the
task processing. 6. The task is completed, and the
result is returned through the data transmission
channel. Since the present system has many mechanisms
for task re-scheduling and  switching, the method of
the present invention can be used to avoid the problem
that  one task occupies the processor so long that
other events can not be processed for a  long time. In
the following,, the task scheduling and communication
of the present invention  will be described in further
detail: the synchronized semaphore in the embodiment
is  used to implement the synchronization between the
tasks and the events to make the  task with higher
priority gives up the CPU source for the task with
lower priority  when there is no event reaching to the
task with the higher priority. In the embodiment  of
the present invention, the IS07816 is defined as the
synchronized semaphore, by  which the IS07816 task and
the interrupt service routine communicate with each
other, while it is waiting for events to be happened
in the task unit, and the interrupt  service routine
sends semaphore to notify the happening of the event
to the task  control unit; In the IS07816 task, it is
determined if there is IS07816 event reach or  not
according to the IS07816 synchronized semaphore, if
no, the task is hanged up;  meanwhile, if there is MMC
event have been reached, the MMC task is the be-ready
task with the higher priority in the system, and the
real-time kernel will schedule the  12 task to be
processed; Once an external IS07816 event reaches, the
IS07816  synchronized semaphore is released in the
interrupt service routine of the IS07816, at  



the same time, the IS07816 task is changed from be
hanged up to be ready and  become the be-ready task
with the highest priority again and is scheduled to be
processed by the task scheduling unit. In sum, the
system and the method of the present invention
strengthens the  support for the data channels of the
hardware platform, supporting not only the single
data channel-IS07816 of the conventional smart card,
but also the coexisting two or  more data channels,
thus the smart card could exchange information with
the device  terminal in a more flexible way with a
higher speed; Meanwhile, the chip operating system of
the smart card of the present invention  strengthens
the applications of the smart card, supporting not
only the single  application of the conventional smart
card, but also several applications running on  one
card at the same time, thus the smart card can be used
more effectively. In addition, since the real-time
operating system is used, the chip operating system
of the smart card of the present invention can process
the tasks in a more flexible way  with higher speed,
therefore it has hard real-time and high
effectiveness. Of course, the present invention may
have many other embodiments. Therefore,  without
departing from the spirit and scope of the present
invention, those skilled in  the field can make all
kinds of modification or variations which should
belong to the  scope of the claims of the present
invention and its equivalent. 13 Claims:  1. An
embedded operating system of smart card to manage and
control creating tasks on the hardware platform which
exchange information with outside,  characterized in
that: the system includes the initialization unit, the
real-time kernel  unit and the task unit, the hardware
platform is connected with the initialization unit,
the real-time kernel unit and the task unit, and the
real-time kernel unit includes the  task
initialization unit, task control unit and the task
scheduling unit; wherein The initialization unit is
used to initialize the hardware platform and the
real-time  kernel unit; The task initialization unit
is used to create and initialize the tasks in the task
unit;  The task control unit is used to check the
tasks in the task unit and start up the task  



scheduling unit according to the rules set by the
system; The task scheduling unit is used to schedule
the tasks in the task unit to be  executed under the
control of the task control unit; The task unit
includes at least one task created by the task
initialization unit. 2. A system of claim 1,
characterized in that, the real-time kernel unit also
includes: The task control unit, used to control the
synchronization and communication  between the tasks
in the task unit according to the condition of the
task execution,  create the synchronization or mutual
exclusion mechanism, and also start up the  operation
of the task scheduling unit. 3. A system of claim 1 or
2, characterized in that, the real-time kernel unit
also  includes: The task re-scheduling and switching
unit, used to re-schedule and switch the  tasks
according to the signal starting in the task control
unit. 4. A system of claim 1, characterized in that,
the hardware platform has at least  one first data
transmission channel. 5. A system of claim 4,
characterized in that, the hardware platform also
includes  one or more second data transmission
channels. 14 6. A system of claim 5, characterized in
that, the first data transmission channels  are
ISO7816; the second channels are MMC or USB data
transmission channels. 7. A method for processing the
tasks in the embedded operating system of smart  card,
characterized in that, the method includes the
following steps: A. initializing the system; B.
creating at least one task according to the function
set by the system; C. scheduling the pre-execution
task according to the priority of the system; D:
executing the task and returning the executing result
through a data  transmission channel. 8. A method of
claim 7, characterized in that, between step B and
step C, there is:  B 1: creating the synchronization
or mutual exclusion mechanism. 9. A method of claim 8,
characterized in that, the synchronization or mutual  



exclusion mechanism is semaphore, event flag, message
mailbox, or/and the message  queue. 10. A method of
claim 7, characterized in that, in step B, the tasks
are created by  applying API function. 11. A method of
claim 7, characterized in that, the way of scheduling
the tasks in  step C is: The one with the highest
priority in several tasks starts up to be executed;
The tasks with the same priority are successively
executed according to the time  flake cycle
scheduling. 12. A method of claim 7, characterized in
that, between step C and step D, there is:  Cl, the
task re-scheduling and switching step, is started up
in any one of the  following cases: a. When a new
reached external event exits from the interrupt
service routine;  b. When a task scheduling delay
routine is hanged up by itself; c. When a task is
waiting for a special semaphore to be released;  d.
When a task releases a special semaphore; e. When a
new task is created during executing the task.  15 


