*159159* EMBEDDED OPERATI NG SYSTEM-CF—SMART CARD-AND
THE METHOD FOR PROCESSI NG THE TASK Techni cal Fi el d

The present invention relates to theUﬂMmemwmmwm
t echnol ogy, and nore specifically,
operating systemof smart card and the methed for

proceSS|n the task. Background Along with the
ok MR GPERATTN(CS YAHEM R SMART; GARD AND

applications of smart card al ready becane an
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fron1 t he bU|Id|ng entrance guard to t

IH? FE fromthe public traffic card to the canpus
ical Eigldhe EMv bank card to the el ectronical

identification, are closely |linked to the smart card.
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B Eribgr e SngriBF ity of Wt Sy ane thedetod BB pieSr g e (k.
echni que _shoul d be inproved continually and quickly.
ﬁ%?EQQHHﬂﬂe, the nunber of bits of the CPU is changed
fromthe initial 8 to the widely used 16, and
gr Adeng) vigh Ltm enRgsienaprgeress of SoiencendiFeehnalegyathe applications of
the initial tens of to the tens
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NA FLASH, for the transm ssion iInterface

Iimkad kethe Btarfaankt Wil Yoptiarityhs thé gfplicaReR df it Shiraefd, the
conbi ning MMC or USB for several channels. Although

fuhesions ofl Weer engt owdsise hesirbd enbé mproesd npud divksse, whigh means
structure of the chip operating systemof the smart
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LT e R
O%dutan? bélﬂgtc}‘i@t%%d 092 hg@p qwaﬁrt@ragéo crak]laat)p rﬁ%ﬁﬁﬁz %ﬂ?lrtrené:@f Bytes,

Tconsi sts of the hardware

tCalid e of ﬂ{du@ﬂldsﬁﬁﬁ(ﬁéﬁs(Mus@H&l andN&eRRPMif Rl Ofdr @he type of
the smart card, wherein, the COS and the application
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bound between them In this structure, since the COS
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LSk e a3 om e o sinelq nferfagn YRS to the high
speed interface combining MMC or USB for several channels.

Although the hardware process has been improved quickly, the structure of the
chip operating system of the smart card has no bigger change. Figure 1 shows the
framework of the software and hardware of the present smart card, from which we
can see that the framework of the software and hardware of the present smart card
consists of the hardware platform, the self-defined Card Operating System (COS) and
the application of the smart card, wherein, the COS and the application work as one
body in most conditions with no evident bound between them. In this structure, since

the COS is developed for a special hardware platform, it should be correspondingly
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nodi fi ed when the hardware pl atform changes. Figure 2
is the schematic diagram of the operating system of
the present smart card, fromwhich we can see that the
operating systemis generally a relatively sinple
f oreground/ background system or super-|loop system
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are devel oped together at nost cases and there is no
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hardware platfornms at the bottom|ayer of the smart
commdicated or the symesap tk mehagelsevesalf diffencat applicaimme wathe saine time,
he tradjtional smart card can not neet the needs,
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one smart car corresp 0 only one applica

taerd. one hardware platformin the prior art by

offering a Chip Operating System (COS) of the smart
caMdthandivehsey mof thaoivard pladofmd atrthe poneedsjenof theesnas&ad, the
In order to achieve this object: 2 The present

framerark of thsfspEvareanddaisvode df the seditiony ssyastaard ean nofraeet the

card t _
needs, an8 a new COS capable of processing large capacity, several channels and

several applications with harder real-time is desired.

Content of the Invention

The present invention resolves the technical problem that one smart card
corresponds to only one application and one hardware platform in the prior art by
offering a Chip Operating System (COS) of the smart card and the method thereof for
processing the tasks. |

In order to achieve this object:



manage and control creating tasks on the hardware

pl at f or m whi ch exchange information with outside, the
systemincludes the initialization unit, the real-tine
kernel unit and the task unit, the hardware platform

IS connected with the initialization wunit, the

{ gg’ éggntklélygnglonuéyfe(trs aaﬁ gﬁntbbg:ggéda ?lﬁ(eég@r% &ys?er}rg otfhesmart card to
thitldlgk aiddz AbhRSl HBhdng YRARK GO Hlarddlird éﬁﬁﬁ)rhh%vtﬁaxs Kxchange
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initialization unit. The real-time kernel unit also
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synchroni zation and comuni cation between the tasks
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The real-time kernel unit also includes:

The task re-scheduling and switching unit, used to re-schedule and switch the
tasks according to the signal starting in the task control unit.

The hardware platform has at least one first data transmission channel.

The hardware platform also includes one or more second data transmission
channels.

The first data transmission channels are ISO7816; the second channels are MMC
or USB data transmission channels.

A method for processing the tasks in the embedded operating system of the smart

card includes the following steps:

A. initializing the system;



C. scheduling the pre-execution task according to the
priority of the system D. executing the task and
returning the executing result through a data
transm ssi on channel. Between step B and step C, there
is: B 1: creating the synchronization or nutual

exel usi on chani sm The .synchrani zati on or nutua
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m@asaer}ﬁaﬁb%th@dhmemoé qerabf; c. when a task is
waiting for a special semaphore to be rel eased; d.

whémnstep Bashk tasks srasesited Spplyilg ARhBpLe; e. when a
new task is created during executing the task. The
ad\hnway et sabeduling the @slsnin siepyert i on are: The enbedded
opgrating system of smart card of the present
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iﬁﬂ@%&dgéagdumﬂl al so the coexisting two or nore data
channel's, thus the smart card could exchange

i nBeMmhlsep QOndditdple, thetevd:ce termnal in a nore

flexible way with a higher speed; The chip operating
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strengthens the support for the applications of the
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t
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c. when a task is waiting for a special semaphore to be released;

d. when a task releases a special semaphore;

e. when a new task is created during executing the task.

The advantages of the present invention are:

The embedded operating system of smart card of the present invention strengthens
the support for the data channels of the hardware platform, supporting not only the
single data channel-ISO7816 of the conventional smart card, but also the coexisting
two or more data channels, thus the smart card could exchange information with the
device terminal in a more flexible way with a higher speed; The chip operating system
of the smart card of the present invention strengthens the support for the applications
of the smart card, supporting not only the single application of the conventional smart
card, but also several applications running on one card at the same time, thus the
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In addition, the operating systemis transportable,
solidifiable, easy to be inproved, deprivable, has
several tasks and a variety of systemservices. In
sum the systemand the nethod of the present

invention resol ves the technical probl em t hat one

ard corres onIy one application and one
can ¢ used m rg ﬁct
ar mare Fansm ssi nnel in the prior art and

th I o p r
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software and hardware) of the conventional snart
calndsunkitgusysten agd dewnrtkod dfohe pleaerdt infentibe rspbesathierngchnical
system of the conventional smart card;, Figure 3 is a
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é\ gﬁ?re platfori}ln accordance wth the present

e QSSH‘PtF‘PIQQf RWHIES f| ow chart of the nmethod for
processing tasks in the enbedded operating system of
snhbrechise stricelatisginmeotihe systene (the gmaworknthe of itlsoftware

eC|f| Enbodi nents of the Present I|nvention
aﬁ?@@% ‘age) ok t ‘§?Yﬂ%?ﬂ&épm&ﬂ§§Fan1of the operating

SYygl, t r accor danc th the .

o EIRER 2hsod o RN iR b onf% RANEF el bietechituippplosmn
Ch§1used to manage and control t he hardware platform
11 which exchanges information with outside, and the

haFiguer @ iplaagifuturalldiagiinC 6NARCHRGatMgt bystdie of the smart card in
initialization unit 12, the real-tim kernel unit 13
ag¢rgdange vwithgke prebent invenaerd t he real -ti ne kernel unit 13
includes. the task initialization unit 131, the task

coRERE! + dp stryessrak diperane of S YRRk YAl RiAiferm imaccordance
Qﬂﬁ%ﬁgg&%gulnve} glization unit 12 is used to initialize

war e Atform 11 and the real-time kerne

ungibud3; i QeﬂgS\@SéﬁaLtnét{ in@! hafbd ok gfb'céssflnal abi® Hlsﬁag dfbedded

create tasks In ask unit and init a lze t

opeakifig bystdnhef dragkcatid adcbrdaR&eS R INE préBfl il &Rioh O
delete the special unnecessary tasks the task

?@hﬁ’@ﬁnﬁéalm n@ﬁﬂtﬁ@ﬁ@@éﬁﬂb \‘Jiﬁnon
sync

roni zati on and comruni catl on bet vveen the tasks in

t hﬁwhx%sg 1§'”a| §tru]cﬂ.[ralv\@la9 m gf ﬁﬁ*ﬁg erﬁprpvl ¥ s@n %‘Pqﬁ’% %mr’m card in

mecflanismto realize the sync nlzatlon or
aBSFHALRE QNth MPPFAEAQRAVREHLWERR dyiRnd SStks p%s%mhmaen id&ed to

interrupt service routine and’the tasks
manage and control the hardware platform 11 which exchanges information with
outside, and the hardware platform 11 is connected with the initialization unit 12, the
real-time kernel unit 13 and the task unit 14, and the real-time kernel unit 13 includes
the task initialization unit 131, the task control unit 132 and the task scheduling unit
133; where the initialization unit 12 is used to initialize the hardware platform 11 and
the real-time kernel unit 13; the task initialization unit 131 is used to create tasks in
the task unit and initialize the tasks in the task unit if necessary, and also to delete the

special unnecessary tasks; the task control unit 132 is used to control the

synchronization and communication between the tasks in the task unit 14, which



task scheduling unit 133 is used to schedul e the tasks
in the task unit according to the control instruction
of the task control unit 132, and the way of
scheduling is to hang up the tasks, make the tasks
ready or schedule the tasks to be executed according

bR 8 e B PP P B Bt el RBsion
i [

‘Ff’e?%gsbﬁ”%ﬁﬁ"éé s R RRch 1 R Epp &PHES ot g 36 néﬂg the
task chddilim@uintt 13BKeudedao syRtetRCasiblih he QY BfiBhccbARKS to the
the hardware platformcould support nore data
tangnbimsswition of hiznrek soratol uhid 33 amel the meyld stltkelaling ist tochang
traditional 1S07816 data transm ssion channel to .
Wuhsdrsks: makrethy [taskp prady £x isefiedulgi the tagks feebeeptecuted according to

B R Pl HESStF R Sk f1Fan PR EORG CeHERY i cal
pr ?XF lh% Etpﬂtof e%rg ng Q'gﬁtlo Sglgnedﬁle tgs% c%nl | Qe }37 and tHe task

app |ca on an ardwar e transm ssion ¢hanne
RhédAindlunitardd ihNBe réatifhel l&rmtunftel@l cduldTRrakd thel Ys@m schedule
techni cal field, the task can also be called as
deherebmsks, e hassare pladosocard swgpottandre aata transmissiod channels at
stand for all of themin the present invention. The
theysage fime thsidessadikhamaditignal é$(é7&i|6\dadetehnammmlqhgmteb to support
different functions_of the platform for exanp

B¢ ek ARRTICAtYS R i Errents fssBersed thXFﬁéloﬁl &rfe@rafi«ncha@el and

ren atfor

S35 A BB TR B pns
Q'Jniye&?é" npﬁﬁl@&tﬁ)ncmnd"ﬁéﬁwﬁﬁqrﬂgn&gio‘h%aﬁﬁ:l 6 {ess rﬁﬂt}tart and the
t ask the system of the present 1nvention,
da.hﬁlshﬂcﬁtdr\&@lr-l&nm Bt fhey chdicdlSHidd@WRE @8k @R, altd18e called as thread,
initialization unit 12 initializes the hardware

pbeess. oaneh 901 onowirik e‘taskT ipawseds tapfstand Her labrafwdiem in the present

platform 11l work praop erIY then initialize the _
lmé%’im{‘ ihhe tR%‘rSﬁ%ltheuﬁﬂ% unig4 aredaridedsacpiding i) differeptfanctions of

DESRRD o Ll Ak e S90S D S Tl e
tH 'Bbtdlfi}e%erﬁ‘?mg Sheh th% Elayfglrnlf ad stev%}aﬂgzﬁa Etg@ gg#h&%%ﬂ{(&%kutmns
; e tas

right 1nto t’he real -tine erne uni t

fondiffeadnt dath cRMnERIchn BSddited ok REferéRMskd.i Me kernel unit
13 firstly creates several tasks and initialize them

i f Intheasgsamyaf thd present édvahidon, et s kardwaré btfoask t Unipbwered
14 with the real-tine kernel unit 13 to nmake the task
%H@dlmtiahgatm qnltl%miltmhtzn%thpéardwarfrrelakferrne1|1 to mmatkeml parts of
g E %ule th asks |g real tinme. tasks inth

e, BT PO | BRIy, BeR é‘PlHPlﬂﬂj e renl iy kel unit 13,
gﬁt ?é&]&%ﬂ%ﬂh S+e§2 sa@héa?ﬁgfﬁg aﬁ(fi dtgﬁbsé lcﬁ;fgegfnrc eii H[é the real-time

RERS @RE 136 2BV @B tih ALz a0 it Ezg nﬂ‘gélgfé’? é%? t ft éﬂhﬂﬁ% CPU

the first data transm ssion ¢
®aeoindgtladh do thHearkaNii s ikerhet DaNNSG! HVVEsK( mtiau%ﬂon Gh€131 in the

tasks can be

real-time kernel unit 13 firstly creates several tasks and initialize them if necessary,
thus relate the tasks in the task unit 14 with the real-time kernel unit 13 to make the
task scheduling unit 133 in the real-time kernel unit 13 schedule the tasks in real time.
The tasks in the task unit 14 can be divided according to different data transmission

channels of the platform or different applications, in the embodiment of the present

6



divided into the first task and the second task, where
the first task executes the data transm ssion channe
| SO7816, the second task executes MMC. In the

practical applications, after the task initialization
unit 131 creates the tasks, the task control unit 132

i‘ﬁQ«H‘LgnC rs?h%g ethE hﬁar@%zﬂg hémﬁ%ﬁl?thiag Nhe nfdrst? (aITHu pr%t%%%s%]n channel

ani sm such
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the tasks and the interrupt service routine if
dlesled édo (MhBR! tdle asé iwpdeose] @k, wiree MeShag@skeidceds e data
a task has not been arrived yet, the task control unit
t1€312rrw51qn Chﬂ@ﬂ¢lf£SQ7I8é6,t thek sesohb daski exgcutns tMYE3 Inothieaprgcetical
ot herwi se, the task control unit 132

the ta
swelifatiogt. .a? f g dask dniializapien upi hgl CrRRES e tastihiteniapk pqntrol unit

b ed
L P e S T S R
s@%a?mwn ebdht F QU Resdace! RRIIBOL URELLS: %tleu rb%t\b@eﬂd%@%r fsks or

form 11 of fhe present systemfTs simlar to

l&ﬁwédﬂn&h@ tRREMd thb et SelcRrb @I if Héside@! Why thRUPR@pRGTe or
| SO7816 communi cation protocol, and the structure

tbomedsdge vautkd hea thsk hasfret beemgam&ed e, thartekkaroatrs] unit 132 will
structure and size of the 1S07816, while only extend

RAREY meﬁésk@ah@wan@smah@ woleng up Hee tmbcomegwses plesei@skdeangrol unit

f th he fi
RIS o ks uleﬁg o L B Sk SR obfhe task
M}ﬁ erthZg%'atu qg‘gggéa is the conventional | S07816

dat a sm ssSi on hannel while the second is the

MVIn ﬂ@%%ﬂoﬂﬁ%%ﬁ&b%s@ﬁqﬂﬁluon TReh¥vR it Fic@fe 4 W& structure of
storage area of the hardware platform can be

therplasiveand @dhtfomoLigof Ite0 pikéntcdyaenels siafilat he thitghf spemdsent
data transm ssion channel ﬁﬁ/ appl ying the present
hagdsyyasen plaifriring it éfﬁ@libr éummets IS 8sh wethmunigasinh psdtogolofand the

t he task et mart card and the device
SF&F‘Hf%aﬁ Q’ﬁ ﬁaﬁq b_Srfe e 9 Blehpsdyarg s erurigre andpizp@f the

N I SN o DA
tI'aYlﬁ’l%?smoBOiBterﬁé@'métevs DeNEsF hﬁ%gr&?ﬁusgﬁ)nacﬁﬁhﬁe@%fttﬂg 'ml‘cﬁvare

the user has nore storage spac nore

patépin Toofdhé pRE@NEmSbANRGE]s Wy SonhvEntinkf BOTBL6 data transmission
conditions. In the present invention, it should be

-ahenmed, whide thesieporal ishibe MV@date tphenisgomcdnneh The visit for the
accordance wi th the enbodi nent of the present

SHIEAES AL Redapbyae phéfoaema@ﬁ@ ixr@nlamentleg@msm H{E816 channel
qrqgnnel and qne or sever al

ta .
£ B SR R e e chagne [}’yp%?.gf inf i rggent gsem, while
E&r@rtm:ailngﬁ¥§%ﬁ§ra9£m§? Ok ?tlﬁ:qg}s@n 'Bg weel A ski)t? il cea?f Q&ﬂth@ device
the sanme™t e externa even
tefohiR4l; CDAMIES tﬁ@ﬁ%fhg&“@l@@m& e &Y Malus€V@d ibrmation on the
hardware platform corresponding to the present system can have several types, for
example, NAND Flash can be applied to make the user has more storage space
(16M~1G or more) and adapt to different storage ways in different conditions.
In the present invention, it should be noted that, since the hardware platform 11 in
accordance with the embodiment of the present invention has both the conventional

[SO7816 data channel and one or several high speed data transmission channels, it is
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one channel is being responded. Therefore, the
real -tinme kernel unit 13 running on the hardware
platform 11 can respond several external events at the
same time according to the above process. Since the
har dware platform of the operating system of the
@Eﬁﬁlggﬂ%t Bl g)ﬂ%xjn%lne of I@Q\Ye?als Xr?r{eﬂ ca%xtgee egce}nled 4 ?hrc]et %me time
romditferen ardware ‘rnterfaces, 1 n order to make
JoflR, oSihe lRIBrk £ IPANH of IR QKESHARNeIEVRRE SvHEh MR SAYQLALvent of
hardware interfaces in tinme, ensure the real-tine,
cradhannel d being respbadedaThavfin, shd @abeme ksmar gedl Deaag®n the
it can not be handled in tinme, the real-tinme kerne
harward glagfppn ilédabyesporsl goverabetteinaleenison thessagne time according
real -time operating system (RTOS), through which
e Erebare RRFEPnal events are managed in real tine to

the t i cal blemthat th ti i
A TR AT A -
RO R %%rrgd’ P&t f?&ﬁ GG b B 5B @bk, i%’%‘?&é%ttﬁ LdI8 the
events accordi ng to the proper routi ne sequence. n

sktemeafidi MRNExteal HRnRI RSB REvdrAVIBRAW A8 inteHgced IR tinRd ensure
RTOS is offered to the developers in the formof API

thained-tiores anhiagbidahe euseadhl teventspd davlitcatded Heumaeiionsn not be

such as task initialization, task control (control the

hapdtading dime, o erabitimekerrg) ok Bhiprieddyy Hetmessnt trtyention is a

t gsks), task schedul j time man ment; a task can

el B Pt N AT, (RADShANRHRICR T S rapreciprogrenty are
o i ' t | e CPU

EER R RAAERIT LR b Tcthlee SR 05, W0 oSy yystem of

tRf KRRAD M thRvind e rcbﬁi'é?ltigﬁiloﬁﬁ%l%taﬁp dudeasodpt SrRWre Bl only
regi ster and sfack space. The task control unit 132 of

ekbrite thalevédt@ccketimneto thhpiopdiZroafind dequdnicesent i nventi on

of fers a special mechanismto inplenment the

sykicthe embedimem oAl pesenynisatiporihe BpphvdeRTOR s pifsied to the
or between the tasks and the interrupt service

deyglopessin thsdorm ot Al dungjongweghats Hsed 46, iplement the functions
h - t.flag, i 1.box, ,

S B0 bR, inRao SRR ABRe GPTrHe e SOMPATIGH PR o, the

sndrASizIRR BheACRP AdKs) U8k soh€lyli h%n{eaﬁlléné‘%@m‘fgpla task can

unit 132 wll notify the tasi schedul i ng uni 3to

ahang difled Bea thrasd ; wiEh B Mkisle pldgrand tid GRNpioglany Mifks that it
132 will notify the task scheduling unit 133 to

owmanisf whole KPS thach tok is hpartt @f khef winote bpplivangeendiis offerddewith
ready. The task scheduling unit 133 of the real-tine
AYCEFABIPIIgRTY andhastitsiayen GPEJegister di SeksPasn i s

R REACE TR S N S -
og’%%tpg ﬂ)@fﬂﬁl Jn@&ha%r& |E10€ 1[851%31%9{ tﬂenély%gﬁliog[}aggne 2nd mmunication
between the tasks or between the tasks and the interrupt service routine, and the
special mechanisms can be: semaphore, event flag, message mailbox, message queue,
and so on. When the semaphore or the message waited by a task has not been arrived
yet, the task control unit 132 will notify the task scheduling unit 133 to hang up the
task; otherwise, the task control unit 132 will notify the task scheduling unit 133 to
transfer the state of the task from be hanged up to be ready.

The task scheduling unit 133 of the real-time kernel unit 13 of the present
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the tasks with the sanme priority, thus the task
scheduling unit 133 always schedule the be-ready task
with the highest priority to be executed; There are
several timngs for scheduling the tasks, such as,
there is a newtask to be created, a task calls the

1%%[}%& s lf'@s@%t'msobqﬁ or scﬁ%tﬂdlnoteach as% t atI iseass eClggSnme (f:Pr each

semnaphore al%as
@86 Gite rdaltidtlelo %ﬁ%ﬁﬁs Sppllel® rtﬁ@i)regénf'ﬁwgﬁtﬁd?ledoey Hbttsu port
13 starts up the tas I?1edu [Tng unit 133 to check 1p
thB@asRs ivithitiieysagie [iri'dﬁt)b&nfs emdiyisk askdwnghuntthe3 hﬂ\@d’}@&bhedule the
priority has been changed or not, if yes, the task
eteediutaskh gvitmthe hig@stgaiceisy thee exasniedgThanwre rmntahtinbﬂgs for
the bein rocessed task to a special area of th
yrBeng tlgfngslfsr syediasy theret is arngMniapkytosbeagreated, mﬁaﬁkacaé'é. thgydelay

e MU S oy L R AT —
r@ ea%dI b¥d Eoc‘ o? Clﬁea%%h Cf!’agescﬁllej r]; que ‘(g% ?'l?'staﬁ[ %B tﬁ’J task

e nenor ore
@h@d&mgfunl;thm &s Kheck Sif ¢R2pASISEH f&fome% k&@dl/a_sk Quith the highest
be-processed. In the systemof the present invention,
priveity Askiseochdnged bhn@aid ged, thetthek dehsdalinpivhit 133 soa@ntieaunning
divided into several ones to be processed according to
eryerornentand ttlea badng proggssedhiask ivag shwarabaigh of Hig memelweang transfer
.Eseatform and di fferent applications, and the real-tine

FHeIng Hater fram ke Reing R s$4dll%s B deie "é?é%?‘éﬂ tP%\éﬁPgra““g
h f Gat
8 58]y P8 RELSBB LTl i gom

tﬁE SR aleR e tHel Mdnorly 108 tHe@R kdvdrO plalterr,; 3{5&6%‘?& Ihe :Ef]ate & tfe task
divided into differént ones according to different

ik Bhagb @ em wf rehdetohtrrgivased. pl atform 11, and they are
respectively 1S07816 tasks and MMC tasks (or USB
t aérkﬁl)e systameafahe presancOm@rdor. dexiagkssort the thyeadyan ke ®slowmit 14

S07816 channel according to the 1S07816 _
ﬁ‘)ﬁlﬁjlwle% sSSP BRIt bs@gﬂcgfzs@d éﬁ‘d’fﬂ)‘éﬁf‘%mﬁﬁhﬁfé“e“mc of the

d h hrough th
*@ﬁan%{&of AR Bt o EPicon PO s 1 R Kernel
% 95 nnbod SR SHeunit rsg%rglh&sm&hﬁi@ rH:élswﬂch‘fotﬁg'aBEIication

MMC conmuni cat i on pr ot ocol event

mb&x@ﬁﬁsﬁﬁrgéyy Jimplildd USB task are generally read and
Wite operatlon for the menory with |arge capacity.

Thén thagkefsotkembodigeninofithd B sat eduties thd taskdia-thetsly unit 14
task with the higher priority in these two tasks to be

96? dh@é%dnwf @ffereay gnp accosdipdrieli d1§felte@t iHerfagspl af cthe i ksdware

g lpflp e s seanperiiey S0 eSS P MM sk PF S B Tasks),
‘%%8‘:7 élieG S'C578'f§ I (i%h%s thyﬁérﬁwa&d% iirS‘mStB 'i§(§§’8 14P %hah ealacqrgmg to

task " w r|or| S sc
tR€ ISO7816 communication protocol, analyze and perform the command, and return

the result through the ISO7816 channel; while the MMC task receives, responds and
performs all requests from the MMC channel according to the MMC communication
protocol. The events processed by the MMC/USB task are generally read and write
operation for the memory with large capacity. The task scheduling unit 133 schedules
the be-ready task with the higher priority in these two tasks to be processed, for
example, according to the application requirement, the ISO7816 task is defined to
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processed at first. In the enbodi nent of the present

i nvention, the task control unit 132 defines two
synchroni zed semaphores, respectively |SO semaphore
and MMC semaphore. The 1SO semaphore is used for the
synchronization bet ween t he interrupt service routine

h%o‘ga héﬁle{ ﬁxqgré%t]y(sthgn g)ﬁflgot%ﬁ@asu re ore a%tg,??ne rebletlrgg nggl unit

ere’is n event Freac

1t3hPs héQJc%ﬁ tn?eslfsd)’ﬁsl%h?aﬁﬁe@uﬁ ftﬁ’é“h%ehaiﬁ%ﬁ@y lrbos&r%duled to be

be-ready and notify the task scheduling unit 133 to

piccesebadfitse the tasks; The MMC semaphore is used for

t he synchroni zati on bet ween t he i nterrupt service

r olnt tha e mbadintene oMWE presastkin vervioenthe ngktdmetrhmmlﬁmrgedtwo
p when there is no MMC event reach; otherw se

Smr?taéq@ Ff‘éﬂ@ﬁaﬁg,ewswamlmés%w o W?ﬁesgagapmfl The

tif 1 t, 133 t
DRetehar® 1§ RNi” By Cvant R wggeéh@e ot < putine
a.'né tH/eeIer@%Yasf(QtoaquurQ tﬁel\gd@%(bg Fl %é%vhga tllie?ec' l‘s ol 8BI816

I's al so very to correspon

eaémlrbmt b@RrPike, c{ﬁé ﬁ@ﬁ% ta&Xis%h@dqp&h ibe Hah &4, u;W'dJ Keready
largely increases the flexibility., For the system of
aht@otifyrtes ek s¢hrdeliig writ 133 thfres@nrtiulealskasionTie MME stiephore
di fference about their priority or task nunberings,

inyedd foashe exnghipnizafipmdeierh aheinterpipt seiviop robting: anglythaMMC

d sired an ferent synchronization and nutua
ks fenufs ¢ ?gws&eégn&%uwh%@?we‘a ng MCeryeniaspch: gherwise

| Eeetl\x\ﬁ%ﬁ éasI SlSt ﬁlange[dq (?ro Ill?z}negé U@t %\f%a%sf arm%nnotrn]g/ the task

I gure ow C art

s&ﬁéaﬁﬁﬁréhmglij"% b a8HSluleNnd Bekebedded  operating system
smart cards in the present invention, and the

nretnhﬁel sysisrh bl efe prétent inOéduow Bes Srepasy tAadd'i Ainkwahdkzdriiglete a
the system B: creating at |east one task according to
tashethfugncisi ase way ehsy tohwreyminding I)Cadctahnewmpnphgattoh@r delete an
pre-execution task according to the priority of the
cipupedppisatigrethichrigrache inceeresathg Hesdhiking hgr ttlrfesystem of the

Ao E b PisBot e BREY Oy Ref Al BB A6 PO o sk
RAREHAA EAR LN B e RHChAST 9B RS B S S Bfren

several tasks o tween t et I nterrupt

sHRLHSOHiYdton ARUEuARI ckBUSioR &fileR8[Rs StaBPbBdakdSb&ela tasks or
there is step B 1 which creates the synchronization

berwearn ttheataslexrcd the irnermge saplereuty¢. appl yi ng t he API
functions.

Figure 5 is the flow chart of the method for processing the tasks in the embedded
operating system of smart cards in the present invention, and the method includes the
following steps:

A: initializing the system,;

B: creating at least one task according to the function set by the system;

C: scheduling the pre-execution task according to the priority of the system;

D: executing the task and returning the executing result through a data
transmission channel.

In the present invention, since there may have synchronization or mutual

exclusion operation between several tasks or between the task and the interrupt
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The method of the present invention will be described
in further detail by referring to the above system
1. Firstly, the initialization unit 12 in the system
of the present invention initializes the hardware
platform 11; for exanple the initialization unit 12

gemif:é ?Au‘uﬁgﬁnggehtu}g \/\gr pfmc{] | t 5C ifijcrg ésa §t§é| hiCH creates the
@M&ir@ﬁ"‘zmm%lﬂum&&ﬁsmﬁ @&néﬁﬂbk‘ lff}J d&ﬁ)f’}ﬂl’l%ﬁ‘le Wﬁltfurfwc_aons.

initializes the real-time Kerne

pr Gte atrhag@feheSprsdeamnverticabl 1ﬂ5be&ﬁ§1:rtbh@ iflAr@eSddtAlCbYfederring
are initialized as desired; The initialization of the
toéld aboivereyskemnel unit 13 can be inplenented by

cal |l ] the APl function offered in the real-tine

kerln%‘IrS%an e iH{jalizapm Pt A Tothe syiem p§ thepresgploar ersien inifializes
i.nve e task.initializa

ETRIERF e LaieT % gf&ﬂplg s ey pf ot dRgiflics he
PRV e S SOk g PERSH] b fERGAWARMagiien CT eal ! ng

the tasks, accor erent ansm ssi on
chanmglde QRe tspﬁerhaﬁrgwf w@rl@t foRd MitihiDRbAUhit 12 initializes the
initialization unit 1 creates two tasks: 1S07816
redgkmakerntlheniMMCint gdkprodess) soniehsystert Veatiblet ahd ehepds enlcture
i nvention, synchronization or nutual exclusion is
%%é@ééllu@étaﬁe%ﬂﬁlrg@vﬂiealmwaé@ktéori af theerepladie theimel omit 13 can be

Rl DY kS F o Fineom Ffrguinc e tsat ameriernel unic by
RBFARREY 1 PR BoaicllFSAIE pFRLL Bk posage queve,

SO 0on on| Zatl on or

exgl uad @Rk 1ﬁi’t‘i‘3h£éﬂiro¥1hﬁﬁt 190 cfeh@s SYNEAr QR ZAL §&Qfed Mo the

excl usion or the communication between the tasks In

abhee tspskmusti the priesent @atbodndnt Olvherictealidg thé thdke, according to
oresent invention also offers several synchronization
erpf dpsd tr@é@nwmﬁlmﬁe@h@mtbfrrbardwwclbianﬁsmseheapﬂabnmpahzauon
eveg fl ag, Eagg | box, ness%%e gueue, and so an,
YR L Hcre@ t%% taggs: P@%l%‘é%‘l‘f@l th@M Cdasks er ent
emaphor es

| .
noeels YRt g bl eeliBE Ko SRR By el expipgion i
nékddd %@E&psé‘vgfal afs %Fnﬁdt‘dgl@uﬁlp ©r BEW, é:@ﬁ‘qp{e taﬁﬁ lﬁnéf\"tfu?mterrupt

the highest priority to be processe

seRé@deeroali g yisushBs takisénttd uag 13aRp&dd 'éﬁéak%etﬁé“ﬂ&&s%y G&héﬁhore
or waiting for a special event, otherw se, all tasks

mgssdgel magboxormnessagey quare, rantl stmeoprfocelsseglmchrd:ﬂxzamenoxa mutual
task is hanged up, the task scheduling unit 133 saves
ef‘ﬁ]é‘S‘@Ber%ﬁdi nijrtheiny for orﬁh@sn@ylﬁhrqnﬂéﬂﬂfaskmt"@ala efséusicnl or the

area of menory of the hardware Iatfo
commumcatnon etween the tasks in the task unit; e task control unit 132 of the

present invention also offers several synchronization or mutual exclusion mechanisms,
such as semaphore, event flag, message mailbox, message queue, and so on, which
can be selected according to different applications;

5. after the tasks and semaphores (if necessary) are created, the task scheduling
unit 133 will search for and schedule the be-ready task with the highest priority to be
processed;

In the system, there always has task to be hanged up because of delay or waiting
for a special event, otherwise, all tasks with lower priority can not be processed;
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meanwhi | e, re-searches the be-ready task with the
hi ghest priority whose operating environnment is put
to the CPU fromthe special area of the nmenory to nake
the state of task transfer from be-ready to be
processed. The task scheduling unit 133 switches and

=SC | es t asks i one of the.fol | ow o
A LN FhnhiEa 85 e BaERuBn g ) Dal i 1l ppegarine
dofBohMERTSTURE (BRMYILCHEAMARRDE thdmeMBBN o iHeARKdware platform,
schedul ing delay routine is hanged up by itself; c.
M hile] gesdeaiche et ber@adyotasia v et aligleenpaidtay aviiode Perating
rel eased; d. Wen a task releases a speci al
snarraphentas pel towhea Pl frawtheapkcinlsarer efathe dnednory ngmiake the state
task processing. 6. The task is_conpleted, and the .
Hdagk transter fromubeiesady iy brurRpreasrrel dae ssk sehiediling b 133 switches
channel .. Si nc he present. s em has nany nechani sns
a7 B B It P e gl TRt he et nod of
the WhESERtw DR éﬂanglaer&ﬁm%x% fmtifRe AYGh ﬁn Eémcg [QRhem

o l'ong that

t hat one task occupl es the processor s

ot BeWheiy @ sk sCiRdulid ddIey RLASES Heflsddp b itsk@Ng time. In
the follow ng,, the task scheduling and comuni cati on
of ct Whempa esk it wainug fidriacpecislisemapterdesterieleestdi n f urt her
detail: the synchroni zed semaphore in the enbodi nent

i sd- Yhew ataskirgipasene preciahgereaphelsi oni zat i on bet ween t he
tasK&hand t he Events 5 make the task with higher

pr FoVPEY gEYy &8k ipereffed einedBe sk PISFSSi%e task with

o 9 ou : .
t 2tk B o URE b 16E fsl? iR RIGEA BRI B VagiSsion
dnBgndpr esent invention, the 1S07816 is defined as the
synchroni zed semaphore, by which the 1S07816 task and

t h8inicat e rprpdens 8stemehdso tiah ) emeshanigims Cat etasd rdrseh@dlling and
other, while it is waiting for events to be happened
switching, thggnethed of thepeesettdnyantion capbe usadrtojayeidrtbepiabtem that
sends semaphqre to notify the happening of the event

406 1R¥eOCHRIKS theghprestor iRilpne that pIEr ¢ysHisepg ALK Processed for a
lggtg&nined if there is 1S07816 event reach or not
aé%orging to the 1S07816 synchroni zed semaphore, if

no L | -0 i 1 i . .
evgh?@ﬁ%%gﬁg %ﬁw?eac gg#mPﬁgﬂﬁﬁgwﬁgéEm?%T?@E§E§§§Eég%QUOn

widishe dustribedha fhitgheletalt tHerdyhohroflzéd@nfypabeMh taénbdment is
real-tinme kernel will schedule the 12 task to be

Ppeod tesspdnedtbe sychmaizmtiom beth80 8 kG asksamt] theadhesto mide the
I SO7816 . synchroni zed semaphore is released in the o
taskt with Jpghes grigride givetiup ibe §FU peuresshraie taskt with lower priority

when there is no event reaching to the task with the higher priority. In the embodiment
of the present invention, the ISO7816 is defined as the synchronized semaphore, by
which the ISO7816 task and the interrupt service routine communicate with each
other, while it is waiting for events to be happened in the task unit, and the interrupt
service routine sends semaphore to notify the happening of the event to the task
control unit; In the ISO7816 task, it is determined if there is ISO7816 event reach or
not according to the ISO7816 synchronized semaphore, if no, the task is hanged up;
meanwhile, if there is MMC event have been reached, the MMC task is the be-ready
task with the higher priority in the system, and the real-time kernel will schedule the
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the same tinme, the 1S07816 task is changed from be
hanged up to be ready and becone the be-ready task
with the highest priority again and is scheduled to be
processed by the task scheduling unit. In sum the
system and the nethod of the present invention

tﬁéax{ g&‘mt h%ﬂf&a{s“& Ot PR tex{ ngt1§67§% aevSWh?JL%LeSs qhe '8B7816

arm suppor not

s‘*}ﬁ&ﬁoﬁ?&f‘&%aph&@?@%@ba@écd ihhge ﬁ%ﬁgérw&@lrmﬁfﬁ@rotf tkféqu@)7816 at
but al so the coexisting two or nore data channels,
thé1ysme hignes e ISO2R G skl lid crangbdi@en ibef lhged upno Wet h:ady and
the device terminal in a nore flexible way with a
tscgherths peachdyMasinwhiihl the higkest ipriporippegainiang isysshedulasf to be
the smart card of the present invention strengthens
IFﬁ§*§HﬁDﬂE%F¥%H§W6W“bﬁ@“snart card, supporting not

onhy s L BB SR HRR 1 e BTN SRR e
sﬁ@écgwgc%tﬁé‘&‘até nEl 'ESFt Wégﬁlaﬂ'&%t tuﬁg&%g%t ptﬁné%egnﬂe

fectively since real -
dmemhhaqss)yst@m th% c'éﬁ%ilmohil%n{hhﬂ Rr@ Pk alsbNBe 806SisBRY two or
of the smart card of the present invention can process
rhéve dassdmnigls,ahuothe sfagxdabl eouMhigxchangdinfiogiaeion sypdedhe device
therefore it has hard real -ti ne and hi gh
t@ﬁﬂé@ﬂﬂ@éﬁ@%ﬂeﬂék\WBuwgbah&ﬁéfﬁE@éent |nvent|on may

dobEeT R Fh P RESGHTF ST h g 2@%%&%2%&‘ b Bt invention
ﬁ(@ﬁ%ﬂédsoﬂie é?}ﬁl%gtl ' o{“ gﬁie Shart |3§r \?\ﬁ ﬁps oﬁ r%ﬁl Jhe single

I"'on or varlatlohs
Bpliognts? tﬁ@@onv%ﬁ@&?al Qhakthars Ivat aRo %E\ér!ﬂeap%ﬁ@zﬁﬁﬁfs running on
invention and its equivalent. 13 O ains . An
oapleedde cheaaieainid) thus Yisd @narofars 6®t be G52t thdre effedtiagly. and
control creating tasks on the hardware pl atform which
exbh%ddg@nb pifies thatr¢aditima eperasing Sydem is eiedr te chipi opgehting system

at: th | .ud th t | t t
o S Srudrhigard BF H@wrésgﬁﬁ i VeTRign SRR PRRSES T ks @nweﬁﬁérf&m&ﬁgway
t. L1
PHEMEBL ot PR o el bk b b3 PRI RedtD {1
regl <bhRE tiﬂ@ F@Entqméntloﬂ% ﬁa?\fetrpgnl}'n&%&ke bo 1me{1ts Eherefore

|n|t|aI|zat|gn unit, task contr e

it ik g g ftbi thwhgirielaRd Tspeiotithd pielsarﬂtmmwﬂm thodeSskilled in
used to initialize the hardware platformand the

the &kldtdamenakk e iInehd susfi modilib@idnas kvarinii¢nsavhiziasharnd belohg to the
Is used to create and initialize the tasks in the task
sapre; of therplaimseefithe prgeenpinvgniian angl itpeayivialsneheck t he

tasks in the task unit and start up the task
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scheduling unit according to the rules set by the
system The task scheduling unit is used to schedul e
the tasks in the task unit to be executed under the
control of the task control unit; The task unit

i ncludes at | east one task created by the task
initialization unit. 2. A systemof claiml,

Méterized in that, the real-time kernel unit also

i ncludes: The task control unit, used to control the
syhchﬂ emibzadadorpezatia g sustemmicatariosard ermeaeage advecangrok sreating

in the task unit accaording to the condjtion of the
tsks k OB x Heuthapsivare cplatera ¢ WB‘CQyﬁé‘H}aBEﬁ ZB{orgRtigh WMPU&P‘Slde

d h
BB PN SRR B b Bal 05, BB
U%!t a‘ﬂBeH‘lca&El?[lhﬁ qge hﬁ}d&% latﬁ‘(m?n fﬁ%gl'\TéC'téaewm?mé%ltMEHtlon unit,

al so i ncludes: e tas re-sche I'ng and sw tching

thi befal -ti e 6@ rrde® uh @ 25 € RRAbIC uAN ingWhd €a1-tiRR kebm$ kiGit includes the
according to the signal starting in the task contro
tasiiihitialzatidn syst tesk ahtrol @iimandl, thetask sahedulingadhit, whetleat |

the hardware platformhas at |east one first data

t r b Hilttdizatipncirhig esed ® iniNakizesthe iarsiwage pliaffpem and the real-time
characterized in that, the hardware platform al so
kfﬁﬁiﬂﬂé one or nore second data transnission

¢ h?ﬁ'@ﬁ%lﬁ Imt?azhzgt%or@m?ty@ %l?&i] 0 f<:rf:% qunH] r?iH al‘?ﬂﬂFAQFatsEJ iin%ﬁéjtaislg unit;

t ha fansm SSi

| SEHBHSK cddi@1 8&iE Q%e&t@ﬁt‘h@&i the @Jsﬁs M\@e sk YR aH@b@rt u I%he task

transm ssion channels. 7. A nethod for processing
stbﬁkﬁngﬂmth&oﬂhhﬁ@d&dnmﬁekabym@sﬁyaﬁﬁn1of smart card,
characterized in that, the nethod includes the

f olhowskcscbedubiog umit isnisedl abi scherdyle e skt emtheBtask unit to be
creating at |east one task according to the function

exgquigl undppthe ganteqtof ghe REFOAUP Y t he pre- execution

h
el B O nRRe R ea Bl o BRI F‘WgaPP%é‘B'lt
t h$ WOk <R nfl Rk & lailn” RNSRSGE dcllﬂagl'aﬁlthe 8realAuH§tklgﬂfél Qhit also

claim?7, characterized in t etween step B and
isdlegesC, there is: B 1. creating the synchronization

or nutual exclusion nmechanism 9. A nethod of claim8,
chéhatdaskrdontrdl imit,t drad ,to tdoetrsly thehyyoplupaizadon end wotualdnication

between the tasks in the task unit according to the condition of the task execution,
create the synchronization or mutual exclusion mechanism, and also start up the
operation of the task scheduling unit.

3. A system of claim 1 or 2, characterized in that, the real-time kernel unit also
includes:

The task re-scheduling and switching unit, used to re-schedule and switch the
tasks according to the signal starting in the task control unit.

4. A system of claim 1, characterized in that, the hardware platform has at least
one first data transmission channel.

5. A system of claim 4, characterized in that, the hardware platform also includes

one or more second data transmission channels.



excl usi on nechanismis semaphore, event flag, nessage
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8. A method of claim 7, characterized in that, between step B and step C, there is:

B1: creating the synchronization or mutual exclusion mechanism.

9. A method of claim 8, characterized in that, the synchronization or mutual
exclusion mechanism is semaphore, event flag, message mailbox, or/and the message
queue.

10. A method of claim 7, characterized in that, in step B, the tasks are created by
applying API function.

11. A method of claim 7, characterized in that, the way of scheduling the tasks in
step C is:

The one with the highest priority in several tasks starts up to be executed;

The tasks with the same priority are successively executed according to the time
flake cycle scheduling.

12. A method of claim 7, characterized in that, between step C and step D, there is:

Cl, the task re-scheduling and switching step, is started up in any one of the
following cases:

a. When a new reached external event exits from the interrupt service routine;

b. When a task scheduling delay routine is hanged up by itself;

c. When a task is waiting for a special semaphore to be released;

d. When a task releases a special semaphore;

e. When a new task is created during executing the task.
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