MOBI LE PHONE AS A PO NT OF SALE (POS) DEVI CE RELATED APPLI CATI ON [ 0001]
This application is a continuation-in-part of US Patent Application Seri al
No. 11/503,903 filed August 15, 2006, which in turn clainms priority from U
S. Provisional Application No. 60/733,266, filed on Novenber 4, 2005, al

I ncorporated herein by reference. FIELD OF | NVENTI ON [ 0002] The present

I nvention relates generally to the enabl enent of w rel ess conmunication
devi ces as transaction gateways. More particularly, the present invention
relates to a SMOB!@@H@NE%S%PWOFM&@%WEW@ as a
poi nt - of -sal e (POS) device. BACKGROUND OF | NVENTI [0003] Wth the
expl osi on of wreless phone access and usage, cellular phone service is
fast becom ng nore and nore .ollng countries where
et T feted i nsufficient.
Consequently, nobile service prOV|ders or operators are finding captive
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11/503,903 filed August 15, 2006, which in turn claims priority from U. S. Provisional

Application No. 60/733,266, filed on November 4, 2005, all incorporated herein by reference.

FIELD OF INVENTION

[0002] The present invention relates generally to the enablement of wireless communication
devices as transaction gateways. More particularly, the present invention relates to a system and

method for enabling a wireless handset as a point-of-sale (POS) device.

BACKGROUND OF INVENTION

[0003] With the explosion of wireless phone access and usage, cellular phone service is fast
becoming more and more available in developing countries where landline infrastructures are
generally considered insufficient. Consequently, mobile service providers or operators are
finding captive consumers in these countries for mobile phone services, particularly pre-paid
phone cards.

[0004] The following prior art patent represent the state of the art for the transfer of digital data
to a mobile device, and is hereby incorporated by reference:

[0005] U. S. Patent No. 6,714,797 to Rautila discloses a system, method and computer program

for ordering, paying for and downloading digital products to a mobile device. The mobile device
accesses electronic shop server web sites that contain digital products for sale and hotspot

network locations where these digital products may be downloaded to the mobile device via the



[0004] The followi ng prior art patent represent the state of the art for
the transfer of digital data to a nobile device, and is hereby incorporated
by reference: [0005] U S. Patent No. 6,714,797 to Rautila discloses a
system nethod and conputer programfor ordering, paying for and

downl oadi ng digital products to a nobile device. The nobil e device accesses
el ectronic shop server web sites that contain digital products for sale and
hot spot network | ocati ons where these digital products nay be downl oaded to
t he nobhdreralge iramsceiver kohated ghthetmobilegdevicearidsrg thersybtema trethod rand lvempoter | e
device. Using the system nethod and conputer program di sclosed therein, a
user Obrogrdiibistlescdalierer, aaser d0Wnlobild devicgmap dowilbad Rfgetingubil of datiral ddtd hout

i ncurring tel ephone or cellular phone charges. [0006] However, a problem

wi th t RetheRaN&rAB el PRGE RIckilatyHonS SR i s its inflexibility. Fromthe
nobi | e operator's perspective, for exanple, such existing cellular
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flexibility, ease.of ipplenentation and. yesponsjveness. SUMARY .OF
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foregoi ng and ot her needs not currently satisfied by existing nobile
conmer élill‘ﬁprll&ﬁa 59 Prgvalgpkand growing in developing countries. Such current implémentations of

pre-payment, post-payment or third-party bill payment systems lack flexibility, ease of

implementation and responsiveness.

SUMMARY OF INVENTION

[0007] The present invention satisfies, to a great extent, the foregoing and other needs not
currently satisfied by existing mobile commercial applications.

[0008] This result is accomplished, in an exemplary embodiment, by a system and method that
activates the delivery of digital content and/or the pre-payment, post-payment or third-party bill
payment of mobile operator and/or third party goods or services using a wireless communication
device as a transaction gateway by one or more retailers or mobile operators. For ease of
discussion, the term, “retailer”, is used to refer to one or more mobile operator agents and/or
independent retailers.

[0009] Using a mobile based application protocol, such as, but not limited to, short message
service (SMS), wireless application protocol (WAP), the Java 2 Platform Micro Edition (J2ME),
SIM Application Toolkit (STK), BREW, etc., the wireless communication device communicates
with or browses an electronic mobile commerce server. The mobile commerce (M-Commerce)

server provides access to a range of electronic or digital products supplied from the mobile



[0008] This result is acconplished, in an exenplary enbodi nent, by a system
and nethod that activates the delivery of digital content and/or the

pre- paynent, post-paynment or third-party bill paynent of nobile operator
and/or third party goods or services using a wreless comunication device
as a transaction gateway by one or nore retailers or nobile operators. For
ease of discussion, the term "retailer", is used to refer to one or nore
nobi | e operator agents and/or independent retailers. [0009] Using a nobile
based apgrhtor and/onomr ot mow thirdymtty geovithers amaitablei for ppecthése, bysthermobilessimge
service (SM5), wireless application protocol (WAP), the Java 2 Platform

M cro Eetvice aabdcdiBéhroughMNmdp@ inofd indepehdedtkietail &S TdRd/or BREMYe Epcgator hfemits.

Wi rel ess comuni cati on device comuni cates with or browses an el ectronic
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access to a range of electronic or di gltal products supplied fromthe
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|ndepeﬁgg}rllr1€r£eete ilers and/or nobile operator agents. These third party
providersr Stake the formof one or nore specialized servers, such as a

SMS ce ate a J2NE server, perates jn_conmuni.cation
Wi th tﬁﬁﬁhl oﬁwa? el TR pleie) oy Srighe o it 60 S0CR, CUBS FHFBLE | on.
a val ue-added services (VAS) server is configured to provide enhanced
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servi ce subscriber. Each enhanced digital content and/or service is
packagtisbde pkong sexgesubicaiher. Beeioenhigeced digifabecantentandlorsetidercie padagable asa f or
pre-paid and post-paid nobile phone subscribers. In addition, each enhanced
servi c¥ASscanafti gueclakd ef boe iontngore pahatced werviven fer pre-paid end besttpa'ﬁh'rrmbile

pl atforns, such as a color ring tone platform a post-paid billing

pl at f ophaneadubfbes. GoMideitn, eehieiRinéedbertitisrBonfigidablb €o intdt6perdt®Qdthjond e VAS
content or enhanced services include ring tones, nusic, virtual calling
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For instance, the VAS server preferably includes the provisioning of

contengeﬂofg&ﬁggdg@v rﬁﬁéh@ﬁwrik@g tones, |ogos, picture nessages,

vi deo, nusi c, garres an Ficontent. In this regard, the VAS server
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subscrl iion to a coI or one service, .allow ng for song sel ectl on from
an avaF‘F‘%‘E’PQW?SﬂgeéFWFﬁ?s(éwa%ﬁﬁ?‘éﬁ‘ff‘pté%%ﬂ‘f’?ed by a nobil e operator and/or
retailer. Further, short nessage service al ert subscriptign services
for nelf@12kpBeriastancs (e Vb seavrl pagfenab l.yﬁmiwﬁat oPFoMsipnEIZas coateRtiectgd &0 | abl e
fromthe VAS server for ultimte pass through to the subscriber user. In
addi t i ®vari¢ty of mieg dersssloghs péctere mpdsbages, odgoamuisicogamési and qikertopnisnion thas
enploys its own calling card platform the VAS server is

regard, the VAS server allows for content selection from an available list of content advertised

by a mobile operator and/or retailer. The VAS server may also provide a subscription to a color
ring tone service, allowing for song selection from an available list of musical content advertised
by a mobile operator and/or retailer. Further, short message service (SMS) alert subscription
services for news, sports, horoscope and such information may also be made available from the
VAS server for ultimate pass through to the subscriber user. In addition, in instances where a

mobile operator or third party provider employs its own calling card platform, the VAS server is



configurable to provide virtual calling card or VAS card persona
identification nunbers (PINs) for use on the operator's or third party
provider's platform [0013] Notably, these VAS server content or enhanced
services are preferably nodular in that each content/service may be enabl ed
or disabled as desired on an individual basis. [0014] In a preferred

enbodi nent, the VAS server incorporates a content nmanagenent system which
manages the server's operational functions. The content managenent system
does netnfigeable v wovde vigtuabiedliingecard/ AS VA®N¢aed persanal dentificagien nnmbers €PNy ne
service subscriber. It is integrated with the appropriate vendor's content
del i verfyr ysk ah treraperawdtisait third paetypeodddt splitormd he act ual service provisioning
and/or content delivery to the target nobile phone service subscriber. The
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access of a desired vendor's content and/or enhanced services to one or

nore T gL éoﬁfeﬁt/se?ﬂﬂge ) BOEI-BIGINR AERIBRES esONLRR inlBlidigPEaisp! at form to send

t he content or anced services to the target subscri In this regard,
the co Y4 functlons such
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nanage of VAS prices, b tall hi cal
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retailer group or eographlcal regb avallablllt of VAS by retailer
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or geographical region; and other reporting. [0015] Alternatively, rather

than t Fiegraiad srith the AprTeprisic vender's woptentrdslivenymiatfosn, wiichrie responsihle fordher at e
vendor content delivery platfornms such that the content is delivered by

t hese pétatlfsorvice previsiomihg and/ondoatent delivelyetoghotaegkt wbdé pyorersetvive sobseribert
managenent system such that the content is delivered fromthe VAS server

Vi a t h@he OIS sdrverp g eiedtimmbyERion diitte thel M-Corhid6rt6 kerThg fAdilGaa¥racess s ver
al so manages the interoperability of the VAS server with other platforns,

such agediR@ VERdrt et ah@or RhhdricBd sevfkem ohd@r GRdHE ‘i“%ﬂ&ﬁ OMidd@igsM83he
platform etc. In a preferred enbodi ment, each retail i's equipped with
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requeste t he va ue 1's ucte ron1the retailer”s prepal
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such as: the generation of centralized VAS codes; validation of VAS codes, management of VAS
prices by retailer group or geographical region; management of VAS prices by retailer margin
definition and calculation by retailer group or geographical region; availability of VAS by
retailer group or geographical region; promotion of specific VAS by retailer group or
geographical region; and other reporting,.

[0015] Alternatively, rather than the content management system being connected to one or
more separate vendor content delivery platforms such that the content is delivered by these

platforms remotely, content may be stored locally on the content management system such that

the content is delivered from the VAS server via the content management system directly.



[0017] In another aspect of the present invention regarding a |ogical view
of the server configuration, the systemof the present invention conprises
an application layer, a mddleware |layer and an interface |ayer. The
application | ayer perforns all of the transaction processing functions, and
manages integration with operator network entities, third party provider
network entities and the application |ayer nodul es and sub-systens. The

m ddl ewar e | ayer standardi zes and manages conmuni cati ons between al

ext er nf016kt Bhe M-€lomindres samet dlbe napegesabe ameroperbbijitit efisheoV AlShseregyplititat i on
| ayer. The interface |ayer conprises one or nore interface nodules witten
f or eaothesplatforimss siichragahe mlobilé operatof Billingxsgspinethecattent proekitavaSpstire,

i npl enents a specific comuni cations protocol, facilitating plug-and-play

i Nt egr gici BNa Phekdired inibddiidnt, Yealbl RHAIRE s él{ﬂipfﬁd lwlmraéchbﬁi% Wit BRBUAS, WIHER at or
network entities. [0018] Mdirre specifically, the application |ayer conprises

three %E ard A&l Wr%ﬁ lfagé }é%%ueét@&‘ the Végﬁé %tdeﬁl.g{té@ﬁ'orﬂ% RtaMers il Ver .

Each o ree server S are conpose systens. For eXanpl e,
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transactl n managenent |on , and reporting; and

set t | eFdd{STS Ay ?eg‘i%‘?%?‘?fit% E hapPee tf?%lﬂe@f’ Uer modul e conprises three

sub-syst e e-Wal l et transacti on managenent; Wal |l et stored v Iue; and
agent IRIRE Nt emathemaseics Qlosr preent ARYFD{ipR regersling &, aeioh e ofoh EcfSEed of
five sub-systenms: VAS transaction managenent; content mapping; retailer
veri f i eenfiggrationaBe systemn gf therereseat mventioncomprisesi asrapplisatiop|layes misidiewareach
of these sub-systens is configured to performintended functions required
of t helayesgelan uderae dayer.nolthel appliGBion |layeh perfonit dlvaf éhel mansactios fresssing
descri bed by the conplexity of core functions it nanages, such as

mul ti - flikcted] agl Manags ifedratiphes]th gperatos aagerikiedtities rtitird party pRVURE ctwoylst em
nonitoring, data collection, transaction managenent and | ogging, and the
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The interface |layér is conposed of a plurality of interface nodul es that
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net V\DI’ entit I nt egr at 1 on par ty network entities or
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net wor k entlty it supports. [0Q021].1n_yet another aspect of the present

i nvent FREFICLOPIECaH RS RIO‘BF‘PIL faﬁﬁlteegmg d-Rlgnintogration it thiyd ppsty pfogider
delivery of a wide range of electronic or digital products and services
provi daetwetk entiienandrpelaletaperatprpatopk patigsder s. These products and servi ces
may include renote purchases, bill paynents, currency collection,

el ect r f09i18] PMisg spmiﬁually,othpodppiicqj'mymhmrscormrtsem thre¢ mapduidse an amConimgertd ke.
Furthernore, a subscription service or wireless device is not necessarily
requi r ggvdryarddreeWasiey serviefadd OV AlSheser. PE@tlut iz thitd se@eMin6@slesdre capdsed@of abl e
to interoperate with one or nore third party provider platforms, such as a

uti it yyegRRany met @iefnﬁﬂénth&ﬁze@bfan&%qeﬁ@ﬁﬂé&Me I@Jnﬁf»ﬁ&% %urfshﬁ-@{r'&éxﬁé or four
institution platform "or any other nerchant retailer / third party
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may be_enabl e or_dis d as eS|red n_.an 9 Vld
management; transacti on og, audit and repo ng, hd' deftletnetl and reconcﬂlatlon The e-

Wallet server module comprises three sub-systems: e-Wallet transaction management; e-Wallet

stored value; and agent authentication and security. And the VAS server module is composed of



[0022] In a preferred enbodinment, the third party billing server, through
comuni cation with the M Comrerce server, facilitates delivery of a desired
third party provider's content and/or services to one or nore retailers or
merchants, and triggers the third party provider's platformto send the
content or service to the target user. [0023] In addition, the application
| ayer of this aspect of the present invention conprises an M Conmerce

server, an e-\Wallet sewer and a third party billing sewer. The M Commerce
ser ver figadub-sysemssrVAS rtvansachion uhaggementc erndens avappings ublsijert eamdicatione AFAS$ er
descri bed. The sub-systens of the third party billing server includes:

t hi rd pecing and aetsiber commissiomagadBON databdsai [Fach vfthicfd subtsystams R donfighmtiase and
third party retailer conm ssion. Each of these sub-systens is configured to
per f or pedforireincdded functions Asquired of the @espéctiveBervespedilé.ve server nodul e. The
m ddl eware and interface |layers are as earlier described, except that in

this apiaol The infidiléwae MyePR UeﬁQieEdr?Tfibbgg i"g?& SOAPIES dreliEicins¥Rianages,

interface; a WAP interface; any nu mer chant or third party provider
interfaess 18 UphitBirAfof e e b C : S o [t card
conpany, vvaat er corrpanygarllI n1.%gnﬁltk@&ér%éhﬁg%%idgﬁvg?e?%?a%%%%r%%gép?%nds
toar .|V | at.f rnetwork entity it supports. [.0024]. The
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| ayer dul es .and sub-syst ovi sion a system and nethod for enabling a
wirele a@Bﬁ?ﬁS‘ﬂP F’i?ﬂ’r‘ilstﬁ%\ﬂ?%gacggayﬁnpoi nt-of -sal e device that is highly

scal abl e, robust and secure. As tq scalability, the nodul es are designed to
act as[0020hndhe ipréace Jayse ds sempesedofch pharity #F dntgriags wodwles sk incemporate
preferably via XM. nessages over TCP/IP sockets. The nodul es may reside on
t he safRetuses designedrtoppantigetthe ranwdtiery dradgom dhentarget aetveork | entityeand Mmplifies ar e
al so configurable to send nessages to nultiple nodules, thus allow ng | oad
bal ancintegrétiomoofjhbind panty tdtwerk antitidst ec tmobdlel apeeater népwlrk caititiens Hmyhisl so
be distributed across nmultiple servers. In addition, nultiple instances of

t he nodmbedimeritg theindriage esodiiby dognpeis@fai SMSabinterfate;f AWAPVRkrfiR{Q @fitedss
mul tiple stand-alone or clustered servers. [0025] As to robustness, each

nodul eiférfictdeslitedoNdinRitcd; @n $iBFrhatidh AfetntctRcd: BAd a ﬁbit}?&ﬂl Be&eic8 tach
transactions to be processed if possible. In addition, if a nodule sends a
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one or more third party providers. These products and services may include remote purchases,

bill payments, currency collection, electronic PINs, point to point payments, account inquiries
and the like. Furthermore, a subscription service or wireless device is not necessarily required by
the user. Each of these products and services are configurable to interoperate with one or more
third party provider platforms, such as a utility company platform, credit card company platform,
financial institution platform, or any other merchant / retailer / third party provider platform and
the like. Notably, any of these electronic or digital products and services is preferably modular in

that each product/service may be enable or disabled as desired on an individual basis.



[0026] As to security, secure communications throughout the architecture of
the present invention ensures that sensitive data is not conprom sed.

Modul e-t o- nodul e communi cations are preferably encrypted to ensure nessage
integrity. Supported encryption algorithnms include 3DES, Blowish, AES, SSL
and the |ike. Supported hashing algorithns (for nessage integrity checking)
i nclude MD5, SHAI and the like. Links with external entities are also
preferably encrypted with any of the above software based al gorithns.

Har dwaf@0284%s &da praferyqt énsbodiroehy) the tlfikSprtyntmillingeseiviet, eboagle dorhmueicationptvith
transactions with external entities. [0027] There has thus been outlined,

r at her thy MaObnimetda Geiver, Efatilifacs tdrliverl eftaudeed thitdngart Rideog) corierag@for t hat
the detail ed description thereof that follows may be better understood, and

in ordggrvicBato dndQr REd?S AdMilefORH thérbkbntOBnd RigoB (Y third¥rtP frd¥&iek 8 platform to

appreci ated. There are, of course, additional features of the invention

t hat %éddtﬁg%&ﬁégé%&gﬁgég%gﬁ%%%&j nafter. [0028] In this respect, before

explaining a nt of the invention in detail, it is to be
unders that.the Lnvention {s ngt,limt inits. application to t

ot i 150891 cBRAsch e I APRlGHR Py 1S retpls sk thErish ity AR oA ol or 1
in the follow ng descriptjon or illustrated in the draw . The invention
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vari ous ways. Also, it is to be understood that the phraseol ogy and

t er mi ndnbeyWVdlep seryempdites ae spmPesss of bsptiepbaeeasiier lesaibrdt Thersubrsastems ul d
not be retgardgad as limting. [0029] As such, those skilled in the art wll
appr ecphttbe t third party dulliogpsaresr insbidewhildtd mhity @ansadtivnu managentent etetailey be
readily utilized as a basis for the designing of other structures, nethods
and sy stréfiimtidnr PINadatgbasg and tthird page retniddr qpmumissies Bdcht dfethpsecsbrdystemsast i on.
It is inportant, therefore, that equivalent constructions insofar as they

do not celgardd td Pafohe aRndéd fatioss epmiell 6thehepiapediivei Sty @it mbdule.aTRe
included in the present invention. [0030] Wat is nore, the detailed

descri pidd8wiBaind’ RkdrRNS 15RYs BR B 3Rt QbschiBed, eé;d&pt%a@'irf’%i@@sﬁ%c@%%%é es
executed on a conputer or network of conputers. These procedural
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art to nost effectively convey substance of their work to’other

skill e(rjnelrc@lartlthgr %&d party provider interfaces such as one from an electric company, a gas

company, credit card company, water company and the like, each of which preferably
corresponds to a respective platform or network entity it supports.

[0024] The configuration of the application layer, middleware layer and interface layer
modules and sub-systems provision a system and method for enabling a wireless communication
device as a point-of-sale device that is highly scalable, robust and secure. As to scalability, the
modules are designed to act as ‘stand-alone’ processes that communicate with other modules,
preferably via XML messages over TCP/IP sockets. The modules may reside on the same server,
or be distributed over a network or a cluster. Modules are also configurable to send messages to
multiple modules, thus allowing load balancing throughout the three architecture layers.

Applications may also be distributed across multiple servers. In addition, multiple instances of



[ 0031] A procedure is here, and generally, conceived to be a

sel f-consi stent sequence of steps leading to a desired result. These steps

are those requiring physical manipul ations of physical quantities. Usually,

t hough not necessarily, these quantities take the formof electrical or

magneti c signals capable of being stored, transferred, conbined, conpared

and ot herwi se mani pul ated. It proves convenient at tines, principally for

reasons of conmon usage, to refer to these signals as bits, val ues,

el emenths medul¢stand sntegaeh vlay be chuefigratde & fail@vasmodaiadsesssnultple stasd4aldae or | t

shoul d be noted, however, that all of these and simlar terns are to be

associ alsdredistivetshe appropri ate physical quantities and are nerely

conveni ent | abels applied to these quantities. [0032] Further, the

nmani pufEREPNAs pe rbiistisk, @hch ALHAL previdss @rltdown! 4hdl RIsHRt pfodediré@Sthll AYdwli Ny,

inputting, confirmng or conparing, which are commonly associated with
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human operator is necessary, or desirable In nost cases, in any of "the

oper at L ol Iesald cgthg%ﬁfs&t%'fg’lﬁ, It%iff' Eﬁ)h{atigﬂlytﬁt%mﬁ{ £58%knd tha YRR grtlo the
t Jseful Hac or 1 gzg e

operations are machi ne operati ons. "nes perrormn

operation, of, the esent.. i nvention include general purpose digi.tal

conput &raegpant Haahle AR, il SHGHOR sy S ing pBSBRICH sy Sruch 8ot s e 1o
a systemfo tform ng these operations.  This system may be speciall
constr BE]?@B{“F%%IP’F‘?(E‘ thermaepsagsip sReoked tq disk, pagd 2@ ppmakmonitogisg dhrgad pilk pose
conputer as selectively activated or reconfigured by a conputer program

st or edatiempy t@ Enisod e massegest adadfiies presented herein are not inherently
related to a particular conmputer or other system or apparatus. Various
gener a[0036] pAs eonsectuiithie seqvesy chmmusidtionst throughgutatie mchit¢oture iaf the corestance
with the teachings herein, or it nmay prove nore convenient to construct

mor e S jpentidni asdres Yisdt aedsitpeatasd issndt @om@rontised. t Medileqoinicddlen®@nfinghicdtiens. The
required structure for a variety of these machines will appear fromthe
descri plel éfe@bMedhcrypbidtd]enhigt nieshgbligegriyduppatd ddryplioh B%oﬁﬂﬁ'r%ﬂhblﬁ&b Its
operating advantages and the ains attained by its uses, references shoul d
be had t 0 nyd ' QESLhinPL Leh gl lustrate
or of or 7 B ene onre S i IR M3 RS EREN RSB R mithgginteer

DBA- W m ehibe MD35, SHAI1 and the like. Links with external entities are also preferably

encrypted with any of the above software based algorithms. Hardware based encryption modules
(HSM) may be integrated to encrypt transactions with external entities.

[0027] There has thus been outlined, rather broadly, the more important features of the
invention in order that the detailed description thereof that follows may be better understood, and
in order that the present contribution to the art may be better appreciated. There are, of course,
additional features of the invention that will be described further hereinafter.

[0028] In this respect, before explaining at least one embodiment of the invention in detail, it is
to be understood that the invention is not limited in its application to the details of construction
and to the arrangements of the components set forth in the following description or illustrated in

the drawings. The invention is capable of other embodiments and of being practiced and carried



[0035] Fig. 1 is a physical view of the server configuration of a system
for enabling a wirel ess conmuni cati on device as a point-of-service device,
in accordance with a preferred enbodi nent of the present invention. [0036]
Fig. 2 is a logical view of the server configuration of the systemof Fig.
1. [0037] Fig. 3 is a diagramof the m ddleware of Fig. 2. [0038] Figs. 4A
and 4B show a flowhart of a post-paid bill pay transaction using the
systemof Figs. 1 and 2. [0039] Figs. 5A and 5B show a flowchart of a

cont envupnrvatiasewdysafdsy itiio o baundasstdodtimt die phraseolggy embterminolpgy lempkoysd em of
Figs. 1 and 2. [0040] Figs. 6A and 6B show a flowchart of an enhanced

ser Vi c hegiihse forfthd puapgseiof das dptisreagiabbuld not be ref@dédastingiting col or ring tone
using the systemof Figs. 1 and 2. [0041] Figs. 7A and 7B show a fl owchart

of an euU2eNCAd <K, théR kURACKHI RE aRNWAT ApsRTdid @at itk E(ﬂﬁéeﬁt%nﬁﬁ?)fn @h&ﬁ’ lygg ring

tone song purchase transaction using the system of Figs. :
disclosure is based may be readily utilized as a basis for the designing of other structures,
methods and systems for carrying out the several purposes of the present invention. It is
important, therefore, that equivalent constructions insofar as they do not depart from the spirit
and scope of the present invention, are included in the present invention.
[0030] What is more, the detailed description that follows may be presented in terms of
program procedures executed on a computer or network of computers. These procedural
descriptions and representations are the means used by those skilled in the art to most effectively
convey the substance of their work to others skilled in the art.
[0031] A procedure is here, and generally, conceived to be a self-consistent sequence of steps
leading to a desired result. These steps are those requiring physical manipulations of physical
quantities. Usually, though not necessarily, these quantities take the form of electrical or
magnetic signals capable of being stored, transferred, combined, compared and otherwise
manipulated. It proves convenient at times, principally for reasons of common usage, to refer to
these signals as bits, values, elements, entities, symbols, characters, terms, numbers, or the like.
It should be noted, however, that all of these and similar terms are to be associated with the
appropriate physical quantities and are merely convenient labels applied to these quantities.
[0032] Further, the manipulations performed are often referred to in terms, such as providing,
inputting, confirming or comparing, which are commonly associated with mental operations
performed by a human operator. No such capability of a human operator is necessary, or

desirable in most cases, in any of the operations described herein which form part of the present



[0042] Figs. 8A and 8B show a flowhart of an enhanced service purchase
transaction in the formof a virtual calling card using the system of Figs.
1 and 2. [0043] Figs. 9A and 9B show a flowchart of an enhanced service
subscription transaction in the formof an alert service using the system
of Figs. 1 and 2. [0044] Fig. 10 is a physical view of the server
configuration of a systemfor enabling a wirel ess comuni cati on device as a
poi nt - of - servi ce device, in accordance with an alternative enbodi nent of

t he pr @sention; tivesperations 6 Qddhinkioperafidns. Usefil agichimks for erfarininhg theoperacion
configuration of the systemof Fig. 10. [0046] Fig. 12 illustrates a

f 1 owchaf the@hesait i8VeRBh Rickide lgéﬁsaal@@?ioxe 1§lth1 d@W orlsirilE@eticed using the
system of the enbodi ment of Figs. 10 and 11 0047] Fig. 13 illustrates a

f1 owch f : i bj | ' i
owechagd33pl TRE EF@@I& iB%ERBh alsy Rt o %isrggﬁémbfc}i féﬁ‘[@%xgggtthetsé %B@r%ﬁ&dslp nTpds! N9

the system of the enbodi nent of Figs. and ] Fig. 14 illustrates
fl | - ; : . h
2yt envagerh iy, B0 SRR, Bt for Y bty RGBSR s biRils8h geheR 1 N

purpose computer as selectively activated or reconfigured by a computer program stored in a
computer. The procedures presented herein are not inherently related to a particular computer or
other system or apparatus. Various general purpose machines may be used with programs
written in accordance with the teachings herein, or it may prove more convenient to construct
more specialized system/apparatus to perform the required method steps. The required structure
for a variety of these machines will appear from the description given.

[0034] For a better understanding of the invention, its operating advantages and the aims
attained by its uses, references should be had to the accompanying drawings and descriptive

matter which illustrate preferred embodiments of the invention.

BRIEF DESCRIPTION OF THE BRAWINGSEMBODIMENTS

[0035] Fig. 1 is a physical view of the server configuration of a system for enabling a wireless
communication device as a point-of-service device, in accordance with a preferred embodiment
of the present invention.

[0036] Fig. 2 is a logical view of the server configuration of the system of Fig. 1.

[0037] Fig. 3 is a diagram of the middleware of Fig. 2.

[0038] Figs. 4A and 4B show a flowchart of a post-paid bill pay transaction using the system of
Figs. 1 and 2.

[0039] Figs. 5A and 5B show a flowchart of a content purchase transaction in the form of a

ring tone using the system of Figs. 1 and 2.
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DETAI LED DESCRI PTI ON OF PREFERRED EMBODI MENTS [ 0049] Referring now to the
figures, wherein |ike reference nunbers indicate |like elenents, in Fig. 1
there is shown an exenplary enbodi nent of a systemfor enabling a wirel ess
comuni cation device as a point-of-sale (POS) device. [0050] As depicted
in a physical view of the systenmis server configuration, the wreless
communi cation device 12, such as a nobile phone, is used by a retailer or
nobi | e operator 10 as a POS device to access an el ectronic nobile conmerce
( M Conmeu4o®) Figer $Ar ankdb 6Bhstouga fAowcHatd off bh redhgrReé rsaivicensbséiptivh pwtiise

gl obal system for nobile conmunication (GSM 14. Mbile operator network

ent i ti @fnsaSisiindBe Rra¥Ba CEIBE Bhg toNO¥siHA R vs?meﬁeregsJ?-MEi server, are

preferably collocated at 14 and comruni cate with the M Commerce server 16
t hroug a@d”ﬁ?; ALFURYL S RNARRES seriBE M&@S{%‘E G0N il thd 6
connunp) WE @Q dpgaa?eb ayer to an e- S??étssgr er Spré pan
top- UP £ d' Stfx a'ct()) (;[rln%{étgr%rs\()ﬁépurchas gransacfb‘ Sl%lf%ls%%rg\:l e gs@e f'fg an§ ver 18 in
turn connunlca hY ou nterraces W 17, 19, 17,

oner n 2P pRATEA apd sBGoR s HREhtted %gﬁﬁa&ye&%%ﬁefﬁfr? S%Ea”%g'f%gw inrthe

i nterchangeably to one or npre nobile operator_agents and/or independent
retalIgﬁgloFU@G??CﬁﬁégWWéGWﬁéﬂEéW§€WV§P%¥6 1gad%i des a menu of one or nore
el ectronic or digital products. These products nmay be supplied by the

r et ai | E30431 hEigadfhn hrd %gehcm aflowehast of anenhincedsagyiee srbserintondisnsastion prtbei der s
represented as val ue-added services (VAS) content and/or enhanced services,
whi ch 6peraftas alant deanckeusing thé systambf Figs.dpmd&t or ' s systen(s). [0053] More
specifically, the M Commerce server 16 provides the operational logic to
manage [Ga4EnBigt 00 BRcbHysicali®r 6£thk ke ernligiatiomef 41gisieeh fortndblibg hiwtidles t o:
an interface logic - such as wireless application protocol (WAP), short

Nessaggomfidictfor Ibe A\ pBirftlofbdrtcd Mo &Hd 'aEéd?th(:é 2/, ar) aMRriGE O
Edition (JME), SIM Application Toolicit TK) - for integration wth

a nobi | Eb&ﬂﬁk?&ﬁﬁhé1%&%F&§mﬁﬂﬁ””6|s par5|ng Ioglc to receive and process

transactlons IromVarious access devices u3|ng t he above-nenti oned
e S B B BRSO b BELS SR gL O e ©
[0046] Fig. 12 illustrates a flowchart of an exemplary third party bill payment transaction using
the system of the embodiment of Figs. 10 and 11.
[0047] Fig. 13 illustrates a flowchart of another exemplary third party bill payment transaction
using the system of the embodiment of Figs. 10 and 11.

[0048] Fig. 14 illustrates a flowchart of an exemplary third party disbursement transaction

using the system of the embodiment of Figs. 10 and 11.
DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

[0049] Referring now to the figures, wherein like reference numbers indicate like elements, in
Fig. 1 there is shown an exemplary embodiment of a system for enabling a wireless

communication device as a point-of-sale (POS) device.
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enhanced service subscription transactions, enhanced service purchase
transactions and the like; integration capabilities to facilitate
integration with one or nore sub-systens, such as the VAS server 18,
pre-paid top-up distribution server 20 and e-wal |l et server 22; and ot her
operational support capabilities including but not Iimted to
configuration, reporting, auditing, etc. [0054] The VAS server 18 provides
the operational |ogic to manage the transactional processing that occurs
bet weeh0Q5Q Astdepictsd D agphysigaly viewi ofl thea sysfenp's seivge rcopfiguratinmen the ateless t he
color ring tone platform 17, vendor content delivery platform 21 and

i nf or nebmomnnihiert dgvicat12psuch 238 adeghiletphdnd, is Esed by h.rethtie ovAdbile bpettoall 8 as
manages the transactional processing that occurs between the retailer 10
and t he POidedicOne hedety a6 eltcatbhio mdbikUsIMmécé (M-OaieRd) derbér 16 ﬂﬁoﬂ%haif orm
19. [0055] More specifically, the VAS server 18 provides operational |ogic,
whi ch b, WtlRBgdabiatib® (WDlor 14180 d166hi terd for SBifelBffaunRAti6n (@M 14 ERfoBHE ON
with a nobile operator's access chanhnels and a third party provider

pl at f OBy tHeANRRCInkiALs, "RERUEE ¥v$ OBhfer,t & AP Yol eQlay PRIGT 2T SefL; dgsired

hier,
transacp%ons, such as cont ent purchase {éransac[‘éi%ons, enhanced servrce

subscri pt. transacti.o nhanced servi ce chase transactjons t he
o BT PAGSRA b Dh and BIRREREaE Sl . PRCERRREC GRS ThUboE S { e
to mappi ng an i dati on .of bil e operator content |D, authenticating
aut hor CE3f<t 8 r‘&?‘hi pUpway gntg qusspngf 'go@ﬁlﬁfcénie%d}%rcoﬁﬁli‘%ﬁ@?d ¥éri ces,
establishing retail prices _and comm ssions, system configuration,

r epor t fTHgdlewgrailayerdo apecWallgospier FRepegraist apripydistibation sarvesr3f amd a WA h
preferably exists in the network of a nobile operator or third party

provi deeryer I$. Mhedss scrverd 8gn tummeommysisdtes throughsistefaces tvathetatgeeplatfictins 28i | es
of the color ring tone content. In the provisioning of color ring tone
servi cég, 1% hg wutlomay bergwhaliey @leatr harrerthird pagty iprdvideeosimaetikdpefatoas. mobi | e
operator's switching infrastructure to substitute the audio file of a

sel ect gED5$PNBorf dake GmchSyion) ity KO id Wgd tOREer likterdhigBasy tdx®ie of MR SiDBile
[ 0057] The post-paid billing platform 19, which preferably exists in the

net wor kp&htoRadthkidn/oP RREFNAENt REtafidiy.r d party provider, is hardware and
software used to capture call records, generate accounts and track payments

for pode'SE]"‘i ‘ijhé Wi—tioﬁﬁl?erce server 16 provides a menu of one or more electronic or digital

-

products. These products may be supplied by the retailer, the mobile operator itself, or from one
or more content providers represented as value-added services (VAS) content and/or enhanced
services, which operate in tandem with a mobile operator’s system(s).

[0053] More specifically, the M-Commerce server 16 provides the operational logic to manage
an end-to-end M-Commerce transaction, including but not limited to: an interface logic - such as
wireless application protocol (WAP), short message service (SMS), Java 2 Platform Micro
Edition (J2ME), Java Micro Edition (JME), SIM Application Toolkit (STK), etc. - for integration
with a mobile operator’s access channels; parsing logic to receive and process transactions from
various access devices using the above-mentioned interface logic; a transaction management

logic to control performance of desired transactions, such as content purchase transactions,

12



[ 0058] The vendor content delivery platform 21, which preferably exists in
the network of a nobile operator or third party provider, is hardware and
software used to house or store digital content. In the provisioning of
digital content, the vendor content delivery platform?21 is interconnected
to a nobile operator's switching infrastructure to deliver selected content
to a subscriber's handset. [0059] The information alert platform 23, which
preferably exists in the network of a nobile operator or third party

pr ovi demhan¢es seavieknsubecrintion $ahsagtions, agadcadosetiicespurchass tramsactions andrghe lake; and
data. In the provisioning of alert subscription services, the information
al ert pitegritomnoapabiliies totfeciliateniatipetion avith oreborl morepab-aysbemss sast acthe NGAS
infrastructure to deliver selected subscription information alerts to a

subscr sdredr 18, penpsietiop-1ip A&BIbulioR sefver 2@ dn® BhaicBditeraf2; andl Ot dperdiigisl of
the server configuration of the systemof the present invention is shown in

Fi 9. 2gyphbf capibilitfed iRl lﬁﬁh%ﬂ%fﬂé@torégﬁﬁ@.ﬁ%n?%%g@?} %ﬁ(‘}; ,e&é.aCt ion

processing functions, and nmanages I ntegration a tween the
server | . KB 21g | Sub- 7 dhﬁﬁ@ge 5 .vari ous
third L@?gy net wol?ﬁ %%%f %8r rﬁ%&’f@%& g%y %% %{1%% Hg‘(ﬁlg t(riﬁ) | %8’;‘3 r gﬁaégragtﬁ%%%mr k
entities, suc s the.postpaid billj platf.orm 19, t.he center 24, the
AP gabRED Pl B obits oPRES Bcte@en Ao thdfand uniRd Rt prmyidS B s 606 ur
al so manages the back-end adm ni stratjon, reporting and nonitoring
nf r asAIOETRg one i By ¥?‘E’P56W?m?]ﬁ Ve alitienare apég%fpn&ajl,onaﬂiw plgogys
center _and WAP interfaces 24a, 25a are collocated with the M Comerce
ser ver 23 depvidediin Fig 1. The AN sriv@asoemprages thpsirapseptiond proeessing thas ocqury,
17a, 23a, 19a are preferably collocated with the VAS server 18. Finally,
t he t nbetweewie acthileydd and the mohileeopataterisqaatifrma mychi as ther jostpaid bithugplatferm i s
collocated with the e-Wallet server 22.
19.
[0055] More specifically, the VAS server 18 provides operational logic, which includes but is
not limited to: an interface logic for integration with a mobile operator’s access channels and a
third party provider platform; a transaction management logic to control performance of desired
transactions, such as content purchase transactions, enhanced service subscription transactions,
enhanced service purchase transactions and the like; and other operational support capabilities
including but not limited to mapping and validation of mobile operator content ID, authenticating
authority for retailers to sell specified content and/or enhanced services, establishing retail prices
and commissions, system configuration, reporting, auditing, etc.
[0056] The color ring tone platform 17, which preferably exists in the network of a mobile
operator or third party provider, is hardware and software used to house or store the audio files of
the color ring tone content. In the provisioning of color ring tone services, the color ring tone

platform 17 is interconnected to a mobile operator’s switching infrastructure to substitute the

audio file of a selected song for another network ring tone in a subscriber’s handset.
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[0062] As depicted in Fig. 1, the M Comrerce server 16, e-Wallet server 22
and VAS sewer 18 may be viewed as the three primry nodul es devel oped to
support a VAS content and enhanced services application. This is the
application | ayer. These nodul es contain the business logic for each
particul ar solution, and are separated into discrete functional blocks,
which interact with each other and with the m ddl eware and interface

| ayers. [0063] For exanple, the M Comerce server 16 includes four

f unct i ¢ORH7] blTbe pest-pauhieilling platfeamelft, whichi prefexsbly exisisdn thngwodnof diwble 164,
a parsing and end-to-end transacti on nmanagenent bl ock 16b, a transaction

| 0g, awvgdérttor bethixdtpany pobvadde, ikthardveanclaml sftvidre nwidito amstureaatl redordsa ger@atdl ock
16d. [0064] The agent registration and nanagenent bl ock 16a provi des the

busi neascdufgiafid track RGithe forptdt-pad s&eicad) agent's (i.e. retailer's) virtual
account. Block 16a also includes, but is not limted to, the operational

| ogi ¢ (iRl RRE LeRdoR cBllﬁ@nta&ﬁ%ryr}ﬁﬁfo?Hﬁ lv@ﬁcﬂ P&@érmp exﬁ&qn%é ﬁ&%ﬁéotf he

agent agalnst a group of agents.” Preferably, for exanple, each retaller has

par anEtrrﬁ)ﬁ)ﬁe toBQIatog QY Blify réja?t& noﬁﬁ&r %Cl{a?(ﬁra}% aﬁ& F@ﬂgarg ngcrdattb' h%ﬁ§e' oxséf&jg dzﬁta? al es

comm ssi ons, " maxi num a I mumnm e-wa ance caps, saction

vol une ¢ i mum. transact val ue c rodu are aut r.ized
o ser OBy i ¢ PO 37y Bl af ondircoatl eﬂh%{s g 2F'is
conblnatlons of .these raneters such as three or faour connlss

st r uct dHgrgonnegied 4o a-mghi %‘éﬁ“r‘éﬁ%rn% Ryite Lii“l‘?e Infipstryctyrg Jp éief 1var; slecigh d’oﬁtﬁﬂfalj’e%re nt
bl ock 16a enabl es the operator to create one or nore groups where each
group Pépsekessthandsgl nore sets of paraneter combinations. Thus, when
registering a retaller, the operator may assign a retailer to a group, and
t he rel@U5Pr Theindomtation aleyt platdqrins23, ehick hreferahly eikistsi inghd netwotkaof gmobpe | n
this way, the retailer registration process is streaniines (i.e. |less data
t 0 ent eperhtor oethirtl page provider, iehatiware)and Rolftwine luss&blochoasestGase infortatiah gad
nunber of retailers may be inplenmented by changing the group paraneters.

[ 0065] ddtae IRaths ipievisioging v -ale@t SubHciftRNSRELER] (HBRAGRRABHM aﬁhoﬁlktf&ﬁp 2prigvi des
the business logic to manage the end-to-end transaction flow and

i nter aﬁ{t&@&nﬁ%&‘@@@ Abbild Jsge%ﬁoﬁpgwitaﬁngl bhfrauctd: to HleRG s%fe@tea'saesc'ngﬁ{wdes

but is not limted to: aninterface [ogic to integrate with the

oper at ccess channel s, such as SMSC 24, Wreless
fHto xgrglllg eﬁsP %%%;b%}’kﬂs{qs@t

Applic oco a parsing Ioglc to receive and process

t d t ted
i i ofsefl aupe FrbSfna o BRRAL oY o Pt LotBrBich e TSl °
T ancalis BESSHLISBHERES FIUTT 1 S ot rIOF ARUcR. RENAON PR AR hows:

software for integration with the other nodules, such as the e-\Wall et

ser ver tragsaglin pioscsying Biaetiens, awl mandgesomisgsationt amenest irnd bsivieenfthe server
operational support functions including, but not limted to, system

conf i gmodulerl 6, ri8p@21 iitagsubasysiems,nthe widdleW=00 AB) e evatiownthindt paty hetworlkaudi t
and reporting block 16c provides the business logic to capture and store

t he englatfornentl7,t21ar2Saahd any daibile opbiasorbleddrklatitias, such AS lthed pSstpdidi biliisg not
limted to: transaction data |ogging functions for end-to-end transactions;

audi t i pRtfbuNad] eRSSMBNEEnteR AL th' W ARIBGIWANE) 25 and the J2ME server(s) 26. The
application architecture also manages the back-end administration, reporting and monitoring
infrastructure.

[0061] Preferably, the middleware layer 15, and the SMS center and WAP interfaces 24a, 25a

are collocated with the M-Commerce server 16. Similarly, the middleware layer 15 and the
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[ 0067] The settlement and reconciliation block 16d provides the business

|l ogic to calculate transaction fees and conm ssions for all parties to the
transaction in real tinme. It supports fixed fee or variabl e percentage
transaction anmounts, or both. [0068] The e-\Wallet server 22 conprises three
mai n functional bl ocks; nanely, the e-Wallet transacti on nmanagenent bl ock
22a, the e-Wallet stored value block 22b, and the agent authentication and
security block 22c. The e-Wallet transacti on nanagenent bl ock 22a provi des
t he busntpdass Rdgi 7at 33nuliagee phederably exolotdtahwithtthe MAS sgreart1& Bmaligtthel er ' s
virtual account. The capabilities of this block 22a include, but are not

| i m t echitidlewsreUdyen gs,tin alsabsérceo$ ahy @werface tdinpdicfio) oo e atd mith thd 6-Wilikt t he
VAS server 18; transaction data |ogging for e-Wallet auditing and

report isgger 120069] The e-\Wal |l et stored val ue bl ock 22b provides t he
operational logic to manage the intraactions of an agent's or retailer’

virtua éO(%@To%@td itha i 3Rahl W w?rﬂlfnextcg Iservl Hﬁ‘é _Waflet !Bk 82 End YU s%f\?ernot

limte stor ng currenf e- et account Bal ances, status an

i nfor n t |n |r|

St vor a8 1‘ﬁ£5’ pSTRRRER] et Bt ARG, O WG ipedd TS progéegg dag”

ei ther of M.Comre .VAS se rs.16, 18; and c ttin nds to or
Fromt sahapeed %féYlC%scf’@B[ﬁﬂ%osrr}@as 07 SRRIcB O fveic ThERE dmlies by Patias

[ 0070] For ease of dlSCUSSIOﬂ herein, it is assuned that _a retailer’'s

el ect r ¢ foraPacht pavticular 59lptione nd are srpatated intopdisgetsi foaetiqnak Rlogks, | which

Alternatively and/or optionally, the retailer 10 may use non-el ectronic
mec hanineractivittesach ethenandowith thepriddlewersiand énferfagedayers: ansact i on, such as
sel ecting the desired nobil e phone-related product froma Iocal/rennte
cat al 0§0063] For example, the M-Commerce server 16 includes four functional blocks; namely, an

agent registration and management block 16a, a parsing and end-to-end transaction management
block 16b, a transaction log, audit, reporting block 16c, and a settlement and reconciliation block
16d.

[0064] The agent registration and management block 16a provides the business logic to register
and manage an agent’s (i.e. retailer’s) virtual account. Block 16a also includes, but is not limited
to, the operational logic that: performs the agent registration function, and allocates the agent
against a group of agents. Preferably, for example, each retailer has parameters that govern their
characteristics and operations, such as sales commissions, maximum and minimum e-wallet
balance caps, maximum transaction volume caps, maximum transaction value caps, products
they are authorized to sell, and the like. An operator generally has a set number of combinations
of these parameters, such as three or four commission structures. For ease of management, the
agent registration and management block 16a enables the operator to create one or more groups
where each group represents one or more sets of parameter combinations. Thus, when registering

a retailer, the operator may assign a retailer to a group, and the retailer automatically adopts the
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[0071] The agent authentication and security functional block 22c provides
t he business logic for nmanagi ng authentication and security functions. The
capabilities of block 22c include, but are not limted to: storing an
agent's or retailer's M Comerce server identification nunber (MPIN) in a
secure manner; and responding to agent/retailer authentication requests
fromthe other nodules 16, 18, including validation of the MPIN [0072]
The |l ast of the three primary nodul es depicted in Fig. 2 is the VAS server
18, whickdradteristics foe that groapmin thisf wans theowtailetxiegisicationaoeshyis streantiihes (iandesst i on
managenment bl ock 18a, a content mapping block 18b, a retailer verification
bl ock d8a to entetSr pachepedfiandailee) and| veiolesalkrthamdes o b lapgdknulfiskr ofi rdaikerSinkly

dat abase bl ock 18e. [0073] The VAS server transaction nanagenent bl ock 18a
provideshmmanauaiﬁﬁaﬁmg@@kﬁgg@m@gﬁagagghe transacti on aspects of delivery
of the content or enhanced service. The capabilities of block 18a i ncl ude,

but ar epga8] ThephSHetdd en@4blend thhABSRE MaRiRnlchOPIEP 15@@%&9%@5&&&9(}'

e-Wall et servers 16, 22; routing transactions fronfto the interfaces 21a,

éL Zghsgg?%“o‘g?g‘%%‘ﬁa%|‘%€§?ﬁ%’%ﬂﬁ@%§%§%rﬂﬁ%ﬁ%ﬁ} c;tiﬁg%gﬁgﬁ%%ieagor “'Fﬁg‘.%ﬂeéo‘%] The
Con i R PonPek 08P 1-Gritelae, B sre Amited bt B S os il oo BEIE PR 51 e
L e

val i dati ng OE)erat or/third-party provider VAS codes; napping operator VAS

codes POROh{WAP), dtda PEIBIPS IRBiGIPeeRi v andRTocestisansagiionn Frapiciel varqusiagesss

provi der specific content codes.
devices using the protocols associated with one or more source platforms such as SMSC 24,

WAP gateway 25, J2ME server 26, etc.; a decryption algorithm to decrypt incoming messages; a
transaction management logic to control the end-to-end transaction flows; software for
integration with the other modules, such as the e-Wallet server 22 and the VAS server 18; and
software to provide all of the operational support functions including, but not limited to, system
configuration, reporting, auditing, etc.

[0066] The transaction log, audit and reporting block 16¢ provides the business logic to capture
and store the end-to-end transaction data. This block 16¢ also includes, but is not limited to:
transaction data logging functions for end-to-end transactions; audition functions; and reporting
functions.

[0067] The settlement and reconciliation block 16d provides the business logic to calculate
transaction fees and commissions for all parties to the transaction in real time. It supports fixed
fee or variable percentage transaction amounts, or both.

[0068] The e-Wallet server 22 comprises three main functional blocks; namely, the e-Wallet

transaction management block 22a, the e-Wallet stored value block 22b, and the agent
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[0075] The retailer verification functional block 18c provides the business
| ogic to nanage the services that an agent/retailer is able to sell. The
capabilities of block 18c include, but are not |limted to: determning the
avai lability of val ue-added services by region and/or by retailer group;
and pronoting specific val ue-added services, such as a 'Top 5 or 'Top 10
services, by region and/or by retailer group. [0076] The VAS pricing and
retailer conm ssion block 18d provides the business |ogic to nanage the
char geguthenticobomarskicoyrity btock2Be  beeariWallst tiansectionThanageaperis black 288 pwividss ock
18d include, but are not limted to: managi ng VAS prices by region(s)

and/ or theebusirlesy logicstbrmdnapé dre interaeeion withcthe agends drettailérsy viguguecowmnd The
defining and calculating retailer margin by region(s) and/or retailer

gr oup( shpabllRY 6f thissibtr/224 Melulie, Butl adealdd Himittl @ ko tRmeItdRSrbRRo BesSMDess
| ogic to manage the sets of PINs for the services being offered. The

capabi ldohinf$cOfertd? :\IE 2BH WV ASGHRF I 8B sRYibn @ﬁﬁflﬂéginé fdpet‘@’q}flét%lhﬁéing and

segnent ati on of Pl on a per service basis; safe storage o ; ~serving
of PIN§?%ﬂ- e requesting nodul e(s); and the marking of PINs as 'used' once
successFUI TV ser ved.

[0069] The e-Wallet stored value block 22b provides the operational logic to manage the intra-
actions of an agent’s or retailer’s virtual account. The capabilities of this block 22b includes, but
are not limited to: storing current e-Wallet account balances, status and information; responding
to balance inquiries from the M-Commerce and VAS servers 16, 18; reserving funds while a
transaction is being processed by either of the M-Commerce and VAS servers 16, 18; and
committing funds to or from the virtual account once a transaction is successfully completed.
[0070] For ease of discussion herein, it is assumed that a retailer’s electronic wallet has
sufficient credits for the desired transaction. Alternatively and/or optionally, the retailer 10 may
use non-electronic mechanisms to effect a mobile phone related sales transaction, such as
selecting the desired mobile phone-related product from a local/remote catalog.

[0071] The agent authentication and security functional block 22¢ provides the business logic
for managing authentication and security functions. The capabilities of block 22¢ include, but
are not limited to: storing an agent’s or retailer’s M-Commerce server identification number (M-
PIN) in a secure manner; and responding to agent/retailer authentication requests from the other
modules 16, 18, including validation of the M-PIN.

[0072] The last of the three primary modules depicted in Fig. 2 is the VAS server 18, which

comprises five main functional blocks; namely, a VAS transaction management block 18a, a
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[ 0078] Conmuni cati on between the server nodules 16, 22, 18, the nobile
operator network entities 24, 25, 19 and the third-party service provider
network entities 21, 17, 23, are acconplished through interfaces 24a, 25a,
19a, 2la, 17a, 23a, respectively, and a m ddl eware | ayer 15. [0079] For
each of discussion, the interfaces 24a, 25a, 19a, 2la, 17a and 23a conprise
an interface |ayer, which inplenents a specific communications protocol. As
depicted, each interface is used to separate the connection logic fromthe
busi nesenttmgingpping érletky 18h, np Irethijérnyerifivatiom béagkat §corn MASphicing aPeretdiler and
third-party network entities. This provides a plug-and-plug environnent for
st andarcommisgiadcdlevkt \8d) daderRINt datsbasd KI6&O18el N this regard, a primary function
of the interface layer is three-fold: (1) to nanage the conmuni cation

sessi ongo784 t iThé heAs aeeei tiahatfied MansgeatnBldcRel gaopovided BE baesPliadié a6 m 17;
(2) to convert a VAS server 18 request to the required target platform

For mat nARLSHE rahdactich hdpeets BF 8&%@ 58h8 €bntBhtr feRhdfce®8dvicd) The chgtbffial et

t he target pl atform response, convert that response to an appropriate

respon §?blo§i 1 é?ﬂﬁ%ﬁlgg g)gg argglgwirgﬁe(ﬂ‘t% I’O%?IP% é‘gn Lt?oqg folorpllbgt tﬁp M’ %pce Her face

24a, 2 ails wi or eac pec arge net wor k
W th | AR BT Rt CoR2n P Be et bR B3me Bf infrdfes e %astzaa,. IP% Frrdft ace
19a is prJot ; e? 1, l?%f?%&e&%él}(l),%d transaction data logging for VAS service auditing and
reporting.
[0074] The content ID mapping block 18b provides the business logic to manage the
confirmation aspects of delivery of the content or enhanced service. The capabilities of block
18b include, but are not limited to: generating centralized VAS codes for mobile operators or
third party providers; validating operator/third-party provider VAS codes; mapping operator
VAS codes to content; and mapping operator VAS codes to enhanced service provider specific
content codes.
[0075] The retailer verification functional block 18c provides the business logic to manage the
services that an agent/retailer is able to sell. The capabilities of block 18c include, but are not
limited to: determining the availability of value-added services by region and/or by retailer
group; and promoting specific value-added services, such as a “Top 5’ or ‘Top 10’ services, by
region and/or by retailer group.
[0076] The VAS pricing and retailer commission block 18d provides the business logic to
manage the charges and commissions for the agent/retailer. The capabilities of block 18d

include, but are not limited to: managing VAS prices by region(s) and/or retailer distribution
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with the postpaid billing platform19. Each interface al so incorporates
features designed to manage the transaction | oad on a target network
entity. This facilitates a seam ess plug-and-play integration. [0082] The

m ddl eware | ayer 15 is configured to standardi ze and nanage the

conmmuni cations between all nobile operator and third-party network
entities, and the three server nodules 16, 22, 18. It nmanages core
functions and systens, such as: a nmessage-passing system between nultiple
ser ver treesd anchisas b, refailer grgupirigd dpBning aed talewatingyrstailepmergir by Fegianés)ragdh; an
i nternal queuing systemthat routes nessages fromthe server nodul es 16,

22, 18ramtrigmup(sh.ace | ayer to internal worker threads; a nonitoring system
that nonitors the status of third-party network connections, internal

t hr ead$007qpeLasly, eeCPTN( fdtibase Rk 18t prdvidedhd BEindRYlogid b idgezBé k&8 oand
(graceful) shutdown sequences; debug and audit |ogging, and data coll ection

syst empiNiatorCiak |s8iSAces BRIk BIIRAL € ThE Rhpabilith’ - of HRAbckA1 SO LR R Bht! £6 not
di scussi on of the transaction ma.nagement , SySt em nonitori ng and transaction

I [ | ] . E . | d

i O 7 SpEELG S on Ty i BOERE PSR it TR ML REr RN o
th 1 ddl e | 5.1 .at f feat t

ot 1 velty iyterug BT R e LG pRRERE PP el arESheth @Rl Gel e uepi ot ca

nmessag ceived fromihe server nodul e , 18,22 b he m ddl eware 15
oro s AR Ghitiaicaton belbeghie R diodiss 16TALoLS. i BB CRFEOpASRRH | n an
i nbound gueue 15b to await processing. A dedicated worker thread 15c takes
the meSWkise b f2yuliandfbe ﬁﬁ%@g@éﬁwe provider apwrk ecntities @lpd 7s 23t ,arer | f
the nmessage is to be passed on, then it is placed in an outbound queue 15d.
A pool aetopwlishedt thiongl fintedangs Ada.t3ac & 218,e11ah @Ba, aespeatinely, and enuiddlevane ssage
to its destination server nodule 18, for instance. [0085] The system
noni t otayaigldat tri butes of the mddl eware 15 incorporates a range of features
t hat conpl enent transacti on nanagenent and optim ze the performance of the
| ayer . [(609] eRGEHCR , of rAItubsIdH, NBe teEads 24512952808 11aacka ahd 2ba coRPRd ance
aspects of nessages within the server nodules 16, 18, 22 and the m ddl eware
15. The$&£e R draRatch sRfichent "¢ lspagnd RoRAANAGT b Pﬂ(ﬁoc@ﬁsﬁé% ReRdiag and
recei ving, queue sizes, Internal processing statistics, nessage elivery
re-tri I i : Wd: P | G- -dqml L. and
fiterfACE ROREE toas%gt&faéﬂc otldn'i6ai HBnARlE bhdinRs @9 ey fin i e '

SMB al erting system provi des notvfication o or f an events.

SMS al erti i ssible.thr h.Short Message. Peer .t o Peer VPP),, . Si mpl e
et wor Esdin PO oo R R e oA B gt orthis SpHee: = PUESPER oLt o
Interface to hi ne, Dj stribution, version 2 (CIMD2) and other protocols.
Al erti HYUSYEER fﬁﬁ%ﬂ@@&sqdrﬂ?m PSSy act i ve Voi ce Response (1VR) systens
and Mul tinmedi a Messagi ng, System (MVB) with graphical illustrations, if

desi r e08§lholnghisaegasdx Rimary fimcsion o the interface layer is dhraeréoldr/( hita managgdhe

bal ancing (in case of overloading) and dynam c failure recovery (in case of
fai | ur eymMmpEBBRN s$seons vethsthe target plastpgmnspchtas theeolersringf tondplatfouia 1 EW@) & | ayer
15 provides a common capability to capture and safe-store data for critical
st eps tonvetiea ViAhsactr 08 rgquestetostha geduiredviaigdt phsformaf fonnatt ancladendait o therbui | t
even and audit |logging to disk 27 provides a continuous trace of nessage
progr efgendé® hap&l pla@ait; /dndt @) 6 inteRpdi the tdph Fadose Mshohse! bl SaHletOthat

| oggi ng 15i provides safe storage of critical logs and raw data to a

Uni ver gghonké %ﬁﬁ)&)}dﬁﬁaﬂeQ%Gﬁse(f‘oF th s&FEMREAA&AT, 3219%N) -

[0081] Notably, each interface 24a, 25a, 21a, 17a, 23a and 19a is written for each specific
target network entity. For example, the alert interface 23a is written for communication with the

information alert platform 23. Similarly, the postpaid interface 19a is written for communication
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[0087] The UTL server is a centralized data collection systemthat captures
performance statistics 15 and transaction data in a standardi zed format so
that it is presented in a unified view and extracted by reporting tools.
Each transaction is preferably identifiable by service type, transaction
type (e.g. balance inquiry, top-up, etc.), date/tine, MSISDN, and response
code. A web-based adm ni stration graphical user interface (GUJ) all ows
operations and business users to view a range of scenarios, such as view ng
an i ndiwithdihgl postpaidi millingyplMBi8DID.orEach enferfgceahlso smovporass aatuvisl Gdigned to
Preferably, each scenario is controlled by one or nore filters. [0088] In a
pr ef er hexdagntho diansadtion Bad ep artirgahemocki|eatityOThis adiktars awkdrhleishtuglaidaplay
collection systemto extract data for any individual application, or to
consol igtagratisiat @ across all applications. Controlled by one or nore
filters, the reporting nodule nmay create reports for a range of scenari os,
such agoda] SRR Inidle?81BERISE SRELEET0 inddr DS B hdflage RECdifimbnicdtlohns
top-up transactions by séervice typ€). Reports may al so be created on
aggreg i tailers jdi Vi ervjce <y ough
the r e%%tr%&e%gﬁ rrdtl)(gﬁ]l%eo?’\é%%i a?g t%ﬁé?%?ﬁ’est%p?%m# -%gﬂg?hlsrg? \S/eir‘écce‘f Il(ﬁ?%l\lﬁs ers my
create,Lheir own reports.al so. 089] A nore detailed description is now
o oo et e dARARHES Spisr S s P WaCERHRD det & T HEEH BB DPiNFER: | on
to act :n‘\égtei del i veré‘ of vari ous éont,ent and services using.a Wwreless
conmuniRBERIG seryenmedules 16, 4% 4p 2ae thomighce kst nrefegbly eing IMlsra infpmalng
with respect to Fig. 4, there is shown a flow chart of a post-paid bill

pay mendueuizh st et titesgnessages rome thegervenmogiles 6t 22, 9 end iinfarfadedayestabl es
a nobil e phone service subscriber to pay their nobile phone operator's

post - paitemalcworket thrsidspaphysiocial systemethatympniters theetatys, ofrthjpé-pscty potwoals
etc.) over the counter to an authorized retailer 10. [0091] In the

exenpl aonnebiighs, fhtérhalnthecds, cqueutd)etd. givith| @kntl Mlatis ead doggibg)t enififldAtord an@s a
poi nt-of sale device to initiate a post-paid bill pay transaction, as at
oper at (g8cetll) stuldFvicghi@ict£ desipdadi dﬁamonggt hnddifa ESIRBEGESysRASthal ®llects
performed using a SIMnenu by retailers 10 that have authorized el ectronic
val | et \BgaAed Qsad SI M security. The SIMis a subscriber identity

nodul e; or a contact-based smart card, that is inserted into a nobile

devi Ce'[(?os@f‘”is%re Iglgileﬁl Mscussion of the transaction management, system monitoring and

transaction logging attributes of the middleware layer 15 may be better appreciated with
reference to Fig. 3.

[0084] The transaction management attributes of the middleware layer 15 incorporate a range
of features to guarantee delivery of transactions so that transactions are never lost. As depicted,
messages received from the server modules 16, 18, 22 by the middleware 15 are through
dedicated receiver threads 15a. These messages are placed in an inbound queue 15b to await
processing. A dedicated worker thread 15c takes the message off queue and processes it. If a
response it to be sent, or if the message is to be passed on, then it is placed in an outbound queue
15d. A pooled collection of sending threads 15e then attempt to send the message to its

destination server module 18, for instance.
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is configured to store an application on it that is controlled by a nmenu
that is displayed on the nobile device's handset screen, and controlled by
t he handset's navi gation keys. [0092] Notably, a transaction nay be
performed using any desired user interface on a variety of nobile based
application protocols, such as, but not limted to, short nessage service
(SM5), wireless application protocol (WAP), the Java 2 Platform Mcro
Edition (J2ME), BREW etc. Each of the transactions discussed in Figs. 3

t hr ougP085km eﬁxﬂtm meniforgatirinytes of dref migddlepant bipcorpprus 3 raggseoffeatorgs 30 i s
performed when a nobil e phone service subscriber provides the retailer 10
wi t h hittest rempiansnt B@nshction inhanagdnoené and ndptimizd ke penforntandze bfi ghep fayelr. dHod a
bill reference nunber. Using the nobile phone device 12, the retailer 10
access esanpld} oniteingahads B3 Kepsmadk. ofl A0&HpiR6ed sspadth W nidde@ug& Within the
application displays the appropriate pronpts to the retailer 10 via the SIM

MeNu, S&GE ASdulbd $8SES, ezzt 8id &Iébr%ﬁfdleb@ﬁe POSTRAL Q:oﬁi‘[ﬁhbﬂc% RPects inchRIRf thfedd
Subscrlber Postpald nobi | e no ; "Please enter ref erence no."; "Please

ent er n g . unt >
for pogf%"é?d“%%%’ g SASEr O, MEL Ny S LI R, S
wor ds, e ct he coryes ndln tions fr SI.M nenu,
e e T 8%% I LSRR APl SR ArRCR e

retailer ters.i erce server i d ification n . e.
P ) SRR SR PR SPﬂféﬁ#eﬂgEB?r%‘ oo S listine isreohlecBiutt uc: s
an encrﬁpted bill pay short nessa service (SM5) containing the entered
data, 2Rt Megass ReerniosBegye(SMPR, Nﬁ’léelﬂ?té’roﬂQX agifig Reptocpl ﬁlﬁﬂ’ )r diwessal he
bill gﬁ% message to the M Conmerce server 16. The M Conmerce server 16

det er mCaawuten Broteded (BCP), Gomputes dnferdaceite I\éacbrnlelDlﬁtabumwamstammmINHEd appt s
the message, and authenticates the retailer's 10 details on the e-Wall et
ser ver ofhgr padocals. oplertangi syste@R may| D8OmElulé ItbractiveayV eice Refponse (IVRY) wgstems n t he
retailer's electronic wallet account, the e-wallet server 22 holds the

pay mentnd Muliiedid M&Saive Sgstent(MMB) Gahn@asitcas elliweatid, ifMddsirad. eBwa@ ofhy ment
request (operation 32) to a billing platform 19 of the nobile operator 10

t hr oughystdie nYdhosiaf \eikibaids ikkleded ¢ 155@ beRh@hg JirPtadeN6r BRYHRMhe) GAYEST
i nclude information drrected to t nobi | e phone service subscrrber S

post-p he paynment anmount, and bill reference
i Onhfe g@% B@E%Pwﬂureh .

nunber . t|on may | nclude the paynment type and a uni que
M Comrf\dO%g] SEHE rtra}lsra%ﬁ'ona%glg?nng Qt?rrlg%x?es' of the middleware layer 15 provides a common

capability to capture and safe-store data for critical steps in the transaction processing to avoid
loss of critical data. Inbuilt even and audit logging to disk 27 provides a continuous trace of
message progress. General agent/retailer logging 15h and central transaction logging 15i
provides safe storage of critical logs and raw data to a Universal Transaction Logger (UTL)
server (not shown).

[0087] The UTL server is a centralized data collection system that captures performance
statistics 15j and transaction data in a standardized format so that it is presented in a unified view
and extracted by reporting tools. Each transaction is preferably identifiable by service type,

transaction type (e.g. balance inquiry, top-up, etc.), date/time, MSISDN, and response code. A
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[ 0097] At operation 34, the decisional issue is whether a valid post-paid
account exists. Here, the billing platform 19 of the nobile operator
verifies that the nobile phone service subscriber's MSISDN is a post-paid
account by cross-referencing the details of the paynment request with
information in a post-paid database. If no matching data is found, the
billing platform 19 notifies the VAS server 18 of the m smatch, as at
operation 36. The VAS server 18 notifies the M Conmerce server 16, which in
turn sw@isbdbasedradministeation grapBival wees sveréact (GUBeallosts aipbmatiodstandriaisiness aisers e r
advising of the failure of the submtted request (operation 38). An exanple
of a suiesca irige afctérfariostsucn aSVEwiRg aadedifidualasefvdacd Byl MSISDdaGH Viewingayll r ead:
"<@G ven nane>, there has been a probl em processing your bill paynent

submi t s@diceybyWISIBDNS P%ﬁ%%cl@koeﬁ&ﬁkbfﬂc%ﬁﬂr&lfédtbymﬁé or ofPEIeersal | cust omer
servi ce on <phone nunber > rans # <transaction |ID nunber>." [0098] On the

ot her 8] Inf a pRErRidRSMRREnt | Srepbftin 'rﬁ&hu?éccﬂnﬁﬁﬂxhbgesoﬁﬁﬁ 1R Aa BERRHE -

then t b| I1ing platform 19 accepts the VAS Server's 18 paynment request

and po§}; §en£98 %ﬁ.}é @ﬁ'ﬁ% PEQCESS &}§1dﬁl 3 gﬁ&nono 05 . doRQ %%Ltel\lgg&g ac?%sst%}l th

oper at1-on |ngpat orm conlrmalon NESS

VAS server nt has beep, accepted for cessin The VAS server
18 not FHRYE %tl?]ﬁe%nu%g%ﬁ% PR % Elro{}eeﬁlt‘irét ?Q?H“?%@Bﬁ‘ﬁ%f%ayt ‘Hga L& ISR 49T L ever
22 to deduct the app prlateegaymsnt a unt.fr%mthe retailer's e-wall et
accountaig® Sk Py 21 as[ HFFPOIB |ONTaEETBRIED FRRVICEE b¥ drapeactian bped ecath iRt s a

notification SVM5 nessage to the nobile phone service subscriber (operation
46) anHansaetimp eby 19TViesp &YRS)-i Bspars) maynflsenbeirredied opapasragatedh setyissh by
successfully posted. A successful SMs notification nmessage sent to the
post - peetallenfegsnt or phandividealviepaces)b sThrobghr therrepating myodolenhwibile opeatorsiat i on
on the custoner nane, date/tine of paynent, the retailer's NMSISDN, the

M Conmhirdepasig sor@icepraviduismay createnhusibewn repofls dlbe paynent anmount. An
exenplary formmay read: "<Gven name>, your bill paynent submitted on

<submi FBBYN AMahere detaileddRBHSEINAB nbw PRschied rég@ﬁﬁnébi%iﬁﬁﬁfdf'tﬁé’ar@ﬁl%ﬁﬁé gfl.
Your receipt nunber is <post-paid receipt #>. Trans # <transaction ID
number ge” present invention to activate delivery of various content and services using a wireless
communication device as a transaction gateway.
[0090] Operationally, and with respect to Fig. 4, there is shown a flow chart of a post-paid bill
payment transaction using the system of the present invention that enables a mobile phone
service subscriber to pay their mobile phone operator’s post-paid account using physical
currency (i.e., pesos, rupees, pounds, etc.) over the counter to an authorized retailer 10.
[0091] In the exemplary Fig. 4 transaction, the retailer 10 uses a mobile phone 12 as a point-of-
sale device to initiate a post-paid bill pay transaction, as at operation 30. In a preferred
embodiment, bill pay transactions are performed using a SIM menu by retailers 10 that have

authorized electronic wallet permissions and SIM security. The SIM is a subscriber identity

module, or a contact-based smart card, that is inserted into a mobile device’s handset. The SIM
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[00101] Simlarly, a successful SMS notification nessage sent to the
retailer 10 preferably contains information on the date/tinme of the
paynent, the subscriber's MSISDN, the M Conmerce sewer's transaction
nunber, and the paynent anmount. An exanple retailer notification SMS
message for a successfully accepted transaction may read: "On <date> at
<time> you subm tted <currency anmount> for post-paid bill paynent of
<subscri ber MSI SDN>. Trans # <transaction |ID nunber>." [00102] At this

j unct uisesonfigerefidyistoes apapplicationoen itéhatiis epntrodied by spmenchishistdisplayeionrthi | e
phone service subscriber, operation 50. [00103] It is worth noting that any
or al | nobil¢ d@ic\béﬂlandsﬂtsa:reeraanﬂ amtreliedby the handsei’ cesvjgatbrkbest di gi tal cont ent
or subscription services, is available to pre-paid or post-paid nobile
phone F093TT No&bE, Birastattiorahaye pitfosmed bsiflinyedusitedRF intdiic€ Okl B WAfiety Of an
aut hori zed retailer 10. Each VAS content or enhanced service is avallable

si ngl ynRbild Bﬂééheiﬂph@dﬁ@n Wo&ﬂs epab he bup hodiimabd ?dj shért Mks¥agRlseRiA(SREK)AS

desired. Therefore, each VAS content or enhanced service is preferabl’y

o | g%&‘%%f@%’eﬂ#%?‘%@ﬁ%*°f°@5“pﬁw§"f{% 3%%r?§!dﬁféﬁﬁ?ﬁé§w§§ﬁ°ﬁ"é%*?‘%@?é o

shomn rt Q nte ur e trans ctlon i form
of a r?ng tone pdxmﬁﬁggniré%§5ggl §fn§ ﬂﬁ. é&afeﬁ?%fmTﬂgyp?%% %

|nvent| t engbles a pre-pay or post-paid nobile phone subscriber to
recelvg1 51“@ ntent on his/her handset. This i s achi eved by delivering

physi cal currenc to an authorized retail er [00105] Here, the nobile
phone E¥PJ] ceraabat3( isaerfemnedvhen mphilg phoese ﬁ?rﬁxje suhetiber grovades ihe wtailshd
provi des the nobile operator or retailer 10 with the content |ID nunber and
hi s/ hetO othi hig/hgh peré-paidnibebile phane rmnbey,ethg amoetntopeing paid) gnd aHell sefosnecd ber
may sel ect a specific logo or picture nessage. The retailer 10 then uses a
nobi | enyhlxere Ustngathe angbilernpthond deddee] 2jald totailen 10 ncdessts @ Mi@ommege saner 16
purchase transaction by accessing a M Conmerce server 16 menu (operation
60). menu.

[0094] Preferably, the SIM application displays the appropriate prompts to the retailer 10 via

the SIM menu, such as “Please enter Subscriber Postpaid mobile no.”; “Confirm Subscriber

Postpaid mobile no.”; “Please enter bill reference no.”; “Please enter payment amount”; “Enter

your M-PIN”; and “Confirm payment of <amount> for Postpaid no. <MSISDN> with ref no.

<bill reference no.>”. In other words, the retailer 10 selects the corresponding options from the

SIM menu, and enters the details provided by the subscriber in operation 30. The retailer 10 then

enters its M-Commerce server identification number (i.e. M-PIN) and confirms the transaction.

[0095] The SIM application constructs an encrypted bill pay short message service (SMS)

containing the entered data, and sends the message to a SMS center 24, which in turn routes the

bill pay message to the M-Commerce server 16. The M-Commerce server 16 determines that the

bill pay message is a bill pay transaction, decrypts the message, and authenticates the retailer’s

10 details on the e-Wallet server 22, as at operation 32.
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[ 00106] Preferably, the SIMapplication nmenu displays appropriate pronpts
for the retailer 10 to enter the data provided by the subscriber. The SIM
menu may i nclude such pronpts as: "Please enter Purchasing Subscri ber
nobi | e nunber”; "Please enter Target Subscriber nobile nunber” (if this
entry is left blank, then the systemdefaults to the subscriber's MsI SDN);
"Pl ease enter Content ID'; "Enter your MPIN'; "Confirmsale of <Content
ID>to "NVSI SDN>". After the retailer 10 enters its nmerchant identification
nunber [9Q96¢. Ifithere mye sufficient Eungls i the Tetaibesisfelectronic tveallet asaeunt i tho a-walloOEO7R Not e
the option to include a different 'target’ MSISDN in addition to the
subscr 2Bdwlds thSip@Piknti dmabes i edervdhang thypM-Commidrasertdnel 6ninitidtes  payneent
servi ce subscriber to purchase VAS content or enhanced service(s) for

fam | y reqmehi€oserationi 32 etsa bitid Hagias19 efitle alobRé SperathP 00 8dughtiBe $IAN server
application constructs an encrypted content purchase SMB message contai ni ng

the entgr agefabl, t1RNEetSRNEShE Qﬁwﬁ@xﬁ%ﬁ’@esi ﬁlcﬁldgl\iﬁ‘oﬁﬁﬁf(ﬁrdlgeéted%'tﬁ@ nLoBﬂJ: urn

I’OUt es the content purchase nmessage to t he M Conmerce server

t gage
s o CBATE it sblalthes 8 %ﬁﬁﬁaé@%@’@lﬁﬁm@éﬁzﬁgﬁﬁ%‘? Pﬁ‘mﬁ?nﬁ ates
there ai onth e- VWl | et server ration .

addi t i %‘“’%‘Je? eﬁ‘ﬂgﬁ% blspu%nasl eIP ajen 1n81|y V\H'F@l\é th%lé’laﬁgrﬁ tYP%q”{}gsf{ uf“(ﬂ“? H¥4-vas
serverpl assing, al o tgqthe retailer's MSISDN and the content ID. [00109]
At opefFRTmSRCSTveL AL UMbl ssue s whether the retailer 10 is
authorized to sell the designated content. The goal here is to prevent the
unaut hBIU97kdAs gpeaatism 34, dhe desisional ispuceis whsthen a vahd pesimaidasgoyns eaisiseHergp i n
addition to preventing the sale of unauthorized content to a nobile phone
ser vi cthedulbiog plagierm 1pfof theemeliteaipertori@rifiss thot tha utdhide pherd servigedubsdriver’s

desi gnated content, the VAS sewer 18 does not validate the retailer 10 for
t hat SMSiSDNaisseapd)s't@aid acanrt diyngbss-refdnencingShe eletadls of Shes payaitena request with
non-val idation notification to the M Commerce server 16, which then sends a

noti fi abinitioia posspadalatadaden B doah@bhifs ddQ iefdndBi bifling AR MEIMictifies
subscri ber that the transaction was unsuccessful (operatl on 63). [00110] On

the ot hRrvABNErvet 181dTqhd Blidhdt@l, 24Qt iopedBLLBHI N8R VAS Qerveyw%hﬁ@sdmfmse' !

t he desi gnat ed content, the next deci sional issue is whether the nobil

oper at pg, e?é?{'/{ %geﬁ' 1 vs)h?chvi‘?l %egiagraaﬁdt @at@oq‘% SM%f mgsg%i% {ohﬁle\{pt?ﬂér {(Y Gid 18

notifies nmef ce server urn sen notrtication SVS
L e e o b
o Tl e e oy i sl bo Lpou Toler, 1
has been a problem processing your bill payment submitted on <submission date> at
<submission time>. Please call customer service on <phone number>. Trans # <transaction ID
number>.”
[0098] On the other hand, if the subscriber is verified as a valid post-paid account, then the
billing platform 19 accepts the VAS Server’s 18 payment request and posts the payment process,
as at operation 40.
[0099] Next, at operation 42, the billing platform 19 sends a confirmation message to the VAS

server 18 that payment has been accepted for processing. The VAS server 18 notifies the M-
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correspondi ng nobile operator's (or other authorized content provider's)
content ID, retail price and retailer comm ssion and passes this
information to the M Comrerce server 16. The M Conmerce server 16 requests
the e-Wallet server 22 to verify that the retailer has sufficient funds in
its wallet and to reserve the retail price less retailer comm ssion. The
M Comrerce server 16 then requests the VAS server 18 to initiate the
content delivery request to the vendor content delivery platform21

( oper atGoomd&s) seryar dive walrhyingias i thg eavalley sdrier 22atogietluctohe heproproate pay@nent c e
subscriber's MsSI SDN, content ID and M Commerce server transaction |ID.

[ 00112mbhist froex theGuaiért scpwalbswat@uh@phetiod $4. vendor content ID is valid
(operation 66). If not, the vendor content delivery platform2l sends a

non- valegiab S] e MR ofinciéd @Rvek N8laldohBnMAREOS nbtRidafior BN inekshg: fohBe MBI Er Ver

18. The VAS server 18 not|f| es the MCormerce server 16, which then sends a
Bﬁf)lnfel g‘?lﬁ%ﬁéﬁscnbe \tlllbglqgg 0 } ue?%m\6 Eén%ﬁ}gﬁtte reéllltjgst
(omer oy B L, SEbgh 5@@3% e ?gggﬁ%‘% 2 reeSdifac ca
SO b oS hShohfal R Uyl EREACh, B SERAS" o
phone service subscrlber s. handset as a once-only one shot di spatch. _In

bt her faEdne ofiparacnty Beailer aMISIRY. b MeCommere shver s raARisRmumpRG 5
center 24 then receives the delivery receipt and returns delivery
conf i r Fhgt pamnand ampant e b exeropleen forge may eegd:p &@iven mame>( ypur billi paynray
whi ch confirnms the content delivery was successful (operation 74) and sends
a posi subnaitted spoisslemissiok date>tdheshbiflission viere>1lgs Heb dddspssTillly MG ssal Weur 18
notifies the M Comerce server 16, which instructs the e-\Vall et
receipt number is <post-paid receipt #>. Trans # <transaction ID number>.”
[00101] Similarly, a successful SMS notification message sent to the retailer 10 preferably
contains information on the date/time of the payment, the subscriber’s MSISDN, the M-
Commerce server’s transaction number, and the payment amount. An example retailer
notification SMS message for a successfully accepted transaction may read: “On <date> at
<time> you submitted <currency amount> for post-paid bill payment of <subscriber MSISDN>.
Trans # <transaction ID number>.”
[00102] At this juncture, the mobile operator or retailer 10 accepts cash from the mobile phone
service subscriber, operation 50.
[00103] It is worth noting that any or all of the VAS content and/or enhanced services, whether
digital content or subscription services, is available to pre-paid or post-paid mobile phone

subscribers by delivering physical currency over the counter to an authorized retailer 10. Each

VAS content or enhanced service is available singly or bundled, and may be enabled or disabled
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server 22 to deduct the paynent amount fromthe retailer's electronic
wal | et account (operation 76). Accordingly, the M Comrerce server 16 sends
a notification SM5 nessage to the nobile phone service subscriber
(operation 78) and retailer 10 (operation 80) confirm ng that the content
has been successfully delivered. [00116] The respective notification
nmessages are as simlar to the ones earlier described. For exanple, where
t he subscri ber has provided target subscriber information, then a

successingly yr G0 ésirall.i DierdfoRs asth VRS Rfin@ion ehitcédbdroidk R preferably
information: date/tine, the retailer's MSISDN, the target subscriber's

MBI SDNcohiighred %6ts| ftn dnen/QiriitS ddivRRSR R o ME RS sc¥Y 1§he payment anmount.

[00117] The retailer 10 collects the currency fromthe subscriber

omerSioFALTuehichl oaings EBE A SRLIR), AR SSHONESD RO

e-wal | ecf‘xaljt 3f § %gr&grlltl p%%‘jch%sr]edugnggcti%hVl\ll?{hleeftornil of Q%Ing gr?ei Iguergliase transaction using the
system of the present invention that enables a pre-pay or post-paid mobile phone subscriber to
receive digital content on his/her handset. This is achieved by delivering physical currency to an
authorized retailer 10.
[00105] Here, the mobile phone service subscriber selects a specific ring tone, for example, and
provides the mobile operator or retailer 10 with the content ID number and his/her mobile phone
number. Alternatively and optionally, the subscriber may select a specific logo or picture
message. The retailer 10 then uses a mobile phone 12 as a point-of-sale device to initiate the ring
tone purchase transaction by accessing a M-Commerce server 16 menu (operation 60).
[00106] Preferably, the SIM application menu displays appropriate prompts for the retailer 10 to
enter the data provided by the subscriber. The SIM menu may include such prompts as: “Please
enter Purchasing Subscriber mobile number”; “Please enter Target Subscriber mobile number”
(if this entry is left blank, then the system defaults to the subscriber’s MSISDN); “Please enter
Content ID”; “Enter your M-PIN”; “Conﬁtm sale of <Content ID> to “MSISDN>". After the
retailer 10 enters its merchant identification number (i.e. M-PIN), the retailer 10 confirms the
transaction.
[00107] Note the option to include a different ‘target’” MSISDN in addition to the subscriber’s

MSISDN, if desired. This option allows the mobile phone service subscriber to purchase VAS

content or enhanced service(s) for family members, friends, colleagues, and others.
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[00119] Referring now to Fig. 6 (conprising Figs. 6A and 6B), a flow chart
of an enhanced service subscription purchase transaction in the formof a
color ring tone, is illustrated. A color ring tone (or 'ring back tone') is
best described as an audio file, which is usually a recording of a song,
that a caller hears when the caller calls another subscriber of the color
ring tone service. The song replaces the normal tel ephone ring tone that
one woul d ot herwi se hear when one calls another. The audio file is

pr ef er $¢0198] Tho8BY applicatier esnstmdts 3n ersryptetcontenspareivse SMSmessege cntagng ed t o
a nobile operator's network. [00120] In the transaction depicted in Fig. 6,
t he pmtipagntaed daa) ampbsefidsiiei hessgdeoinen SEiSvieneer 2dp svbichbia rur outes €le ¢ditent
retailer 10 with his/her nobile phone nunmber (MSISDN) to subscribe to the

col or puRBadeAN@sHRIY itleeM-ThBmeRE 3biver 16 OThORNCEMARr® IBRE 1 6 RARRIhHedsS a
poi nt-of -sale device to initiate the color ring tone subscription

Lr ansagid 88 dohR hitehast MIPRUAAPE Aot B8hasc bAAMEKGn, BEGLAL Rl esshite S M

application nenu displays appro late pro as earlrer for
the re NL&h t er b iler
10 the%ﬁ%gﬁé?%lg?é& N J](gftég%n |t$én§x”%ﬁeq %péansa ?%ﬁgn teIf1 r?g 1%\9%%9

and/ or iona provi d or e ent ta et
subscr P/g'g:t @ny\?' Wt:]l% ﬁr‘f'%r i‘llafq‘ega%rﬁ regqeghfo[hg \é‘%}gssﬁ?vle’b Wé

enabl es s %m urcha e gi ft VAS service(s) for fam ly, fr| ends and
ot her sTetf MI t| on constructs an encrypted color ring tone

subscription SM5 nessage cont aining the entered data, and sends the nessage
to a SK9188hAspeparatiompd atimisenst issupis whethesshe resaites| 19ris rpthgrigasie sell the
subscription nessage to the M Conmerce server 16, which determ nes that the
col or designatedrrontent Jbe igpalihere ivks preyentithe anantiosized sahgyof demdromichmatenpby am
transaction, decrypts the nessage, and authenticates the retailer's details
( oper auhauthdilkpd edtaiteh el Ocin \A4litioh t ereweriting?the Isale ad dinkutborizet hentvhCornareiobie
server 16 forwards a subscription request to the VAS server 18 (operation

91), Fﬁérﬁrs@ﬁll& BSEibes Bl tROgetiilte 1068 Abl KfhctizbPoobdN @B dediBRut &G, thd.

[00123] At operation 92, a deC| sional issue is whether the retailer 10 is

aut hor kz2&0sd-Rr 98! doed A& \gﬁéa\t? IETPRE Btht SAE WafiGetidd) eAg&)‘?&m%}ﬁ e viad ©

prevent the unauthorized subscription services by an unauthori zed

retail g dOg Qo addhbl 9§1Jaaorpﬁa¥fs%qawg>b&£m t%nsnﬁcefe 4nay BoL 111% Tgiagcsd

services to a no one service supscri reta

aut hor i 4 t he desi gnat an ed ce, the V does
ot v al ditetion MM abeiftr oy Ry isfclen 4D 8 Bobfl Ruds stce TbsRe St b 75
sends a non-validation ncl)tl fication to t he M Commer ce server 16, which then
sends Hanvaetion wasunsyroeval AsEXIgB 68b the retailer 10 and nobil e phone
service subscriber that the transaction was unsuccessful (operation 93).
[ 0012400110} Qa theathgnhapd, ibthe setgides HBds deseruned iotbgraptherizeddosell thetdesignated
desi gnat ed enhanced service, the next question is whether the nobile
oper at oortentcthe nexttdetifional issab iiwlietharthd mobideldperdtdr’ nodntertt BB i8/»@id (operation
64). If not, the VAS server 18 notifies the M-Commerce server 16, which in turn sends a
notification SMS message to the retailer 10 and the mobile phone service subscriber advising of
the failure of the submitted request (operation 63). Exemplary failure notification SMS
messages are as earlier described.

[00111] However, if the operator’s content ID is valid, then the VAS server 18 retrieves the

corresponding mobile operator’s (or other authorized content provider’s) content ID, retail price
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sewer 18 does not validate the nobile operator for that sale transaction.
The VAS server 18 sends a non-validation notification to the M Conmerce
sewer 16, which then sends a notification SM5 nessage to the retailer 10,
t he nobil e operator and the nobil e phone service subscriber that the
transacti on was unsuccessful (operation 93). [00125] However, if the
operator content IDis deened valid, then the VAS server 18 retrieves the
correspondi ng nobil e operator's (or other authorized content provider's)
cont entnd Mtaifes cginmigpidncandapabsesethis infrmetiomie dieoM-Gordmps sever ho.s The M-
information to the M Comrerce server 16. The M Conmerce server 16 requests
t he e- Ghlingdrces sarveer 1 22 qtiestsy thei d-Wallbasertdre2 &t edrifgrthdtathe sethilérdias sufficiemds i n
its electronic wallet and to reserve the retail price less retailer

comi S $irds in Ti6 GvalleCaTtRY ferS€ théeretallbpridaciBss eAUESEsnhRSoY AT he VMBI mrhércé O
initiate the subscription request to the color ring tone platform 17

(oper akd9& Rothen R SEI&% aRlvASaSIENR /) Affhid e cBﬁt%ﬁie&eh?H? rbGueR 18N Re §€1{d\’>¥ ce

subscri ber's MSI S content I D and M Conmerce serve ransactlon

[001261:%1;%@&3%%%%& ShONoreBEHE 657 pROIGHBE! pdifi SHABIRL BEL DARR! S ﬁgy

subscri tone s

so, the_color t atfor S a notlfl atlo t he VAS sewer
78" t hase e Sy s ESSTR 3hp R et ke iR %ﬁb The ‘VAS ser ver
18 not e M Conmmerce ser ich the notifjcation SMS
Tos8agliTZh TSR GRpn v I heibE e VPR 0P e%vagﬁdee?rﬁwé v 89tng

t hat the subscriber is already an existing customer (operation 99). [00127]
Howev ethe vepdarrentenbdeliveryanlatiorm Hotends &ppyalidation netificaienithabthe yendasIBris r i ng
tone service, then the color ring tone platform 17 activates a subscription
for thevabdiothd CABsemvebes. Wit IS sarperr 18t nasiiied 06) M-Toremersk server hg wiole
platform 17 then sends confirmation to the VAS server 18 that the

subscr thehisendspa aoeficatioa SNI® enessaget tb ahe detbidgpellattheonendos) ) and the modde yhower 18
notifies the M Commerce server 16, which instructs the e-VWallet server 22

to dedugvict hbspitwrediisinFBEME failué 6f tBE lbnyitted FegGTOPRMAEEN 6L ai | price |ess
conmm ssion, fromthe retailer's electronic wallet account (operation 104),

and sertﬁmg OR'hd dtR&HaRA iBHS v%%&%eﬁt%tlbae&ﬁ&%ha NRE vERIBEEGHrHR Qi and
retailer (operation 108) confirmng that the subscri ption request

been r @Ectﬁﬁq‘?é?%ﬁ@ﬂm‘ﬂ%&&&@& A e%t\% ﬂhk fsﬁ/gs &B&Yb@g%eriﬂﬁ ggspective

notificCatlion nessages a S|m ones e 1 er scri bed.

[00114] At operation 70, the SMS center 24 sends the content (i.e. the selected ring tone) to the
mobile phone service subscriber’s handset as a once-only, one-shot dispatch. In other words,
there are no transmission re-tries of the content. The SMS center 24 then receives the delivery
receipt and returns delivery confirmation to the vendor content delivery platform 21 (operation
72), which confirms the content delivery was successful (operation 74) and sends a positive
response back to the VAS server 18.

[00115] The VAS server 18 notifies the M-Commerce server 16, which instructs the e-Wallet
server 22 to deduct the payment amount from the retailer’s electronic wallet account (operation

76). Accordingly, the M-Commerce server 16 sends a notification SMS message to the mobile
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[00128] The retailer 10 collects the currency fromthe subscri ber
(operation 110). Wen the color ring tone platform 17 conpletes the
subscription process, it sends a notice to the subscriber confirmng
successful provisioning of the service (operation 112). [00129] The

deci sional operations of Fig. 7 (conmprising Figs. 7A and 7B) showi ng a flow
chart of an enhanced service subscription purchase transaction in the form
of a color ring tone song purchase, in accordance with the present

i nvent ipbene sesvies subscaiber @petatiord éd)iand eetailer d f doperationS0p Eorfirginghatghe epitentt hat
the transaction is allowed to proceed only if the subscriber has previously
subscr ihbebteh cudchssfidbrddlieered.l N ot her words, if the nobile phone user was not
previ ously subscri bed, then the subscriber and retailer receive

notifi (];@(Ilile]ﬂ“hé éaﬁblnaﬁﬁéén@nuﬁ@éagw afeUddSdimnilietol e LAS &RH@ dekdriiad! T
service first. [00130] To explain further, referring to Fig. 7A, the

subscr 'e?:ﬁﬁpl@r\QHérgQﬁe Edlﬁcﬁ&} fhd Bfovidia Wby éﬂb§éx‘nﬁf uﬁﬁilln%ﬁitohofheﬂfa s%cge%%fl%d

song by way of a content |ID nunber and™hi s/ her one nunber

Ir ﬁ;[ ?: ;?Eew% Qlo{lﬁg‘ﬂloﬂ Sfigss errﬂﬁb'r gonpz{?ﬁ) Nfte ]fgl%c%i?’m fbnﬂgtifgb)fa?é{/tgra%?ﬁ;]ec%r eIgre S abl y,

he song purc ansaction (operation

o ent SIS 5% 478 SHtat S ERDTIBE SRl MRS bamprion wiieh MliBhy e
i ncl ude suchéggorrpts as: "Please enter Purchasing subscrl ber nobile

number PaymeRt @meuntant or Tar get Subscri ber nobile number”; "Please enter
Content ID'; "Enter your MPIN'; "Confirmsale of <content ID>to

<VBI SDIO117IrRbe retpigri K} callpcisnthe rarmrenay framc tharsubscaiban (qnetaiion ii7) roripdrthe |
M PIN) and confirns the transaction. [00132] Note the option to include a
pr onpt trdnsaetedred to target subscriber information, if desired. This option
all ows the nobil e phone service subscriber to purchase VAS content and/or
enhanc §ab148} 1 instandes whereea Wansaation i aisutoesstaltierreseredi agoast fnd tad Redlsras a
gift.
e-wallet is cancelled and the e-wallet is not debited.
[00119] Referring now to Fig. 6 (comprising Figs. 6A and 6B), a flow chart of an enhanced
service subscription purchase transaction in the form of a color ring tone, is illustrated. A color
ring tone (or ‘ring back tone’) is best described as an audio file, which is usually a recording of a
song, that a caller hears when the caller calls another subscriber of the color ring tone service.
The song replaces the normal telephone ring tone that one would otherwise hear when one calls
another. The audio file is preferably, though not necessarily, stored on a central server connected
to a mobile operator’s network.
[00120] In the transaction depicted in Fig. 6, the pre-pay or post-paid mobile phone service
subscriber provides the retailer 10 with his/her mobile phone number (MSISDN) to subscribe to

the color ring tone service. The retailer 10 then uses a mobile phone 12 as a point-of-sale device

to initiate the color ring tone subscription transaction from the SIM menu (operation 90).
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[ 00133] The SIM application preferably constructs an encrypted song

sel ecti on SM5 nessage containing the entered data, and sends the nessage to
a SMs center 24, which in turn routes the song purchase SM5 nessage to the
M Conmer ce server 16, which determ nes that the song purchase SMS nessage
is a song purchase transaction, decrypts the nessage, and authenticates the
retailer's details (operation 121) on the e-Wallet server 22. Additionally,
the M Conmerce sewer 16 transmits an initiate-song request to the VAS
server [A@21pBsdéraljyal tha SIivh eapplicatione megu MBsHIBpS aapproptiate c protgnty, 4. eaflRH134]
At operation 122, a decisional issue is whether the retailer 10 is

aut hor ideegibed) feethk rétherddsiognadr et éath providedsy the eabscribed. Jihlrefatérel 0 theh O
prevent the unauthorized sal e of subscription services by an unauthorized

retai | ehtedlitd M-PHAAd &dhfir@s BELHMbdtE, tARersalvelyoindwrptibedlyz 8 8haRaed
services to a nobile phone service subscriber. 'If the retailer 10 i s not

aut hor infa?g}énroQidé &bt thd %?tgﬁﬁ%_ Qpal Eﬁ]%ﬁ gﬁﬁgshgﬁ%gr ngbﬁ? ’Wﬁia‘? is\r/ﬁéﬁ’f%%@/ﬁém Jtﬁe does

not vall e the retai 0 for e transacti on. server 18

sends | 4 QN tification to the m mﬁ erver i.ch then
sends gugr%g{}?e}fi%ca i ol?lﬁsaggrréenf E’%ges“ o the t?e‘fué‘f}}%g? g Rﬁ%ds%gqui(%%rhgaﬁg? ’
service.s bsciitger that the transaction was unsuccessful (operation 123).
[00135?“? StPePEPailer 10 is deemed to be authorized to sell the

desi gnat ed _enhanced service, the next question_ is whether the nobile
oper at 690121 dh¢ 8P appliGation, genshugts A FRAryRied qlar ring tong, sibscription\ AS gwpspge 18
does not validate the nobile operator for that sale transaction. The VAS
ser ver contaigingcthe gntgredotatay and gendsghe msssage datai YIS tegnten 4. mTbe S centse?4er
16, which then sends a notification SM5 nessage to the retailer, the nobile
oper at ooutesrttie tdler nmgdiohe sylisompionenassage te theddrCdnmerch a¢rverhie, whshslettmes was
unsuccessful (operation 123).
that the color ring tone subscription message is a color ring tone subscription transaction,
decrypts the message, and authenticates the retailer’s details (operation 91) on the e-Wallet
server 22. In addition, the M-Commerce server 16 forwards a subscription request to the VAS
server 18 (operation 91), preferably passing along the retailer’s MSISDN and the content ID.
[00123] At operation 92, a decisional issue is whether the retailer 10 is authorized to sell the
designated enhanced service. The goal here is to prevent the unauthorized sale of subscription
services by an unauthorized retailer 10 in addition to preventing the sale of unauthorized
enhanced services to a mobile phone service subscriber. If the retailer 10 is not authorized to sell
the designated enhanced service, the VAS server 18 does not validate the retailer 10 for that sale
transaction. The VAS server 18 sends a non-validation notification to the M-Commerce server
16, which then sends a notification SMS message to the retailer 10 and mobile phone service
subscriber that the transaction was unsuccessful (operation 93).

[00124] If the retailer 10 is deemed to be authorized to sell the designated enhanced service, the

next question is whether the mobile operator’s content ID is valid (operator 94). If not, the VAS

30



[00136] However, if the operator content IDis deenmed valid, then the VAS
server 18 retrieves the correspondi ng nobile operator's (or other

aut hori zed content provider's) content ID, retail price and retailer

conmmi ssi on and passes this information to the M Comerce server 16. The

M Conmer ce sewer 16 requests the e-Wallet server 22 to verify that the
retailer has sufficient funds inits electronic wallet and to reserve the
retail price |ess retailer comm ssion. The M Comerce sewer 16 then

r equestservehEs xS nog vakidatd ghet mobitd opesater fondhaionly tramgaction. tThetVwaS setver 181 ng
tone platform 17 (operation 125), preferably passing along the target

nobi | e sglisne moarvalidationu lnstificabion ' to Mol SDNomimendee BérveD 16N dviHCahere semisser ver
transaction ID. [00137] The next decisional issue is whether the subscriber

i s al r aaglfycation SMS hickiaBg to° thetrefaRér (00 RIRY Abbikopetfidr ald the GhobilehoR®kdVice i Ng
tone platform 17 sends a response to the VAS server 18 that the subscri ber

IS NOt g@hsCiibdr Gk tHelBh&FEbn (x@?ﬁﬁs%&e@%ﬂ-(%ﬁérati%).\m‘s_ server 18 notifies the
M Conmer ce server 16, which then sends a notification SMS nessage to the

subscr E&ﬂQSEP@‘C’{ﬁ%@H ! t?é ?%egatgxd%/c;n%é.n@ ?Bé? .ﬁee%lﬁggss%ﬁh bﬁ%n ﬁIe \ngs isglg’gld 18 Reefe? 1 in

t he subscri irs eration arlure no i on nessage is

simlar,to earli.er ones described herein. .[0013 However, if t .
ubs cr HSesPrESpopy e AP g R SRR o e Seforisbonsn SR E9Re b 67Ft iBngetEibne
platform 17 activates the selected _song request and delivers the selected
song t BEHAGIFREICE FRMISIRENS PA%ES 1@@)11%0%0&6? e Mr & SPIVER 1 or e 7
al so sends confirmation to the VAS server 18 that the song _has been.
del i veM§opsissscateresn 10 3pquestyilee ¢ G llep seruer 2Pgtornsrify that thetyetalerdmmsstliciens er ver
16, which instructs the e-\Wallet server 22 to deduct the paynent anount,
pr ef er &bldy im its edastrowin deadlet endatd reperive ¢he wiail proventesssictatler éonumission. Teavit er' s
el ectronic wallet account (operation 134), and sends notification nessages
t 0 t heConinsted deever (16 pherateqoestsitBE V AR skrvert 18I todnitidee the psbsadiption ré@pt to the
confirmng that the selected song was activated for the pre-pay or postpaid
nobi | ecélbp ﬁﬁﬁ SHRSPlIfORE 19 (SFdrtiche9s)] PRSP Qabdive alofs ithd Gdddt (obIRSHREES ar e
simlar to the ones earlier described. At operation 140, the retailer 10
col | echgvica sihsehbdr NEVISTN Tohidft M%d@%{m&%}?&h BoL g now to Fig. 8
(conmprising Figs. 8A and 8B), there is shown a flow chart of an enhanced
Servi CﬁOO‘i %ﬁ?ﬁ‘éﬁ ﬁrd@gigi%ﬁél'igsﬂe 'iéquleﬁerf HL gﬁt{%fcﬁ@er\ﬂag gﬂ@aldggﬁl!)%chg&i &)at'ilg 'collop this
e, € Su S a card produc a

i nstan scriber genérally reques , such as

virtual. callin ca&d or _a VAS %$rd965r m_t he rztaLIeE 10.1#Bing7the nobi | e
phone 188 4% SRS HRUOBSCEAf% (REFIER 20 HE SPefliy FOI¢T 10 iofic Platam 17 spds 2
purchase transactiqQn fromthe SIMnmenu (operation 150), enterin ertinent
det ai | gotbtf‘cawla&aths;o/\’é%ée@ab ?habglﬁ.su?%&@mf aﬁgadéfaﬁubw?befaé@@fatlsggﬁft hee si v
menu i s user-friendLg, provi di ng appropriate pronpts of the necessa%¥ i nput
i nf or n¥iS Aervem 1 aetitieothe Mheommstressarver ok, ywidelo vhaesenfipra nofificehen SH1of
gift card or VAS service(s) purchase for famly and friends.

message to the retailer 10 and mobile phone service subscriber advising that the subscriber is

already an existing customer (operation 99).

[00127] However, if the subscriber has not previously subscribed to the color ring tone service,

then the color ring tone platform 17 activates a subscription for the desired subscriber MSISDN

(operation 100). The color ring tone platform 17 then sends confirmation to the VAS server 18

that the subscription process has been initiated (operation 102). The VAS server 18 notifies the

M-Commerce server 16, which instructs the e-Wallet server 22 to deduct the payment amount,
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[ 00141] Upon confirmation of the transaction by the retailer 10, the SIM
application constructs an encrypted virtual calling card and/or VAS card
SM5 nmessage containing the entered data, and sends the nessage to a SMS
center 24. For sinplicity, the discussion will be had to a calling card
product although it nmay be a calling card and/or a VAS card. [00142] The
SMS center 24 nutes the card purchase SM5 nessage to the M Conmerce server
16, which determ nes that the card purchase SMs nessage is a calling card
pur chagpeefernbly s cdcommendesk ropplt pricd éessreemagssjona dbna thehmtdiler atedstrohie waltedi | er
10 details (operation 151) on the e-Wallet server 22. Additionally, the

M Commcmnls(epmﬁorﬂﬁ)@,rmﬂ&aﬁdssa motifieationeSMS Rikbage gl thetsubsRribérgopédBicerospr 18,
passing along the Retailer's MSISDN and the service ID. [00143] At

oper at iafd retdilr 10 (SRBAtFNOIBY chrifthend ﬁaMekﬂ%nf;m feGlicdt h& bebf rédstarel Rad i zed
to sell the designated enhanced service. The goal here is to prevent the

unaut hQfyex 8evRa! willohe ﬁJvideag ﬁ%r{i 1éﬁ§t§ﬁ3&ﬁo&@n&§§‘%@%9&rél for fPHR! el 10
in addition to preven ing the sa unaut hori ze ance services to a
nobi | e .pht gp i ce subscriber. If the retailer 10 is not authorized to

sel | the e5|gnated enhanced service, the VAS server 18 does not validate

the re 0 fa sal transactlon VAS erv

non-va}[(ﬁj&gﬁ Eﬁe ﬁ%?leﬁ@ IHS% F PHERY &S’H‘r\g}e pf%a 109\/1]”}?8}1 pﬂ'@ﬁa@“énds a
noti fi C%@I qQn SNS ge to the ret %I I er 10 and m)bl phone service

subscr FRIEF Mg iope p heaRplel EOsHIPter Busess) it (‘%‘éraéﬁl%tol%%ﬁ“ S¢EsL 44]

If the retaller 10 i s deened to be authorized to sell the deS|gnated

enhanc eenfyeiing wecessfibprowisionipged thegervies (Rperetiny Li2he nobi | e operator’

content IDis valid (operation 154). If not, the VAS server does not

val i da{@128 Thetkédissomap epastoms fof Fig. ﬁa(‘cormaﬁsmg Fign Jac andoB) shhwingASfleoechat 18
sends a non-validation notification to the m Conmerce server 16, which then
sends af apenliancal sepvicShibsomsagrirdhasd fransacioni inahe ddm éfhecotobtihe tadpabag or

and the nobil e phone service subscriber that the transacti on was

unsucc gthake, inQRESTAdnice Withlthe presdd dkARtior, RV EMEEr toithe dRBicREsFrRAons BNFRNt | D

is deened valid, then the VAS server 18 retr| eves the correspondi ng nobile

oper at gr e§ceg9 R RE TG 112 %ﬁoﬁ@@ttg van@fr e GRREBY: ﬂaprpréﬁ&@éﬂl

price and retaller conm ssion an pas ISII’I OI‘ITH'[IOI’I to t EM-COITITE

Server lg‘q%cnbelaetolvth%o &€ BEH 1% “;ogdség? Liﬁé tn?PleQ h% g\a £ Rvag St S rev1 stg and

verify at the retailef has® ectronl

to reseryv e,retail price Ies retai.l MComrerce server
16 | nonitsEe e M bR R il Rty porf o IE§T“I°P R Yo BT BRT oot
to the vendor content delivery platform 21 (operation 155) preferably
passi n{P Be 6pIgT ERBtong pey¥ice §b%i | e phone service subscriber's MSI SDN, content
| D and M Commer ce server transaction ID. The vendor content delivery

pl at f ofQR13@k L reaplaincfwthen, trefemingatioi Kigt V.Antheotubsdribax prowides theheetajlas lgewler

his/her selection of a desired song by way of a content ID number and his/her mobile phone
number. The retailer 10 then uses a mobile phone 12 as a point-of-sale device to initiate the song
purchase transaction (operation 120).

[00131] Preferably, the SIM application menu displays appropriate prompts for the retailer 10 to
enter the data provided by the subscriber. For example, the SIM menu may include such
prompts as: “Please enter Purchasing subscriber mobile number”; “Please enter Target

Subscriber mobile number”; “Please enter Content ID”; “Enter your M-PIN”; “Confirm sale of
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18, which selects an identification nunber (PIN) froma calling card PIN
dat abase (operation 156). [00146] At operation 158, the VAS server 18
transmts a SM5 nessage containing the PINto the SM5 center 24, which in
turn di spatches a nessage to the target MSI SDN as a once-only transni ssion
(operation 159). The SMS center 24 receives a receipt of the calling card
information delivery and passes along the delivery receipt confirmation to
t he VAS server 18 (operation 160), which confirnms the content delivery was
successtaitent dPetatMSISDELY. dhdretaled 40 antorsgistmerehant sleotiS@tibaokmber (i.6.6M-

M Commerce server 16. [00147] The M Conmerce server 16 instructs the

e- Val | eINsaxicenfidd thetrahedettdn. t he paynent anmount, preferably the recommended
retail price less retailer commssion, fromthe retailer's electronic

wal | et (6o 8P Nbte(tB Sptasnl t6 inchi)a pra_llﬂgt NECRIITE i Lot SBBEAber iRfofBAThY, & desired.
notification SM5 nmessage to the subscriber (operation 164) and retailer 10

(oper atrAnopf) pRRA! Wit tbnd REnRle RS IRHI6 ATLIL Y Ae!dNRRP dnaThe

respective hotification nessages are simlar to the ones earlier described.

The ' BIRACA] QR GQRSI ISP iDe Rl DS L AL Il In ShLES 3RS cUrrency from

t he noDbI phonée service subscri opération 8] Referring now

to Fi sl ng,.Fi.gs. d 9B), .a fl hart of d [
subscr 7S BRIV 88418 orleioB semhing o r BToh s S Ib SO LB UE g
the system of the present invention, is illustrated. In this scenario, the
subscr PO SRS Eﬂé%reg Aatar adaends the megiage thg SMiereniss 2acvhigh inturs Frudsshe i on

alert(s), such as news, weather, or the |like, and nobile phone nunber

( MBI SDegng: prrelifise SMb amessage e thnMoamimens server t16s sthjdhcdetermimesrthatathe spng hen
uses a nobile phone 12 as a point-of-sale device to initiate the

i nf or npurichase SIMBS oresgage ona pengohaisi|se tramsactn, decripte thet thessGie)/ame athéndipatest i on
170). [00149] Preferably, the SIMapplication nenu displays appropriate

pr onpt the railedy dotdils (@paationd) ohake elWalleebeiéred2. 1Addiflomillythe M ott@hérce
provi ded by the subscriber. The retailer 10 then enters its MPIN and

confi r 8&vdrhs {rimRSEGhi ifftiatefohe refleitvie! tHe 3K rv@pLd, %a@lidgyalpﬁ teSeifiigRau may
provide for the entering of a target subscriber MSISDN, which is different

from t WRISBRSMG IR onfent I S €nabl es subscribers to purchase one or nore
gift VAS services for %arrily, friends and others. [00150] The SIM

A runtog o ! | Dot ot
app 'Cgidégﬂt é?ﬁﬁf%étﬂ}%;fﬂag d%&&[&»}{@t He iy Etglgxf] 18 r}?tﬁge‘ar:r@slg gib@%r L&t t'ogg‘)é%

nmessag gehterad data. an 0 a center
24. The SNS5 center 24 rout the.information alert subscription nmessage to
the w SestRBIedenbaicod seryice. Ty el deteel ip MesyRtBe UpRored salkiq! SHOKFBRET

subscription SVS nessage is an information alert subscription transaction,

decr ypteVicese bets ippaithogized, ssteiler ol b an peditipn tgj preyenting dheyjspls fnunaythogizedy) | et

server 22 (operation 171).
enhanced services to a mobile phone service subscriber. If the retailer 10 is not authorized to sell

the designated enhanced service, the VAS server 18 does not validate the retailer 10 for that sale
transaction. The VAS server 18 sends a non-validation notification to the m-Commerce server
16, which then sends a notification SMS message to the retailer 10 and mobile phone service
subscriber that the transaction was unsuccessful (operation 123).

[00135] If the retailer 10 is deemed to be authorized to sell the designated enhanced service, the
next question is whether the mobile operator’s content ID is valid (operation 124). If not, the

VAS server 18 does not validate the mobile operator for that sale transaction. The VAS server
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[ 00151] At operation 172, a decisional issue is whether the retailer 10 is
aut hori zed to sell the designated enhanced service. The goal here is to
prevent the unauthorized sal e of subscription services by an unauthorized
retailer 10 in addition to preventing the sale of unauthorized enhanced
services to a nobile phone service subscriber. If the retailer 10 i s not
aut hori zed to sell the designated enhanced service, the VAS server 18 does
not validate the retailer 10 for that sale transaction. The VAS server 18
sends 48nssndy al nadatalidationonétification do the m-KenaBumsevee 1gewhieh thép seddsch t hen
sends a notification SM5 nessage to the retailer 10 and nobile phone

ser vi ceotfidation iI4$ nhdssdgetthethe retaidac theomobis oputator ard sdmobidp pheid sdtvitd 3) .
[00152] If the retailer 10 is deened to be authorized to sell the

desi gngiiteeritd e 6RAransdcHbE Fas ka8l @pastioPn3)s whet her the mobile
operator's content IDis valid (operation 174). |If not, the VAS server 18

does nedo1¥g] HeRkFer! (HendORIAG: QRERER TSN &Qnetdh)%iid,sﬂi&?hﬂer@}@ RGO relfi&cyAS
server 18 sends a non-validation notification to the m Conmerce sewer 16,
whi ch e . 1 i O .l er he bile
oper a B rRSRR RSNl SRECT PR RRRed i kAR ST bkt Y PP s
unsuccessf ul eration 93). .[00153]. wever, if the operator conte 1)
i s deehBeF &g ‘i("g"‘,[‘)‘e’f RURmSHIon \FRE Pagses s gg"’?“@?‘?? é‘bh&e D?‘h °£‘B?ﬁ°‘é§%ﬁ%%g%ﬁbbi e
operatg/ﬁ' swéé)r ot her &t#:hori zed content provider's) content ID retail
pri ce YhEOPRREFq SV dRPEUSStS iheaprdValiet saeeri e te erfotahite drtatle hagsulict®bmer ce
server 16. The M Commerce server 16 requests the e-\Wallet server 22 to
veri f yfundatin ity elactenip [veallehangd tourepsree et retailprice; lsstigiiler equithissiopn dThedM-
reserve the retail price less retailer comm ssion. The M Commerce server 16
t hen r Equasres sehwer VABen eequests the MAS seriveri 18tte irtitige thelsong feghesvto theqolesting o t he
information alert platform 23 (operation 175), preferably passing along the
t ar get tome bplatorph ON €operititng £2 H U preteratile rpassiddShbb, the aapeninobil pheheMeortgrer ce
server transaction ID.

subscriber’s MSISDN, content ID and M-Commerce server transaction ID.

[00137] The next decisional issue is whether the subscriber is already a subscribing customer
(operation 126). If not, the color ring tone platform 17 sends a response to the VAS server 18
that the subscriber is not a current customer (operation 128). The VAS server 18 notifies the M-
Commerce server 16, which then sends a notification SMS message to the subscriber and retailer
10 advising the subscriber of the need to enroll in the subscription first (operation 129). The
failure notification message is similar to earlier ones described herein.

[00138] However, if the subscriber is found to be an existing customer, then the color ring tone
platform 17 activates the selected song request and delivers the selected song to the subscriber
(operation 130). The color ring tone platform 17 also sends confirmation to the VAS server 18
that the song has been delivered (operation 132). The VAS server 18 notifies the M-Commerce
server 16, which instructs the e-Wallet server 22 to deduct the payment amount, preferably a

recommended retail price less commission, from the retailer’s electronic wallet account
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[ 00154] At operation 176, the next decisional issue is whether the

subscri ber is already a custoner of the information alert subscription
service. If so, the information alert platform23 infornms the VAS server 18
that the subscriber is already subscribed (operation 178). The VAS server
18 notifies the M Commerce server 16, which then sends a notification SMS
nmessage to informthe nobile phone service subscriber and retailer 10 that
t he subscriber is already an existing custoner (operation 179). [00155]
Howev egperdtionHa4)s atxb sanidprotificgtioromessages o ttei subsceibet (opemntiof 136 end retailer 1t i on
service, then the information alert platform 23 activates a subscription
for théompmionf138) cahfmiing eliat ithe s¢leqed adprngowad &0vatcBhori thé @revpdy on pedtpdid

pl atform 23 then sends a confirnmation to the VAS server 18 that the

SubscCr injtbile PhéHeOsuBEFibBAS sd¥eiedl Thé tdspdctifte ADMNASH PESERES ArdlsinhilR 6 alel BRs 182) .
The VAS server 18 notifies the M Comerce server 16, which instructs the

e- Vil | ehrlisededibed2 Al Spslatitciact iR r&ﬁﬂéﬁ@tcoﬁg@f&{sh ca&eg{cgrﬁ%m the E&&cﬁﬁpmnded

retail price less commssion, fromthe retailer's ctronic wallet
accoun | 9[2 4) o _ tgfi i t

subscr i%delggfgg%eer a %Oﬁv ?fgé? %;ﬁggﬁaﬂ%ng g{égi %‘%r (ﬁ%g)z’)glpegér\gtsﬁgﬁé %g@}” cg%ltr%? gzrinn ng
successf.ul subscription. The res tive ti.ficatjon ne ges .are simlar
Lo t he Hiassbaefyive furghss prasagionindhs Formudl & vighASaIBRGAEE TRHER iH9cPdbe [er
10 coll ects, cash currency fromthe subscriber (operation 190). [00156] In
Fig. 16@89%@@61165&1&@%%& casfl SFAMFL &YBAS Sayiffudl rabime rart ot VASssped, diant or
enabling a wrel ess communi cation device as a point-of-sale (POS) device.
As depthetistailer He sing|the mobderphencckd 3sonpeiat-piealel deviep, #e wgtailer pdbiitiaesphone,
is used by a retailer or nobile operator 10 as a POS device to access the
M Conmedrdepweliage rtrab8action ofsgrh  (BESMIME. mér00 {&petatibhr bidyh estering rjectatento details h

M Comrerce server 16, the wrel ess device 12 provi des anot her nenu of

opt i onprovidedbgahe smbscziber. di gi tal products. These products may be supplied
by one or nore third party providers in the formof third party provider
pl at f o[0H4@PRs 2P dkIHbedd MY SIBL enenu M LR SRME PRoVIMIAE Apfropriatt PRABKE VELh a
nmobi | e[ope?};tor' s system(s). [00158] In this e}ﬁb@gdi me%t ?ﬁthe I\/?Comrerce
ser ver L6 eL3ayRhRY itSinARA! ah ia8fabn, R} b QiiRRRYR AN f Q5 i

M Conmrer ce trgr}llsa@t{ilon bet ween atﬁe 3\2 re egs evi %2 %Sﬁ% t%e()p?'}%?ro gg(tarty

provi dg&dgtytf&‘sosremce%gﬁj?n ?‘%304%8‘@;:"51.‘1%%}‘1?%“ ed. The operational |ogic

i ncl udes, I's not m ace logic - such as wrel ess

appl i cgti rot oc VWAP) , . short ssage servigce , _Java 2 Platform

M cro E}éilllgﬁoﬁp?lﬁ %‘W%““(“%‘FM)’%B Itﬁaﬁﬁfg‘%hgﬁ' I"Riatler ]gorfée%@t[ éPﬁh-catl“B’r COSHRdt at i on
with aretailer's or bile operator's_access channels; parsing logic to
recei v smamﬁ?%wggl celing sardandivs ViAterd S messaas woatiniag fhe egterss) Gt e
above-nentioned interface logic;, a transaction managenment |ogic to control
per f or fREAE Eheomessags toetl SMSagentes 26 o For simicity, thaidisgugszont yilbbokadiera palling
paynent transactions and the like; integration capabilities to facilitate

i nt egr eardl producttdithowgh ibmayrbe e callibg sard tandrer a YdScaab t he e-wal | et server 22,
and each of the third party provider platfornms 200, 300, 400, 500, etc.;
and ot [08142pEhasMSnhtes 0 pautés thapaidipurdha&SSMBGhésdigedo B MIOdmmerce server

16, which determines that the card purchase SMS message is a calling card purchase transaction,
decrypts the message, and authenticates the retailer 10 details (operation 151) on the e-Wallet
server 22. Additionally, the M-Commerce server 16 transmits a retrieve PIN request to the VAS

server 18, passing along the Retailer’s MSISDN and the service ID.
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limted to system configuration, mapping and validation of retailer or

W reless operator content ID, authenticating authority for retailers to
provi de specified bill pay services, establishing retail prices and

conmi ssions, reporting, auditing, etc. [00159] The third party provider

pl atform 200 may represent a utility conpany that provides electricity to
custoners. Platform 200, which preferably exists in the network of Electric
Conpany A, is hardware and software used to house or store the files

necess ﬁ@%} 43 b Aé pperetion bZrardecisfonaonpgriy whethepthsoeteiler ) is|authprizedtossellrthe or
custoner's agent. In the provisioning of bill paynment services for Electric
Conpanylesignagddagnhanaed 280 ides The geal denn ssctbguietent theeumswihodidngld off callétg cerd ur e

of retailer or wireless operator 10 via device 12 to electronically post
paymenservicesi bg Ui anmithasized eetatlérc 1@ df additiont fohprel@ting i the Galkpa ynadutiidized
allowing the retailer 10 to collect currency paynent fromthe custoner.

[ 00160knhkAEed fivicks Reth IobRE BNéHREErvikicaibREiBES APt RMail @R D§S Rt aufbBA G skt 1 [ 1ty
conpany such as one that provides gas to custoners. Platform 300, which

pref er 3l desigaiesd SnHafcdd e iy ﬂﬁr\kAS)fserg@Slm ‘ﬁ@tyva?dat% %J@faﬂ@@f@?o‘? ¢ S48 t ware

used to housSe or store t es necessary to effect payment npany B's

gas bi L, Byidh %ﬁtexggaévegom{a%r AR hionl ol alwglftg;é@ercg

payment SEervi ces npany orm umﬂgéwpﬁmthe

SW t chi n rastru ture ret er or wireless o ia device 12
Co of edbruhith Ry 3@%%{1 5 st dhlte Stie 1R HiobrBnhpSecs e mpany
B t hus %1|QMAH the retal er 10 to col]ect currency paynent fromthe

cust on8Yosciiess 1 fhetrapsachon wapusugeestivl (opeation &9-or m 400 may represent any
one of the many credit card conpanies (i.e. American Express, Visa,

Mast er (¥ d4] Ifttge petaileri] @ is desmad tybe authorized o setlrthe designatedisahansed satvick.phnk,
Bank of Anerica, Credit Suisse, etc.). Platform C, which preferably eX|sts
int hencvetqmestiondﬁ wahathier meeﬂbbileamecht@fujctmtemt Masealid (aperatibn é54)c ofp@nthe i s
har dwar e and software used to house or store the files necessary to effect
pay menVASY sebamdacyndt validdie eiet métsitetopaididr foy that €4iks trasaction. CTHRt VAR seseA O Nt .

In the provisioning of bill paynent services for credit card Conpany C,

p! at f OkdRdé @Roh-Falidati6h AOAGHEEH the ni-8mMdeGBIVEL1 4, WiidSthéd6chdid £n&ificdaBbRi | €F
10 via device 12 to el ectronically post payment to a customer's credit card

accoung h@ssﬁfe AW relailbhHP o Al&Wle%e}alﬂﬁ ahg 4R 1{1%116]1910119 skl SfbkcrfddE RNCY

paynent cust oner.

'-'3

o/

1

the transaction was unsuccessful (operation (153).

[00145] However, if the operator content ID is deemed valid, then the VAS server 18 retrieves
the corresponding mobile operator’s (or other authorized content provider’s) content ID, retail
price and retailer commission and passes this information to the M-Commerce server 16. The
M-Commerce server 16 requests the e-Wallet server 22 to verify that the retailer has sufficient
funds in its electronic wallet and to reserve the retail price less retailer commission. The M-
Commerce server 16 then requests the VAS server 18 to initiate a calling card PIN request to the
vendor content delivery platform 21 (operation 155), preferably passing along the target mobile
phone service subscriber’s MSISDN, content ID and M-Commerce server transaction ID. The

vendor content delivery platform returns a content ID validation notification to the VAS server
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[00162] In yet another exanple, the third party provider platform500 may
represent another utility conpany such as one that provides water to
custoners. Pl atform 500, which preferably exists in the network of Water
Conmpany ABC, is hardware and software used to house or store the files
necessary to effect paynent of Conpany ABC s water bill by a custoner /
custoner's agent. In the provisioning of bill paynment services for Water
Conmpany ABC, platform 500 is interconnected to the switching infrastructure
of r et dBJ whicbrselgctseinadentdjsaticn oumtidd (PIN) fiemi - eallidy tard ANcdatamasa Gpesatipost
paynent to a custoner's water account with Water Conpany ABC thus all ow ng
the retidé).er 10 to collect currency paynment fromthe custoner. [00163] A
nore detailed illustration of a preferred enbodi nent of the application

archit @MMSPA@foREﬂaﬁoxﬁ MR dhd WA Rfvelilg-trahbinit$ a SMYhekddgE cntaihihg hEPIN to

application arc itecture perforns all of the transactlon pr ocessi ng

f t r | es
o 15 MSGVBEn I PA0Rfich h B AN A B an B0 IRSMRP IR, o Bhocify

p| at f Olﬁgﬁixﬁ on zg@eratl 0 OOThg‘ 7SM% %CH%% &42 ?’ecF{vhse g%t g W?%?Sti'le Z%Ilm% i (fatr‘? r(s)

as ‘we e operator! ven netwo
such as the S enter .24, Th ation arch cture als na es
back- eHH%WOﬁ’%fﬁV%fy.aBﬂ Pa?SS?)S\%PE e Q%He%mc?lmf by AR e
As depicted in Fig % M Conmrer ce server e-Wall et server 22 and a
third feRerafiopilep) N@l@éwé imgide gantendlelygyags a%ccsw@l;m%w P4 Yendesends a
devel oped to support any nunber of third party bill paynent applications.

Thi s i ositiee mgppsnpeback o thedM-Lrommuresseryasd@l es contain the business |ogic
for each particular solution, and are separated into discrete functiona
bl ocks [00IAVE hhe M-€loanverod sérveralthinstrixgts tleene Widlteh server 22 dialldeduet ¢heapayment
interface |ayers. In another aspect of this enbodi nent, the systemfor the
third pabtuy, bidférably the racomntei@ed1eyaibpricenteegradiRg comblissione @i @fe fehile i rd
party billing conpani es 200, 300, 400, 500.
electronic wallet account (operation 162). The M-Commerce server 16 sends a notification SMS
message to the subscriber (operation 164) and retailer 10 (operation 166) confirming that the PIN
was successfully delivered. The respective notification messages are similar to the ones earlier
described. The transaction concludes when the retailer 10 collects cash currency from the mobile
phone service subscriber (operation 168).
[00148] Referring now to Fig. 9 (comprising Figs. 9A and 9B), a flow chart of an enhanced
service subscription purchase transaction in the form of an alert service, using the system of the
present invention, is illustrated. In this scenario, the subscriber provides the retailer 10 with
his/her selection of information alert(s), such as news, weather, or the like, and mobile phone
number (MSISDN) to subscribe to the information alert service. The retailer then uses a mobile

phone 12 as a point-of-sale device to initiate the information subscription purchase transaction

from the SIM menu (operation 170).
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[ 00165] From t he exenpl ary enbodi nents provi ded above, each platform 200,
300, 400, 500, etc., corresponds to a separate and different third party
provider. Notably, third party platforns may be used to sell and/or coll ect
paynents for a wide variety of goods and services. The following list is
but a small subset of the full range of sales and/or paynents that may be
enpl oyed using the technol ogy of the present invention. These include, but
are not limted to, bill paynment systens to pay for: satellite radio
subscr (¥t #@hBrefesahlp| [the 991{)@ applieation, mene edigplayse epproprige opiodwts, (asSRprlier
services, ticket purchases (whether for travel, pronotional events,

spor t i depcabehyfor, the hetailaytl0ap \entee i Jata doavateid drysthe sabistiittere SheiretailerelOethen i ¢
bills, water bills, gas bills, etc.), local/state/ national tax debts,

f i nancestersSgrM-RIdSand dmififan G tRnSiStiols , Aleiidtigalyemd/og loptodallgathed STRNIBhY
instal |l ment, education tuition fees, etc. Application of the present

i nvent kR Aroeidedes Y bhterdey BRI taP3tt (saPRribS MBISDN Wik RAARRdnt GrERTHET CE
services, which includes a wide variety of electronic products and services

(e. 9. QuiskiMRrac Qﬂﬂ@&rﬁbiégrsgﬁe %erswpdﬂaser%@ G B8 AhSv AR £bi %ﬁg@%’si on

subscriptions, internet t phony, "I nternet nessenger services, t

shoppiﬁ%md§&§1% er;['his invention is not limted to bill paynment (collection)
systens onty. t? i's operational for disbursenent systens as well where a

custo cej v urrency fromthe retailer, 1Q. [Q016 The descriptjon of
Che" o oS Bhe' S BpAIERon, BTty ml rengamte Weimafon AT AP SRS o
description of the e-Wallet server 22 is as earlier described with

appr opFiesge reRfpiningathe sRsTadodats, and ssndy th messagealsh Mo panter 2 The SHMS

M Commrer ce server 16 and the third party billing server 600 associated with
each otenter@4irpitesithg anfoxmasion atet swbsc2ption 8Bssage Bthe MsCommesres, servep 1@fWhidt t he
necessary bill paynent transaction(s). Additionally and/or optionally,

anot hedetermidsl @tat sthe vieformatipr esen tsubsgriptiau SMSrenéssagel & tan oinfarmatid edler( not
shown), may be included in the exenplary enbodi nent of Fig. 10 to manage
i nt er agdbiseriystionitiafsdctien, A&ty piattic Medshdd, ddtherdiRa@sl te.retailer’s details on the e-Wallet
server 22 (operation 171).
[00151] At operation 172, a decisional issue is whether the retailer 10 is authorized to sell the
designated enhanced service. The goal here is to prevent the unauthorized sale of subscription
services by an unauthorized retailer 10 in addition to preventing the sale of unauthorized
enhanced services to a mobile phone service subscriber. If the retailer 10 is not authorized to sell
the designated enhanced service, the VAS server 18 does not validate the retailer 10 for that sale
transaction. The VAS server 18 sends a non-validation notification to the M-Commerce server
16, which then sends a notification SMS message to the retailer 10 and mobile phone service
subscriber that the transaction was unsuccessful (operation 173).
[00152] If the retailer 10 is deemed to be authorized to sell the designated enhanced service, the

next question is whether the mobile operator’s content ID is valid (operation 174). If not, the

VAS server 18 does not validate the mobile operator for that sale transaction. The VAS server
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[00168] The last of the three primary nodul es depicted in the exenplary
enbodi nent of Fig. 10 is the third party billing server 600, which
conprises five main functional blocks; nanely, a third party transaction
managenent bl ock 600a, a retailer verification block 600c, a third party
retail er conmm ssion block 600d, and a PIN dat abase bl ock 600e. [00169] The
third party billing server transacti on managenent bl ock 600a provides the
busi ness logic to nanage the transaction aspects of delivery of billing

pay mentl8 cssnde at narvalidatiore astificitien dapghdin-iCGomeseredf séverc k6,6@bihi theh sehads but

are not limted to: routing transactions fromto the M Comerce, e-Wallet
and t hinotifigation \SMS Idekssage setherstailér, 12 2he mObile oEsgecand/k ymokiRrthonptdroial |y a
custoner e-Waller (not shown)); routing transactions fromto the interfaces

200a, 3EMaasibet Ot tHROMsdcBbn WaS uNudddsSiN®pe&@fion $H0, 400, 500, respectively;
and transaction data logging for third party billing auditing and

report iiqf53] BOWERdr, FBe bidratbt EntMRTDfi{ Q8N AiNGEH 8RRV ABIORK, @@\%&fe@/i des

t he business logic to mahage the services that a third party pro er is

t
abl e t%ef(%)?x\é%‘g(?ldin oﬁf’ep%%'l'itbxt’ § ﬁ%acgliiiﬁrPathﬁl%hggcg?qﬂténg%%/&h@cgeg’SZ%nt@rgcglng%/taﬂ

limte [ er nlnﬂ de ava y o ﬁrwh
d .b [ i i 711 T [
b ovi agroy etEEl Somirson Rtk b stomBoR et HECHibeese Foif-c b

manage e charges and conm ssi on or the retailer/third party i

provi dé)ﬁ-kagjé?ﬁme ST cléﬂﬁ%‘ieﬁ‘isttﬁ%g"’g?ﬁeb PR Boled'<rihe fhatithe 1e@ilerhas suiiciant i t ed
to: managi ng prices by region(s) and/or retailer/third party provider

di st ri Bunds o theirorallet andto gserys/theaetail pees tass retpilsaceymissioni dde Mrimpmergad
defming and calculating retailer/third party provider margin by region(s)
and/ or sere¢ralid thed tdguests thar\{AS perver $eto igitistehs jubsriidibn 2¢quesistoltls inférenalbN

dat abase bl ock 600e provides the business logic to manage the sets of PINs
f or t helelti platfgray @B nbpaeation ¢2S), eifergbleffacsingl alohgethe amglt Mobile phode kdroiek 600e
i nclude, but are not limted to: segnentation of PINs on a per service

basi s; seRtEbEMSBIDONfcofteMID HAMNMICHINMRErcEdNserti@ndddford EBIUESt i Ng nodul e(s) ;

and the marking of P1LNs as "used" once successfully served.

[00154] At operation 176, the next decisional issue is whether the subscriber is already a
customer of the information alert subscription service. If so, the information alert platform 23
informs the VAS server 18 that the subscriber is already subscribed (operation 178). The VAS
server 18 notifies the M-Commerce server 16, which then sends a notification SMS message to
inform the mobile phone service subscriber and retailer 10 that the subscriber is already an
existing customer (operation 179).

[00155] However, if the subscriber is not an existing customer of the subscription service, then
the information alert platform 23 activates a subscription for the specified alert service (operation
180). The information alert platform 23 then sends a confirmation to the VAS server 18 that the
subscription process has been initiated and was successful (operation 182). The VAS server 18

notifies the M-Commerce server 16, which instructs the e-Wallet server 22 to deduct the

payment amount, preferably the recommended retail price less commission, from the retailer’s
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[00173] Communi cati on between the server nodul es 16, 22, 600 and the one or
nore operator/third party service provider network entities, such as the
SMS center 24, the WAP gateway 25, and the platforns 200, 300, 400, 500,
21, 17, 23, 19, is acconplished through interfaces 200a, 300a, 400a, 500a,
24a, 25a and a m ddl eware | ayer 15. [00174] For each of discussion, the

I nterfaces 200a, 300a, 400a, 500a, 24a and 25a conprise an interface |ayer,
whi ch i npl enents a specific comuni cations protocol. As depicted, each

i nt er f gleetronic ysallet tascanmp Aoperatiarh d 8¢)o randcsdnds 4 agfification n$MBemiosmgnds sthé ogi c,
thereby sinplifying the integration of third party network entities. This
provi desbsarilr (opezatibnii8Gpareirtie revailee id (dporatish 4 8ot firchiag eatcastubaubscapiion. i es.
[00175] In this regard, a primary function of the interface layer iIs

t hr ee- fTak despéctive trdtifibdtivp Eméseapes QraRIMIIGRT0 BB 0RES &dréSdedtrited! MettAm@Rtiod hi rd
party platform such as Water Conpany ABC platform 500; (2) to convert a
third pagdiiedivhbh N2 rS8N%a0 LA SAN e&&eﬂc? HloethE SALLAGE é&;%%lﬁ)h 19yt f orm

format and send it to the intended target platform an to I'nterpret

the tar fo spon rjate
ospont P g PR M e RIS Y oD YRR D BphESRANT  Se T EBRRRRY &

I nterface, 200;: 300: 400;. 500; 24a,.25a i,S Ltten for each specifi.c target
third SHHISS GPPRBlEsian d5ice %5 b pPHERaHE i) iFicey AnRthdhe PGS car d
conpany interface, 400q is, witten for communication with ¢credit card
@?Sanyowwﬁﬂ%éﬁvme& f Yichas ganobde pheng 15 used X aggtallermsanhyle oReraior 48 és 300a
Is witten for communi cation with the Gas Conmpany B pl atform 300. Each

i nt er f a8OSAeyiseitpasesdhaMeSompgtqgses ey i thgonelt GV ddnage the transaction

|l oad on a target third party service provider entity. This facilitates a
seam e$W1p7Lighrongh pommunigatenr with dfrCommerce server 16, the wireless device 12 provides

another menu of options of electronic or digital products. These products may be supplied by one
or more third party providers in the form of third party provider platforms 200, 300, 400, 500,
etc., which systems operate in tandem with a mobile operator’s system(s).

[00158] In this embodiment, the M-Commerce server 16 also provides operational logic to
manage an end-to-end M-Commerce transaction between the wireless device 12 and the third
party provider platforms 200, 300, 400 and 500 depicted. The operational logic includes, but is
not limited to: an interface logic — such as wireless application protocol (WAP), short message
service (SMS), Java 2 Platform Micro Edition (J2ME), SIM Application Toolkit (STK), etc. —
for integration with a retailer’s or mobile operator’s access channels; parsing logic to receive and
process transactions from various access devices using the above-mentioned interface logic; a
transaction management logic to control performance of desired transactions such as third party
provider bill payment transactions and the like; integration capabilities to facilitate integration
with one or more_sub-systems, such as the e-wallet server 22, and each of the third party provider

platforms 200, 300, 400, 500, etc.; and other operational support capabilities including but not
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[00177] A nore detailed description is now presented regardi ng operation of
the architecture of the enbodi nent of Figs. 10 and 11 to activate bill
paynent services using a wreless comrunication device. [00178]
Qperationally, and with respect to Fig. 12, there is shown a flow chart of

athird party bill paynment transaction using the system of the enbodi nent
of Figs. 10 and 11 that enables a custoner of Water Conpany ABC to pay
hi s/ her water bill using physical currency (i.e. pesos, rupees, pounds,

etc.) dwdiedtdeystaunoufiguraioanmappihg and salidativmbf etailbd ov wirehtes/ opeeatd2contdd 179]
In the exenplary Fig. 12 transaction, a custoner engages the retailer 10 to
pay théDcashienmesting antioeity for rdtaildrs to phavide seoifiedrbyll pBCserviaes)\adtablishingpetaly ABC
pl atform 500." Inportantly, only third party service providers, which

pl at f opfiBesan@ comie@iont adpdrithg abliiiageey.ce server 16 may provide bill paynent
transactions using the technol ogy of the present invention. [00180] Once a

custo ; | i terahl | 10
ises. aty P of SRE MR PELAYPile? RaliGm 200 2y {3pregdll ChiIRy chmphiHEPRRLIES
party hill. pay t i S j Q.:Jl.n. a.or r i ment,
b1 1 ¥ palsttefda (RRRRR, AR 206, SRER MRt skt i ol FuReh dr STR3 oy
have aut hori zed .el.ectroni c,wall et perm ssions and Sl M.security.

Char acBPPERY & 1§HaEiRe 28d S8mudls R Tt Beqiore Mhelie, Hreskrie effeet er ent
options that g%y be provided jn the SIMnmenu include, for exanple:, (aé

Pr epai 82830 0T Compamnat Hafdnebill bypmgustquagr oy sustesaer's ggnt. Ay theypgpusionisgekiny
ABC Bil| Pay; (e) Water Conpany XYZ Bill Pay;, (f) Credit Card Bill Pay; (09)
Gas CoRphpaynpersayices fozFlecty Compatyr Acpledoa (0 i iBferonpesged (o the gpjtching

El ectronic PINS; (j) HD Cash Wthdrawal; etc. [00181] In keeping with the
cust onmerftastrgdtae of refaikr oe wirelepsagpehdtey Hevia datier 12td dledtronivalifapaest pGomenatya ABC,
retailer 10 selects option "(d) Water Conpany ABC Bill Pay". This nenu
requi r esstoraéras electrid Qeéounp wathi Ellecttib rGxenpaing e shif alionfigy Rt detiiler M@ & eyllect i )
the custoner's (unique) identifier by which the custonmer is recognized by

t he thbﬁ@e@?bgyfna{tlfﬂome@ﬁ\g@,m% which in this case is Water Conpany ABC.
This identifier may generally conprise the custoner's account nunber in the

Wat er f@“{g ' il b - i ' ; ; iii)
the retail g]P?ﬂslé RI/Lﬁllgo r crg‘ylggree%trf &jlnid%%q P%P'gglti‘:e%eﬁg %@%@?ﬁtﬁg&ﬁﬁs\%‘ < Sﬂll)@l(11 ab
[00182 I t | i [ I he . [ QPRI ts to
the r ot 1 RBRGY tos S AERHIGHL 3OF sl Bctoety B R BY R s BEERE T
correspondi ngoption (i.e. option (d)) fromthe, Sl u, and enters the
Do b CoBEDY B SR A SBOM AR o SRR, of et the LS e oo
enters its MPIN and confir mf the transaction. [00183] The SIM application
const r Bdmaens AF EAmpgy B gas|bill By cufomer feusiorper’ssagent: i thegmeyisiepwe & filhg t he
entered data, and sends the nessage to a SM5 center 24, which in turn
r out espeyieend; servigssy foregengompany Ha patiormed ¥k iss értorspnnigted Tive thet Switehing e
server 16 determnes that the bill pay nessage is a bill pay transaction,
decr y pirdrastnecture ©f sgjaler anwirelgsshapetataraileda titvaca KX @i dletronically plest paynsenoto 4 he
e-Wall et server 22, as at operation 512.

customer’s gas account with Gas Company B thus allowing the retailer 10 to collect currency

payment from the customer.

[00161] The third party provider platform 400 may represent any one of the many credit card
companies (i.e. American Express, Visa, MasterCard, etc.) and/or issuing financial services
companies (Citibank, Bank of America, Credit Suisse, etc.). Platform C, which preferably exists

in the network of each credit card and/or financial services company, is hardware and software
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[00184] If there are sufficient funds in the retailer's electronic wall et
account, the e-Wallet server 22 holds the paynent anount in reserve and the
M Conmrerce server 16 initiates a paynent request (operation 514) to a
billing platform 500 of Water Conpany ABC through the third party billing
server 600. Preferably, the details of the paynent request include three

pi eces of information provided by the custoner; nanely, (i) the custoner's
(unique) identifier by which the custonmer is recognized by the third party
bi | | i ngsasktpihoyse axtstare therfileshiesessarygo ieffestpapmetmit@mpatyBC;s ¢rediy carth biltlesa r ed
paynent anount; and (iii) the custonmer's wrel ess device nunber (i.e.

VBl SDNpustéper Oreastomaf oragadti ¢m tha&providbnidg dfhisll pgayment séryjpes dod ceeditneadie

M Conmer ce server transaction nunber. [00185] At operation 516, the

deci si Qaalpahy € PldtormhioRrinRrosahdctedCtoSthe itchiak ShfraGROMRS ofXdtdiles 10H84 €,

the billing platform 500 of Water Conpany ABC verifies that the custoner's

vat er Qitibe 88 GPURLrdrically (R ShyRdft BYa Chfser’ L4edif Bt NG ffnt Wi @%ﬁgt% it

request with informatioh in a’water account database. If no mat

IS fouaﬁmaﬁg&géé%%ggﬁggﬂﬁggbﬁag%ﬁh&ﬁgéﬁgﬁgkqﬁﬂg gﬁ @%@{ies the third party

billing serve e msnatch, operatl The third party
billin ver Q600 potifies the nmer ce. ser 1 which in turn_sends a
ot 11 E0PEH Fsye el siatie, e i BE PRI, plrfian; 00 58 RRGrR FGUSE | e
failure of the subm tted request, (operation 520). Alternpatively, if the
cust omBHly QQRIPERRISHcH ol BRY RIAKdEmpRicE fo prsipmae Plaform Miosridy eefeadlyer 16
al so sends a notification SM5 nessage to the custoner (via a wreless

devi ceyxisisin Sreeiyorkiod tWatereCempaniyt ARE, sdgriere angd safivarg pwdde howe arlstoret her
hand, if the custoner's water bill account is verified as a valid account,

t hen WiteghleCognessayy taBtfest pryenhof Gompinyr ABEGOwWateckiflthy 4 tustdnhdrr/ dugamess
billing server's 600 paynent request and posts the paynent process, as at

oper at agent.JA%he pAFiBotingNek bill pHymepe saaticesnfob Matet Gemdiye ABCD piutfoyn ABC is
pl atf orm 500 sends a confirmation nessage to the third party billing server

500 t haiteroanie®red td'e sWaeking GFRBiredhukt OF réthile ©8 Wirklbss dptRatbhi 0 diaRRyicY 10kd | | ng
server 600 notifies the M Commerce server 16, which instructs the e-Wll et

Server eReudiflcal st phitfer@RB’ LRUhGE’ PR AP Wih WaldD & difpdn§t ABLEHUS
e-Wal | et account” (operation 526).
allowing the retailer 10 to collect currency payment from the customer.
[00163] A more detailed illustration of a preferred embodiment of the application architecture of
the embodiment of Fig. 10 is shown in Fig. 11. The application architecture performs all of the
transaction processing functions, and manages integration amongst and between the server
modules 16, 18, 20, 22, 600, its sub-systems, the middleware 15, the various platforms 200, 300,
400, 500, 17, 19, 21, 23, the gateway(s) 25, server(s) 26, as well as any mobile operator / third
party / vendor network entities, such as the SMS center 24. The application architecture also
manages the back-end administration, reporting and monitoring infrastructure.
[00164] As depicted in Fig. 10, the M-Commerce server 16, e-Wallet server 22 and a third party

billing server 600 may be viewed as the primary modules developed to support any number of

third party bill payment applications. This is the application layer. These modules contain the
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[ 00188] The M Comrerce server 16 also constructs a notification SM5 nessage
to the custoner's wireless device, if any, (operation 528) and retailer 10
(operation 530) confirm ng that paynment has been successfully posted. A
successful SMs notification nessage sent to the custoner's wrel ess device
preferably contains informati on on the custoner's nane, date/tine of
paynent, the retailer's nanme, the M Comrerce server's transacti on nunber,
and the paynment anmount. [00189] Simlarly, a successful SMS notification
messagbusiaess logic tftreeachtmiticatar 1s0lutionf andabdeysepamtediinte disdrete nfahdtimnaloblotise
date/time of paynment, the custonmer's MSISDN, the M Commerce server's

t r ans aemhichrinteticbeith eashchthidiand aythiehd matabwire addBkdte ByersTnSmptheCispét of t he
retailer 10 accepts currency fromthe customer in the paynent anount

(oper aiﬂi@&n&ﬁﬁﬂxentL@x@ L9ckém Reif 186 'Eﬂiﬂgpdi‘@%iﬂﬁg KbSer 400 mhy'6E MitdgPatSANRInARAGE her

flow chart of a third party bill payfment transaction using the system of

t he en‘gpﬂ%rﬁﬁ;}{%ﬁgl}ﬂ?ﬁotﬁﬁqo&l dOh%OFSﬁ&bl es a custoner to purchase

online tine. e exenplafy Fig. 13 transaction, a custoner
engage f ider. 10 for. an el.ectronic Pl hat, al h

cuat ont B8 FER GBS Bl o fEE SR Golbalidoll 268 1200000 s
30 minutes of online gam ng playin jne. Cenerally, an electronic. PIN

ref or 5% CARTPANISIHE SPFA BRG] HECRJUET Pasih Prey 5 s ablaa g gy Bipcforms
algorithm Here, the retailer 10 selects option "(i) GH_ Electronic PINS
from t Y evised in sl ey eqllest napments far e skidgsgrietly afogoads apdrsepvicesnihe at i ng
a third party bill pay transaction, as at operation 522. Upon sel ecting
opt i onfqlioying, fisht isehut rresroall sehset ef thenfull vange o€ saley and/op paymetds that eeaypbeces
of information - (a) the custoner's (unique) identifier such as the

cust onemplyebbsihge theurtleologlf thdpreskes iimedticatBhgor incRlde), buthare hotriayitddatoe one
or nore varying paynent anounts or tine; and (c) the retailer's M Comrerce
ser ver billdeiytichi Sateingo payTives safdllite radid BN siptions veatellfty taetidion, iigethet'Seevicnce

the information is inputted, the application seeks accuracy confirmtion of
the i nhRWIRE [ISP) derdiERANBAEE piBhases (whether for travel, promotional events, sporting events,
the lottery, etc.), donations, utilities (i.e. electric bills, water bills, gas bills, etc.), local/state/
national tax debts, financial services, insurance premiums, mortgages, credit card monthly
installment, education tuition fees, etc. Application of the present invention includes bill
payment systems to pay for web-based / e-commerce services, which includes a wide variety of
electronic products and services (e.g. online accounts for eBay, Amazon, music portals, gaming,
library subscriptions, internet telephony, internet messenger services, television shopping, etc.).
This invention is not limited to bill payment (collection) systems only. It is operational for
disbursement systems as well where a customer receives currency from the retailer 10.
[00166] The description of the M-Commerce server 16 is as earlier described.
[00167] Similarly, the description of the e-Wallet server 22 is as earlier described with

appropriate modifications for the routing of transactions from/to the M-Commerce server 16 and

the third party billing server 600 associated with each of the third party platforms 200, 300, 400,
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[ 00193] The SIM application constructs an encrypted bill pay short nessage
service (SM5) containing the entered data, and sends the nessage to a SMS

center 24 (via GSM network 14), which in turn routes the bill pay nessage
to the M Comerce server 16. The M Comrerce server 16 determ nes that the
bill pay nessage is a bill pay transaction, decrypts the nessage, and

authenticates the retailer's 10 details on the e-\Wallet server 22, as at
operation 524. [00194] If there are sufficient funds in the retailer's

el ect r dADcetealtd effectctho uretessiriiebil -pAfunkstt trasaction(s).2A fditicsal yhendparyoreiohallypount
in reserve and the M Comrerce server 16 initiates a paynent request

( oper atahether528Yalled seher,t Fopfedertimgt ¥ dubtohnerly S&tronic &Rkt @oelBswab)| Ynayt be
details of the payment request additionally include the retailer's MSISDN
and deti@iihdedqh tHeBkbnSitirl Qttoliment SAME 100! HEREL Iterbliftns thith BleqGltopRPS PI N
request option was previously selected. [00195] The third party retailer
verifi gatlaPicBligck 600c also verifies that the retailer is an authorized
one (operation 530). If no matching data is found, the billing server 600

notifi ce . server 16 t.he m.snatch eratiaon 532)._. T

Vi Cormi 8 T SRR fordeintl il 3P B SReraBS ! Bedfaci Bt Fige 16
retailer 1Q.advising of the faiJure of .the submtted request (operatjon
550y pb U R e vt 0 i Sompridst Bk i fopironeiblodR! narey cohl ock
600c conmuni cates verification to the transaction managenent bl ock 600a,
whi ch Retepersagtinn pyweemen bloek\oRfna rpladercssifipgiondpesk00e, thizd party retailer
Accordingly, at operation 538, the third party billing server 600 notifies
t he M commesston bleok\adPd,1amd adiNclatabassthlesktt90¢e.he e- Wal | et server 22 to deduct
t he appropriate paynent amount fromthe retailer's e-Wallet account

(oper af0@a9p 38y thimnmwhrtyibiltihg s@ter temestian nahagehrentnbloclPb00agirovidel the biiddss

dat abase 600e (operation 540). [00197] The M Commerce server 16 al so

const r s toamagkge fthe BtnsactichMspeses sB@give s ¢iitglliag Papiieit onihf 8t QEFcEeThee
(operation 542) and retailer 10 (operation 544) confirm ng that paynent has

been suggmBanky bF BIRRY00S irMtiedBhi 38 HoltntilRe 16! Bakin® Rhfsabldis tdnt/RE e UL OMer
only. A successful SMS notification nessage sent to the custoner's wrel ess

devi ce RSl Wat 304 SR AAPLIHLAERRI 5 21 i O
date/tinme o f)aym%nt , the retdi line?‘fgs enan%s@?%é%%%%&%@%%@v@?ﬁgmy a
transacti.on_nu r. .and, t he, pa nt_anount .. Sim |,ar.l a cessf ul . SVS
ot 11 S e GRESh D) BT e BRRURS oL kb RS e
i nfor iop on the datelti f ment, .the cystoner.'s NMSISDN, the .
i Commapteatoe i, eatarns S 388, Bl A erpecuaials ol Ssdipvion fidomine fodtioh] A
this juncture, the retailer or wireless operation 10 accepts currency from
the cudtbpilingsyditingiapdhrepaing. once the cust oner receives the el ectronic
PIN, the customer may now | og onto GHl's website and enter the
above- (&4 &0} Ehe wtasler vasificatie fnctignabblock 6aprovidesthsbusiness 18gicrto manags thé
onl i ne gam ng pl aying tine.

services that a third party provider is able to provide. The capabilities of block 600c include, but

are not limited to: determining the availability of bill payment services by vendor, by region or

third party provider group.

[00171] The third party provider retailer commission block 600d provides the business logic to

manage the charges and commissions for the retailer/third party provider/agent. The capabilities

of block 600d include, but are not limited to: managing prices by region(s) and/or retailer/third

party provider distribution trees, such as by retailer/third party provider group; and defining and
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[00199] Referring nowto Fig. 14, there is shown another flow chart

illustrating a third party di sbursenent transaction using the systemof the

enbodi ment of Figs. 10 and 11 that enables a custoner to w thdraw currency

from his/her financial account In this exenplary scenario, a financial

institution (i.e. HU Bank) has one or nore offices, branches, ATMs, etc.

fromwhich its custoners may w t hdraw cash. However, to expand its

footprint, HU Bank seeks to provide its custoners with the capability of

Wi t hdr xicatatinreilef/thid palgi groviastkm a@BObY beépidrlis) Qund/or aethilathiz€ Partye brvider

outlets wdely available. CGenerally, only third party providers, which

pl atfogfﬁl @s?.e integrated into M Comrerce server 16 nmay provide cash

W t hdravvaP ransacti ons using the technol ogy of the present invention.

[ 00200 L S1.€ i ; f ty] t o]
1072} Pl U Nk 05 Rotk SO ASREE b AORES bAR 10 Bl AFSEs of (o

prefer dy "has an account I'gna nanci a Y,

(i ngﬁc PR o SRR P s %?fg %?9%%& ﬂ%ga%%%ﬁg?s‘éﬁggkéﬁ%ﬁﬁ@ﬂe? ey
i ] [ sing.a SIM [ [
et ai | BTN OnSHREIRa P | EING OB FoHeE Dl B SBEIHOL LRI ing HERRs

security. Characteristics are as earlier described. [00201] Here, the

ret ai | & the gequestng maodyln(9) pand the markingafdNowas fusediience specespfullyesesiel nenu. Thi s
menu requires the retailer 10 to input, for exanple, the custoner's unique
HU Bank0U1dghComimamicgtiore betwrenother sesvesamidales ddnt22n eiPendd thérenei orhdroseval
anmount, the retailer's M Comrerce server identification nunber (MPIN), and
t he cuspaaer/thirdwparyl esdca euivider motvinek .enfltiee stidteas eteaSM8r cehler ds thenMAR ed
the pronpted information, the application on the retailer's wrel ess device

12 di sphisway ab] addenel plptérsnst 200, 306,U4605 5000011 177831 QB, isvirRbipTished tthhgh | @
"cancel" or "redo" options. [00202] Upon confirmation of the pronpted

| nf OF MR R H960R] $0aDIO0LNS0BEI AR 367 and G midiRwSNaARRKI Cat i on constructs an

encrypted cash wi thdrawal short message service (SM5) containing the

ont o Ao PG SRR JFPABRES' At T SO o<t 0L B0 gL

routes-t rawal nmessage
M Cot nnerce server .16. .Preferably, the totality of enteredq data. include the
cust ombPEBE Yo A0UT: TRERBERS tucPripa s PRIOFL: 4GP ( n
custoner's wirel ess device nunber, the retailer's M5 .SDN, and the.
t r ansatts efwsg S segaraiq fie-crapegiof iaRia fiom BORYRCSE fogic, thashysaprldyiigthe
entered data, the M Commerce server 16 determ nes that the cash w t hdrawal
nessagtegsatipn,pf thirdaweity medyeskacantities. ot pyptidest holygoansapjag eavigonment for
authenticates the retailer's 10
standards based network entities.
[00175] In this regard, a primary function of the interface layer is three-fold: (1) to manage the
communication sessions with the target third party platform, such as Water Company ABC
platform 500; (2) to convert a third party billing server 600 request to the required target
platform format and send it to the intended target platform; and (3) to interpret the target
platform response, and convert that response to an appropriate response for the server modules
16, 22, 600.
[00176] Notably, each interface 200a, 300a, 400a, 500a, 24a, 25a is written for each specific

target third party bill pay service provider entity. For example, the credit card company interface
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details on the e-Wallet server (operation 552). The M Conmerce server 16
then initiates a cash wthdrawal request (operation 554) to the billing

pl atform of HU Bank (not shown) through the third party billing server 600.
[ 00204] At operation 556, the decisional issue is whether a valid
custoner's bank account exists. Here, the billing platformof HU Bank
verifies that the custoner's (checking, savings, noney market, etc.)
account is a valid one by matching the customer's bank account details in
the w ybod Bwalttehdot@mimimitdtion withdtedic Cod TompaitpOasie pay platferm#0 Bimidarhat a i s
found, HU Bank's billing platformnotifies the third party billing server

600 of RbBPREYCiRtet ARSI Fal i@ Writed for cof@ntafiéh Rk ke Qhd d?&ﬁ?an?'éB PRIfoRP0

notifies the Commerce server 16, which in turn sends a notification SMS

e 20908 Bl RlB blsB incblr 1B el Besi B0 bl i Bpbeldrlbhs B by

submitfed request (operation 56 nat i e custoner

i denti fi.e s.earlier,.provid t M Co rce,.servern 16 al sqQ sends a

ot 11 L el 3Rt g ity Tl Sl RS Bt BBy " e o1 i ng
that t itted r st failed. [00205]. On the ot her d, if the

cust o012 D oS etk Sroripon By Wt PRAing ogtrion Ot rchiieddi of

deci sional issue is whether sufficient finds exist in the custoner's

fi nancihy cmbediment ©0f Ky el0 tand Ybdpr edivaler il RoEmend nistees( ByRE A Vireless2) .

If not, the third party billing server 600 notifies the M Comerce server
16, whiemmupicatigndesieads a notification SMS nessage to the retailer via
device 12, advising of the failure of the submtted request (operation
560). PG1&8hOperatbnallyj dnd Wigh caspead e Figs 1R/Sh&ONS ishiemt a ffloer chagtofecthird garty

provi ded, the M Conmerce server 16 al so sends a notification SVM5 nessage to

t he cusilbpBineny transactivnl @irgSthe @@stere ©F thd Shbddithag JfiFags. 1hend ubnhitteagbleseguest
failed. [00206] However, if there are sufficient funds in the custoner's

bank agggsthér oft WeteHEoRRRKy RBE! QN H3ENG Swaer ¥l ubing Phi gkl SMBedB(BagRs4O t he
custonmer (via a wrel ess ‘device), "advising of
rupees, pounds, etc.) over the counter to an authorized retailer 10 via device 12.
[00179] In the exemplary Fig. 12 transaction, a customer engages the retailer 10 to pay the
customer’s water bill with Water Company ABC via Water Company ABC platform 500.
Importantly, only third party service providers, which platforms are integrated into M-Commerce
server 16 may provide bill payment transactions using the technology of the present invention.
[00180] Once a customer engages a retailer 10 to pay his/her water bill, the retailer 10 uses a
wireless device 12 as a point-of-sale device to initiate a third party bill pay transaction, as at
operation 510. In a preferred embodiment, bill pay transactions are performed using a SIM menu
by retailers 10 that have authorized electronic wallet permissions and SIM security.
Characteristics of SIM are as earlier described. In addition, the different options that may be

provided in the SIM menu include, for example: (a) Prepaid Topup; (b) Postpaid Bill Pay; (c)

VAS Selling; (d) Water Company ABC Bill Pay; (¢) Water Company XYZ Bill Pay; (f) Credit
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the i mpendi ng wi thdrawal (operation 564), and pronpts the custoner to
respond with his/her secret password as to whether to authorize the

wi t hdrawal amount (operation 566). If the secret password is not entered,
no aut horization is deened to have been provided and H J Bank's platform
notifies the third party billing server 600 accordingly. The third party
billing server 600 notifies the M Comerce server 16, which in turn sends a
notification SM5 nessage to the retailer 10, advising of the failure of the
submi t (Gaed Bll Pag; () Aar GompinySDEF. BillOPRY h) BeseiceCompinyt AeBBERAE(1)pas3Wor d
is entered, authorization of the withdrawal transaction is deened to have

been pmm&hgggfqmg ¥ HRask WitHak bl Qfien cr oss-references the entered secret
password with one In its database to deternmne if it is a valid one

(oper ai (ﬁ@lfﬁﬁ)keeﬂug%m thNGusto Fﬁe?"sl Stdted el of %gihﬁﬁjfeg %r Qﬂdﬁ'@rgomt - hat

the transaction I's hot success operatlon 5 secret passmord
entere i s de B p f ot shown
sends a C(?aﬂﬁflrgﬁaﬂﬁreslgaseﬁcgs Oqtlﬁ)e ?@ ¢?mp%iy %‘?ﬁ ﬁgg})é)g L%’bsonieﬁ t the

wi t hdr awnal has be n acce ted.fo ocessi nfirmn
Succes RO (e A0 Preyit Lrseomcsss %68&2@33 RRRRIE, (5HC SHEPIET i) | ne
third party billjing server 600 notlfles the M Conmerce server 16, which
adds. t MniifienRy sigh therrUSRmCE 5 reqqgnizodiny fhethisd part biBmESRewhichdn thinoasthe

M Conmer ce server 16 also constructs a notification SVS nessage to the

cust omés WatepiComipesy ABSY This idepidienmiap gesTally comprise thei dustomen p eecauintorinizs)
confirmng that the withdrawal as been successfully posted. Upon receipt of
t he notn fhecWatenGompagag billingheysteet; dii) the dédredi mpmestesndung atd <iit) ek wtailegncy to
the customer in the wthdrawal amount (operation 578). [00209] Havi ng now
descri heComniceye e itieifidation humnber (L.eWHINGN, it should be apparent to

those skilled in the art that the foregoing is nerely illustrative and not
limtipe:s P’fe'%aﬁl? Ctfe @ﬂﬁﬁ%ﬂl@ﬁl&ﬂlﬁﬁé&ﬁﬁe SprRapt s thifie 3R8YE 10 via
enbodlnents are only to be Construed as exanples of the varlous di fferent

ypce, S SOTRLE 1S4 SO B B L MG OBOSEE 2B )
I nvent itl%r'SIM menu, and enters the two pieces of information provided by the customer in operation
30, then enters its M-PIN and confirms the transaction.
[00183] The SIM application constructs an encrypted bill pay short message service (SMS)
containing the entered data, and sends the message to a SMS center 24, which in turn routes the
bill pay message to the M-Commerce server 16. The M-Commerce server 16 determines that the
bill pay message is a bill pay transaction, decrypts the message, and authenticates the retailer’s
10 details on the e-Wallet server 22, as at operation 512.
[00184] If there are sufficient funds in the retailer’s electronic wallet account, the e-Wallet
server 22 holds the payment amount in reserve and the M-Commerce server 16 initiates a
payment request (operation 514) to a billing platform 500 of Water Company ABC through the
third party billing server 600. Preferably, the details of the payment request include three pieces

of information provided by the customer; namely, (i) the customer’s (unique) identifier by which
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Nuner ous nodifications and ot her enbodi ments are within the scope of the

i nvention and any equivalent thereto. It can be appreciated that variations
to the present invention would be readily apparent to those skilled in the
art, and the present invention is intended to include those alternatives.

[ 00210] For exanple, as shown and descri bed, the nobile comrerce server
provi des access to a wide range of electronic or digital products and
services provided by one or nore third party providers that custoners may
avai | theanstelnee & refoghized byrehe thisd pacebillimg entist, ovhivh imalyis base iOWated Qompady t 0
possess or have access to a wreless device, such as for the paynent of a
utili tABE;l dii) the) deidee 'paimehtaandimt; fdCHiiPthe MiSlofieR s GHUFd QR RIeviRE GlfnbeP (i.e.
purchase an electronic PIN for online gane playing, it is preferable for

the cusigRP)! ; t i aS@}éh' del | (
el ectronic PIhﬁ?gaﬁﬁéﬁ%ﬁgﬁgﬁ%ggﬁf%%%%ﬁ?éi% ougﬁ%?%géﬁS§ug¥ﬁ%ﬁgq%ﬁ@? c%arty

billin@m§8&%ﬁ&mﬁ89nu E& present invention is available to one or nore
cust oners o may seek alternative disbursenment and coll ection systens

ot her rough.traditiopal. bank offi ut i it aynment offices, ATM
et nlURek A RRHRiqeL 18, et Bsiop s iy whher bl cdiaRey BFG »Fhutt iR Bkt

i nvent ion ahcuftonﬁr IS avai%ed of an extensive_network of |ocal, regional
or nat ti§FRathebi{lmer platiormy 290,01 Water frompapy B¢ yerfieslighthairystomery watsy bgér form
a wde variety of services, such as frompaynment of a utility bill,

subscr pgoRBhistaovalid oe Y crossgefersaeing of thecpaymest wianest vathanfoshaiomigisa water
purchasi ng of event tickets, etc. In addition, these third party billing
ser ver agent databagy. dfimotmsatching dataiis dounsy dVatere€empdlyyABOGUbidling platférat 5eGich
product/service nmay be enabl ed or disables as desired on an individual

basi s hofifZkahe Hirdt frety, biking Gerver 660 oflithe mMidinkich,adsi R opetatibn 518 althiel third atty t 0
those skilled in the art, it is not desired tolimt the invention to the

exact &g saiedricd0 ndtiflePPOMIGRINrtE Ysilérates hiddhin tHBS&hIPE dotifdifion SMS
accordingly, all suitable nodifications and equivalents may be resorted to

as fal le8@oith thd tilerSFPRE QEvild1§2] B¥GQAE VP the failure of the submitted request
(operation 520). Alternatively, if the customer’s MSISDN identifier was earlier provided, the M-
Commerce server 16 also sends a notification SMS message to the customer (via a wireless
device), informing that the submitted request failed.
[00186] On the other hand, if the customer’s water bill account is verified as a valid account,
then Water Company ABC'’s billing platform 500 accepts the third party billing server’s 600
payment request and posts the payment process, as at operation 522.
[00187] Next, at operation 524, the Water Company ABC platform 500 sends a confirmation
message to the third party billing server 500 that payment has been accepted for processing. The
third party billing server 600 notifies the M-Commerce server 16, which instructs the e-Wallet
server 22 to deduct the appropriate payment amount from the retailer’s e-Wallet account

(operation 526).
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CLAIMS What is clainmed is: 1. A systemfor providing at | east one of content
and services to at | east one of a prepaid and postpaid nobile account using
a wreless comuni cation device as a point of sale device, said system
conprising: (a) an application |layer for perform ng transaction processing
functions, said application layer including a nobile conmerce server nodul e
for managi ng an end-to-end nobile comrerce transaction, a services server
nodul e for nmanagi ng the transactional processing between a retailer and a

net wor ROG8B] THe VI-Gonhhibrcel Akt VIR aRYI edktruddt aatiiedaﬁ_sﬁ rSMS Cméishg e tto SR ver
nodul e for managing interactions with a retailer's virtual wallet account;

(b) an chdibhér Shfeledy §dvideQif a?iyn'&iﬂef-a)ﬁbﬁ QBZBP bR FRdileP0 C(Bpé?ﬁ‘t?onoﬁ 0YRbffirnithg d
party network entities, said interface |ayer conprising at least one

interfage pgﬂgéﬂt $al Béenes%%&sgﬁh%%(te& " ishdbessBlISMS notification message sent to the

customer’s wireless device preferably contains information on the customer’s name, date/time of
payment, the retailer’s name, the M-Commerce server’s transaction number, and the payment
amount.

[00189] Similarly, a successful SMS notification message sent to the retailer 10 preferably
contains information on the date/time of payment, the customer’s MSISDN, the M-Commerce
server’s transaction number, and the payment amount.

[00190] At this juncture, the retailer 10 accepts currency from the customer in the payment
amount (operation 532).

[00191] Referring now to Fig. 13, there is shown another flow chart of a third party bill payment
transaction using the system of the embodiment of Figs. 10 and 11 that enables a customer to
purchase online time.

[00192] In the exemplary Fig. 13 transaction, a customer engages the retailer 10 to pay for an
electronic PIN that allows the customer a specified amount of online time for a desired purpose,
such as 30 minutes of online gaming playing time. Generally, an electronic PIN refers to any
unique alphanumeric code usually generated using an algorithm. Here, the retailer 10 selects
option “(i) GHI Electronic PINS” from the SIM Menu displayed on the wireless device 12, in
effect initiating a third party bill pay transaction, as at operation 522. Upon selecting option (i),
another menu requires the retailer 10 to provide three pieces of information — (a) the customer’s
(unique) identifier such as the customer’s mobile number; (b) the desired category PIN, which

may have one or more varying payment amounts or time; and (c) the retailer’s M-Commerce
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(c) a mddleware |ayer, interposed between said application |ayer and said
I nterface |ayer, for standardi zing and nanagi ng communi cati ons between the
application | ayer and each network entity. 2. The system according to claim
1, said nobile commerce server nodul e conprising an agent registration and
managenent sub-system for registering and nanaging one or nore retailer
virtual accounts. 3. The system according to claim1, said nobile
comer ce server nodul e conprising a parsing and transacti on nanagemnent

sub- systmer {dentifictian i nighben di-d. MPIN),t toavtdidg tauthorizddousea Thck he hdbimaidnbiet ween
all nmodules. 4. The systemaccording to claim1, said nobile comerce

Server j JiQh&éigﬂﬁEétﬁin%elé abb @R AhTiRRat oA Bf tiRUSokmaith /tRASICtibAY Sub- system
for capturing and storing end-to-end transaction data. 5. The system

accor di 0@9?,];1‘(1}& Rl %%plﬁéﬁéh Er&}ﬁhilﬁts %ﬂ”@ﬁ%{#ﬁedslﬁﬁ aﬁ;ﬁﬁ%ﬁ."x‘n@ssﬁ&*?ér{zéé {EIY

settl e reco Iati on sub-syste ting t nsaction fees
and Co%tgl‘?ﬁn% efer?trereﬁlciatf ar& sehds Ehe r%eétsgg% Sacél{/{gnceht%r h% <El\lfia tdéﬁ network 14),

which in turn routes the bill pay message to the M-Commerce server 16. The M-Commerce
server 16 determines that the bill pay message is a bill pay transaction, decrypts the message, and
authenticates the retailer’s 10 details on the e-Wallet server 22, as at operation 524.

[00194] If there are sufficient funds in the retailer’s electronic wallet account, the e-Wallet
server 22 holds the payment amount in reserve and the M-Commerce server 16 initiates a
payment request (operation 526) to the third party billing server 600. Preferably, the details of
the payment request additionally include the retailer’s MSISDN and details of menu option (i),
usable to identify that the electronic PIN request option was previously selected.

[00195] The third party retailer verification block 600c also verifies that the retailer is an
authorized one (operation 530). If no matching data is found, the billing server 600 notifies the
M-Commerce server 16 of the mismatch (operation 532). The M-Commerce server 16 in turn
sends a notification SMS message to the retailer 10 advising of the failure of the submitted
request (operation 534).

[00196] Once authorized, the third party retailer verification block 600c communicates
verification to the transaction management block 600a, which accepts and posts the payment
processing (operation 536). Accordingly, at operation 538, the third party billing server 600
notifies the M-Commerce server 16, which instructs the e-Wallet server 22 to deduct the
appropriate payment amount from the retailer’s e-Wallet account (operation 538), and which

retrieves an electronic PIN stored in PIN database 600¢ (operation 540).

50



6. The system according to claim1, said electronic wallet server nodul e
conprising an electronic wallet transaction managenent sub-system for
managi ng interaction with a retailer's virtual account. 7. The system
according to claim1, said electronic wallet server nodul e conprising an
electronic wallet stored val ue sub-system for managi ng internal
Interactions within a retailer's virtual account. 8. The system accordi ng
to claim1, said electronic wallet server nodul e conprising an agent

aut henf00i87] The avidCanmerce t yeran bl rlbecodstuctaul hotifidatiaoh i SYSr mgssagd so fthom al |
nmodul es including retailer requests. managenent sub-system for managi ng

del i verysttherdd wWiRRSE device gt)p&m&lemwﬂﬂ Pt ARF MOC@perafibn SEIE cOMFHAIB that
according to claiml1, said services server nodul e conprising a content

Mappi NYasHdn TS &R stlé}feséf?_iwgds% &QrHeiiGéng?Ltgg gllgf:tr&ffé PHEIY O budbmbSagy. one of

content and a servi ce. I " The system ng to claim1, sard services

Per v SRR SATHALAR oL L6 BRSBTS BT A kel "0 =
contains information on the customer’s name, date/time of payment, the retailer’s name, the M-
Commerce server’s transaction number, and the payment amount. Similarly, a successful SMS
notification message sent to the retailer 10 preferably also contains information on the date/time
of payment, the customer’s MSISDN, the M-Commerce server’s transaction number, and the
payment amount.

[00198] At this juncture, the retailer or wireless operation 10 accepts currency from the
customer (operation 546). Once the customer receives the electronic PIN, the customer may now
log onto GHI’s website and enter the above-received electronic PIN, which allows the customer
30 minutes of online gaming playing time.

[00199] Referring now to Fig. 14, there is shown another flow chart illustrating a third party
disbursement transaction using the system of the embodiment of Figs. 10 and 11 that enables a
customer to withdraw currency from his/her financial account. In this exemplary scenario, a
financial institution (i.e. HIJ Bank) has one or more offices, branches, ATMs, etc. from which its
customers may withdraw cash. However, to expand its footprint, HIJ Bank seeks to provide its
customers with the capability of withdrawing money from their bank accounts through
authorized retail outlets widely available. Generally, only third party providers, which platforms

are integrated into M-Commerce server 16 may provide cash withdrawal transactions using the

technology of the present invention.
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12. The system according to claim1, said services server nodul e conprising
a pricing and conm ssi on sub-system for nanagi ng at | east one of charges
and comm ssions for the retailer. 13. The systemaccording to claiml,
sai d services server nodule conprising an identification database for
managi ng each identification nunber for each at |east one of content and a
service offered for sale. 14. The system according to claiml1, said

i nterface nodul e consisting of a content interface for nanaging transaction

| oad 0[00200PHE thid exthplatgraastp dRbleément trhbsaclitig £ yistoiieraGho piéfsablyoaltdady m 1,
said interface nodul e consisting of a color ring tone interface for

nmanagi Ag i aoastiwith aldeagnA AngiRlal entityNghch QREIIP 'B%ﬁl&,chrnghges TROAGIRP 10 to
transaction load on an information alert platform 17.The system accordi ng

to cl aghdravsdbiby Mk hiARE AR ScCRAS S b SRrbn 356 0R AR RO bRbEAfENt,

cash withdrawal transactions are performed using a SIM application menu by retailers that have
authorized electronic wallet permissions and SIM security. Characteristics are as earlier
described.

[00201] Here, the retailer 10 selects option “(j) HIJ Cash Withdrawal” from the SIM menu. This
menu requires the retailer 10 to input, for example, the customer’s unique HIJ Bank identifier
(i.e. customer’s bank account number), the withdrawal amount, the retailer’s M-Commerce
server identification number (M-PIN), and the customer’s wireless device number. Once the
retailer 10 has inputted the prompted information, the application on the retailer’s wireless
device 12 displays all the inputs for accuracy confirmation, whether either via “cancel” or “redo”
options.

[00202] Upon confirmation of the prompted information details by the retailer 10, the SIM
application constructs an encrypted cash withdrawal short message service (SMS) containing the
entered data, and sends the message to a SMS center 24, which in turn routes the withdrawal
message to the GSM network 14 and on to the M-Commerce server 16. Preferably, the totality of
entered data include the customers bank account number, withdrawal amount, the retailer’s M-
PIN, the customer’s wireless device number, the retailer’s MSISDN, and the transaction type
(i.e. HIJ Cash Withdrawal option (j)).

[00203] From the entered data, the M-Commerce server 16 determines that the cash withdrawal
message is a withdrawal transaction, decrypts the message, and authenticates the retailer’s 10

details on the e-Wallet server (operation 552). The M-Commerce server 16 then initiates a cash
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for managi ng transaction | oad on a postpaid billing platform 18. The system
according to claiml1, said interface nodul e consisting of a short nessage
service interface for managi ng transaction |oad at a short nessage service
center. 19.1n a systemfor provisioning one or nore val ue added services to
at | east one of a prepaid and postpaid nobile account using a wreless
nobi | e device as a point-of-sale device, a conputer inplenented nethod
conprises the steps of: (a) inputting a user request into said wireless
mobi | e withdramen] rdgngst €apetationissg) wt the dilking platfodi of HRUBAkI(nos sHowinl) treowght then and
retailer information; and

third party billing server 600.

[00204] At operation 556, the decisional issue is whether a valid customer’s bank account exists.

Here, the billing platform of HIJ Bank verifies that the customer’s (checking, savings, money

market, etc.) account is a valid one by matching the customer’s bank account details in the

withdrawal request with a bank account database. If no matching data is found, HIJ Bank’s

billing platform notifies the third party billing server 600 of the mismatch (operation 558). The

third party billing server 600 notifies the M-Commerce server 16, which in turn sends a

notification SMS message to the retailer via device 12, advising of the failure of the submitted

request (operation 560). Alternatively, if the customer’s MSISDN identifier was earlier provided,

the M-Commerce server 16 also sends a notification SMS message to the customer (via a

wireless device), informing that the submitted request failed.

[00205] On the other hand, if the customer’s bank account is verified as a valid account, then the

next decisional issue is whether sufficient funds exist in the customer’s financial account to

cover the desired withdrawal amount (operation 562). If not, the third party billing server 600

notifies the M-Commerce server 16, which in turn sends a notification SMS message to the

retailer via device 12, advising of the failure of the submitted request (operation 560).

Alternatively, if the customer’s MSISDN identifier was earlier provided, the M-Commerce

server 16 also sends a notification SMS message to the customer (via a wireless device),

informing that the submitted request failed.

[00206] However, if there are sufficient funds in the customer’s bank account, the HIJ Bank

platform sends a notification SMS message to the customer (via a wireless device), advising of

the impending withdrawal (operation 564), and prompts the customer to respond with his/her
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(c) initiating delivery of user request to at |east one of a prepaid and
post pai d nobil e device of the user. 20.1n a system for provisioning one or
nore val ue added services to at |east one of a prepaid and postpaid nobile
account using a wirel ess conmuni cation device as a point-of-sale device,
conputer inplenmented instructions for: (a) receiving user input; (b)
aut henticating a desired transaction information; (c) verifying the
validity of content identification;

secret password as to whether to authorize the withdrawal amount (operation 566). If the secret

password is not entered, no authorization is deemed to have been provided and HIJ Bank’s
platform notifies the third party billing server 600 accordingly. The third party billing server 600
notifies the M-Commerce server 16, which in turn sends a notification SMS message to the
retailer 10, advising of the failure of the submitted request (operation 560).

[00207] However, if the secret password is entered, authorization of the withdrawal transaction
is deemed to have been provided and HIJ Bank’s platform cross-references the entered secret
password with one in its database to determine if it is a valid one (operation 568). If not, the
retailer is notified as described above that the transaction is not successful (operation 560). If the
secret password entered is deemed a valid one, HIJ Bank’s billing platform (not shown) sends a
confirmation message to the third party billing server 600 that the withdrawal request has been
accepted for processing, confirming a successful withdrawal (operation 570).

[00208] Next, at operation 572, the third party billing server 600 notifies the M-Commerce
server 16, which adds the withdrawal amount to the e-Wallet server 22 of retailer 10. The M-
Commerce server 16 also constructs a notification SMS message to the customer’s wireless
device (operation 574) and retailer (operation 576) confirming that the withdrawal as been
successfully posted. Upon receipt of the notification message, the retailer 10 disburses the
desired currency to the customer in the withdrawal amount (operation 578).

[00209] Having now described a few embodiments of the invention, it should be apparent to
those skilled in the art that the foregoing is merely illustrative and not limiting, having been
presented by way of example only. The above embodiments are only to be construed as
examples of the various different types of computer systems that may be utilized in connection

with the computer-implemented and/or computer-assisted process of the present invention.
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(d) verifying authorization of a seller to sell content data; (e)
transmtting delivery of content of said transaction to said wrel ess
comuni cation device; and (f) deducting cost of content fromseller's

el ectronic account. 21.In a systemfor provisioning one or nore val ue added
services to a prepaid nobile account using a w reless conmmunication device
as a point-of-sale device, a conputer inplenented nethod conprises the
steps of: (a) inputting a user request into said wirel ess conmuni cation

devi ce Nupfrousanddificitiofs aid btaasémiuiemerts arpuitiit dhdspe bh HRriARdNtion addeny

retailer information;
equivalent thereto. It can be appreciated that variations to the present invention would be readily
apparent to those skilled in the art, and the present invention is intended to include those
alternatives.
[00210] For example, as shown and described, the mobile commerce server provides access to a
wide range of electronic or digital products and services provided by one or more third party
providers that customers may avail themselves of. In some instances, a customer may not be
required to possess or have access to a wireless device, such as for the payment of a utility bill.
In other instances, such as where a customer seeks to purchase an electronic PIN for online game
playing, it is preferable for the customer to have access to a wireless device for delivery of the
electronic PIN to the customer.
[00211] Through the use of the third party billing server 600, the present invention is available
to one or more customers who may seek alternative disbursement and collection systems other
than through traditional bank offices, utility payment offices, ATM machines and the like. As
have been earlier described, using the present invention a customer is availed of an extensive
network of local, regional or national authorized retailers or merchants through whom they may
perform a wide variety of services, such as from payment of a utility bill, subscription to a color
ring tone service, to withdrawal of funds, purchasing of event tickets, etc. In addition, these third
party billing server services products or services are preferably modular in that each
product/service may be enabled or disables as desired on an individual basis.

[00212] Further, since numerous modifications will readily occur to those skilled in the art, it is

not desired to limit the invention to the exact construction and operation illustrated and
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(c) initiating delivery of user request to a w reless conmrunication device
of the user; and (d) transmtting delivery notification regarding delivery
of said user request. 22. A systemfor using a wi reless comuni cati on device
as a point of sale device for delivery of at |east one of content and
service, said systemconprising: (a) an application |ayer for performng
transaction processing functions, said application |layer including a nobile
comer ce server nodul e for managi ng a nobile conmerce transaction, a third

party Redchib&d) aracesrdmRikl 8 fudabRBNadBAiohd @nd legiivalehts ARA} bo T&GASS ithAs
between a retailer and a network entity of a third party provider, and an

el ect r @fiif, Wnlnqﬁe §%;Jé/8fthmléh nf or managi ng interactions with one or nore

wal | et acc unts; an Interface layer for sinplifying integration of one
or nore third party provider platforns; and
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managi ng conmuni cati ons between the application layer and a third party
provider platform 23. The system according to claim22, wherein said
wi rel ess device is engaged for paynment of one or nore products or services
t hrough conmuni cation with said application layer. 24. The system
according to claim 23, wherein said one or nore products or services
I ncl ude any electronic or digital data. 25. The system according to claim
23, wherein said one or nore products or services is at |east one of renote
purchase, bill paynent, point to pocpAmgynent, account inquiry and
currency coll ection.
What is claimed is:
1. A system for providing at least one of content and services to at least one of a prepaid and
postpaid mobile account using a wireless communication device as a point of sale device, said
system comprising:
@ an application layer for performing transaction processing functions, said application
layer including a mobile commerce server module for managing an end-to-end mobile commerce
transaction, a services server module for managing the transactional processing between a
retailer and a network entity of a third party provider, and an electronic wallet server module for
managing interactions with a retailer’s virtual wallet account;
(b) an interface layer for simplifying integration of one or more third party network entities,
said interface layer comprising at least one interface module for each network entity; and
(©) a middleware layer, interposed between said application layer and said interface layer, for

standardizing and managing communications between the application layer and each network

entity.
2. The system according to claim 1, said mobile commerce server module comprising an

agent registration and management sub-system for registering and managing one or more retailer

virtual accounts.
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3. The system according to claim 1, said mobile commerce server module comprising a
parsing and transaction management sub-system for managing end-to-end transaction flow and

interaction between all modules.

4. The system according to claim 1, said mobile commerce server module comprising a
transaction log, audit and reporting sub-system for capturing and storing end-to-end transaction

data.

5. The system according to claim 1, said mobile commerce server module comprising a
settlement and reconciliation sub-system for calculating transaction fees and commissions for all

parties to a transaction in real time.

6. The system according to claim 1, said electronic wallet server module comprising an
electronic wallet transaction management sub-system for managing interaction with a retailer’s

virtual account.

7. The system according to claim 1, said electronic wallet server module comprising an
electronic wallet stored value sub-system for managing internal interactions within a retailer’s

virtual account.

8. The system according to claim 1, said electronic wallet server module comprising an

agent authentication and security sub-system for authenticating requests from all modules

including retailer requests.
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9. The system according to claim 1, said services server module comprising a transaction

management sub-system for managing delivery of at least one of content and a service.

10.  The system according to claim 1, said services server module comprising a content
mapping sub-system for managing confirmation of delivery of at least one of content and a

service.

11.  The system according to claim 1, said services server module comprising a retailer

verification sub-system for managing at least one of content and a service saleable by a retailer.

12.  The system according to claim 1, said services server module comprising a pricing and

commission sub-system for managing at least one of charges and commissions for the retailer.

13. The system according to claim 1, said services server module comprising an

identification database for managing each identification number for each at least one of content

and a service offered for sale.

14.  The system according to claim 1, said interface module consisting of a content interface

for managing transaction load on a content delivery platform.

15.  The system according to claim 1, said interface module consisting of a color ring tone

interface for managing transaction load on a color ring tone platform.
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16.  The system according to claim 1, said interface module consisting of an alert interface for

managing transaction load on an information alert platform.

17.  The system according to claim 1, said interface module consisting of a postpaid interface

for managing transaction load on a postpaid billing platform.

18.  The system according to claim 1, said interface module consisting of a short message

service interface for managing transaction load at a short message service center.

19. In asystem for provisioning one or more value added services to at least one of a prepaid
and postpaid mobile account using a wireless mobile device as a point-of-sale device, a computer
implemented method comprises the steps of:

(a) inputting a user request into said wireless mobile device;

(b)  confirming at least one of inputted user information and retailer information; and

(©) initiating delivery of user request to at least one of a prepaid and postpaid mobile device

of the user.

20. In a system for provisioning one or more value added services to at least one of a prepaid
and postpaid mobile account using a wireless communication device as a point-of-sale device,
computer implemented instructions for:

@ receiving user input;

(b) authenticating a desired transaction information;
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() verifying the validity of content identification;

(d)  verifying authorization of a seller to sell content data;

(e) transmitting delivery of content of said transaction to said wireless communication
device; and

® deducting cost of content from seller’s electronic account.

21. In a system for provisioning one or more value added services to a prepaid mobile
account using a wireless communication device as a point-of-sale device, a computer
implemented method comprises the steps of:

(a) inputting a user request into said wireless communication device;

(b) confirming at least one of inputted user information and retailer information;

(©) initiating delivery of user request to a wireless communication device of the user; and

(d) transmitting delivery notification regarding delivery of said user request.

22. A system for using a wireless communication device as a point of sale device for delivery
of at least one of content and service, said system comprising:

(a an application layer for performing transaction processing functions, said application
layer including a mobile commerce server module for managing a mobile commerce transaction,
a third party billing server module for managing the transactional processing between a retailer
and a network entity of a third party provider, and an electronic wallet server module for
managing interactions with one or more wallet accounts;

(b) an interface layer for simplifying integration of one or more third party provider

platforms; and
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() a middleware layer, interposed between said application layer and said interface layer, for

managing communications between the application layer and a third party provider platform.

23.  The system according to claim 22, wherein said wireless device is engaged for payment

of one or more products or services through communication with said application layer.

24.  The system according to claim 23, wherein said one or more products or services include

any electronic or digital data.

25.  The system according to claim 23, wherein said one or more products or services is at

least one of remote purchase, bill payment, point to point payment, account inquiry and currency

collection.
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