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CROSS-REFERENCE TO RELATED APPLICATIONS

This application is related to and claims priority from U.S. Provisional Patent
Application No. 60/200,507 entitled "AUTONOMOUS AGENT ARCHITECTURE," filed April
28, 2000, U.S. Provisional Patent Application No. 60/222,729 entitled "I..,ARGE-SCALB
NETWORK MODELING USING DISTRIBUTED AUTONOMOUS NETWORK ELEMENTS
AGENTS," filed August 3, 2000, and U.S. Provisional Patent Application No. 60/222,662 entitled

"FAULT ANALYSIS USING DC MODEL," filed August 3, 2000, all incorporated herein by

reference in their entirety,

FIELD OF THE INVENTION

The present invention relates to computer network management in general, and more

particularly to root cause analysis in a distributed network management architecture.

BACKGROUND OF THE INVENTION

Classic {arge-scale computer network architectures having hundreds or thousands of
network elements, such as bridges, routers, and switches, are typically managed by a single,
centralized network management server, which, by itself or possibly with the help of distributed
data acquisition units, gathers information received from the network elements, through techniques
such as polling or event trapping, in support of performing centralized functions such as
determining the topology or operational status of the entire network or the root cause of network
fauits. Such centralized, hierarchical systems in which raw or formatted information is processed at
a master server ultimately suffer from exhaustion of computation resources and poor response

limes. A necessary requirement of such centralized network management architectures is that the
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network management server "see” the entire network and thus be able to receive information from
or regarding every element on the network and manage every such element as necessary. Other
network management solutions that partition a network into multiple domains, with each domain
being separately managed by a central server, do not offer a clear way of integrating cross-domain
and end-to-end information, and are therefore not viewed as a full solution, or transform into a

multi-hierarchy, centralized bottleneck.

Centralized nefwork management systems ‘suffer particularly when deali;lg with
network surveillance and provisioning. In the event of a network fault, such as if a link bet;veen
network elements falls, the fault would typically be detected by a polling unit which would then
report the fault to the network management server which would determine the root cause of the
fault, those network elements that are affected by the fault, and a course of action. As the number
of faults increases, the increasing complexity "and load of the required computation would
eventually result in a failure of the central server and in faults not being handled. End-to-end
provisioning and configuration requests that are carried out centrally would likewise suffer from
increased multi-element multi-layer computation load and complexity. This problem is
compounded in partitioned systems where part of the network suffers, as each centralized server
does not see the entire network, which may be critical in handling cross-partition faults or
provisioning.

Hence, computer network architectures that employ centralized network management
are not easily scalable. Thus, as the nufnber and complexity of network elements increases, and as

provisioning procedures grow increasingly complex as the network diversifies, the central network

management server will ultimately fail as its capacity to receive and process information from all

network elements is exceeded.
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SUMMARY OF THE INVENTION

The present invention seeks to provide a method for root cauée analysis in a farge-scale
network management architecture using distributed auionomous agents. The distributed network
management architecture includes a plurality of decentralized network management units, where
each network management unit sees and is responsible for only a portion of the overall network. A
software and/or ha;dware “apent" is defined for each network element, with each decentralized
network management unit hosting those agents that correspond to the portion of the ne.twork for
which the network management unit is responsible. Each agent in turn compﬁses a pluraiity of
device components (DCs), with each DC modcliné one or more physical and/or logical aspects of
the /network element, typically with each DC bound and scoped to cover functionality which is
within a single network layer. Moreover, the set of DCs comprising the agent, form published,
well-defined, and addressable interfaces of each agent, which may then be easily made known and
addressable to other agents.

There is thus provided in accordance with a preferred embodiment of the present
invention in a computer network including a plurality of network elements and a network
management architecture including a plurality of agents, each of the agents corresponding to a
different one of the network elements, and a plurality of device components (DC), each of the
device components modeling at least one aspect of one of the network elements, the aspect being
either of a physical and a functional characteristic of the network element, where each of the agents
includes a plurality of the device components, and where at least of the two device components
within at least one of . the agents are logically interconnected, each logical interconnection
corresponding to either of a physical and a functional interconnection found within or between any
of the network elements, 2 method of determining the root cause of an event in fhe distributed
network management architecture, the method including the steps of, detecting an event at at least

one DC in the network, for each DC at which an event is detected, the DC now referred to as a



<}

source DC, if the source DC does not have an acquaintance DC, determining the root cause of the
event to be within the source DCs area of responsibility, if the source DC does have an
acquaintance DC, finding 2 data path within the network from the source DC's underlying network
element to the acquaintance DC's underlying network element, identifying those DCs whose area of
responsibility lay along the data path, for each DC in the data path, now referred to as a subject DC,
if an event is detected at the subject DC, if the subject DC has an acquaintance ]jC, if the Subject
DC does not have a valid operational state with respect to its acquaintance DC, if all other DCs
along the data path at lower network layers than the subject DC have valid operational sta':es with
respect to their acquaintance DCs, determining the root cause of the event to be within the area of
responsibility of the subject DC, if the subject DC has a valid operational state with respect to its
acquaintance DC, if all other DCs along the data path at lower network layers than the subject DC
have valid operational states with respect to their acquaintance DCs, determining the root cause of
the event to be within the area of responsibility of the source DC, and if the subject DC does not
have an acquaintance DC, determining the root cause of the event to be within the area of
responsibility of the subject DC.

Further in accordance with a preferred embodiment of the present invention the finding
a data path step includes traversing only those network elements at or below the network layer of
the source DC.

There is also provided in accordance with a preferred embodiment of the present
invention a method of determining the root cause of an event in a computer network having a
distributed network management architecture, the method including the steps of, detecting an event
at at least one device component (DC) in the network, for each DC at which an event is detected,
the DC now referred to as a source DC, if the source DC does not have an acquaintance DC,
determining the root cause of the event to be within the source DCs area of responsibility, if the

source DC does have an acquaintance DC, finding a data path within the network from the source
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DC's underlying network element to the acquaintance DC's underlying network element, identifying
those DCs whose area of responsibility lay along the data path, for each DC in the data path, now
referred 10 as a subject DC, if an event is detected at the subject DC, if the subject DC has an
acquaintance DC, if the subject DC does not have a valid operational state with respect to its
acquaintance DC, if all other DCs along the data path at lower network layers than the subject DC
have valid operational states with respect to their acquaintance DCs, determining the root cause of
the event to be within the area of responsibility of the subject DC, if the subject DC has a \.ralid
operational state with respect to its acquaintance DC, if ail other DCs along the data path at fower
network layers than the subject DC have valid operational states with respect to their acquaintance
DCs, determining the root cause of the event to be within the -area of responsibility of the source
DC, and if the subject DC does not have an acquaintance DC, determining the root cause of the
event to Ibe within the area of responsibility of the subject DC.

Still further in accordance with a preferred embodiment of the present invention the
finding a data path step includes traversing only those network elements at or below the network
layer of the source DC.

There is additionally provided in accordance with a preferred embodiment of the present
invention in a computer network including a plurality of network elements and a network
management architecture including a plurality of agents, each of the agents corresponding to a
different one of the network elements, and a plurality of device components (DC), each of the
device components modeling at least one aspect of one of the network elements, the aspect being
either of a physical and a functional characteristic of the network element, where each of the agents
includes a plurality of the device components, and where at least of the two device components
within at least one of the agents are logically interconnected, each logical interconnection
corresponding to either of a physical and a functional interconnection found within or between any

of the network elements, a method of identifying network elements that are affected by a root cause
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event in the distributed network management architecture, the method including the steps of,
identifying at least one DC in whose area of responsibility a root cause event occurred, flagging all
of the DCs as "not affected" by the root cause event, .ﬂagging the DC in whose area of responsibility
a oot cause event occurred as a "propagation candidate”, initiating a message specific to the root
cause event, for each DC flagged as a propagation candidate, flagging the DC flagged as a
propagation candidate as an “affected candidate®, if the DC flagged as an affected candidate should
ignore the message, flagging the DC flagged as an affected candidate as "not affected", i—f the DC
flagged as an affected candidate is required to propagate the message or a transformation ﬂ1er;of to
at least one neighbor DC, propagating the message or a transformation thereof to the neighbor DCs,
and flagging the neighbor DCs as “propagation candidates", where the DCs flagged as an affected
candidate represent those network elements that are affected by the root cause event.

Further in accordance with a preferred embodiment of the present invention the for each
DC steps are repeated for all DCs flagged as propagation candidates during a plurality of iterations.

Still further in accordance with a preferred embodiment of the present invention the for
each DC steps further includes any of the DCs performing an action responsive to the message.

There is also provided in accordance with a preferred embodiment of the present
invention a method of identifying network elements that are affected by a root cause event in a
computer network having a distributed network management architecture, the method including the
steps of, identifying at least one device component (DC) in whose area of responsibility a root cause
event occurred, flagging all of thé DCs as "not affécted” by the root cause event, flagging the DC in
whose area of responsibility a root cause event occurred as a "propagation candidate", initiating a
message specific to the root cause event, for each DC flagged as a propagation candidate, flagging
the DC flagged as a propagation candidate as an “affected candidate”, if the DC flagged as an
affected candidate should ignore the message, flagging the DC flagged as an affected candidate as

"not affected", if the DC flagged as an affected candidate is required to propagate the message or a
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transformation thereof to at least one neighbor DC, propagating the message or a (ransformation
thereof to the neighbor DCs, and flagging the neighbor DCs as "propagation candidates”, where the
DCs flagged as an affected candidate represent those network elements that are affected by the root
cause event.

Further in accordance with a preferred embodiment of the present invention the for each
DC steps are repeated for all DCs flagged as propagation candidates during a pluralit); of iterations.

Still further in accordance with a preferred embodiment of the present inventio-n the for
each DC steps further includes any of the DCs performing an action reéponsive 16 the messagei

It is appreciated throughout the specification and claims that the term “flagging" may be

understood to be any physical and/or logical act of placeholding, tagging, or identification known in

the art that may be applied to physical and/or logical elements operated upon by the present

invention.

BRIEF DESCRIPTION OF THE DRAWINGS
The present invention will be understood and appreciated more fully from the following
detailed description taken in conjunction with the appended drawings in which:
Fig. 1 is a simplified conceptual illustration of a large-scale network management
system using distributed autonomous agents, useful in understanding the present invention;

Fig. 2 is a simplified conceptual illustration of an exemplary agent and DC

configuration, useful in understanding the present invention;

Fig. 3 is a simplified flowchart illustration of an exemplary decision-routing DC
framework, useful in understanding the present invention;

Fig. 4 is a simplified conceptual illustration of a portion of a. distributed network
management architecture showing a network fault, useful in understanding the present invention;

Fig. 5 is a simplified flowchart illustration of a method of determining the root cause of



an event in a distributed network management architccu.xrc, operative in accordance with a preferred
embodiment of the present invention; and

Fig. 6 is a simplified flowchart illustration of a method of identifying network elements
that are affected by a root cause event in a distributed network management architecture, operative

in accordance with a preferred embodiment of the present invention.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

Reference is now made to Fig. 1 which is a simplified conceptual illustration of aflarge-
scale network management system using distributed autonomous agents, useful in understanding the
present invention. In the system of Fig. 1 a metwork, generally designated 100, comprises a
plurality of network elements 102, and is managed by one or more decentralized network
management units 104, where each network management unit 104 sees and is responsible for only a
portion of the overall network 100. A proxy or hardware embedded "agent" 106 is defined for each
network element 102, with each decentralized network management unit 104 hosting those agents
106 that correspond to the portion of the network 100 for which the network management unit 104
is responsible. (Various agents 106 .are shown in expanded views in dashed lines indicated by
reference numerals 106'.)

Each agent 106 in turn comprises a plurality of device components (DCs) 108, with
each DC 108 modeling one or more physical and/or logical aspects of the device 102, typically
within a single network layer. For example, a DC 108 may represent an Ethemet port component, a
1483 encapsulation component, or routing functionality within a network element incorporating
such functionality. DCs 108 may maintain any information concerning certain functions or aspects
of the specific network efement. This information may be static, dynamic, or any combination
thereof. DCs 108 may communicate directly ;;vith other DCs 108, and two DCs 108 that

communicate with each other are referred to as "neighbors.” DCs 108 are typically arranged in a



functional hierarchy within the agent 106, with a higher-level DC acting as the "parent" to one or
more lower-level DC “children" with which it communicates, such as is shown at reference numeral
110. DCs that communicate with other DCs that are of the same type or perform the same function
are referred to as "acquaintances,” such as is shown at reference numeral 112, DCs may become
“acquainted" by manually defining relationships between DCs or by having DCs send messages in
order to discover topologically adjacent DCs. A DC 108 may be acquainte;d with another DC 108
within the same agent 106 or within another agent 106. Each DC 108 preferably uses nessage
passing to independently communicate with any neighbor or adjacent DCs without the need to
communicate directly with a centralized network management device.

DCs 108 may send/receive messages to/from neighbor DCs 108, to the network element
102 which the DC 108 models, or an external entity or device 114 (either logical or physical) that is
not modeled by an agent or a DC. Information flows between DCs 108 are referred to as “internal"
flows, while information flows between DCs 108 and external entities or devices 114 are referred to
as "external flows". One example of an internal flow is where a device component detects a fault
within its area of responsibility and reports the fault to neighboring DCs to whom such information
is useful. One example of an external flow is as the result of 2 query of all DCs 108 in network 100
by logic external to the DCs 108 and/or the agents 106 for gathering the IP addresses of devices 102
where available. Upon receiving a message, a DC may ignore the message or may react by
autonomously changing its physical or logical state andfor that of its corresponding area of
functionality within the network device or send a message to itself or to a neighbor DC.

Additionally or alternatively to agents 106 being hosted by decentralized network
management units 104, each network element 102 may itself host its agent and/or another device's
autonomous agent, such as is shown at reference numeral 116. Thus, were each network element

102 to host its own agent, no decentralized network management units 104 would be required.

Reference is now made to Fig. 2 which is a simplified conceptual illustration of an
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exemplary agent and DC configuration, useful in understanding the present invention. In Fig. 2 an
ATM switch having three ATM ports is modeled by an agent 200. Agent 200 in turn includes
several DCs 202 as follows: two DCs comesponding to two BNC connectors, one DC
corresponding to a fiber optic (FO) connector, two DC parents to the BNC DCs representing DS3
connectivity, one DC parent to the FO connector representing OC3 connectivity, three DCs
representing the ATM network layer functionality for each of the three ATM ports, and a DC parent
corresponding to the switch's ATM virtual channel (VC) routing functions. Also shownmis an ager‘1t
204 having multiple DCs 206 corresponding to ATM and Ethernet connections and ﬁlnctio;xality at
various network layers representing bridging, switching, and routing functions, including IP and
1483 interface protocols.

An ATM DC in Fig. 2 may, for example, maintain a list of all the VCs assigned to the
ATM port it models, and may monitor the removal of a VC from the port or the allocation of a new
VC to the port. An IP interface DC may, for example, contain the IP address of the physical IP
interface of the device and subnet mask. Each type of DC may appear in several instances in one or
more agents ;iepending on the specific device and its configuration. Thus, in Fig. 2, since the
network device represented by agent 200 has three ATM ports, agent 200 has three instances of an
ATM:-type DC. '

The configuration of Fig. 2 may be adapted through continuous modeling to reflect the
true state of the netw<.)rk at any given time. DCs and the links between them may be added or
removed at runtime to reflect the current state of the network, allowing tracing of the data flows,
states and reactions of the network. .Changes in the underlying physical network may be
dynamically reflected by the model by affecting the DCs and the connections between them in
response to network events. For example, if a link is disconnected between two ATM ports in the
network, a link 208 between the neighbor ATM DCs i.n agents 200 and 202 representing network

layer 2 adjacency should be removed. When the link is reconnected, link 208 between the two
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ATM DCs may be restored.

By modeling the network elements in a computer network using interconnected agents
through the DCs in them as shown in Figs. 1 and 2, the network may be fully modeled at both the
network element and network function levels. Furthermore, the model may be used to reflect at any
given moment the cumrent state of the network, with DCs autonomously supporting fault,
configuration, accounting, performance, security, policy, and provisioning functions.

Reference is now made to Fig. 3, which is a simplified flowchart illustra.tion of an
exemplary decision-routing DC framework, useful in understanding the preseni invention.- In the
method of Fig. 3 an event, such as a fault or a provisioning request, is detected at a DC (step 300).
The DC then determines if it is to take any action in response to the event within the DC and/or its
area of responsibility (step 310), and, if so, performs such action (step 320). The DC then
determines if it is to send any messages to a parent DC (step 330), a child DC (step 350), and/or an
acquaintance DC (step 370), and sends any required messages (steps 340, 360, and 380).

The concept of events and flows as described hereinabove with reference to Figs. 1, 2,
and 3, may be better understood by way of example. In what is referred to as a system-wide, top-
down flow, a request arrives from an extemal entity and is spread from DC to DC, with each DC
performing its independent computations which collectively achieve the external request. For
example, the pr-ovisioning of a QoS parameter for a specific usér class is signaled and synchronized
for IP ToS masks between IP DCs of routers and is also camried by the routers' IP-over-ATM-
interface DCs into the ATM DCs which signal and synchronize the ATM VBR parameters to the
DCs of the ATM switches between the routers. In other words, for configuration of QoS between
two IPs, the routers on the path between the two IPs may be configured with consistent ToS
parameters. Moreover, the ATM path between every two consecutive routers in the layer 3 path
may be configured with consistent VBR parameters. In a bottom-up flow, a network or DC event,

including scheduled events, may propagate to other DCs which change their state and/or perform
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their part in a distributed algorithm. An example of such a flow is in fault detection. For example,
an ATM circuit break is signaled by ATM DCs to both ends of the circuit. The signal is then
propagated up the stack to IP DCs in routers whose IP-over-ATM-interface is affected by the break.
The unreachable IP subnet failure is then correlated with the ATM circuit break point which
initiated the flow.

An example of DC discrete message passing that provides multi-layer control signaling
for use in end-to-end provisioning and fault isolation may be understood with refe-,rence to
acquainted same-layer, same-technology DCs (e.g., two layer 2 ATM DCs, two layer 3 [P f\/[PLS
DCs, two Layer 5 H323 DCs, etc.) in neighboring agents representing different network elements as
defined by that layer’s standards. The two DCs may exchange discrete messages regarding
configuration parameters, status monitoring, statistics, and accounting parameters of the layer
interface as it is implemented in the two elements. Similarly, father-son DCs representing areas of
responsibility in the same network element \ﬁﬁch maps functionality between upper and lower
layers or functions as defined in networking standards and in the specific network element
specifications (e.g., IP to Ethernet, ATM to DS3, SONET to DWDM, etc.) may exchange discrete
messages regarding the way in which configuration parameters of the upper layer relate to the lower
layer and visa versa (e.g., MTU, IP TOS to dot.p, efc.), regarding the way in which faults have an
effect between layers (e.g., layer 2 link down, layer 3 unreachable subnet, etc.), and the way

performance statistics affect the layers involved in such mapping.

It is appreciated that events and messaging of the .distributed network management
architecture of Figs. 1 - 3 preferably adhere to networking standards. Thus, for example, two DCs
on both sides of an interoperable logical link may signal each other the existence of a link failure
(c.g., far-end near-end SONET) or agree on a constant configuration parameter (e.g., SONET/SDH
VP/VC Mask, etc.). Similarly, parameters of an upper layer ma-y be mapped to a lower layer in

according with networking standards as deployed in the network elements, such as the way an IP
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switch chip is wired 1o an Ethemet MAC chip or the way IP sofiware drives SONET hardware. The
combination of such parent-child and acquaintance-acquaintance 'single-hop discrete message
passing between DCs constitutes a powerful multi-fayer signaling mechanism that can carry out
end-to-end provisioning tasks and can deduce the root cause and the effect of a network condition.

‘Reference is now made to Fig. 4, which is a simplified conceptual illustration of a
portion of a distributed network management architecture showing a network fault, useful in
understanding the present invention. A plurality of DCs 402 — 420 are shown in Fig. 4, \.avith each
DC representing a different area of responsibility within a network, generally designated 400. A
fault that occurs within network 400, such as a “port down” error shown at reference numeral 422,
is detected at several of the DCs, with each DC detecting the effect of the fault on its area of
responsibility. Bach affected DC is marked with an “X". The root cause of the fault, however, is
typically not known to the DCs. For example, a layer 3 DC might detect an “unreachable host”
error or other type of error that is different from the root cause "layer 1 “Port Down™ event, though
the detected error may be caused by the root cause event. Furthermore, a DC that detects a fault
does not know whether or not its area of responsibility is the root cause of the fault.

The process of analyzing a fault is divided into two phases: 1. Determining the root
cause of an event, described in greater detail hereinbelow with reference to Fig. 5, and 2. Identifying
those network elements that are affected by the root cause event, described in greater detail
hereinbelow with reference to Fig. 6.

Reference is now made to Fig. 5, which is a simplified flowchart illustration of a
method of determining the root cause of an event in a distributed network management architecture,
operative in accordance with a preferred embodiment of the present invention. In the method of
Fig. 5 an event is detected at one or more DCs in the network (step 500). An event may be
characterized differently by each different DC according fo its area of responsibility. For example,

in an ATM network, a layer 1 event might be the detection of a port down, while a layer 2 event
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might be the detection of a VC down or of cell rate degradation. For each DC which detected an
event, if the DC does not have an acquaintance DC (step 502), then the root cause is determined to
be within the DCs area of responsibility (step 504). If the DC, now referred to as the source DC,
does have an acquaintance, find the data path within the network from the source DC's underlying
network element to the acquaintance DC's underlying network element, preferably such that the
data path traverses only those network elements at or below the source DC's network layer, and
identify those DCs whose area of responsibility lay along the data path (step 506). For e-ach DCin
the path, now referred to as a subject DC, if the Subject DC has not detected an event (st;p 507),
then proceed to the next subject DC in the path (step 520). Otherwise, if the subject DC has an
acquaintance DC (step 508), then check whether there is a valid operational state between their
underlying areas of responsibility (step 510). For example, if the subject DC and its acquaintance
DC are both layer 1 ports, the operational state beﬁem the two potts is said to be valid when both
ports are "up" and therefore interoperable. If any subject DC is found not to have a valid
operational state with respect to its acquaintance DC then check whether all other subject DCs at
1ower network layers do have valid operational states with respect to their acquaintance DCs (step
512). If all other subject DCs at lower network layers do have valid operational states with respect
to their acquaintance DCs, then the root cause is determined to be within the area of responsibility
of the subject DC found not to have a valid operational state with respect to its acquaintance DC
(step 514), and the source DC is notified that it is not the root cause DC (step 516). Otherwise,
proceed to the next subject DC (step 520). If, at step 508, the subject DC does not have an
acquaintance DC, then the root cause is determined to be within the area of responsibility of the
subject DC (step 514). If no invalid data flows are found along the path between the source DC and
its acquaintance DC (step 518), then the root cause is provisionally determined to be within the
source DCs area of responsibility (step 504), otherwise, proceed to the next subjéct DC (step 520).

Where a source DC has more than one acquaintance, steps 506 - 520 are preferably performed for
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each if its acquaintances. 1f a source DC is not identified as a root cause DC while performing steps
506 - 520 for any of its acquaintances, then the root cause is determined not to be within the source
DCs area of responsibility. If, however, a source DC is provisionally identified as a root cause DC
each time steps 506 - 520 are performed for each of its acquaintances, or if the source DC has only
one acquaintance, then the root cause is determined to be within the source DCs area of

responsibility.

-

Reference is now made to Fig. 6, which is a simplified flowchart illustra-tion of a
method of identifying network elements that are affected by a root cause event in a distributed
network management architecture, operative in accordance with a preferred embodiment of the
present invention. In the method of Fig. 6, once the DC or DCs have been identified in whose area
of responsibility the root cause event occurred, all DC's are flagged as “not affected" by the root
cause event (step 600). Where two DCs have been identified in whose area of responsibility the
roof cause event occurred (e.g., two DCs on either side of a down link), the two DCs preferably
jointly decide which of the two DCs shall, for the purpose of carrying out the method of Fig. 6, be
the "sole" root cause DC. Thus, the sole DC in whose area of responsibility the root cause event
occurred is then flagged as a “propagation candida..te" (step 602). As the root cause DC it typically
initiates a message specific to the root cause event (step 604). For example, if the root cause DC
identified a "port down" event, it'may generate a “port down" message. For each DC flagged as a
propagation candidate, flag the DC as an "“affected candidate" (step.606). The DC flagged as an
affected candidate is then evaluated to determine how the DC is supposed to react to the root cause
event or transformation thereof (e.g., 2 “port down" message received by an ATM DC will be
“transformed" into one or more “VC down" messages reported to higher-layer DCs). If the DC
flagged as an affected candidate should ignore the message _(step 608) then flag the DC as “not
affected" (step 610) and proceed to evaluate the next DC flagged as a propagat_ion candidate (steps

612, 606). If the DC flagged as an affected candidate is required to propagate the event message or a
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transformation thereof 10 one or more neighboring DCs (step 614), then propagate the event
message or its transformation to those neighbor DCs as required (step 616) and flag these neighbor
DCs as propagation candidates (step 618). The DC may also process the message as necessary to
determine what action or actions other than propagation should be taken, such as halting
transmissions, increasing buffer sizes, etc. (step 620). The next DC flagged as a propagation
candidate is then evaluated (steps 612, 606). If after step 614 the- DC flagged as an affected
candidate is not required to propagate the event message or a transformation thereof to -a neighbor
DC, then the DC may process the message as necessary to determine what action or actions other
than propagation should be taken (step 620), and the next DC flagged as a propagation candidate is
then evaluated (steps 612, 606). Steps 606 - 620 are repeated as necessary until all DCs flagged as
propagation candidates during all iterations have been evaluated. All DCs flagged as affected
candidate represent those aspects of the network that are affected by the root cause event.

It is appreciated that one or more of the steps of any of the methods described herein
may be omitted or carried out in a different order than that shown, without departing from the true
spirit and scope of the invention.

While the present invention as disclosed herein may or may not have been described
with reference to specific hardware or software, the present invention has been described in a
manner sufficient to enable persons of ordinary skill in the art to readily adapt commercially
available hardware and sofiware as may be needed to reduce any of the embodiments of the present
invention to practice without undue experimentation and using conventional techniques.

While the present invention has been described with reference to one or more specific
embodiments, the description is intended to be illustrative of the invention as a whole and is not to
be construed as limiting the invention to the embodiments shown. It is appreciated that various

modifications may occur to those skilled in the art that, while not specifically shown herein, are

nevertheless within the true spirit and scope of the invention.

16



* c L M. S %

CLAIMS

What is claimed is:

1. In a computer network comprising a plurality of network elements and a network

management architecture comprising a plurality of agents, each of the agents corresponding to a
different one of the network elements, and a plurality of device components (DC), each of the
device components modeling at least one aspect of one of the network elements, the aspect being
either of a physical and a functional characteristic of the network element, wherein each of the
agents comprises a plt;rality of the device components, and wherein at least of the two -device
components within at least one of the agents are logically interconnected, each logidal
interconnection corresponding to either of a physical and a functional interconnection found within
or between any of the network elements, a method of determining the root cause of an event in the
distributed network management architecture, the method comprising the steps of:

detecting an event at at least one DC in said network;

for each DC at which an event is detected, said DC now referred to as a source DC:

if said source DC does not have an acquaintance DC, determining the root cause

of saié event to be within said source DCs area of responsibility;
if said source DC does have an acquaintance DC:

finding a data path within said network from said source DC's underlying
network element to said acquaintance DC's underlying network element;

identifying those DCs whose area of responsibility lay along said data path;

for each DC in said data path, now referred to as a subject DC:

if an event is detected at said subject DC:
if said subject DC has an acquaintance DC:

if said subject DC does not have a valid operational state

with respect to its acquaintance DC:
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if all other DCs along said data path at lower
network layers than said subject DC have valid operational states with respect to their acquaintance
DCs, determining the root cause of said event {o be within the area of responsibility of said subject

DC;

if said subject DC has a valid operational state with

respect to ifs acquaintance DC:

if all other DCs along said data path- at lower

network layers than said subject DC have valid operational states with respect to their acquaintance
DCs, determining the root cause of said event to be within the area of responsibility of said source
DC; and
if said subject DC does not have an acquaintance DC,

determining the root cause of said event to be within the area of responsibility of said subject DC.
2. A method according to claim 1 wherein said finding a data path step comprises
traversing only those nefwork elements at or below the netv'rork layer of said source DC. |
3. A method of determining the root cause of an event in a computer network having a
distributed network management architecture, the method comprising the steps of:

detecting an event at at least one device component (DC) in said network;

for each DC at which an event is detected, said DC now referred to as a source DC:

if said source DC does not have an acquaintance DC, determining the root cause

of said event to be within said source DCs area of responsibility:
if said source DC does have an acquaintance DC:

finding a data path within said network from said source DC's

underlying network element to said acquaintance DC's underlying network element;
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identifying those DCs whose arca of responsibility lay along said data
path;
for each DC in said data path, now referred to as a subject DC:
if an event is detected at said subject DC:
if said subject DC has an acquaintance DC:
if said subject DC does not have a valid operational

state with respect to its acquaintance DC:

if all other DCs along said data path atlower
network layers than said subject DC have valid operational states with respect to their acquaintance
DCs, determining the root cause of said event to be within the area of responsibility of said subject

DC;

if said subject DC has a valid operational state with

respect to its acquaintance DC:

if all other DCs along said data path at lower

network layers than said subject DC have valid operational states with respect to their acquaintance

DCs, determining the root cause of said event to be within the area of responsibility of said source

DC; and

if said subject DC does not have an acquaintance DC,

determining the root cause of said event to be within the area of responsibility of said subject DC.

4 A method according to claim 3 wherein said finding a data path step comprises

traversing only those network elements at or below the network layer of said source DC.

5. In a computer network comprising a plurality of network elements and a network

management architecture comprising a plurality of agents, each of the agents corresponding to a
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different one of the network elements, and a plurality of device components (DC), cach of the
device components modeling at least one aspect of one of the network elements, the aspect being
either of a physical and a functional characteristic of the network element, wherein each of the
agenls comprises a plurality of the device components, and wherein at least of the two device
components within at least one of the agents are logically interconnected, each logical
interconnection corresponding to either of a physical and a functional interconnection found within
or between any of the network elements, a method of identifying network elements that ar.e affected
by a root cause event in the distributed network management architecture, the method comfn‘ising
the steps of:
 identifying at least one DC in whose area of responsibility a root cause event occurred;

flagging all of said DCs as "not affected" by said root cause event;
flagging said DC in whose area of responsibility a root cause event occurred as a
"propagation candidate®;
initiating a message specific to the root cause event;
for each DC flagged as a propagation candidate:
flagging said DC flagged as a propagation candidate as an “affected candidate";
if the DC flagged as an affected candidate should ignore said message, flagging

said DC flagged as an affected candidate as "not affected";

if the DC flagged as an affected candidate is required to propagate said message or

a transformation thereof to at least one neighbor DC:

propagating the message or a transformation thereof to said neighbor DCs;

and -

flagging said neighbor DCs as "propagation candidates”,

wherein said DCs flagged as an affected candidate represent those network elements

that are affected by said root cause event.
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6. A method according to claim 5 whercin said for each DC steps are repeated for all DCs

flagged as propagation candidates during a plurality of iterations.

7. A method according to claim 5 wherein said for each DC steps further comprises any of

said DCs performing an action responsive to said message.

8. A method of identifying network elements that are affected by a root cause evént in a
computer network having a distributed network management architecture, the method comprising

the steps of:

identifying at least one device component (DC) in whose area of responsibility a root

cause event occurred;

flagging all of said DCs as "not affected” by said root cause event;

flagging said DC in whose area of responsibility a root cause event occurred as a

“propagation candidate";
initiating a message specific to the root cause event;
for each DC flagged as a propagation candidate:

flagging said DC flagged as a propagation candidate as an “affected candidate";

if the DC flagged as an affected candidate should ignore said message, flagging

said DC ﬁagged as an affected candidate as "not affected";

if the DC flagged as an affected candidate is required to propagate said message or

a transformation thereof to at least one neighbor DC:

propagating the message or a transformation thereof to said neighbor DCs;

and

flagging said neighbor DCs as "propagation candidates”,
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wherein said DCs flagged as an affected candidate represent those network elements

that are affected by said root cause event.

9. A method according to claim 8 wherein said for each DC steps are repeated for all DCs

flagged as propagation candidates during a plurality of iterations.

10. A method according to claim 8 wherein said for each DC steps further comprises any of

said DCs performing an action responsive to said message.
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