The invention relatég to aldata processing arrangement

including at least one processing unit ‘such as a microprocessor,
and at least one nonvolatile meﬁory that is electrically erasable
and reprogrammable at least partly under the control of the
processing unit, |

In & data processing system,- the nonvolatile wemory
cé;rtains data that must.not be altered when the arrangement is
connected to voltage or when the electirical supply to the.
arrangement is interruéted. In particular, at least some of the
instructions ) :
dnekivesicos comprising the operating program of the arrangement
can thus i)e written in a nonvolatile memory. In general, the
nonvolatile memory that contains the instructions is not
erasable. Howgvér, nonvolatile mehories that are programblé,
that is, those in which the contents can be modified, do exist.
' To be modified, some of these mamories'must be erased .
beforhand, for e:;a.mi:le by. exposure to a source of ultravioclet
radiation. For reprogramming, this type of reprogrammable
. nonvolatile memory requires ‘physical intervention from the .
outside, at least at the time of the erasure phase, which makg}i

it impogsible to use auch memories in systems in which the
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reprogramming is controlled completely by the processing unit.
To overcome this disadvantage, reprogrammable nonvolatile
nemories have been designed in which the writing or erasure is
- performed by the application of electrical signals at levels
compatible with the levels typically encountered in data
processing systems. These memories are oftern known as EEPROMs,
an‘ébbreviation made up of the initials of their name in English
(eiectridally erasable prograﬁmable read only memory).
. In the ensuing description, the term *programmiﬁg" is to be
understood in the broad sense, and it signifies any actions the
consequence of which is'a modificﬁtionqu the contents of the
nemory, in other words writing or erasure of the contents of at-
.least some of the memory

By way of example, known logic clrcuzts are supplied at a
voltage of 5 V, while the programming voltage of eleatrically
erasable reprogramﬁabie nonvolatile memories is generally in a
range of approximately 12 to 20 V. Becéusé of the low energy
required for modifying their contents, data processing
arranéements have been designed that use the same source of.
supply to ‘furnish both the voltage necessary for the logic
cirouit and the programming voltage for the nonvolatile memories
with which the arrangements are associated. The supply voltage
of the entire arrangement corresponds to one of the two required'
voltages, and a converter circuit is pFovided to obtain the

otheér, With the known cireuits, the supply source'generally
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furnishes the voltage necessary to the logic circuit, and a
converter, such as a diode pump, makes it possible to obtain the
voltage required for programming the nonvolatile memory.

It is clear that systems in which the supply voltages of
the logic circuits and for programming the nonvolatile memory
would be identical are conceivable and feasible. 1In tﬁat case,
the converter would not be present.

The importance of electrically erasable repfogrammable
nonyqlatile memories is clear, bhecause they can'ie programmed
directly by the command of the processing unit, without
intervention from the outside, which for instance allows the
p;ocessinq unit itself to modify the program centained in it, or
in the course of one use to enter the data that will be necessary
for the next use, while remaining capable of being modified in
the course of that next use or some later use.

This is for example'the case in data processing systens

using a microcircuit card including at least one microprocessor
and one nonvolatile memory for banking or péyment applications.
A nonvolatile memory of this type can be incorporated in order to
preserve the record of debits and/or credits accumulated, as well
as a residuél purchasing capacity, which are data susceptible to
change from one use to the next, yet neverthéless such data must
be preserved, because they are important for the implementation

of the systemn.

" Naturally the programming may be done on request from the



outside word, and in that case the processing unit checks the
legitimacy of the request and monitors the progress of the
operations.

Data processing arrangements including at least one
proceseing unit and one eiasable and electrically programmable
nonvolatile memory may comprise a set embodied by a single
substrate, thus producing a monolithlc.microprocessor which may
optionally be self-programmable, if the microproceésor iteelf can
modify the data written in the nonvolatile memory without-
intervention from the outside.

when it has a single supply source, such z structure
nevertheless has disadvantades, because in gertain transitory
functional situations, it can happen that the contents of the
nonvolatile memory are modified accidentally at a time when the
processing unit is not providing any supervision, |

In fact, it may happen that the programming voltage and the
command signalsg are switched erratically at a time when all the '
logic circuits of the processing arrangement are not stabilized.

The ﬁrqgramminq voltage is a voltage necess&ry for
medification of the nonvolatile memori, in other woxrds writing or
erasure; it is applied during a modificaﬁion phase at the same
time as a corresponding command signal, that is, a signal for
- validating writing or erasure.

This kind of erratic modification phenomenon may occur

partiéﬁlarly when the arrangement is coﬁﬁected to vdltage, or



5
when voltage to the arrangement is cﬁf. It may happen that the
converter is capable of furnishing a voltage at a sufficient |
level for proqramminq the nonvolatile memory before the minimum
level. necessary for good functioning of the logic assemblies of
the arranqement'is present, or after it is no longer present. If
‘the programming voltage is applied and a signal for validating
the erasure or writing is simultaneously'transmitted
transitorally to the memory circuit, then the order for erasure
or writing is taken into account, 1Im thathcase, the entire
arrangement can begin to behave in a completely unforeseeable
w&y, since the information is modified in a completely
uncontrolled manner.

It may also hapﬁen that such phenomena cccur during the
phase of reinitialization of the logic.cifcuits of the system,
that is, after the minimum operating voltage of the circuits has
been attain yet during a phase when the processing unit does not
yet have complete contfol over the operatioqé. It should be
noted that the reinitialization phase may last for several clock
cycles, in the course of which orders for writing or érasure of
the nonvolatile memory may accidentally ocour. |

These disadvantages have been partially overcome by
embodying circuits that make it possible to prohibit applying the
programming voltage as 1on§ as the supply,volénge to the circwits
surrounding the nonvolatile memory is not at a sufficient level.’

For example, the "Memory Components Handbook" published by Intel,
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1983 Edition,IChapter 5, which discussés electrically erasable
reprogrammable nonvolatile memories, describes varicus devices
for write or erase protection that prohibit the switching of the
programming voltage and/or of the validation zignals as long as
the supply voltage is not at a sufficient level. To this end, in
a nonvolatile mémory, the programming voltage is switched via an
electronic ewitch in response to an erasure or writing order.
The circuits that measure the supply voltage of the logic
circuite prohibit any switching of the programming veltage by
inhibiting the switch as long as the supply voltage to the logie
circuits is not at its minimum required level.

In addition, the devices described in this publication are
arranged to free the inhibiting means just prior to the
reinitialization of the circuits for checking the nonvélatile
memory, which is necessary before any memory writing or erasure
operation is starteé. To accomplish this, the circuits that
prohibit the application of the programming voltage are retarded
so that their effect will stop a certain time after the device is
connected to voltage, f:om.which time the circuits are considered
to be stabilized. As soon as.their action stops, the .
reinitialization order can be transmitted. |

These precautions can prove inadequate, since the
inhibiting devices méntiongd above are not active during the
phase of reinitialization of the circuit associated with the

' menory, and even more important,_they take absolutely no adcount

-
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of the fact that the processing unit with which thé memory is
intended to be associated can be reinitialized by a process.
completely different from that of the circuits belonging to the
nonvolatile memory.

As a résult, the delaf circuit that prohibits the
application of the proqramﬁing-voltage for a predetermined period
after the connection to voltage is not absolutely adapted to all
the environments in which such a nonvolatile memory could be
plaged, and in particular dées not make it possible to assure the
reinitialization of the registers in complete security:
especially, ‘it does not prevent erratic programming of the
nonvolatile memory during this reinitialization phase.

Hence the object of the invention is to overcome these
disadvantages by'propbsing neans that enable prqhibiﬁion of
programming of the nonvolatile memory during the phaées of
reinitialization of the system in which the memory is
incorporated, without requiring adaptation to be done later when
the arrangement is put into servige, )

The invention makes use of the fact that & reinitialization
phase cannot take place except when a reinitialization order or
signal is applied to various regiopé of the éystem. The
reinitialization order appears in response to a reinitialization
-requést, which may be automatic, as for example is the case when
- an arrangement is connected to voltage, after the minimum

operating voltage has been attained, ox a reinitialization order



can ocguf in response to a regquest originating either in the
arrangement itself or coming from the user during operation. The.
request is translated inte a reinitialization requést'signal.

the production of this reinitialization ordgr is not within
the scope of the present invention. Moreover, it is known that a
reinitialization request signal is called active when its level
ie such that it is taken into account by the arrangement in order
for the reinitialization order to be tranesmitted; it is inactive
when its level is such that the reinitialization order cannot be
transmitted. Depending on the sysfem, a reinitialization request
signal is either active in the HIGH state or active in the ILOW
staté. It is active in the HIGH state and contrarily inactive in
the LOW state when its value must for example be close to the
nominal operéting voltage of the arrangement in order for the
reinitialization to take place, and in that case its value must
be zero in order for it to be inactive; it is active in ﬁhe LOW
state and contrarily inactive in the HIGH state, when the

conductors by which the signal travels must be carried to a zero

potential in order to be tgken into acocount so that the
reinitialization can take place,'and when these conductors must
be carried to a potential close to the nominal operating voltage
in order for the reinitialization to be incapable of taking
place. | ' | |

According to the invention, a data processing arrangement

including at least one processing unit and at least one
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nenvolatile meﬁory.that ie electrically erasable and
programmable, at least under the partial control of the
processing unit, is characterized in that it includés means to
detect the level of reinitialization request signals of the logic
circuits, which command means for inhibiting_the application of
at leést one signal necegsary for programming of the nonvelatile
nemory, at least as long as the 1éve1 of a reinitialization
request signal is such that this signai ig active.

~ The invention is thue particularly advantageous, because it |
no longer employs the use of empifical considerations for the
delay after the connection to voltage but instead uges values
that are constant from one arrangement to ancther. In fact, for a
arrangement in which the nominal operating voltage is 5 V, for
example, and for which the reinitialization signal is active in
ﬁhe LOW state, it suffices to verify that the value of the
reinitialization request signal is close to a zero value to
prohibit the application of a voltage required.for the
programming.

Furthérmore, the known arrangements of the prior art did
not enable prohibition of the application of a programming
voltage when a reinitialization had taken place in the course of
operation o;'following the connection to voltage, since the time
constant driving the programming inhibition in theéé arrangements
of the prior art did not appear until the connection to voltage.

With the present invention, the prohibition of the application of
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a voltage required for programming is effective regardless of the
mopent at which the reinitialization request signal appears.
Furthermore, with the means employed in the present invgntion,'it
is certain that the application of a voltage necessary for
programming is prohibited for the entire duration of the
reinitialization phase, since a signal that is active during the
entire reinitialization signal is used to command the means for
inhibiting the programming voltage. In fact, the
reinitialization ordef is present only if the request signal is
active.

It will be appreci&ted that the invention is applicable to
any type of data processing arrangement in which the processing
unit has more or less partial control over progranming of the
nonvolatile memory; in other words, it is applicable in
particular to self-programmable microprocessors, and to either
monolithic or nen-monolithic microprocessers.

Further characterisﬁics and advantages of thé present
invention will become apparent from the ensuing description,
taken in conjunction with the accompanying drawings, in which:

Fig., 1 is a diagram hasically illustrating one variant of a
' data processing arrahgement according to the invehtiOh?”"

‘Figs, 2 and 3 show two variants of the inhibitiné méans

with their environment:

Figs. 4-7 are.diagrams basically illustrating other :

variants of the system. h
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In Fig. 1, a first embodiment of an arrangement accoxding
to the invention has been éhowﬁ schematically.

The arrangement (1) includes a central unit (2) or central
processing unit executing a program recorded in a read only
nemory (3), identified by its English abbreviation ROM.

The central processing unit may cohtain or be associated
with a random access memory (4), again identified by its English
abbreviation RaM,

* The central processing unit receives the supply voltage Voo
of the system. |

Moreover, according to the inventfon, the arrangement
includes a nonvolatile mémory (5) of the electrically erasable
and programmable type. In the énsuing description, this memory
will be called the reprogrammable memory.

To permit writing or erasuré operations, the reprogrammable
memory (5} includes a'programming voltage input Vpp: a write
validation signal WE and an erasure validation signal EE, as wéll
as data lines Dp aﬁd address lines An. The management of the
data and address lines i assured in a known manner by the
processing unit (2), and data and address buées, only some of
which are shown here for the sake of simplicity, are
interconnected between the processing'unit (2) and the address
and data lines of the memory. The reprogrammable memory (5) also
includes a clock signal input QL.1_The clock may belong to the

) :
arrangement or may belong to a third device to which it must be
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connected.

In the case where writing or erasure management is assured
by the processing unit (2), the validation signals for writing WE
or erasing EE originate from corresponding outputs CWE and CEE of
the processing unit, and the application of the programming |
voltage Vpp to the interior of the nonvolatile memory (5) is
subordinated to a corresponding request issued by the processing
unit, . )

» In banking applicationsg, for instance, when such an
arrangement is included in a microcircuit card, the clock signal
is obtained from an external signal.

| Similarly, the validation of the writing or erasure can be

affected differently depending on the type of memory used, and it

may hapben that complementary inputs are necessary. The diagram

here is intended to illustrate that in general the programming
voltage is not applied along but instead must be applied in
combination with a writing or erasure order.

Similarly, internal circuits in the reprogrammable memory
(5), or circuits associated with it, which are not shown in order

to keep the drawing simple and are known per se, are provided to

) xnhibit the programming voltage Vpp &8 long as a writing or

erasure request is not made known to the memory.
These circuits are outside the scope of the present
invention but are described in detail in the Intel book already -

mentioned in the introduction to the aﬁbliaatiqﬂ} for example.
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Generally, these internal circuits detect the presence of a
request at an input WE or EE of the nonvolatile memory, in order
to internally manage the change from the programming voltage,

The programming voltage Vpp may be obtained from the supply
voltage Voo necessary for the logic circuits of the system. This
voltage Voo is applied directly to one input of the central
processing unit, and in the case where it is different from the
voltaqe'Vpp, which is true in'the majority of cases with current
technoloéy, a converter (6) is provided to obtain the programming
véltaqé from the supply voltage. For example, if the nominal
supply voltage Ve i8 5 V, and the nominal programning voltage
Vpp is 18 V, the converter (6) may comprise a diode pump.

In accordance with the present invention, the arrangement
(1) includes means (7, 8) for prohibiting the application of thé
programming voltage Vop during the reinitialization phases. To
thie end, in one embodiment, a detector (8) is provided that
measures the value of the voltage of the signal RAZ requesting
reinitialization of the arrangement and at its outputs furnishes
a signal commanding the programming voltage inhibiting weans (7)
in such a way as to proﬁibit the application of this voltage, as
long as the valﬁe of the reinitialization request signal is such
that this signal can he taken into account to activate the '
reinitialization, or in other words when this signal has attain a
threshold RAZ1 beginning at which it must be considered to be

~

active.
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In the case where the reinitialization siénal ig active in
the LOW state, the reinitjalization request signal detecting
means detect the level of this signal and bring about the
prohibition of the application of a voltage necessary for
programming when the level is less then or egual to the
threshold. Conversely, when this signal is activate in the HIGH
state, the inhibition of the application of the programming
" voltage is brought about when the reinitialization reguest signal
reaches a level close to the value of the nominal operating
voltage of the logic circuits of the systemn.

Known circuits make it possible féf a reinitialization
request to be performed automatically uvpon reconnection to
voltage, with the aid of a circuit measuring the supply voltage
Voo and furnishing a reinitialiéation signal, for example as sqbn
as the minimum operaﬁinq voltage Vee min, or when the value of
the supply voltage is in between the minimum value and the
nominal value.

Preferably, as shown in Fig. 1, the reinitialization signal
level detector (8) also brings about the application of the
reinitialization order to the.pro¢essinq uﬁit (2}+ To this end,
the input (81) of the detector (B) receives the reinitialization
signal transmitted for example following the connection of.the
system to voltage. The means qu obtaining this reinitialization
-signﬁl have not been showﬁ-here, so as not to overly'domplicate |

the drawing.
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one output (82) of the detector is connected to one input
of the programming voltage inhibiting means (7), and another
ocutput (83) of the detector is connected to the reinitialization

level of the
input of the processing unit. As long as the/reinitialization

signal appearing at the input of the détector ig not sufficientise
#igh, and this signal is considered not éo signify a
reinitialization request, this structure makes it possible for
the putput (82) of the detector (8) connecteq to one input of the
inhibitiﬁg means (7) to furnish a signal such that the
application of the programming voltage can be'authorized. As
will be seen below, the inhibiting means (7) are also master-
coﬁtrolled by a detector (9) furnishing a signal prohibitiﬁg the
appiication of the programming voltage if the minimum operating
voltage of the logic circuits of the arrangement has not been
reached. Thus in the absence of a reinitialization request
signal at the input (81) of the detector (8), and when the
minimum operating voltage is reached, the 1nh1b1ting means (7)
then authorize the appllcation of the programming voltage, ang if
a request for programming of the reprogrammable memory has been
issued, then it can be taken into account.

‘ When the first output (82) is in the state that has just
peen mentioned, becausé the reinitialization signal is
insufficient to be considered active, the détectof (8) furnishes

& signal at its output (83) that corresponds to a noﬁacéivation

of reinitializat;on of the processing unit (2}.
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Preferably, the detector.(s) is 2 threshold detector
withopt.hysteresis,.such that as séon as the value of the
reinitialization signal applied to its input (81) is such that
the signal can be validated, then its outputs (82, 83) change to
a state such that on the one hand the inhibiting means (7) are
activated, and éimultaneously an order bringing about the
reinitialization of the processing unit is applied to the input
of that unit. Conversely, as soon as the level of the signal
appl;ed to the input (81) of the detector is such that the eignal
must not be congidered active, then the outputs (82, 83) change
to an opposite state. For example, if the nominai operating
voltage of the logic circuits of the arfﬁngement is 5 v, then the
level appearing at the outputs of the detector changes
instantaneously from 0 to 5 V, or from 5§ V to 0 V, as soon as the
signal applied to the input (81) of the detector crosses the -
threshold for the changeover.

Finally, depending on whether the active state of the
reinitialization signal ie the LOW ot the HIGH state, the
changeover threshold of the detector (8) is determined
differently. For example, in the case where the reinitialization
request signal applied to the input (81) must be considered
active in the.LOW state, which signifies the value of that signal
is capable of variation hgtween the nominal operating value and
phe'zerb value,-the appearance of ﬁ reinitiélization signal is

tranglated into a transition of the signal applied to the imput
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(81) of the detector (8) between the nominal value and the zero
valve. Conversely, when'the reinitialization request signal
disappears, after the registers of the arrangement have been
reset to zero, then the signal applied to the input of the
deteétor changes from the zero value to the nominal value. In
other words, in such a case, 2 reinitial%zation request signal
that appears is translated into a trailing edge of the signal
applied to the input of the detector (8), and the disappearance
of the reinitialjization request signal is translated into the
appearance of a rising edge at the same input. This is why,
preferably, it suffices to design or select the threshold
detector such that the changeover thresﬂold is bétween the
nominal supply value and the zero value, For example, if the
nominal operating voltage of the c¢circuite is 5 V, and in the case
wvhere the reinitialization signal is active in the LOW state, .
then the threshold detector will be selected suchlthat the
changeover takes place when the signal applied to the input (81}
 of thé detactor is on the order of 4 V, and in the case where the
reinitialization signal is active in the HIGH state, the |
changeover threshold will for example be 2 V. It is understood
that these values are not limiting, but they demonstrate that it
is preferable for the changeover value to be close to the value
at which the reinitialization signal is not active, but for a
change in the state of this signal, between its inactive and

active states, to be taken into account very rapidly, so as to
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lose no time for reinitialization. This makes it possible to
apply the effective reinitialization order to the processing
unit, on the one haﬁd, and a signal bringing about the inhibition .
of the application of the prograhming voltage by the inhibiting
meang (7), on the other, quite rapidly.

Thus if a writing validation order. is applied to the
writing validation. input WE of the reprogrammable memory (5), or
if an erasure validation order is applied to the erasure
" validation input EE of this memory, then as long as the
reinitialization has taken place the applicaﬁion of one or the
other of these orders is inoperative, since the programming
voltage Vpy is inhibited.

Preferably, as illustrated by this drawing figure, the
inhibiting meane (7) are disposed between the output of the
converter (6), when oﬁe ie provided, and the inpuﬁ for the
prdqramminq voltage Vpp of the nonveolatile memory.

In fact, the assembly comprising the inhibiting means (7)
and the threshold detector circuit (8), to detect the inhibiting
threshold RAZ1, comprises an electronic threshold switch, which
authorizés the application of the output voltage of the converter
(6) to the input of the reprogrammable memory (5} when the
reinitialization requeét signal RAZ attains a sufficiently high
value RAZ1l, at which it can be taken into account to bring about
the reinitialization of the logic circuits of the system.

' The orders for writing validation'WE or erasure validation
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'EE are issued by the central processing unit (2}. Ae long as the
logic circuits.of the central processing unit (2) have not been
stabilized, a writing or erasure validation signal can be
transmitted accidentally to the nonvolatile memory. As a
consequence, in a variant not shown, circuits for inhibiting
these signals are provided, likéwise master=-controlled by the
threshold detector (8), to prohibit the transmission of such'a
signal that would be issuéd by the central processing unit (2) as

long as the reinitialization signal is not at a sufficiently high
1evel. However, in any case, the means (7} for inhibiting the
progrgmming veltage Vpp must be preserved, because it may happen
that transitory signals belonging to the internal electronic
circults of the reprogrammable memory (6) are generated inside
this memory, particularly in the writing or erasure validation .
cirecuits, which particulérly at the time of connections to
veltage could briné about the uncontrellable erasure or writing
of data in the reprogrammable memory.

This is why the meéns (7) for inhibiting the application of
the programming voltage are preferably still provided, even if
the circuits for inhibiting the writing or erasure validation
voltages are present.

 Fig. 1 also shows the presence of a circuit (9) the input
of which receives the supply voltage Voo of the arrangement and
the output of which is‘conneqted to the programming voltage
inhibiting means (7). Thie circuit (Q)Fis.a threshold detector,
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‘the function of which is to prohibit ﬁhe application of the
programming voltage each time the supply voltage Voo is lower
tﬁan a given value, which i{s the minimum value at which the logic
circuits of the arrangemeht.function correctly. This circuit is
known per se, and it has been referred to in the iptroduction to
the present application. As a supplement to the circuits
specific to the present invention, which are active during the
arrangemént reinitialization phases, this circuit makes it
poésible to prohibit the application of the programming voltage
at the time of connection to voltage or when the power to the
arrangement is off, or at the time of an accidental voltage
reduction. )

The action of this detector (9) associated with the
inhibiting means (7} is complementary to the detector (8) of the
reinitialization signal level RAZ1 associated with these means
(7) for inhibiting the application 6: the programming voltage,
such that the programmiqg voltage Vpp cannot be applied to the
corresponding input terminal of the reprogrammable memory (5)
when either the level of the supply voltage Voo or the level of
the reinitialization request eignal is incompatible.

Fig. 2 illustrates a principle for.gmbodiment of the
inhibiting means (7) when only the value of the reinitialization
signal is taken into account to determine the authorization or
prohibition of the application of the programming voltage to the

reprogrammable memory (5§). The inhibiting meahs (7) are for
. ¥
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example embodied by an all-or-nothing transistor assembly (73),
which allows the programming voltage Vpn to pass through it when
the reinitialization request signal is no longer active. To this
end, the internal circuit of the inhibiting means (7) is mounted
such that the command electrode (74) of the transistor assembly
(73) receives the signal of the circuit (8) detecting the value
of the reinitialization request signal. The input (71) of the
inhibiting means is connected to the output of the converter (6),
or generally to the circuit furnishing the pregramming voltage,
if it is independent of the supply circdit for the logic
circuits, and the butput (72) of the inhibiting means (7) is
connected to the input for the programming voltage Vpp of the
réproqrammable memory (5). For example, the signal applied to.
the input (71) of the inhibiting means (7) is transmitted to the
drain of the MOS transistor assembly, while the output (72) is
connected to the source of the same assembly. In this case, a
resistor (75) is placed between the command electrode or in othef
worde the gate and ground.
| The detector circuit (8)-15 preferably a threshold detector
without hysteresis. This circult is selected in such a way that
at its output it emits a signal making the transiétor assembly
(73) conductive when the reinitialization signal is no longer
aétivg. _ |
As a result, once the reinitialii;tion request signal is

~active, the abpiication of the programming voltage Vpp is
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prohibited by the inhibiting circuit (7).

Fig. 3 illustrates the case where not only the
reinitialization request signal, but alsc the case where the
level of the supply veltage of the logic circuits of the
arrangement are taken into account to inhibit the application of
the programming voltage Vpp to the reprogrammable memory (5). In
this case, the command means (7) are arranged to take into
account the gignal issued by the detector (8) relating to the
level of the reinitialization reguest signal and/or the signal of
the detacﬁor (9) for the level of the supply voltage. The
detector (9) is also a threshold detectér, vwhich at its output
furnishes a command signal for the inhibiting means (7),
authorizing the programming if a request to this effect has been
isgued, when the supply voltage is between the minimum value |
Veemin:s &t which the logic circuits begin to function correctly,
and the nominal supply voltnge Vecnome Thus in the case of
circuits supplied at a nominal voltage of 5HV, the detector (9)
furnishes a signal authorizing the applicatién of the programming
voltagelas goon as the volfage is 4 v, for exahple, in the c&se
where the logic circuits function correctly beginning at 3 V.

In thie case, the command means (7) are for example
arranged as follows: They include the first transistor (73)
meptioned above, which at one of its electrodes receives the
 signal issued by the converter (6), while another of its
electrodes is connected via the output (72) cf the inhibiting
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‘means (7) to the Vpp input of the reprogrammable memory (5); the
command electrode (74) of this transistor receives the signal
- issued by the detector (8) measuring the levél of the
reinitialization request signal, and a second transistor (76),
the command electrode (77) of which is connected to tﬁe output of
the supply voltage detector (9), is inﬁérposed between the -
resistor (75) and the common point of the output of the detector
(8) and the command electrode (74) of the first transistor (73),
such that the second electrode of this second transistor (76) is
connected to this common point and its third electrode is
- eonnected to the resistor (75). |

In this cése, the first transistor (73) iz conducting when |
& signal is applied to its command electrode (74), via the
reinitialization request signal detector (8), and when
simultaneously the second transistor (76) is not conducting. 1In
ord;r for this second transistor (76) to be conducting in order
to inhibit the programming, a signal must be applied to its
command.elecfrode (77}, which is the case when the detector (9)
detects that the supply voltage is lower than the minimum value
for correct operation of the logic circuite of the system.

Naturally, any other type of assembly is possible: the
&rawing figures_tnat have been described akove are merely an
jliustration of the principle by which the arrangement operates.
What is of overriding importance is thaE’the means (7) for
iphibitiny the programming voltage comprise a coﬁtrplled switch
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that authorizes the application of this programming voltage Vpy
solely when the subply value is correct and the reinitialization
signal iz not active.

Moreaver, th;s drawing figure shows that the detector (8)
includes a single oufput connected to both the command electrode
of the inhibiting means and the reinitialization input of the
processing unit (2). This can be provided for the case where the
technology used allows the same signal level to be used for both
command and reinitialization.

However, the circuit éescribed jdat above has the
disadvantage that the application of the programming voltage is
authorized as soon as the reinjtialization order disappears.
Because of the response time of the various circﬁits,_it may
happen that the order for de-inhibiting the application of the
programming voltage is taken into account before the
reinitialization order has disappeared, and that a tr@nsient
phenomenon will simultaneously occur ;n the processing cifcuits
that validates an order for uncontrollable erasure or writing, so
that the erratic information can poseibly be inscribed in the
programmable memory. |

For this reason, in a variant the principle of which is
illustrated in Fig. 4, two cirouits for detecting the level of
the reinitialization request signal of the circuigs_are provided:
a first detection circuit (8b), the output of which is connected
to the means (7) for inhibiting the programming voltage and a
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-second detection circuit (10), the output of which is connected
o the reinitialization input of the processing unit (2). The
two detection circouits (8b, 10) have different detection |
thresholds RAZ1, RAZ2Z, so that when a reinitialization request
gignal RAZ appears at the input of these circuits, the first
circuit'(s) furnishes a signal for inhiﬂiting the means (7) before
the second circuit {(10) has activated”the'signal for
reinitialization of the processing unit (2), so that when a
reinitialization request mignal appears the inhibition of the
application of the programming voltage will be effective before
thé'reinitialization ofder is applied, and that when the
reinitialization request signal applied to the input of the
detection circuits (8b, iO) changes from an acfive state to an
inactive astate, the de~inhibition will be.effected once the
reinitialization order applied to thé corresponding input of the
processing unit (2) has disappeared. Thus a chronological
sequence is available between the application of the different
command signals, which increages the operating seourity of the
system.

Thus in all cases, the inhibition precedes the
reinitialization phase, and the de-lnhibitlon follows the end of
the reinitialization phase. |

Hence the circult of Fig, 4 ia very powerful. because it
permits the order for re;nit;alizinq the circuits of the arrangement 

to disappear bhefore an application of the programmxng voltaqe is
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authorized. Moreover, this circﬁit includes the means for
inhibiting the programming voltage when the minimum supply voltage
is not attained, so that upon connection to voltage, the |
authorization of the application of the programming voltage
cannot have taken place except onée the minimum operating voltage
haS'béen attained, on the one hand, and on the.other, when the
reinitialization signal is not active. In the event of an |
accidental or_intentionél reduction in the supply voltage, the
pres;nce of the supply voltage detection circuit.(Q) brings about
aninhibition of the authorization for application of the
programming voltage Vpp a8 soon as the supply voltage becomes
less than or equal to the minimum voltage for correct operation.

However, it can happen that the arrangementé embodied in
accordance with the above-described variants do not completely
elininate the riskes of accidental érasure cr-writing in the
programmable memory (5) at the time of reinitialization.

In fact, in the variant embodied,'eitﬁer the authorization
to apply the programming voltage is given at the same time as the
reinitialization order disappears, or this authorization is
delayed with respect to thg_disappearance of the reinitialization
order, but this delay depends-solely on the transition speed of
the voltage level of the reinitializaﬁion signal, which may be
quite fast. _ '

- Generally, the_reinitiﬁlizqtion tgkes place in acéordance

with a programmed sequence, master-controlled by the clock of the
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system, such that in certain exceptional cases the
reinitialization may last until after the signal itéelf has
disappesared.,

The arrangements described in conjunction with the above
variants are such that when the reinitialization regquest signal
is not active, an authorization to apply the'programming voltage
is granted. However, in that case it can happen that writing or
eragure is done accidentally before the reinitialization is
completely finished, beginning at the moment when the
authorization for application of the progfamming voltage is
- granted, if a corresponding order appeafa.

The variant shown in Fig. 5 makes it possible to avoid an
accidental programming when the reinitialization request sxgnal
is no longer active while the reinztializatlon is not yet -
completed.

The arrangement of the invention includes at least one
register (11), the output of which is connected to the means (7)
for inhibiting the programming voltage Vpp ¢f the reprogrammable
memory (5), and the reinitialization input of which is connectedq,
via a combinational circuit (12), to the output of a cirecuit (13)
for automatic reinitialization upon connection to voltage, on the
one hand, and on the other to the line for requesting
reinitialization of the a;fangement in the course of operation,
preferably via a reiﬁitialigation requegt.signal.lévél detector

(8), so that this signal will be taken into account beginning at
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& predetérmined threshold. The data input of the register (11)
is connected to a daté oﬁtput of the central processing unit (2),
in such a way ag to be under the command of the central
procgssing unit.

In addition, the register (1l) is'connected to the clock
(14) master-controlling the systenm. |

In this drawing figure, the. converter (6) has also been
shown betgeen the supply source Vgo and ﬁhe programming voltage
inhibiting means (7). |

The automatic reinitialization cfrcuit'(ISJ for example
comprises a voltage detector associated with a pulse generator
that sends an order for reinitialization of the register (11) as
soon as the supply voltege Voo attains the minimum value for
gorrect operation of the 16qic circuits of the system. After its
reinitjalization, the-ohtpﬁt of the register (11) furnishes a
gignal such that the inhibiting means (7) prevent the épplication
of the programming voltage to the reprogrammable memory (5).

In order for the output of the register (1l) to be placed
in a configuration such that the means (7) for inhibiting the
_programming voltage will authorize the application of this
voléage-to the reprogramnmable memory (5), ﬁhe processing unit (2)
must load the register (11) in a confiquration such that the
output of this register is in a state opposite that which it
assuﬁes at the time of'#he reinitializéiiqn. To accompliéh:this,

one output CVpp of the proceseing unit (2) is connected to the
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data input of the register (11).

This makes the arrénqement particularly powerful, since the
register.(ll) ie placed in a configuration corresponding to an
authorizaﬁion of the application of the programming voltage only
by request of the processing unit, when there is in fact a need
to perform an erasure or writing. Hence. the inhibiting means (7)
are activated whenéver no writing or erasure is necessary, and
the gecurity is considerable. _

. In one embodiment, the register (11) cdmprrses an
elementary memorization cell, which is preferably put'in a
predetermined state at the time of reinitialization, However, in
exceétional cases,'it can happen that such a cell assumes a
different state at the time of the reinitialization, which
depending.dn the situation can lead to authorizing the
abplication of the programming voltage.. For this reason, as
~ illustrated by this Fig. 5, the application of signals for
validating writing WE or eragure EE is preferably also
subordinated to the state quE;;:;eqisters (15, 16), which are
initialized on connection to voltage in a state corresponding to ‘
the prevention of the application of the writing validation
signal and the erasure validation signal, respectively. In ﬁhis
Fig. 5, the outputs of these two last registers {15, lé) are -
connected respectively to the writing validation WE and erasure
validation EE inputs of the reprogrammable memory (5). Tﬁis kind

of direct connection is made in the case where the output levels
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of the aforementioned registers are compatibie with the necessary -
input levels for validating writing or erasure in the
reprogrammable memory. In the case where the levels are nof
compatible, then it is necessary tc provide a converter between
the ouﬁput of a register and the correqunding input of the
reprogrammable memory. When a writing or erasure operation must
be performed, then the processing uﬁit, via ite output (CVpp), in
synchroniém with the clock, loads the register tli) that commands
the inhibiting means (7) in a state authorizing the application of
the programming voltage, and simultaneously, it loads the
register (15 and/or 16) in a state'correspondinq to the
authorization of the application of the writing and/or erasure
validation signal, depending on the operation reguired. Outputs
(CWE, CEE) of the proceésing unit (2) are connected for this
purpose to ﬁhe_data inputs of the respective_reqisters (15) and
(16).

The embodiment is particulariy.advantageous because it can
happen that one of the registers Assumes an undesirable state
during the reinitialization, yet it is not very likely that all
of the registers will accidentally assume an undesirable
.configur&tion. _ |

.Fig. 6 illustrates a variant in which the registers (11,
15, 16) are shift registers with a serial input and parallel
outpu%s, each of which thus include a non-unitary number of

multivibrators or .cells, the reinitialization inputs of which are
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shared and are connected to the combinational circuit (12)
identical to that of Fig. 5 receiving either the automatic
reinitialization signal upon connection to Qoltage or a signal
requesting reinitialization in the course of operation, and the
loading of which, which is done sequentially, is synchronized by
the arrangement clock (14), such that the processing unit must
execute a routine including a plurality of instructions in order
to load each of these registers. In & manner similar to Fig. 5,
the;processinq unit includes outpute (CVpp, CWE, CEE) cohnected
to the dafa inputs of the registers 11, 15, 16; respectively, to
permit the loading of the registers required by the desired
operation. Moreover, a single loading cdnfiguration for each of
these registers authorizes the application of the signal that it
commande; that is, it authorizes the application of the _
programming voltage Vpp for the register (11), the authorization
of the application ofilhe writing validation signal WE for the
regigter (15), or the authorization of the application of the
erasure validation signél EE for the register (16).

This ig why in the embodiment shown iﬁ Fig. 6 each register
is associated with a different combinational ecircuit: a first
one (17) for the register (11) fpr programming voltage
authorization, a second one (18) for the register (15)'for
authorizing the application of the writing validation sighal, and
a third one (19) for the register (16) authorizing the N
application of the erasure validation signal.' Each coﬁbinationél
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circuit contains as many inputs as the corresponding register
contains multivibrators, so that the state of each of the
multivibrators of one register is reflected at any moment to the
corresponding combinational circuit. In addition, the |
combinational circuit corresponding to a'register has a single
output, which is connected to the correspending input 6£ the
reprogrammable memory that it commands. This 1inkage is direct
if the signals are compatible, or is done via adaptor or
converter circuits if the signals are not compatible. Thus in
the example shown, the output of the circuit (17) associated with
the register (11) is connected to the command'input of the neans
(7) for inhibiting the programming voltage Vpp, while the outputs
of the combinational circuits (ia and 19} are connected directiy
to the respective inpute for validating writing and erasure of
the reprogrammable memory (5). |

In one embodiment, the combinational clrcults (17, 18, 19)
use in combination with knpwn logic functions such as OR,
EXCLUSIVE OR, etc.

- The arrangement described in Fig. 6 functions as follows:
When writing is required, the register (11) must be positioned in
a state corresponding t¢ the authorization of the application of
the programming voltage Vpn, and the register (15) must
simultaneously be set in a state corresponding to the
authorization of.the application of the writing validation signal
WE, by executing particular rQutines for loading each of these
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combined in such a way as to form a single shift register (20),
which is connected to a combinational circuit (21) that includes
as many inputs as the register has multivibratOrs, and includes
one output (210) for commanding the application of the
programming voltage Vpp, dne'output (211) for commanding the
writing validation signal WE, and one output (212) commanding the
erasure validation signal EE. This structure makes it possible
to use ohly a single addressing mode when a writing or erasure
operation is to be performed, bringing about a systematic loading
of the register (20). In that case, the register will be loaded
with different contents depending on whether an operation of
writing or of total or partial erasure of the. contents of the
reprogrammable memory (5) is invelved. To this end, a lcading
ocutput (€C) of the processing unit (2) is connected to the serial
data input of the register (20). | |
| Additionally, the reinitialization of the register (20) is
done in a manner similar to that which ensués in the case of Fig.
6: that is, it'takés p;ace either at the moment of connection to
voltage by applicétion of an automatic reinitialization signal by
the circuit (13), which reacts as a function of the level of the
gupply voltage Vg, or upon a reinitialization order RAZ during
normal operation of the system, with a cambinationél circuit (12)
performing a loqidal OR function enabling the taking into account
of either one or the other of these orders.

To use this system, as many routines as there are
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possibilities of interventién into the reprogrammable memory (5)
must be provided in the program mémorﬁ; for example, one routine
corresponding tb a complete erasure of this memory, one routine
corresponding to partial erasure, and one routine corresponding
to writing of new data must be provided.

Moreover, various different ways of loading the shift
register commanding the erasures or writing in the reprogrammable
memory can be imagined.

AS'séen above, the program memory may contain a plﬁrality
of complete routines, each corresponding to a specific operation
(writing, total erasure or partial eragufe) to be performed upon
the reprogrammable memory (5).

The different variants that have just been described above
afford an increasing degree of.security at the time of
reinitialization of the system, to prevent modification or
erasure of the data contained on the nonvolatile reprogrammable
memory (5). The choice of one or the other of the variants is
made as a function of the complexity of thé_arrdngement and/or the
level of security required.

.- _If the processing unit accidentally executes ill-timed
address skips, however; the different variants that have been.
descriﬁed above do not prevent the program from execution by an
uncontrolled sequence, which in certain cases can brinq about
undesirable changes in the-reprogrémmable menory (5).

. For this reason, in one embadimenp; the memory (3)
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" containing the operating program of the processing unit does not
c&ntain any complete routine enabling writing or érasure of the

reprogrammable memory (5). Thus if an ill~timed address skip

should oceur, the processing unit cannot command an operation of
this typé by mistake. ‘

To this end, the program is ar;anged'to be capable of .
writing a routine for writing or erasure of the reprogrammable
memory (5) into the vdlatilé memory (4): this routine comprises
.inscriﬁing instructions in the form of data into the veolatile
ﬁemory. |

‘When all the instructzons have been written into the
volatile memory (4}, the program contained in the memory (3)
shunts to this routine inScribeQ in the volatile memory, and this
routine is then run. at thé end of the writing or erasure
operation, the program contained in the memory (3) resumes
control of operations by theloverriding erasure of the routine
contained in the volatile memory (4). Thué the routine can then
no longer be run, : ¢

It is understood that this-solﬁtion can be provided only if
the volatile memory (4) permits execution of the program there. |

This solution éan.be provided to realize a routine for
loading the shift register or registers described above in-
conjunction with Figs. 6 and 7, buf it will be understood that it
can be equally applicable to loading a much simpler routine into
the volatile memory that would command the application of the
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srders for programming and erasure.aﬁd/or writing, at the time of
ise of the variants illustrated in Figs. 1=~5.

Hence the invention is particularly‘easy to use for any
 type of data processing arrangement in whidh the reprogrammable
nemory (5) can be either totally or partially rgprogrammed by the
processing unit (2}, and similariy it is-desiqned to be
applicable to either monolithic or non-monolithic systems. Thus
it is applicable more particularly to monolithic autoprogrammable
microprocessors, the programming voitage Vpp of the nonvelatile
memory of which is furnished based oh the geheral supply veltage
source, and for which security must be provided at the time it is
connected to or disconnected from voltage, as well as during the

reinitialization phases.

1
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CILAIMS:

1. A data processing system, including at least one
processing unit (2).and at least one nonvolatile memory ({5) that
is electrically erasable and reprogrammable at least under the
partial control of the processing unit, charactérizéd in that it
includes means (&, 8b, 12) for detecting a signal requesting
reinitialization of the registers of the system, which command
means (7, 11, 15, 16, 20) bringing about the inhibition of the
application of at least one signal (Vpp, WE, EE) hecessary for
.the programning of the nonvolatile memory (5), at least'wheh'said
signal (RAZ) requesting reinitialization of the regzsters of the .
arrangement has a level (RAZ1) suffzclent to actzvate the

reinitxaliza;ion.

2, The,arrangement as defined by claim 1, c¢haracterized in
that for its reprogramming, the reprogrammahlé memory (5)
requires at least the application of a programming veltage (Vpp).

inhibition
and that thé7$33§35§rheans (7, 11, 20) act upon said prog;ammlng

voltage,

3. The data'processing arrangement as defined'by clain 2,
characterized in that for its reprogramming, the reprogrammable
memory (5) requires the application of a writing validation

signal (WE) and/or an erasure validation signal (EE), and that

mmmmmml  auewios
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the inhibiting means are provided to act upon one and/or the

other of these mignals (WE, EE).

4, The data processing arrangement as defined by any of

the. foregoing claims, characterized in that the detection and

_ inhibiting means (7, 11, 15, 16, 20} include on the one hand

first means (8, 8b, 13) for detecting a first level (RAZ1) of
said,teinitialization request signal, the input (81) of which
means receives sald reinitialization request signal, and on the
other hand a inhibiting circuit per se'f?, 11, 15, 16, 20}, the
input of which is connected to an output (82) of the detection
means, such that the inhibiting circuit is commanded by said
detection means, in order that a command signal bringing about
the inhibition of at least one signal necessary for the
programming of the reprogrammable memory (5) will be applied to
the inhibiting means as long as the reinitialization request

signal is between said first level and its active level.

5. The data processing arrangement as defined by claim 4,‘
characterized in that the inhibiting circuit (7) is an electronic

switch (73) commanded by said detection means (8, 8b).

6. The data processing arrangement as defined by claim 4,
characterized in that one output (83) of the first detection

neans (8) is connected to the reinitimlization input of the

IIIIIIII IIIIII IIIII IIIII ll lIIl
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the inhibiting means are_provided to act upon one and/or the

othexr of these signals (WE, EE).

4., fThe data processing arrangement as defined by any of
the foregoing claims, characterized in that the detection and
inhibitinq means (7, 11, 15, 16, 20) include on the one hand'
first means ka, 8h, 13) for détecting a firet level (RAZ1) of_
said reinitialization request signal, the inpgt (81) of which
means receives said reiniéialization request signal, and on the
otﬁer'hand a inhibiting circuit per se (7, 11, 15, 16, 20), the
input of which is comnected to an output (82) of the detection
means, such that the inhibiting circuit is commanded by said
detection'meané, in order that a command signal bringing about
the inhibition of at least one signal necessary for the
programming of the reprogrammable memory (5) will be_applied to
the inhibiting means as long as the reinitializatioh request

signal is between said first level and its active level.

5. The data processing arrangement as defined by c¢lainm 4,

charactpfized in that the inhibiting c¢ircuit (7) is an electronic

‘switch (73) commanded by said detection means (8, 8b).

6. The data processing arrangement as defined by claim 4,
characterized in thdt one output (83) of the first detection

means (8) is connected to the reinitialization input of the

* C L M S *
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processing unit (2) in order to apply a reinitialization order to
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it when the recquest signal has attained said first level.

7. fhe data processing arrangement as defined by one of
the claims 4 or 5, characterized in fhat itlincludes second means
(10} for detecting a second level (RAZ2)-of the reinitialization
request signal,'the output of which means is connected to the
reinitialization input of the processing unit (2), in such a way
as to validate the application of a reinitializ&tion order to the
processing unit (2) once the first detection means (8, 8b) have
brought about the inhibition of the application of at least one of
the signals necessary for programming, and such as to invallidate
the reinitialization order before the de-inhibition is authorized

by the first means.

8. The arrangement as defined by claims 4-7, characterized
in that it includes means (13) such as a threshold detector to
issue a reinitialization reguest signal upon the connection to
voltage of the system when the supply value (Veg) has attained a
minimum value (Voo min) at.which the logic circuits of the
arrangement function dorrectly, tha£ it further includes intetnal
means for requesting reinitialization in the coﬁrse of operation,
and that the inhibiting means (7, 11, 15, 16, 20) are connected
in such a way as to take into account aither one or the other of

these reinitialization request signals impartzally.

* c L M s *
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9. The data proceseing arrangement as defined by glaim 8,

characterized in that the inhibiting means include at least one

- register (11, 15, 16, 20) including one input for

reinitialization signals, and that the ocutput of this register ia_'
connected to means (21) for commanding at least one~of the
signals (Vpp, WE, EE) necessary for programming the |
reprogrammable memory (5), and that this register is arranged so
that a reinitialization order positions it in a configuration
corresponding to inhibiting of the programming, and that this
register has a single configuration in accordance with which it
must be loaded to authorize programming;.the loading of a
register taking place via a suitable output (CVpp, CWE, CEE) of

the processing unit, in synchronism with a clock of the system.

10. The data processing arrangement as defined by claim 9,
characterized in that one register (11, 15, 16, 20) is a shift
register with serial inputs and parallel outputs, the ioading
input of which is connected to the processing unit (2) in such a
ﬁay as to be capable of beinq loaded at the time of execution of
a loading routine that follows a programming regquest, and that
the outpute of this regisﬁer are connected to one anhother via a
combinational circuit (21) furhishing an authorization signal for

the application of at least one of the signals necessary for

\\II\Il\ \\\I\\ |||\\ \\l\l I lII\
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"1l. The data processing drrangement'as defined by claim

42

10, characteriied in that it includes a single shift register
(20) with serial input and parallel outputs, a combinational
circuit (21) receiving the signal of each of the outputs of the
register, said combinational circuit (21) including as many
outputs as the reprogrammable memory (5) has programming command
inputs (Vpp, WE, EE), such that as a function of the-contents of
the register following a request for a given programming mode
(yriting or partial or total erasure), the combinational circuit
(21) authorizes solely the application of the signals necessary
for the programming mode selected, and that the input of said

register is connected to one output (CC) of the processing unit.

12. The data processing arrangement as defined by one of
the claims 1-11, characterized in that it includes a program .
memory (3) and a program for commanding writing or erasure of the

reprogrammable memory  (5) resident in said program memory (3).

13. The data processing arrangement as defined by dne of
claims 7-11, characterized in that includes a program memory (3)
and & progrém for loading the registef} as a function of the

programming mode selected, resident in said program nemory (3);

FY I
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14. The data brocessing arrangement a8 defined by claims
12 and 13, characterized in that the command and loading programs

are merged.

15. The data processing arrangement as defined by one of
.claims 12-14, characterized in that a command and/or loading
_ brogram is executed on the bagis of instructione that are loaded
into the voiatile memory (4) by the processing unit (2),

following a request for a quen programming mode.,

16, The data processing arrangement és défined by claim
12, characterized in that the instructions loaded into volatile
memory following a request for a given programming mode of the
reprogrammable memory (5), are erased ag soon as the programming

is completed.

17. The data processing arrangement as definéd by any one
of claims 1-16, characterized in that it has the structure of a

monolithic autoprogrammable microprocessor.
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