T 95 P 2296 -1- Description Method for ac@ﬁgt&’ndgaﬁh
carrying out secure functions in a communications system I nvention
relates to a nethod for activating 5 secure functions in ?@wni cations
system by nmeans of a peripheral device which is connected to 1t he comuni ca-
ti-ons system Peripheral devices, for exanple servers, which are connected
to communi catig@ne $¥§EENS, are provi ded'for 10  conveni ent switching of

i ncomng calls to communi cations systens of a communicati ons network, for
connected comuni cations termnals and for the activation of performance
feat ures. TheDc?Sﬁﬁgﬁl &8Fi ons I nt erchange between the conmuni cati ons system
and t he peripheral 15 device is controlled, for exanple, by an ACL

interface (Appldetdd 23rCarkevht¥hgYyahd Nédriih dut isgehureeifuadtiondot h
devices. In the conmuni catlﬁnsnsyést%]rgma central controller has a program
structure usi Ag RhicEA™HBEBRT Y %rT T e switching events for the inconi ng

calls reported 20 by event nessages to the peripheral device, but also.

switching and operati ffei DAL ENEL bR FeladiisC RodhEmbEREE -£08 cad vhtaayt hi s

peri pheral device via the ACL interface,_ are cause be carried_gut. The

swi t chi ng Bind 3RF&FS %Hﬁ‘citﬁgf‘?u&?i BnS°TH ?’%ﬁ"z"é"sansg'sc%ﬁ’t ggl %te esf agct i ons

and 25 perf e perdiphegaludevi¢e whichnhisniconpeohedstaith SOFURAFRDI €,

conmmuni cationa:ion'yg?_gqgm. have functions and performance features whose
execu

or exanpl e moni t or | ngSGPERFELi AGVEGARuNFER: FREBLS BervaRE oPREelo i ng.
that is to sajareeontdeagedfto rfommmmichtdons reyrhems, careipreavidadfnrcati ons
link. The gctiy, ?regi%taﬁgie]gﬂ%ﬁg!o@fiﬁé_mﬁﬁeeﬂiig&@r&ﬁﬁﬂi@a%iﬁﬁﬁe
carried out by e peripheral device, via the ACL Lnt ®lsr comnected
systems of a communications network,
communications terminals and for the activation of
performance features. The communicatiomns: interchaﬁge
between the communications system and’ the peripheral
15 device is controlled, for example, by an ACL inte;face
(Appfication Connectivity Link) which is implemented in
both devices. In the communications system, a central
controller has a program structure using which not only
are the switching events for the incoming calls reported
20 by event messages to the peripheral device, but also.
switching and operating instructions, which are trans-
mitted from this peripheral device via the ACL interface,
are caused to be carried out. The switching and operating
instructions initialize and control the functions and
25 performance features in a communications system. '

Furthermore, communications systems have
functions and performance features whose activation and
execution may be carried out only by authqrized person-
nel, for example mbnitcring of existing communications

30 links or recording, that is to say recording of informa-
tion transmitted via a communications link. The activa-
tion #nd contrcl of the execution are in this case
carried out by the peripheral device; via the ACL inter-
face. . .
35 The objecﬁ on which the invention is based is to
‘prevent non-authorized activation and execution of -

specific functions and performance features of a communi -



face. 35 The object on which the invention is based is to prevent

nop-aut hori zed activation and execution of specific functions and _

per formance features of a comuni - 95 P 2296 -2- cations

system by the peripheral device via the ACL interface. The object is

achi eved on the basis of a nethod for activating secure functions in a

communi ca- tiogg pysiggn i n accordance w ph.the features of the 5

precharacterizing clause of Patent Claim1 by the charac- terizing features

in said claimcathenessgstenl byspeité pkripker®l hdedvdeeorviaigthe ACL

| nvention may Pﬁtéz?ﬂﬂé&'.e%ﬁé %gp@git N fue \}éli"oﬂe%%d%sﬂ‘%i‘ptd on

algorithns are stored In an addr- 10 — tronal .encryption unit 1ch is

assi gned to theetepfufPr BaEitRLiRg HeGRTe frnetiong: d fh FPPER-a

security routi Bfofié € sgetematitl adcdidarmyMmisdts atthensféeg iyl bpfnames of one

operating gnsty | | AS 1 1 ecLp Vi ce.

| nt errogat Fon P %%%*%Pa?él/%rfc %h% %\éﬁ%@%g}osé gg_g%g?%aidﬁ&a%u%g% ?thr?%%cy

speci fi ¢ mannere¥izing fantures 8 epddemt@iMtion unit by the activated

éec_uri t5y routidnehat | epgd gfﬁm_rs_au_i kepaest _aﬁvag&am&yamﬁmgcauaby -
alm -, an e.,secure functigon | LQLtl,a Qr ntJ nues .t o be

carried out pF% i %ﬁ%gu’nr%% oﬁgerl A (Q).fl%%t %gn,be\ﬁﬁ?cﬁt%ast a%"dtf"ﬁ:‘(?r?él |y

encrypted i n adeperdenthgacrynidenf iadgexdthms erer storedd ipy amhaddicr ypti on

unit, in ghe sesehal YeddiHidtien vhibiwhicwriadelsaigheadedi ke i diatiuadl- af ter

each transm ssiop, of the gnterro at |'onc|nfeodgat|o#1d Thia at | east &
tenporary, 25 ARt ANt 553 il yaﬁ r Pod R RNE eI Sh 3¢ eﬁcr??ﬁuér& nt er -
rogation infornertine aptet Botivatedi én dheadwimmupighkjonacsypted basponse
i nformation W h8kRe dfoP’SEEtfdPdtidg instruction which is transmitted

i from the peripheral device. Interrogation information

15 which is encrypted in a functionally specific manner is
transmitted to the encryption unit by the activated
security routine at least temporarily and advantageocusly
pericdically - Claim 5 -, and the secure’ function is

_ initiated or continues to be carried out provided

20 response information, which is additiomnally encrypted in
a. functi_.bna.lly specific manner, is received by the -
encryption unit, in the security zroutine, within a
predetermined time interval after each transmission of
the interrogation information. This at least temporary,

25 advantageously periodic transmission of encrypted in;er;
rogation information and the reception of additionally
encrypted response information within a predetermined

- time interval after the transmission of the interrogation
information ensure that a secure” function and/or a s_ecuref“

30 performance feature can be activated and executed only by
authorized peripheral devices and/or authorized person- .
nel. The operating instruction which ‘activat:es a secure |
function is formed - is stored there and is called up -
in a secure application implemented in the peripheral

35 device, or is input in an input device of the peripheral
device - Claim 2. : ’ . ’

_ During the setting, up, which is linked to the
activation, of a secure- function, the operating in-
struction advantageocusly and additionally comprises




ti-me interval after the transm ssion of the interrogation information
ensure that a secure function and/or a secure[err] 30 performance feature
can be activated and executed only by authorized peripheral devices and/ or
aut hori zed person- nel. The operating instruction which activates a secure
function is forned - is stored there and is called up - in a secure
application ingkegenbgg in the peripherals3 35 device, or is-input in an

i nput device of the peripheral device - Claim2. During the setting up,
which is |inkedpefathagacirfcamationofbyn means e[okr r\]:hicmchhbnunthiaomer ating
in- struction ggdyapt -Tele t LO. lJpsf

-3- operating |n grﬂngtglgo % meane?g' 7 ?%ﬁgﬁgﬁcﬁoﬁs V\A‘ﬁ‘géﬁg)are

i npl ement ed | nSYSEEBg AR | HiRFRA cdRpihiec BTFTRER Y SPB MR BYTRAR® i9F t he
program for thgepuipgsepQthéechétite UfuddtdaarGUClafinnat.i @a thlbacaesd, | n

this case, 5$’| rs%@%é&‘ﬁ: Jn‘é@‘i ?Ogﬁé‘ﬁgé Yol QSFESSLE%&?#;&F)@ESE & gLure

are set up e cas activation rogramii nki ng
of subfuncti on@rhPeR @ rfe‘a‘fcf)F'e%Pth‘F Fasfe %oﬁ%ﬂh?c%?%%thm theat is
to say the secgiopean]. 1‘&umhgoafaaﬂbaﬁnbbeoﬁecunﬂdmeaiséwc&iwtme

cannot be 10  psed bef “Ct')’r %af“E‘Phg YRS Zﬁmd NP URLPTd

achi eves further securl uncti'ons E formance ea ures V\#]I ch nmust
not be used by fm&&%ﬁérﬁ@éﬂﬁeﬁ%ﬁﬂcﬁa&@?ﬁ oppanns deAtvee cappot Berval

can be matyphedubedlobetdfé mm%esseaﬁranlckédﬁua.&gm_ 6p| Prddemref THEs

comui ca- tions stem er ra Vi n n jon unit
- Caim6. On ?ﬁg‘y‘ong'hanﬁt}afaﬁeg %e? ro mgﬁggg?'gng gn?eggr %%?é %ot be
~shorter than tfeatvrap Uhlahlmllh% Mbc@%ﬁ#@éﬁ@%ﬂ#‘éGPénP??ﬂ%'for t he

trans- nel.

The predetermined time interval can be matched to
15 the processing and transmission times of the communica-
tions system, of the peripheral device and of the
encryption unit - Claim 6. On the one hand, the predeter-
mined time interval must not be shorter than the total of
all the processing and transmission times for the trans-
20 " mission of the interrogation information and the forma-
tion and transmission of the response information while,
on the other hand, it should not exceed a chosen, maximum
time interval. _ '
According to a further advantageous refinement,
25  the encryption programs which implement the determination
of the function-specific codes and the formation of the
response information can be activated in the encryption
unit only by a circuitry program running protection -~
Claim 8. The circuitry program running protection is
30 advantageously connected to an interface of the
encryption unit and causes the encryption programs to be
activated by means of an interface routine connected to
the interface - Claim 8, 9. This circuitry program
running protection - also known as a hardware dongle in
35 the specialist world - additionally enhances security
with respect to unauthorized use of specific functions

and performance features.
The peripheral device is advantageously connected:
to the communications system via an ACL interface - Claim



20 m ssion of the interrogation information and the forma- tion and
transni ssion of the response infornmation while, on the other hand, it

shoul d not exceed a chosen, maximumtine interval. According to a further
advant ageous refinenment, 25 thé encryption prograns which inplenment the
determ nation of the function-specific codes and the formation of the
response i nforgptpozagsen be activated i-n4the encryption unit only by a
circuitry programrunning protection - Caim8. The circuitry program

runni ng proteclfon angl ghe engiypttizgevnityis asivantaggeousdy imtegratad ace of

the encryptionjpntfe PukiGHeEaT HBOi88CL YL 1A, oqnananéﬁypﬁa&tm ed by
means of an interface routoln cpn cteq:aﬁi the interf -.Claim 9. This
0

circuitry progtanftTiff KRENE RS "ﬁaf‘hﬁv&ﬁeent? gle in
35 the speci at#ttdwitel. -fatldstmniaél ybgnheanes ofc@urpassonalh gaxspect to

unaut hori zgd usgeef, SEECIYding UWlsdd A% 280 Rl WABNSE ftdal UWetseille
peripheral device |€aadvanta eousl qg%nect ed to_the_communi catlons system

via an ACL i nt tPFeEEace’ oR §gmputer tor the conngetion O%,ng t he
encryption uni thescmuagmsh:yml musning cpirotredtienper i pheral device -

Gaim Ll The encryplimil Uikindé SUGRLAAPOUS! YubMLGERRIEH Wil oy ated in

t he periph- eral deV| ce, ,for exa neans of personal com put er,

it being possiBtRltped e ipgnaare [Tﬁ%t% stPngEheht 5?*%{%‘%’5‘%ntﬁﬁé d@r"gbnal
conput er fior thefemtta)ra (flccke ddiagramt r Fhar bjoekn disgram ghosseat i on.

The nmethod accg fﬂéﬁo Wi pl e cﬁuﬂuz?i 1 in
the follow ng text vmt A(}% erengg t'%)é ag'gflgﬁ en gam heaehb#ﬁ;ﬁil
di agr am shows SeEBHRRIR &Rt Pﬁ'ﬁscgﬁ%?%ﬁ? %s T \&?F'E'H'n{iﬁé LeRf AT R

KE are illustrated by way of example, which are connected

via a switching matrix KF, which is arranged in the
15 communications system KS - indicated by dashed lines in

the switching matrix KF. The link between the communica-

tions terminals KE shown is set up in accordance with a

signalling procedure, for example the ISDN signalling

procedure, using a central controller ST which is pre-
20 dominantly implemented as a program.

The = communications system comprises a
coordinating central control device ST which controls the
switching, and an ACL routine ACLR which implements an

. ACL interface (Application Connectivity Link). The
25 switching matrix KF and the ACL routine ACLR are each
connected to the central controller ST. The ACL interface

of the ACL routine ACLR is in each case connected to an

- identically implemented ACL interface ACL of a personal
computer PC and to an encryption unit SE. The personal

30 computer PC represents a peripheral device of the com-
munications system KS in which application programs APP

for controlling additional functions and pe;fomahce
features of the communications system, for example ACD
(Automatic Call Distribution) - functions, are stored.

35 The functions and performance features implemented in the
communications systems KS are activated, and their
execution is initiated, by the respective application
programs APP, by means of switching and operating in-
structions amo. A program structure - a monitoring



term nals KE are connected. Two conmuni cations ternminals KE are illustrated
by way of exanple, which are connected via a switching matrix KF, which is
afranged in the 15 comuni cati ons system KS - indicated by dashed |ines
in the switching matrix KF. The |ink between the comunica- tions terninals
KE shown is set up in accordance with a signalling procedure, for exanple
the 1 SDN si gnadg ig1@a@gocedure, using a-ceniral controller ST which is pre-
20 dom nantly inplenmented as a program The comuni cati ons system
conprises  gpruipfati niiichy enbotl itlwstxatetevt chs SPromided cdnt tHBs t he

swi t chi ng, a”%}é&é‘i‘—cw%t gin\éfe' £hai S0l GIP B S caRiAGleveitd bBEe

(Appl ication nnectivity he 25 W t trl KF d the ACL
routi ne ACLR M%%rﬁ:t%ﬂqm?ﬁe%eﬁﬁﬂ:ﬁ%w ¥ 3 %\ i

interface of tvigidClpriogtamnstiGtture aki mmsehmmw taéldanlf

i dentical Iy inpl t >d ;ﬁﬁnéz&t Cfnﬁgmé?tf & Ry serel deeepuYbar aB@ and to
an encrypt onn%)n ersona @ ut?ryPC represents a

peri pheral devizanssthed (FSr’thﬁuHFEé?%sc *in which application
prograns APP for cont irad ithe aﬂdtplarmledhndnnemts ahdipaémmélaﬂ:eat ures-

of the communications s §§§ghéfg b AGR (Y +¢ (G@dodiniintl buti on)

- functions, at e B0Or&d. nctlons and perTornance feat.ures
i npl ement ed i rmekEteRiAIM c%?‘i%ﬁf’stis‘ipst ee3 fhe M9 SPEIHRigRFLoRS;

executiongps i peimiiaih XW idl® resprding ethgptiamdnitted oipfownatiRRn by
means of Sw t cing, and OGLAl LA0E NaoStyaild U cEB1ed bR AOF ABanil rUCtur e

- a monitoring®® rogr am whi ch s not
illustrated - ¢§ pgmovapebicaticre PERFFIR EBRFr ol S’F’f(ﬁim’iendhfaﬁ”ng

swi t chi ng evengSesdhidd | OhSBFicHLeEp ameNSHAaving ihforhetiomk faBy imeans of
, dicating the secure” function FAA to be activated, being
15 transmitted by the application program SAPP via the ACL
interface ACL to the central controller ST, which results
in a recording routine RER being caused to be set up in

said-central controller ST. The recording routine RER is

set up in the central controller ST in accordance with

20 the statements, which are additionally transmitted in the

operati:ig instruction amo, relating to subfunct;tdns

tfl...n and linking information vl...n. This additional

information tfl...n,vl...n indicates the subfunctions

already implemented in the communications system KS and

25 their linkage to one another. This information tfl...n',

vl...n can advantageously be indicated in a table in the
operating instruction amo.

After setting up the recording routine RER, a

start information item si is transmitted to a security

30 routine SIS implemented in the cenﬁi‘al control unit ST.

Encrypted interrogation information afi is formed in this

'gecurity routine SIS depending on the function and/oxr

performance feature to be activated. In this case, a

separate code is stored - not illustrated - in each case

35 for each frnction to be secured and for each perfomuice

feature to be secured. With respect to the exemplary

embodiment, the code SRER, which is stored in the secur-

‘'ity routine SIS and is intended for the performance

feature of monitoring and recording is used for the



whi ch program structure all the switching events and, if 5 required,
tranSmtted information sp are detected and transmtted to the personal

- conputer PC. For the exenplary enbodinent, it is assuned that a secured
function FAA, in the exenplary enbodinent nonitoring a connection

bet ween the two communications 10 term nals KE and recording the
transmtted i nbgrguss o sp, i s intended go-be activated and carried out by
means of an application program SAPP. This is done by an operating

i nstructi on aneecbeding rodtineRER) whichnimgleaenng the perfwmhaxad

function FAA t thsAt el %;mn%t e y ?‘Fﬂ I on
pr ogr am SAPP v?gntgﬁggAi&ﬁ'i %%gr ?géggi\g‘?o‘t'% e ce t’raf‘ncjé%?% erf'lS , Whi ch
results in a r éBEPTRRELIRAFheERR pbf nBREERERF (RPIRS sthe purgtion-

sai d-central cepeebfiercdde SRER,r &gotdamemitedd vdaRERei ACEeintgrfacd he

central COBITOMLE! €3l RedC Gen bl d0e  shCymd BLEMRS  3hi Gl are
additional 'y transmtted int operating 1 nstruction anp, relati ng to
.subfunctions t PRETYRPEIPR FRiki AB- | ARoHRdS RcAYRPtifge maduleg M- ke

informati on tfkransSmiitted Nidtudrogatiohhénfobhation cisi aid eatye | agddirent ed
I n the communi ' . S thaigh | | ?ﬁf e; %ngr Thi s
i nformation tfﬁs;%é?/%xg n@cgr]fa va%’?:ggs oe%glf%cbggfk% Ica égai ;ﬁé‘gé’ able in
t he operating Paskrtetthm saeurifyt spusine §kf A% mespPereeer pformaftkame RER

a sltart ilifgor rratiﬁorru'et em&tiﬁnigﬁml iilct efod® mc%ifgeﬁs‘) fotOUWiHge SIS
i mpl enented in_the central control unij ST. Encrypt | nt.errogatiqn
nFormation af FePBeT e mC Tt o pelriimlied sepunzegte & |\
function and/ opeperedranthde fiagogperatedcincitie/ sneayPEACRNBRLE S byy

separate code jngasbOl¥ wiBehitiy USubdliod -piotédeibn,aSOONGLE. f athigach
function to be,secured agd for_ra hg rfgrmance f QLUr €,L0 b_{e se.cture_d. Wth
respect to the*BRBRPIAT y *EnifitH ﬁ@ﬁt 'ferhe ¥oFEBRER %f‘*&? i SRT5YEY in the
secur - it y5r oupregr8h SFunring pretentten {RONGLR: feeabodintntface SST of
the interface unit SE. The interface 8ST, which is
implemented by an interface routine SSR, is connected to
the encryption module SM. The code ARER is interrogated
from the circuitry program running protection DONGLE and
20 is passed to the encryption module SM with the aid of the
interface routine SSR; "for each incoming interrogation
information item afi. Using this function-specific code
ARER, the transmitted interrogation information afi is
encrypted once again and is sent back to the security
25 routine SIS as response information ai. If the circuitfy
program running protection DONGLE has not been connected
or has been removed, initial or further encryption of the
received interrogation information afi is no longer
possible. The interrogation information afi is thus sent
30 back without being encrypted - this being assumed in the
following text for the exeinplary embodiment - or, alter-
natively, is no longer sent back. ‘
In the security routine SIS of the communications
system KS, the transmitted response information ai is ‘
35 checked to determine whether the emitted interrogation
information afi is correct, that is to say has been
encrypted using the corresponding function-specific code
ARER - for the performance feature FAA monitoring and
recording in the exemplary embodiment. If the response



feature .of nonitoring and recording is used for the 95 P 2296

-6- recording routine RER, which inplenents the performance feature FAA,
monitoring and recording. The interrogation information afi which is
encrypted using the function- specific code SRER, is transmtted via the
ACL interface 5 ACL to the encryption nodule SMinplenented in the
encryption uni gsSk. 236gthis encryption._mpdule SM the transmtted
interrogation information afi is once again encrypted using a

functi on-speci LaformaleiciRizR dagd beescobdrbextly cransmiccad| ty ¢¢nnﬂnne SIS as

response '”forH?EiQQ E:QforﬂdcioLthe'#:g%E' 9 %?%bﬁ' En8080g é?ﬁ?sﬂéé s for

the respective functions an rhance features to be secured and is
i ncor por at ed. i Kot FBeeFELPHFLLBH EHPP*%E BERn¥RAshohag Pegrt Bt Whni fy

protection, DOBlekEindéctmian@iebi 1 fcxned biyethe Utednrdimaneott ige (RER

circuitry 15 r n r Eggg,ﬁ ST of the
I nterface énl togEag%'i]ﬂegalrllr%t grk;l%(l:é; ;-%%%Q.Uwﬁ IS | %gangﬁkgﬁéfgﬁ hlg'nt erface
routine SSR, i 3@orifec tEAREBLIEERL offOr yRE OWWHFEQSW"FW@‘ e MR is
interrogated fgeitéthinginaugitx yapsegr am addit ihalr @hbet:rmhemﬁzﬁacand 20

3 Passed 1o thgafnar (B bl dEcReBMull Uhd NNy Ted it sl APy L OUL1 N

SSR, for each 1rncom ng |nterro atiron information | hi s
~ functi on- speci PPE"E%ethREMWQ%%ﬂ tseainader Ry at |’f#iﬁrqfﬁ'-'<ﬂqnahﬁ on afi
I's encryptied ogdashaé@alinédd A TegopiihgCldevicd RECSCEok biamble, WhildHie SIS

as response | nLQLURLLOKe Py ddodi GLIeGULEYoR' 0O ik PN 8% REGLEE! | O

DONGLE has not béén conne €EN r enove nrt a
encryption of Ehedr &R i@dPreeeRrFogds oRcrReekedt Fon B¥iis | addbtionfjer

possi bl e. The plbgetdgad i ebnh8éoistmt RON Klderdnatiteliysenthe3Orecddiagi t hout
bei ng encrypt ege\_rict:lé|i ﬁEQe Qgcgéé g@ed I@ot e interface SC of the per-
15 sonal computer PC. In this case, the information sp
transmitted between the two communications terminals KE
is transmitted via the recording routine RER and the ACL
interface ACL, as well as the relevant application
program SAPP, and via the interface SC to the recording
.20 device REC. The recording device REC can alternatively be
integra.téd in the personal computer PC - indicated by
dashed lines -, it also being possible to use existing
memory devices in the personal compui:er PC. '
Particulai'ly when using the personal computer PC
25 to record the transmitted information gp, it is ne'cessa.fy
tec prevent unallowed access or uhauthorized access to the
ACL interface ACL during recording, that is to say during
operation. To this end, the security routine SIS period-
ically, that is to say at predetermined time intervals
30 of, for exa.niple, five seconds, forms and transmits an
interrogation information item afi and, at a predeter-
mined time interval, for example 3 seconds; waits for a
correctly encrypted response information item ai. If this
additionally encrypted response information item ai does
35 not occur, the recording process is interrupted imme-
diately and the recording routine RER which has been set
up is erased. The period duration, that is to say the
time duration between the respective transmission of
interrogation information afi [lacunal], and the response



following text for the exenplary enbodiment - or, alter- natively, is no

| onger sent back. In the security routine SIS of the communi cations system
KS, the transmtted response information ai is 35 checked to determne
whet her the emtted interrogation information afi is correct, that is to
say has been encrypted using the correspondi ng function-specific code ARER
- for the perfeognmmneed eat ure FAA noni toging and recording in the exenplary
enbodi ment. If the response 95 P 2296 . -7- information ai
has been corredatatiomnshat: e, ta sepf the dutration nimrwhkidlomn tagdibi i s

formed and i s L{GIAN ikl -68EBAGLN ik o T oA s it eCN o

up. A setting conman for.med e recording routlne on the

basis of the rEeetieef cALEPFnathon tFARSPLERIOR ME aRd IRteT=agakitRed to
t he switchi ng imfsrmatffon Hremswfichmagtnaer maxtched etso arthedebdpentilve

subscr i ber sCONAESeedd ) Ade® H8nAIBEEERTx ek N i Aonfil Sl 1Glal K

bet ween the co nicatrons_termnal s, - 1ndicated_by_ 10 e,gsl I nes. A
recordi ng devi T¥SE8E, Ko tBL, ARASEYPRAPEN Uitittonth | 888 Fhee SATRESHHRSr mat i on
Sp once sai d i bimesbetivemn thei ACHIr bsbetfaces da@inected to this additional

subscri ber connection L V. e dj j . '
connected to an int erf%geégégég%ge%%?ﬁ%& g%%afg%ognﬁ%‘éafuggc#% this
case, the inf8eHRARDIRF ELTHIRT FLRRLIRR ARG OFhR PABUES FRAFUER CORs :

term nal s1KR i a1 teénnaniveled bea fidimedecoy diazg Lnpht NdeMiledBE] hEoCL
the | nterface SRy Repliard GONUnd R dibin iVl e (R0n 200, 0 rec
can al ternati vEW.%‘?WﬁWgFEFEE‘"Eﬁt?%é’iﬁeFE*SnHFL daherfareRCL tFbeat ed by
dashed |ines -comburictitmisngspesenbl @dusiderableSt séGurity against
unallowed activation of secure functions and performance
15 features is achieved both by the special, that is to say
user-specific, inputting on the input device EE cf the
personal computer PC and by the circuit program running
protection DONGLE. ' '
. Additional security is achieved in that the
20 encryption unit SC is connected to the ACL interface ACL,
that is to say, for example, is plugged in, by an author-
ized person shortly before activa.tion and execution of
secure functions and/or performaﬁce features. The
encryption unit SE can also be connected to a connecting
25 unit, for example an existing plug device of the personai
computer, this connection in the personal computer PC
being dependent on integration of an additicnal ACL
interface ACL. The encryption unit SE can also be perma-
nently inserted between the two ACL interfaces ACL of the
30 personal computexr PC and of the communications system KS,
security being achieved, for example, by means of plug-in
circuitry program running protection DONGLE. '



menory devices in the personal conputer PC. Particularly when using the
personal conputer PC 25 to record the transmtted information sp, it is
necessary to prevent unall owed access or unauthorized access to the ACL
interface ACL during recording, that is to say during operation. To this
end, the security routine SIS period- ically, that is to say at

predeterm ned gknp ppéervals 30 of, f.or exanmple, five seconds, forns and
transmits an interrogation infornmation itemafi and, at a predeter- m ned
time interval , pheenexclbglms 3 seconds, waits for a correctly encrypted
response information itemai. If this additionally,encrypted response
information item ai does 35 not occur, the recor‘é ng process is .,
interrupted i nie- di at¥e§bhoth £t AGtdVAtIREg SEUFR nEURERLNE ¢ FAs Heen set
up is erased. dhecpmuntdadicns i spstédal(Rsy by mnlsheaﬂlarep&u:ﬁém bet ween
t he respective m onaf . N er I f.or [ g!g‘gﬁ C ], and
the response dggggé 2@3& Rafiled 13 EQQQLEde Q t£%én é at 1s ?"oégsbgy t he
duration i ® whP¥Rte®m &Rk~ tionally encrypt ed response information item ai
nust be recei veHaphéeerided transni ssion of an interrogation information

temafi, nustbeo e hadnl 0y bliSa LRGN LBcRyBEOGESGAL: il (S0BIY 55T 0N

tinmes in the coniunrcations
connecting | i nesaB8t BEOYTifARe AG_ am afditisnab) Wmﬁﬁeﬁa% i ?ﬁﬁ)r uct i on
ano for activati aswndiﬁeiésm to aaeuee@ﬁmi&mwmyam%or(xa) secure.
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Consi der abl e secpyi indadgabgshtulahbevedeaspexatifg OhseRGetEod U(gidons and
performance which is transmitted from the peripheral device (PC),

- in that interrogation information (afi) which is

15 encrypted in a functionally specific manner at least
" temporarily by the activated security routine (SIS) is
transmitted to the ‘encryption unit (SE), and
- in that the secure’/function (FaA) is initiated or con-
- tinues to be carried ocut providing response information
20 (ai), which is additionally encrypted in a functionally
specific manner, is received by the éncryptian unit
(SE), in the security routine (SIS), within a predeter- '
mined time interval after each transmission of the
interrogation information (afi). ' _

25 2. Method according to Claim 1, ‘characterized ' in
that the at least fne operating instruction (amo) is
formed in a secure’ application (SAPP) which is provided
in the per:.pher_al device (PC), or in an input device (EE)
of the peripheral device (PC).

30 3. Method according to Claim 1, characterized in
that, during the period in which the secures/ function
(FAA) is Dbeing set up, this process being linked to
activation, the operating instruction (amo) additionally
comprises operating information (tfl..n,vl..n) by means

35 of which subfunctions which are implemented in a program
in the communications system (KS) are linked,6 in the
prograin for the purpose of setting up the secure” function
(FAA) .
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15 features is achieved both by the special, that is to say user-specific,
i nputting on the input device EE of the personal conputer PC and by the
circuit programrunning protection DONGLE. Additional security is achieved
in that the 20 encryption unit SCis connected to the ACL interface ACL,
that is to say, for exanple, is plugged in, by an author- ized person
shortly beforegggfi ¢ on and executiqn 4¢f _secure functions and/or

per f or mance features The encryption unit SE can al so be connected to a
connecting 25 gunit, MythEATAHRrILNGX it | OVafdh U, de%iatactbrifed pahsonal

conput er, thls con cti th ersqnal ut e ng dependent on
I ntegration of t’%gﬁig ff ‘P% S ‘“Eeiﬁg ié°%n§-’e£ ypti cSSfe'unlg SE can -
al so be per na-wh)m#I §8i rEramedd Mot \M?En le-ﬁﬂoam}_iqafﬁléinf atSRPINC i8f the 30
personal CcoMpUigEeddd am af lBBQcCQB'BU.Q' RiihgNWwhiks! eheKSubsdtibusbei ng

achi eved, for |l ans of u Circui r,oqr nni_ng
prot ect i on£ DO&%@ %g@e splcified Becueé{%" Wr@xf
Met hod for acCtlimkedhdins&ber prbgrami ons (FAA) in a communications system
(KS) by neans gf a pem&m%aahcésyaﬁeg (E)onthioghthé ﬁ%ﬂitﬁi c1@1hB¢

communi cati ons_5 syst.em ( S) acierized t _functiagn pendent

encryption al g%‘??f?ﬁ%e:( % ﬁ??%ﬁ%‘é’&df??%mt %C% 6gfon uni t

(SE) which is wisithyriet mmmmgl Sunrbhenally cspeSic Anner i@ that - a
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(anmp) which i Ptransni
characterized in that the predetemined time J.nterval is

matched to the processing and transmission times of the
communications system (KS), of the peripheral device (PC)

15 and of the encryption unit (SE). .

7. Method according to one of the preceding claims,

characterized in that,6 the secure’ functions ' (FAA) are

represented by secure/switching functions and by secure<
performance features. .

20 8. - Method according to one of the preceding claims,
characterized in that the encryption programs (SM) which
implement the determination of the function-specific
codes (ARER) and the formation of the response informa- .
tion (ai) can be activated in the encryption unit (SE) by

25 a circuitry program running protection (DONGLE). '
S. Method according to Claim 6, characterized in
that the circuitry program running protection (DONGLE) is
connected to an interface (SST) of the encryption unit
(SE), and in that the activation of the encryption

30 program (SM) is brought about by means of an interface
routine (SSR) which is connected to the interface (ssT) .
10. Method according to one of the preceding claims,
characterized in that the peripheral device (PC) is
‘connected to the communications system (KS) via an ACL

35 interface (ACL). | |
11. Method according to one of the preceding claims,
characterized in that the encryption unit (SE) is inte-
grated in the peripheral device (PC).
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-_.in that interrogation information (afi) which is 15 encrypted in a
functional |y specific manner at |east ‘tenporarily by the activated security
reutine (SIS) is transnmtted to the encryption unit (SE), and - in that the
sécure[err]function (FAA) is initiated or con- tinues to be carried out
pr:ovi di ng response information 20 (ai), which is additionally encrypted
in a functionally specific manner, is received by the encryption unit (SE),
in the security routine (SIS), within a‘/qredeter- mned time interval after
each transm ssion of the interrogation’‘information (afi). 25 2.

Met hod according to Claiml, characterized in that the at | east one
operating instruction (ano) is formed in a secure application (SAPP) which
is provided in the peripheral device (PC), or in an input device (ER) of

t he peripheral device (PC). 30 3. Met hod according to Caiml,
characterized in that, during the period in K8h the secure[err] function
(FAA) is being set up, this $ ¥ activation, the
operating instruction (ano) es @¢perating information
(tfl..n,vl..n) py=mepns 35 | ofVwhi ch suBpincti pns Yhich are j ented in
a programin the gpnunicatijns spst emS%(KE) .- ac ¢ j
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a. .Met hod according to one of the preceding clains, characterized in
that“the interrogation information (afi) which is encrypted in a
functionally specific manner is 10 transmtted periodically to the
encryption unit (SE). 6. Met hod according to one of the preceding
clainms, characterized in that the predetermned tine interval is matched to
the processi nF sapdadg@nsmi ssion tinmes of the communications system (KS), of
t he periphera deV| ce (PO 15 and of the encryption unit (SE). 7.

Met hod accor dppgetae®ne of the preceding claims, characterized in that the
secure functions (FAA) are represented by secure[err]switchi ng functions
and by secure[err] performance features. 20 8. Met hod according to
one of the pr¥ethedgfer ashivasingaandr cASEYLRIt ARE GW%&WqI@HBprograns
(SM whi ch i nphegesdm it Aeli8nE1 Bpst@n of the function-specific codes
(ARER) and the formation of the response informa- tion (ai) can be
activated in the encrypti ondhnlt (SE) by 25 a circuitry program ru(ml ng
protection (DONGLB}. secure’ fuppthon JFASdi rep t PACEAPWA RS Bhaesawe’i zed in
that the girCHbbENrRiAN BRG], ngspse&ea i 98 A@OA&EA:: ciFteeleed to an
interface (S _)L of the) engr ptlon unit, in tha% ahJb e(‘:rtlvatlon of
the encryptio ( $f) ST fefl?&:f BYE AT anSient er f ace
routine (SSR) (»A) chcl ) Gmiatit@q reystemer (o (@T)thel@eric’d%t hod
according to eRgnghi koD beCHN dIdfatiih, inBarRLE £ 2a¢i) ) wHkdh lige

eri pheral device (PC) . s connecte othecmrunlcatlos t.e KS) via-
Ao e O pperrRRed e, flpricRan g, st Ol ks 'EE it

precedi nagocl abgsa Gesuziter rovtine (IES) ¢ H&enecweoﬁmﬁ:ton( dERA)s i nte-
grated in theypephPhey ahodfVdcda (BEd- continues to be carried out
provided response information (ai), which is additionally
encrypted in a functionally specific manner, is received
by a connected encryption umnit (SE) in a predetermined
15 time period after transmission of the interrogation
information {(afi). ) ' -

Fig. 1



