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GANBLI NG CH P W.TH | NTEGRATED ELECTRONI C DATA CARRI ER The invention F41-3
) relates to.a ganbling chip with integrated electronic data carrier
“according to the preanble of claim1, as well as to stations for checking
“such chips according to claim15 and a neans with such chi ps and stations
according to clai m 19 and a rret hod for | n|t|al | ZI ng..,-._a chip in ganbling

machi nes accor di GAMBIANE| G JITH AN NTED  BEUECERONIL s bARRIEAND] - 1 ng chips

i n ganbl i ng, gam ng or slot machines of any type is to be able to prevent
m suse and forgeries thereof. This need for increasing securi tx becones

ever noithe iixgentiont relagesrigeAt SaRbLANE (FRLP fEitBakntegrated sleciropiedlaftnes. I n

addi ti Oearﬂferna&brhﬁmdec&%ﬁmet&f ¥20fn gcals eY1 ¥ tbaddatiand Yoper f orm
ot her operating functions such as the identification and checkjng of _chips,
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undet ecta SO ot ner gs or nti Ions of chips, e.g. using
magnetic strips or bar codes for reading by neans of a

Numerous proposals are known from the literature for increasing security
4n gambling and for improving the handling of chips. For example, EP 424
‘355 discloses a device for sorting chips at gaming tables, in which by an
optical colour identification and reading head, e.g. using CCD sensors, the
value of a chip :can be established on the basis of its colour and comn-
sequently an automatic sortini is ﬁade possible. GB 2 174 228 discloses a
method and a device for sorting chips, which by means of electrically comn-

ductive or magnetic material inserts in the chip generates an inductive or
capacitive signal in the sorting station. which is measured there by means
of a sensor. However, with such chips and sorting stations only rough
diatinctions of chips with respect to-their value can be carried out. For-
geries are vir;uiliy undetectable. 8155 other'markings'or identifications
of chibs, e.g. Using magnetic strips or bar codes for reading by means of a
laser are unable to offer adequate security, because #11 these chips can be
relatively easily copled and therefore forged. Moreover, such detection
methods are often complicated, unreliable and susceptible to environmental
influences such as dirtying and wear to the identification media, etc.

Another'yropoaal 1s known from EP 436 497, which discloses a thermoplastic
production processlfqr circular chips for use in slot machines with or
without an integrated transponder. The traﬁspondet-eqnipped version for
contactless transmission of coded information has a transponder preferably
with two different types of antennas, namely an electrostatic antenna and
a magnetic antemna, according to US 4 818 855. This makes it pogsible to



TaseT are unable to offer adequat e security,. because all these chips can be
. el atively easily copied and therefore forged: ..Nbreover, such detection
nethods are often conplicated, , unreliable and susceptlble to environnental
i'nfl uences such as dirtying and wear to the identification nedia, etc.

Anot her proposal is known from EP 436 497, which discloses a thernoplastic
production process for circular chips f@& -use in slot machines with or

w t hout an integrated transponder. The transponder-equi pped version for
contactl ess transm ssion of coded informati on has a transponder greferably
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flat or rectangular chips for table games and havins higher values.
order to be able to universally detect and check random chips with differ-
ent shapes, sizes and values in different games, it would be necessary to
have a larger communications range of e.g. a few centimetres instead of
:oply a few mm. ~.In addition, the known chips are not really secure with
respect to forgery, because the possibility still exists of wonitoring a
communication, followed by copying and the manufacture of forged chips
therefrom (recording tape effect). This teaching in particular does not
make it possible to produce forgery-proof, higher value chips. Another
important disadvantage 1s that in the known chip.with-transponder a central
computer unit is required, which contains the data base for checking all
chips. If there is a fault to the central computer unit the complete
gambling operation has to be shut down, which should not ever take place.
Another limitation with respect to the-chip with iransponder is that its
value cannot be modified, i.e. cannot be refixed. Therefore change games,
i.e. those in Which the value of a chip can be fixed at different levels,
cannot be played. The known chip admittedly makes forgery -ore'difficult.
but it cannot bring about an effective security against forgery, especially
for higher value chips.

The problem of the present inien:ion is therefore to provide a gambling
chip, which has a favourpble and simple construction, which requires only
little energy for low value chips, but which offers a maximum security
against forgery for higher falue chips. In addition, said chip is to be
universally usable in all games played in a casino, so that the complete
gambling operation can be carried out with such maximum forgery security
chips. Thus, the chip qccordins'to the invention must be suitable for all



“ent “shapes, sizes and values in different games, it would be necessary to
. dave a |l arger comuni cations range of e.g. a few centinmetres instead of
jonly a fewnmm In addition, the known chips are not really secure with
“respect to forgery, because the possibility still exists of nmonitoring a
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' noncopiable master data, it is ensured that the chip cannot be copied from
_the hardware standpoint. With the initialization of the data carrier by
“an authorization system necessary for serviceability it is ensured that an
unauthorized functionability of a chip cannot be achieved. As a result of
the communication with in each case new initialization data combined with
permanently stored encoding codes, it is ensured that the communication is
not recorded and transferable by copying to some other data carrier (tape
effect not possible). By combination of these inventive features a maximum
falsification or forgery security in all respects is achieved in a rela-
tively simple way. The structure with only a single antenna for all func-
tions is simple and permits a relatively large antenna surface or area in
the surrounding electronically transparent casing, so that a relatively
wide communications range can be obt;igéd. The'associated, decentralized
read-write stations makes possible a secure, autonomous operation vithout
any need for a connection to a central computer. Due to the possibility
of writing the data carrigt. value changes to the chip are possible when
this is necessary. Due to these characteristics of the invengiwe'chip. in
conjunction with the associated, decentralized read-write units WR, both
stations for checking according to.claim 1S and stitions for sorting accor-
ding to claim 17 are i-plelénted. ﬁhich fulfil the described, maximum
possible security reqhirensnts. The method for initializing a chip accor-
ding to claim 22 is ensured by a hierarchic authorization system, so that
no unauthorized or forged data carriers MI or chips can be introduced into
the gambling system. '



“a 37- conventional shapes and values, it nmust be checkable froma certain
. dis- tance and nust allow a sinple. and rational handling in associated
checklng and sorting stations. It:nust also be possible to check the chip
S n decentralized manner from associ at ed stations, wthout any need for a
connection to a central or master conputer, in order to ensure a general ly
hi gh operational security, so that the @anbllng operation is not inpaired
i f any failure occurs in a station and it nust be inplenmentable both for
fi xed val ue chi ps and vari abl e val ue chip This problemis solved by a
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failure or fault to a central computer unit. The decentralized read and

write stations ensure a continuous, unrestricted gambling operation, which

is a particularly important requirement.

The invention is described in greater detail hereinafter relative to the

drawings, wherein show:

FPig. 1 ' biagraumatically a gaﬁbling chip according to the invention
_ with data carrier MI and antenna.

Fig. 2 An associated, decentralized, aui:onomus réad and write
station WR. . |

Figs. 3a, b An example of a chip with antenna in two views.

Pigs. 4 a-f Further examples of chips of different shapes and with
different antenna arrangements. '

Figs. S & 6 The operation and sequence of 'the communication between
' a data carrier MI an_d a read and write station WR.



ding to claim22 i s ensured by a hierarchic authorization system so that
no unaut hori zed or forged data carriers M or chips can be introduced into

t.he ganbling system _ . : - : - -
The dependent clains relate to advantageous devel opnents of the invention,
in which particularly extensiive ranges can be achieved with relatively
| arge-area antennas. By high integratiom on a printéd circuit and the use
of EEPROVsE and ASICs, particularly conpact, efficient and cost effective
chi ps can be manufactured. Through a sinultaneous energy and infornmation
transm sBigenTwi th a RE diignehecking AtaEtep.arly efficient communication is
achieved, as well as also information transm ssion in one direction by
pul se wi dth nodul ation and in the other direction by |oad nodul ati on, which
i s partiBk8-aBly advanfaghd®eortiggi 853%4aR- security aspects can be achi eved
by using constantly new random nunbers and by integrating check sum con-
trols. According to claim 19 conplete ganbling casino installations can be

B%Jgé’?abl e by various

i npl emen®&, 9 in that AdfHPeraiite Redifdcarion,s

associ at ed, autononous, decentralized read and wite stations WR and the
latter c -fully function.in autono s _manner .and ar ddi tignal ;
connect aﬁjr% E‘g a cent Pafa%&ﬁ%t“ﬁ‘f@ “gggt?ﬁftu??ﬁ A% “gdd‘gffl?xifﬁgl PWH%:%/‘fsdns
and eval uations are possible. Thus, the operation of a casino is not

bl ocked a,chance failure or,.fa t Q entr al TRut er, upi he
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ganbl i ng operati on, \Ma_"ac#eljlsaq qififerens| gamey typemrt ant requi renment.

Figs. 12a, b .. The hierarchic authorization concept of the system for all .
chips and all associated read-write stations WR with
- ' ;organization 1eve1s.

Fig. 13 . The uncopiable production of chips with data carrier MI. .

Fig. 1 diagrammatically show; an inventive gambling chip 1 with integrated
passive data carrier HI,-whose operating energy is emitted by the read and
write station WR and is received by means of a RF antenna 15. The data
carrier MI has a highly integtated special chip (ASIC) with a processor 11,
a data memory 12 (e.g. in EEPROM form), as well as a control electronics 13
with processor'fe{'controlling the complete external and internal data
exchange, for encoding the transniséi&g data and decoding the data received
and containing the entire high frequency part for the supply of the antenna
15, including the clock preparation and synchronization for the reception
of energy and data from the transmission station WR.

The antenna 15 can e;g. be in two ﬁatts_as in fig. 1 or only coibri@e a
single loop, such as is e.g. shown in fig. 3b. A support capacitor 17
{which can also be integrated into the sbecial chip) is used for bridging
transmission intervals of the read and write station WR. The arrow 20
1llustrates the RF communication with the read and write station WR (cf.
fig. 2). The data carrier MI contains an invariable system program with
security functions such as a check sum control CRC and encoding algorithms
22, as well as invariable master data permanently stored in a data'menory
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"The,invention is described in greater detail hereinafter relative to the

. draw ngs, wherein show Fig. 1 Diagranmatically a ganbling chip
decording to the invention _ with data carrier M and
ant enna. Fig. 2 An associ ated, decentralized, autononous read
and wite station WR Figs. 3a, b An exanple of a
chip with antenna in two vi ews. _Figs 4 a-f Furt her exanpl es of chips
of different shapes and mﬁth di fferent antenna

arrangenents. The .operati on ,and_sequence of the
conmuni PAEEIR Be?’Wegﬁ"ins a ““iq“e recor ’H‘“"&i boar T PeRRTY. ar]lg alspCP~and

wite stiithena Yt 12.2 k freely programmable for desired applications, as wéll as Fi Q.
7 :

a varii%le vgi v |r1 r?téﬁéton.s. Due to this construction, the gambling

chip with data carrier MI according to the invention caunnot be read out or

modified and cannot be hardware copied.

Fig. 2 diagrammatically shows an autonomous,-decgntralized. fully func-
tional read and write station WR for the contactless communication with the
chip 1 and which is ;Ssociated with the latter. The read and write statiom
has a security module 25, a separate transmitting and receiving antenma 24,
a power supply and an additional interface to a master computer 65. The
security module 25 contains all the communications functions with the data
_carriers MI of the chip. This includes the RF preparatior, emncoding and
-checking the data for correct transmission (CRC), checking the read and
write authorization of a specific chip by sald read and write station, as
well aﬁ communication with a master computer. The security functions

cover the encoding and decoding 22, 23 of data, identification of the data
carrier MI, checking the writing authorization, as well as calculating and
monitoring check sums (CRC) for the faultfree data transmission. The
communication sequence between data carriers MI and read and write stations

WR is explained in greater detail hereinafter relative to fng 6.

Figs. 3a and 3b shbw in two views the structure of an inventive chip 1 with
a data carrier HI, an antenna 15 and a support capacitor 17. These elements
are preferably in one plece, the data carrier MI with support capacitor and
antenna is e.g. placed on a printed circuit 16. As is apparent from fig. 3,
the antenna area can be pariicularly large, 1In principle, virtually the
entire chip surface is available for this purpose. The antenna 15 is
surrounded on both sides by an electro-agnetically transparent cisins part
2. As has been stated, with the inventive chip only one RF antenna is
required enabling all the functions to be perfoined. i.e. receiving energy
and 1n£orlation..as well as transmitting information to the read and write
station WR. Thus, sald antenna can be constructed in a relatively random
and in particular very large surface manner, in principle using the entire
chip surface. For this purpose two important characteristics are achieved,
namely a wide range R of,several cm up to several dm due to the large
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<-Fig. 8 - Achip sorting station.. Fig. 9 A chip val ue

:'mbd!ficaftion station. Fig. 10 A ganbling neans with stations
‘-_haV| ng different functions. Fig. 11 A casino with different gam ng
~| ocations and stations, as well as different gane types.

“Fi gs. 12a, b The hierarchic authorization concept of the systemfor all
chips and all associated read-wite stdtrons WR with ' '

organization levels. ~Fig. 13 The uncopi abl e production of chips

with data carrier M. Fig. 1 diagrammatically shows an inventive ganbling
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control electronics 13 with processor for controlling the conpl ete external
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CONpri S@ofled with respect to its counterpart and in fact accurate to mm in order
to permit a conlunic;tion. ‘This 1is only possible in slot machines, where
onlj circular, rotationally symmetrical chips and antennas of a specific
size and a precisely defihed location have to be read, so that here in each
case the two antennas must be very accurai:ely and closely positioned.
_However, said known transponder and antenna construction cannot be used for
-other chip types with different shapes and sizes'and in: particular not for
table games.. ' '

Pigs. 4a to 4f show examples of possible different chip shapes, i.e.
circular, rectangular, round or polygonal chips and having different
antenna arrangements 15. It is always possible to integrate a ‘relatively
large—-area antenna 15 into the chip, so as to permit a wide communications
range. As shown in fiss. 4a and 4b, preferably the minimum antenna dia-
meter DA or DAl in the rectangular case is at least half as large as the
miniﬁum diameter-Dq or DJ1 of the chip.” Prefefably said minimum antenna
diameter DA, DAl is min 20 mm. 1In fié:-kc the antenna area FA, which is
covered with t§§ antenna loop 15, is shown in relation to the chip surface
FJ. Preferably the antenna area FA is at least half as large as the chip
surface FJ. ' '

Fig. 5 illustrates the communication 20 between a read and write station
WR with security module 25 and a data carrier MI or chip 1. Thg necessary
electroiasnetic RF field energy 20a (e.g. with a carriler frequency of 13
MHz) thether with the modulated information 20b from the read and write
station WR is transmitted to the data carrier MI, where the field energy

1s received by the antenna 15 and used for operating the passive data car-
rier MI and for transmitting éncdded'information 20b to WR. A particularly

rational performance of an information transmission consists of modulating



“single loop, such as is e.g. shown in fig. 3b. A support capacitor 17
(which can also be integrated into the special chip) is used for bridging
transnmission intervals of the read and wite station VR The arrow 20
Tllustrates the RF comunication with the read and wite station WR (cf.
fig. 2). The data carrier M contains an invariable system programw th
security functions such as a check suri &ntrol CRC and encodi ng al gorithns
22, as well as invariable master data permanently stored in a data nenory
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transmits same to the data carrier MI (20.1). Here there is a combining

of said initialization data 21 with a permanently stored encoding code -
_(22) of the data carrier. The coded result (a code word) is then transmit-
ted back to the. read and write station (20.2). This information is decoded .
in the security module 25 and checked (23), i.e. is deqoded with the code
{22) also stored in WR and compared with the original, random initializa-
tion data 21. On the basis of this result WR can establish the type of
medium MI involved. Subsequently and without interruption there can be a

- synchronized communication (20.3) between the read and write station WR and
the data carrier MI.

With this method the clock generétors and code generators of WR and MI are
synchronized. After concluding or breaking off a communications process,
each new comnmnication must recommence with new initialization data 21. A
recording of the transmitted data and subsequent feeding back into the
field is consequently impossible, becausé the original initialization data
21 are no longer valid. Thus, no funétioning chip forgeries are'possible.

In addition, the transmitted data as a result of dm. in connection with
the useful data are combined with master data of the data carrier MI. Thus,
faulty data transmissions are excluded. This is particularly important 1if
value changes authorized by a read and write station are writtem into a
data carrier MI and the new recorded data must be checked before they
receive their validity. With this communications sequence of the inventive

chip it is ensured that there can be no interception of the communication
for forging chips.



cever the encoding and decoding 22, 23 of ‘data, identification of the data
.carrier M, checking the witing authorization, as well as cal culating and
nDn|tor|ng check suns (CRC) for the faultfree data transnmission. The
comuni cation sequence between data carriers M and read and wite stations
WR is explained in greater detail hereinafter relative to fig. 6. Fi gs.
3a and 3b show in two views the -structufe”of an inventive chip 1 with a
data carrier M, an antenna 15 and a support capaC|tor 17. These el enents
are pref erabl i n one t.he dat rie ort..ca aC| or and
ant enna |§:se ?ﬂsaéeﬁf aéapﬁlf’ﬁt@d g\‘*‘?‘ui‘? gfémeﬁs %ﬁ%gf:ﬁ?ﬁi F& ?g. 3,
the anteaaaoﬂ eaad:aadba:maruaubﬁrwxyaiuaragemdmmﬁamu.ngmr wepdrasing t he
entire chip, sur i s, avail abl e rt $ose The an n 15|
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2. As hadnibeldualhy edpamt*eu drie thew eath \chiphigp 1ndividaatlyRidetedtednand s
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communi cati on can take place as a substanti al endence of

t he rel atwhggher there is a defect of the chip data carrier MI, so that the corres-—
ponding measures can be taken. Importance is also attached to the attain-
able large communication range R (cf. fig. 3a) within which the secured
communication takes place between thé antennas 15 and 24 of chip 1 and WR.

" -+ It can be several dm, e.g. 20 to 80 cm.

Another important function is fulfilled by an automatic sorting station 40
according to fig. 8. A small quantity of supplied chips 1 of different
types and with different values aré first individualized (35) according to
fig. 7 and checked by a read and write station WR and any incorrect chips
(32, 33) are detected and separated. The correct, valid chips (31) are
subsequently conveyed on into a.sorting-devicé 45, where each chip, in
accordance with a predetermined value, is placed in an assoclated stack
46.1, 46.2, 46.3.: Using said statiom- 40 it is possibLe to rapidly'and
automatically sort chips with different values and shapes, e.g. maintaining
uninterrupted gambling on tables with a large chip circulation.

Fig. 9 shows a value modification station 50 comprising an individualizing
device 35 and a special fead and w:ite'statiOn WR with value mpdification
competence for associated, special chips, which are also programmed for
value changes and consequently have a variable value memory l2. 3,'wh1ch is
writeable by authorized value nndification stations 50 (with a variable
value).

Althoush in games use is mainly made of chips with a clearly defined,
visible, fixed value, applicatiops-exist for value changes of chips, which
offer large advantages and can cover additional applications.



positioning of chip 1 and associated read and wite station WR -~ This is

. ian conplete contrast to the prior art of BP 436 497, where use is made of a
t'ransponder with two antennas, .an el ectrostatic- and a nmagnetic antenna and
whi ch in each case nust be very closely and accurately posi- tioned with
respect to its counterpart and in fact accurate to mmin order to permt a
conmuni cation. This is only possible in ¥ st machi nes, where only circular,
rotationally symetrical chips and antennas of a specific size and a

precisely defined |ocatjon have to be read, so. that here in eagh se the
two ant e?‘lmasF’fﬁfé’t vajue, £hips, (Wich; mpst éﬁraa yo?@+‘§7:3385$ﬁ15n‘é’g'.“°l-g%e3§?, sai d
known t r plsee ndiging ttheaddsino copamiffg rhotics p rcahabe cthebked sadrdtmen -t ithe chi p

types with_different shapes_and Sizes and,i articular .not for table
ganes.  C34tdesk and puRBeeRsTY, aeh Fa eerp Hrdng 1toTAEY ABACRIVERPHY: AR es,
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di anet er frym tip\bukgetyin 20 nm In fig. 4c the antenna area FA, which is
covered with the antenna Joop 15, is shown in relation to the chip surface

FJ. Preferably the antenna area FA is at least half as large as the chip
surface BJ. Angther applicakionaeensiska inoNalng changssamedeindddch ¢.8ad and

wite stghifNoBndi pdrtieaitr b¥1dMIutE aATocdtdd2rsl Uadh Citlalybr anl he'caghi P 1.

The necessary el ectromagnetic RF field energy 20a (e.g. . with a carrier
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WR. A particularly

3. Another application relates to chips as value cards or chips, which
are loaded with a specific monetary value and can be consumed down to the
value zero at consumption points (65, fig. 11) for acquiring different
services. In casinos these are e.g. restaurants, bars, kiosks, shops, cos~-

metics, etc.

4. Another variant.as an "account'Value.chip" in value gaming areas 66
consists of the v;}ue memory 12.3 constantly tracking this account chip by
special value modification stases-Sd i; a continuous manner by debiting
game uses and_éiedit notes in the case of winning. An access condition to
such value game areas 66 (fig. 11) must be an adequate account rating of
the value memory 12.3, which at least corresponds to the game use. Advan~
tageously for the value ué.ory 12.3 an admissible value range LSpredeter-
ninéd and only positive values are allowed (no debts) up to a given |
maximum value.

In ptipciyle, the higher the value of a chip or the higher the possible
maximum value in a variable value memory 12.3, the greater the security

demands made with respect to forgery and falsification attempts.

However, most chips have a low value. Most chips circulate, e.g. in slot



rati.onal - performance of an information transnission consists of nodul ating
‘the carrier frequency in one direction e.g. fromthe read and wite station
WR to the data carrier M by pul se-nodul ation and by | oad nodul ation in the
opposite direction (fromM to WR). Fig. 6 illustrates the

I nt er cepti onproof sequence of said cormumcatlon between the read and wite
station WR and a data carrier M. As soon as a data carrier M enters the
field of a read and vvrlte station WR automatic- ally the sequence of

Symhro”h&éﬂt X‘sttg? Wg}g@?ﬁﬁcsf e.C3% Mha}6Y SfiRRLk finCold QQsPE&?Eﬁé the

read and wr ew initialization data 2 )
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checked decoded with the code (22) also stored
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Subsequentl and. without interruption_there can synchronij ze
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carrier Whg to the inventions

1t is consequently also possible, according to the same-principlé. to
have chips of a low value class la for lower chip values and chips of a
_higher value class 1b for higher values, the higher value chips 1b being
-additionally equippable with larger memories, additional and more compli-
cated codes, larger antennas, etc. and which can also be more sharply
monitored by the assocliated, correspondingly programmed read and write
stations WR, which further increases security against forgery.

Fig. 10 shows a gambling means 60 with ¢chips 1 and numerous autonomous,
central read and write stations WR used in different functionms, namely in
check stations 30.1, 30.2, 30.3, in sorting stations 40.1, 40.2 and 40.3
and in value modification statiomns 50.1, 50.2, including debiting stations
55. In addition.td said central function said stations or the read and
write stations WR are also connected ﬁg a master computer 75. Thus,
additional functions are possible for inputting further programs, for the
detection, evaluation and fﬁrther processing of the operating data of the
different read and write stations WR and also the chips 1 used. These
functional stations 30, 40, 50 are used according to fig. 11 at different
locations in a casino 60, l.e. at entrance cash desks 61, at cﬁib and coin
cash desks 62, at gambling tables 63, at slot machines 64 and at various
consumption points 65 with.dehitinsistations 55. As an example is illus-
trated here that chips of two different classes can be.used. namely low
value chips la on slot machines 64 and higher value chips 1b at gaiblins
tables 63 (with grand jeu) and in the form of value card cﬁips lec at _
consumption points 65 and in value game areas 66. It is again illustrated
that the inventive chip 1, la, 15. lc can be universally uged throughout



Wth'this nmethod the clock generators and code generators of WR and M are
»synchroni zed. After concluding or breaking off a communications process,
gach. new communi cati on nust recomence with new initialization data 21. A
recordlng of the transmitted data and subsequent feeding back into the
field is consequently inpossible, because the original initialization data
21 are no longer valid. Thus, no funcflghlng chip forgeries are possible.
In addition, the transmtted data as a result of CRC, in connection with

th ful dat mhi ned wi t h data of the M. Th
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val ue chgwges authori zed by a read and wite station are witten into a
data carrier M and the new recorded data nmust be checked before they
receive their validity. Wth this comuni cati ons sequence of the inventive
chip it F&.emmmitlrates hehe chierardiecnautinrézatiohi cmcept tArwatidnfoni kit i on

for for Chl _
oS R SlRes a1 png for o] resd and,write starigns ¥R, se well as Fof aly
nonous raslionimktien datatcarirderd/\RMA rmhdaall maograming zstaglens H&;)a:rfathe]g
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I ndi vi du y sep ara n eac
si rrultan@e’iusolﬁsrea@ and checked by the read and wite station. As a result
of this check the chips are given one of the three follow ng cate-
The higher stage df.organization level QLO corresponds to the s&sten stage,
i.e. the owner 10 of the complete system.

The next lower stage OLl corresponds to various, independent users 101,
-102, 103 of the system, e.g. different casino companies.

The next lower stage OL2 corresponds to different applications 101.1,
101.2 of a user 101, e.g. different casinos of the company 10l.

The next stage OL3 corresponds to different areas of a use or applicationm,
e.g. area 101.11 of casino 101.1 and areas 101.21, 101.22 of casino 101.2
in the form of different stations, game types, etc. within a casino.

The next stage 0OL4 corresponds to different subareas of 101.21, 101.22

(= OL3), e.g. 101.211, 101.221 (in OL&), etc.

With this hierarchic authorization systenm it is ensured that in no way can
different users 101, 102, 103 influence one another, but still a user, e.g.
101 can freely establish ﬁhe organization in his area, i.e. as.froﬁIOLz.
Thus, the authorization system A must be necessarily naintained-ﬁﬁ to at
least stage OL1. This is illustrated by the separation line 70 in fig. 12.
This guarantees that no liguse of any type is possible from this side; e.g.
with chips of a different casino company (because chips of 101 are not
seneraily anthofized in 102 and 103).

With each step downwards by an organization stage from OLn to OLn+l in this
authorization system, the authority of the data carrier is limited, so that



gori.es: correct (31), incorrect (32) or no (33) identification response.
-Categories 32 and 33 can for security purposes be checked again and it can
then be clarified whether a forgery or attenpted forgery is involved, or
whet her there is a defect of the chip data carrier M, so that the corres-
pondi ng neasures can be taken. Inportance Is also attached to the attain-
able large communication range R(cf. figl33a) within which the secured
comuni cation takes place between the antennas 15 and 24 of chip 1 and WR
It can be several dm e. 20 to 80 cm Anot her inportant function is
fulfill eétb§ﬁnaﬁn3afui’erfﬁt1i’-a doymwardpssiati AT 2Ar8anLEAtdPRSEAges ' thaa hishex |
quant ity gzgpexUppl ied chips 1 of different types and with different val ues
are first individualized (35) according to fig. 7 and checked by a read and
wite station WR and any incorrect chips (32, 33) are detected and
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chi ps, whi are al so progra ed tor va n 65 and. conseguenrt Ty *have a
vari abl e 104} Lie 19bkdr grel Irdtteghiloto itbemmmﬁtbyotammzzéﬁon/apms oLo,

nDdlflcthgn Qauhgns 50 (with a variable val ue). Al t hough in ganes use
is mainly made of chips with a clearly defined, visible, fixed val ue,
applications exist for value changes of chips, which offer |arge advantages

and can GRY§rpradeifleO{madBPéldad! i Fig. 13, which illustrates the production
“or initialization of chips with data carriers MI. All the system data
carriers must be produced as a slave medium 72 by means of a master medium
71 (as the authorization data carrier AMI) and a special programming read
and writ§ station WRI. Onto a new, as yet unwritten data carrier MI of the
system 1s necessarily additionally transferred, i.e. bequeathed or
imprinted a non-erasable basic data set of the master medium 71 on the
slave medium 72. This also takes place according to the rules of the
hierarchic authorization system A. The produced data carrier MI (as slave
medium 72) is also initialized by the master medium 71 as the authorization
data carrier AMI: :This inicializaﬁibn‘is the prerequisite for the author-
ization for use'Bf the data carrier.aﬁa therefore the chip 1 in the systenm.
Only initialia;& data carriers MI are authorized as valid by the system
read and write stations WR. |

The maximum possible secnrity level achieved with the inventive chip can be
summarized as follows: '

Bach gambling chip with data carrier contains a fixed programmed, non- .
copiable and nonreadable program with coding algorithms, as well as non-
copiable and invariable master data with a unique record number.

The data carriers MI cannot be copied, the copying of all data from one
data carrier to another 1is not possible and imitation of a data carrier 1is



- 10 - 1. leed val ue chips, which-must clearly maintain their value for
the player during the casino opening hours, can be checked on return to the
:cash desk and subsequently set. to:zero durlng storage and conversely are
only |l oaded to the fixed value on issue. Thus, such fixed value chips only
receive their valid value during regul g ganbllng operations and outsi de.
these are invalid and consequently val uel ess. Any theft of such chips
rendered invalid, e.g. fromthe strongroom would consequently be pointless
from t hgpgdfak. 2.  Another application consists in value change ganes,
in which e.g. chips of one particular colour are allocated to each player
and he can check the value of his chip colour for each new game and al so

with a pew Uﬁhuﬁisdiantﬂoi. £ ehd And it e( dedbioks WR Lo Lheldata icarifadsi tten
into the val ue nennrgb 3 of a_chip by the value nodification station 50.

3. Andthis RRoSeetes thFeF%f’crééd‘!‘HecﬂP DoRcoRiable engpding; algopithms.\hich are

| oaded with a speC|f|c nonetary val ue and can be consuned down to the val ue
zero at cons 0|nts ) for acquiri dlfferent serV|ces

I n caS|‘?16§°?‘Hgg '&s‘t’éﬁr%%?s §prbsequent k%eegg i%ptics,
etc. :thosﬂblbhaiecuﬁét el Pemdon seg@éntdy avélpredadddd fot rl;-.aV:ﬁ| mngaﬁdag ar eas
66 consj,sts of the val ue nenory 12.3 constantly tracking this account chip

by tion proc ~

The consistency of the data is emsured, because transmission errors are
detected by check sum control CRC and newly written in data are checked by
an acknowledge announcement. '

-As a result of the hierarchic authorization system it is ensured that

different users of this system can'in no way influence one another.

This leads to a forgery-proof, but still very cost effective gambling chip,
which is universally usable in gambling installations of all types and
which guarantees troublefree operation.
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5Speci al value nodification stages 50 in a continuous nmanner by debiting

. gane uses and credit notes in the case of w nning—ATaccess condition to
Such val ue gane areas 66 (fig. 11):- must be an adeq nady Ng ~ of
t'he val ue nenory 12.3, which at |east corresponds E] ﬁHmmmmHE" Advan-
tageously for the value nenory 12.3 an 3ggissible e range ss predeter-
m ned and only positive values are all & (no debts) up to a given maxi mum

val ue. In principle, the higher the value of a chip or the higher the
possi bl e maxi mumvalue in a variable v nory 12.3, the greater the
security demands made with respect to y and falsification attenpts.

However, nost chips have a | ow value. Mst chips circulate, e.g. in slot.
present - Fovainebbfie, SHET g 1f tR SR oo FReTEn R e e ot SPRRRES ana
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copiable master data with a unique record number (14) and that with the

chip is associated é;lleast one decentralized, autonomous read and write
station WR, with which the data carrier MI can be read and written, the

data carrier MI being initialized by an authorization system, and that for
contactless communication between the data carrier MI and read and write
station WR, the latter producing new initialization data (21) for each
identification process and same are transmitted to the data carrier MI

(20.1), which is combined with a permanently étored encoding code (22) of

the data carrier MI and in said coded form are returned (20.2) to the read
and write station, where said information is decoded and checked (23) in a
security module (25) of the read and write station WR and subsequently

there is a synchronized communication (20.3) between the read and write
station WR and the data carrier MI.

2. Chip according to claim 1, characterized in that the minimum diameter
DA, DAl of the ant;nna is at least half as large as the minimum diameter
DJ, DJ1 of the ciip.

3. Chip according to claim 1, characterized in that the minimum antenna
diameter DA, DAl is at least 20 mm. '

4. Chip according to claim 1, characterized in that the antenna has a
surface area FA at least half the covering surface FJ of the chip.

5. chgp according to claim 1, characterized in that the antenna (15) and
data carrier MI are constructed in one pilece.

6. Chip according to clain'l. characterized in that the antenna and data
carrier MI are placed on a printed circuit (16).



—i"ng'to the invention. It is consequently also possible, according to the
ganme principle, to have chips of a |ow value class Ia for rower chip val ues

and chips of a higher value class-Ib for higher val ue
chips | b being additionally equippable wt h I ar gqn!"ﬂfmmt' ” ﬂ i onal and

nmore conpli- cated codes, |arger antenngs, whi ch gans als0 be nore
sharply nonitored by the associated, c respondlngly programed read and
wite stations WR, which further i ncr eases security agai nst forgery. Fi g.

10 sho myl i ng.ne 0, Wit h .chi ton entr al
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statlorlme.?,enlzzrm Z12B8(and, an rASIOr¢lllg stations 40.1, 40.2 and 40.3 and in
val ue nodification stations 50.1, 50.2, including debiting stations 55. In

addition to said central function said stations or the read and wite
stati onds. mmrascct@ascmnéaiwd.tcha;:anas!tisledcmmaewﬁﬁ'tW\BE,smalt i onal
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stations 30, 40, 50 are used according to fig. 11 at different locations in
a casino 60, i.e. at entrance cash desks 61, at .chip and coin cash desks

62, at YafbipmgcordingsteZlaim lo| chanestenized bu that the {mfarBatiaofsansst i on
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that chips of two different classes can be used, namely low value chips |a

on sl ototheEhiirestion by flaadgmedulatioRe chips I b at ganbling tables 63 (with

grand jeu) and in the formof vaI ue card Chl ps 1c at consunption points 65
and in val ue gane areas 66, a| n gstra ed that th |nvent|\ée chip
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produced as initialization data (21) for each identification process.
11. Chip according to claim 1, characterized in that the data carrier MI
contains a check sum control (cyclic redundancy check) CRC in which useful
data are combined with master data of the data carrier. '

12. Chip according to claim 1, characterized in that the data carrier MI
has a variable value memory (12.3), which is writeable and therefore vari-
able by an authorized read and write station WR.

13, Chip accordins:to claim 12, charactierized in that the value.memory
(12.3) can be loaded with a specificyﬁShetary value by specially authorized
read and writq:;tations WR, said value being debitable by further author-
ized, special read and write statfions WR as debiting stations (55) at
consumption points (65) up'to a maximum value zero.

14. Chip according to claim 12, characterized in that the value memory
(12.3) is variable up to a predeterminable, maximum value by special read
and write stations WR at value game areas (66) by crediting and debiting

and the value of the value memory (12.3) is checked as an access condition
to these value game areas. |

15. Station for checking (30) chips according to claim l, ¢haracterized
in that the station has an autonomous, decentralized read and write unit WR



-.12°- casinos and gam ng install ations, V\:hl ch was not possible
.chi ps up to now. Fig. 12a illustrates the hi er orlzatlon

concept A valid for all data carriers M and for I ‘ﬁ
stations WR, as well as for all authorization datam Wﬂu al |
progranm ng stations WRI of the systen1agf whi ch h ar oni é

organi zation stages or levels 0OLO, OL1~ O6LZ, OL3, OL4, -etc. The hi gher

st age of organization | evel OLO corresponds to the systemstage, i.e. the

owner 10 o th e,s e _ne age O orre nds to
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casino c mammyeaetecté'd] and esimull caverouslyy yead Lahdc oheckedobyl Theorahdf awd emi.te
applicatio inl 1, 101.2 of a user 101, e.g. different casinos of the
conpany ¥ The next stage OL3 corresponds to different areas of a use
or applicatlon e.g. area 101.11 of casino 101.1 and areas 101. 21, 101.22

of casin fier e C ithin
%}:ﬁ E@ﬁ:ﬁ 184 1 eéi.é?eta Sh I:%_nw

a casmoq6 %QQ% ng%fﬁ g%érgspohﬁ ¢ gg?fere aregé 0 s101 21

101. 22 mission takes place an assoclation of chips in one of the three following =

categories: correct (31), incorrect (32) or no (33) identification response.

17. Station accordin; to claim 15 for checking and sortiﬁs (40) chips,
characterized in that the value of the chip is established in the read and
write station WR and then the chips ate'subsgquently placed in a stack (46)
with the same value by means of a sorting_device (45).

:18. Station according to claim 15, éharacterized in that the read and write
unit WR has a value modification competence in a predetermined value range.

19. Installation (60) for gambling casinos with several chips according to
claim 1 and with several associated, autonomous, decentralized read and
write stations WR connectable to a master, central computer unit (75) and
evaluatable by the latter.

20. Installation according to claim 19, characterized in that the read and
write stations WR are used at several -points such as entrance cash desks
(61), chip and coin cash desks (62), gambling tables (63), slot machines
(64) and consuﬁ@tion points (65) and are used with different functions,
namely as checking stations (30), sozting stations (40) and/or value
modification stations (50).

21. Imnstallation according to claim 19, characterized in that the chips
(1) are subdivided into a higher value class (la) and a lower value class
(1b), the higher value chips (la) having data carriers MI with larger
memories (12), antennas (15) and more complicated codes (22) and conse-
quently a higher forgery security than the lower value chips (1b).

22, Method for initializing a ch;p according to claim 1, characterized in
that a hierarchic authorization system A valid for all the data carriers MI



(= 0L3), e.g. 101.211, 101.221 (in OL4), etc. Wth this hierarchic
-awt hori zation systemit is ensured that in no way CMO].

102, 103 influence one another, but still a user, n“‘
establish the organization in his area, i.e. as from mmﬁm‘ m

aut hori zation system A nust be necessarily maintai ned wp at M edst *st age
OL1. This is illustrated by the. separatla)ﬁ'[lne 70 in fig. 12. This
guarantees that no m suse of any type i S possi bIe fromthis side e.g. with

chi ps of fferent becau e ch 1 are enerally
aut hori 288 ‘b‘f%ﬁg)a &Ny 38 ‘é?f' 4

stage f r@ﬁiﬁ_motumeowdhl data tdatsiwulnomusz:abe dmis;(ﬁiszzu. tdoc thay Herigd y'edis-t he
data carrier

1905 S hifla 3% vl S0 oRFICirIANS, HaFaR Fepd and, writs, sakions W, 8 Ao with

a hi gher whictbehe datdihcexrien Mihds datiaigkizedchy heans of spspecial aotlpizaati on
per manantAg FREE FeREHY afE, da°F apcter, okt ity FRMCBIL el orhi¥op w1, o
in fig. 12b. For each | ower organizati on st age O_n+n an additional menory
part is RS’ TRRESE la\écording to claim 22, characterized in that each data carrier

ﬁI of the system musE be prddﬁced as a slave med:l:un (72) by means of a

master authorization-data carrier AMI as the master medium (71), necess-

arily a no longer ‘variable basic data set of the master medium being

transferred {bequeathed) to the slave medium.



mm?gfen in the menory 12 and sinultaneously all the data of the higher
-organi zation stage OLn are taken over, i.e. successively e.g. 10, 101,
101.1, 101.11 are witten into the nenory parts of organization stages OLO
OL1, OL2, OLS3. This principle is made clear in fig. 13, which illustrates
the production or initialization of chips with data carriers M. Al the-
system data carriers nust be produced a3 ¥ 5l ave nedium 72 by neans of a
master nedium 71 (as the authorization data carrier. AM) and a speci al
programmng read and wite station WRI. _Onto a new, as yet unwitten data
carrier M of the systemis necessaril#ﬁgﬂﬁﬁﬁionally transferred, i.e.
bequeat hed or inprinted a non-erasable basic data set of the nmaster nedi um
71 on the_sl ave di 7 his al so take | ace according to the rules of
the hier a?%?ﬁ'gg?‘ﬁo‘;i\rr?aa)ogagﬁﬁ éﬁ’f%ra'fﬁi "‘BFSB'E?&‘@'& CEHEF S (as
sl'a\ée rredj,waei’ﬂdr K51 p memdry (12) ianeohdt;,nﬁilqlwnsfar tﬂﬁfﬁﬂﬁtﬂnﬁk RB digRals f
aut hori zag jQn t arrier. AM . This initializatiqn_ i e prerequisjte for
The aut nor 205 o8 WA 35 Sierolbaad B can SracsBomdpiertal i rapnbatonit dadlas® 7
t he syste().Onthe memdryatowtadng atnyartabliegr monkbpiableamasueri dewh 4b4)Mal Witkhby
the systemr d i thO vt 1 i . bl CML | )

| evel ac h%evggﬂe/\ni? ha%g&ig%e\%%tﬁ/cgig 1 5‘ z%%hmg‘g%n%%ﬁ%&sjg{ég %%FTEO%\%H% Each
ganbl i ng @hivithiwhlichitthe datar cerriegniihicas ke frieadcandr woittend, Therdataogarabl e

and nonr ei’gqg-lbkf 1 Qﬂiﬁg%%hfoéﬂ Qat@ﬁséi&@ys&%nﬁgé '_foi‘sqr it GRRLAD! €

and i nvarl e nmster h a unique record nu ata carriers
M cannot Pyrpogepduging gack ddentifisatian pregessi renishtlalization dater b

anot her i ged@kodRedi 1Y ene"tbatMhdd bt QtaBtAOUR 4R tifilsuiLited to the data
carrier MI, are coinbined there with an encoding code (22), transmitted back
_to the read and write station, where decoding and checking take place. This
~leads to a forgery-proof chip, which can be universally used in all types
of gambling installations and which guarantees a troublefree operation.

(Fig. 1)



.%714 - I npossi bl e. Dat a transm ssipi? fromthe read and wite stations
WR to the data carriers M is protected.by the. nonreadabl e and noncopi abl e

encodi ng al gorithns. A recording of the transnitted data and subsequent
feeding in again is inpossible, because new random sequences are produced
for each identifica- tion process. The consistency of the data is

ensured, because transm ssion errors are detected by check sumcontrol CRC
and newwy witten in data are checked by an acknow edge announcenent. -

-As a result of the hierarchic authorization systemit is. ensured that

di fferent users of tPIS system can 1n no way I nifluence one anot her. Thi s

| eads to a forgery-p ill very cost effective ganblingfchip,

which is universally In danbling i cRE! ! ationggfof all typps and
whi ch guar ant ees troFb opdr at i /da o 4
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LCLAIMS 1. Ganbling chip (1) with integygted el ectronic data carrier,
“character- ized in that the chip has a passive data carrier M wth _
processor (11), control electronics (13) and nmenory (12), as well as an
antenna (15) for transmtting RF signals (20) surrounded on both sides by
an el ectromagnet- ically transparent casing part (2), the nenory having

I nvari abl e, non- copi able master data with a uni que record nunber (14) and
that with the chip is associated at | east one decentralized, autononous
read and wite station WR, with which the data carrier M. can be read and
witten, the data carrnNgr M being igitialized byZag aut hori zati on system
and that for contactl essNgonmuni gatipn bet ween #he ?a carrier M and read
and wite station WR, the rofuW ng nex@ i nitifdti zation data (21) for
each identification process and sangfafge tjhnsnitteq to the data carrier M
(20.1), which is conbimed W th 3¢ S pd *encodi ng code (22) of
the data carrier M18an&§ in Ormare refurnt® (20.2) to the read
and wite station, Jbhs 3 eGRsmlaCpllaplpdind checked (23) in a

security nodule ( ;‘;' w"’ﬁ* subsequent |y .

there is asynchr o read and wite
S gL O T T
594

station WR and t he to claim1l,
characterized in antenna i s at
| east half as | ar

FIG. 4a




3 Ch| p according to claim1, characteri¥Ef in that the m ni num ant enna
diameter DA, DAL is at |least 20 mm 4. Chip according to claim1,
characterized in that the antenna has a surface area FA at |east half the
covering surface FJ of the chip. 5. Chip according to claim1,
characterized in that the antenna (15) and data carrier M are constructed
I n one piece. 6. Chip accordl ng to claiml, characterized in that the
antenna and data carrier 8L d on a printed.. Lt (16).

- 16 - 7. Chip accordi characteri zed inThat the data
carrier M has an EEPRON : | pf according to
claiml, characterizad I nj}that g smk| T(20)f sipul t aneous
transm ssion takes place ¢f eng i g oyt in ﬁ? ) fromthe

J | FIG.4b.
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;éi‘thip according to clain11, charactegiyzed in that the information trans-

“m ssion in one direction takes place by pul se width nodulation and in the

cother direction by |oad nodul ati on. 10. Chip according to claim1,
characterized in that a new random nunber is produced as initialization
data (21) for each identification process. 11. Chip according to claim1,

characterized in that the data carrier M contains a check sum control
(cyclic redundancy check) CRC in which useful data are combined with naster

data of the data carrier. 12. Chip according to claim1, characterized in
that the data carrier M has a variable v bue menory (12.3), éﬁich i's
witeable and therefore vari- able by an t hori zed read and ite station
VR. 13. Chip acCporeh-ag—t-e ,.-'n112,.‘quiLi£$ized in that the val ue

menory (12.3) can
aut hori zed read & _ L. d bl q
further author- i P W NV ' biftli ng -
stations (55) at i x } ] 1

Chi p according tof cl - al ue memgrly (12:.3)
is variable up to}ja pred h maxi num val ue ¢ad and
wite stations WR areas (66) by credijtinp and debiftji ng and

t he val ue of the ) 3 ition to
t hese val ue gane ording to

claim1l1, characteljzed
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Zn that the station has an aut ononous,gglecentral i zed read and wite unit WR
and an individualizing device (35), so that the chips supplied are indiv-
JT:dual |y detected and sinultaneously read and checked by the read and wite
unit VR 16. Station according to claim 15, characterized in that with
the trans- mssion takes place an association of chips in one of the three
follow ng categories: correct (31), incorrect (32) or no (33)

i dentification response. 17. Station according to claim 15 for checking
and sorting (40) chips, characterized in that the value of the chip is

establ i shedqin the rea then the chips are
subsequent |y pl acedyinfa stack ( Lih the sang val ue by ﬁ?ff a
sorting d ) -1 St accordiary.as) cl § m 15, jchardcterized in
t hat the reatah tpungt R val nodi §i c&tion cpnpetence in a
predet er mEATS &=Ll r ahd . IIaion(6ﬂ>) Mga | i ng casi nos
with several bridl Ng 1 agd W several a scchéﬁgd,
aut ononous, decentrali fed r?ad--a -1 K
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.Awite stations WR connectable to a ma g7, central conputer unit (75) and

“evaluatable by the latter. 20. Installation according to claim 19,

“characterized in that the read and wite stations WR are used at several
-points such as entrance cash desks (61), chip and coin cash desks (62),
ganbling tables (63), slot nmachines (64) and consunption points (65) and
are used with different functions, nanely as checking stations (30),
sorting stations (40) and/or val ue nodification stations (50). 21.
Installation according to claim19, characterized in that the chips (1) are
subdi vi ded intorg el val ue ¢ s (1la) Se class (1b), the

S r

hi gher val ue ch havi ng d carri menories (12),
antennas (15) and nore conplicated codes - _Yyuently a higher
forgery se@®™ey 1P owdr val ue | od for
initializi : cc .to claim1, i hat a
hi er ar chi c " aut fp f yem Arval WR h cafri-eflf§ M
of the chips fﬂ@#ﬁ ‘ readfand wrilk it YRl ‘stapSished and
prior to use ®ath - Hiler MInust be ipiti soj t hatp=rt=T%} r-ecog-
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nlzed as valid and authorized in the read and wite stations WR and in
'-=V\/n|ch the data carrier M i's |n|t|aI|ze7c(7oy nmeans of a special authoriza-

“tion data carrier AM and a special programmng read and wite station WRI.

23. Method according to claim22, characterized in that each data carrier
M of the system nust be produced as a slave nmedium (72) by neans of a
mast er aut horization-data carrier AM as the nmaster nedium (71), necess-
arily a no |longer variable basic data set of the master nedi um being
transferred (bequeathed) to the slave nmedi um
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