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echnical Field

The present invention relates generally fo the field of secure electronic
messaging, and in particular to accessing message attachments.

Description of the Related Art

5 Capabilities of wireless mobile communication devices have expanded
greatly. For example, such devices not only receive electronic messages, but can
view attachments associated with electronic messages. However, difficulties arise
when a mobile device wishes to access attachments of secure messages. This is due
at least in part to how messages and attachments are structured in order to comport

10 with a security scheme.

SUMMARY

In accordance with the teachings disclosed herein, methods and systems

are provided for handling attachments on wireless mobile communication devices. As

15 an example, a method can include receiving an attachment provided with a secure

message, wherein the secure message itself was received by the server as an

attachment. The secure message is processed in order to locate within the secure

message the requested attachment. The located attachment is provided to the mobile
device.

20 As another example, a system can include a server having a data store

that stores a secure message and its associated attachment. The secure message



15 an exanple, a nmethod can include receiving an attachnent provided with a
secure nessage, wherein the secure nessage itself was received by the
server as an attachnent. The secure nessage is processed in order to |ocate
wi thin the secure nessage the requested attachnent. The | ocated attachnent
is provided to the nobile device. 20As anot her exanple, a system can
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BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 is a block diagram of a messaging system.
Fig. 2 is a block diagram illustrating a secure e-mail message exchange
in a messaging system.
10 Fig. 3 is a block diagram illustrating a mobile device accessing an

attachment.
- Fig. 4 is a flow chart depicting an operational scenario wherein a mobile
device accesses an attachment.
Fig. b is a block diagram illustrating a mobile device receiving a rendered
15  attachment.
Fig. 6 is a block diagram illustrating a mobile device providing a key to a
server for use in accessing an attachment.

Fig. 7 is a block diagram of a wireless mobile communication device.

20 DETAILED DESCRIPTION

The attachment accessing methods and systems disclosed herein may
be used with many different types of secure messaging schemes. As an iflustration, in
a public key cryptography scheme, each user has a key pair including a public key that

is distributed or available to other users and a private key that is known only to the



attachnent. Fig. 4 is a flow chart depicting an operational
scenari o wherein a nobil e device accesses an attachnent. Fig. 5 is a block
diagramillustrating a nobile device receiving a rendered 15attachnent.

Fig. 6 is a block diagramillustrating a nobile device providing a key to a
server for use in accessing an attachnent. Fig. 7 is a block diagramof a
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The attachnent accessing nethods and systens disclos herein nmay be used
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For secure nessaging operations based on public key cryptography. a user
uses a Praspagesikeypa seiteanq e veebedigha waBaisee @rieseligssMaaaages sil§Hs,
nessages to be sent. Public keys are used to encrypt nessages to be sent
and & o gecadyy taipgittial keysgpatalhers uears e eeqadedrégs dgesenTisasyre messaging
operations.

Secure messages may be signed with a digital signature, encrypted, or
both signed and encrypted, and may allso be processed in other ways by a message
sender or intermediate system between a message sender and a messaging client

10 which receives the secure message. For example, secure messages include
messages that have been signed, encrypted and then signed, or signed and then
encrypted, by a message sender according to variants of Secure Multipurpose internet
Mail Extensions (S/MIME). A secure message could similarly be encoded,
compressed or otherwise processed either before or after being signed and/or

15  encrypied.

A messaging client allows a system on which it operates to receive and
possibly also send messages. Messaging clients operate on a computer system, a
handheld device, or any other system or device with communications capabilities.
Many messaging clients also have additional non-messaging functions.

20 Fig. 1 is a block diagram of a messaging system. The system 10
includes a Wide Area Network (WAN) 12, coupled to a computer system 14, a
wireless network gateway 16, and a Local Area Network (LAN) 18 (e.g., a corporate

LAN). The wireless network gateway 16 is also coupled to a wireless communication

network 20, in which a wireless mobile communication device 22 (“mobile device") is



5 access to public keys of other users is required for different secure
nmessagi ng operations. Secure nessages nmay be signed with a
digital signature, encrypted, or both signed and encrypted, and may al so be
processed in other ways by a nessage sender or internediate system between
a nessage sender and a nessaging client 10 which receives the secure
messagecoffifuredatd@sragecur e nessages include nessages that have been

si gned, encrypted and then signed, or signed and then encrypted, by a
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which it operates to receive and possibly al so send nmessages. Messagin
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of a messagi ng system The system 10 includes a Wde Area Network (WAN) 12,
coupl edtHeaii@ conput er system 14, a wrel ess network gateway 16, and a Local
Area Network (LAN) 18 (e.g., a corporate LAN). The w rel ess network gateway
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nter neéot;'zgutem)rst;[ehind the firewall 24, serves as the primary interface for the corporation to
10 exchange messages both within the LAN 18, and with other external messaging
clients via the WAN 12. Two known message servers 26 are Microsoft ™ Exchange
server and Lotus Domino'™ server. These servers 26 are often used in conjunction
with internet mail routers that route and deliver mail messages. A serversuch as the
message server 26 also typically provides additional functionality, such as dynamic
15  database storage for calendars, todo lists, task lists, e-mai, electronic documentation,
etc.
The message server 26 provides messaging capabilities to the
corporation's networked computer systems 28 coupled to the LAN 18, A typical LAN
18 includes muitiple computer systems 28, each of which implements a messaging
20 client, such as Microsoft Outiookm, Lotus Notes, etc. Within the LAN 18, messages
are received by the message server 26, distributed to the appropriate mailboxes for
user accounts addressed in the received message, and then accessed by a user

through a computer system 28 operating as a messaging client.

The wireless gateway 16 provides an interface to a wireless network 20,
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sages are recelv e nmessage server 26, distributed to the

g client. The wirel ess gatevvag 16 provides an interface to a
rg} WEeeWSek apg, may also track Users as they foam between countries or networks.

Any computer system 14, 28 with access to the WAN 12 may exchange
messages with a mobile device 22 through the wireless network gateway 16.
Alternatively, private wireless network gateways, such as wireless Virtual Private
Network (VPN) routers, could be implemented o provide a private interface to a
wireless network. For example, a wireless VPN router implemented in the LAN 18
would provide a private interface from the LAN 18 to one or more mobile devices such
as the mobile device 22 through the wireless network 20. Wireless VPN routers and
other types of private interfaces to the mobile device 22 may effectively be extended to
entities outside the LAN 18 by providing a message forwarding or redirection system
that operates with the message server 26. Such a redirection system is disclosed in
United States Patent No. 6,219,694, which is hereby incorporated into this application
by reference. In this type of redirection system, incoming messages received by the
message server 26 and addressed to a user of a mobile device 22 are sent through
the wireless network interface, either a wireless VPN router, wireless gateway 16 or
other interface, to the wireless network 20 and to the user's mobile device 22. Another

alternate interface to a user's mailbox on a message server 26 is a Wireless
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t hrough whi ch nessages are exchanged with a nobile device 22. Such
functions as addressing of the nobile device 22, encoding or otherw se
transform ng nmessages for wirel ess transm ssion, and any ot her required
interface functions are perfornmed by the wirel ess gateway 16. Although the
w rel ess gateway 16 operates with the single wireless network 20 in Fig. 1,
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Private Network (Vehplesouatnworksesutl asethanpliretasst sdiwarkp? @ viogmadly stalivat e
interface to a wireless network. For exanple, a wireless VPN router
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The mobile device 22 is a data communication device, a voice

communication device, or a multiple-mode device capable of voice, data and other

20  types of communications. An exemplary mobile device 22 is described in further detail
below. |

Perhaps the most common type of messaging currently in use is e-mail,

In a standard e-mail system, an e-mail message is sent by an e-mail sender, possibly

through a message server and/or a service provider system, and is then routed



15 third-generation (3G networks, such as Enhanced Data rates for d obal
Evol uti on (EDGE) and Uni versal Mbile Tel ecommuni cations Systens (UMS),

whi ch are currently under devel opnent. The nobile device 22 is
a data communi cation device, a voice comruni cation device, or a

mul ti pl e-node devi ce capabl e of voice, data and other 20 types of
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sent in the clear and typically use Sinple Mail Transfer Protocol (SMIP)
header spartd iMdefinegbe goseat oft tberetmabinesEagensi ons (M ME) body parts to
define the format of the e-mail nessage. 5ln recent years, secure nessaging
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nmessages, such as e-nmail ‘nessages. S/IM and Pretty Good PrivacyTM ( PGP
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pr ocess#t provide for both engrygtion, togrratasnt sigka gpatprhnmnd plgsinatwhigh 2ralests e
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10 receiver. In addition to utilizing digital signatures and possibly encryption, secure

messages may also be encoded, compressed or otherwise processed.

Fig. 2 is a block diagram illustrating a secure e-mail message exchange
in a messaging system. The system includes an e-mail sender 30 coupled to a WAN
32, and a wireless gateway 34, which provides an interface between the WAN 32 and

15  a wireless network 36. A mobile device 38 is adapted to operate within the wireless
network 36.

The e-mail sender 30 is a PC, such as the system 14 in Fig. 1, a
network-connected computer, such as computer 28 in Fig. 1, or a mobile device, on
which a messaging client operates to enable e-mail messages fo be composed and

20 sent. The WAN 32, wireless gateway 34, wireless network 36 and mobile device 38
are substantially the same as similarly-labelled components in Fig. 1.
In an example digital signature scheme, a secure e-mail message

sender 30 digitally signs a message by taking a digest of the message and signing the

- digest using the sender's private key. A digest may, for example, be generated by



15 a wireless network 36. A nobile device 38 is adapted to operate wthin
the wirel ess network 36. The e-mail sender 30 is a PC, such
as the systeml14 in Fig. 1, a network-connected conputer, such as conputer
28 in Fig. 1, or a nobile device, on which a nessaging client operates to
enabl e e-nmai|l nessages to be conposed and 20 sent. The WAN 32, wirel ess
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gener at edntgr usiiigr thue rengles schdedeskey. aTi@mfIV@t@éWntﬁa%?dGﬁe@@!’f@m@ﬂ a
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private key is used to performan encryption or some other transformation
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(CRLs) a5500|ated with the Cert and any 1Ochained Certs, is often included
with t heound gofprelsieewith one or more digitaksigeaiures eanthppssielysayechainednt
by the e-nmail sender 30 includes a conmponent 42 including the sender's

Cert, OCeEettschad rCefiRcateaRbvdicgtibalLisisgfGRUseaasccibfeel svintt Gessagd dHody
44. In the S/MME secure nmessagi ng technique, Cells, CRLs and digital

Si onAat UERSInBHEC &8s @'dfﬁénﬁh@%@d%;tﬁhfb@@%d‘ﬂ'@ Ribs@hge. message as 15 shown
in Fig. 2, and the rressage body is included Tn a flle attachnment. Messages
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I nfor rratthleoglgggg n%g(s)\s,\ggel rllaolélyg44 In the S/IMIME secure messaging technique, Certs,
CRLs and digital signatures are normally placed at the beginning of a message as
15  shown in Fig. 2, and the message body is included in a file attachment. Messages
generated by other secure messaging schemes may place message componentsin a
different order than shown or include additional and/or different components. For
example, a signed message 40 may include addressing information, such as “To:" and
“From:” email addresses, and other header information not shown in Fig. 2.
20 When the secure e-mail message 40 is sent from the e-mail sender 30, it
is routed through the WAN 32 to the wireless gateway 34, through the wireless
network 36, and then to the mobile device 38. As described above, an e-mail

message sender may alternatively send a message directly to a wireless gateway, to a

computer system associated with a mobile device, or to a wireless VPN router or other



20 When the secure e-mail nmessage 40 is sent fromthe e-mail sender 30, it
is routed through the WAN 32 to the wirel ess gateway 34, through the

wirel ess network 36, and then to the nobile device 38. As described above,
an e-mai|l nessage sender nay alternatively send a nessage directly to a

w rel ess gateway, to a conputer system associated with a nobile device, or

to a w [rﬁéﬁ@ée‘?'(ﬁ’ﬂ\bélﬁ)éfrﬁ_[o améebitehevicBt erface for delivery to a nobile
devi ce. he receiver of the signed nessage 40, the nobile
devi ce 38, typical rifi . gi Qf’ i t yle o)

nmessage 40 by genjr%et %’e%éa “&irg‘]ﬁé@%? i ’t@ggﬁégegggé%o@é%ﬁ@eg@ r%%’tCt ygga{i%e
transmtted djgest.fromthe djgital signature 42 5 co ring,the

Gener at KR GE Gttty Sed Macalle S Tass 4hey gF O RANo Jadsiaréhan,
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signature of the secure nessage. Commonly used 10 digest algorithminclude
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to the nessage 40, and then verifies the signature on the digest in the

di gi t al headgratQirogsiblpdn rodigitabsignatverddhersamire message. ok ormaoalygesed
signature. For exanple, if the message sender 30 generated the digest
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38 uses the sender's public key to decrypt 20 the digest signature to
recoverAldeagitiernl i (D5 Y figRiughTBeheTesidest BRRFEGRsAPasnomsert. Fitdshaullinss udes

the sender's Cert 42, fromwhich the sender's public key can be extracted.
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In order to verify the digest signature, the receiver 38 retrieves the public
15  key of the sender 30, generally by extracting the public key from the sender’s Cert 42
attached to the message 40, and then verifies the signature on the digest in the digital
signature by performing a reverse transformation on the digest signature. For
example, if the message sender 30 generated the digest signhature by encrypting the
digest using its private key, then a receiver 38 uses the sender’s public key to decrypt
20  the digest signature to recover the original digest. The secure message 40 shown in
Fig. 2 includes the sender's Cert 42, from which the sender's public key can bhe
extracted. Where the sender’s public key was extracted from an earlier message from

the sender 30 and stored in a key store in the receiver’'s local store, the sender's

public key may instead be retrieved from the local store. Alternatively, the public key



may be retrieved fromthe sender's Cert stored in a local store, or froma
Public Key Server (PKS). A PKS is a server that is normally associated with
a Certificate Authority (CA) fromwhich a Cert for an entity, including the
entity's public key, is available. A PKS m ght reside within a corporate
LAN such as 18 (Fig. 1), or 5 anywhere on the WAN 32, Internet or other

net wor k o4y B¥sbaBvearfasahhuichlcfe 530810788 & M8 Salyree o #rh $Public Ke
conmuni cations with the PKS. The Cert, Cert chain and CRLs 42

are use i VI nsu e r' r kb S, mald g e
t hat thg3 ?'?(;Elgg(ino% %ggn%r év% egpgﬁatte%p{q?gﬂ,gﬁya a%s?@a{te?du?{l\gg.a' iegjgfrcﬁi?s
often part, of, a rf chain, which Jncludes a.user.'s rt .as, well.as 10

ot her CataSity (6 fro Abin AR dpr ancat; eliing afecenddys Wlicier T
Cert for any particular entity typically includes the entity's public key
and i deftpfigllg: i én P anight irepidehwithins eheoipgrate LAS! suphi as k@y('g@t H)aor
digital signature. Several types of Cert currently in use include, for
exanpl e an¥whese Gartites W ANI 3N @teendtypiotiainetwsedrisys@ivBugamhiGGRcSeads
whi ch have a slightly different format. The digital signature in a Cert is

15 generatddeRymbi@stasercthniupfc 4Bk wighthd Brehecked by a message
recei ver as described above. A Cert may include an expiry tine or validity

period from which agl | t i i 4 i .
Phen s CRL 1o avai Tsbrar P el Sl CREERZPETsbH L Fiehler B SHR E, e
t he Cert, has not been reyqgked. |f the. digital .signature i.n a nessage,.
sender: heisndets CERANRE P that et Bes Tt B iesiaRen sl et aRdd and
the issuer of the Cert is trusted by a nmessage receiver, then the digital

si gnat ubreskd. t A erb dsafjenipart @ﬁ@ﬁ@ﬁl phainhwhirdsivgflaser siseep Cant asiweli asuer
of the Cert is not trusted, then the nessage receiver traces a

certd f i otitdrdrepatd vehfotigh thbeiseeist Cetidas mutloentar. i Fpr elatmpach @at fori anyg he
chain was signed by its issuer, whose Cert is next in the Ceti chain, until

a Cert particountkrititgty pieslyShangds Biye antifyaPbutsiRy Keyf 4@ rtifidsties irforh&Esn such
as a large PKS. Once a root Cert is found, then a signature can be trusted,

becaLser bl SIRERUONA SR lghalilnd 0, souig ool cabbufetly |

in use include, for example, X.509 Certs, which are typically used in S/MIME, and PGP
Certs, which have a slightly different format. The digital signature in a Cert is
15 generated by the issuer of the Cert, and is checked by a message receiver as
described above. A Cert may include an expiry time or validity period from which a
messaging client determines if the Cert has expired. When a CRL is available, the

Cert is checked against the CRL to ensure that the Cert has not been revoked.
if the digital sighature in a message sender's Cert is verified, the Cert
20 -has not expired or been revoked, and the issuer of the Cert is trusted by a message
receiver, then the digital signature of the message is trusted by the message receiver.
[f the issuer of the Cert is not trusted, then the message receiver traces a certification

path through the Cert chain to verify that each Cert in the chain was signed by its

issuer, whose Cert is next in the Cert chain, until a Cert is found that was signed by a

10



5 nmessage sender after being signed, then each receiver first decrypts or
perfornms other inverse processing operations on the nessage before
signature verification is perforned. Where encryption or other processing
was performed before signing, however, inverse processing such as
decryption is performed after signature verification. Encryption and

decr ypt rost Cent floveaanptad sguec syphegrainge Pk&, @nde alfotCphtds falrghthddhm t o
information to be encrypted or decrypted. Encryption and decryption use

COr 1 eSpangh g p eﬁﬁgzeatk&%u t HEEau b SR tﬁ% ePldelBYid ﬁ‘@&ei'@ﬁr frhgt PR 28 df
either the'same or different cryptographic keys. In public key systens,

di fferept CH- AL € used for encryption and decryption, whereas in "shared
secret” €§E ga%'ations, t he sane key, a secret shared between a sender and
recipient, is used for 15both encryption and decryption,

Access to a user' df BUBPPErakEYLSSRUS W@susaerYRiRch Anobenyisengroressageby a
addressed to that user is to be encrypted according to a public key

encriy pt f@ssaggseindenafiebhengrsigndk thamneach meeiver Ersd dentyptsor phrforntg @hpubl i ¢
key access operation, known nmessaging clients provide little or no

i nf or mainverse@roBesdifg N@perztions ERathy efdddagcahefdes sighkbeirsoldiifiion is
Fig. 3 illustrates a nobile device 100 wishing to access an attachnent 102

that | spaibafbad Whdte SERWRIIEER BUGr ibceBingl Bas Dertdif PGl amAg°

schene Bsed Inthis exanple tre e secur e nmessag

attach n illustrati.on, en_a server 106 receive SIM
eseagorayvel BVefqq RDCRLGEH, b lad R Flamdd PERSINET, Sl duse by
the server_ 106 as_an attachnment due to how the S/ M ME nessage 104 is

st ruct uYHicatigan Eneerdied ARY dRerveli davalie #OPRANG y ChPiegBRENERY aroh

wi thin another attachnment (i.e., the secure nessage 104).
10 cipher algorithm to information to be encrypted or decrypted. Encryption and

decryption use corresponding cipher algorithms, which may or may not be the same,

and either the same or different cryptographic keys. In public key systems, different

keys are used for encryption and decryption, whereas in “shared secret” type

operations, the same key, a secret shared between a sender and recipient, is used for
15 both encryption and decryption.

Access to a user’s public key is also used when an outgoing message
addressed to that user is to be encrypted according to a public key encryption
algorithm. However, when an error is encountered during a public key access
operation, known messaging clients provide little or no information as to the nature of

20  any errors and possible solutions.

Fig. 3 illustrates a mobile device 100 wishing to access an attachment
102 that is attached to a secure message 104. In Fig. 3, the secure message scheme
used in this example treats the secure message 104 itself as an attachment. As an

itustration, when a server 106 receives an S/MIME message 104, the S/MIME

11



A reason that a secure nessage 104 appears as an attachnent to an e- 5
mai | program (e.g., Mcrosoft Qutlook) or to the server 106 is that the
nmessage has been envel oped (e.g., encrypted or otherw se protected) with a
secure |l ayer. For exanple, the secure |ayer can result fromthe nessage
bei ng encrypted using a random symmetric key, wherein that symretric key

may t he%@&a@écmm%qgt |@§lsﬂa|titaln9) P&y t%e@é‘@lféﬁ (ee¥s aRtSRAMMtang M t h
t he nessage. a nessage is being sent to 10 nmultiple recipients, the

Z%Tﬁé;b@”ﬁ%&%@&%ﬁ%@%ﬁ@%& By Y R g%@%@i%ﬁfﬁé@#*? *56%? M

and al so nay be protected V|aad| |taI nat ure

speci fi Bavm e rREE RPN A M 8BOINST SERGRBE K elfts FGHe mesAAEE M) ¢ y
that is secured as such can be thought of as the "inside" MM entity. That
is, it 15 is the "Arsmsomdbatasbfert message abgepphRNEasBE Sdigehnand toansor e
attachnments may be contained within a MME entity. These aspects are

further ndiisgrspa (eng RIMIcRBIR Outosk)oor B) thenddriéedod & MdvEhyensseiyednas
Message Specification.” It should be understood that nessage security

techni qugsp Qérﬁ%roﬁé‘tﬁg%g WGBP oﬁmléé‘%otééee&twrw aasé@tﬁértggétay%r t hat

envel ops or waps ne nts and which n be protessed by

t he sys r An 102
cont & négg&i’ﬁ%ﬁ%@@% '%Véééég{% D RRpeampssrre ool CatibBEl Ehe K
obtain may, be any t of file, such as a.textual /tgo g}@pr ocess@&g%{docurrent
The att svavmetiakey wherandhal PHPE P TEY FEEE $NFHPIasEng 14 he
nobi |l e device 100 is typically resource-limted and in order to save
bandwi drg€ipients publialey sed\sent aiBonwiih éhe sreaseget U a miesbaye ys beind seméto
attachnent 102 to the nobile device 100 over a wireless connector system
10810 Whirudtiple ewtipderitbethe sgmgeston Rdieisnaheriypteteyeperald, byaeuser rexgiientguest
that the message's associated attachnent data 102 be transmitted to the
mobi | e ggniicieyl Obhe enveloped message and the encrypted symmetric keys are packaged
together and also may be protected via a digital signature.
More specifically, since S/IMIME is used to secure MIME entities, a MIME
entity that is secured as such can be thought of as the "inside"” MIME entity. Thatis, it
15  Is the "innermost" object of a larger MIME message. One or more attachments may
be contained within a MIME entity. These aspects are further discussed in RFC 2633
(version 3) entitled "S/MIME Version 3 Message Specification.” It should be
understood that message security techniques other than S/MIME may be used that
result in a secure layer that envelops or wraps message components and which need
20  to be processed by the systems and methods disclosed herein.
An attachment 102 contained within a secure message 104 that a mobile
device 100 wishes to obtain may be any type of file, such as a textual/word processing

document. The attachment 102 may also be an image, audio or video file.

Because the mobile device 100 is typically resource-limited and in order
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5 over the wreless connector system 108. It is noted that the wrel ess
connector system 108 may include a wireless network, wreless gateway,
and/ or wi de area network. The server 106 receives the
attachnent request 110 and uses the identifying information contained
within the attachnment request 110 to |ocate the proper attachment 102. The

server 10GHenbahiwidAMB Thesdiild Yehdan$06 swah asch nb? tseptlflyNBSfRd8e
processi ng nodul e 112, to | ook inside the secure nessage 104 to | ocate the

attach méﬂ%cﬂr%ent ! fbd?;féi?ﬁe tn‘?ot';ifég?el/ir& iogg(g er gafe We?eé?é&%ct&?%ﬁ%%ﬁ%fﬁ ino n

operations nmay nee o take p e. I on t he attachnenh

t he secyre, message ,104 can be acconpljshed in y ways, such as

| ocat | i/ BIGRR G A8 mRarac AndnRaRabTe couioolin a3k ean Teauasshas dhe
attachnment. 150nce |ocated, the server 106 sends over the wreless

connect BresHpgeanpavTiated attaphesenddlaia tldchie trangmitted ta e mobileslayiss @0 100.

The nobi |l e device 100 can then use the transmtted attachnent 114 in any

way Per ovet e wioslebbeoabtatohgpstem $08hit&sndtedthaithe hereddsaainmeator kidteon
play an audio attachnment. Fig. 4 illustrates an operational scenario

wher ei 188 HREY ifId6Y bGRIrdBs3PeBRASERS wiit|ddd G5tRIt anﬁ?or%iﬁ@ #88. nawppbi | e

devi ce receives a secure nessage. |f the sécure fnessage has one or nore

TR g g R SRR o
can be %re%\{iifﬁgg irtlf%r}n% ioHscecgdtaiL%% \%/?t }/neghenaa)ﬁa%k%vegn ere%ﬂeistn ql‘f attoi i%r(]:ate the
proper attachment 102. The server 106 contains computer instructions, such as a

10 secure message processing module 112, to look inside the secure message 104 to
locate the attachment 102. [n order to look inside the secure message 104,
decryption operations may need to take place. Location of the attachment 102 within
the secure message 104 can be accomplished in many ways, such as by locating a
MIME field that contains or is associated with the desired attachment,

15 Once located, the server 106 sends over the wireless connector system
108 the requested attachment 114 to the mobile device 100. The mobile device 100
can then use the transmitted attachment 114 in any way permitted for the attachment,
such as to view the attachment 114 or play an audio attachment.

Fig. 4 illustrates an operational scenario wherein a mobile device

20 accesses an attachment. Atstep 200, a mobile device receives a secure message. If
the secure message has one or more attachments, then the mobile device typically
displays an icon to the user in order to indicate that an attachment is associated with

the message and can be provided to the user. The server may provide an indication

to the mobile device that the secure message has an attachment, and the server's

13



to the nobile device that the secure nessage has an attachnment, and the
server's indication is used by the nobile device to indicate to the nobile
device's user that the secure nessage has an attachnment. Additionally, it
shoul d be understood that there nmay be situations where an attachnent is to
be provided to a nobile device other than a user indicating a desire to

retri even@pafdh ACHERNby tSMRBIlL deVRirBlihdiBatedtoMRbirhebiteyb@ge's UMY that the
aut omati cal | y retri eve an attachment based upon the rressage bei ng opened.

If the at t d I e
provi de%eéa g‘%% @g?)é‘: avea{t% déigt{gcAhcrir@ﬁ? Haﬁ% 'ts%ﬁ.g“? l{r#bee’&?ﬁ)l&'d tﬂagg|>’i!r8t he
server recej ves the attachnent request he attachnent r est many
i 11 or efRALPHPLHEHRRS Vherhan AHPENRITE ! %fwa%fﬁe)a PRRTSIHEY 08 s Ban

w shes to receive. For 10 exanple, the device can speci fe:@l i ch attachnment

it is iausssdnddaiing b;dasﬁem@retrtﬁeeea@étmmrréﬂan Hdekakien sywobiie drdeet he
devi ce and server both understand. Wen the user wi shes to view an

at t aghmemdy hotcmatdilyVetrimesag aitathectie based spoasthehaesggy®peinat epened.
attachnment identifier to the server. The server perforns an index | ookup to

find the attachmeng gy a&ﬁ'&rﬂ@ﬁ?%% l@@tﬁb@é&‘%bh%t%ﬁé&gbﬁﬁﬁé rRgsiRdddwgeon

the identifier. 6, the server processes the secure

2?22""%8@%%%&@3@% ik ﬁ%ﬁ%ﬁ*”%ﬁhew @ 100C ARSI 308 B0 Septh
nmobi | e ' devi ce ovi des the attach&ant to the user at ste 210. !{1& ShOLtI| d
be undef@F&I¥eE ﬁfﬁ%ﬁttﬁﬁﬁ"ﬁ%;ﬁe‘?wﬁtth Hrehment reaidesidnay Sﬁe’@@& ff

include all of the steps disclosed herein and may include further_ste s and

oper at i epproFdesdrdnpicate whishsdtaggment(s)ithe mabilodevde wishgsde regeiveedwr e

nmessage, such as by decrypting the secure nessage, to determ ne whether any

at t ar hmerbspde ettas slegicat ean wipielify hehishcattechmasstdeis inherestad/ér hyaonsipgosi de

an indication to the nobile device as to whether the secure nessage

cont ai negbsdRy edht ASHHBAL HdeWMCEystem that the device and server both understand.
When the user wishes to view an attachment in an S/MIME message, the device
sends the appropriate attachment identifier to the server. The server performs an
index lookup to find the attachment or the message containing the attachment based

15 upon the identifier.

At step 206, the server processes the secure message encoding and
finds the attachment within the secure message. Atstep 208, the server provides the
attachment to the mobile device. The mobile device provides the attachment {o the
user at step 210. It should be understood that the steps in the flowchart need not

20 necessarily include all of the steps disclosed herein and may include further steps and
operations. For example, the server may initially look inside the secure message,
such as by decrypting the secure message, to determine whether any attachments are

associated with the secure message. The server can provide an indication to the

mobile device as to whether the secure message contained any attachments (which

14



i ndi cation can then be provided to the user). As anot her
exanpl e, the server may render the attachnent before transmtting it to the
nobi | e device. As shown in Fig. 5, the server 106 may render the attachnent
102 so that the attachnent 102 can be nore easily viewed (provided that 5
the attachnent is of the type that can be viewed by the nobile device). A
render i ingdioptrratanthsobeveoeideddoltbe3G@raccessi bl e by the server 106 can
performthe proper rendering of the attachnent 102 so that the

resource-limted mobidrteley ekembid) teesenet rhayachdepeiné aittachinednt before
operations. The rendering operation software nodul e 300 renders the

attach t
softm?‘éf‘?ﬂhgéﬁﬁ%%ﬁﬁi‘)%%éﬁ'e&%%\ﬁ?%ﬁﬂ%ﬁﬁbhﬂhf&ﬁéﬁ}é%ﬁ@?%ﬂé{%ﬁ%ﬂdﬁ&%s ]
| ooku t h for 0 use to render .the attac nt 102
for a pararbie R baEuk saugerT 1o faliPg merd SadibreBae i e
approaches nay be used such as the nobile device 100 indicating to the
server titsaiiarkmens iset theryopdhalcars ba ievedhidhe rhebiia davRabnf resdetiog, or
the server 106 providing attachnment view ng software to the nobile deV|ce

100 so bhatattdresofbbateemdeule 800 @@ceassible mnthichserven @6 edngtarimhmivat propér
The rendered attachnent 114 is transmtted to the nobile device 100 and

vi eved ReidaH A o0t dteadpREhe! (1eyd Bt 108 resdiRcESIMRId ARBIIBRYEVIdeaTIHbed |
or a portion of the attachnent 102. In the situation of the latter, if the

nobi | e dditional portions of the attachrrent
102, ¢ hogt PR 2ei<2her RS ofer2lin®

sen addi tional portions of the att achment
oper ati ons. oan be 3G %ﬁﬁmﬁ%ﬁ? u SeBbeFs PEHLTE DY terrsss e atipermeDt
2;,161 oChnE{r}]%Z(s%)as to be %)é?n%pe!tlbie with thggsttsé% (rane!nst vlielﬁihgsgo eaotlfe utsregnbyt trh% nswglgl\l/g r
device 100. If needed, module 300 can access a lookup table to determine which
format to use to render the attachment 102 for a particular mobile device 100. It
should be understood that other approaches may be used, such as the mobile device
100 indicaling to the server 106 which format should be used to render the attachment
15 102, or the server 106 providing attachment viewing software to the mobile device 100
so that the mobile device 100 may view the rendered attachment 114.
The rendered attachment 114 is transmitted to the mobile device 100
and viewed normally on the mobile device 100. The server 106 may transmit all or a
portion of the attachment 102. 1n the situation of the latter, if the mobile device 100
20 wants to see additional portions of the attachment 102, then the server 106 will send
additional portions of the attachment 102 in response to a request by the mobile
device 100.

Other operations can be performed with respect to the secure message

and its attachment(s). For example, if a message is just signed, then the server can

16



process the secure nessage encoding and find the attachment. However, if
the nmessage is encrypted, then the server uses one or nore
symmetric/asymetric keys that are needed to decrypt the secure nmessage. As
shown in Fig. 6, the nobile device 100 may provi de the session key 5 402

(which was used to encrypt the secure ness 04) to the server 106 with

t he att &ERriet ﬂﬁeéﬁ@%"t@ .Saﬁﬁee%%}({}'é@ %ﬁ'g‘géé‘és%‘b‘mg’hﬂem- owever, it the
encryption/ decryption processing nodule 400 to decrypt the secure nessage
104 usi messagetis ansniiteddheadbe saniary s DneAitreera siengeduc/asymsseige keggd had
been decrypted by the nodul e 400, the secure nessage processing nodule 112

| ooks i gt daencseBd © d@@gggmelwcu}@rﬁggb ains the attachment 102. The
attachment 302 is transnmitted for use by the nobile device 100. The

attachment 302 is &Q%ﬁ@{&ﬁgﬁ ggf&!{;@ﬁ%g@atﬁ% H8RE H@@%é&f’??’@icﬁ’ffﬁ:@ession ke

transm ssion to the no e appr ecl )ét ed
that_th yshe and net hods are,.di scl osed b f anple o . ..Man

var 1% 1 302 TR PE S B R e Sl e TR SRt el R
scope of the invention as clainmed, whether or not expressly described. For
exanpl edttepBMepér mausss Hl&cl dded seevasi A ORapceessafpesmancartins/derryatienr
nmessage processing nodul e may conprise one or nore nodules in order to
handl e prassssing meskagellintd desryat tthe veentd sesdBaeat 4 st ties trmagnbtedised
as part of the operations, such as to store data needed to access the

att achneagsionegi40d afibhitie seclleTRESERAT®OS 1B b HbcABEdBY thdAiRiule
signals transmtted using a comunication channel may be used with the

sySt emsy g0 arldens mdie A e dAg o diA 11ASbYELIARhS YOG, Bimdal e fyEh as

the data and attachments™transmitt to an om a no
dat g, si I X p {] ta, th IS tr itted through a carrier
wav or AfionNe e RRECFIE R dkottec iannCRE s bafutonlethlh By e
provi ded and . us wi.fh the nobil evice that is capable of causjng a
mobi | e @J’@Rﬁ@éﬂ?tvécepgspor e ﬁgaﬁ%@“ﬁ*&éogﬁa qpr‘}‘ﬁf‘éﬁ)éiﬁ”@féds@%%?{%’@ﬁ%éb@é%d
her ei n. . As another exanple, the nethods and systens may be used
with a befgse dassmissiat tefthelreehilodevcdd®Wilces, such as a personal digita
assi stant (PDA) device or
It will be appreciated that the systems and methods are disclosed by way
of example only. Many variations on the systems and methods described above are
15 within the scope of the invention as claimed, whether or not expressly described. For
example, the operations disclosed herein may be implemented as the secure
message processing module may comprise one or more modules in order to handle a
secure message and its attachment(s). Data structures may be used as part of the
operations, such as to store data needed to access the attachment contained within a
20 secure message. Still further, data signals transmitted using a communication
channel may be used with the systems and methods. The data signals can include
any type of data, such as the data and attachments transmitted to and/or from a

mobile device. The data signal may be packetized data that is transmitted through a

carrier wave or other medium across the network. Computer-readable media may be
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5 the nobile device 600 shown in FIG7. Wth reference to Fig. 7, the

nobi |l e device 600 is preferably a two-way communi cation devi ce having at

| east voice and data comruni cation capabilities. The nobile device 600
preferably has the capability to communi cate with ot her conputer systens on
the Internet. Dependi ng on the functional ity provided by the device, the
devi ce pEgvided ifxded pead mithdbedanabiladedioe faldagaprpla & Faising arppbikgeicger |
a cellular telephone with data messaging capabilities, a wireless |Internet
appl i aneeperfoemdat ansthioay Erebinn e rda itiee s¢vients discluiseddwretrel ephony
capabilities). The nobil e device 600 includes a transceiver

611, a nicroproceysosn SR8 eRaipRPItAY nftRod9aRL ORI RayRBiseHrith a R4 626,
auxi liary input/output (1/0O 1g devices 628, a Serial port 630, a keyboard

cub. systonneno o B BRUME iR s dRkhal S8R G RER AT B o

includes transmt and receive, a nas 616, 618, regejver (, 612

t r aris i H&MOPHR feyite 6hehawn it th galererca (g ,.fbémég,x@%/ﬂﬁfgooa
digital signal processor (DSP) 620. Wthin the non-volatile nmenory 624, the
nmobi | e HepreleragycaowmeiBydesmanyhioatidvn tdevide dJeMingrad wash|veice 208 624N
that can be executed by the m croprocessor 638 (and/or the DSP 620),

i ncl udi sgmanticattore eapubilites.i Dite mMcileed6%idé.600 datferatdyrtianithatdapabitipdtd e
6248, and a plurality of other operational nodul es 624N for carrying out a

plural i EymhurftaRr mfiﬂh”%iﬂérnéorggﬁtéﬁ%%ée@ﬁ@ RPWE. IntdrPetOPdRndmyg en RO IS

preferably a two-way communi I on device having voice and data

communi ILBRAS BRI g B kG hFL IR oo (Sl ) 6 el

cel lular netwrks, and al so conmuni cat e ove{ g} data.get rk. The. voice
and' %dat RETERABIGK SeKICE- &e"%erw iRAgarg @ pepyiar Helepborgnivih: faik e RIS 19.

These voice and data networks nmay be separate communi cation networ ks using
separ at @apaittes rauMigless WiRNeASNPIsace 04ta BAt cadwrikatiemdeyideeivsth et c. |
or they may be integrated into a single wirel ess network. The
comuni wihoohtebefisoyrst eapailliticss. used to comunicate with the network 619.
The DSP 620 is used to send and receive comruni cation signals to and
The mobile device 600 includes a transceiver 611, a microprocessor
638, a display 622, non-volatile memory 624, RAM 626, auxiliary input/output (I/0O)
15 devices 628, a serial port 630, a keyboard 632, a speaker 634, a microphone 636, a
short-range wireless communications sub-system 640, and other device sub-systems
642. Thetransceiver 611 includes transmit and receive antennas 616, 618, a receiver
(Rx) 612, a transmitter (Tx) 614, one or more local oscillators (L.Os) 613, and a digital
signal processor (DSP) 620. Within the non-volatile memory 624, the mobile device
20 600 includes a plurality of software modules 624A-624N that can be executed by the
microprocessor 638 (and/or the DSP 620), including a voice communication module
624A, a data communication modu!eA624B, and a plurality of other operational

modules 624N for carrying out a plurality of other functions.

As described above, the mobite device 600 is preferably a two-way
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10 fromthe transmtter 614 and receiver 612, and may al so exchange contr ol
information with the transmtter 614 and receiver 612. If the voice and
data communi cations occur at a single frequency, or closely-spaced set of
frequencies, then a single LO 613 nmay be used in conjunction with the
transmtter 614 and receiyver 612, Alternatively, if differept frequencies
are ut | PPRERURSAIGBISH ICEdmMING YaISEHS VRIS ERMAMHNICAON 6ARARII 48 | LRYS. ohen
plurality of LOs 613 can be used to generate a plurality of frequencies

cor r es pendmpie ttbe trhebited swiek 660 Inaydomougricatiem vanRemes neiverk 638 heaeany
depicted in Fig. 7, the nobile device 600 could be used with a single

ant ennacstiiglCindt®y of Rfigitaraidiomnr nhivelkd, niHdides, brbhcotaihtmiedtd chadraa data
information, is comunicated to and fromthe comruni cati on nodule 611 via a

i nk be t - i ; :

det ai | ol 2L Ko a7 PIE Rnaan naE T alE PbREET IS 2oy the communicaldE g
conponepnt s t{on ower level, etc,, wWl| be dependent upon the

ot Bee T ol G55 P88 and defe b Biciics by be SGebrlE Seit v B Adprics
operate. For exanple, a nobile device 600 intended to operate in a North
Aneri caH S!ﬂﬂra@élarg%ynfraﬁtmtua% K HARAT T ABLIBAS sSIRfWPsk eABalergesicyrfddhey
operate with the Mbitex or DataTAC nobil e data conmuni cati on networ ks and
al so desigynke integuded attedz aingle witglasls retwark.ety of voi ce conmuni cation

net wor ks, such as AMPS, TDMA, CDMA, PCS, etc., whereas a nobile device 600

i ntended for use iTheEgs@PeUNTBAtIAE SGBOEYtERT €61 Is L@ edPer @rBmMridhtt WatHIRS
data communi cati on network and the GSM voi ce communi cati on network. O her

types o i r SERAS A0S ; o0 be
utilizegeﬁﬁ%ﬁfﬁﬁg—ﬁg%?ﬁe é%%ce &ggkmd Rl Deﬁ@ﬁﬁ%ﬁ§%§%§ﬁﬁ?ﬁ5§#§pe
of petwyr t.he. S requir s . for th ual - node il e device 600
51 SO0 tradg RGBT BT EPRE g e a0 SRe e R e AL
nobi | e devi ces are.reqgisfered on the network using a unique identification
nunber SABJEs HRBRTINETD HLeO (RAAIRL © 1 EPRYQIGE AN SRS RBMURISRERDE OoREE wor k
access is associated with a subscriber or user of a nobile device 600. A
GPRS de®l @ singipireauency, e eiasedy-apaced sel oidrequinivies. hemawrirgle'LS) 13 mahi ch
is required in order to operate the nobile device 600 on a GPRS network.

Local obe nsedniat mmjkndiore enituiiecabnemittarm@t4 ans fdceivamnyd12ranlieenatpetyghf e,
wi thout the SIM but the nobile device 600 will be unable to carry out any

functi ofigferénvol rbfGeGa8TURreatltdREdOVRE IWdfcd1ebRiiuRitBtioRs Neerélandaty
| egal |y required operations, such as '911" energency calling.

15 communications, then a plurality of LOs 613 can be used to generate a plurality of
frequencies corresponding to the network 619. Although two antennas 616, 618 are
depicted in Fig. 7, the mobile device 600 could be used with a single antenna
structure.  Information, which includes both voice and data information, is
communicated to and from the communication module 611 via a link between the DSP

20 620 and the microprocessor 638.

The detailed design of the communication subsystem 611, such as
frequency band, component selection, power level, etc., will be dependent upon the

communication network 619 in which the mobile device 600 is intended to operate. For

example, a mobile device 600 intended to operate in a North American market may
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After any required network registration or activation procedures have 20
been conpleted, the nobile device 600 may send and recei ve conmuni cati on
signals, preferably including both voice and data signals, over the network
619. Signals received by the antenna 616 fromthe comunication network 619
are routed to the receiver 612, mhlch prOV|des for signal |f1g’ﬁllflcatlon

frequendicldding eomvRyRIcaton ﬁub&é‘ﬂﬁﬁg 1érinnigned & operals, Wibdne Megitwagral so

provi de analog to digital conversion. Analog to digital conversion of the
recei ve@datagAdl malhilewiatamoenmanjpaérnaomtworiscand asd dasigheddo aachtedswith
digital denodul ation and decoding to be performed using the DSP 620. In a

sim | ar gppries 1vaﬁb@n§i Soite RniniARlioht fetwiopkd, NRidMeRYMPS1T (VA ITegassed,
i ncl udi ng”modul ati on and encodi ng, for example, by the DSP 620 and 5 are

then preyided t %H&Saéa%‘?ﬂ%&g\/lcg&m engbgw(§alse|ﬂ BhOAAN S fed

frequency Up conver sron I'cation and tfransm ssion
Cr arbcelq a1 bl R HACr TERMBBIFRIAG: AEUURY d40a TROmIGH CRiSns,
t he nobil e device 600 may i ncl ude two distinct transceivers, a first
t r ansceFvBIMgBIcatipRNSHveRrk Hothendypascel datagindoraee spimarks, batidseparetseanmhd
transceiver for transmtting and receiving data signals.
integrated, may also be utilized with the mobile device 600.
Depending upon the type of network 619, the access requirements for
the dual-mode mobile device 600 may also vary. For example, in the Mobitex and
10 DataTAC data networks, mobile devices are registered on the network using a unigue
identification number associated with each device. in GPRS data networks, however,
network access is associated with a subscriber or user of a mobile device 600. A
GPRS device typically requireg a subscriber identity module ("SIM"), which is required
in order to operate the mobile device 600 on a GPRS network. Local or non-network
15 communication functions (if any) may be operable, without the SiM, but the mobile
device 600 will be unable to carry out any functions involving communications over the
network 619, other than any legally required operations, such as ‘911’ emergency
calling.
After any required network registration or activation procedures have
20 been completed, the mobile device 600 may send and receive communication signals,
preferably including both voice and data signals, over the network 619. Signals
received by the antenna 616 from the communication network 619 are routed to the

receiver 612, which provides for signal amplification, frequency down conversion,

filtering, channel selection, efc., and may also provide analog to digital conversion.
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In addition to processing the conmmunication signals, the DSP 620 al so
provides for receiver and transmtter control. For exanple, the gain |levels
applied to comunication signals in the receiver 612 and transmtter 614
may be adaptively controlled through automatic gain control algorithns

i nplenented in the DSP 620. 15 O her transceiver control algorithnms could
al so be ANaPEniht @gitah ¢Hveangipne sy ithe ofef&ive® BIoad da!lows e TEYBhICOIMRIGX ed
control of the transceiver 611. The m croprocessor 638

pr ef er albbynmuaniagtien fumttomst sothsas Higiaydenlod ubgimmatricdeoiding & bepetferndedi ce
600. Many types of mcroprocessors or mcrocontrollers could be used for
thi's paiysingothe BEPEIRYH BalidhilaPrid i@ esifFhlsG8 Becoah s doe tHeerbtivericat sy

out the functions of the m croprocessor 638. Low | evel comunication

out the functions of ‘the 38 vel |

t ﬁ?;h'gﬁﬁf%e*%?s%‘%gsﬂcﬁ%% I, 07 <l h0Rey e RARS %Ef"@ni@%?? on
| cati ' lcatj.o icati 624A, t

comitini G4t N0 Ri5HIEker bR TespaTinas o b [ig el 19 Rnelad oivejea: IrPaUskani 624

for execution by the mcroprocessor 638. For exanple, the voice

communi EARY®i§Iatb dliPEngAmMpiigationanddeanshisginite g comeunieationtariwodpt &bl e
to transmt and receive voice calls between the nobile device 600 and a

pl urali vig thfe abfeenavel &.eAldevigres singlet henswtiver &1 619 shSivmi inafilgy 7 fohéotiat a
comuni cati on nodul e 624B may provide a high- 5 level user interface

oper abl goicer ase rritd CanshunRSRionsNehél ahabils delices 660 Makl, BRSRIGY: didtines,
organi zer information, short text nessages, etc., between the nobile device

600 andyan,pbaald ty E%@ tg%&%rej\f@tf@r @%Wsﬁﬁ?iﬁl\ﬁi %‘rﬁﬂe ?E%QQFn‘gje)%icgisa%na!s and a

The m croprocessor SO Interacts w 0 evi su tens, such as

t he, di sp| 2. non-vol atile nmenory,624. random access nenory (RAM 10
526 aogr it GAnRaaeRb i Slars e e S ndhE 38 RFa Thort 60, keyboar d
632, speaker 634, m crophone 636, a short-range comuni cati ons subsystem
640 and any ot her Iy8ddtiondaiygseesiag femepmmynigationsisnads. dae ISP 62Ralso
conponents 628, 632, 634 and 636 are exanples of the types of subsystens

t hat coRlayidss for seteirdr asd dmsmittar epftsele s or Ehampbeluheydr evels appliekérut ed
by the m croprocessor 638 and may 15 provide a high-level interface

bet weencamuseticatfort Bgnabin ¢helenvtaieeabd2tdiel trahbhittele8i ¢ enaflbesadmpterdiace
typically includes a graphical conponent provided through the display 622,

oy SRS omaNel: GIAYLANY HRUIpIaRIEATY i OSi2E20
15  Other transceiver control algorithms could also be implemented in the DSP 620 in
order to provide more sophisticated control of the transceiver 611.

The microprocessor 638 preferably manages and controls the overall
operation of the mobile device 600. Many types of microprocessors or
microcontrollers could be used for this part, or, alternatively, a single DSP 620 could

20 be used to carry out the functions of the microprocessor 638. Low-level
communication functions, including at least data and voice communications, are
performed through the DSP 620 in the transceiver 611. Other, high-level

communication applications, such as a voice communication application 624A, and a

data communication application 624B may be stored in the non-volatile memory 624

20



Some of the subsystens shown in Fig. 7 perform conmunication-related 20
functions, whereas ot her subsystens may provide "resident" or on-device
functions. Notably, some subsystens, such as keyboard 632 and di splay 622
may be used for both communication-related functions, such as entering a
text message for transm ssion over a ggta connunicatgon network, and,,

devi ce- f@sPYH G R¥INBIBICERRICEESA AP cUTAt B¥ABP!& 48R At CEMBEREAIPDA
type functions. Qperating system software used by the

m cr opr coedse62838miay ppodtie matitly-leva usdr intedapeopesibéato kaoswitsndheagive
non-vol atile nmenory 624. In addition to the operating system and

coMMUNi ¢aldedhiRMHIvesn 874 rdBiletdts/idoBOV ahdt plerangnerothé2hkicdyedbseoviane ude
a file systemfor storing data. A storage area is also preferably 5

provi ded . o] [ 1.0 St or j rd

key, ang‘eg? %rtep{lgﬁ %‘f c@;;r_t ')r{r]g% ﬁg’néh(rée%%??%%n fﬁ‘gjﬁiéség@r @Oﬁggg gg?ﬁgrhgﬁ}éogggréaﬁ%
system  specific.device applications or nodules, or parts thereof, may.be
Canpior alS ) VesiaatielAce SPuans TPE Sebiiad St See N s, (S 2s: el
operation. Mreover, received conmunication signals may al so be tenporarily
stored feRAdCS2beEet@esizesinRABALIPY. $Hart iex§massaoes. efto betweee thyaobie

| ocated in the non-volatile store 624. As those skilled in the art wl|

appr eci deeicet8#0 nod-avpluadlity ef strerel8ddevinesbaaitnplnetwotkedi@s a Fl ash nenory
conponent or a battery backed-up RAM for exanple. An

exenpl ary appl i catTignniiodprScdioN 638ahisoaktdhacisopitie diitat delibe subbidtentevi ce

600 is a personal information manager (PIM application providing PDA 15

funct | Ogggh % 31/1% igg!%@/ @,W(Joi@i‘ﬁﬁ?ﬁ%m@@p@iﬂt (3Rdbfn aBhgsd m{)ygﬁl\ﬂhi S

nodul e N may a rnteract with t voi'ce contmuni cation A'for
managi n hane.cal |.s oi.ce s, .etc a SO | ract ,w
dat 10 c offalin st F0% by 3800 Shoiiitemi g o ria Pt S8t Bl HEbatd (6% ner
data transnissjions. Alternatively, all of the functi onal)iﬁﬁtb%t of %ge@é/oi ce
conmuni SBERERI %w*@r@m%@%ﬁﬁ%%rwwwm%@ﬂﬁéﬁ GMEOH28R RRY be
integrated into the PI M nodule. _ The non-vol atile nmenory 624
pr ef er abtherptevicelsgbaystems ggrmarelly desicieited est@ 4t dhagwroporensdidta 3% ns
on the device. The PIM application preferably includes the ability to send
and r ec8B¥andadl6 dtceavampletiud thdtypessdistbspstelms than Sonidtteoprowidea dshesarsi ce
and data conmuni cati on nodul es 624A, 624B, via the wrel ess network
interfaces. The modules 624A-N are executed by the microprocessor 638 and may
15  provide a high-level interface between a user of the mobile device and the mobile
device. This interface typically includes a graphical component provided through the
display 622, and an input/output component provided through the auxiliary /O 628,
keyboard 632, speaker 634, or microphone 636.
Some of the subsystems shown in Fig. 7 perform communication-related
20  functions, whereas other subsystems may provide “resident” or on-device functions.
Notably, some subsystems, such as keyboard 632 and display 622 may be used for
both communication-related functions, such as entering a text message for

transmission over a data communication network, and device-resident functions such

as a calculator or task list or other PDA type functions.
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619. The RIMdata itens are preferably seanl essly integrated, synchronized
and updated, via the wireless network 619, with a correspondi ng set of data
itens stored or associated with a host conputer system thereby creating a
mrrored systemfor data itens associated with a particular user. 5The
nobi | e device 600 nmay al so be manual |y synchronized wth a host system by
pl aci ng the nobi | eOpetateg setemnsoiwaratsed By amMEdPRIOGREFRHOHiFRIBleray
serial port 630 of the nobile device 600 to the serial pod of the host

syst em sthvedskr bapepmténto8drerguchl as mm-uslatila cmatown) 6ad. b hetdibqpltd daei on
nmodul es 624N for installation, and to | oad Certs, keys and ot her

i nfor mww%wgyﬁe%ﬁ&eemmrﬁcmiéﬁﬁq&&z@@mﬂm tRatdno®PMahie Heebry g2k oad

an encryption key onto the nobile device 600, which is a nore secure nethod

t han exchanging: e t 4 i rymat i on Vi h 1

nddi 1 onty st IR R 8ol R BR N Y KBt o B BlFr e SeRdt it phetran
600 t hrough the network 9, throu uxiliary, |1/ O subsystem 628,

Chr ohigh PragaEAg Bt Pan-vaBile aumnobih b repulis kevs au e 2 PR
subsystem 640, or through any other suitable subsystem 642, and installed
by a uséformatine ragniredliat beeuneemesyaging. of hRAPEEZE1Y SyiRient.| spadie feyicen
application installation increases the functionality of the nobile device

600 and appjicptiaw denenthies ast parisl éwireef, frnag hieotesnperanityu luacked iote seladtdd
functions, or both. For exanple, secure communication 20 applications may

enabl e glqel I5PBhCas NAM! 626 YN eddteneparsticd, NAbrevieh, Fddansd abrmmanraabhons
to be perfornmed using the nobile device 600. When the nobile

0
ot o0 Wl RSIEN LBl 130, SO B A R RSB

such as ex ownl oa rocesse
ranscelver, 811 and BLOVIIFL L2n IS L LOR! 8555SRE 38 MaaPhe SHamY
appreciate, the non-volatile store 624 may be implemented as a Flash memory
component or a battery backed-up RAM, for example.
An exemplary application module 624N that may be loaded onto the
mobile device 600 is a personal information manager (PiM) application providing PDA
15 functionality, such as calendar events, appointments, and task items. This module
624N may also interact with the voice communication module 624A for managing
phone calls, voice mails, etc., and may also interact with the data communication
modute 624B for managing e-mail communications and other data transmissions.
Alternatively, all of the functionality of the voice communication module 624A and the
20 data communication module 624B may be integrated into the PIM module.
The non-volatile memory 624 preferably provides a file system to
facilitate storage of PIM data items on the device. The PIM application preferably

includes the ability to send and receive data items, either by itself, or in conjunction

with the voice and data communication modules 624A, 6248, via the wireless network
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processes the received signal for output to the display 622, or,
alternatively, to an auxiliary 1/0O device 628. A user of nobile device 600
may al so conpose data itenms, such as email nessages, using the keyboard
632, which is preferably a conplete al phanuneric keyboard laid out in the
QAERTY style, although other styles of 5 conplete al phanunmeric keyboards
such as 6tlRe TiheoRMDIERAKeSE ATE REjerabboseemipssdy integratehpiyngyopked | e
device 600 is further enhanced with a plurality of auxiliary |I/O devices
628, whiyplat@y, viatadireesshotivotied! 9 withia atevdspending sefcdfptda it@meastoeey of
swi tches, a rocker input switch, etc. The conposed data itens input by the

user m%rta%?g%%& WARSIhbEEEL PBB et ARt AMHBIEA dreBtiRG Wi KoBH%s Ystamt fBe

transceiver When the nobil'e device 600 is operating in
a voice ¢ ni cation h v | | _operation of the nobile device 600
IS subspgﬁqn}%msya%ﬁorﬁ‘qtgaq@m%ﬁ%r@%ﬁéﬁuﬁ%eé, except that received signals are
preferably output to the speaker 4 and voi ce sigpals for transm ssion are
genetated by a mi chép e .‘CeA@Simﬁa)‘t?@@%?di“@E”gpy izéﬂ%{uaﬂ@ea/%% aHost
subsystens, such as a voice nmessage recording subsystem nay also be

i npl emesys@nobyt placimgbibleemabile ceveBOSOAin kouGkeNata erashie aubich erumeas thrit put

is preferably acconplished primarily through the speaker 634, the display

622 may salisopbe 88ef the plodiiedeevide B00itoahewmerial poneof thenhddtysystera. cBhé i ng
party, the duration of a voice call, or other voice call related

I nf or magLaL; %Egrsw Sisot B8 uakg rt@Rfd?f@r%%rotﬁérBanﬁba%@nC@l@hURﬁ B2BNYok h

the voice co ni cati on nodul e 624A and the operating system software, may

det ect h@?aiﬁaﬁlc{rﬁ%néﬂ?%éé 'C%%%%y% frof SRk ﬂﬁg\ﬂi}ﬁﬁ@n REPT G i1 $RisCRbq and

di spl ay ort-range conmuni cati ons
subsystem 640 |s al so includ in the nobile device,600. Faqr. exanpl t he
Subids: aRveled el RELAG ki aitad 20 Seovelol ki el mal<alh: Bochng
conponents, or a short-range w reless communication nodul e such as_a

Bl uet ooWiioN domnereaseeTentglired dhanresh2ngnheaendtion ifemmaton yfa the
comuni cation with simlarly-enabl ed systens and devices. Those skilled in

t he art wivicléssapgimerk ®1€.t hat "Bl uet oot h" and "802. 11" refer to sets of
specifications, available 5fromthe Institute of Electrical and El ectronics
Engi neers (1| EEE), aAgliabhaidapslicatios!ras8ules 624N may be loaded onto the mobile
device 600 through the network 619, through an auxiliary /0 subsystem 628, through
15 the serial port 630, through the short-range communications subsystem 640, or
through any other suitable subsystem 642, and installed by a user in the non-volatile
memory 624 or RAM 626. Such flexibility in application installation increases the
functionality of the mobile device 600 and may provide enhanced on-device functions,
communication-related functions, or both. For example, secure communication
20 applications may enable electronic commerce functions and other such financial
transactions to be performed using the mobile device 600.
When the mobile device 600 is operating in a data communication mode,

a received signal, such as a text message or a web page download, is processed by

the transceiver 611 and provided to the microprocessor 638, which preferably further
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personal area networks and wireless LANs, respectively. Cains: A nethod
for handling secure nessage attachnents for a nobile device, conprising the
steps of: receiving at a server a secure nessage being signed with a
digital signature, encrypted or both signed and encrypted that contains a

second attachnent; whereip the secure ssage.itself was received by the
server &408e35qSstheatqcebiatRional eWPHg?%?h%gﬁ&Pi%% ber: o lfiaety fpr e 28
second attachnment from the nobile device;, processing at the server the

secure resdiage /Ondevide 2680 A vsart of mobie devise H¥mey alee sagwoskaiada dems.

attachnment; and sending the second attachnment fromthe server to the nobile
devi ce. sdchTheeredihawdsehges aiisng theheydonrd B82sWhich iy prafbratite ssecmpkete

nessage conforms to a security schene, with the secure nessage being
handl ed gshANEnbHE Sley®obAE NERNbUPYN the @RFERTY style, although other styles of
5 complete alphanumeric keyboards such as the known DVORAK style may also be
used. User input to the mobile device 600 is further enhanced with a plurality of
auxiliary 1/0 devices 628, which may include a thumbwheel input device, a touchpad, a
variety of switches, a rocker input switch, etc. The composed data items input by the
user may then be transmitted over the communication network 619 via the transceiver

10  611.

When the mobile device 600 is operating in a voice communication
mode, the overall operation of thé maobile device 600 is substantially similar to the data
mode, except that received signals are preferably output to the speaker 634 and voice
signals for transmission are generated by a microphone 636. Alternative voice or

15  audio /O subsystems, such as a voice message recording subsystem, may also be
implemented on the mobile device 600. Although voice or audio signal output is
preferably accomplished primarily through the speaker 634, the display 622 may also
be used to provide an indication of the identity of a calling party, the duration of a voice
call, or other voice call related information. For example, the microprocessor 638, in

20  conjunction with the voice communication module 624A and the operating system
software, may detect the caller identification information of an incoming voice call and
display it on the display 622.

A short-range communications subsystem 640 is also included in the

mobile device 600. For example, the subsystem 640 may include an infrared device
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3. The method of claim2, wherein the security schenme includes a symetric
key schene. 4. The nethod of claim2, wherein the security schene incl udes
an asymretric key schenme. 5. The method of claim2, wherein the security
schenme is a Secure Miltipurpose Internet Mail Extensions schene. 6. The

met hod according to one of the clains,1 to 5 wherein the secure message IS
st ruct uP8H FRROFIARAICHONES RS GYRIPIREN I OF SEBAdTAPPE CHHBRTS FR8 BYRaT

envel oped with a secure Iayeg. 7. The nmethod according to claim®6, wherein
a sessi omddy siishpeceBluetodt T hemgewnisation mﬁctuhréorr@%ﬁpg.He@paéieft@rpr@\é@e by
the server to decrypt the secure nessage. 8. The nmethod according to one of

t he cl akgmcdmbunicatihewih sirheripeadbed aytemeemndieadras edhdueishdled iditiget al
signature operation. 9. The nmethod according to one of the clainms 6 to 8,

51 gnal “ | e . . 8.
wnerel Pﬁgtgﬁggggvé&aieaﬁs@i MRt EReAR %ZQW"lr?%argé‘sé&cdﬂéBbb@iBa%,%t/gﬂ’éble

rding to one of the clains , Wherein the secon

attachnent i,s selecte romthe grQu nsi-sti. f e I ,
vor & pr BoG LT IR e Ol 8t BT Rap e e S E RS 4 e SR,
met hod according to one of the clains Ito 10, wherein the secure nessage

Wi t hout PEFROTEH @6%@ Natwatsmn WirglassrtANE oigsPREISEYver to the nobile device,
wherein the second attachnent is sent to the nobile device based upon the
nobi | e devi ce requesting the second attachnent.
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12, The nethod of claim11l, wherein the request fromthe nobile device for
the second attachnent results froma user requesting the second attachnent.
13. The method of claim 12, wherein the request fromthe nobile device

i ncludes data to be used by the server to identify the second attachnent
that is to be sent to the nobile device. 14. The nethod according to one of
the clains 6 to 13, wherein the secure | ayer was generated during an
encrypt i @RiM$eér ati on, wherein a decryption operation is performed in order
to locate within the secure nessage the second attachnment. 15. The net hod
according to one of the clains 1 to 14, wherein the secure nessage has a
plurality of AmhetbadorBand@ihg ddvurdheesRigeosttasrasctsior 4 onshR @vitde cl ai ms
1 to 15, wherein the server provides an indication to the nobil e device
that the secuf¥MAEEBEdRe BERPS®le second attachnment, wherein the indication

is used by t R I L ndi i t secure
nessage has Pt‘;eg se ﬁtdg%%ﬁéé%%ﬁgﬁ&%nﬁpagwaﬁ\gm?’h%é{egl one of the
clains 1 to l€gnatueseincrypedsedmid sigricatime ehchptaditremabheahs ¥ s«ebhdby t he
server to the nmobile device when the secure nessage is opened. 18. The

met hod accor dff C¥ne of the claims 1 to 17, wherein the second

attachment | %ﬁé@?f@s@ﬂr@[rﬁg@%d@ité&%aé 9ﬁ%€|@3§:§9ith§ sgﬁOeQrs 3 31%1 The

met hod according to one alnms 1 to elnt sendi ng
the second atatbaxthmeent;to the nobile device is carried out by using neans
for providi ngreace}’\\/'iinrgeldte the sneerw'ro 4 &ec?&lgstr}g? hsé sfeocron%ra%aic inglgnt?ronrﬁstl'sxg %\eobSﬁg ver:

device;

processing at the server the secure message in order to locate within the

secure message the second attachment; and

sending the second attachment from the server to the mobile device.

2. The method of claim 1, wherein the structure of the secure message
conforms to a security scheme, with the secure message being handled as
the first attachment by the server.

3. The method of claim 2, wherein the security scheme includes a symmetric
key scheme.
4, The method of claim 2, wherein the security scheme includes an

asymmetric key scheme.

5, The method of claim 2, wherein the security scheme is a Secure

Multipurpose Internet Mail Extensions scheme.
6. The method according to one of the claims 1 to 5, wherein the secure

message is structured such that the message and the second attachment

has been enveloped with a secure layer.
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20. The nethod according to one of the clainms 1 to 19, wherein the nobile
device is a handheld wirel ess nobile comunications device. 21. The nethod
according to one of the clainms 1 to 20, wherein the nobile device is a
personal digital assistant. 22. A server for handling secure nessage
attachnments for a nobile device, wherein the server receives a secure
message being signed with a digital signature, encrypted or both signed and
encrypt ed andl @ htathed ageardng nefain tasthesein, a session kewds receiaidabyg thos e

_ . gt
The seoure meangEfortBefolie slERA W PranE sB0R icBLhET IR Satuichment

a secure nessagssggecessi ng nodul e configured to look into the secure
nmessage through the secure layer in order to |locate the second attachnent,
subject to receiving at the server a request for the second attachnment from

t he nobid e deyjice: Lot ' nt t he bile
devi ce. é23. %@&?eert@gc}?%g?&gﬁr&eﬁgg?% hhrae: %’gﬁ%@%rﬁ’yrﬁ%@méﬁgeﬁﬁé‘ﬁ ertmdu! e
configured t ovaspdeerdtbe deengraddigithibsignainie bebaiton he second attachment is
sent to the nobile device.

9. The method according to one of the claims 6 to 8, wherein the secure layer

was generated during an encryption operation.

10.  The method according to one of the claims 1 to 9, wherein the second
attachment is selected from the group consisting of: a textual document,

word processing document, audio file, image file, or video file.

11.  The method according to one of the claims 1 to 10, wherein the secure
message without the second attachment is sent from the server to the
mobile device, wherein the second attachment is sent to the mobile device

based upon the mobile device requesting the second attachment.

12, The method of claim 11, wherein the request from the mobile device for the

second attachment results from a user requesting the second attachment.

13.  The method of claim 12, wherein the request from the mobile device
includes data to be used by the server to identify the second attachment
that is to be sent to the mobile device.

14.  The method according to one of the claims 6 to 13, wherein the secure
layer was generated during an encryption operation, wherein a decryption
operation is performed in order to locate within the secure message the

second attachment.

15.  The method according to one of the claims 1 to 14, wherein the secure
message has a plurality of attachments.
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- 24. The server according to one of the clains 22 to 23, further conpri sing:
a decryption processing nodule configured to decrypt the secure nessage so
that the second attachnment can be |ocated within the secure nmessage.

16.  The method according to one of the claims 1 to 15, wherein the server
provides an indication to the mobile device that the secure message has
the second attachment, wherein the indication is used by the mobile device
to indicate on a display that the secure message has the second

attachment.

17.  The method according to one of the claims 1 to 16, wherein the second
attachment is automatically sent by the server to the mobile device when

the secure message is opened.

18.  The method according to one of the claims 1 to 17, wherein the second

attachment is rendered before being sent to the mobile device.

19.  The method according to one of the claims 1 to 18, wherein the step of
sending the second attachment to the mobile device is carried out by using
means for providing a wireless network and means for providing a

message server.

20.  The method according to one of the claims 1 to 19, wherein the mobile

device is a handheld wireless mobile communications device.

21.  The method according to one of the claims 1 to 20, wherein the mobile
device is a personal digital assistant.

22. A server for handling secure message attachments for a mobile device,
wherein the server receives a secure message being signed with a digital
signature, encrypted or both signed and encrypted and containing a second
attachment, comprising:

a data store configured to store the secure message and the second
attachment;
wherein the secure message itself is received by the server as a first
attachment;
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23.

24.

a secure message processing module configured to look into the secure
message through the secure layer in order to locate the second attachment,
subject to receiving at the server a request for the second attachment from
the mobile device;

wherein the second attachment is sent to the mobile device.

The server of claim 22, further comprising:
a rendering module configured to render the second attachment before the

second attachment is sent {o the mobile device.
The server according to one of the claims 22 to 23, further comprising:

a decryption processing module configured to decrypt the secure message

so that the second attachment can be located within the secure message.
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