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BACKGROUND Technical Field This application relates generally to the field
of secure electronic nessaging 10 and in particular to storing
cryptographic informati on contained in an electronic nessage in a nenory
of a computer device. Description of the State of the Art Known secure
messagi ng cl i¥RPYI7ch as e-mai|l software applications PSTSpa¥eisng on a
conput er device, maintain separate data stores. or data storage areas for
storing secure ﬁEB@HQCA@EﬂNQQRN@ﬂWBNS@@E@#ﬂ%%Y$?Eﬂh&HpﬂéﬁTﬂﬂ ormation. Such
secure nmessaging information may include digital certificates, public-
keys, and the |ike. The other information may include contact information
such as an address book, schedule information such as _cal endar rem nders
and appoi nt ments, andTRifppligaien clajnshensfitosPnited States Provigional Rafpat ApRlEigR 20
information relevant to other types of stored, information. For exanple, a
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as identity information that is bound to the public key wwth one or nore
digital sPgnBUHREEfYRER a digital certificate is |oaded onto a system for
use by a nessaging client, if the entity's contact information is not
already stored in an address store accessible to the nessaging client,
then a user nust either manual ly AUG 2006 WD 03/079628
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Technical Field
This application relates generally to the field of secore electronic messaging
10 and in particular to storing cryptographic information contained in an electronic message in a

meimnory of a computer device.

Description of the Siate of the Art

Known secure messaging clients, such as e-mail software applications

15  operating on a computer device, maintain separate data stores or data storage areas for storing
secure messaging information separate from other information, Such secure messaging
information may include digital certificates, public keys, and the like. The other information

may include contact information such as an address book, schedule information such as
calendar reminders and apf:ointrncnts, and the like. A digital certificate may include

20  information relevant to other types of stored information. For example, a digital certificate
normally includes the public key of an entity as well as identity information that is bound to

the public key with one or more digital signatures. When a digital certificate is loaded onto a
system for use by a messaging client, if the entity’s contact information is not already stored in

an address store accessible to the messaging client, then a user must either manually add



contact information for the entity identified in the digital cert}fd agte2(is
into an address book or simlar contact |list stored on the nessagi ng
client or manually enter an address for the entity each tinme a nessage is
to be sent to that entity. 5 SUWARY A nethod of storing digital
certificate information froma digital certificate received at a nessaging
client according to an aspect of the invention conprises the steps of
extracting the digital certificate information fromthe digita

certificate, determ ning whether the extracted digital |

informati on PO SHPEFEd in a data store at the messaging cﬂf@#& B@@&E

storing the exg r(l:tftalenga ddl H)I Ehr entf'}:‘ja flén*.lﬁédc {8 dﬁp%l%%rgﬁéaie(?ﬁo H‘ad&n@s% bg&td? store

where the extPgE |ca lon 1S not stored in the

dat a Sj[ ore. (3} guﬁ%ﬁ:glﬁggt to%& 81{ tlhgl g{e,agj gﬁ{gtcﬁént %ﬁaﬁlg&ﬁ&gu d'aIe 5%6'69 at a

nmessagi ng cl | accordanc anot her "aspect o e i nvention-
conprises a d (g %%ﬁ% nodul e conflgured to receive
digital cert |afciggltg Lm%&éé] tggg%egtt cet?'ti ficate information injector nodul e
15 configured to extract dlgltal certificate information froma digital
certificate after the digital certificate is received by the digital
certlflcaﬁe | oader nodul e, to detergfyieraiiet her the extracted digital
certificafe information is stored i an entry in a first data store, and to

store the extracted gdigifgbs s@cﬁfn% 'dfgltﬂ%&ﬁfléaﬁfl%ﬂﬁhbxpﬂ?orﬁ Dditecdiificae data
store where the extracted digital certificate information is not stored in

the entry 'nre%é}ﬁedfaw lﬁésséiﬁirgéheﬂé&!icﬁdmgztg B QE SHROnveRiod chhprlsQ@te sRpRgct of the
i nvention, a net managing digital certificate data stored in a
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digital certificate information is not stored in the data store.

A system for storing digital certificate information at a messaging client in
accordance with another aspect of the invention comprises a digital certificate loader module
configured to receive digital certificates, and a digital certificate information injector module

15  configured to extract digital certificate information from a digital certificate after the digital -
certificate is received by the digital certificate loader module, to determine whether the
extracted digital certificate information is stored in an entry in a first data store, and to store
the extracted digital certificate information in the first data store where the extracted digital
certificate information is not stored in the entry in the first data store.

20 . According to a further aspect of the invention, a method of managing digital
certificate data stored in a mobile communication device comprises the steps of receiving
transtoitted digital certificate data at the mobile communication device, comparing the

transmitted digital certificate data to digital certificate data stored in a memory store in the



certificate data not stored in the nenory store. BRI EF DESCRI PTI (%\Igdﬁggl—ﬁus
DRAWNGS 5 Fig. 1 is a block diagramof a nessaging system Fig! a

bl ock diagramillustrating a nessagi hg systemand a secure e-mail nessage
exchange. Fig. 3 is a block diagramof a nobile device with a digital
certificate information storage system 10 Fig. 4 is a flow diagram
illustrating a nethod of storing digital certificate information. Fig. 5
is aflowdiagramillustrating a nethod of generating and sending nessages
subject to digital certificate information stored in the digital
certificate WWGOMPE on storage system 15 Fig. 6 is a fPOMFHPAYIGmM
illustrating a nethod of performng digital certificate related operations
based on di gidbilé coaxmmmicitiop deviceranl npdatingiepImery styrefo inpludetragsraified fg'G a1 bl ock
diagram of the digital certificate information storage system Fig. 8 is a
bl ock di agr asmtififatedaiginpistassidn the Blemeryé®firuni cati on device. 20 Fig. 9 is a

bl ock di agram show ng an exanpl e comruni cation system Fig. 10 is a bl ock
di agram of an alternative comruni cation system Fig. 11 is a bl ock diagram
of another alternative conmuni cation syst D DESCRIPTION 3 2 9
AUG 2006 WD 03/079628 BRIEER4SLEANHON i ncl ude nessages t hat
have been signed wth digital signature, encrypted, or otherw se processed

to ensuré one or nor &gol Batosk YA GEADTHEIE S Rat a i ntegrity

Fig. 2 is a block diagram illustrating a messaging system and a secure e~mail

message exchange.

Fig. 3 is a block diagram of a mobile device with a digital certificate
information storage system.

10 Fig. 4 is a flow diagram illustrating a method of storing digital certificate
information.

Fig. 5 is a flow diagram illustrating a method of generating and sending
messages subject to digital certificate informatfxon stored in the digital certificate information
storage system. -

15 Fig. 6 is a flow diagram illustrating a method of performing digital certificate
related operations based on digital certificate related events.

Fig. 7 is a structural block diagram of the digital certificate information storage
system.

Fig. 8 is a block diagram of a wireless mobile communication device.

20 Fig. 9 is a block diagram showing an example conumunication system.

Fig. 10 is a block diagram of an alternative communication system.

Fig. 11 is a block diagram of another alternative communication system.

DETAILED DESCRIPTION
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and user authentication. For exanple, a secure nessage nmay be a n? 2@@ §
t hat has been signed, encrypted, encrypted and then signed, or s ?s a%g]ﬂ
then encrypted, by a nessage 5 sender. These operations nay be carried out
according to a known standard, such as the Secure Muiltipurpose Internet
Mai | Extensions (S/M ME) standard, Fig. 1 is a block diagramof a nessagi ng
system There are many different nessaging systemtopol ogies, and the
system shown in Fig. | is but one of many that nay be used vvith t he
systens and net hods_di scl osed herein. 10 The system 10 inglu a Wde Area
Net wor k (V\AI\I)WQL'E"'“[(%S which a conputer system 14, a wrel gg ﬁ‘é’f"\'w?k

ateway 16, and a corporate Loc t wor LAN), ° ; ted. Th
\?\nrel egs net wor k gaté\?\%‘fF "ésaFeémé“gedneéﬁ?ﬁ%ﬁ’@tth&‘&lgt%‘S‘én%wgtgfllgsss‘%l%%%mnﬁ?c:t| on ©
network 20 in which re nobi comun t 0 rei nafter
referred tolenﬁﬁt‘l?‘fla?r 9 Wﬁiﬂpéoc?fgﬂglt‘?eé‘%'ﬁ%?ﬁeewm?éf 8%@??&?%‘9 ?tazn%e Berat eI 15 The

For connect (4 HeBAPREGIARRE. 157 CAREEVNGoTs MESFEeD Eﬁe%ss%eemiﬁérs%%%' Tor

I blicl bl h. t | nt P h th
comput erpusylss(f;gr?gﬂ TGPy L0 dee ere SR Bt RIEBE el e s the
Servi ce ovld | Spgpbraépnp ln{acg fa ed%%{ élccé:r@ V\g{o V]gng\% d:gﬁ%ép 3) sl as hdre |1 ke. 20

The corp r at®E" crA an- ex messaging client. As

shown, a cor egur%mLANOS% tiﬁﬁ@%g&eﬁs}an@m staghland a security firewall

24. Wthin t ate server running on a

conputer within the f Cg:]?\{\ﬂﬂloc%%i LRk a Jel%gﬁéﬁ 2 t»ﬁheerhge Iralﬁepefq‘prface for

t he corporation to exchange e ges bot e LAN wi th ot her
external mes SPAN f 4 29
AUG 2006 mﬁ%%;@%@%@%@éﬁ; %Ag’édtd&%ioa nhég‘é‘é‘?é?é%ﬁ’ 3@?@%&?’% o' cr osof t
Exchange and,LofSn QM AORY R fb%HscBEA dMEhS -

10 The system 10 includes a Wide Area Network (WAN) 12, to which a computer

system 14, a wireless network gateway 16, and a corporate Local Area Network (LAN) 18 are
connected, The wireless network gateway 16 is also connected to a wireless communication
network 20 in which a wireless mobile communication device 22, hereinafter referred to
primarily as a mobile device, is configured to operate.

15 The computer system 14 represents a desktop or laptop PC that is configured
for connection to the WAN 12. The WAN 12 can be a private network, or a larger publicly
accessible network, such as the Internet. PCs such as the computer system 14 normally access
the Internet through an Internet Service Provider (ISP), Application Service Provider (ASP}or
the like.

20 The corporate LAN 18 is an example of a network-based messaginé client. As
shown, a corporate LAN 18 is normally located behind a security firewall 24. Within the
corporate LAN 30 is a message server 26, running on a computer within the firewall 24, that
functions as the main interface for the corporation to exchange messages both within the LAN

18 and with other external messaging clients via the WAN 20, Two of the most common
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These servers are often used in conjunction with Internet nail rogltgar@}g 2@@
route and deliver mail. A nessage server 26 nay extend beyond j uSt S
sendi ng and receiving, providing such functionality as dynam c dat abase
storage engi nes that have predefined database formats 5 for data |ike

cal endars, to-do lists, task lists, e-mail and docunentation. The nessage
server 26 provides nessaging capabilities to one or nore network conputer
systens 28 in the LAN 18. A typical LAN includes nultiple conputer systens
shown generally as conputer systens 28, each of which inplenents a

nessagi ng cl iAPOMBEt  often as a software application sEERCAL NN osof t
Qut | ookTM for nessaging functions. In the 10 network .18, nessages are’
recei ved by tlesagresmeryds swertheaicmsolt (iBsehanas spd BowoDerpiao aﬁﬁ‘f"ﬁrﬁ‘ld&‘?‘%

mai | boxes for user accounts addressed in the received nessa .and can be
accessed by dhessrverstarerofigypredincomnprstiany wifbintprres “B'Hé"“éﬁ“%?‘ﬁ“eé‘g%meér syst ems
28. Al though nmessaging clients in the LAN 18 opefate, on, the c n’guter
systems 28, miibrAomegsese sares 2RRBAMCHEISEORG JURgree S A ARLECEVIIB RF ’Ltag' in

conjunction w th handhel d devices and ot her tens Vi C jth
el ectroni ¢ 185uchiineiogplitypsduisas deiabaseuorage premes ‘ﬁé ﬁ@@?ﬁ%’é“ﬁ‘%ﬁ’ﬁéﬁ%f a

nmessagi ng client may al so have additional non-nessagi ng functions. The
Ji ng

wirel ess et fodua iketcalgpdirs1tg-de g tagis dstss frmpth HEENEE ™ wi rel ess net wor k
20, through which nessages nay be exc,han%ed,with a.mbile devitcgrkzz. Such
functions as addr essFHgISPEECHEAC PRVIESTEEREmES PPN I RIS BT e W se
transform ng nessages for wir S 0 transm ssion. .and _an required
interface fuﬁ%ﬁ“&?ﬁéysﬁ%zﬁé‘r*%ﬂ\gdgbéWptlféﬁvﬁ%?nglf’@geg Tk \%ocr0 ?ply%rg%sge\?\r[éy 16.
Where the wirel ess network gatewa 6 is.confiqured. f .at in

conj uncti on YR SFRS yi‘%ﬁﬁ??’?éﬁfﬁ‘%@%@%b?ﬁ?&ﬁ%@ erﬁﬁgafﬁésa%ﬁ)grecg%%g%&netmprk
Ry 10 I b S S lp TS WKl AGR R & g1 ven

user and tra ween countri es net wor 9 AUG

2006 o 1003/ %Zt\gvgr%% 8,P r%gsacg:é.oa:r)’é rocgeﬁfgg by the message server 26, distributed to the appropriate

mailboxes for user accounts addressed in the recf;ived message, and can be accessed by auser

through a computer in the one or more computer systems 28, Although messaging clients in

the LAN 18 operate on the computer systems 28, there are also km\)wn messaging clients that

operaie in conjunction with handheld devices and other systems or devices with electronic

15 messaging capabilities. Like the message server 26, a messaging client may also have
additiona! non-messaging functions.

The wireless network gateway 16 provides an interface to a wireless network

20, through which messages may be exchanged with a mobile device 22. Such functions as

addressing of a mobile device 22, encoding or otherwise transforming messages for wireless

20 transmission, and any other required interface functions are pcrfo;med by the wireless network

gateway 16, Where the wireless network gateway 16 is configured for operation in

conjunction with more than one wireless network 20, the wireless network gateway 16 may

also determine a most likely network for locating a given user and track users as they roam

between countries or networks.



Any conputer systemw th access to the WAN 12 may exchange rressag%sg ANG: 2006
nobi | e device 22 through the wirel ess network gateway 16. Alternatively,
private wreless network gateways such as wireless Virtual Private Network
(VPN) routers could also be inplenented to provide a private interface to
a wreless network such as 20. For exanple, 5 a wireless VPN inplenented in
the LAN 18 provides a private interface fromthe LAN 18 to one or nore
nobi | e devi ces through the wirel ess network 20. Such a private interface to
wirel ess devices via the wireless network gateway 16 and/or the wrel ess
net work 20 calCdPPBe%i vely be extended to entities outsi dEGHANMNI618 by
provi ding a nessage forwardi ng or redirection em whi.ch operates with
the message 10 ser ver ABGCOmMpHer Hfiam wih arcgp t"s@%f’fé’ﬁ {% rﬁ??’c?ﬁf}ﬁ@ger?g%?éeﬁes

recei ved by the nessage, server Zgﬁand addressed tg a}Huser. hat

s [ as a

mobi | e devi c&ithb2 mpbile feXigF FHLTUE PR MR EHE" 2eUpElls BERBFR PT¥ter f ace,

oxanpl e to MREeaHBESE R R Se A S RO PG ce 22 an

exenpl ary redirector stem operati on the ssage s r 26 .may be of

The Tyne i <ot e BRoT Bt e Dl e Ty S d Bl ol O

DATA, GOVVEN! CAFFER VBRI Lo M KPR EPE A C IR ¥ Bhe ant ro
| ) e entire

di scl osure of which is..i neor por ath%g her ej n, ?1%’26 eference. In wireless

net wor ks sucRPeE 8F mope et opel e WISy RP%E fered to and from 20 nobile

devi ces such as the bile.devic i . LSS base

stations in the wre %lggp%vgﬁvx\%?rgac%%w\érﬁ Ssno‘%%eF @leg\\y?%%sggaw&gtggﬁmﬁrel ess

netnoks LY Pl Bl uS Siies L ONR DR cr Rl AHRSEEIDEE S BAGMANRIGN Ber having

a nobil e device. el'ess networ e one many different

D e i S

voi ce- centri efess e networks that can

support l:lgt h séf%r 6§ ]ﬁ@ﬁjs t?ﬂn)f’systgm,%nc%mﬁgﬁegsqg@ received by the message server 26 and

addressed to a user that has a mobile device 22 are redirected through the wireless network

interface, either a wireless VPN router, the gateway 16 or another interface, for example, to
the wireless network 20 and to the user’s mobile device 22. An exemplary redirector system
operating on the message server 26 may be of the type disclosed in United States Patent No.
15 6,219,694, entitled "SYSTEM AND METHOD FOR PUSHING INFORMATION FROM A
HOST SYSTEM TO A MOBILE DATA COMMUNICATION DEVICE HAVING A
SHARED ELECTRONIC ADDRESS," the entire disclosure of which is incorporated herein

by reference.
In wireless networks such as 20, messages are normally delivered to and from
20  mobile devices such as the mobile device 22 via RF transmissions between base stations in the
wireless ‘n.letwork 20 and mobile devices. Modern wireless networks typically serve thousands
of subscribers, each subscriber having a mobile device, The wireless network 20 may be one
of many diffcr_ent types of wireless network, such as a data-centric wireless network, a voice-

centric wireless network or and a dual-mode networks that can support both voice and data



Wo 03/079628 PCT/ CA0O3/ 00406 communi cati ons over the sanme physi cai Qb%g 2006

stations. Dual -node networks include, but are not limted to

recentl|y-devel oped Code Division Miultiple Access (CDVA) networks, the

G oupe Special Mbile or the dobal Systemfor Mbile Comrunications (GSM

and the General Packet Radio Service (GPRS), and future third-generation

(3G networks like 5 Enhanced Data rates for d obal Evolution (EDGE) and

Uni versal Mobile Tel econmuni cations Systens (UMIS). GPRS is a data overl ay

on the GSM wi rel.ess network, operating in virtually ever countr

Europe. In. X0¥¥8to these illustrative wireless net wbfKEA? %@

W reless networks may al so be used. Qther ex | es of dat ri c networks

i ncl ude, butcoan'@nmmonhi>‘ﬁ=ridle@m@ﬁhwlﬁfébasiﬁathlqlggweﬁﬁﬁP%s‘ﬂé‘f‘*%b 4% Mobi t ex")

and t he Dat aTACTM Radi o Network ("Dat.a TACP@S

voi ce- cent r i wot dimited tocesgptbkdsvaloped Lerls Lhuisies) fnp@d’f‘ﬁ"r‘ifﬁ(@f‘ )o’P?t ttgﬁs ( PCS)

networks |ike COVA, GSM and Tinme Divisiop Miltiple, Acce T . The

mobi | e devi cEroppe $regialddobile Gh@‘%l(}l@%ﬁiﬁ‘ﬁ%%‘f R@%mw t%?“?/@yé %%muni cation

device, or a nultiple-node device capabl e of voice, gatg other types of
r

15 comuni caPensb Pagkgt Radimprryee,( Q?Bﬁ? IaB 3%%5‘@“1252“?@% 4S5t ur t her
meseagi ngS cuBwemery T s | & oo Evireer EBER LR Eﬁnﬁfs ng%m an
Cerver and) ofieoRERoREnY %@wﬁéﬁ%@ @\5??8"' S Bl O SR onan  he
sent Sﬁtentc?yéﬁ%&ﬂqu%{au%'é%‘é v%% SRR Bl dpreon i PERUBRARAE 1 S
RFC822 headers ancIJI1 I\/Ir par £,9 agg{g ne ‘tm{)e format of the e-mail
message. As WESESPERIGREOF 1'f igp 5&5}3%’ FHERYIE hat is routed to an
Nreloss I ink cannot OBE prparelrny FREETFAR: kRpl Sle R RS 0ol 0T
connect | OB %%Ite %ia&% ﬁe 01&( ?‘Rf[oblzex") and the DataTAC™ Radio ﬁetwork (*DataTAC").
Examples of older voice-centric data networks include Personal Communication Systems
(PCS) networks like CDMA, GSM, and Time Division Multiple Access (TDMA).
The mobile device 22 may be a data communication device, a voice
communication device, or a multiple-mode device capable of voice, data and other types of
15 - communications. An exemplary mobile device 22 is described in further detail below and
with reference to Fig, 8. |
Perhaps the most common type of messaging currently in use is e-mail. Ina
standard e-mail system, an e-mail message is sent by an e-mail sender, possiblS/ through a
message server and/or a service provider system, and typically routed throigh the Internet to
70  one or more message receivers. E-mail messages are normally sent unencrypted and use
traditional Simple Mail Transfer Protocol (SMTP), REC822 headers and MIME body parts to
define the format of the e-mail message. As described briefly above, a message that is routed

to an addressed message receiver can be redirected to a mobile device. Since a wireless link

cannot be physically secured in the same way as a wired connection, messages are often

7



2 9 AUG 2006 WD 03/079628 PCT/ CA03/ 00406 encrypted for transfer t @OFQE 05
w reless network. Overall nessage security can be further enhanc i

secure transfer nechanismis al so used between the nessage sender and each
recipient. In recent years, secure nmessaging techni ques have evolved to
protect both the 5 content and integrity of nessages such as e-nmail
nmessages. S/M ME and Pretty Good PrivacyTM (PGPTM are two public secure
e-mai | nmessaging protocols that provide for encryption to protect data
content, and signing to protect the integrity of a nessage_ and rovide for
sender aut heH‘N@é{’f’?g% by a message receiver. Fig. 2 is a bt oef™ @F‘Q@r am

| I ustrat t - 10 h
The nossagi ng-ae ”Essﬁﬁmf%wéﬁsl%”%‘w? ?f%’?ﬁ“g‘?ﬂggé‘ée ”ﬁ%g&sscwn&?ﬁ%?ﬂ%&e“ e

exanpl e e-mai | age exch e, bet neen Mess nts erating at
an e-mai |l  sERYE? lgb ity Fraps ?"Ih%‘"%’\?l 5%“ e“?@ﬁﬂ@‘g %%%aﬁ s may be
present in the overal I messagi ng system and i nvol ved in routing the

message front&sender 30 to the receiver, nmobile device 22, but have not
been shown in Fig. 2.to ayo 0i d gon estuontflel ues%avee oén%g) (I)—‘ticg Otl e 2 al so
shows an encrypt ed andeSFiVas SRAIETHWELRE eihigug havesy RO message.

The syst 3.180 osed ‘herein, ar S Tﬁﬁ%l nmessagi ng
clients t atcoé'%q rITlg"ncmg’n T8ce ?Svséw]z) emm% S%a lbf gsecuréﬁ%‘a’st a%’gé as well.

riaies, TSR T eI ST Sspecure
Phei udes an SERH"E Broth Autafen i BRRAP mééit*éi@sﬂ?%‘ﬁ PR e O
W _reI ess gahﬁﬁgh %egdepéﬁ'th Bad %{%Es G&ell Q. the wirel ess network 36 in

I

whi ch the evi ce I'S a apte to operate. The e-nmail sender 30

may, for exanple, n‘?;%% AR dagraﬁ,*afuséaaﬁg aems;la%mwyslémqndaéew@é ]

net wor k- connected co ter such as [ "sender 30 m ght also be a
mobile 19 message exchange. The messaging system in Fig. 2 illustrates components involved in an

example e-mail message exchange between two messaging clients, operating at an e-mail
sender 30 and a mobile device 22. Many other components may be present in the overail
messaging system and involved in routing the message from the sender 30 to the receiver,
mobile device 22, but have not been shown in Fig. 2 to avoid congestion in the drawing, Fig.

15 2 also shows an encrypted and signed message as one example of a secure message. The
systems and methods disclosed herein are also applicable to messaging clients that can send
and receive other types of secure messages as well, Messaging clients may be configured to
send either secure or unsecore messages, for example, in response to default configuration
settings or a per-message selection by a user at a sender system.

20 The system in Fig, 2 includes an e-mail sender 30, configured for access to a
WAN 32. The wireless gateway 34 provides an interface to the wireless network 36 in which
the mobile device 22 is adapted to operate,

The e-mait sender 30 may, for example, be a PC such as the system 14 in Fig,

1, or anetwork-connected computer such as 28, The e-mail sender 30 might also be a mobile
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nmessages nmay be conposed and sent. The WAN 32, w rel ess gateway 34,

wirel ess network 36 and nobil e device 22 are substantially the sanme as
simlarly labelled conponents in Fig. 1. According to secure nessagi ng
schenes such as SSMIVIE and PGP, a nessage 5 40 is encrypted using a
one-tinme session key chosen by the e-mail sender 30. The session key is
used to encrypt the nessage body and is then itself encrypted using the
public key of each addressed nessage receiver to which the nessage isto
be sent. EncrYPP¥UY2h this way, nessage 40 includes an eREFYAI¥Efessage

body 44 and an encrépted_session key 46. In_this txﬁg otlnes%%%§
encryption sdéviasen whichersaibipRssages M be coapespd aad sopt. The WA A% HUPIESS B st have 10

access to the public key of each entity to which an encr teg1b sage is to
be sent. A sdbuvielesnpipik 3pundduphie degisyiararasypsin y@B“ﬁ‘SPWﬁ@Y gﬁ a nessage

by taking a digest of the nessage and signing the digest using the
sender's pri o@eRongsinFig Igj gest may, for exanple, be-generated by

B Gor Chmsuch ag. NosbganBleete RegERe FHEsChps v AT PSR i such
on- T cver & b SR UM SOR U= HBLB D St e e Fig. 2,
e e SRR et U5 AR BRER BB, 20 200
EICRUCES R FARE B D I I ARG IS A
the. di gest *aReHaO U GAE o7 SR RGy meette A Ry MLl Sl 1B 01 0
el des T hOPErmareteriol S s R b e A BORE I B ot i
L
A secure e-mail message sender such as 30 normally signs a message by taking
a digest of the message and signing the digest using the sendex’s private key., A d‘igest may,
for example, be generated by performing a check-sum, a Cyclic Redundancy Check (CRC), 2
digest algorithm such as Message Digest Algorithm 5 (MDS5), a hash algorithm such as Secure
15  Hashing Algorithm 1 (SHA-1), or some other preferably non-reversible operation on the
message. In the example shown in Fig. 2, both the encrypted message body 44 and the
encrypted session key 46 are used to generate a digest. This digest is then signed by the
sender 30 using the sender’s private key. The sigﬁature private key is used, for example, to
perform an encryption or other transformation operation on the digest to generate the digest
20 * signature. A digital signature, including the digest and the digest signature, is then appended
to the'outgoing message, as shown at 42, A digital certificate of the sender, which includes

the sender’s public key and sender identity information that is bound to the public key with

one or more digital signatures, and possibly any chained digital certificates and Certificate
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associated with the sender's digital certificate and any chai ned i éppa?
certificates may al so be attached to the secure nessage 40. In S/ M ME,
digital signatures, as well as any digital certificates and CRLs, if

i ncluded, are nornmally placed at the beginning of a nessage as shown in
Fig. 2. Messages 5 according to other secure nessaging schenes may pl ace
nmessage conmponents in a different order than shown or include additional
and/ or different conponents. For exanple, a secure nessage 40 includes at
| east addr esYNWGUANE possi bl y ot her header information t hAETRAYPHBssi bl y
be signed but nost of which is typically not encrypted. Wen the secure
e-mai | nessaipyoseonsbig (FRlrpispriaied wigh the sead's digdy cestificatesand gy 40 t hr ough
the WAN 32 to the wirel ess gateway 34. As described above, the e-nmail
sender 30 ndigitabesrificatpranapalsd Betaotsd i theserurg mesges* i r el ess gat eway 34 or the
nessage 40 may instead be delivered to a conpufer, system ciated with
the nobile device 22 I&WWeﬂglFaéHW@fﬁs’é‘ﬂwflbasg‘l‘%’edlg‘%ﬁ)é?“é@‘t‘?ié&sﬁg‘sﬁ t hr ough
the wirel ess, gat eway 34. ternatively, the nessage nmay.b uted or

redi rect ed t‘Bg't‘q?@ W@y%ﬁdﬁég‘? egt“}#‘ﬁl?éﬁm?sﬁaée@ﬁ 8‘?’%@)5{:15121 %Srsﬁge% t hr ough

a wreless VPN 15 router. The receiver oflsuch a signed nmessage nobi | e
devi ce 22° i PPHEERA SQC%WBWFgmﬁﬁC%ﬁ?‘@S.WP BERUPSSPET TOMYOIERE é?%e si gnat ure

42. | d ify the digital si 42. the, bi | e _devi
i gi 18 s grostns vk et oA PeSsireRg o R BBl R 0 o0
Tessage noadurosn el A h P T es SRCRARY S ehlel e RURE SREERY (' DL

key. If a securlg eCS?%S?g e hg&loygﬁa}itsgﬁ.{cgﬁ%gpegw digital certificate, then

the sender’ sP Vo rbe" ext T F0 e digital certificate. The

sender’ s publ i ¢ key N 0SLERY. DA UL ENRT ol D At il a0 Ok | OF

exanpl e, where the pul ey was ex roman earlier nmessage from
the send% atrﬁr%ua} tﬁé%ﬁt@thc wireless gateway 34. As described above, the e-mail sender 30

may send the message 40 directly to a wireless gateway 34 or the message 40 may instead be

delivered to écomputer system associated with the mobile device 22 and then redirected to the

mobile device 22 through the wireless gateway 34. Alternatively, the message may be routed

orredirected to the mobile device 22 through the wireless network 36 through a wireless VPN
15  router.

The receiver of such a signed message, mobile device 22 in the example shown
in Fig, 2, may verify the digital signature 42. In order to verify the digital signature 42, the"
mobile device uses a digital signature check algorithm corresponding to the signature
generation algorithm used by the message sender, which may be specified iri a message header

20  orin the digital signature 42, and the sender’s public key. If a secure message includes the
sender’s digital certificate, then the sender’s public key may be extracted from the digital
certificate. The scnder’.s public key may instead be retrieved from a local store, for example,
where the public key was extracted from an earlier message from the sender and stored in a

key store in the receiver’s local store or the sender’s digital certificate is stored in the local

10



key store in the receiver's local store or the sender's digital Qegg%ljg cBhe
is stored in the local 10 .2 9 AUG 2006 WD 03/079628 PCT/ CA03/ 00406 ™ °
store, or froma Public Key Server (PKS). A PKSis a server that is
normal |y associated with a Certificate Authority (CA) fromwhich a digital
certificate for an entity, including the entity's public key, is

available. A PKS mght reside within a corporate LAN such as LAN 18 of

Fig. 1, or anywhere on the WAN 32, Internet or other network or system

t hrough which 5 nessage receivers may establish comunications with the
PKS. Al t hougWB@7428 signature algorithns and di gest al gBfFVEMREMAGY be
publicly known, a sender signs an original nessage using its own private
key. Ther ef oatays, oefromesRubligKeyfgrver BKEke ﬁé’%éns aprveyitheis nopmalleaiociatlshiit  generat e

a digital signature that can be verified with the sender’s uﬁ}é%c key. |f
a sent messageerificatg| Auhosly ) élﬁma‘[“lli‘&b‘k@g“aéfaf‘g}ca@tf°fﬁ’é§mb‘e‘é’elﬁ"1¥$r§ by a 10
sender, then the digital signature verifjcation based on the der's
public key featity’s publiqbeeis avpile Mﬁmht%@?wmﬁfgm&@tﬂéﬁsﬂ%ﬁ&anyone from
seeing the contents of the secure nessage, but do ensureigtglgt .thhe message
has not beencfFigrber atywiipre An Be AR &2 fateryes or e prokerk or syRiera tEUglyBhCE 5y { hat

t he message was signed by the person, as indicat inthe "From' field of

the message. m%?&gmvefwy&?@iiﬁ%?m’g?"@’}?%ﬁ‘%i_thﬂe _ been verified, or
RS REICTE B IR R R AR RN ETE MY R
Gncrypt od s ownon sugy st manen Beas st Bt e sPatSE AR o decrypt
T Ty o TR0 RS AR S BB Sl L ugm5o20°
Clor b at "o FBEET DIHGKSHo Qi R ev bR B Ry 3 AR SR PO RE SHERBOET "
time the gessage |2 o Sl Ufilah RS M R PRHAERE huitsl ndss i 7St
decrypt ed? THfBEE .
mathematical operations do not prevent anyone from seeing the contents of the secure
message, but do ensure that the message has not been tampered with because it was signed by
the sender, and that the message was signed by the person as indicated in the "From" field of
the message.
15 When the digital signature 42 has been verified, or sometimes even if digital
signature verification fails, the encrypted message body 44 is then decrypted before it can be
displayed or further processed. A message receiver uses its private key to decrypt the
encrypted session key 46 and then uses the decrypted session key to decrypt the encrypted
message body 44 and thereby recover the origiﬁal message. Decryption typically requires
20  action on the part of a user, such as entry of a password or passphrase. Normglly, an
encrypted messa.ge will be stored at a receiving messaging client only in it§ encrypted form.
Each time the message is to be displayed or otherwise processed, it is first decrypted. Those

skilled in the art will appreciate that an entity may have more than one associated

cryptographic key pair, such as a signature private/public key pair and an encryption
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skilled in the art will appreciate that an entity may have nore Qh%nmquggﬁ
associ ated cryptographic key pair, such as a signature private/public key
pair and an encryption 11 2 9 AUG 2006 WD 03/079628 PCT/CA0 3 /1114 0 6
private/public key pair. Thus, the nobile device 22 may use one private key
to decrypt the encrypted nessage body 44, and a different private key to
digitally sign an outgoing secure nessage. An encrypted nessage that is
addressed to nore than one receiver includes an 5 encrypted version of the
session key, for each receiver, that was encrypted using the public key of
the recei ver Y30 %?8cei ver perforns the same digital sigﬁﬁ?ﬁﬁ@m“mﬁ
verification operations, but decrypts a different one of éhe encrypted
sessi on keyPoyaE/pplic key paHNTIHE: tl}fa%@’“gé?’?ce?rﬁé‘l"‘%?sﬁf”éﬁmv?fe 5o¥R AGPE Hessagi ng
system a sendi ng nessagi ng, client must have ccess to the public key of
any recei veriigPtPereatPaa At ahpt %‘%ﬁrﬁ’ﬁ% ¢ ?@%"a@em@éaﬂt”?‘tg%“f 8% ecei vi ng
nmessagi ng client nust be able to retrieve the sender's public key, which
may be avai |"85%%8%t o a nmessaging client through vari ous mechani sms, in order
nessa Publ.i c. ke

t i f di gi tal [ t [ [ d . . C.

comronl y provi'ded i n ARG esey i BAes RIGRER PRI RIS S i gi ¢
tifi f i, cul tity.typi |y incl N gty

pub i ¢ ey drtmaeerBant i Fedi G PigrBree e FRrERE el 8Bl i

Kk ith igital si t o O |, t of .digital-certificat

cur rent ly i egPiepPednEn s R Bt B Se et Bl 6 °° = €
tificat hat L ypi cal - in. ~T [, gital

Corti 1 cat ebienre SghUeiryy o PHIRE ERemh e Moa i R ' L cates,

o e B b ek oh B RGE LM olen o R ER AL AR O TR

al so be used. 20 The di gi I'gnatu I'n a Icate Is

gener at ed byac&e@éa toitr?es Shic B of By redh %%m&%g%@%%sag@g S Bsehe £hecked by

a nessage recelrver st ant al’l Yy as dadescri bove.
10  receiving messaging client must be able to refrieve the sender’s public key, which may be

available to a messaging client throngh various mechanisms, in order to verify a digital
signature in a signed message.
Public keys are cominonly provided in digital certificates. As described above,
a digital certificate for any particular entity typically includes the entity’s public key and
15  identification information that is bound to the public key with a digital signature. Several
types of digital certificates are currently in widespread use, including for example X.509
digital certificates that are typical]y‘uéed in S/MIME. PGP uses digital certificates with a
slightly different format. Other digital certificates, such as a digital certificate according toa
proprietary standard, may also be used. }
20 The digital signature in a digital certificate is generated by the issuer of the
digital certificate, and can be checked by a message receiver substantially as described above.
A digital certificate may include an expir& time or {falidity period from which a messaging

client determines if the digital certificate has expired. Verification of the validity of a digital

certificate may also involve tracing a certification path through a digital certificate chain,
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A digital certificate may include an expiry tine or validity peri d_) fAUG”WGG
which a nmessaging client determnes if the digital certificate has
expired. Verification of the validity of a digital certificate may al so
involve tracing a certification path through a digital certificate chain,
12 2 9 AUG 2006 WD 03/079628 PCT/ CA03/(1(1406 which includes a user's
digital certificate and other digital certificates to verify that the
user's digital certificate is authentic. A digital certificate nay al so be
checked against a CRL to ensure that the digital certificate has not been
revoked. 1f MO@7%?% al signature in a digital certificat BCFA 484 ti cul ar
entity is valid, the 5 (;Iid(gi,tal certificate has not expjred_or heen
revoked, andWhipgingludesayserns digiielopgificaispad ofpes digitgl cerEfné"FtF? P i‘"gﬁ-\’ ‘gatg}e U$ €hai ned
digital certificate_ is trusted, then the public key in the digital
certificate digial gaidfifaigds yrepis tphég’ﬁbfﬁ”i‘ffatgg?y aigo li’arféec«lg?ﬁ fepsis ich the
digital certifi c&;ﬁe S, 'ss+ed, al SQ, r ef E{éed to as the subject of the
digital cert¥yE dpkhe Gpifpt pegificatapasinpt been rgokedsy he available to a nmessaging

lientf | S. . .10 VWhen,, i qi.tal tifl €. S, hed t
Fecel ved message.  t nel F GEEAFIREISITT P BHR: BES Pl b i Righb Theo” 10
Grortar cbr o feid St BE el el Bt TR MR e 0 Y PN
the Int t t her, t k.with i L i sh
coremugi g;tn ?o??gﬁ{cf‘tf’ 8ri ascgéﬁ'eg lgéo%?%%{egt%%ﬁﬁ%(g@%ﬁ@% gl%l}en% c %%t%? : Irr;y | oad
di gital tificat f . h . k . . ,
odem nobi | claBUReig vh SRR 5 b FOHEH TS DA digtieenihle BRSIEMH D, TN

a nobile dev}eg:e%ﬁ‘ggsaggg%biegﬁgﬁwgggﬁqw% 'gt al certificates via a physical

connection, suc t or B port, over-the-air transfer of

digi tal certificates pbedaMiegt rhinBHalhela RN 8 ARIARRL, O is_used

to load digital certifrcates tor éntities to wh a user expects to send

encrypt er e il %%’i it%]k@ﬂiﬁt:gceﬁ Gredbhll b AlrecEiSLd Ihésga%@;tﬂﬁ%iﬁﬁﬁéérﬁﬁ@&te ba vdownl oaded

when 20 encrypte ssages are to be sent to any of these entities. A user
may simlarl ¥xnla&§tpfrdilﬁ s lTn@!Jsage and stored in a memory store in the messaging client. Otherwise,

digital certificates can be requested and downloaded from a PKS on a LAN, the Internet, or
other network with which arequestor may establish commumnications. Itis also contemplated
that a messaging client may load digital certificates from other sources than a2 PKS. For
15  example, many modern mobile devices are configured for connection to a PC. By connecting
a mobile device to a PC to download digital certificates via a physical connection, such as a
serial port or USB port, over-the-air transfer of digital certificates may be reduced. If sucha
physical connection is used to load digital certificates for entities to which a user expects to
send encrypted messages, then these digital certificates need not be downloaded when
20  encrypted messages are to be sent to any of these entities. A user may similarly load digital
certificates for any entities from which signed messages are expected to bereceived, such that
digital signatures may be verified even if one of these entities does not append its digital

certificate to a signed message.
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certificates for any entities fromwhich signed nessages are exp cie@é %559
recei ved, such that digital signatures may be verified even if 6n

these entities does not append its digital certificate to a signed
message. 13 2 9 AUG 2006 WD 03/079628 PCT/ CA03/ 00406 . Wen a digita
certificate has been stored and is accessible by a nessaging client, known
nmessagi ng clients require manual contact information entry for the subject
entity of each digital certificate unless this information has al ready
been stored for the subject entity. Wien nultiple digital certificates are
downl oaded t SYA'}¥BY? e device, manual entry of contact 5 FRFVEAMP%N
associated with each digital certificate can becone particularl.

cumbersome. Ot her i-nbenadigitshoariificate fsgieenastoredeing israrcespible b agssa éga di gi t al
certificate expiry tine or validity period, may_also be inportant for
messagi ng cl Elisat kiepe messpeineclisnrdeqrpmabal sopaey ol s Ry fopthasbicctepily | ar | y
inconvenient. In one enbodinent, digital certificate information is
extracted fr efpadhsigifal conifiepiegimiesy thiglnfomatiophas already beqn sored fos R siet fIYY 2 nobi | e
device 22 and stored in _an agdress book qr sjmlar contact jnformation
Store. of poJErmmyals i e S AP eHRO RSB e Ry R B g 35 a
bl ock diagram of a nobile device 22 with a digital certificate information
st or age sgst farmaion @ssacippd it A distal 8@9&‘@@ ciuzgchm%%agbcﬁag% 8’“?%#3 %at er

detail wth reference to Fi.g. 8. 15 shown. in..Fig. 3, .a nobile device 22
i ncor por at i n§sr igiogratigy mcf‘é{%“lg"fcie‘é‘gf”ée' S‘iAcﬁ?soar(ﬁﬂﬂ °5ﬁlﬁ§att't9ﬁx35@”§§/%rtvg'ﬁ“¥orrpri ses a
menory 52, a djgital certificate |oader. 60 contact . infornmation injector
62, a keyboaP?img'eryG@%‘?e15“?1%?‘%%55“@%‘)?5”3&@%%?% megual ?nrugghécr(e:oeﬁ/neb? 66, and a
serial or uni,velr?al seriatl bus (USB) port 68. ‘The nenory 52 preferably

i ncl udes a pFIFERPY 6" ff erent storage areas or data stores, shown in
Fig. 3 as adigital certif

contact information is %f 3Iirne%?'§°é’?it‘%ét§1r°§§i{ﬁgag@§‘%’gl@gﬁri%%ﬁaﬁga?%og?gachn whi ch

10  digital certificate as it is loaded onto a mobile device 22 and stored in an address book or

similar contact information store, or possibly another data store, on the mobile device 22,

Fig. 3 is a block diagram of a mobﬁe device 22 with a digital certificate
information storage system. An exemplary mobile device 22 is described in greater detail
with reference to Fig, .8.

15 As shown in Fig. 3, a mobile device 22 incorporating a digital certificate
information storage system comprises a memory 52, a digital certificate loader 60, a contact
information injector 62, a keyboard and user interface (UT) 64, a wireless transceiver 66, and a
serial or universal serial bus (USB) port 68. The memory 52 preferably includes a plurality of
different storage areas or data stores, shown in Fig. 3 as a digital certificate store 54, an

20  address book 56 in which contact information is stored, an extracted digital certificate
information store 57 in which oth& digital certificate information is stored, and an application
data storage area 58, Other data may also be stored in the memory 52.

The memory 52 is a writeable store such as aRAM or flash memory into which

other device components may write data. The digital certificate store 54 is a storage area
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information store 57 in which other digital certificate informat?dhAU§ 2006
stored, and an application data storage area 58. Other data nay al so be
stored in the nenory 52. The nmenory 52 is a witeable store such as a RAM
or flash menory into which other device conponents may wite data. The
digital certificate store 54 is a storage area .14 2 9 AUG 2006 WO

03/ 079628 PCT/ CA03/ 00406 dedicated to storage of digital certificates on
the device 22. Digital certificates may be stored in the digital
certificate store 54 in the format in which they are received, or may

al ternativel YWOB#p@#sed or otherwise transiated into a sPEF&GEWEF mat
before being witten to the store 54. The address bogk 56 is a contact

i nformati on dedieateditgrage pistigiial ceifiairs on tha feyicpdd iDbHakCefilgaRs ey kestoredyi t h whi ch
a user of the nobile device 22 may exchange nessages. The address book may
al so store phydedgial eetificiesiore sip Ftieﬁﬁ‘“%FH‘f’]E@’stheéiﬁramﬁﬁE‘Y?éro‘%h‘t tg0ptvelit or mat i on
in addition to or instead of information that used for i ng using
the nobil e dégpEedppotheryise wpglpediniop siopes forppt bEfé’iei’F‘flg FE8 19 e Ef?rﬁg ‘ion store
57 is conflgured to store other,informati on from di rti.ficates
stored in the® EFCEFEF%J‘P"‘C‘@H%‘%CPF%C&{“@" t&ﬂ“é‘°fe(5haé*°ﬁ°é‘fﬂ°@“a§?ﬁ{9f’%ar“°‘b rquifligse
processing of 10 particul ar ital certifjcate inforpmation. or use of

di gi t al grt iifh el aper efrwqbﬂgdwea%wm %"t“éeﬁsé‘geﬁ‘r% Re R PROKIBHI i cat i ons

installed on the nobi | or validity

period coul d 258 SEREFFEEES r?sfd?ﬁlﬁlg& P 43¢ LT £ i’d““t?rg’a W™ BELW D cr eat e an
o5t SR et g P%f hc‘“%? i gxdség"‘;h :
2
o ovi Stgméﬂt. e i °nc3*|e%d 3§Mﬁﬁé§fﬂ§“§*§@m‘“ﬁ° B B ke eyhaz
i T
L R o S el A o
repr esents one | U.SF{? e dgg%zgn‘grtlgca?e ﬁté)r}: Qbenabie 3 ulgpt;[rlfz?%, Fggéd%éelf g;stste(r)r;ed

|
in the menory rg cates

:/\Ei gﬂd:Nit : ﬁ)n . fﬁring‘g?rl Shcoclrt cz*té‘mﬁ;rxgatgn%r usde 1§ d%’itﬁ'cgﬁhca&eiﬁitoh{:zlﬁ%}‘?oéh&ader 60,

V

systems or software applications installed on the mobile device 22. For example, an expiry
time or validity period could be exiracted from a digital certificate and used to create an
appointment or reminder for a user of the mobile device 22 to thereby provide an indication to
the user when a stored digital certificate has expired or is no longer valid, The application
15  data store 58 stores data associated with software applications on the mobile device 22 and
represents one illustrative example of other information that may be stored in the memory 52.
The memory 52 may also be used by other device systems in addition to those show;n in Fig,

3
The digital certificate loader 60, which will typicaily be implemented as a
20  software module or application, manages loading of digital certificates onto the mobile device
22. As described above, a mobile device may obtain digital certificates from various sources.
The digital certificate loader 60 is therefore conr'nected to communication modules such as the
wireless transceiver 66 and the serial or USB port 68, through which digital certificates may

possibly be requested and received. For example, when a secure message is received from or

15



20 software nodul e or application, manages | oadi ng of digital L% flgs
onto the nobile device 22. As described above, a nobile device § é
digital certificates fromvarious sources. The digital certificate |oader
60 is therefore connected to comunicati on nodul es such as the wreless
transcei ver 66 and the serial or USB port 68, through which digital :
certificates may possibly be requested and received. For exanple, when a
secure nmessage is received fromor 15 2 9 AUG 2006 WD 03/079628

PCT/ CA03/ 00406 is to be sent to an entity for which no dlgital certificate
has been st or¥A¥¥H*®he digital certificate store 54, thePRBIEAPEIHSY| ce 22
may request the dl%lta| certificate froma PKS through the wreless
transcei ver B6° erient 128 entingferpyhje ne digitl pegtificate has bpop ptered lithe dieity psrifica gi t al
certificate source in response to the request through the wireless
transcei ver &8¢ ke wahile devies 22 may raypst thG@“’h‘ﬁW’Sﬂ‘éFesfﬁ?nb‘éPrﬁ% degeueh e onj unct i on
wth a simlarly equipp PC to downl ad d| %ﬁgertlfl les onto the
Tobi | & devi cEisis Tty tgﬁap%flwd@%ﬂw e dlgyad oot P Gpital FRTECRtE FouEsS
preferably npnitors the digital  certificate e 54 t etect new digital
certificat es™d&PPHiey the Feaiesf ol Vi W§Fif%?3 bt fepﬂor:ﬁﬁ%vo 5% 54,

Al ternativel t he di |taI certificate | oad e configured to
noti fy the diipeardinsd vhprY sy SpipRta o fanlbe PSR O8S i o1t al
certificate is IgiéF to the device 22. Upon determ ning that a new
digital cert [PPFERLeSe een stored to the digital certificate store 54,

the digital tifi f ct ct f
the di gital certifi cES T UREN e T aRrr T Br e PRI T e AR B o
digital certiligat okl BLLNul SRR 8PS e Sl Lagad contact

i nformation f(5u I'GSS crea g a‘new entr in

the address hook, 50, Hskng. tw%farégh%sﬁad%%a&%ﬁe AT LDl oring

the extracted ¢con 0 an exi s ress book

56. Befong a e@@ﬂ%an@%&rﬁ%@aﬁ%#ﬁor%t hén h%g@{(l%@r% ﬁ&te it Q»Edeg' g@ekdeglgé ?i ficate

|nfornat|on I njector pre erab y ch e address 0 determ ne
whet her or n%Eo& Jg%m(ﬁfﬁﬁé A%a new digital certificate has been stored to the digital certificate store

54, the digital certificate information injector 62 extracts information from the digital
certificate. When contact information is extracted, the digital certificate information injector
62 stores the extracted contact information to the address book 56, by either creating a new

15 entry in the address book 56 using the extracted contact information or by storing the
extracted contact information to an existing entry in the address book 56.

Before a new address book entry is created, the digital certificate information
injector 62 preferably checks the address book 56 to determine whether or not the contact
information or possibly some portion thereof aiready exists in an enfry in the address book 56.

20  For example, when a subject name is specified in a digital certificate using an e-mail address,
the digital certificate information injector 62 may search the address book 56 for the e-mail
address and create a new address book entry only if the e-mail address is not found in the
address book 56, When an entry exists in the address book 56 for a digital certificate subject,

if further contact information is provided in a digital certificate and extracted by the digital
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information or possibly some portion thereof already exists in a@ gnéU@ 4086
t he address book 56. 20 For exanple, when a subject nane is specified in a
digital certificate using an e-nmail address, the digital certificate
information injector 62 may search the address book 56 for the e-nmai
address and create a new address book entry only if the e-mail address is
not found in the address book 56. When an entry exists in the address book
56 for a digital certificate subject, if further contact information is
provided in a digital certificate and extracted by the digital 16 2 9 AUG
2006 WD 03/ FOEAY6RCT/ CA03/ 00406 certificate informati onPEHFABOMS 62, t he

digital certificate information injector 62 preferahl: c&ecﬁ%&ab} he exi sting
entry for t hertifelsjieformation niseter 63 fis digital corificelg At NPT S %P9 Mat i on al so
exists in the address book entry. |f not, then the existing .en i's
preferably @@&QWXW“%%WW&“"SPW@‘W‘F‘HE‘P’Q‘@%@E efcc?“ﬁa\"g“"' |§‘h£l%% t he

existing entry. Therefore, the_di Pi tal certificate i nfdg{e tsiogl i nj ector
entry

62 rmay updatesists dhegadipss becksuik HESh Bgn tay Fiine AT PrEfeACINERY sing t he
extracted information or storin xtracted i nf.ornmati.on axisting
entry. The dheyferthar ceripat iipfprngpion %nﬁ?‘&”’ﬂﬁing S mbee e(r{%?’ %2 d%&?%b}ﬁﬁ a;rl y
extract other information fromdigital. certif..cat | the nmobile
devi ce 225 f oRfoERaELECtor2 H‘aﬁ'fﬂdf‘téﬂlé%‘idmsssh(o@?%tb ?1hj§rta8‘?u?dggaen%g’(rg§%u§%tﬂeFor

exanpl e, as describhed briefly above,.diqital Lk f es may 10 include

di gi :al certhff?‘:&éf’é"r@ﬁ%“ﬂ/“ “3\73 cgﬁgn@o@ﬁp&}%&ig %thn"teﬁ t pl(:ulg be usczag Eo

create an appointne r. rem.nder. for . “mgltﬂ, WL e 0

al ert the user when &Lﬁﬁﬁ}tfﬁlﬁfmlﬁ%ager{n%oﬂl%lg ﬁ%{%l rg%P(;ﬁr I'S i%\?aﬁg or is

about to expire qr becane.invalid, .l ' Sl £Hifed

certificate THIGH ‘i“b?o'lgl?allufeg“c Caot?sq%aéledgorn{é)?{ 3?“3 1?%? g‘g%? 3 goté%lgragaeq%?igli Tal

certificate subject nane ' gl ol | JRLtiBRef gy Checks the

extracted di 7 5587 £1°F F%gﬁc’eel %&é%%@%cgﬁéﬁsﬁngf}%%%ﬁg %o (jletter?rll'gyne if an

entry already exists, for. th bl eCk vk 3 ApDeWIaNleMe ad - €., @ New
1§ i R R inch Sl e Sfhay i hi1RyR oD BIIATEH:

rem nder ate e store 57 using the extracted

digital certificate  InEQLIBELQR or MRGRLANSRE $Y10hRE HeiBerSitbl £aibitioes exi st
in the store®B7 Fhéh the expliry or

certificate expires or is invalid or is about to expire or become invalid. In this example, the

digital certificate information injector 62 preferably extracts a digital certificate subject name
and expiry or validity information and checks the extracted digitat certificate information store
15 57 to determine if an entry already exists for the subject. If not, then a new entry, i.e., anew
reminder or appointment, is created in the store 57 using the extracted digital certificate
information. When an entry for the subject does exist in the store 57, then the expiry or
validity information in the existing entry may be checked to determine if it is the same as the
extracted information. If not, then the digital certificate information injector 62 preferably
20  updates the existing entry with the extracted information. This is useful, for example, whena
new digital certificate has been loaded to replace a digital certificate that has not yet expired.
Therefore, as above, the digital certificate information injector 62 may update the store 57 by

either adding a new entry using the extracted information or storing extracted information to

an existing entry..
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validity information in the existing entry nmay be checked to det @gﬁ i§
it is the sane as the extracted information. If not, then the diezgit G 2006
certificate information injector 62 preferably 20 updates the existing
entry with the extracted information. This is useful, for exanple, when a
new digital certificate has been | oaded to replace a digital certificate
that has not yet expired. Therefore, as above, the digital certificate
information injector 62 may update the store 57 by either adding a new
entry using the extracted information or storing extracted information to
an existing eWOW796287 2 9 AUG 2006 WO 03/ 079628 PCT/ CAO3PEIA8 & her
information in a digital certificate could sim|larly be extracted and
stored in menory 52 &hherprpgdion ins digiglicertificaty coulginilatlphesxtgctedrng ptorsd
certificate information that_are extracted and stored could he

confi gur abl e iByerorrsR PR e mebiledsviga e The tpes efdigil eertifigyte infrmation thaiars g
settings associated with the digital certificate information injector 62. 5
I n anot her erf5Bifistettl storadecodid gher configugable; by & mokile; Govise MRt 1R crapPlscbbr 62
accesses the digital certifjcate stqore 54 to extract di qital certificate

i nfor mation. SRARISHpRiftingLastochishwith fhe digjta) corilficaledformpliquipiectone.o pat i on
extraction froma stored digital certificate_depends upon the format in
Whi Chcli g al cert 11 CpeUeERBOGE i S CHENGG PR SO PSS  or e B4,

I f digital . f] t d.n.the. digital, tificat t 54 |
the format i AR EIFERRE Sresd S Boas s ire R Ao T R iCRpe el cat e
i nf ti i pj.ect 2. retri jgital Iificate f the digital
oo e RSt S S R A L (LR e 7 O
tifi t i nt , , i f t t digital tifL.
Ut ormat on s yRRH AR et 25 Tk By Sk Sdicaflr i g gl ©
certificates ake par egor&[ intt%ggig; :ﬂf[c%% 1€a¥e Sgor}gsgih?ghg% certi f.g cate | oader 60
F oa?%aa?e (5 n{e ifa

in whicht e
such that parse a are storéd i i g RETTHTI"CAL® €¥Fe 54, then
the digit Lfi J5.] i - L0 . . I t
e 191 8 SELbLE gRh L AIBAITI LA, TS O B3 YL ERRAEN o o Y20
54 as requir &l §;QPORHCAE Stofe! dill Bitsds Br SfUbisE FanbiRted HE Bk ELrifiBk Fms LT €S 96,

appropriate format so that digital certificate information can be identified and extracted, If

received digital certificates are parsed or translated by the digiial certificate loader 60 such
that parsed data are stored in the digital certificate store 54, then the digital certificate
15  information injector 62 may read only relevant infon‘nation fields from the parsed data in the
digital certificate store 54 as required to populate fields in entries in the other data stores 56,
57. In the latter example, the digital certificate loader 60 may be configured to pass digital
certificate information from a digital certificate to the digital certificate information injector
62, which then stores the digital certificate information to the address book 56 or exiracted
20  digital certificate information store 57 as described above, |
Irr.lplementation of a digital certificate information storage system, such as
shown in Fig. 3, preferably does not preclude address book or other information entry via
input means such as the keyboard/UI 64. When a user wishes to add further contact

information to or change information in an existing address book entry or to manually add a
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57. In the latter exanple, the digital certificate | oader 60 may ?F
configured to pass digital certificate information from a digit%l AUG 2006
certificate to the digital certificate information injector 62, which then
stores the digital certificate information to the address book 56 or
extracted 20 digital certificate information store 57 as descri bed above.

| npl enentation of a digital certificate information storage system such as
shown in Fig. 3, preferably does not preclude address book or other
information entry via input neans such as the keyboard/ U 64. When a user
wi shes to addV® ¥a’P@¢# contact information to or change i REHCARYIOHA in an

031 079698 PCYHCREERGERGT L e e asEiser o ol Budettn &g 1O
contact 1 nf ore S TRR rouRan et P b B BBl BUUGRR, SR
Al t hough a single nenpt 2. 1:S.S N H 3 i i+): I 2 may
i ncl ude several diffg@g%?gh%%@$?gﬁﬁ$#g?mgh%ﬁlﬁﬁgﬁagﬁ§&§§g€§%2%§?§56, 57, 58

0,56 o B, bESHOPAAE RS WIS ot o ey

operation of 1girtal cer ormation storage systemin a

miltiple ge rT]TI)TIl’ cn%}{t%&ﬁggﬁaﬁate%%ﬂﬂ ﬁolvé@eéﬁxa%?ﬁﬂoh%ﬁgnaﬂ(a}‘gﬁa} ceRa8yst ens and

nmet hods di scl'6se erein are n restricted to i mentation in a nobile
devi ce 22 hayj I ‘o i |l e

t¥m & nﬂlﬁ[g;?é‘]ﬁ:mo QU s ibsthlt@tly 23 desExfed 601D €,
further _datéhg %%ggnﬁggggémprV| ed an gpnffgu?ed f%r storage of
i nformation extract edyfulspumlag hedodsBscfoslahirbih &8 hA Sestridibtio Baplerdmierd di gi t al
certificate information Store 57 is intended as a general exanple of a

store for di gi,tabnlalid 3 &%gm&ﬂé@&lgm%ﬁ%ﬂwﬂ h 15a . Beakaie, fufife@r mat i on.

Simlarly, ewer data stores may be enabled for digital certificate

I nformation &zﬁ# S@GIh Be pAGicS] Al ABgurcdTHGRr G infoalonRR@aclel REm Aiitdli i t al
certificate Information, contact information for exanple, is automatically

stored. 35 WidiRakheridictidal datctitical iffohnRaeiesio 87 anfteddb®asti @hdral
certificate infornmation

example of a store for digital certificate information other than contact information. Similarly,

fewer data stores may be enabled for digital certificate information extraction and storage,
such that only one type of digital certificate information, contact information for example, is
automatically stored.

15 ‘While the éiigital certificate loader 60 and the digital certificate information
injector 62 are illustrated as separate blocks in Fig. 3, the digital certificate loader 60 and the
digital certificate information injector 62 may be implemented as a single software module, or
as separate software modules.

A digital certificate information storage system may also create or update

20  application data in the application data store 58. In the above example of creating or
modifying a reminder or appointment based on expiry or validity information extracted froma

digital certificate, such a reminder or appointment would typically be used by an agenda ot

calendar software application on the mobile device 22.
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injector 62 are illustrated as separate blocks in Fig. 3, the dig%igbg 2
certificate |l oader 60 and the digital certificate information iAfj r @5
may be inplenented as a single software nodule, or as separate software
nodul es. A digital certificate information storage system nmay al so create
or update 20 application data in the application data store 58. In the
above exanple of creating or nodifying a rem nder or appointnent based on
expiry or validity information extracted froma digital certificate, such
a rem nder or appoi ntnent would typically be used by an agenda or cal endar
sof tware appl Vea4tH8HR80on t he nobile device 22. 19 2 9 AUG 2SUEASANE3/ 079628
PCT/ CA03/ 00406 Digital certificate information storage may al so be

appl i cabl e to other tPﬁﬁ%ﬂ%ﬁlﬁc%%ﬂgﬁoéwoﬁ%%e&ahﬁﬁiwwpg@bleé@miy?@f a deskt op
or laptop PC, for exanple, even though data entry tends to be easier than
on the nobi | eygEaithan 2 pobilefeyics 24 Qaadeskipp erdanioriRGs BF sramplersventhqugeda?on  and
storage saves the tinme and effort associated with manual digital
certificate i*AnoraLeprsicnthayantip moile deyeq2eigitat cgrtifieass informagien sstagtiot ed on a
system Fig. 4 is a flowdiagramillustrating a _nethod of storing digital
certificate aPhitesparaniedite s andriion seroniyl Wit mapud digiel pertificaicdpformatiing; t al
certificate is Ioaded,qn}o a. device, such as when storage of a digital
certificate tBmHorfeg sl caHicp Stgd 80 &PYFM i s detected, At step 72,
digital certificate igfornathon ls extracted fro$1 he, di ital_gertificate.
In order to prevent 1858c? &t %%dﬁgmaébﬁﬁWBQ%HQW? P ‘”Pﬁd%“ﬂéﬁﬁlﬁ¥bre, a

det i ti i h d t St 74 t whet h t th
PRt R e R RN S e A
dd bj ect I i i \ R h t t I f
The o gi val cung v ApBee d apERAt e el ulplisbriTieliE AR 7L o e, then
t st 75, th i.Sti try.i f ly . ch d i whet h
o SLeR o gAY i SR rOR e RSHRE, ot e e
inthe e t0r gicgegﬁongled%(ﬁlriéag%gtri@gg X c?a’ta s?brec,i!:&'tetmua'lnaﬁ%g Estplrgférzﬁ)%;[ rremdg &QJ&E ’% as {P)ams coul d

be used a

whether or not the digital certificate information or a portion thereof, such as an e-mail
address or subject name, already exists in an entry in the data store. If the digital certificate
information already exists in the data store, then at step 75, the existing entry is preferably
checked to determine whether or not further extracted digital certificate information, if any,
15  existsinthe entry. Asdescribed above, adigital certificate subject name could be used at step
74 to check for an entry in a data store, whereas an existing entry could be checked at step 75
to determine if other extracted information such as an expiry time or validity period has
already been stored in the existing entry. Atstep 77, if tl;e further extracted information is not
found in the existing entry, then the existing entry is updated by adding the further extracted

20  information.
When the information extracted from the digital certificate is contact
information, a secure messaging flag may be set in the address book entry that includes or has
been updated with the extracted contact information at step 79, Such a flag indicates that 2

corresponding digital certificate is stored for the contact. A user, when addressing a message
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74 to check for an entry in a data store, whereas an existing entry c [ﬁ
be checked at step 75 to determine if other extracted i nf or mat ibH éUg §
an expiry tinme or validity period has already been stored in the existing
entry. At step 77, if the further extracted information is not found in
the existing entry, then the existing entry is updated by adding the
further extracted 20 information. Wien the information extracted fromthe
digital certificate is contact information, a secure messaging flag may be
set in the address book entry that includes or has been updated with the
extract ed coﬁWQ@WW”ﬁ*ornatron at step 79. Such a flag indiPEACA4MH4t a
correspondrn% ital certificate is stored for the contact. A user, when

addr essi ng a "ME&Lale- maythereby @S‘M%‘C‘Z‘BEFB” e%%@ﬂ@%%@ﬁ@r@t%@ﬁﬂmoe to

t he contact, ther asj det er m, ne whet her or not i gital

oty Tl e s s Seet onu o dna {6 %@épﬁéﬁum&sr@faa@a S HBL whet her
or not secure ness ng .tot ontact | t hout f r.st obtai ni ng
Che i gt tal Gttt Pt b g et o O o e g1 et
certificate sou . This, fla r rther, fla i,ndi ator coul d al so be
Cobt fo- onusERheh et Tueoatul e e blRtiors il bR B S o o
preferably confi ura | e ecure  nessa g natively,
Phenever 3 ribiid 8 SorbeLE Blrel G540 TS SRRRDPoRRE Bl o AR vt 11 ag
set, a user At} ect a nessa de..includin for
oxammhe ol aliradfe RARTRhGRA rﬁﬂe"s“mssa AP et g gy o

encr ypt ed Secugs%% RS o0 IS, p?eﬁttggereg d teelé%&oerrrae il bgf or mat i on

is not found I'stin ore en %Fnegatlve
determ natio t step 78
and fields i %xa?%lc h@ﬁvﬁlt%ﬁ?ordg(%r \ééugi uo?f eo usi ng %Lné% @g@%@ or mat i on
at step 80. At.step 82, a secure‘nessagrng flag i s then set for a new
addr ess book entry, as described above. The new entry may then be used

simlarlygto any ot hegyugibidga digﬂaltcé}ﬁﬁcqatirﬁomation is not found in any existing data

>'=f

store entry, resulting in a negative determination at step 74, a new entry is automatically
created at step 78 and fields in the new entry are populated using the extracted information ar ‘
step 80. At step 82, a secure messaging flag is then set for a new address book entry, as
described above. The new entry may then be used similarly to any other entries in the data
15  store, or possibly similar entries in another data store, and may, for example, be edited,
deleted, forwarded to other users, displayed and the like. In the case of a new address boek
entry, the new entry may also be used to address outgoing messages or to replace a sender
address in a received message with a familiar name,
Fig. 5 is a flow diagram illustrating a method of generating and sending
20  messages subject to digital certificate information stored in the digital certificate information
storage system. The method begins at step 90, in which a message is generated at the mobile
device 22 and addressed to one or more recipients. The message may be addressed by a user
manually selecting an e-mail address from the address book store 56, or by replying to a

message previously received at the mobile device 22, for example.
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15 store, or possibly simlar entries in another data store, and Y, |
exanpl e, be edited, deleted, forwarded to other users, displayeamidﬁmiﬁgm
like. In the case of a new address book entry, the new entry may al so be
used to address outgoing nessages or to replace a sender address in a
recei ved nessage with a famliar nane. Fig. 5is a flow diagram
illustrating a nethod of generating and sending 20 nessages subject to
digital certificate infornmation stored in the digital certificate
information storage system The nmethod begins at step 90, in which a
message is geW@PHEH#Pat the nobile device 22 and addr essd®T@ Y r nore
reci pients. The nessage nay be addressed by a user | ecting an

) . nyal |
e-mai | address from tiRete @?§“H@6Kkﬁ?b?%d§§Fmﬁ?“@VHQéB?Vﬁ%ﬂﬁﬁgﬁa nmessage
previously received at the nobile device 22, fo exang*%”aglﬂé.% AUG 2006
WD 03/ 079628informmtiondnyteshinghy Heity] eagifigate S@ﬁé‘*r{%‘f‘? FUARRA TR DT, i nes
whet her digital certificate information is stored in the. digjt.al
certificate gfogpaionstorsy) fopibe coresnepiRgLafivge PaFh @%F‘Fis?ﬁeésaﬁgre”\%f@? mat i on
store 57) for the correspondi ntity to which the nessa i ddr essed.
The det er mi $RATEAFRD ﬁ%%gab§w@WE%%P?MFé@§%@ﬂ$@”%%%%%§§d§ﬁ¥ 89
associated wth the 5, addressed.recipi.ent. ..or r.ghi . di,gi t al
certificabe ¥iEpEd BAPERy OLiYSe ?Cj’f‘}ggltet“g%itagﬁ°8iﬁf’%%‘f Qgrgégﬁr ﬁ]le(?}é étte'?%lggérl mat i on
store 57) for the electronic ress of .t reci pien . qi. qi.
certificate CHIHP RIFREIRR rer?z)tq.grsﬂfeede &Y “.‘°r%‘g‘%e‘%%gff§?°§?° Pé+t' (l:fléi?'gfliﬂf i ca{:tgﬁ & store 54,
then a list of No. Certifjcate. . |Info td on td,0 i r 3R Ayt dS Shown
ibn step 94. ér;%ﬂ‘ont%rém jor lfltﬂlmf(ﬁzuéﬁf{cee dr??%rst%téﬁbﬁl;%%%t?dg%g st tgn igl ected
y a user, shown i.n s ; L.k . e
I nf or mati on Qtr‘ln%tlr?gOﬁﬁmél%ltsggy%%gcé’r?déhlc’)‘gﬁlgﬁgﬁ{?%g%ct e |1 nc%]gjtgh%%hopti on to
request a digital. r.tiLklsGat f .t e R @nt : wn in step
98, to abort uﬁ@ 1%15‘%2631%1%%&13’3 a?ﬁ%i/\ﬁ Spﬁmfﬁ@% {ee §E§L'001,ugtga§%?§6ms%emod@?%%gﬁessage, as

shown in Lk e&f&ggtiﬁ)gu'o}%énﬁ‘ SisAReh A porhBARELd iReriieh bion foibdubdi h@RkR Of the

addressed recipl
certificate of the addressed recipient, as shown in step 98, to abort the message, as shown in

step 100, or to send the message, as shown in step 102,
If the option to request a digital certificate of the addressed recipient is
selected, as shown in step 98, then the message is stored at the mobile device 22, and the
15 mobile device 22 sends a request to a digital certificate provider for the digital certificate of
the addressed recipient of the message. Upon receiving the digital certificate, the user may
select from one of several security o_perations, such as encrypting the message or a session key
using the addressed recipient's public key, for example.
If the option to abort the message is selected, as shown in step 100, then the
20  messaging operation is aborted, and the generated message is not sent.
If the option to send the message is selected, as shown in step 102, then the
message is sent in the clear. Of course, the user may digitally sign the message using a private

key, and may further attach the user's digital certificate to the ouigoing message.
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sel ected, as shown in step 98, then the nmessage is stored at the f&bibﬁ
device 22, and the 15 nobile device 22 sends a request to a digk IA 2006
certificate provider for the digital certificate of the addressed recipient
of the message. Upon receiving the digital certificate, the user may

sel ect fromone of several security operations, such as encrypting the
nmessage or a session key wusing the addressed recipient's public key, for
exanple. If the option to abort the nessage is selected, as shown in step
100, then the 20 nessaging operation is aborted, and the %enerated nmessage
is not sent. WeUM¥BZ$ption to send the nessage is sel ect edCTESOHHRPIN i n
step 102, then the nessage is sent in the clear. O course, the user may
digitally sign the medksige %sifnle aopil derice 22\ determinesd thata digitah cemtBifa®eat t ach t he
user's digital certificate to the outgoing nmessage. 22 ,2 9 AUG 2006 WO
113/ 079628 Pafermairsissiomedin e digital peztificep store g‘*»fhﬁ%thﬁ%l?qeée‘féré@? gegervesifot or i nes
that digital certificate information is stored in the digital certificate
store 54, thdé digial caficateds augliddisitobeegifiats ipstera 0% ff the qigitalicegtificale 5@ ¢ fi cat e
is avalid digital certificate in step 104. I1f the gigital certificate is
not valid, t'AEhDheR gep Ynisjexeqhiedoand dtpseayity S@Rﬁt?éeagéﬂ - 20d dPsmEBalsE 100, and
102 may also be 5 executed, as determned by the user. If the nobile

devi ce deter fFTMed Pyl ped RYHRAWH certificate is a valid digital

certificate i t 104, t th bi.l e deyi ce. det ' if a.default

sendI f: ag ha;aneﬁpsegﬁw&E&%g H%‘(i\‘/% qg?%“’lg’fegﬁla%!%&gﬁtg %‘f”ﬁ ‘%’g‘fe gﬁ!fl‘fi dg%tﬂg 1? :Jag is
t, th th i , h in,st 02. 0 ti f th

dof aul 1 send SHIEGE HAFPIE BEREE FRRIESF I SR AT s HRe b B0t 1 0. an

automati c setéin ﬁflhge default send flag may be tied to the setting of
t he secure né‘?ﬁéf‘a Tag. In one enbodi nent, the secure nessaging fl ag

ol 20 Per o, Che TGl e IBde e o REAMG B0 M

10 Setting of the default send flag may be done manually by the user, or may be automatic. An
automatic setting of the defaunlt send flag may be tied to the seiting of the secure messaging
flag. In one embodiment, the secure messaging flag also performs the function of the default
send flag, In another embodiment, the default send flag and the secure messaging flags are
separate flags that may be independently set, or as described above.

15 Sending a message via the default send flag may also include execution of
other operations, such as digitally signing the message with the user's private key, attaching
the user's digital certificate to the message, or encrypting the message with the addressed
recipieizt's public key.

If the mobile device 22 determines that.a default send flag has not been set,

20  then alist of Certificate Information options may be displayed, as shown in step 108. One of
the Certificate Information options may be selected by a user, as shown in step 110.
Hlustratively, the Certificate Information options displayed and optionally selected include an
option to perform a security operation on the message, as shown in step 112, or to send the

message, as shown in step 102,
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separate flags that may be independently set, or as described above. 15
Sendi ng a nessage via the default send flag may al so include exechi@i AdGo2006
ot her operations, such as digitally signing the nmessage with the user's
private key, attaching the user's digital certificate to the nessage, or
encrypting the nessage with the addressed recipient's public key. If the
nobi | e device 22 determnes that a default send flag has not been set, 20
then a list of Certificate Infornmation options may be di spl ayed, as shown

in step 108. oagt N€ Certificate Information options may be sel ected by
a user, as shg\%ﬁuﬁlmsgt ep 110. Illustratively, the Certi fiEé'f’@‘“Wﬁ*H@fr mat i on

options displayed and tionall el ected include an option to performa
security operation on Lftﬁ%OP(r)'r!B’ééoa%gf%mhgs%we‘iaﬂmb?”etﬁe pgssage dt selegfes gnd t he

message, as i ep 102. 23 2 9. AUG 2006 03/ 079628 PCT/ CA03/ 00406
T o o by BERer GF or e Seclit Rt o OF REIHBAPAGE TEEG] oot og

h i , . it ti . b
Dorf ormed on Tt iuet 1S 308 1O finT Be RGN hestaglRE Bé bty iRk 1l 1 y
i i th ] y i { k [t hi th '
Gl St ar cort i Rang e it alph8 idRasoRhd Nl Ficrfle B Rellke Gt he 5

addr essed s eGjiRieRtechidbllbt fegy. I f the option to send the nessage is
sel ected, as shosvvn ?"ﬂ"stﬁﬂﬁ' 1002,9 then the nessage is sent in the clear. O

course, the user may ghiggl doddd ¥ sSd : 109 ; r e, key, and
may further attach thetuségr' s di gi%%arﬁég%éigt?le?el%%g'tagﬁlog’gtuﬁset%oft?g’gﬁelnﬁlﬁ nessage.
The process qepb&liedndinnidy. G come, @b AL rality of -
recipients 10 oé‘ela Iéilngl e mesgage, s‘qug‘r?%g‘si trsllglgtﬁgeﬁésss%ﬁgrm 3 Fveaée to all

recipient s okeRailahy dMeRi@ARLY gl CEINAR Pho bR E, deVi ce 22, or
addresses a new message to nore than one reciprent. Fig. 6is a flow

diagramillustrating BhdPedchdepiiedBerif 3ty 116 vd hébledbor £Sihilididh i)ﬁgcﬁp?ents

10 of a single message, such as when the user replies to all recipients of a message previously

received at the mobile device 22, or addresses a new message to more than one recipient.
Fig. 6 is a flow diagram illustrating a method of performing digital certificate
related operations based on digital certificate related events. At step 120, the system detects
the occurrence of a digital certificate event. A digital certificate event is an event or operation
15 thatinvolves a digital certificate, such as receiving digital certificate data to be stored in the
digital certificate store, the occurrence of an associated calendar date, or the accessing of a
digital certificate, either by the user ’or by an application program,
If the digital certificate event is a digital certificate store event, then at step 122
digital certificate related data is stored in the digital certificate store a.m;l calendar data related
20 to the digital certificate data, such as an expiry date of the digital certificate, is stored in a
calendar application store.
If the digital certificate eventis a calendér event, then at step 124 the calendar
application checks for the expiration of digital certificate validity periods based on the expiry

data stored in the calendar application store. A calendar event may occur when the mobile
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rel ated operations based on digital certificate related events. A%Ji;ﬁp
120, the systemdetects the occurrence of a digital certificate G 2806
digital certificate event is an event or operation 15 that involves a
digital certificate, such as receiving digital certificate data to be
stored in the digital certificate store, the occurrence. of an associ ated
cal endar date, or the accessing of a digital certificate, either by the
user or by an application program If the digital certificate event is a
digital certif{jg tore event, then at step 122 digital _certificate

rel ated data wgug}tn@rﬁ%d inthe digital certificate store antt CHt¥iat data
related 20 t ol S0 e h as.an expi.r te of the
i g tal certi fian il i WERMEyPTuin i SR e RBUINE AL D)
digital certif) ' n 124t he
cal endar appit"%p c ?aﬁ%ﬁyﬁ ea%:ttrga g#%!f ﬁé;&glg(np??%gﬁ cglﬁh&c}?e‘ﬁ%ﬁoféﬁgﬁxgﬁ? Tcate
validity peri X A0 PYA r i, .

application sggéggéi c% en gﬁwgégﬁﬁﬁwggégﬁé%%ﬁvﬁgﬁﬁﬁ%gﬂﬁ%gﬁuﬁﬂggée2 9 AUG
2006 WD 03/ Oﬂaglﬁizlﬁséagytlg pd%néa}&&}%%vﬁld%ﬁg‘ftklgﬁﬁﬁ&%g%‘g g?fﬂenatﬂéjus% if €S| dent

cal endar application program checks the ca ar expiry data, or

may al ternati yelays DenelifaL@Gigi E&iGee0h i @8l endar event for given expiry
data. At step 126, the systemdetermnes if invalid (by reason of expiry)

digital certificates afge dtgqsmmh@a&eaematdi@ap&h&zegéacc&@,ttﬁentﬁefs]yé:t alid

digital certificates are found, then the user is 5 notified o e invalid

digital certijdeamesSytemesth@Bgile? Srtiflchte bdiRsed iOlalidlas GBI if dhpaAb® LNEHE 15
digital certificate access, then the system determ nes whether the digital

certificate agpgnaescks meglobdlr wish SRAWR the MobllERviES Qidrdseda Glebside 10 GET Li fi cate
access may occur when a user of the nobile device addresses a nessage to an

addr ess assoCiddteedssobiktld Witich @igitaBlerti®ibitd stokddGiith@disitaPEeRichtd stbr & prtivibudip
certificate store as previously 10 described, or when the user accesses the
di gi tal ceotides@ididorsihgh the BldfhcoRicent dgiAll RAFbAICHIrednddiigdadhriicutedibitfl | cate. At
step 132, the systemdetermnes if the digital certificate is valid based
on the certificate. At step 132, the system determines if the digital certificate is valid based on the

digital certificate data stored in the digital certificate store, validity or expiry infor;nation, ora
CRI, for example. If the digital certificate is not valid, then at step 132, the user is notified of
the invalid digital certificate.

15 Fig. 7 is a structural block diagram of an automatic digital certificate
information manager system. A digital certificate information manager 150, preferably a
software application, is stored and executable on the mobile device 22. n one erchodiment,
the digital certificate information manager 150 illustratively comprises the digital certificate
loader 60 and the digital certificate information injector 62 and related components as

20  described with reference to Fig. 3.

The digital certificate information manager 150 is operable to monitor digital
certificate input events 152, digital ceriificate access events 154, and calendar events 156, and
to perform responding functions. For example, if the digital certificate information manager

150 detects a digital certificate input event 152, such as receiving a message 152a comprising
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digital certificate data stored in the digital certificate store, %iligitg
or expiry information, or a CRL, for exanple. If the digital cergi i 006
is not valid, then at step 132, the user is notified of the invalid

digital certificate. 15 Fig. 7 is a structural block diagram of an
automatic digital certificate information manager system A digital :
certificate informati on manager 150, preferably a software application, is
stored and executable on the nobile device 22. In one enbodi nent, the
digital certificate information manager 150 illustratively conprises the
digital certi¥YP&W&28 | oader 60 and the digital certificat@GTEAEFHHGI on
injector 62 and rel ated conponents as_ 20 described }Eh referepce to Fig.
3." The di gi téldlg&f@ﬁr\‘t?‘ia@&{fé"@f"h‘?gd’ﬂ%#‘&'t"lﬁa‘ﬁcaf?é’ﬁ%{;%gt%@étofegl PEFABTPEYS oni t or
digital certjficate input events 152, djgital, certificate access events
154, and cal @%aalr"%&%’?‘ﬁ g‘pi%%’,c“ta‘%'lﬁc“‘”ﬂbs ¥ mEPEOPER feRgPIne s, For

le, if the_.digital tificate infornati .150 det ect
di gi tal cer t PRREiedPpGRNEY Moot 9Ads stodgptaloeiei Ry b B R et 500
i Si 25 2 9. A 00 03/079628 PCT/ CAQ03/110406. a digital
Cort 11 cate 0P OUBAIENG I Far=CErta T Ioupte ar e b B herelihea, 1 hen a

correspondin igital.certificate input .event functiaqn is perforned.

e ary JcoPF I aRhls Bl hfk Gl PR e S ont P Re SAREE B | ol ude
storing dlglgahmﬁgggbglcate data in the digital certificate store, parsing
di gi tal certifhcare dﬁta, setting a nessaging flag related to the digita
certificate, 5 or updat . I i I i tares, ch as a

cal endar application %Eﬂe% %cgéhg%%g%rﬁ%ﬁﬁggkeﬁgﬁd %et?egrégglgﬁ% c%rﬁgcagi gital

certificate ia&%&%&@?& fé@,%u%%ésﬂﬂéa%&%&?@&%g% %Hd%ilg]stvgigx C?%%slaéiaftéd%%hgn access

event 154, such as addressing a messa ress wt

associ at ed digital, STl SRl ATk WipiEndlBld AkuL L L5Le Store,

accessing the digital certificate store a el ecting a digital

certificafe, QlL.iAFLestl Mriftad] Glab@ls 8 ulsleh GG :3ndtRDIVR. Sfiace SOf tware

application 154c, then a corresponding digital certificate access event function is performed.

Exemplary corrésponding digital certificate access event functions include a digital certificate

validity check and requesting a new digital certificate, notifying a user in the event of an

invalid digital certificate, or performing a security operation, such as signing the message,
15  encrypting the message, and the like.

If the digital certificate information manager 150 detects a calendar event 156,
such as the occurrence of a digital certificate expiry date, then the user is notified of the
expiration of the digital certificate.

Fig, 8 is a block diagram of a wireless mobile communication device, as an

20  example of a device in which the systems and methods disclosed herein may be implemented.
The mobile device 600 is preferably a two-way communication device having at least voice

and data communication capabilities. The mobile device 600 preferably has the capability to
communicate with other computer systems on the Internet. Depending on the functionality

provided by the mobile device, the mobile device may be referred to as a data messaging
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application 154c, then a corresponding digital certificate access% evant 2006
function is perfornmed. Exenplary corresponding digital certificaté access
event functions include a digital certificate validity check and
requesting a new digital certificate, notifying a user in the event of an
invalid digital certificate, or performng a security operation, such as
signing the nessage, 15 encrypting the nessage, and the like. If the
digital certificate information nmanager 150 detects a cal endar event 156,
such as the occurrence of a digital certificate expiry date, then the user
is notified oWVOPMB™%xpiration of the digital certificate. PGEGIMHGS o

bl ock diagram of a wireless nobj|e comunication device, as an .20 exanple
of a device id§vihidHoPREPagsk ¢ aRbiledeiephone: Wit fmestaping eabilieg sy 1 be

i npl enented. = The nobile device 600 |s preferably a two-wa muni cation
devi ce havi ngniammetagefiapcey giaciata comrppnigation d Vm‘%&‘%‘r‘%‘%&‘&&%%%% " The

nobi | e devi ce 600 preferably has the, ca abiliw/ tQ ., comruni aqte w th ot her
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by the nobil e device, the bil.e devi may be r rred to as dat a
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pager, a bi ) e tel ephqne, Wi th dagt.a nessagi ng capabi |Jj.ti.e a wreless

| nternet a pl‘41 }"i‘éfeg,ﬁ'o? % (BPo niagquptgnacgfgmng o vdW’oﬁzswa‘%"%aﬂ’t

t el ephony capabiliti .. AS ntione bov h devigces are referred to
RHoup ) caceR e 1 e ca g d e B hp ity g

general |y her'® e Nnobl i'ce i ncl udes a

i 611, i 638 5 di I . I
I I e
devi ces 628, 6%2.5 ‘la'ﬁel t?é!nsc@ggertsﬁsﬁﬁlglude? trlén@é?% rgcegtg %ntexﬁuaf@?ﬁaégﬁ ra r@c%fbar (g{()hm e crop hone

636, a short-range wire communi cati ons sub-sys 0, an r device
sub- syst ens X X i ver Yo r 1 T ecelve
anten%as 616,52’%8?;&5&% rt%{:(ggfléearq’ %ﬁ&% 913%1‘%51 Jesl _r%?lgLn(% ?t&eﬁ} g‘?d%(lﬁglﬁﬁ@al\éne or
more | OCa'm Osp%cleisell @fS%) (Sé()@‘)ihﬂgﬂ'ﬁle P?a@qm@m% %bfi, Qllle mbige %Lvice 600 includes a

plurality of software modules 624A-624N that can be executed by the microprocessor 638

(and/or the DSP 620), including a voice communication module 624A, a data communicatioﬁ
module 624B, and aplurality of other operational modules 624N for carrying out a plurality of
other functions.

15 The mobile device 600 is preferably a two-way communication device having
voice and data communication capabilities. Thus, for example, the mobile device 600 may
communicate over a voice network, such as any of the analog or digital cellular networks, and
may also communicate over a data network., The voice and data networks are depicted in Fig.
8 by the communication tower 619. These voice and data networks may be separate

20 communication networks using separate infrastructure, such as base stations, network

~ controllers, etc., or they may be integrated into a single wireless network, References to the
network 619 should therefore be interpreted as encompassing both a single voice and data

network and separate networks,
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10 processor (DSP) 620. Wthin the Flash nmenory 624, the nobile gigig@ gﬂﬁ
includes a plurality of software nodul es 624A- 624N t hat can be C @ 9
the m croprocessor 638 (and/or the DSP 620), including a voice

communi cati on nodul e 624A, a data conmmuni cati on nodul e 624B, and a
plurality of other operational nodul es 624N for carrying out a plurality of
ot her functions. 15 The nobile device 600 is preferably a two-way

comuni cati on device having voice and data comuni cation capabilities.
Thus, for exanple, the nobile device 600 may conmuni cate over a voice

net wor k, suchW@&/HpP8of the anal og or digital cellular netPiB{0A83/008ed nay
al so communi cate over_a data network. The voice and data networks are
depicted in Fig. 8 [Fhesoremeninatiansibstand isgisdio eprgnunippie with G ng dat a
net wor ks may be segarate.ZO conmruni cati on networ ks using ;é@ﬁra e

i nfrastruct U8, ThePAP $20 fraused torsgiq g deceiie CAREPYRICARP GBS [ OB iR or t hey
may be i'ntegrated into a single wreless ne%work. Ref rences,ﬁﬁhthe

network 619 ERSIY G SRE FEPXeTHH 24 306 1ap ISP SRS &R TP BELR° a single
voi ce and data _network and separate netwprks. 27 2 9 AUG 2006 WO

03/ 079628 PW@%/‘%@&%’C%‘@ ’??mjrgﬁﬁi? Yaugeiag d%i?é%’t“&ﬁ‘f"@ii“}‘fsa?ﬁ 83 ¢ o

comruni cate with the Petmork 619, . The DSP 620, i ﬂ@%ﬂ3to %end and receive
comuni cat i oFfIIEh &F Slosgy-sherdrsPloRh fraguencies, S8 & Y488 84 %% 8 er 612,

and may al so exchan ontrol information wth the .transnitter. 614 and
recei ver 6129°“JP‘F°“P‘F1§§'§/§P R égﬁf“g TféE}Fﬁﬁg}ﬁ' f‘;tfﬂin?)nﬁ'glyéé‘iéﬁ?mné "Ryl e 5
be'used 1 n ToHGHIP B PRty Y ah Ehasdal e R R FhD O MY
Al ternati vel if. different freguenci [ il Z f i

communi cat i o‘?\f}g et %é E’a%eﬁmcl:t%a ﬁﬁa}%@ & ?%%gﬁw ﬁ%‘lﬁ““lé{’“%‘ﬁg Foatﬁ{': i’“’wgf g?@ 613 can
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device 6 99 C% ! aqsing & a&%&q structare. Information, which includes both voice and data information,

is communicated to and from the communication module 611 via alink between the DSP 620
" and the microprocessor 638.

The detailed design of the communication subsystem 611, such as frequency
band, component selection, power level, etc., is dependent upon thie communication network
15 619 in which the mobile device 600 is intended to operate, For example, a mobile device 600
intended to operate in a North American market may include a communication subsystermn 611
designed to operate with the Mobitex or DataTAC mobile data communication networks and
also designed to operated with any of a variety of voice communication networks, such as
AMPS, TDMA, CDMA, PCS, efc., whereas a mobile device 600 intended for use in Europe
20  may be configured to operate with the GPRS data communication network and the GSM voice
communication network. Other types of data and voice networks, both separate and

integrated, may also be utilized with the mobile device 600.
Depending upon the type of network 619, the access requirements for the

mobile device 600 may also vary. For example, in the Mobitex and DataTAC data networks,
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10 with a single antenna structure. Information, which includes ghAggiﬂﬁﬁ
and data information, 1is communicated to and fromthe comuni catf On dul"e
611 via a link between the DSP 620 and the m croprocessor 638. The
det ai | ed design of the conmunicati on subsystem 611, such as frequency

band, conponent sel ection, power |evel, etc., is dependent upon the

comuni cation network 15 619 in which the nobile device 600 is intended to
operate. For exanple, a nobile device 600 intended to operate in a North
American market may include a conmuni cation subsystem 611 designed to
operate with wha3n9b8t ex or Dat aTAC nobil e data comuni catBCEHCAHEIMSr ks and
al so designed to operated with any of a variety of voice communication

net wor ks, suchebilsdevishRs; resivi on SR wolk@sing anigue idogiifiasigg nuanbersbsetigiedievi ce 600
intended for use in Europe 20 may be configured to operate with the GPRS
data conmuni cwith eaeh davicadn IGPRA date erwasky hoBPER nelwEkAGHRTA ROt k. Ot her
types of data and voice networks, both separate and integrated, nmay also
be utilized vesariener wegsiof the mekilgidedced§t. A @EB%%!CHQ’P{EHHHGQ“% asYSEBst  net wor k
619, the access requirenents for the nobile device 600 may also vary. For
exanpl e, in tifratiyseqdule SERa whishdymaviesd dinorfeiqrperete the mabilo deyica 0 onghs ~ wo

03/ 079628 PCT/ CA03/ 00406 nobil e devices are registered on the network using
a uni que iderf$8RS nedtar horl priep-nefwerd cpmmaricatipn PACHLNSGf a9\ May &° oRefOI8PRS dat a
net wor ks, however, nefwork access i s ogjated with a subsgriber or user
of the mobi | evthay e SBhcR e i desie G0 b BE JFPY P ot PEESRREUBEL | ber
identity nodul e which is required in order .to operate the nobil.e device 600
on 5 5 CPRS RCRIBETEUBOT o Bt PR LG A BTG NRBEIURE. (1 { any)
may be operable, .w.thout the.SIM but the nobile device 600 will be unable
to carry out Y f%hc??ﬁﬁ?wc BBl vi ng comuni cations over the network 619,
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10  completed, the mobile device 600 may send and receive communication signals, preferably
including both voice and data signals, over the network 619. Signa}s received by the antenna
616 from the communication network 619 are routed to the receiver 612, which provides for
such operations as signal amplification, frequency down conversion, filtering, channel
seIcctior'l, and analog to digital conversion. Analog to digital conversion of the received signal
15  allows more complex communication functions, such as digital demodulation and decoding to
be performed using the DSP 620. In a similar manner, signals to be transmitted to the network
619 are processed, including modulation and encoding, for example, by the DSP 620 and are
then provided to the transmitter 614 for digital to anaiog conversion, frequency up conversion,
filtering, amplification and transmission to the communication network 619 via the antenna
20  618. Although a single transceiver 611 is shown in Fig. 8 for both voice and data
communications, it is possible that the mobile device 600 may include two distinct
transceivers, a first transceiver for transmitting and receiving voice signals, and a second

transceiver for transmitting and receiving data signals. Multiple transceiver may also be
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After any required network registration or activation proceduresé£$v§ Eeﬁmﬁ
10 conpl eted, the nobile device 600 nay send and receive comuni i H
signals, preferably including both voice and data signals, over the
network 619. Signals received by the antenna 616 fromthe conmunication
network 619 are routed to the receiver 612, which provides for such
operations as signal anplification, frequency down conversion, filtering,
channel selection, and analog to digital conversion. Analog to digital
conversion of the received signal 15 allows nore conpl ex comruni cation
functions, s¥AYEY@Bgital denodul ation and decoding to RETEAOHMMIPed usi ng
the DSP 620. In a simlar manner, signals to be transmtted to the network
619 are proc@&yidgd ingmobiiefieiige WARRTRIEBR ARt MOFCBRICAYFONPBRICHIHIBTIK by t he
DSP 620 and are  then provided to the transmtter 614 for digital to anal og
conver si on, PF@Hﬂgﬁgﬁmgﬂnﬁﬁﬁwersion, filtering, anplification and

transm ssion to the ¢ npcation network 619 via th nt enna 20 618.

Al t hough a single t raﬁ‘gg%ﬁ%?@rm BPgessiee %o"\ﬂﬁ’r’i“’f‘fcqﬂi"@.s‘g SF%F" ]ng %2(\/6?°ce and

dat a connunicatiog%, it is possible that_the nqb3$e de i%? 600 may i ncl ude
two distinct PrAPEHLESPrEPand iransmitier qoptEil Rox;example, jhe gain, fRAlEY and

acel vi ng YGaeanBr RS RS Al A g 1 et st Dgol b D006
WO 03/ 079625 PCT/ CA03/ 00406 i ded i, L | ' dapt ed. t t
wi tnin mor e CHERR GRESAG AP AL e EecTRRREa e PEY p0C FERSREY bands. 1
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provi des for ‘fecelrver an ransmitter control exa

applied to 5 i j i {0 the receiver 612 and transmtter 614
isc\a}:gx?%ggé?e'a c? I C()):l ?@.hcfst{a s@é}lzé ﬁil

may be adapt y con rough ‘automatic gain control algorithns

Al S0 be. i mpl ement 6d | A" e P LT PRI fahilers SERE L BR el O o

_ 0 provide nore sticated
control OLfO t %?thg ﬁl@ﬂﬁ%@h(‘!ﬁ%.%gﬁy types of microprocessors or microcontrollers could be used

here, or, alternatively, a single DSP 620 could be used to carry out the functions of the
microprocessor 638. Low-level communication functions, including at least data and voice
communications, are performed through the DSP 620 in the transceiver 611, Other, high-level
comumunication applications, such as a voice communication application 6244, and a data
15  communication application 624B may be stored in the Flash memory 624 for execution by the
microprocessor 638, For example, the voice communication module 624A may provide a
high-level user interface operable to transmit and receive voice calls between the mobile
device 600 and a plurality of other voice devices via the network 619, Similarly, the data
communication module 6248 may provide a high-level user interface o'perable for sending
20 and recei\{ing data, such as e-mail messages, files, organizer information, short text messages,
etc., between the mobile device 600 and a plurality of other data devices via the network 619.
On the mobile device 600, a secure messaging software application, incorporating software

modules corresponding to the digital certificate loader 60 and digital certificate information
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The m croprocessor 638 preferably nmanages and controls the overall
operation 10 of the nobile device 600. Many types of m croproce@sﬁoﬂggogggﬁ
m crocontrollers could be used here, or, alternatively, a single DSP 62
could be used to carry out the functions of the m croprocessor 638.

Low | evel comuni.cation functions, including at |east data.and voice
communi cations, are perforned through the DSP 620 in the transceiver 611.
Q her, high-level comrunication applications, such as a voice

conmuni cation application 624A, and a data 15 conmuni cati on_application
624B may be sWOPOHH%$2 the Fl ash menory 624 for execution HRFT¢H8300406

m croprocessqr, 638, . kor .exanpl th ] ; I i e B24A may
provi de a hi”é]ﬁc? rg%/lé'lﬁ%ge?reiq%?@?’ §¥§Pe\éage’§§% glg%gg%t?g{r?sdgnﬁtﬁgﬂ%h?%@ei ve Vvoice

via the net waiBIRTaR tepfes ARERAAOARGE BBMMY, O Docl o 6248 may

mlar comuni cati on nodul e 624B may

provide a hi gh-| evel ekl 8Ll 68 ARSHaRk:RihAieA@OR fiy8nalidh keCel Vi ng

data, such as e-mail nessag organi zer informati'on,. short text

messages, etg. s hetaeen Hgih RRRLd %ﬁj?ﬁ@ €M, B EhxBiall MbBbitby (@) ot her

dat a d_evi ces Via'the networl 619_. On the _rmbi | e devi ce 600, a secure
messagi ng dis of f; té?lﬁ%@% kileGatial 0 630, MOEIREAEI2 e $OKEMIBA She TOBHHOREL3S,
I e

correspondi ng t igital certificate |oader 60 and digital certificate
information 30444, M KandRRARaiAOR:RAMIB I ey SARSHRG4BGcd Apgat@r 62 in
Fig. 3 for exanple, nay operate in conjunction with the.data conmuni cation
nmodul e 624B | g@ne?dilg%'ési@ﬁteﬁ@m@ﬂe%r LRk EGH RoG&S62dRIC biehaxebu@b dy ehe The
m croprocessor 638 al so interacts vvitﬁ ot her devi ce subsystens, such as
the display 6RZopbdasort13Shd FRyBOYdSRKigh-TetpinBAMeGEfcer du et itk irabije
i nput/output (110 5 subsystens 628, the serial port 630, the keyboard
632, the speals@te 684 Thik RferftCnReie fRGR 6, graplileal strapohent progidedcioughribec at i ons
subsystem 640, and any of the other device subsystens generally designated
as 642. Foy exanpbe, aidien mpdiohps BRddhedd proviledhemgh dal abxiliarh O 63%,dcopr ocessor
638 and may provide a high-level interface between a user and the nobile
keyboard 632, the speaker 634, or the microphone 636. Such interfaces are designated

generally as the keyboard/UI 64 in Fig. 3.
Some of the subsysterns shown in Fig. 8 perform communication-related
functions, whereas other subsystems may provide “resident” or on-device functions. Notably,
15 some subsystems, such as the keyboard 632 and the display 622 are used for both
communication-related functions, such as entering a text message for transmission over a data
communication network, and device-resident functio‘ns such as a calculator or task list or other
PDA type functions.
Operating system software used by the microprocessor 638 is preferably stored
20 in a non-volatile store such as Flash memory 624. In addition to the operating system and
communication modules 624A-N, the Flash memory 624 may also include a file system for
storing data. A storage area is also preferably provided in the Flash memory 624 to store
digital certificates, address book entries, reminder or appointment information, and possibly

other information. The operating system, specific device applications or modules, or parts
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device 600. This interface typically includes a graphical corrponirgt _
provi ded through the 10 display 622, and an input/out put conponeht ;&UQVZQ%
through the auxiliary 1/0 628, the keyboard 632, the speaker 634, or the
m crophone 636. Such interfaces are designated generally as the
keyboard/U 64 in Fig. 3. Sone of the subsystens shown in Fig. 8 perform
comuni cation-related functions, whereas ot her subsystens may provide
"resident” or on-device functions. Notably, 15 sonme subsystens, such as

t he keyboard 632 and the display 622 are used for both

communi cat i oYQ &¥4¥RY functions, such as entering a text KRETEAWNIH,
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stored 20 in a non-volati ore

t he oper ati Ngpegyfs e@rﬁg,@,ﬂg, ’ Lcagion nmodul es 624A-N, the Flash nenory
624 may al so incI%Jde a ivirfeﬁﬂgységom l?)?ym@?#fxﬁlﬁﬂﬁj?aghmﬂ“%‘?%ge area i s
al so preferably provi dgtbini e 4 to, sto di gi t al
certificates, address bogkﬂ%%\r?r?@lé@?eﬁ%g%ge%mggm31%8? ‘E’?f“i‘?gﬁf‘toiﬂ}?fdﬁ?l'rmti on,

and possi b8y meeievicd £00E ABedstH inﬁ}ﬁai&ﬁaﬁ%@%gﬁp l%oggfogﬁﬁ%%@%e“ ce

applications or nodules, or parts 3
o ayvolatile store,

PCT/ CAO3/ 004 (fidctibrdartye0éh as EaiAD Sveh 8 TIPSR ) didat !
such as RAM 626 for faster operatio ISH rlrt%aél\?garg?ﬁermé‘cgéfl\/aé’&OQEIB Mcat i on

signal s may akgfy RealidyReidrihfboinaabP5@dcd ...before permanently
witing themto a file system| ocat e)%q?tr?of{ e ﬁagﬁe%cr?%rwgétgrf@ 8t exenpl ary

appl i cation nrpgbriate@ad MNoteia Fla6/0m kA t ual - 5 node device 600
is a personal information manager (PIM  app %g?rieg%npgefg'\ﬁrﬁ?%ﬁd%ﬂ

funct | onal i ¢ werifieaexptey of Bloedtelader VAR SrinARBAL MR myith. £ B84 L e, Such
piry or validity period information extracred froma
di gital dért iafse et Witddthe vaide’dminbniddlion module 624A for managing phone éaﬂs, voice
mails, etc., and may also interact with the data communication module 6248 for managing e-
mail communications and other data transmissions. Alternatively, all of the functionality of
the voice communication module 624A and the dalta communication module 624B may be
integrated into the PIM module.
15 The Flash memory 624 preferably provides a file system to facilitate storage of
PIM data items on the device. The PIM application preferably includes the ability to send and
receive data items, either by itself, or in conjunction with the voice and data communication
modules 624A, 624B, via the wireless network 619. The PIM data items are preferably
seamlessly integrated, synchronized and updated, via the wireless network 619, with a
20 corresponding set of data items stored or associated with g host computer system, thereby
creating a mirrored system for data itemns associated with a particular user.
Althongh shown as a Flash memory 624, those skilled in the art will appreciate
that other types of non-volatile store, such as a battery backed-up RAM, for example, could be

used in addition to or instead of the Flash memory 624,
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appropriate data store, in Flash nenory 624 or RAM 626 for exarrpb?’f Atuﬁ 2006
provide a digital certificate expiry or like rem nder to a user e
nobi | e devi ce 600. This nodule 624N may 10 al so interact with the voice
comuni cati on nodul e 624A for managi ng phone calls, voice nmails, etc., and
may al so interact with the data comuni cati on nodul e 624B for managi ng e-
mai | comruni cati ons and other data transm ssions, Alternatively, all of the
functionality of the voice conmunication nodul e 624A and the data

comuni cation nodul e 624B may be integrated into the PIM nodule. 15 The

Fl ash nenory Wo83/iP@kerably provides a file systemto faciPCHCAP#0&6or age of

PIMdata itens on the_devige, The PlMapplication.preferably. i udes the
abili ty to send and Tl?eé?:@ﬁ?/@v’(ﬁ%{og R aé??sl%,gmg? ah%sly B Lg\%l a,hg%éryg%lrjl
conjunction wth,.the vaice an ata c i i 624B, via
the wirel essWM?%?% 1%‘%@1? gel”ﬁcg% mdﬁ&e‘g%ﬁ%%}ah#gg%urp g? %?g%?lfgl%é?a% essly
20 cor  eopont AG LORVEF oo e MR Syl s HESLEP RSO MY oo, 10 2
conput er syste t her j ) 11218
?rs]soci aL_eFIl V\nuﬁ_ OaBH%geratq}lg%:(rﬁ %ﬁ%&%&%%ﬁ%%gt&%gﬁgﬁﬁig rf;t%ﬁgry I62:1_, I
ose skilled in . r . 2 : -vol atile
store, sug h g%wnéoaggt? %%Fé}‘c\é%g &“83’9%8 ﬁlgﬁ‘t%l%%kag?r%opgd d%%agfegnﬁgetesraﬁg ed in

addition to Cgﬁeékggs}%%gs%fa%@?rﬁ ARl d H}fat@%%'bea%d%l&dﬂ&rﬁﬁgﬁkery\?

03/ 079628 P e nobile device 600 may al so be nmanua

synchroni zed . 1 48 AOFHictSY $ 6 secktY mBth St A AR iR RioRRWInERiIRBR 1 n an
interface crg'm)gl, WF]i ch 1%:oupl es q[che serial port 630 r(%l?l- t he nobi |l e devi ce
600 to the sgLiaki-RYUedvolfcibhe host system The serial port 630 may al so be
used to enable a user to set preferences through an external device or

sof tware appl i cati on, AbficatRPithiRn thodliden412 BRY beladdeOshtREkibias d6R4N f or
installation, and to load digital certificates onto a device as described
above. Thies Whi WdughMHArek Q18] ol Yn RIS 00 shiBysteRtsDs ARrowph Gk yepiki ot key

630, through the short-range communications subsystem 6f10, or through any other suitable

sublsystcm 642, and installed by a user in the Flash memory 624 or RAM 626. Such flexibility

in application installation increases th;: functionality of the mobile device 600 and may

provide enhanced on-device functions, communication-related functions, or both. For

15 example, secure communication applications may enable electronic commerce functions and

other sﬁch financial transactions to be performed using the mobile device 600.

When the mobile device 600 is operating in a data communication mode, a
received signal, such as a text message or a web page download, is processed by the
transceiver 611 and provided to the microprocessor 638, which preferably furiher processes

20  the received signal for output to the display 622, or, alternatively, to an auxiliary IfO device
628. A digital certificate received by the transceiver 611, in response to arequest to a PKS or
attached to a secure message for example, is processed as described above to add the digital
certificate to a digital certificate store in the Flash memory 624 if it has not already been

stored, and to extract and store digital certificate information in one or more data stores in the
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onto the device, which is a nore secure nethod t han exchangi ng eac&§&h%3@05
information via the wireless network 619. Additional applicatio

624N may be | oaded onto the nobile device 10 600 through the network 619,

t hrough an auxiliary 1/ 0O subsystem 628, through the serial port 630,

t hrough the short-range conmuni cations subsystem 640, or through any ot her
suitable subsystem 642, and installed by a user in the Flash nenory 624 or
RAM 626. Such flexibility 1in application installation increases the
functionality of the nobile device 600 and nay provide enhanced on-device
functions, cofMiH'P4Bi on-rel ated functions, or both. For 1BSTEAMMMNE secure
communi cati on_applications may enabl e el ectroni¢c comrerce functions and

other such fifshEPRPLY S24ihaeressingn useref motildderiss SPE oy s rempere S4bE™e devi ce
600. Wen the nobil e device 600 (s, op ting.in_ a data co ni cation node,
a receigeg §Tﬁﬁﬁﬁ?m§ﬁEﬁ®§§mag8@%@*%5@%3@ fﬁﬁjﬁfﬁ%ﬂfﬁﬂﬂé“%%%ﬁw&ﬁ& '5638
processed by the ranscei ver a rovi e _nj croprocessor

whi ch pr ef eré‘BXI;lV“Fh"r“?ﬂ'ﬁr‘“ B’F%’E@%@ssrgﬁ ﬂﬁ‘w&_g*} ‘ggeéis E’ﬁog‘foﬁ’_@ifﬁ aﬁ’@?““ﬁ‘ﬁ‘i‘cpujt to the
certi 1 cate retiemgeahy b RysRaR i By ed vy Ui eE o B8 iobfRucst 1o a
PKS or atjached .a.secur ssage .for exannl e, | rogessed as descri bed
above to aéjd HE® %ﬂ%df f"éﬁ%er % Earnfn%f‘?'@% Rurglgy 83(?#&3?6{{6 ieé’ﬁ’f’ﬁ &ﬁt‘ﬁ?%' L¥ore in the
Fl ash menory .624 if, i as. n al read een. st.or and to ext.ract and
Store i grt arngie  phbyPRFRAR o R ieiBiban S Mien i Slichs, BB BpBSUAAT, TRC 55

2 9 AUG 2000 . V003 01020 PCTLCAO34 00400 L 95 TR el buSgessary- A

user of npbil € dévice SO" conpose d as enmi

nmessages, us%&%g§ﬂ§ﬁ§§*?§?%gﬂﬁﬁ e&?%%neb@hgreferably a conpl ete

al phanuneri c ard out 1n Y style, although other styles

of conplete al phanune%ﬁthlé%ﬁg?%g%@@ﬁgpe G%iggy&mmm%%ﬁﬁé&%ee may al so

be used. User input to the nobi device is further enhanced with a

plurality;pf 0@%’[ !)[;c?alfib'n b th YL 8 B8Fis smglﬁigllmlar to the data mode, except

that receivéd signals are preferably output to the speaker 634 and voice signals for
transmission are generated by a microphone 636. In addition, the secure messaging
techniques described above might not necessarily be applied to voice communications.
Alternative voice or audio /O subsystermns, such as a voice message recording subsystem, may
15  also be implemented on the mobile device 600, Although voice or audio signal output is
preferably accomplished primarily through the speaker 634, the display 622 may also be used
to provide an indication of the identity of a calling party, the duration of a voice call, or other
voice call related information. For example, the microprocessor 638, in conjunction with the
voice communication module 624A and the operating systern software, may detect the caller

20  identification information of an incoming voice call and display it on the display 622.
The short-range communications subsystem 640 may include an infrared
device and associated circuits and components, or a short-range wireless communication
module such as a Bluetooth™ module or an 802.11 module to provide for communication

with similarly-enabled systems and devices. Those skilled in the art will appreciate that
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i ncl ude a thunbwheel input device, a touchpad, a variety of swtches, a
rocker input switch, etc. The conposed data itens input by the AskrAlUbayg008
then be transmtted over the communication network 619 via the transceiver
611. Wen the nobile device 600 is operating in a voice comruni cati on node,
the 10 overall operation of the nobile device 600.i.s substantially simlar
to the data node, except that received signals are preferably output to

t he speaker 634 and voice signals for transm ssion are generated by a

m cr ophone 634,. | dition, the secure nessaging techniqu descri bed
above m ght ng’tooﬁ}g‘g)g%sari |y be applied to voice comuni ca?ﬁ’%ﬁ%‘.“s’%‘”"“

Al ternative vgQi,cC L, ayqi ./, O.subsyst ens...such as. V.0l C ssa

recordi ng subggli}lé‘%‘)eoﬁ’] ar‘r‘éy'ngs“alreg%%%éééﬁ ﬁ'ﬁﬁpad RS aé'ﬁlla?]ﬁeﬁoﬁbfﬁ? ﬂ%matéa\g/%i?ce 600.
Al t hough voic r. .audi i gnal .out pyt. i preferably acconplish primarily
G e D e Sl B T g

i ndi cation -OfLAIQserésde%{i‘\Beil y of a calling party, the duration of '‘a voice
call, or othef ™ Voice call related information. For exanple, the

m croprocessor 638, i j i i « \h0l I I dul e
624A and the operati ngv %’3‘2 ng?nﬁé% %I?Na%d}}n%r@;ﬁl dﬁgltg ée‘:’g? er%ﬁemg%%%olcng%e%kow

i dentificaiio ainﬂg%MghgQvi:@fess%bﬁ%ﬁlmuﬂiga%gidgﬁceqﬂhlowf?@jiééy 3S291|d%yan- t on the

di spl ay 622. The short-range conmuni catlons subsystem may i nclude an

infrared devjge; 2 | et ; i t-
Intrare Vs iAW oﬂé@?&ﬂl@:ﬁ&&gﬁé ﬂﬁh’t‘, ﬁxésy?tF&g g@ﬁ%ﬁ&%@%ﬁ%ﬁd I%femq%aﬁrgg% range

wi rel ess communi cation  nodule Suéh as a’B e or 2.11

modul e to_propdigh eﬁﬂ&emHmumegsagiﬁg@gﬁtelfyingxgaﬁg M5 A 1:8BFRIBh Y SLATS and

devices. Those skilled 1n the art preci ate that 006 WO

03/ 079628 PCTUCADRLQOANersPloHELOkIr ARG B0k Lienfel e Lo sets of

specifications, available Tfromthe Institute o El ectrical and El ectronics

Engi neers, relating tornsidishieasfdarisomaliof@aeRptnkSiaBtectifBlhss LANs,
respectively. Variations of the system and nethod di scl osed herein may al so

be used. Fkor such that new data store entries are created only under certain conditions, depending upon

communications functionality of a messaging client or user preferences. For example, if a

messaging client is an email client but a digital certificate does not contain an email address,

then a contact information storage system may be configured such that no new address book

entry would be created, since information required for messaging operations is not available
15 from the digital certificate.

Figs. 9-11 describe additional communication systems in which a digital
certificate information storage system may be used. Fig. 9 is a block diagram showing an
example cormmunication system. In Fig. 9, there is shown a computer system 802, a WAN
804, corporate LAN 806 behind a security firewall 808, wireless infrastructure 810, wireless

20  networks 812 and 814, and mobile devices 816 and 818, The corporate LAN 806 includes a
message server 820, a wireless connector system 828, a data store 817 including at least a
plurality of mailboxes 819, a desktop computer system 822 having a communication link

directly to a mobile device such as through physical connection 824 to an interface or
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5 exanpl e, although a wireless nobile conmuni cation device is sthg AUQ 2006
Figs. 3 and 5 and described as one possible nessaging client, the syStem
and net hod di scl osed herein may also be inplenented in other messagi ng
clients, including desktop and | aptop conputer systens, networked conputer
systens and other types of nessaging clients. The digital certificate
informati on storage systemmay al so be configurable, 10 such that new data
store entries are created only under certain conditions, depending upon
comuni cati o Lonality of a nessaging client or user preferences. For
exanple, if QQOEQQQ%%ing client is an email client but a &FﬁFﬁ&WW““
certificate j J n a cont.act information
6,404 ;
st orage systgﬁﬁﬁgg € co%?#%ﬁ?gg$gﬁ%%ﬁ?ﬂ%%%%§n%gﬁﬁg%aH@ggn%%éﬂngitry woul d

be creat ed, 13,%1?&%&1@%%@%?54 t?g‘i“&g%wé%%i Qi gRgssagi ng operations is not

avai |l abl e rom-t rtrficate. Figs. 9-11 describe additiona

conmuni cation syst ems 0 Yhh, D sﬁgﬁf;)%jﬁtig!fm &gﬁl_glig{]%%{ﬁg Jgﬂit‘%;@ﬁ%fq storage

system may be used. Fig. 97s a di'agr am

conmmuni cat i oRy,sYedr SfSterd d?mﬁ_'%%d SeodnB@bLoliR WRRWO4. %uﬁﬁ%ﬂ’%ﬁt&r st G 802, a

WAN 804, corporate LAN 806 behind a security firewa W rel’ess

i nfrastruct urg, 848 MR 89 $ia 2DSPELANR! Kherdider ARt ofiigheer SRGn Eﬂémagg%ade‘éi ces

816 and 818. The corporate LAN 806 i ncludes a nessage ‘server

W rel ess conpeghb@lcomksle®BueBy syferth@hdiks thOsdRapBibr' syitéh?éﬂ?dg g:%mﬁt‘:, ahb2@8d a

plurality of mail boxes 819, a desktop conputer System havi ng a

conmuni cat i oMmelvr Atk 80tinoB AN @ oflerRRRbK EMBEMAGRmSIHBHE @Sicds bt Qugby sphy'si cal
connection 824 to an interface or 35 .2 9 AUG 2006 WD 03/079628

PCT/ CA03/ 004Qénn6dion 6 WANARGughaasbusinth g8t s SndviNwh PAH RferBRe so fRGKAL | on of
the systemin Fig. 9 is described belowwth reference to the nessages
833, 834 and c8ufnter TREnCIDAPAY Sk Ke)GHo0IB BGee.i S, for exanple, a |aptop,
desktop or palntop conputer systemconfigured for connection to the WAN
804. Suchioa conputer SyséoBivratElyAN 806 is an illustrative example of a central, server-based

messaging system that has been enabled for wireless communications. The corporate LAN
806 may be referred to as a “host system”, in that it hosts both a data store 817 with mailboxes
819 for messages, as well as possibly further data stores (not shown) for other data items, that
may be sent to or received from mobile devices 816 and 818, and the wireless connector
15 system 828, the wireless VPN router 832, or possibly other components enabling
communications between the corporate LAN 806 and ‘one or more mobile devices 816 and
818. In more general terms, a host system is one or more computers at, with, or in association
with which a wireless connector system is operating, The corporate LAN 806 is one preferred
embodiment of a host system, in which the host system is a server computer running within a
20 corporate network environment operating behind and protected by at least one security
firewall 808. Other possible central host systems include ISP, ASP and other service provider
or mail systems. Although the desktop computer system 824 and interface/connector 826 may
be located outside such host systems, wireless comumunication operations may be similar to

those described below.
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5 connect to the WAN 804 via an ISP or ASP. Alternatively, the co?pg.utmﬁ 2008
system 802 may be a network-connected conputer systemthat, |ike the
conput er system 822 for exanple, accesses the WAN 804 through a LAN or

ot her network. Many nodern nobil e devices are enabled for connection to a
WAN t hrough various infrastructure and gateway arrangenents, so that the
conputer system 802 nmay al so be a nobile device. 10 The corporate LAN 806
is an illustrative exanple of a central, server-based nessaging system

t hat has been enabled for w reless comunications. The corporate LAN 806
may be ref er M393%3% a "host systenf, in that it hosts bBET{C%‘”@&{"Q\ store
817 with mail boxes 819 for nessages, as well as possibly further data
stores (not shown) foﬁhwmﬁ‘mE‘E?Jrﬁ?eﬂfsﬁl?ftwm}?wmﬂ’ém%féﬁsfemc%gGsra“r ecei ved
from nobil e devices 816 and 818, and _the w rel ess c‘ﬁnnec Qr é{lg %)r‘/?stem 828,
the wir el ess asppiptegiraass grpunigjtionssadiling Spmpeisaly WRigHH H‘é‘ﬁ’fﬂiy SRS
communi cati ons between the corporate LAN 806 ang ,ﬁ]ne og r]Bre nobi | e devi ces
816 and 818 ProgFMhd FE e ARPlfAtqe P ASOTtWarg GAmPORCE PRI WOTk YA 81 legghone ¢ oyt er s
at, with, or in associatio with which a w rg ess Bonne%t or s%ﬁetdem is
operating. THESEH iFHEate: L S§ CONBECHRT SYEL P 1o US4 HEREEEt%a host

system in which the host systemis server co r.rupnin ithin a 20
cor por at e >netHRFmRHEHARGATTE ‘f"’“&fﬁ‘@}a%\‘f“iaff?&" B‘éﬁ?fﬂafeg‘ﬁﬁj°§f"8$eé§%%@6&6¥}‘vﬁt | east
one security firewal] 808. ihle central host s e i_ncl ude

| SP, ASP and °Bt ‘Pfé’t’orgg}r‘?}?sﬁ’éa‘ﬁ?%%éé&oﬁgr qh%‘”’lre?eg%ot"%eﬁ@? Syﬁﬂf’ﬁg&daﬁeﬁe deskt op
conput er system 824 and i terface/connecﬁ or .8f‘269m%¥1a b(—:E Id é:aa}teaﬂ 1rutsi de
such host sy§Tpé’f?f5,°°W9”8’ft8’2?“33%?%??’%’3@ nowgb“erl%(tioonsylﬁ%@ag S l?ar to

t hose descri bed bel ow. .2 9. AUG 2006 .. WO 7 P A 00406 The
corporate LARPEHE TR %gr'ﬂ% 3 ofhﬁrecovn\}mruél‘%%nsoé’ Sgsg%‘\g% Ig’rgélésygc{é%ﬁgl%’ g% an

associ ated wi_rel ess co | i e i o] - Whi.C i normal | y
be a sof t war &% eoé%h@%@%‘%ﬁ’%?%‘%%%ﬁ‘%@?P%g‘{mbrgﬁ’g&é% 't vﬁlacrggi%:%}rlrtponent

built to 1\60!‘ %mgyl;ertna‘ltig‘é thle %%ltessocg&ector system 828, poi'tions thereof, or some or all of its

functionality.

The message server 820, running on a computer behind the firewall 808, acts as
the main interface for the corporation to exchange messages, including for example electronic
mail, calendaring data, voice mail, electronic documents, and other PIM data with a WAN

15 804, such as the Intemnet. The particular intermediate operations and computers are dependent
upon the specific type of message delivery mechanisms and networks via which messages are
exchanged, and therefore have not been shown in ‘Fig. 9. The functionality of the message
server 820 may extend beyond message sending and receiving, providing such features as
dynamic database storage for data like calendars, to-do lists, task lists, e-mail, and

20 documentation, as described above.

Message servers such as 820 normally maintain a plurality of mailboxes 819 in
one or more data stores such as 817 for each user having an account on the server. The data
store 817 includes mailboxes 819 for a number (“n”*) of user accounts. Messages received by

the message server 820 that identify a user, a user account, a mailbox, or possibly another
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nmessage server 820. The wirel ess connector system 828 is used to iegﬂ 2006
user-selected 5 information to, and to receive information from2 n gr
nore nobil e devices 816 and 818, via one or nore wreless networks 812 and
814. The wirel ess connector system 828 may be a separate conponent of a
messagi ng system as shown in Fig. 9, or may instead be partially or
entirely incorporated into other conmunication system conponents. For
exanpl e, the nessage server 820 may incorporate a software program
application, o4 .&PoReNent 10 inplementing the wrel ess connector system
828, portions thereo?, or sone or all of its functionalit¢TCAEEssage
server 820, GoRELIGANPwiBCI R [ heofirewal | 808, acts as the
main interface for the cor por%t?cgoﬁ]gf%n%)%gﬁ}ﬁa’easﬁénéiss‘“‘%ﬁﬁé%c,lpmi“hléltyﬁﬁfﬂﬁ'g f or
exanpl e el ectfRifihe Bk ondGR GBI 4) Vo)) il..electronic
docunents, and ot her Pl Ol(11Id§1rt%a Wlthé;. i/a\%% %gc’\égdz?,&gssc%Hlugg’gtrﬁ%’lepﬁ?%ar net. The

particul ar i gieihHRMIAL el Bipiefbf RSB Ml G tbgrs reﬁlEo%gg@grpgnee% ipaPon the

specific type of nessage delivery nechanfs nd net'wor Ks VI a I"ch

nessages aregiexchangad, 1RilshRetsiehe Qﬁs\fﬁ‘e A Qh%lg ﬁogy%f(:sg%%érsr%gé: g 9. The

functionality of the nessage sServer ng may ex Sage sendi ng

and recei ¥i Ngata PbrOWdoekBR 1SMGHnE RS S aﬁ?ccouﬂymm xﬁasﬁlééséggﬁoz%td%gge for
, an

data |li ke calendars, to-do lists, task lists, e-nal

docunent at i OB poif@r SH%eF &b IDAYreciHBR SHIALKEITY CinTypRHiGhes ging gygtel'ﬁp rmal ly
maintain a plurality of mail boxes 819 in one or nore dat t'ores such as

817 for eacheddB ader feVicRGsealls FHEMMNboxBI9 hilASts SRENE Esingz%ssqgﬁfcﬁﬁ}gts%e 817
i ncl udes nmi |l boxes 819 for a nunber ("n") of user accounts. ssages

recei ved by asNieros®sGRpek sdotieNot8s th&lhﬁdmlﬁg@gérﬁtgé/onﬁ PBS@EH astheWBklopaccount, a
mai | box, or possibly another 37 2 9 AUG 2006 WO 03/079628 PCT/ EA03/ 00406

addr ess associngiedsysietn822, dwsiRtied RAROLAN 806, ARidufPalBck? deskfop o age
recipient is typically stored in the corresponding mail box 819. If a
message 18 ageeesl2d shovminlFig pliwse GdlicPiiemé &t @ sPpreciate that a LAN typically
contains many desktop, notebook, and laptop computer systems. Each messaging client
normally accesses a mailbox 819 through the message server 820, although in some systers,
messaging client may enable direct access to the data store 817 and a mailbox 819 stored
thereon by the desktop computer system 822. Messages may also be downloaded from the
15 data store 817 to a local data store on the desktop computer system 822.
Within the corporate LAN 806, the wireless connector system 828 operates in
conjunction with the message server 820: The wireless connector system 828 may reside on
the same computer system as the message server 820, or may instead be implemented on a
different computer system. Software implementing the wireless connector system 828 may
20  also be partially or entirely integrated with the message server 820. The wireless connector
system 828 and the message server 820 are preferably designed to cooperate and interact to
allow the pushing of information to the mobile devices 816, 818, In such an installation, the

wireless connector system 828 is preferably configured to send information that is stored in

one or more data stores associated with the corporate LAN 806 to one or more of the mobile
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distribution list, then copies of the sanme nessage may be stored to
than one mail box 819. Alternatively, the nessage server 820 nay 5ﬂg ﬁmﬁ
single copy of such a nmessage in a 5 data store accessible to all of the
users having an account on the nessage server 820, and store a pointer or
other identifier in each recipient's mailbox 819. In typical nessaging
systens, each user then accesses his or her nmail box 819 and its contents
using a nessaging client such as Mcrosoft Qutlook or Lotus Notes, which
normal |y operates on a PC, such as the desktop conputer s sten1822
connect ed in“ﬁh@mﬂﬁﬁ3806 Al t hough only one desktop conpuf fcﬂﬁmgvgten1822

is shown in Fig. 9, those skilled in the art will reciate that a LAN
typically coltisgs r%ﬁ et {hrengh fie gprporate firctyalb ROS and uia Mﬁ‘? M 38bad qoechf ey st ens.
Each nessaging client nornmally accesses a mail box 819 through_the nessage

server 820, arielsughvorks Shopkd Fprapple. a yser that hasap poqepotand asseciakgdyalibtol e di r ect
access to the data store 817 and a mail hox 819 stored thereon by the

deskt op compf ‘%%F?faéf?f%gﬂ may glsahaveamppile deyice Fupheas §ifnrfhsslsirabrdpbOm t he 15
data store 817 to a |.0¢ data store_gn tg. eskt op comput gr system 822.
Wthin the cd?eﬁﬁﬂﬁeéfe@e‘ﬁeﬂ 3’5’68‘355‘?%3‘%’? PR gentb AER 67Ok FaYHoB S Wper at es i n

t th th 820. Th t t 828
oy Tosi o oforifes CHTSROIHE LY SlPdyah %Sﬁ?ﬁé%g@ 3%‘:%2% e %é@ Y or oy
instead be i Ienené qggn a dlffer nt co uter s d %t
i mpl ement i ng FHE HcP &1 HEmEYEFILLH? I%NE?‘B BEYh gpediofhe ‘ﬁ%frstl ally or

irely i 820.
System ézé”taﬁ’%ﬂ?%iﬁﬁsrg@ feég@'er FEpeEbYe %ﬁrég%rcws%wﬂﬂ%f&aa%%af B ooper at e

and interact p n % el [rRtlo e.devi ces
316, 815, 1 n SReRERI AP Eie R o had B TR L ek e e P a2 <

preferabl y confiighr &g welgg@@ﬁw&% B 8l ] SocBh A R0 Bl O 10T €

dat a stores assocl ated w e co porat e of the

bt ¢ °S5 2 8, AU,2008: 1 RAHTIERE T CAAOIAS ) Can B 010

t hr ough t e corporate firewa Vi a 4 an one of t he

request or access operation made using the mobile device, or some combination of both

techniques.
The use of a wireless connector 828 thereby enables a messaging system
including a message server 820 to be extended so that each user’s mobile device 816, 818 has
15  access to stored messages of the message server 820, Although the systems and methods
described herein are not restricted solely to a push-based technique, a more detailed
description of push-based messaging may be found in the United States Patent incorporated by
reference above. This push technique uses a wireless friendly encoding, compression and
encryption technique to deliver all information to a mobile device, thus effectively extending
20  the company firewall 808 to include the mobile devices 816 and §18.
As shown in Fig, 9, there are several paths for exchanging information with a
mobile device 816, 818 from the corporate LAN 806. One possible information transfer path
is through the physical connection 82{1 such as a serial port, using an interface or connector

826. This path is useful for example for bulk information updates often performed at
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wi rel ess networks 812, 814. For exanple, a user that has an a0ﬁ3¥9t<@§dﬂm5
associ ated mail box 819 in the data store 817 may al so have a 'Ié

devi ce, such as 816. As described above, nessages received by the nessage
server 820 that identify a user, account, or nailbox 819 are 5 stored to a
correspondi ng mai |l box 819 by the nmessage server 820. If a user has a nobile
devi ce, such as 816, nessages received by the nessage server 820 and stored
to the user's nmailbox 819 are preferably detected by the wirel ess
connector system 828 and sent to the wuser's nobile device 816. This type
of functiona™QP¥¥3% esents a "push” nessage sending tecRRT§aBL0HPRe

W rel ess connector system 828 nmay instead enploy a "pull" technique, in 10
which itens SHizgoR a&“ﬁ%ﬁ%ﬁ%@l\éﬁ%g%@WYW@H&H%PF@W@W@@MG or 818
responsi ve t uest or access pgéﬁ%#ﬁn made using the nobil e device,

or some conbghggf ?”ir?)r%l St ASBPReT EBERHT Ench AR HROMRUIG YEFLER- EBnnect or

be. ext ended SBAPHoE GaA Btk PR D! el R B 4G e Hecess to
descri bod horGRH LR § BGTF BOBIPEAEny oo e T PRt que, &
Uni ted st & odepar el Bt mLavg 5t ERRRSeaE B arationion S48Pt cchni que
o del i ver - artiuvit P RREEIR SPESE s FEMBEOR A Al wf PR AR 6Nt andi g

20 the Conpaﬂé&gf)isﬁﬁvﬁlé}ﬁvzﬁg §ncé®ﬁ$nncxj &%ﬁhﬁig}%&u@ eeig'& essgc?z}{édc\gi?h E‘%gﬁ%F d 818. As

shown in Fig. ere are several p S r angrng in Pon with a

nobi | e devic [ ssi ble i.nformation
transfer pat méﬁgrPﬁ%@g%%gpﬁkggﬂég?ggpﬁiﬁﬁﬁé%%?%%h§§§§§E%W%%§B%g§eria
port, using gpyinterface or connector 826. This path is useful for exanple
for bulk information updates often perforned at 39 2 9 AUG 2006 WO

03/ 079628, PCT/ CAO3/ 0014%3 key exchange using the physical connection 824 and the conmector or

interface 826 allows a user's desktop computer system 822 and mobile device 816 or 818 to
share at least one identity for accessing all encrypted and/or signed mail, The user’s desktop
computer system 822 and mobile device 816 or 818 can also thereby share private keys so that
either the host system 822 or the mobile device 816 or 818 can process secure messages
15  addressed to the user's mailbox or account on the message server 820. The transfer of digital
certificates and CRLs over such a physical connection is desirable in that they represent a
large amount of the data that is required for S/MIME, PGP and other public key security
methods. A user's own digital certificate, a chain of digital certificates used to verify the
user’s digital certificate, and a CRL, as well as digital certificates, digital certificate chains and
20  CRILs for other users, may be 1oaded onto a mobilé device 816, 818 from the user's desktop
computer system 822. This loading of other user’s digital certificates and CRLs onto a mobile
device 816, 818 allows a mobile device user to select other entities or users with whom they
might be exchanging secure messages, and to pre-Idad the bulky information onto the mobile

device through a physical connection instead of over the air, thus saving time and wireless
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initialization of a nobile device 816, 818 or periodically when Sgh
nobi | e device 816, 818 is working at a conputer systemin the LihﬁSgggcﬂmg
such as the conputer system 822. For exanple, as described above, PIM data
i s commonly exchanged over a such a connection as a serial port connected
to a cradle in or upon which a nobile device 816, 818 may be placed. 5 The
physi cal connection 824 may al so be used to transfer other information from
a desktop conputer system 822 to a nobile device 816, 818, including
private security keys ("private keys") such as private encry tion or
digital signa?VQPEREFs associated with the desktop conput&F ¥4 822 or
ot her relativel%&gﬁlky i nformati on such as di%ital certificates and CRLs.

10 Private kein WA SEOTSTaEs TR foR et E91 o8 ﬁ%ﬁﬁ?ﬁﬁ?@?ﬁ“ﬁﬁd”ﬁﬁ@‘conpector
devi co. 516 orhetsots SERbfeptiEse s BAE AT BT Ty P oG |
encrypted and/ or signed il. Th ser' s deskto oyTput er stem 822 and
nobi | e devi cé“’@f@ﬁ‘i?gs éafSaqs(%atf‘? aé(?lg‘% ‘{dﬁg’rt %@ysg’ﬁﬁﬁ’é‘i)’ﬁf"ﬁ?}g% 5 %Eﬁjlgrgg That

ei ther the host s%ften1822 or the nobile device 816 or 818 can process

secure messad@®Y%" addressed to the user's mailbox or account on the
message seyver 820. The tr%psfc r %fr d,l,t Ie:[ ale Sceerst i ifnl g:y %rgssaahngl s over
such a physical conne R R S S D At ?ﬁe% Pepfeggnf ¥ | ar ge
amount of the data that, is required.for M PGP, an her lic key
Soouri ty, o te s Fark BHLGES b A b0 sl of A REDGL R 1

certificates d t k] t user's digital certificate, and a CRL, as
wel | as digiﬁ%ﬁﬁggﬁﬁfgsg%{égfﬁgvgitaI certificate chains and 20 CRLs for

auner users. my b | 9dag O & ARG o Adfe LB L6 bibg, user s

desktop conmputer system I'S user's digital

certificates &E%P%bﬁw&?ﬁ Bie BirbiRD -Ednﬁecmg%\éﬂcﬁl%2§&1§ usifelifle GikBVRivrdRP) | € device

user to sel ect entities or users wth whomthey m ght be exchangi ng

secure ”Eﬁ’?‘ageﬁﬁ 814@&\@%1{09;;1@{&1h,fﬁﬁgco_tnhﬁw&%%wﬁxgé‘s%mdt&@s@m@uébﬂ%tﬂpbi le

device throu a physical connection instead of over the air, thus saving
time and ‘M r ede%?k 80%por,2alt%mﬁt@y,2aQQ§itional WAN connection to wireless infrastructure 810

that provides an interface to one or more wireless networks such as 814. The Wireless VPN

router 832 provides for creation of a VPN connection directly through a specific wireless

network 812 to a wireless device 816, Such a Wireless VPN router 832 may be used in

15  conjunction with a static addressing scheme. For example, if the wireless network 812 is an

[P-based wireless network, then IPV6 would provide enough IP addresses to dedicate an IP

address to every mobile device 816 configured to operate within the network 812 and thus

make it possible to push information to a mobile device 816 at any time. A primary advantage

of using a wireless VPN router 832 is that it could be an oﬂ;-the-shelf VPN component which

20  would not require wireless infrastructure 810. A VPN connection may use a TCP/IP or
UDP/IP connebtion to deliver messages directly to and from a mobile device 816.

If a wireless VPN router 832 is not available, then a link to a WAN 804,

normally the Internet, is a commonly used connection mechanism that may be employed by

the wireless connector system 828. To handle the addressing of the mobile device 816 and
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WO 03/ 079628 PCT/ CA03/ 00406 bandw dth when a secure nessage i s [ecei eg
fromor to be sent to such other users, or when the status of a iAgH p%
certificate is to be determ ned based on one or nore CRLs. CRL-based
status checks can al so be avoi ded where the systens and net hods descri bed
herein are enployed. 5 In known "synchronization" type wrel ess nessagi ng
systens, a physical path has also been used to transfer nessages from

mai | boxes 819 associated with a nmessage server 820 to nobile devices 816
and 818. Another nethod for data exchange with the nobile devices 816 and
818 is over -YREYPES through the wirel ess connector syst&RTE28/UHS using
the wirel ess networks, 812 10 and 814. As shown in Fig. 8, this_could

i nvol ve a W 2B €as regpitediperfase fugegns, wireless nfrasigetrs §HOdyefrratlngek Bise, or,
alternatively, a traditiongl WAN connection to w.reless infrastructure 810
that provi ded% ssi“?ff“é?‘i"%‘ﬁféﬁp GEBHE 5HmRRT Qi %{Y@g@leﬁ&%ﬁ@gﬂﬁtg}g 83as 814.
The Wreless VPN royter 832 provides for creation of a VPN connection
directly thr GlYGh g VYEATKIFES RRfPLioat ctw?‘?&f?/%{“ﬁs%f?wf’r . 0 et O evi ce 816.

Such a Wreless VPN r r 832 may be used in 15 conjunction w a static
addr essi ng séwzﬁ%mﬁaﬁ%ﬁmf‘%? al]c¥‘°w %ﬁ‘r’%‘f“re}%é‘“%%‘twu?éﬁéﬂi‘ﬂcﬁ glaé% | P- based
w rel ess network, then |PV6 Lfl.| dﬁr Vi d@l %Q%uegh | P addresses to dedicate

an |P ad regﬁnsf“bsmg{'/%reveﬁ‘b%ais%l\sgat NS &° BB ST gured to operate within the

network 812 and thus ke. | ossible .t ush .i [ ion,t bile
device 816 at any ti négﬁ’ﬁ?%ﬁ’roltf%ng?%/ca%né\tloa‘?\lf%é%ﬁ"gfksgisfaﬁggfé W Feeq%g@ds?ﬁf{)/PN router

832 is that ii&clu%:?:g,lﬁ'dr ler?p%?ISgI\{ Fr‘az@%éﬁ}%‘:%%ﬁﬂﬁm&%&%@?%‘rcm p?cl?ochQm ul'd not

require wreless rastructure connectron rnay ‘use a TCP/IP or

DR/ 1P conneglLdfod: fe kel SFEwASEA Ao a( S13thda1k Solthd b Msfhol BRLS devi ce

816. If a wireléss rout er 1S not aval en a lrnk"to a WAN

804, nor mal laﬁ%&n'é%atéd?%ﬁoﬁ&,tor fhlz?coﬁid(f @g&P&XsaHéﬁgwgﬂgﬁgcg&ér%rgaﬁgﬁg{fﬁﬂi sm t hat

may be enpl oy e W reless connector system e the

addr essi 9 OfmaS( Béeanggp&i%f&erﬁi %és%?n%ks@ﬂgudiég]but not limited to, data-centric wireless

networks, voice-cenfric wireless networks, and dual-mode networks that can support both

voice and data communications over the same or similar infrastructure, such as any of those
described above,

In some implementations, more than one over-the-air information exchange

15 mechanism may be provided in the corporate LAN 806. In Fig. 9 for example, the mobile

devices 816 and 818 associated with users having mailboxes 819 associated with user

accounts on the message server 820 are configured to operate on different wireless networks

812 and 814. If the wireless network 812 supports IPv6 addressing, then the wireless VPN

router 832 may be used by the wireless connector system 828 to exchange data with any

20  mobile device 816 operating within the wireless network 812. The wireless network 814 may

be a different type of wireless network, however, such as the Mobitex network, in which case

information is instead exchanged with the mobile device 818 operating within the wireless

network 814 via a connection to the WAN 804 and the wireless infrastructure 810,
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2 9 AUG 2006 WD 03/1179628 PCT/ CA0O3/ 00406 any ot her required |?5§9:A2$c2 0%
functions, wireless infrastructure 810 is preferably used. The e g
infrastructure 810 may al so determne a nost likely wireless network for

| ocating a given user, and track users as they roam between countries or
networks. In wreless networks such as 812 and 814, nessages are nornally
delivered to and from nobile devices via RF 5 transm ssions between base
stations and the nobile devices. A plurality of connections to wreless
networks 812 and 814 may be provided, including, for exanple, |1SDN, Frane
Rel ay or Ti ¥hW&Pt42®ns using the TCP/IP protocol used tREFBEYHEMC he
Internet. The wirel ess networks 812 and 814 could represent distinct,

uni que and unr el at ed GreRRRkEe sYFPm Infdg, d wdlnay be das g MRAmPLE ARt ot wor k i n
different countrjes, and 10 nmay be any of differ ntdt s of networks,

i ncl udi ng but®ABDESFAF §3d gent fgom %%\‘E"&‘P&té YSHFR BO% aP‘?eﬂdg%e%c ‘%ﬁ%?ﬁ?&“ﬁmm

voi ce-centric wireless network nd dual - mode networks that can support
bot b vor ce. SHHHRIS B MO 10 S QTP EAE Vid) G as servs

i nfrastructur ch n f t e.. descri bed above._Jln so

| pl enent at | G Ao meR T E RS B ILE SHRESE e PR ok BT 15

The mobi 16 el Bt DBt el R fraro HoTRsr o e e ox oo, 820
associ at ed wi.t er ccoynt t he message server 0O are configured to
o;S)Zr alt e on \élv: @ﬁ? pr{?\ngrlaéeif ;(%ajssoscg%bgetgv%p]?é” mﬁsf%g\nﬁgmé\is NI the wirel Iegg

network 812 supports lﬂémﬁ?ﬂ&fﬂ%&%&c&r{th&% tg(pn%ep ye\,f;srsc?elﬁneg% vi\a/glélW}{I\P er 832 may

be used by the w rel ess connec em 0 BXE ange data wth any 20

bil e devi ti i 1 hi Wi el t k, 812 .. The wirel
ool 1 € devi C‘?nag%ggﬁe’@g{% effort é&{%&&%&ﬁ@ﬁ%ﬂ&nﬁ%ﬂﬁe friding don’! | B PS>

network 814 ma _ _ _ l'ess net ver, such as
e i e
connect i oy t Qot fiear AU BusHRY NI, WA G L5350 AR BISHG bliged bRryphd,
or both.
E-mail messages such as 833 normaily use traditional SMTP, RFC822 headers
and MIME body parts to define the format of the e-mail message. These techniques are all
well known to one in the art. The e-mail message 833 arrives at the message server 820,
15  which determines into which mailboxes 819 the e-mail message 833 should be stored. As
described above, 2 message such as the e-mail message 833 may include a user name, a user
account, a mailbox identifier, or other type of identifier that is mapped to a particular account
or associated mailbox 819 by the message server 820. For an e-mail message 833, recipients
are typically identified using e-mail addresses corresponding to a ;JSCI dccount and thus a
20  mailbox 819,
The wireless connector system 828 sends or mirrors, via the wireless network
812 or 814, certain user-selected data iters or parts of data items from the corporate LAN 806

to the user’s mobile device 816 or 818, preferably upon detecting that one or more triggering

events has occurred. A triggering event includes, but is not limited to, one or more of the
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2 9 AUG 2006 WD 03/079628 PCT/ CA03/ 00406 Operation of the systgfgf%pgia@ 9
w Il now be described using an exanple of an e-nail nessage 83 e f &
the conputer system 802 and addressed to at |east one recipient having
bot h an account and mail box 819 or |ike data store associated with the
nmessage server 820 and a nobile device 816 or 818. However, the e-nmai
nmessage 833 is intended for 5 illustrative purposes only. The exchange of
ot her types of information between the corporate LAN 806 is preferably

al so enabl ed by the wirel ess connector system 828. The e-nail nessage 833,
sent fromt héV@oWPHdr system 802 via the WAN 804, may bECTGAPYHY t he
clear, or si WM., i.ai . S| tur cr d ndi ng upon
the parti cul g&ﬁgn%\é\%g%?cﬁéwg%ﬁé‘%gmﬁ%g% S&Og{gg&)n%{pleu?ﬁ? &rté{ﬁ%g d@%%%%ﬁ%‘? system

802 is enabl eg ol Qusf QA BREM S ﬁ'ﬁ’gf?%ﬁ‘% tgcfih@g%cﬁé% Moreco 190 odfifand sift |

nmessage 833 may be signed, en . E-marf nessages such as 833

normal |y use 4rad h{o%i%{xicec’é\ﬂg Ry Fﬁﬁgﬁg o SRERNS Starﬁgéglﬁ\lrx? MEPRgY mQ&F%té to

define the fornat of the e-nmai|l nessage.” These techniques are a wel |

known to one dfed Aokt syslde BB witBRes ARects Sys@hnlhd B Bheck thggegg?sage

server 820, 15 which detérmnes into which mail’boxes 81 | message
833 shoul dy beevéﬁtpis&féiaae&@im 38 364sh 28GR REY Qoch & rBRBEAY Condnll, R Rith B of- MBI |

nmessage 833 may include a user nane, a user account, a nailbox identifier,
or other typenghndid6Rtd Johsﬁtﬂtsmhs B, FBRARE Ry X hildGibdheAGEQRAL  OF

associ ated mai | box 819 by the nessage server 820. For an e-nail nessage

833, recipi endederibé dotbey WHewlrdtesk 8BRS lofchpbatd 34t Br £mbBAL hevREET6RS BRFhas
corresponding to a user account and thus a 20 nmil box 819. The w rel ess

connect or Sy Sfeeiaclded2CMESA R BOATTOF Ex@fble wibAthd Wige1dbh doRlBiSSsyAGh YRIdKect12 OF
814, certain user-selected data itens or parts of data i1tens fromthe

cor por at e LANhS8QBurrdné: df A Gigd &R ¢ ent O thadilél@vice Bse d4a i@ins Sclddicd By @k 8feabl y upon
detecting that one or nore triggering events has occurred. A triggering
event i ncladege pribfdtably Send @ thd s strfubilé GsvicONB 1Y exBEpl€ofAlle elil message 833,
assuming that a triggering event has been detected, the arrival of the message 833 at the
message server 320 is detected by the wireless connector system 828, This may be
accomplished, for example, by monitoring or querying mailboxes 819 associated with the
message server 820, or, if the message server 820 is a Microsoft Exchange server, then the
15  wireless connector system 828 may register for advise syncs provided by the Microsoft
Messaging Application Programming Inferface (MAPI) to thereby receive notifications when
a4 new message is stored (o a mgilbox 319,
When a data item such as the e-mail message 833 is to be sent to a mobile
device 816 or 818, the wireless connector system 828 preferably repackages the data itemina
20  manner that is transparent to the mobile device 816 or 818, so that information sent to and
received by the mobile device 816 or 818 appears similar to the information as stored on and
accessible at tl}e host system, LAN 806 in Fig. 9. One preferred repackaging method includes

wrapping received messages to be sent via a wireless network 812 or 814 in an electronic

envelope that corresponds to the wireless network address of the mobile device 816 or 818 to
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43 2 9 AUG 2006 WD 03/079628 PCT/ CA03/ 00406 fol |l owi ng: screen s%gﬁr
activation at a user's networked conputer system 822, disconnecti AQQ %PW%
user's nobile device 816 or 818 fromthe interface 826, or receipt of a
command sent froma nobile device 816 or 818 to the host systemto start
sendi ng one or nore nmessages stored at the host system Thus, the wreless
connector system 828 may detect triggering 5 events associated wth the
nessage server 820, such as receipt of a cormand, or with one or nore
net wor ked conputer systens 822, including the screen saver and

di sconnect i oW EVPEME  descri bed above. When wirel ess acceStHPhorate

data for a nobile device 816 or 818 has heen %%Livat d at &ge LAN 806, for
exanpl e when itk hiimespesas o et c A Brnaiydy ofPgoRscien e Rptods Cpld BLWE r ence of a

R AN R N R
AL T, 3 P SSUI s ol SREHI B Gl PRI 2L,
e e ey AR S B BRSPS TP o
220, %1 o WRRTERRORB oA Rl B Ot RiEDMRR dpRaL, {hen e

the Mcrosoft, Mes %ff‘%{dr”e?s YeRRL @%ééns%%n? %Cg%rﬂﬁ%?éﬁ%é LY &6 th%?r%aﬁé\é%ﬁhé. to

single' & .
t her eby recef VB ROtT 11 Catl ons I's stored to a mail box

819, Vhen a data | teMalilafo of BE EnfifinlesROBAAS iftidich U 1834 B 8GO 10 2

nobil e device 816 or tthe w rel ess conhnector system preferably

repackages 1 g ki lelifiibhlsa be SIFMIARY avHRAL el fuA0SRA, Eliepkek Ne_TODI | &

device 816 or I'nformation sent to and received by the nobile
devi ce 816 %po%g]tﬁe ;ﬁfa@ﬁéfrﬁn&agdth,%im&%et“hﬁlessﬁmgmme@mo ashShrigdven and
t” the 'ho LAN

accessible a st syste 806 in Fig. 9. One preferred repackagi ng

met hod i Rgl UGG, sy 3BRIxREpIE, SES- MBS BBESpibRrablf corfpidsse laitl ScbiEg! €ss
network 812 or 814 in an electronic

either before or after being repackaged at 834, to thereby provide for secure transfer to the
mobile device 818. Compression reduces the bandwidth required to send the message,
whereas encryption ensures confidentiality of any messages or other information sent to the
moBile devices 816 and 818. In contrast, messages transferred via a VPN router 832 might
15  onlybe compressed and not encrypted, since 2 VPN connection established by the VPN router
832 is inherently secure. Messages are thereby securely sent, via either encryption at the
wireless connector system 828, which may be considered a non-standard VPN tunnel or a
VPN-like connection, for example, or the VPN router 832, to mobile devices 816 and 818.
Accessing messages ll.lsing a mobile device 816 or 818 is thus no less secure than accessing

20  mailboxes at the LAN 806 using the desktop computer system 822.
When arepackaged message 834 or 836 arrives at a mobile device 816 or 818,
via the wireless infrastructure 810, or via the wireless VPN router 832, the mobile device 816
or 818 removes the outer electronic envelope from the repackaged message 834 or 836, and

performs any required decompression and decryption operations. Messages sent from a
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envel ope that corresponds to the wrel ess network address of thi%gnahée
device 816 or 818 to 44 2 9 AUG 2005 WD 03/079628 PCT/ CA03/ 00 il
the nessage is to be sent. Alternatively, other repackagi ng nmethods could
be used, such as special -purpose TCP/I P w appi ng techni ques. Such
repackaging preferably also results in e-mail. nessages sent froma nobile
device 816 or 818 appearing to cone froma correspondi ng host system
account or mail box 819 even though they are conposed and sent 5 froma
nobi | e devic er of a nobile device 816 or 818 may thereb effectlvely
share a sinéygusmﬁﬁfl address between a host system accolhf/C8P¥ %Pl box 819

834 and BN Es%%ﬁaégqr it Ea%’ms%ﬂiémﬁ%%mﬁrgq%%n{m&? HEF TN (ol
Gl ther { o w PEaER P A fﬁear%?t BBt nf Bl e el or s
it hor ot or bRy T ton g P ichlehRy MeRle AR R RO AR S Bt LY P
Dandui dt h 1 ol okl %%nim?fi*s‘%%%%gfm%ﬁiﬁé@?%{ R, |

Govi cos 1o MieRgBlealzo E0s, ngtsQSrge's”I ansierred via a VPN router 832

mi ght 15 only be conprgss ?doaﬁ&q,g@gmﬂ& 80 o8 ey MEN B/ GR! O

established by the VP roufer s 1n ntly secure ssages are
thereby secur, rééﬁﬁé':‘iﬁfor avlb@nmcbég,gﬁal@%{z}f@gsageﬁsaawtmgl mme%ﬁaé e%%nect or

system 828, e consi a non-standard” VPN t unnel

VPN-1 i ke conggehi Qlﬂmn};tfbﬁ t@fﬁ@m&mﬂgxetmmymsgéauslﬁgaré%rk Jderem?brlee devi ces
816 and 818. Accessing nessages using a nobile device 816 or 818 is thus

no | ess secuhLembbaBhiRAERSS R GutertvdiBe lpl%%@ eﬁéapslhﬁﬁs N RQBig R e kit he
deskt op conputer systen1822. When a repackaged nessage 834 or 836 arrives

at a nobithe deyhcR381R1RMne 88t onY la@irdsh BWipbRILESS cdnipfdiR8 bidAs el @10, or via
the wirel'ess VPN router 8 2, the nmobile devi ce 816

form. This allows original “To”, “From” and “CC" addresses of the e-mail message §33 tobe

displayed when the outer envelope is removed and the message is displayed on a mobile
device 816 or 818, The repackaging also allows reply messages to be delivered to addressed
recipients, with the “From” field reflecting an address of the mobile device user’s account or

15  mailbox on the host system, when the outer envelope of a repackaged outgoing message sent
from a mobile device is removed by the wireless connector system 828. Using the user’s
account or mailbox address from the mobile device 816 or 818 allows a message sent from a
mobile device to appear as though the message originated from the user’s mailbox 819 or
account at the host systemn rather than the mobile device.

20 Fig, 10 is a block diagram of an alternative cormmunication system, in which
wireless communications are enabled by a component associated with an operator of a
wireless network. As shown in Fig. 10, the system includes a computer system 802, WAN
804, a corporate LAN 807 located behind a security firewall 808, network operator

infrastructure 840, a wireless network 811, and mobile devices 813 and 815. The computer
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or 818 renoves the outer electronic envel ope fromthe repackaged Qﬁsiﬁgﬁ
834 or 836, and perforns any required deconpression and decryptz A 006
operations. Messages sent froma 45 2 9 AUG 2006 WD 03/079628

PCT/ CA03/ 00106 mobil e device 816 or 818 and addressed to one or nore
recipients are preferably simlarly repackaged, and possibly conpressed
and encrypted, and sent to a host system such as the LAN 806. The host
system may then renove the el ectronic envel ope fromthe repackaged

nmessage, decrypt  and deconpress the nessage if desired, agg he
nmessage to tﬂéﬂng%ﬁﬁhressed reci pi ents. Anot her goal of usiﬁ%gghg%%ter

envel ope is to i nt ai ast so addr essi i ion in the
original e- nﬁ?*%é’&é@*@%@ %ﬂfeﬂ‘ﬂf w@LSeOISDQE? B Ehte 85%%’ thggea STJ(?% rout e

i nformation bi.l e devic 818,.i j . or k address
of one or n%?éﬁgﬂﬂh?ﬁmgé%l egffﬁh@wgh3é§m§ﬁ§%§%%§ %%%?gggg?eﬁ%ﬁgapsulates
the entire origipal e-pmail.. o i Al . addr ess
field, possi 161!1’638({]‘3 i %nr?f)tF 8’5%%%‘ gﬁﬁf‘%?%%ﬁyﬁ“&ﬁwﬁg?% nlkcgész%ﬂgﬁv%g ori gi nal

"1'o", "Front d " ', f - ML ; di | d
0 ro e 1951‘ 1@%%&%&0@:%&%21@% rﬁ%ﬁ%ﬁeggggg!ﬁ?gﬁﬁg%l}té Pge displ aye

when the out &V EhVE ope 1I'sS renove pl ayed on a nobile

devi 81 8 , ' . a b
evice 81% Ogyg?f%r%té ggg@ GRAGKAY @g:?ﬂwﬁ?ﬁﬂééhug%4d&mlé§ WIRRSAS it De

delivered' to recipien "From' field reflecting an

address of t&g?]aﬂpetﬁeﬂ“%erﬂﬁé’izﬁl@sdﬁﬁé #hém@ﬁl@@éﬁges mgédsmc@ésb&%m@soa%d host

system when the®outer envel ope of a repackaged outgol ng nessage sent from

a mobil e devmﬁhéc%mhglgqa%@é&sfm&B%%&&hﬁ JGOBRE Within BY 188 S&Gork Usi ng t he

user's account or ox address fromihe nobile device 816 or 818 all ows

a message seql HfinaN sd’fpmwrait?@Ndc%ffc&nﬁw@;@{em@mtah@mhxetsmzﬁmﬁ age
originated fromthe user’'s mailbox 819 or account at the host system

rather than flg, TPk cARvkiees46ePsFitdhn itkbdSordodabdiiRaghirae8. awiddlesan
alternative comunication system in which wreless conmunications are
enabl ed By amRIRPHSEH 84S @51 iddpRfltindok Br i onfiB&loa ik eatt computer systerm 842

and 852.

The wireless connector systems 844 and 854 are similar to the wireless
connector system 828 described above, in that they enable data items, such as e-mail messages
and other items that are stored in mailboxes 819, and possibly data items stored in a local or

15 network data store, to be sent from the LAN 807 to one or more of the mobile devices 813 and
815. In Fig. 10 however, the network operator infrastructure 840 provides an interface
between the mobile devices 813 and 815 and the LAN 807. As above, operation of the system
shown in Fig. 10 is deseribed below in the context of an e-mail message as an illustrative
example of a data item that may be sent to a mobile device 813 or 815.

20 | When an e-mail message 833, addressed to one or more recipients having an
account on the message server 820, is received by the message server 820, the message, or
possibly a pointer to a single copy of the message stored in a central mailbox or data store, is

stored in the mailbox 819 of each such recipient. Once the e-mail message 833 or pointer has

been stored to a mailbox 819, it may preferably be accessed using a mobile device 813 or 815.
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wi rel ess network. As shown in Fig. 10, the systemincludes a co useﬂﬁﬁ 7006
system 802, WAN 804, a corporate LAN 807 | ocated behind a securi

firewall 808, network operator infrastructure 840, a wireless network 811,
and nobil e devices 813 and 815. The conputer 46 2 9 AUG 2006 WO
03/1179628 PCT/ CA03/ 01406 system 802, the WAN 804, the security firewall
808, the nessage server 820, the data store 817, the mail boxes 819, and
the VPN router 835 are substantially the sane as the simlarly- |abelled

conponent s i j However, since the VPN router 835 c nicates with
t he netmoergggggﬁ%? infrastructure 840, it need not nec §§§wPﬁ@m§e a

wirel ess VPN poute mpie%B(f»Qﬁn RigSHShEMRd ?1.15@%%%%3%9% bléﬁ%dﬁéée\ﬁ%ru% HRRLAL O

i nfrastructure 8 ( enabl es wreless In I'on exchange between phe LAN
807 and the rRbikRiAeidesh SHRofithoBdRysn 8056 ds¥ SR BARGHAL 8o th the
conput er systens 842 and 852 and configured to operate wthin The wirel ess
network 811l.giknqtshe LAN 807, a plurality of desktop conputer systens 842
and 852 are shown, each having a physical connection 846 or 856 to an

interface or connect ojgs8A& sRiileBiaGhe R wifl § 1Le8§t§,c&19mﬁﬁ&ﬁsf&ﬁe9£or1§§[{-§tb&)m 844 or
854 is operating on or in conjunction wth each conputer system 842 and

852. The W I @b@HsnHREIE GBI neBY ks SHAL AT 8078Rord BV SN BDA Ad not Qicfple Wi rel ess
connector system 828 descri bed above, in that they enable data itens, such

as e-mai | NesgsagRsibleanth valcRemeinof T miniAtatas RotSdoRued within WBLILPRAXARKB819, and
possibly data itens stored in a local or 15 network data store, to be sent
fromthe LAN s84)7as301. OR® REmPIBI@mdhinitdton BRRklde, gRWcaa eBdd, ARGewddkS. I n Fig.
10 however, the network operator infrastructure 840 provides an interface
bet ween t he nmficy), @hideact prfifarPdodeenidth iddes MtavolNB mnbNcABi0s, ard¥Sss @iB@N@nt Oper ati on
of the system shown in Fig. 10 is described below in the context of an
e-mai | nmessage wasd adiwdrkd, wdich agpioaBy hevs angoh Righth capaciet AdispemiahadicckRY be sent
to a nobile device 813 or 815. 20 Wien an e-mail nessage 833, addressed to
one or noi0e mewiofks. efhbefokmmblily davices 813 and 815 cannot normally access the data store 817

directly. The network operator infrastructure 840 provides a bridge between the wireless
network 811 and the LAN 807,

The network operator infrastructure 840 enables a mobile device 813 or815to

establish a connection to the LAN 807 through the WAN 804, and may, for example, be

15  operated by an operator of the wireless network 811 or a service provider that provides

wireless communication service for mobile devices 813 and 815. In a pull-based system, a

mobile device 813 or 8135 establishes a communication session with the network operator

infrastructure 840 using a wireless network compatible communication scheme, preferably a

secure: scheme such as Wireless Transport Layer Security (WTLS) when information should

20  remain confidential, and a wireless web browser such as a Wireless Application Protocol

(WAP) browser. A user then requests, through manual selection or pre-selected defaults in

the séaftware residing in the mobile device, any or all information, or just new information, for

example, stored in 2 maitbox 819 in the data store 817 at the LAN 807. The network operator

infrastructure 840 establishes a connection or session with a wireless connector system 844,
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account on the nessage server 820, is received by the nessage ser eg E@@’ZGE
the nmessage, or possibly a pointer to a single copy of the nessage st eg
in a central mailbox or data store, is stored in the mailbox 819 of each
such recipient. Once the e-nmail nessage 833 or pointer has been stored to
a mai |l box 819, it may preferably be accessed using a nobile device 813 or
815. 47 2 9 AUG 2006 WD 03/079628 PCT/ CA03/ 00406 In the exanple shown in
Fig. 10, the e-nmmil nessage 833 has been addressed to the mail boxes 8 19
associated wi.th both desktop computer systens 842 and 852 bot h
nobi | e devi c&¥0 *BY¥%nd 815. As those skilled in the art ﬁ?ﬁEAéﬁ%ggciate,

A W R L B

ik o, R Lo oty St e, o

comunca o S OB S R B D R o1

SP?LL$|S?V%EE§E§?§E?ndr@%ﬁ caﬁnp?;qbrngpfy gcg%sse%%%:Qa afé%gie 8$7betmeen
511 BHYRL K BASE A A dolibciAR el HGLHL BT BHON AR5, Rid

the wirel €ss r e networ k operator

i nfrastruct 84 ' ' jash
Lonneitign fEs?ﬁg%E%ﬁﬁ@B@ﬁ$%?§@g%h%ﬁ%%§iﬁﬁ§§%@32&3§%§§@9?%§§%§§%%fe,abe 15
operated by 3py QRENAL Ye Birighld§ Y/ tﬁa@laeé)&n[ﬁﬁfCMCj?roﬁééﬁoQ {rcxﬂain?seép\éh QRcePr OVi der

t hat provides w reless comrunication service f Ile devices 813 and

nobi
815. In a pull:hasad system a nobile device 813 or 815 establishes a
communi cation session with the network operator infrastructure 840 using a

wirel ess network corrpq,l;aqpéyﬁexﬁmiﬂ%gm,eeaaés@eﬁgﬁdaﬁn@om@m%eévﬁpbml@mdsecur e
schenme such as Wreless Transport Layer Security (WLS) when i nformation

shoul d 10 815 would be sent to the wireless connector systems 844 and 854, respectively. Upon
receiving a request for information from the network operator infrastructure 840, a wireless
connector system 344 or 854L retrieves requested information from a data store. For the e-mail
message 833, the wireless connector system 844 or 854 retrieves the e-mail message 833 from
the appropriate mailbox 819, typically through a messaging client operating in conjunction
15  with the computer system 842 or 852, which may access a mailbox 819 either via the message
server 820 or directly. Alternatively, a wircless connector system 844 or 854 may be
configured to access mailboxes 819 itself, directly or through the message server 820. Also,
other data stores, both network data stores similar to the data store 817 and local data stores
associated with each computer system 842 and 852, may be accessible to a wireless connector

20  system 844 or 854, and thus to a mobile device 813 or 813.
If the e-mail message 833 is addressed to the message server accounis or
mailboxes 819 associated with both computer systems 842 and 852 and devices 813 and 815,
then the e-mail message 833 is sent to the network operator infrastructure 840 as shown at 860

and 862, which then sends a copy of the e-mail message to each mobile device 813 and 815,
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20 remain confidential, and a wireless web browser such as a Wre %ia
Application Protocol (WAP) browser. A user then requests, throudL H@aﬁmﬁ
selection or pre-selected defaults in the software residing in the nobile
device, any or all information, or just new information, for exanple,
stored in a nmail box 819 in the data store 817 at the LAN 807. The network
operator infrastructure 840 establishes a connection or session with a

Wi rel ess connector system 844, 48 2 9 AUG 2006 WD 03/079628

PCT/ CA03/ 004 854 sing Secure Hypertext Transfer Protocal éHTTPS), for
exanple, if Sgogszg%ngn has already been established. As 8bH§a%/4¥%essi on

bet th I k t i nf 1. t 8 d W | t
betveen the 1oL MBLL, SR SLPhel TEASIUELLE B0, B0 A L BLeRs comect o
VPN t 835 if i, 1labl ti del b, i Vi t
EESCRENTT T TE TN RIR M e R
Lo, e 9215 A Ol PR 9 IR G SHESL S phSHg L o, 50
icati nect | i | i d..ln th t f

T RS PR L
e sen re Q A . . on
be semt 18 B o5l 135l MARGA o) SR BN nAM R gut e R Y P

| nfrastructug era%ﬁ?nfraam}gu;e%h&S%gacﬁ.%ﬂ%?&fxrﬁ&ﬂgg%ﬁ%{ aﬁé@b@ﬁs@d %Ewa%?ﬂie Libikdseves

request ed i nformat on froma data store. e e-na nmessage 833, the

W rel ess CONBRALAY sk 850k t@%\%iv»&ﬁ%c{g&%}{ﬁﬁﬁatsmmﬁ‘aﬁ@ﬁddb% 33 833 from

the appropriate nailbox 819, typi rough a messaging client operating

i n_conj unct | %bik%e%éélstaﬁwsﬁqugw&wﬁmrﬁlﬁ%suqsmé%. whi ch may access a

mai | box 819 either via the nmessage server 820 or directly. Alternatively,

a wirel ess connector gyualR-34d ifbmBRch TBYseR%roma HhileALERU11 PR BGEHSSS
mai | boxes 819 itself, directly or through the nessage server 820. Al so,

other datig StOh6RssePRhBinMBinRAd, il b@h i GBfonThsibdiilirats@rbdBontAhebigt ore 817
and | ocal data stores

device 813 or 815 to the network operator infrastructure 840. The network operator

infrastructure 840 then sends the information to a wireless connector system 844 or 854 for
storage in a mailbox 819 and delivery to any addressed recipients by the message server 820,
for example, or may alternatively deliver the information to the addressed recipients.
15 The above description of the systern in Fig. 10 relates to pull-based operations,
The wireless connector systems 844 and 854 and the network operator infrastructure may
instead be configured to push data items to mobile devices 813 and 815, A combined
push/pull system is also possible. For example, a notification of a new message or a list of
data items currently stored in a data store at the LAN 807 could be pushed to a mobile device
20 813 or 815, which may then be used to request messages or data items from the LAN 807 via
the network operator infrastructure 840,
If mobile devices associated with user accounts on the LAN 807 are configured
to operate within different wireless networks, then each wireless network may have an

associated wireless network infrastructure component similar to 840,
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associated wth each conputer system 842 and 852, may be accessizt% éﬂ a 0§
W rel ess connector 20 system 844 or 854, and thus to a nobil e devi'c gl@
or 815. If the e-mail message 833 is addressed to the nessage server
accounts or nmil boxes 819 associated with both conputer systens 842 and
852 and devices 813 and 815, then the e-mail nessage 833 is sent to the
networ k operator infrastructure 840 as shown at 860 and 862, which then
sends a copy of the e-mail nessage to each nobile device 813 and 815, 49 2
9 AUG 2006 WD 133/079628 PCT/ CAO3/ 00- 106 as indicated at 864 and 866.

I nf or mati on i ¥OU4i€%erred between the wirel ess connect or PCd{A0&Nd%844 and

854 and the network operator infrastructure 840 via either nnection to
the WAN 804 or the VI ?%Et'*‘é’r‘ﬂfa@s@?mﬁﬁ‘gﬁ“?lﬁé Cﬂ‘é?%ﬁ%te&}ﬁg?%f@r 554

and 854 and (REVHEErFETEYECRLSE P i SRS he PR b eSS,
iviﬁf E?Z Z ilugtz ﬁfe%e?%;ffeétg?%és@i ﬁ%&%ﬁﬁ?qﬁ@%ﬂ%@’ﬁ%ﬁ%ﬂ? %%I%E%@?B@‘%@&%‘en he
ot rastr uc ur g et R R S AR b RN 1 SREOABor |
Cont ot o e 8 s Bk el WSl SGhnoul SARHE ot e HRIARERGT, | © P

oanner, Wth SUERsdObERRAO k! Bldifhiliel §BARLAKLAR LAMAMBRL) e devi ce

813 or 815 to e net operator 1 nfrastructure 840. net wor k oper at or

Infrastructu rS??ﬁ%i Qdfztgﬁtﬁﬂe c%ﬁx:[l&& shdiden 492 Réc{ﬁgs%s';f&gitﬁ fentd 0 eflhé% ArobifRIAECT OF

system 844 or " & rstorage"in a nai 9 and delivery to any
addr essed recj pi£pES1We théﬁebrm&ﬁ:? CheSBIMQ omRedor systeR34 £ XAIRbS guffionTBY
alternatively delitver the i'nformation to the addﬂessed reci pients. 15 The

above descri pt i, QR RfendoftSriR¥sd @MduBickiols bebilel B BARS0T MRl habl8 8 les
operations, The wreless connector systens 844 and 854 and t he network

operat or j@f rashidtes YhiRulBhirink PESRBSCORPuEARrDIDL Bl 8510 Rinifidfofeatit €MB O
nobi | e devices 813 and 815. A conbi ned
mobile device nser. A wireless connector system may instead be implemented in conjunction
with the message server 820 to enable wireless communications.
Fig. 11 is a block diagram of another alternative communication systf;m. The
system includes a computer system 802, WAN 804, a corporate LAN 809 located behind a
15  security firewall 808, an access gateway 880, a data store 882, wireless networks 884 and 886,
and mobile devices 888 and 890. The computer system 802, the WAN 804, the security
firewall 808, the message server 820, the data store 817, the mailboxes 819, the desktop
computer system 822, the physical connection 824, the interface or connector 826 and the
VPN router 835 are substantially the same as the corresponding components described above,
20  The access gateway 880 and data store 882 provide mobile devices 888 and 890 with access
to data items stored at the LAN 809, In Fig. 11, a wireless connector system 878 operates on
or in conjunction with the message server 820, although a wireless connector system may

instead operate on or in conjunction with one or more desktop computer systems 822 in the

LAN 809,
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push/pull systemis also possible. For exanple, a notification of
nmessage or a list of data itens currently stored in a data stord §t£§3ﬁ2mm
LAN 807 coul d be pushed to a nobile device 20 813 or 815, which nay then be
used to request nessages or data itens fromthe LAN 807 via the network
operator infrastructure 840. If nobile devices associated with user
accounts on the LAN 807 are configured to operate wthin different

wirel ess networks, then each wirel ess network nay have an associ ated

wirel ess network infrastructure conmponent simlar to 840. 50 2 9 AUG 2006
WO 03/ 079628 YEH/#KA%/ 00406 Al t hough separate, dedicated RFFEAELHEonnect or

SR SR e T T e
A B S R R S
The wirel ess RO EELLPo s B AR hls: e TSR TSI el T boxes

852. Requect SUPSFINSTR 1 e de: SRSRYSF g RbER Al SRy SRR, DTS OT
t hen procgssed Q%Tthe @&£§4£§§ connector system 844. This configuration is

useful to’enable w??%?ess conmuni cati ons between the LAN 807 and the nobil e

devices 10 813 and 81&3@&&96%%%.5@9.5151m&s@eﬁga&ﬁﬁ%&g Ml rd¥RhgM 842 and

852 to be running for eac no evi ce “user. el ess corinector system

may instead stidgrm'a&%{ewﬁmidessggeg%@pézqu red¥vell b {EQ&@&%‘%%HSS@@%" 820 to

enabl e wirel ess “comuni cat 1 ons. 11 1s a bloc agram of anot her

alternative ' Ji i ] { system
802, WAN B4 g R T o e, el

808, an accegsg8s GUBYHPRR a sitilfldlrferRt R £id R8Rins WnihEdnBsSwle (ALK 0,884 and
886, and nobile devices 888 and 890. The conputer system 802, the WAN 804,

the secunptygi7, PIM information or data stored at data store 882 preferably is independently modifiable

to the PIM information or data stored at the host system. In this particular configuration, the
independently modifiable information at the external data store 882 may maintain
synchronization of a plurality of data stores associated with a user (i.e., data on a mobile
device, data on a personal computer at home, data at the corporate LAN, etc.). This

15  synchronization may be accomplished, for example, through updates sent to the data store 882
by the wireless connector systera 878 at certain time intervals, each time an entry in the data
store 817 is added or changed, at certain times of day, or when initiated at the LAN 809, by
the message server 820 or a computer system 822, at the data store 882, or possibly by a
mobile device 888 or 890 through the access gateway 880,

20 In the case of the e-mail message 833, for example, an update sent to the data
store 882 some time after the e-mail message 833 is received indicates that the message 833
has been stored in a certain mailbox 819 in the store 817, and a copy of the e-mail message is
stored to a cotresponding storage area in the data store 882. When the e-mail message 833 has

been stored in the mailboxes 819 corresponding to the mobile devices 888 and 890, one or
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firewal | 808, the nessage server 820, the data store 817, the naizgfﬁﬁﬁ 2008
819, the desktop conputer system 822, the physical connection 824,
interface or connector 826 and the VPN router 835 are substantially the
sanme as the correspondi ng conponents descri bed above. 20 The access gat eway
880 and data store 882 provide nobile devices 888 and 890 with access to
data itens stored at the LAN 809. In Fig. 11, a wireless connector system
878 operates on or i'n conjunction with the nmessage server 820, although a
Wi rel ess connector systemnmay instead operate on or in conjunction with
one or nore d@glﬁ”&?ﬁ(’%orrput er systems 822 in the LAN 809. PT/@MASG 2006

WO 03/ 079628 PCT/ CA03/ 00406, Th i.rel . t 878 id f
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associ ated w user (1 a on a nobile devi data on a persona

conput er at hopPuadai, alp | hEAPRRLGL Ak b bforel-cidlPii§ kR @YNGHY ONi zat i on

may be acconp exanpl e, through updates sent to the data store
882 10 comresponding location in the data store 882, or a single copy may be stored in the data store

882, with a pointer or other identifier of the stored data item being stored in each
corresponding location in the data store 882.

The access gateway 880 is effectively an access platform, in that it provides

mobile devices 888 and 890 with access to the data store 882, The data store §82 may be

15 configured as a resource accessible on the WAN 804, and the access gateway 880 may be an

ISP system or WAP gateway through which mobile devices 888 and 890 connect to the WAN

804. A WAP browser or other browser compatible with the wireless networks 884 and 886

may then bé used to access the data store 882, which is synchronized with the data store 817,

and download stored data items either antomatically or responsive to a request from a mobile

20  device 888 or 890. As shown at 896 and 898, copies of the e-mail message 833, which was

stored in the data store 817, are sent to the mobile devices 888.and 890. A data store on each

mobile device 888 énd 890 is thereby synchronized with a portion, such as a maitbox 819, of a

data store 817 on a corporate LAN 809, Changes to a mobile device data store are similarly

reflected in the data stores 882 and 817,
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by the wirel ess connector system 878 at certain tinme intervals, quhggngUﬁ
an entry in the data store 817 is added or changed, at certain times

day, or when initiated at the LAN 809, by the nessage server 820 or a
conput er system 822, at the data store 882, or possibly by a nobile device
888 or 890 through the access gateway 880. 20 In the case of the e-nui
nmessage 833, for exanple, an update sent to the data store 882 sone tine
after the e-nmail nmessage 833 is received indicates that the nessage 833

has been stored in a certain mailbox 819 in the store 817, and a copy of
the e-nmail nﬂggﬁﬁngg stored to a correspondlng st orage £FBEAF%”¥%e dat a
store 882. When the e-nuil g %Fg as been_ st red in tﬁe mai | boxes
819 corresponding to e heH; e%ts i ger%é‘eﬁﬁﬂn%e@ STHEETSy 95 %‘25 ‘5 9 AUG
2006 WD 03/0796 PCT/ CA03/ 00406 ..nor 0

i ndi cated at ™8 gsg’ﬁ‘ﬂngé'éﬁwpﬁcﬁeépow gw@] ]FIP‘%’E g‘ﬁ’trlvﬁingonre dte&mfh ore
correspondln st orage, ar.eas o oxe r shomn
updat es ‘@%‘t fdesé;f‘g}o@dn?yn%?rgﬁe 03 Ofcnl attge a?r% gor %ﬂg%d Frééf/ be sent
to the data st re 8 onnect | 0 1 4, BN router
835. For exaffp %‘ metnﬁsglavm% drge glvec%er%egc?ﬁc# fﬂ?mspg?ry\gr%%% t%‘rg%/leﬁlp%gst Yuﬂgldat es or

stored i nf]'ilo,'[’ ﬁ%%x'n%ﬁ‘ re[c(?ed m thesc%fﬁlg eTfleninl{eOCO?c%é f%ﬁe%%ﬁ@ﬁ@% ?{cl%ﬂs OLIEQ;TP post

request. erna secure pro uch as ecure Sockets

Layer ~(SSL) s‘;%gmg s?rét'e%%%r b0 e S dd: ifted il e benildeb o AR B DAL 3

single copy O tem stored 1n nore than one cation I1n a data

store at t helﬂ.lrtﬁle\l‘ iRAR ét&%{k)l?egq ?I%thotdg)wirﬂhﬁsugﬁérﬁal ARieddnEes %%meTh' S copy

of the data n1cou ore elther 1 n nore than one

correspondin data store 882, or a single copy nay be
stored in thgte gg@&%@gggecggg with a pointer or other identifier of the
stored data item being stored in each corresponding |location in the data
store 882. The access gateway 880 is effectively an access platform in
that it provides nobile devices 888 and 890 with access to the data store
882. The data store 882 may be
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15 configured as a resource accessi ble on the WAN 804, and the a§0§3ﬁj
gateway 880 may be an | SP system or WAP gat eway t hrough whi ch noli G 2008
devi ces 888 and 890 connect to the WAN 804. A WAP browser or other browser
conpatible with the wireless networks 884 and 886 mnay then be used to
access the data store 882, which is synchronized with the data store 817,
and downl oad stored data itens either automatically or responsive to a
request froma nobile 20 device 888 or 890. As shown at 896 and 898, copies
of the e-ngﬁhgnqsagge‘833, which was stored in the data store 817, are
sent to th PREeEi ces 888 and 890. A data store on each nobile device
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o The. ol ement KBS B ARUHETAS itubtes Fom BROEM BTG Thi o writien -

B

el enments of the § i(irii\ﬁ/et'nt i&on recited in the clainms. The intended scope of

the i nvent PEPAERE %82 ¥es other structures, systems or methods that do

diff f .he, || . f. th | ai d, f i,ncl ud
Other st ruct ur Aorng s ikl ot B G Heprdinli e i s B0t g e shBietc rom
the [Ii tergilgl &r}%;c%gquﬁag%qs ﬁAt?{og?é%%éd%??téyG 2006 What is claimed is: 1.

..l
A nmethod o ?florlng cer e rTnftormation froma digital
certificate received at a nessaging client, the nethod conprising the
steps of:

10 2 The method of claim, 1, wherein the step of storing the extracted digital certificate

information in the data store comprises the steps of:
creating a new entry in the data store; and

storing the extracted digital certificate information i the new entry in the data store.

15 3,  The method of claim 1, wherein the step of storing the extracted dipital certificate
information in the data store comprises the step of storing the extracted digital certificate
information in an existing entry in the data store. '

4, Tlie method of claim 1, wherein the extracted digital certificate information comprises a

20  subject identifier and additional digital certificate information, and the step of determining
whether the extracted digital certificate information is stored in a data store at the messaging.
client comprises the steps of: |

determining whether the subject identifier is stored in an existing entry in the data store;

and
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extracting the digital certificate information fromthe digital 2§ AUG 7008
certificate; 5 determ ning whether the extracted digital certific g
information is stored in a data store at the nmessaging client; and storing
the extracted digital certificate information in the data store when the
extracted digital certificate information is not stored in the data store.
10 2. The nethod of claim 1, wherein the step of storing the extracted
digital certificate information in the data store conprises the steps of:

creating a neyogiiigsi n the data store; and storing the e4k&%§gﬁ§“gigital
certificate information in the new entry in the data store. 1 . The

met hod of clai m lieewhing ivhethiians bRiRioRdl dRlifcbrificatd RoftdHbA &l @fkadh Glet al
certificate information in the data store conprises the step of storing

the extract edxigtingiefta)in he itk Jidre Fhele th subjs (RAHITRFs btbredin aRXiitihg Ay BMMer Y 1N the
data store. 4. The nethod of claim 1, wherein the extracted digital
certificate idnhebsgpti on conprises a 20 subject identifier and additional
digital certificate information, and the step of determ ning whether the
extracted di git alwieetdthd stepaf foring tieermtbdmigilakcetificitaforiniatieh ifi0d AtaSloRr € at t he
messaging. client conprises the steps of: determ ning whether the subject
i dentifiers i sosfriseselt step ofstoriay ihs dddivipna tilgitay cetifichta irfahhtion & Ry eRistingamg 55 2 9
AUG 2006 WO (13/079628 PCT/ CA03/ 00406 determ ning whet her the additiona
di gi tal cer tiifthodhtestorafleretigtaldionakiigthlereficaieinfbrivetioniis nossdraitid i@ xieigr y i n t he
data store where the subject identifier is stored in an existing entry in
the data st erte,inthhdateiteret he step of storing the extracted digital
certificate information in the data store
5. The method of claim 4, further comprising the step of:
10 creating a new entry in the data store where the subject identifier is not stored in an
existing entry in the data store,
wherein the step of storing the extracted digital certificate information in the data store
further comprises the step of storing the subject identifier and the additional digital certificate
information in the new entry in the data store,

15

6. The method of claim 1, wherein the digital certificate is an X.509 digital certificate.

7. The method of claim 1, further comprising the steps of:
storing the digital certificate in a digital certificate store at the messaging client upon
20  receiving the digital certificate; and
generating a signal that the c.iigital certificate has been stored in the digital certificate

store.
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5 conprises the step of storing the additional digital certificaif (e
information in the existing entry in the data store where the a »digtﬂdﬁazﬂﬁg
digital certificate information is not stored in the existing entry in the
data store. 5. The nethod of claim4, further conprising the step of: 10
creating a new entry in the data store where the subject identifier is not
stored in an existing entry in the data store, wherein the step of storing
the extracted digital certificate information in the data store further
conprises the,st f storing the subject identifier and t i '.onal
digital certi%a@%&g&si nformation in the new entry in the Jra&?@ggbé'?'{é 15 6.
The net hod of, cl al,n 1 in t.he.digit - )9 digital
certificate. 8 7. Ye eﬁ%@ﬁ%ﬁ ' ’%qegefn%h%,tep% t?xt%%eu%éé:%%%%eﬁlsqc%taq}?%éagt eps of:
storing the qigi - jef ] i Mol bl EusSh AL, t he
messagi ng cl ;:Heo%lthﬁéﬁglgf&%{cgrt%%gnﬁ’\ﬁ%él%tsﬁgg%éagslkntggkﬁ ddé’(latfrﬂtc?:??cat e; a(r:I egener ating
a signal that,t Q. 1. ificate has been stored in the digital
certificate dgé@%g%%%e@ﬁogﬁaﬁ 2000 WD 03/ 079628 PCT/ CA03/ 00406 8. The

met hod of claim7, wherein the step of extracting digital certificate
information fromthe digital certificate conprises the step of parsing the

digital certidicapg ofstdiAel diligin:digital certificate information. 5 9.
The net ho oficlg?m 73, 0vvherei n' thénstep of storing the digital certificate

in adigital certifLGAkSofdehiidhal deNBicAE RS ertifidalelRte £ MAREAHS t he steps
of . parsing the digital certificate to produce parsed digital certificate

data; and client comprises the steps of:

parsing the digital certificate to produce parsed digital certificate data; and

storing the parsed digital certificate data in the digital certificate store; and
10 the stop of extracting digital certificate information from the digital certificate
comprises the step of retrieving the digital certificate information from the par;;ed digital

‘certificate data.

10.  The method of claim I, wherein:
15 the digital certificate includes a subject identifier which identifies an entity associated
with the digital ceéstificate; and
the step of extracting the digital certificate information from the digital certificate

comgprises the step of extracting the subject identifier from the digital certificate.
20 11.  The method of claim 10, wherein the subject identifier comprises an e-mail address.
12.  The method of claim 11, wherein the data store comprises an address book.

13.  The method of claim 2, wherein:
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storing the parsed digital certificate data in the digital certihfy e
store; and 10 the step of extracting digital certificate infor?ra#iclgfr‘r? Izpﬂcﬁm
the digital certificate conprises the step of retrieving the digital
certificate information fromthe parsed digital «certificate data. 10. The
met hod of claim11, wherein: 15 the digital certificate includes a subject
identifier which identifies an entity associated wth the digital
certificate; and the step of extracting the digital certificate information

fromthe digidaleeEdi ficate conprises the step of extracidEheshBoesSubj ect
identifier fromthe digital certificate. 20 11. The nmethod of claim 10,

wherei n the subj e@{gdgtpg&gggrﬁpggesgpmfeg%@k;am e-mai| address. 12. The net hod
of claim1l, wherein the data store conprises an address book. 13. The

met hod of cl ai m 2ie Wl Blefling Blewenly NUIG d2Q Q6re AR OSAREAGRBPETELGARS/ 00406
the data store conprises an address book; and the step of creating a new

entry in the sgat-am&tRmg ffap aisb@dtedCOPDhE 568 edtfyo KdRre at & Algithingrtificatsecur e
nmessagi ng flag associated with the new entry to indicate that a digital

certificate aasamedaiiede wividty he beveceined.y has been received. 5 14. The
met hod of claim 13, further conprising the steps of.. generating a nessage
at the nmegsaging client; accessing the newentry in the data store to
address the nessage to a recipient; and determ ning whether to performa
security operiati orheatetiol ef srmdadatieasagridn: thdxeeps ) secure nessagi ng fl ag
associated wth the new entry. 15. The nethod of claim 14, wherein the
security operati ogenerstingmn nessegaapthe omssaghey ditnt,on.

accessing the new entry in the data store to address the message to a recipient; and

determining whether to perform a security operation on the message based on the

10 secure messaging flag associated with the new entry,
15,  The method of claim 14, wherein the security operatién is an encryption operation.

16,  The method of claim 14, wherein the step of determining whether to perform a security

15  operation on the message based on the secure messaging flag associated with the new entry
comprises the steps of:

determining whether a secure messaging flag associated with the new entry is set; and

prompting a user of the messaging client to determine whether to perform a security

operation on the message upon determining that a secure messaging flag associated with the

20  new entry is set.

i7. The method of claim 3, wherein:

the data store comprises an address book; and
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16. The nmethod of claim 14, wherein the step of determ ning mheéhgr 6é)ﬂmﬁ
performa security 15 operation on the nessage based on the sec¢u eA
nmessagi ng flag associated with the new entry conprises the steps of:
determ ni ng whet her a secure nessaging flag associated with the new entry
is set; and pronpting a user of the nmessaging client to determ ne whet her
to performa security operation on the nessage upon determning that a
secure nessaging flag associated with the 20 new entry is set. 17. The
met hod of claim3, wherein: the data store conprises an address k; and
58 2 9 AUG 208YB"/ N 13/) 79628 PCT/ CA03/ 00406 the step of 9&T’§$‘I3Wg4%€he

extracted digital certificate information.in an existing eptry i.n the data
store further coffB 8@“‘?‘“‘5 ﬂ?teé?%teggl.%“% 8"(“51?%3 hﬁ?or?él 21(t\l/\(%‘}élif 7 lsangse}e4 ire

nmessagi ng fl associated with the exjsting entry has been set; and 5
setting the gg %Mﬁégégﬁﬁﬁam??%ﬁgﬂﬁO'ndicate that the digital certificate

information has been stored in the existin t LY . nation that
a secure nessaging f ﬁ%ﬁ%’manénsgév&e%?rgs i %lssalgﬁ%ﬁ%”flgsé?#‘g@ﬂgn e%;%gtﬁgénnﬂot been
set. 18. Thehn%thoqrgé claim17, further conprising the steps of: 10

generating a ﬁeg¥§§é at the messaging client; accessing the existing entry

in the data store to s%ﬁﬂé%ssem@ rggg%?ig%%%%%t ﬁdi%ﬁgitrﬁl %t(goi&pgem&%er m ni ng

whether t0 performa security opera e message based on the secure

reosag] 101 A ARRRLALELo il DRI 0l B R T g 00, O

claim 18, wherein e ste eter r to performa security
operation on gt he IBSs3Eembesatls ofinhiénbGElE Messaging flag associated with
g .

the existin
18,  The method of claim 17, further comprising the steps of:
10 generating a message at the messaging client;
accessing the existing entry in the data store to address the message to a recipient; and
determining whether to perform a security operation on the méssage based on the

secure messaging flag associated with the existing entry.

15 19.  Themethod of claim 18, wherein the step of determining whether to performa sécurity
operation on the message based on the secure messaging flag associated with the existing
entry comprises the steps of:

determining whether a secure messaging flag associated with the existing entry is set;
and

20 prompting a user of the messaging client to determine whether to perform a security
operation on the message upon determining that a secure messaging flag associated with the

existing entry is set.

20.  The method of claim 1, wherein:
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entry conprises the steps of. determ ning whether a secure rressagig% ?ﬂ@
associated with the existing entry is set; and 20 pronpting a u

nmessaging client to determ ne whether to performa security operation on
t he nessage upon determ ning that a secure nessaging flag associated with
the existing entry is set. 20. The nethod of claim11l, wherein: 59 2 9 AUG
2006 WD 03/079628 PCT/ CA03/ 00406 the extracted digital certificate
information conprises a subject identifier and digital certificate

validity inf ti.on. and the step of determ ning whether the .extracted
di gi tal certi%‘?r@}é'i?g&? nformation is stored in a data stor é’@’?‘*ﬁ*ﬁ“ 40 ssagi ng

client conprises the steps.of: . eterm.ni ng whet her the.subj.ect .identifier
is stored in an &% ¥Ry d@ﬁ%ﬁff"‘?ﬁagetlﬂtgmaagtca?glgrtlsgsraes‘;ugjgcﬁécbe tétfseé?drcril%%‘ﬁ&t%lg whet her
the digital cer.{‘i Ii Claqute'\falzitgointé'di nformation is stored in the existing
entry in the datAIPEPE PR A Yt er mi nation that the subject identifier is

not stored in af, exi StNG AL bhedd ol B0l AL R At KiEthep Of

storing the di glttéefsm(?é’r ate'intormationn store conprises the

steps of: cr eﬁgt%%gfe%tdﬁeglfvlv%sga{%ﬁréfﬁ%"?ﬁ g?eg%gtfqgttggre and storing the subject

i dentifier afl e va Ity information in the new

entry in the data stone kGRS U EEHond Hldddifhn bbuififhupheled 10 an

existing éntry in the ore; storing the digital certificate
validity inf%tg&&ie,oarﬁdi n the existing entry in the data store where the
subject identifier I's stored in an existing entry in the data store.

determining whether the digital certificate validity information is stored in the
existing entry in the data store upon a determination that the subject identifier is not stored in
an existing entry in the data store; and
10 the step of storing the digital certificate information in the data store comprises the
steps of
creating a new entry in the data store and storing the subject identifier and the
digital certificate validity information in the new entry in the data store where the subject
identifier is not stored in an existing entry in the data store; and
15 storing the digital certificate validity information in the existing entry in the

data store where the subject identifier is stored in an existing entry in the data store.

21.  The method of claim 20, further comprising the steps of:
determining whether a digital certificate is invalid based on the subject identifier and
20  the digital certificate validity information; and
notifying a user of the messaging client that the digital certificate is invalid upon a

determination that a digital cettificate is invalid.
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21. The nethod of claim 20, further conprising the steps of: det leg'Tl;qU@gzﬂgﬁ
whet her a digital certificate is invalid based on the subject identifier
and 20 the digital certificate validity information; and notifying a user
of the messaging client that the digital certificate is invalid upon a
determ nation that a digital certificate is invalid. 60 2 9 AUG 2006 WD
03/ 079628 PCT/ CA03/ 00406 22. The nethod of claim?2l, wherein the digital
certificate validity information defines a validity period. 23. The nethod

of claim 21, Jp.the digital certificate validity inf i lef i nes
an 5 expiry %@ﬁ%&bgﬁ. The nethod of claim 1, wherein theqﬁggggg?ﬁg client

ot errented o, & i GLESS. JRDL! A RIHALAALL A RN SrorkluckBerfl £ ST e f or

storing digital certificate |nlornat|on %t a nessagl client, the system
conpri si ng: aFﬂ&gﬂéﬁdcertificate | oader nodul e configured to receive
digital certiticates; and a digital certificate information injector nodul e
configured to extract digital certificate information froma digital
certificate after the digital certificate is received by the digital 15

certificate |gpader,iaghtar it 4SRN @it el Rt @xicrAgbeealsai t al
certificate information is stored in an entry in a first data store, and to

store the extg @ digital certificate information in the first data

store where the extracted digital certificate information is not stored in
the entry in the first data store. 20 26. The system of claim 25, wherein
the digital certificate information injector nodule is further configured

to create a ngWw emrhd dethtd bin@aihi 1l FherdRihd nfeb@giQy dieRimgRmEdd dhl dWdlirddsat t he
extracted digital certificate information is- not stored in an entry in the

first data st@bile communication device.

10 25. A system for storing' digital certificate infonnation at a2 messaging client, the system
comprising:
a digital certificate loader module configured to receive digital certificates; and
a digital eertiﬁcate information injector module configured to extract digital certificate
information from a digital certificate after the digital certificate is received by the digital
15  certificate loader module, to determine whether the extracted digital certificate information is
stored in an entry in a first data store, and to store the extracted digital certificate information
in the first data store where the extracted digital certificate information is not stored in the

entry in the first data store.

20 26.  The system of claim 25, wherein the digital certificate information injector module is
further configured to create a new entry in the first data store upon determining that the

extracted digital certificate information is not stored in an entry in the first data store.

27. The -system of claim 26, wherein:
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27. The system of claim 26, wherein: 61 2 9 AUG 2006 WO 03/07962& § AUG 2005
PCT/ CA03/ 00406 the extracted digital certificate information conprises a
subject identifier and additional digital certificate information; and the
digital certificate information injector nmodule is further configured to:
determ ne whether the subject identifier is stored in an entry in the first
data 5 store, and upon determ ning that the subject identifier is not
stored in an entry in the first data store, to create a new entry in the
first data stQpe dcstore the subject identifier and th ﬁ?&i hamnal
digital certi??cgﬁ'}ggﬁsnf ormation in the new entry in the fieprs "(B:fg{?gastore;
and upon determ ni ] . ect . | Lfler.d e ntry in
The first 10 dat beaphagit ey SunkBel wheibh hbrisd s LS oo inf

certificate i%@ggggg‘gmgg@?é%%f&&aaij&.mhhe entry in the first data store,

and to store Ftion igi certificate information in the entry

in the first datagshghs BB dRbRIRbMhRG.tRAk: WIS RAdhELARA) digital

certificate information Is not stored ’in the first data store. 15 28. The

system of claim 25, fUff-REhe GRARF s kBBcrddefBifePRAtofalPanth@) BiheWAEESL N the
digital certificate |oader nodule is configured to store digital

certificates in thgreSAeaph dfndniff Mhthe sutdt iddibBerSY itk 8500 o6 bidly | 88, Wwherein
the digital certificate information injector nodule is furthéer configured

to detect storagesgfdfa BecloRdied @wtcdly makd fifsi & forb @nd B 8RGANNE: dat a
store and 20 to retrieve the received digital certificate fromthe second

data store upon suehifdeinaeela@iitionaldkital LhBGAY SHfQMHatn iChahdW AByinWBarei n: 62 2
9 AUG 2006 WD 03/079628 PCT/ CA03/ 00106

data store; and

upon determining that the subject identifier is stored in an entry in the first

10 data store, determine whether the additional digital certificate information is stored in
the entry in the first data store, and to store the additional digital certificate

information in the entry in the first data store upon determining that the additional

digital certificate information is not stored in the first data store.

15 28,  The system of claim 25, further comprising a second data store, wherein the digital

certificate loader module is configured to store digital certificates in the second data store.
29.  The system of claim 28, wherein the digital certificate information injector module is
further configured to detect storage of a received digital certificate to the second data store and

20  to retrieve the received digital certificate from the second data store upon such detection,

30,  The system of claim 28, wherein:
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the digital certificate |oader nodule is configured to notify the }pl'egj{\yglgggﬁ
certificate information injector nodul e when a received digital

certificate has been stored to the second data store; and the digital
certificate information injector nodule is configured to retrieve the
received 5 digital certificate fromthe second data store upon such
notification. 31. The systemof claim25, wherein: the systemfurther
conprises a digital certificate store; the digital certificate | oader

nodul e is confl to parse digital certificates to cre rsed
di gi tal certi%{“?gjz?gaﬁata and to store the parsed digital géﬁﬁ%?’%%?e dat a

in Lhe digital CRLbiddGakel BLE: 50t GGl louhehl i inl or mati on

injector nodule is to retrieve certificate

information from t.he AL oG e & difd dal @e Sk ik Rechlae digital

certificate 'S ro“FaEéQnlfgaé‘gﬁqqlgggésnfg%cg?ﬁg%%@cgl?i?hgaﬁ%, wherein the Cdi gital

certificate ldQﬁ@n%Fe-gﬂdu' e is configured to provide the digital certificate
the' di

information to gital certificate information injector nodule. 33.

The system of cl ajppy2h, Eiforhdl |15 S Bbd th Beridvalick&biggs Mobi | e
20 conmuni cat i ona{ g?/‘lgi?%?&@%t 'Illhe s?gitﬁg?nﬁgﬁdcl gi m %g wher gi r?rt hle di gi tal

certificate iffor NRkEA Sk dFR ke SpdnSuchindfiidiedn, confi gured to extract
digital certiticate information for a digital certificate fromthe second

data store, to determ ne whether the digital certificate information
extracted fromthe 63 2 9 AUG zoos second data store is stored in an

entry in the sfi r stheddidn SlcRn€25 dREkeit:0 store the extracted digital
certificate information in the first data store upon determ ning that the

digital certificaigsysieRit@meRdbmpikeexdigibCinthiche oot he second data store is
not stored in an entry in the first data store.
the digital certificate loader module is configured to parse digital certificates to create
10 parsed digital certificate data and to store the parsed digital certificate data in the digital
certificate store; and
the digital certificate information injector module is configured to retrieve the digital
certificate information from the parsed digital certificate data stored in the digital certificate
store.
15

32.  The system of claim 25, wherein the digital certificate loader module is configured to

provide the digital certificate information to the digital certificate information injector module.

33.  The system of claim 25, wherein the messaging client is a wireless mobile

20  communication device,

34,  The system of claim 28, wherein the digital certificate information injector module is
further configured to extract digital certificate information for a digital certificate from the

second data store, to determine whether the digital certificate information extracted from the
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5 35. The systemof claim 34, wherein the first data store conprises
address bookstore that stores contact information, and an appoint nf\&zt?oﬂp@
that stores, appointnent information. 36. The nmethod of claim1, wherein
the nessaging client is a nobile comruni cation device, and further
conprising: 10 receiving transmtted digital certificate data at the nobile
communi cation device; and conparing the transmtted digital certificate
data to digital certificate data stored in a nenory store in the nobile

cormun o2l 5 SRRy L i 6 e SO

certificate information 1 nt efe t t al

M ) ron 1 - , | 15
certificat @olyRbdd [rn@fdn!if Ms‘zf'ﬁ%%l '%OB %‘39@%’3%?}5%%&@%?%@5 e data

updating the nenory store to in e transmitt

t st d.j . | inth
tep of  cotbariior RIRfmuhOlfong dln st SEUSRS i o/ B it WOOE, O

digital certificate data stored in the nenory store conprises the steps of:
20 selecting a digital certificate identifier associated with the

transm ! edsdi OtteRloefir bl 24 Rercifl bl st AL RRHCOM kiR oL i o 01 L2

certificate identitier is store e nenory Store. d of

cl ai m 37, Bonlact irebdhiBH afd arl HRPGh 6k sEJP@thﬁ‘f%@%E?(W%%nﬁzﬁe%t infbrinfifdpude the

transmitted digital certificate data'not stor e nenory store
conprises the steps of: 64 2 9 AUG 2006 WO 03/079628 PCT/ CA03/ 00406 upon
determning that the digital certificate identifier is not stored in the

Menory st age: Tre@ethdgoflclafn 0 iviiedeltheafidstagink St 4 HSHHe boduBhinidaBof &RicEETOr Y
store; storing the transmitted digital certificate data in the nenory

st ore; andmmb@iﬂﬁgﬁg;t he transmtted digital certificate data with the
digital certificate 5-1dentifier. :

10 receiving transmitted digital certificate data at the mobile communication device; and
comparing the transmitted digital certificate data to digital certificate data stored in &

memgry store in the mobile communication device;
wherein the step of storing the extracted digital certificate information in the data store
where the extracted digital certificate information is not stored in the data store comprises
15  updating the memory store to include transmitted digital certificate data not stored in the memory

store.

37 The method of claim 36, wherein the step of comparing the transmitted digital certificate
data to stored digital certificate data stored in the memory store comprises the steps of:-
20 selecting a digital certificate identifier associated with the transmitted digital certificate
data: an&
determining whether the digital certificate identifier is stored in the memory store.
38.  The method of claim 37, wherein the step of updating the memory store to include the

transmitted digital certificate data not stored in the memory store comprises the steps of:
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39. The nethod of claim 38, further conprising the steps of: sett'@gA@ 5
secure nessaging identifier in the nenory store; and associating the seguag
nmessaging identifier with the digital certificate identifier. 10 40. The
met hod of claim 39, wherein the nmenory store is an address book store, and
the digital certificate identifier is an e-nmail address. 41. The nethod of
claim40, further conprising the steps of: 15 generating a nessage at the
nobi | e communi cati on device; addressing the nessage to the e-mail address;
and determ ning whether to performa security operation on_the nessage

based on théwgg%ﬁ%@‘nessaging identifier. 20 42. The netﬁSHC6$m?fﬁin14l,

wherein the step of determ ning whether.to rforma security operation on
t he message based“p8ﬂg?tﬁgu'g'%gcﬁ?tghwg@g&f%%at? %ﬂ@? papt %%Ffﬁ HedCOe st eps

of : determ njng whether the secure nessaging.identifier is set; pronpting
a user of thé™fbbile comnfﬁ@@éﬁ’legﬁﬁﬂr—f‘?}_ﬁ%cé‘gtl%g%flgf1(5’2‘%‘3T%or%sé%ﬁri ty operation

where the secure nessagi.ng,identifier.is 5 9 A 0 WO 03/ 079628
PCT/ CAO3/ 00406 43, ThESHE RS Trigplied Gl %‘:ﬁgﬂ{%dra?aﬁ‘éra“éng‘r?pgﬁségeh%dt he steps of :
selecting a validity event. j: O, t L Lf S on... digita
certificate data sto%gﬁ%%ﬂg?ﬁééﬁgﬁggﬂﬁg?g%%@h%ﬁ%ééﬁﬁo ﬁ? Hﬁ%hgaﬁéer upon
t he occurr;nq&m&ﬁethe validity event. 44. The nethod of claim43, wherein
the validity event is the expiration of a validity period of the digital
certificate. 45. The method of claim 43, wherein the step of selecting a

validity event for a digital
39,  The method of claim 38, further comprising the steps of:

setting a secure messaging identifier in the memory store; and

associating the secure messaging identifier with the digital certificate identifier.

10
40. The method of claim 39, wherein the memory store is an address book store, and the
digital certificate identifier is an e-mail address.
41.  The method of claim 40, further comprising the steps of:

15 generating a message at the mobile communication device;

addressing the message to the e-mail address; and
determining whether to perform a security operation on the message based on

the secure messaging identifier.

20 42, Themethod of claim 41, wherein the step of determining whether to perform a security
operation on the message based on the secure messaging identifier comprises the steps oft
determining whether the secure messaging identifier is set;
prompting a user of the mobile communication device to select the security operation

where the secure messaging identifier is set.
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10 certificate based on the digital certificate data stored in tgg nﬁﬁgry
store conprises the steps of: storing validity event data in a 80 2005

menory store; and peri
det ermi ne whet her the
cl ai m 45, wherein the
the validity event is

WO 03/079628

odically accessing the second nenory store to
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43,  The method of claim 36, further comprising the steps of:

selecting a validity event for a digital certificate based on the digital certificate data

stored in the memory store; and

5 notifying a user upon the oceurrence of the validity event.

44,  The method of claim 43, wherein the validity event is the expiration of a validity

period of the digital certificate.

45.  The method of claim 43, wherein the step of selecting a validity event for a digital

10 certificate based on the digital certificate data stored in the memory store comprises the steps

of:

storing validity event data in a second memory store; and

periodically accessing the second memory store to determine whether the validity

event has occurred,

15

46,  The method of claim 45, wherein the second memory store is a calendar event store,

and the validity event is an expiration of the digital certificate.

20
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