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ver ed. en a user recei'ves an“encrypted nessage,
securegnessage. of trust that the user can place on the
validity of the message and the authenticity of the
sender depends on the strength of the cipher used for

BACKGROUNDART a strong cipher is used, the user can be
—_confrdent that the nmessage was not read by someone or

t aMessagesiancryptad araokdingt toe sesyiRemessadingt potoeals such as
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time, as new cryptanalytic attacks for the cipher are discovered.

When a user receives an encrypted message, the level of trust that the
user can place on the validity of the message and the authenticity of the sender
depends on the strength of the cipher used for encryption. If a strong cipher is
used, the user can be confident that the message was not read by someone or
tampered with. The weaker the cipher used, the less confident the user may be
regarding the security of the communications channel.

Secure messaging clients, such as email applications for desktop or mobile
computing devices, typically indicate details of the cipher used for the received
secure message. For instance, the messaging client may indicate that the Triple-

DES cipher algorithm was used to encrypt the message. However, indicating the
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considered to be strong or weak unless the user is

wel |l -versed in the area of cryptography. Additionally,
waledoSerwet users may have di fferent standards POYI/CA2004/000617

determining the strength of a cipher and thus they nay

have differing perceptions regardi ng whet her a
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upon the accessed securlt rela g}ta whi
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using the security-related data. A security-related indicator is displayed to a user

of the electronic device based upon the determined corresponding security-related

trust category.

BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 is a block diagram of an exemplary messaging system in which the

present invention may be implemented.

Fig. 2 is a block diagram illustrating a secure e-mail message exchange in
a messaging system.

Fig. 3 is a block diagram illustrating a system for indicating security

information to a user of the device.
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encrypted using "strong" encryption. Fig. 5is a
sanpl e screen of a device show ng a nessage that was
weemsymsesl usi ng "weak" encryption. Fig. 6 is BCbhlCazdo4/000617
di agram of a wirel ess nobile conmmuni cati on device on
whi ch a nessaging client can use the security |evel
i ndtigatd és & sahgpie surdemesfhaddevics cdhendifg hermessadiEat was
MODE FOR GARRYI NG OUT. THE | NVENTI ON Si gnat ure an
engryRied using $opgeBRFWELARy be performed on secure

MeF5898S id RPkaRidle 'QEELN & deé\/ié?@Ss?r%XHg &'%89%39@1 that was
wi refess nobil e communi cati on devi ce. ecure sage
enamgptediusingoveaid emspgtionn ot her ways by a nessage
sender .ar internedi ate system between a nessage sender
and 6 Ros i BT QA i e Mabde; paMaRikagon device on
whibE S& a88ssdtifg SiRMP | &n as8ehiar §e€(ﬁﬂ§a@9e|”%i@éﬁ?% systems and
message that has been signed, encrypted and then
methioga lisclesedshejerd and t hen encrypted by a nessage
sender according to variants of Secure Miltipurpose
Internet Mail Extensions (S/MME). A secure nmessage
BESTWIODE FORRCARRYING OMETHECINYENTEIN Or ot herw se
praocessed either before or after Dbei ngg,l gned. Any
sucHIpplyER saNdgtrept Statsuchenisgagray e dP@omadr @ dsecure
me?éalg%fs.“?ﬁa?tfi%?e Fficelvied” bé(f an%‘?géﬁgfr?grm%feﬂﬁeor?' §"§lrdle8s mobile
verification operations are pertrormed. nessagi ng
comrhumeication devisea A petien messdue maytalop deapresessed prsthee ways

o SIS0t & B S T Etr an
mes¥agiily cREMEIWhRRS F&BiRs HRY iseBurd Hbs%ggggg'oﬁzévig%ﬁe, a secure

capabilities. Many nessaging clients
mesgaagietmayidle aoressags Matriwmsf beeart signed, éncrgstedginugthehi sigried, or

siorf@land et EndPil By BTnESSRs Serblaciithdiin B yelpatent! Secure

MultiSuipesE C Riteidt avali EREehdiods. (SMAME nga Qé’éurBOFnessa%e could
[Tmted to, Sinple Mail Transfer Protocol (SMIP), Post

simi@garty be encodedoromgressed o phergise piocessed either before or after

bei] §8ER" AFrucH pRESRshY A e rhTbbSHidt Byt rabgisea ata
mesdaigeh receivsis abimgosbaynbelory dimatire VBAfieRNOPRestions are

di scl,osed herein. The system 10
performed.

A messaging client allows a system on which it operates to receive and
possibly also send messages. A messaging client may operate on a computer
system, a handheld device, or any other system or device with communications
capabilities. Many messaging clients also have additional non-messaging
functions. A messaging client can include any system capable of sending or
receiving messages using any variety of messaging protocols or communication
architectures, including, but not limited to, Simple Mail Transfer Protocol (SMTP),
Post Office Protocol version 3 (POP3), client-server architecture, or peer-to-peer
architecture.

Fig. 1 is a block diagram of an exemplary messaging system in which a
messaging client may use the the approaches disclosed herein. The system 10
includes a Wide Area Network (WAN) 12, coupled to a computer system 14, a
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includes a Wde Area Network (WAN) 12, coupled to a
conputer system 14, aw rel ess network gateway 16, and
w@2000088868Ar ea Net work (LAN) 18. The wirel ess ne¢moAk004/000617
gateway is also coupled to a wirel ess conmuni cati on
network 20, in which a wireless nobile comuni cation
wiretss netwdek gataviay €6 davd aeLc)cglll Areesglhfeﬁ@brkea_mf)) ﬂ?eﬂ'&ﬁeamreless
uter system 14 e .a desktop or, lapto
netyilR SAEMAK I By a0 oepledhin em'r%e%ﬁpvgnwraaataqp nétwork 20, in

whidPETWirdIE84 ﬁ'ndbﬂb%n‘irﬂﬁn%ﬁ%ew‘é’@ 2:? i'%ed n%ﬁ configured

Internet. PCs, such as conputer sys em
tOOQ@r@é%s the Internet through an Internet SerV| ce

Tk mpisSF by Bin iy be, 3 ussKioh B ameb setponal amputer
(Pcpmmhes @bnﬁgmuvmrdforﬁﬁ@ﬁitar@ﬁmgl the BANAD, thuérﬁ Tynay, be the
normal |y | ocated behind a securi firewal |’ in

Intenet  PAIS. s9Ch asaosapuer gﬁte@rhgmorm@ﬂy aAcCess the lnternet through
th
on R Senhel PRSP e R SR L o e

like.both within the LAN 18, and with other external

ients via the WAN 12. Two known nessag
ﬁ@ﬂ@e %r(% 9 8 ryBerate MP@OCWaﬁ@ee@@m)erofaame_twpdgbased
oSBT R B i, S5 AEAL, g o
LANU$®, anngssagse deiSen@faidpepatatgoonl & computert belaind thel fireaall 24

. Th 26 | i d
serviRiais B GG OnilelEars for Jioecs,on e LN 15 BXchafesumessages
bothswRRiAG® el OANCE, estRhith 6tﬁeﬂ@xﬂe‘rﬁél§ne§§%ﬁ {J'cﬁéﬁts via the WAN

e-mai |, electronic documentati on her s
12. v koewr enessageesaivensi 2fesraivicragofity’ Exgherigs séreer and Lotus

28 .he
Do 048, TR S e BB Bt SoM LSt Bintome
malleamfers)fhaMTfyg}baIIM@U&WX&)a@eHméMp@td&ﬂé to ﬁjm@ aﬁa deliver
M crosoft tl ook(tm, Lotus Notes, etc. Wth

mail m@sgges @gswe‘eserggéz@ ma)bglsprmowggfmjgi@tlm fxmchonahty,
et QA 536 S 45 LG 1o

eleclromn dacommseatiany amosgothidrsough a conputer system 28
ratln as a mess gl ng client. The wirel ess network

e3%P9G SeNREs2@rPIONIdest messaging Grpabilities mstrwiwwked
o U D ATEIREATSS % DEDOR e
compitier |systbens &8, Zcheot wihiahg iropleotemés & seessaging client, such as
Microsoft Outlook™, Lotus Notes, etc. Within the LAN 18, messages are received
by the message server 26, distributed to the appropriate mailboxes for user
accounts addressed in the received message, and are then accessed by a user
through a computer system 28 operating as a messaging client.

The wireless network gateway 16 provides an interface to a wireless
network 20, through which messages may be exchanged with a mobile device 22.
Such functions as addressing of the mobile device 22, encoding or otherwise
transforming messages for wireless transmission, and any other required interface
functions may be performed by the wireless network gateway 16. The wireless

network gateway 16 may be configured to operate with more than one wireless
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transform ng nessages for wireless transm ssion, and
any other required interface functions may be

w@eoosorssesl by the wirel ess network gateway 16.Pdtre€A2004/000617
wi rel ess network gateway may be configured to operate
with nore than one wirel essnetwork 20, in which case

netv&r%}th‘q, ;irEWﬁﬁﬁ\ ARINPKyBAE SYREIWSTH e Rhy qsdﬁé%md@etarmme a
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countries_or, net Y co r system 14, 28 with
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rmhhyecddﬁ;yut@e syStehnayuQB witle adcesd es ha@VANN k2 gaagwxghange
16. Alternatively, private wirel ess network gatewa

messggas ythwiar BIobde” devieeid2 thrpugh dheevifRlers (nabprk @akleéf\f%y 16.
Alteﬁ%qlk/g%yg gﬁQ?tl%ewlrE‘BES %%8& §é’teWa9¥' Qt?crf"agrvhré’}é% Virtual Private

0 a wreless For exa
NetworkeVExN) rgbibérs mplkhaisd ebé |mplérhentleélMolﬁowd¢ gpavatdéntarface to

private interfa f the LAN t bi |
a Wilelprs aetwork nF gr EHATRIE R Nereless NENImPlomenied R the LAN 18
maypﬁrb\é‘?ﬁeea bRVAES] ﬁ‘t%?fak@ fFOPR 'tHeeLﬁiﬂW g RSorfoV hridré ifobile devices 22

wi rel ess netwo gateway 16 and/or the wreless
throungh tiee wirg@ssmpetabda2@f Sech Ia\mvyatebmt@ia@]td)ermbtbe devices 22 via

1t ide,th
the FFelESSH IO catbWa T areydy B HEfeRn afiBas 2t may aiso
eﬁe&t‘i\%l;{‘%sé‘ﬁénéé’d \t6Tertifies Biside théOLANC‘IS @2 FrOYideg laSmessage
di sc ed in United States Patent 19, 694, whi ch

forwiasding s isedireationpeystgradhatnereratasswithp Me pessage erer 26. Such
a reﬁ&égtrogggﬁt%@eh&%%d%@f HwotJn 64 'si5fek! Phtei glée 3} 2 1916847 Which is

e-nessage server

heretidinesfRMated iptaItRs apblicationbby ecfdmrices B2this q/peeclt redirection
through the wireless network interface, either

syst@nt, @nmmvwmmeérrecw% pydke MAssRgy seevesr 2band addressed to
a usdl 6f B%%Bll%gj e 22 %eré,émnﬁher H;ltlf%rvﬂf‘aéti‘eéso nk rk mterface

usSer' s no e I nter
eith&o aawiretgsss VIPN Irboberpmlmleassgamvaa,enﬁeor Zﬁhmawtbsfaae to the

wirelggs” pahatiy 20 A1 4p e HESCaBibls, deviienty” AfHBS Ayfmate
inteff3&e %S§ag§e§serrﬁéifbo&6onaﬁdrr%§§%e| é/erﬁé‘tc PeTRSHAGR %f W‘lreless

portion of each nessage, could sent to the nobil
Apptieatiare Prptocal V\GWAPéesgatnwvorkTm@ugbrﬁaW@lPdglatem)s a list of

nessages to and f bi d 22
mesERRe R | AR SoBIBEH Bl SfiirbResdfa’ Buidne aospipl sach
mes%%fqe'ﬂ?% pértish %éaﬁﬁh’(éﬁs'ég@ocm be®erg 1@ty wobite delice®2.

a-centric wirel ess network, (2) a voice-centric

wi Aemdrelessenaivark 20 naamally qigliversomessagesrte aagfrme mobile
dev%ﬁgséﬁg%r%E%&%%gl}%ﬁ%g&t@@gn 8 SO LAEHOBRe Q¥Gites 22.

The wireless network 20 may for example be: (1) a data-centric wireless
network, (2) a voice-centric wireless network, or (3) a dual-mode network capable
of supporting both voice and data communications over the same infrastructure.
Recently developed wireless networks include: (1) the Code Division Multiple
Access (CDMA) network, (2) the Groupe Special Mobile or the Global System for
Mobile Communications (GSM) and the General Packet Radio Service (GPRS)
networks, both developed by the standards committee of CEPT, and (3) third-
generation (3G) networks, such as Enhanced Data rates for Global Evolution
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Recently devel oped wirel ess networks include: (1) the

Code Division Multiple Access (CDVA) network, (2) the
w@zmapessd@peci al Mobile or the d obal System f orCVol2do€000617

Communi cations (GSM and the General Packet Radio

Service (GPRS) networks, both devel oped by the

(ED néjrﬂf %l\%ﬁgﬂ‘ IVIBBEe qfeI%DnTmuﬁ dtiéris QyQtérﬁQ?Uﬁ/ﬁ%)' Whlch are

net wo suc ance Data rates for Q'oba
currEmb,l' undemdesiEpmentd Uni ver sal Mobil e

e L Lo PSS B gl ISR e SR, Yunich

is uéé!fln%laﬁ 'p%ﬁs@%é\hsfoﬁhe%(arh@élé@bkdat@t@hnbﬁeﬂﬁ@r@slnﬁblude (1)
s of the world. Exanples of data- cenf,ric

the Mghﬂ@x sRadia Yebvork (f Mphée%b@ﬂcbk%)ttﬂﬂ@@ﬁaa%t vidgagio Network
o4t Bl of oo L AT B e Persona

Comyaunieation iS\aterde (P@S)oneﬂwo(dﬁsnﬁkel CBMAQ NGS)At @mos 'I(niﬁ@SDlVlSlon
networks |jike D vision

Multile e%@e@$®wwf§,)y§xsé@.@s%at i, bosa Avausaie 'amf@h %\me"ca and
worl¥ak B /fgﬁmeca@u ang ng%@t - Wit frﬁab.réeaaéwcel%zfeﬁag Eh% data
nobi 1 e 22 ice

evl ce e a data communi cati on de
conmmhmeatmndewceaa Normedmnmnloatloa device, pr & mmﬂmle}modaedewce

I f d ot her types of
capgBRRIpice: ABRLabales Dasih el Sl ubbBARRS y pe of

m%ﬁ%ﬂ&th@%b%é&rﬁnidﬁ tg’éé of %@és%@trfgoéhr?eﬁw ih use is electronic
("e-mail"). n a standard e-mail system an e-nail

mailn@e<eait).i $n geetan@waqernmhwst@nname medgeessage isrrnjhyaan e-

a7 U S RS oYL VB BBptom.

andfRaY A¥En beasuiedy fhrouﬁ_?m&ié MBS de dDnarer morarridspsageneceivers.
usi hg unencrypted ain text that can be read or

E-mgil reesshoey atrﬁmoamauy serkUSIRG dnpBewatask Plaie fextibakcampe read

o FHE Wy s BBt el B i bt

recdms/g(;es% agnh Nid tclegpt)r gmfety;blnally ufee $Siniple BMainEraosfer Protocol
0 t t t . of - mai, |
(sMpEhdiaseers and Bbuit-oydaass, Inbetpet BaididSisins INMBAE) BBk parts to
defiﬁ‘?‘(ﬁe ﬁ)YmaY%thﬁeoe-Pﬁé?Fr%Es h the content and integrity

nmessages, such as e-nd nmessages. S/M ME and
Pr én teced@b yeaf; seamp(maysqgm@(eo’qumséa\memjmd to peopect both

- | t t hat. d
i SRS B0 By o SRRl 18 P S ane
Preﬁ@l@&b@rmﬁ@%yw t(pe P e4tel tho qfubﬂcnms@@@u@w mémvmé§§aglng
f'or sender aut hentl cation nmessage receil ver.

protagaist theh previde ifor pty eac@pﬂ«am t;q preteetr @%taawtgewnst §igning,
which protects the integrity of a message and provides for sender authentication

by a message receiver. In addition to utilizing digital signatures and possibly
encryption, secure messages may also or instead be encoded, compressed or
otherwise processed.

Fig. 2 is a block diagram illustrating a secure e-mail message exchange in
a messaging system. The system includes an e-mail sender 30, coupled to a
WAN 32, and a wireless gateway 34, which provides an interface between the
WAN 32 and a wireless network 36. A mobile device 38 is adapted to operate

within the wireless network 36.
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encryption, secure nessages may al so or instead be
encoded, conpressed or otherw se processed. Fig. 2 is
w@2dob/otdgesdi agram il l ustrating a secure e-nail PEBECAYD4/000617
exchange in a nmessagi ng system The systemincludes an
e-mai | sender 30, coupled to a WAN 32, and a w rel ess
gaiTbessntadl, senhieclﬁQomaylebea RQ, sudrea$ dloe shstenwedn lhfmg 1, orit

may) B R b P s Aot 2SN e T The .
mail3Sendt® 30 Afdy a%@”&’@ra %bﬂ@we@ﬁ:eahl?ecmow%"b{\ﬁ cé B9 in (Fig. 1 on

system14 in Fig. 1, or it may be a network-connecte
whicho gpnaikrmessagesamayohp campa®d andi spntl. TheaN&Nid2, wireless

gate&@qﬁi vggelgﬁ%/ Egbﬁork%% Snd R ll|§ q%é(f | Cﬁ%'gteigggqﬂﬁ{ﬁyethe same

as similgrislatehed compbnertadan WgN 82, wirel ess gateway 34,
W rel ess netvvor 36 and nobil e device 38 are

Bs%eoﬁw grmail messagresansies 30i typicaly sighela eessage by taking a

e Sy A PR A -

dlges’esnage‘oar&kammel ey gdrrferamegeby perfargnibgea seHedRisun, a Cyclic
r exanpl e he generated b

Redﬁéﬁ"?y'gqt fnc.lﬁl% B@tﬁgéﬁe%%ﬂ”fﬁé %ﬁew enmea%rﬁd%ap%m such as a
hasH BRGhe rRéssHyee 'plt"ggfl%égirlﬁrtﬁg ‘?ﬁéésl% e I$Rﬁ%ﬁb r@% g%@ﬁ'fédaﬁy the

a hash on the nes is dig
senddfeysing gt)he aeng}e@ gneaieﬂgeyt h€he emld'ate key mya)t be usedoterpaform

an eBhRfiraome ol Vaiqrmﬁénsq%ﬁfﬁﬁce# B o YGRSt R amerate 2

dlgekhﬁgda@l@ét Al &g%%ﬁét@reﬂ m’dl&ﬁﬁ%} tige %ﬁd the @i&si 8ignature,
i gnature, including the di I ges

is thgn @pRended to tha netgoamomeage oln adqung@ |dwggtalré:m@fgmte of the

sendiohi ndludbeOhie sefHErd HLR 5o9 o Seifar Hepulf righmaton
that iismbounaitd ahe toudlic ikey it dne cort merd dijitaf slgﬁ.‘étuflfeis hagd ebossmly

nore di gital signatures, and possibly chai ne
any epaned; Gertitisalas aneepertiicate Berassion Hisis (GRLS) @m_csated with

the CERAEARLASY Widklbd IRITRENA B 6iBihgFhagsdis, | nc! uded

he o tgoi ng nmessage. nmessage
40Tl3eaec1hm e-mallemeasaigeséﬂdent B@trmae mait sexadere80 may include a
L ncl udi n er's Cer i cate

compaRETh 2 anEiogh e SRhgens Cargree %@@haater ehaifg GRles and
digit&l gmﬁtmséﬁ@ethéogbgnéé rrfésEQ dgﬂWﬁﬁegl’lr%é@mEn%ecure

techni que, Certifi Cates, digit Sl gnat ures
mesaag;ngoﬁammqyem%eﬂcatesx t@?lmagﬁnmldr@tabf&gnalamgﬂeasormally

placéélgmé Beé:lhﬂlng of & rr%'ldestSQSe rglpésssho%vn in IgPé 2, and the message body
is included in a file attachment. Messages generated by other secure messaging
schemes may place message components in a different order than shown or
include additional and/or different components. For example, a signed message
40 may include addressing information, such as "To:" and "From:" email
addresses, and other header information.

When the secure e-mail message 40 is sent from the e-mail sender 30, it is
routed through the WAN 32 to the wireless gateway 34. As described above, the
e-mail sender 30 may send the message 40 directly to a wireless gateway 34, or
the message may instead be delivered to a computer system associated with the
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is included in a file attachnment. Messages generat ed

by ot her secure nessagi ng schenes may pl ace nessage
waeoowponsst s in a different order than shown orPCTICARDE/000617

addi tional and/or different conponents. For exanple, a

si gned nessage 40 may include addressing i nformation,

mob?lHC@e\ﬁée "3B%and ahen" fe{/rﬁ dblléddjé\ﬁées%% trﬁaﬁ'gﬁttﬁérw:reless

header 1 nformati on. secure e-mai | nesSage 40
gatevaysdht Afteonativaly, themerssmmay m)routed os redjceaéet to the mobile

thr h t he, VAN rel ess

devigl S8 HpulshinE onredss Retvik i AUPrelft SUP N il e
e P REGWA Geiur € théssagthp clidrits] @stailg Jf anacigifer Wed e encrypt
nessage may instead be delivered to a conputer system

the secure gtraail inessageeAbbare: pravided tgdhgndsemen Foggxample, the

8 I
messFgBh oty ikl MReb A i e iageh Bl e
TaneODEBeclmi@'rl eHbdvavee, #8ist heonerally tdifficultr forethe devise'skuser to

ia a wireless VPN router. n known secure ne agoas%don

dete\fm"aeh#se r%lat'\éﬁ reliagriity 195 trismepvided AT SR
just RAGWIRgE dTith ng@&ﬁ@%ﬁ)h‘éplu@éﬁupfh@é figh.t he user. For
exanpl € the S

sagi rent may I ndicate that the
nmedsatjsclbsely hbteinas semxrgpnessagsmg]ghemﬁeorr rthel reobifeSdevice 38

i ph Ho di ffjcul f h
maygNids 11 USHT Miin n ERay T operstauichindiation $Efe Pecpry trust
Ievei blﬁﬁdé& BY'tI‘i’@Q‘:ldHérlt&%dQB dritgysti tﬁ@%céﬁé@%a@ﬂré Hfdssage. This

w edge’ of ecific cipher used in
mduzamnym pmlder.!s lrcm itée do rogtaijsn of ath@.e@n!n%r H’é@@agl fle secure

s 8B ) TR L B oS B S s o

recdivé/fiseb@necle. @ avieastepB-rhbie ntdgshges.uyener meesedsuretméé@aglng
recei ved secure nessage. This indication is provided

clientfegeiups POrinserue eamaik itgnay REO\HRBrindisaler terfee Yeatintorming
the H?(-:?I'Stﬂgf g cf?he?Was' L?Sg'a%ltﬂ ﬂ‘l@ medsdde. " ecei ving secure

SO recelve insecure (e.g.,
un§esud el)luafatesl th%geagu%mnW&fe isethitys trastr dﬁmzdased@atogs (e.g.,

,cljent receive n ins re enn
reliabiliy)can 8 melie $evice ab. TRfee ﬁ?‘ﬂ@Pl%%g tigers, e gfe%’"'c message
60 (Eﬁ;o éﬂ?"‘f's USMtothé ndtie dBASEA9S: nyFds% of%ukélbs@héﬁcﬁﬁ 36. As
egen atiron of securltytrus evel indicators
explainegl abov, ietduittanic/ Inessage GONay beésdotice BBy anvariaty of methods

anc BB hioRL ool iy BResired, S4B FRIRAR 43R Seflon o oo

signatdre! &Séerﬁﬁ&él’t@r&éﬁ (aé%e%ﬁté@'lﬂﬁg appv et isep&sHiblenfof security-
nessage 60 nay be secured by a variety of nethods and

relatadad@maﬂsemambwgh wlaciranisessagel 69de b 390t separalely from the
eleciBht AuEagiseg di gl tal

When the secure messaging client on the mobile device 38 receives an
electronic e-mail message and its associated security-related data 60, the client
proceeds to decrypt the message and verify the identity of the sender using
known techniques. The client determines the security trust level or reliability
strength of the cipher used by referring to a policy store 64 on mobile device 38.
Policy store 64 contains relevant details of available ciphers and their respective
security-related trust categories. The client can invoke a comparator module 62 to

perform a comparison between the message’s security-related data and the
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signature or certificate chain (as depicted in Fig.

2). t is possible for securityrel ated data associ at ed
wowdaok/oedsext roni ¢ nessage 60 to be sent separ at BCCAR@AN00617

the el ectroni c nessage 60. Wen the secure nessagi ng

client on the nobile device 38 receives an electronic
infofndfir_ Sidregags t_ﬁéd{)bﬁc%/ IETECHAL eBFREUUpbK- tfd Aotbarison, a

data 60, the client proceeds to decrypt the nessage
corraspbnding Security truséhevel pr eatagesy sedetermingdnigr thewessage. An

e GETBECH P oo M FERGETRE 10 SR g i
user idtstfddergB.t 0 a policy store 64 on nobile device 38.

Policy store 64 contains relevant details of available .
ci pearsexapiendithe ciphgebsed (o saenypt the message|6p g siassified in

the GRNEPULRS 64THE &1 \ilthc SABnL AR the” BEBATEAESAREY! Gith an
performa conpari so etween the nessdge s
indicationr ithyt rtakatciphettatisn aassifiédi aé ofweak.bnAst diffefenth wsers or
t.he conparison, a

orodTiRatEds MY Mgve-SHlpIaT) SARRATOP et G GeaiBls (e securty trust
Ieveg Ehﬁﬁd@d‘&@' c{ﬁ)ﬂbré, hife PBRGPSBre 61 dIIBHHs &R iﬁforﬁfatigg ttégﬁrt\orl%gy (IT)

rrespondi ng security trust level is provid
admiisirater 40 séwre dategoriasciord@owasciphersxbagsideon irelevart standards.
ci pher used . en t the ssage 60 is.classified in
Thef gafsoles vuh Guabaly B reieFelaR = Faher POjdieh [ Rb itaict the
IT abfmiMsRSORf&%h Yolérnatent %@'eﬁé* ey priestribé ot Riviigdrt tests for a
~classified as "weak." As different users or )
cipher.gutile athieoHs adayinistratordior f & reaiporate ragangy maydprascribe less

. r.Jy.ne ' r.u I . DrQvj " "
soBRELFAE, TR, S B o (MR B, ek b e
govémeernl agondyl Hutaskr"sirshgabyrtheocesiporstecageysy. i €Ehdser cipher

_known ci phers based on rel evant standards. The
poligias &pay ikes dgplayedy veaithy de” ke reabie dayice égeﬁhrough the
wireRS¥s' fidtadri %%rali&vﬁﬁgrgﬁg’mﬁﬁ% E%ﬁg@:ﬁ & éméys f2ntdin an up-to-

gover nnment agency rmy prescribe nore strirgent tests
datd set of cipipdrepolicigs. | Giphiee policetrdepleyedtimougbthe wireless network

36 By TFRgIBRUKS. ey irech i Srpeis InSpPHGERate 62t ie device
3g. by the governnent agency, but as "strong" by the

corporate agency. These cipher policies nmay be
depn theeéxampte, cipkersi are clessified rasblbeing crithies ewsgk" or "strong".

t hrough the wreless network al | Qwin e bi-|
Any rEe ab e el s B nlrh i ath G LM AR NGB FIS 4 shows
an SldMhSIE RedértbPthe Fidbedevle 38 |4 ek aaed, tHy AiegBay®e40 was
wi rel ess network 36 by the T adm nistrator

encypter using g strengheipper.i Ayoelt ispe 164 ipdicates tbégtaféerggssage 140
was encrypted, while an encryption indication message 152 indicates the secure
messaging protocol (S/MIME) and the cipher (Triple-DES) were used. For
example, the encryption indication message 152 could be "Encrypted using
S/MIME using Triple-DES cipher" or any other similar message. As shown in Fig.
4, message 152 can be configured to indicate to the user that a strong cipher was
used.

As another example, Fig. 5 shows a screen demonstrating a sample
message shown to the user in the case that the cipher used to encrypt the

message 140 was classified as weak. In the example, the lock icon 151 indicates
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n the exanple, ciphers are classified as being either
"weak" or "strong". Any nunber of alternate categories
worenpsaise be used as needed. Fig. 4 shows an ex@EIpPAZN04/000617

screen of the nobile device 38. n this case, the
nmessage 140 was encrypted using a "strong" cipher. A

to tHePGder! tﬁémmégggeau@sww@h ety STBE TRESS alt0 WS thci ggestion

encrypted, w n encryption indication nessage
markn#ib3 amay indicatecthat ared¥eal’'ngipheotwas| ugesl. M KEditionally, the

enciyRfe | BGRtOm M BB Tha LB BRE W eall S IRER . vl smime
usingSTrille-BIE MipHest B8 aTsimhendsBage Phebot examyplethses, the user

simlar nessage. As shown in F{ﬁg. 4, message 2 can be
maycseierlgthecl@ck dComdidd aiceraayesh detals rof ttharseguis mgggage protocol

and 2’5? Z:E%e%%elis %terﬁﬁti\féﬁ? 4he rulsg?‘ r%quggﬁ%c\i,\%ﬁtk?rgﬁl’é%éé‘ils from a

denonstrating a 'sanpl € nessage s
menusprovidedttbehe aser.t Asta tdsaltc theheserunay khowewicethpt thHehmessage
rressage 140 was cl,az_si fi

ed gs k, n the exanple, the

140 \Was ecyRten Y310 @achiopg’ Sha "aeak cinhgr qﬁ@%@@@@&aﬁfww of
; L 3 j id rk 153
ciphERS bSO eI PUTeY SRfrmifed By At SudTicFton™

Addhei systarhy andhmethodsygisclosed hereintarerprasentadeonipdpy way of

coul d be "Weakl crvpted usin / M VE_usi n o
exaftple;pad Bra el piebt ROfE 8¢ apobe S Rellalfentith. pEmer variations of
the §ytBMsCarkPaRhods \GestridedEBOVEalif Te dfifarbacts thees skiiéd in the

to request details of the secure nessage protocol and

art and asi pueh anezpnsilared fat be avithin tthe spode ahihe dayandion. For

oxa L, 81551614 3oL o8k R 4B S 8By

usinged ceRmnymitatbrishatnel (3. avareless aetiwgrikinterinphestcgrand that
sone ot her category of ciphers based on a ci pJFer )
conigd) messaeeeranchiihgssariated spsunlystalaledrdaten e TG dalasignals
. | .
a4 TR ARGE 50 e RS S LB BRGHE 0, 8L frpertaion
envirorwaehi, ssuchOabeas \packatizexhslatd foh érapgstissien arnd areah@dswave

descri ped, above %II be a&garent to tgo e skille? in .
acraser Bptwalkd ARSReIBRT aremBlsh SPTRHET egdRBIe MERIUT (" volatile
merﬁ@e heneﬁ-\bﬁbﬁilé n;é&ﬂbg@,n-cﬁer 8XREMEE. dtB§ TuAt %ea%bdmputer

ods may utilize data signals that are transmtte _
instustions and alatarthatapérferne baars moee gf theamathedsedisclosed herein.

ne B5B6KechBbEl Yhougfods, SRl RBAAbE FRAZBATAENSs e

secitgalatedmdidRodsor netted in many different ways
dependi ng upon the inplenmentation environnent, such as

as Sl Judherz dae sustemoand metbers disalosad hetein may beaised with
many different types of mobile devices. As an illustration, Fig. 6 is a block

diagram of a wireless mobile communication device on which a messaging client
may use the systems and methods disclosed herein. The mobile device 200 may
be a two-way communication device having at least voice and data
communication capabilities. The device 200 may have the capability to
communicate with other computer systems on the Internet. Depending on the
functionality provided by the device 200, the device 200 may be referred to as a
data messaging device, a two-way pager, a cellular telephone with data

10



10

15

20

25

30

across a network. As anot her exanpl e,

conput er-readable nedium (e.g., volatile nenory,
woznsVEset | | e st orage, CDs, diskettes, etc.) CRIT/€AZNN®000617

conputer instructions and data that perform one or

nore of the nmethods disclosed herein. As a further
messagingl eapatzlitiesya wWietessahmémiet tappliants Srge slatacoptmunication

) h | o] di cat Still
devige it or WU [y ARpatitIRB o scl osed her ei n may
beTyg egliaMrhddraYice! ié@ﬁ&nﬁdéé’ B r?é‘ceﬂ%? 26 daeY¢|8r%?)rocessor

As an il lustration, |sa agram
238iar dlsetay %&l FlaSctbmammr(ya?Q@,nRMﬂ'lZZﬁ cauxilkErg Hnput/output (1/0)

deviffEe 228 Aefial G0 238/ KeGuoal 235, pabeshy’ 200, §diirophone 236,

a sHoMPramje MAraTesRi c@hmmbhg%dbayyéwnamm eaﬁa rHQi/ s irtlude
dat a_conmuni cati on capabilities.  The device 20

other dayigen sub=yalsims 242t o Thertransceives 21t max h@tudmtrp%smrt and
reoof? BRI 1 A1 4 R BB A1 L Wby T 414, one or

mor@ Gitaegciliatore{leDs )2t 3, angisa digitat sighasseeessbrdO8RE220® Within
,t_. a cel | ul ar t el ephone wi t h dat anessagi ng
the 'aa'amqymgwgﬁf“ hevdeyice X0 |’ﬁ?)éﬂﬂfélﬂd%nmﬂlwah'{yé)fépﬂwad%mdules

224K S0 SRS 490 Rt SBBBYey e D

220}, rinolsidinigy ex valce aomnmmq:ﬂtmwemmiuléw4m di dalaay:oﬁﬁﬁunication

modp‘e/a%h%‘a;\%p{ég gty%? éq:r gq)era (Iprltxalllg{g lgg téé/gglgfg%tagg@g outa

plurdlity BES#hRF fditdiond. M crophone 236, a short-range
Wi T el ess comruni cati ons sub-system 240, and may al so

i nEheidwirelessr mpbilec sopuburigatiamederice 200 magnbeeav éwo-way

comficHop i Ral R Volie, aRY S Form B SR Fopdaities,  Thus.

for exampis etheadelice atdy Earhaiunidatéoher d3voic AetvétkIsligh as any of
nal processor (DSP) 220. Wthin the Flash nenory

the élzaogmedlsé%h e@luwonm@rkmcanmmew plsgr eemmpnigate k:Jver a data
t 2 4 I t Vat

oW ooriabas “nd” pard MRMERY 8" BECEFTIN Hlonts LB the

commuingation nfower c2it9. onT mesguveic824Md  datal ateawokEHizyC be | @éparate
224B, ot her operati onal

dul d a,pl |
con RS Bl SrRbibd e e o5 st
netv%H(‘Eéht%lﬁers Té‘t@ W b % 'E‘éQh{ r§t%H‘THt’6'§§|hb%;\\nﬂ8l\é§§‘ﬁetwork

0 may be a two-wa nlc t|on devi ce I ng Vol
anmejaammm:\ummhonasulmystmpabﬂ iisi esed Tbusomfmxmcate with the
netwﬁxlfa%{)k Thgﬂiﬁlgg?\éocl(ﬁeygg %n%arte%elc\)/\e/%ron?m\dr? |caF ion signals to

and from the transmitter 214 and receiver 212, and may also exchange control
information with the transmitter 214 and receiver 212. If the voice and data
communications occur at a single frequency, or closely-spaced set of frequencies,
then a single LO 213 may be used in conjunction with the transmitter 214 and
receiver 212.  Alternatively, if different frequencies are utilized for voice
communications versus data communications, then a plurality of LOs 213 can be
used to generate a plurality of frequencies corresponding to the network 219.
Although two antennas 216, 218 are depicted in Fig. 6, the mobile device 200
could be used with a single antenna structure. Information, which includes both
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the anal og or digital cellular networks, and may al so

communi cate over a data network. The voice and data
WOedaso1isss are depicted in Fig. 6 by the comunPCECAZ004/000617

tower 219. These voice and data networks nmay be

separate comuni cati on networks using separate

voicbnéﬁdigc{afté'%fdfrﬁwatléHChs %%ngérﬁcéfe@t {PZhd I8MVBR& communication

contr ers be Integrated into a
modsied1 & viei 2 ke SetwarnithekDS P2 Ccanththe mmeDr@CQSWyZS'tSem
cormugitg]ate W t h t

Aehesgeiiey SRl oE R Satiroubator] SutRistefy 21 "Such as

freqﬁér%}ﬂbén& Ocafifohémtnadleetion, powartiews|, 8, Wﬂldbé Qi@‘pbﬁéént upon
2, and may al so exchange contr ol information with

the pﬁ@rmurae@tmrt netwark 2 thin médeh the mabile devige 209 iseinderded to
Opel% 2 & y spac@gt 'aorFﬁo fé?ltjj%vf'&te 206' |P19%rﬁierc]ir ?(9“(%5? te ‘ﬂ{)a North

set requencl es a si'ng

Amé}ﬁnnﬁ}jerb@t wsed |mcr2nu@@meMmomcmubdn sdlfygm?mmﬁtdﬂslgned to
and receiver 212 ternat.l I I rent
onewat%qu@hmeew&at@x S B3tpd A BFobG, Gath TIHnICA PE etworks and

alsozqés?%ﬁeod@é use Wﬁtﬁaatn' Sa vérhﬁy A vBld¥ @rhiunffatibhetworks,

to genérat urality of frequencies
such as rAMdBSndDMA L GDMA, RESBwetd, @mereaAI a mahile demice 200 intended

for 361 AR BYRE A bDe ORI 400 CRTHe il das” BPRS  data
conﬁddﬂ@étlﬂrﬁne%frl@bﬁ&tth@@smdﬁé béﬁhﬂﬁ*ﬁﬁatbﬁﬂ‘é@bﬂ@ efser types

data information, is comunicated to and fromthe
of dateandiveice oetwarisl both separate and inteoreted. may Blsp bewtilized

. e, N CLo essor 238. The detail ed design of the
W'thgﬁ%%"@ara?%%&gggsystem 211, such as frequency band,
CO%@@ﬁBhg&ﬁicﬁﬁth@WpeRﬁWwbﬂ«EﬂQ mbcaccesfslrbqlbleements for the
dependent upon the communj cation network 219 in which

duakmedagppbite devicec2Chmays alsat e dF ToeXHER!S: &N g Mobitex and
Datﬁ@p&%“ Caﬁiéﬁgrpgﬁil’é SSVI%QQ %r@i@@%?é’reﬁooﬁ@ﬁé Hetwdrk sing a

a conmuni cation
unigeieb syeritificatdi dambgneaissamlatp@ranth \eat:h tdbeickbhbint €PRE data

oWk GHEUOTS): GEDYIKGREGRSEHE Asgoupted Ytk . SybSehes; dicuser of a
mob‘?l@'HB\WHeC%O R GWW&'@?Oe R:BII?‘?eclePe% a $ih&erifePentftf-module

wher eas a nobi | |ce 20 ntended for use 1n
("SIIEILJ) mduchmy réquireshini gtdleedio opeaterthe enobitehdeviee GO0 & GPRS

ation n
etk ubPa Gy eYbe COp R GaR DS (IE8R Rey BisTiprale,
w.th@@p@ﬁ@tamnSuﬂ fHe& ThabiRd delRe 2bgowiebst imatie dontarty tdig any
| e device 200. Dependi ng upon the type of network

funcjglgpgs invving eesmmueigatiersreMes thieopetwask 219, other than any legally
required operations, such as '911' emergency calling.

After any required network registration or activation procedures have been
completed, the mobile device 200 may send and receive communication signals,
that may include both voice and data signals, over the network 219. Signals
received by the antenna 216 from the communication network 219 are routed to
the receiver 212, which provides for signal amplification, frequency down
conversion, filtering, channel selection, etc., and may also provide analog to digital
conversion. Analog to digital conversion of the received signal allows more

complex communication functions, such as digital demodulation and decoding to
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dual - nrode nobil e device 200 may al so vary. For

exanple, in the Mbitex and Dat aTAC data networKks,
wonRbsloessdevi ces are regi stered on the network PGT/082@4/000617

uni que identification nunber associated with each

device. n GPRS data networks, however, network access

be RYATRASEIITHEDRE 20, EFSITRE it gl do BRMabmitted to

the aetvearki2i&r aiedpnocessedvoncluding' rsbddilpiiomaindrenaoding dor example,

by the i 20| Srd B, e broSicRb P g 2ad Toblietipanaleg
conﬁ%r%io%(‘ﬁedﬁ_@)ﬁc?% §6|ﬁ\ﬁ%i©n, Yiite et arnpRficativth dnd tidAgmission to

ile device 200 w be unable to carr%/&out any

the f coromupieationy sewery @dPmuia ctiei amieriier2 tthe A@oughka single
ardSies [Fs SBAR AR GT Belor ol KA BREA LR Bahs. e

mobilegdélic@tioon ity eludeatwe igtinet edinsesivbes ea liestntransceiver for
conpl eted, the nobile device 200 rreag send and receive _ .
trané@@ﬂa ARFtEERIVIGYRIFS SigNals. ang\a sRePnfirapstaiverdee Fagsmitting

Si ; r the network 219. Signals received
S

16 from the conmmuni cati on network 219
ar ¢én additied to pradessingctbevcemraagicatidn signplsothelBSH 220 may also
lification,.fre si an

oo 15 R b b U Kl SR 56 b vel applec

to GYrAMUARSBBA! SignBR H GhbaledERBreDsD O8nd AnandibitleP 214 may be
digital conversion of the received signal allows nore

adaptivaly exntrohed thiaughoautomatici gais, canten algorthgis inplemented in

e SRPIR0 211 s EERAEL e SHGp BRE LIRS ARLEE B e i
the DISP 220 WPHie? 19 proved P iriRr€ $6pHistitated wdntrgl ot tednsesiver 211.
and encodi ng, for exanple, by the DSP 220 and are then

pr dhiedatereprocassar A mav @anage angrcantiql the overallnepeygtion of
. . . | ..
the SEIEIARh 200 AR bR, SARETORERsec o T Bgnirglors coud

be usgidwor thi® partyor diteenativeln assinglé . DIP 2R0umiuidbseiusgtdo carry out
transceiver 2 is shown in Flég 6 for Eoth Voi ce..an
|

the fHP@{iQRSTi the aTVGSARIOCERBOMBRPI d-Ousifve @muayatimﬁuagtions,
inclt%q\‘g%%'t fddsPabtd SR I6RE@SmuRichtiord, dré %gﬁgftgfog h the DSP

smtting and receiving vol ce signals, cond
220tindhe transeeivén?1t.r@them highfgvel rdmraurication applications, such as

o VbR Bes 52 S0 b SRR Soppganon
224B''ABY BeldtredGAMhé FlashiABnfF2R4 for &R usiBh byl tA¥Shigroprocessor
led to conmuni cation signals in the receiver 212

2382%21 example; tthe voice paymimicatiopt Medule 224A maay @dovide a high-
Ievqtl Eds%l?qlﬂtearf‘atc%ngﬁé%bgeaitg t?acHgnﬁiP Ian%I p&reii\}eh %icien%lm%ﬁgen the
mobile device 200 and a plurality of other voice devices via the network 219.
Similarly, the data communication module 224B may provide a high-level user
interface operable for sending and receiving data, such as e-mail messages, files,
organizer information, short text messages, etc., between the mobile device 200
and a plurality of other data devices via the network 219. On the mobile device
200, a secure messaging software application may operate in conjunction with the
data communication module 224B in order to implement the signature and trust

verification techniques described above.
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the DSP 220. Ot her transceiver control algorithns

could also be inplenented in the DSP 220 in order to
w@e@giotEB6sor e sophi sticated control of the traPcST/eA®H/000617

2 . The m croprocessor 238 nay nanage and control the

overal | operation of the nobile device 200. Many types

of ThechipoIOeessurs238 algbanteesdts walhl ether device d@msgﬁéﬁms such
for this ﬁart or, alternatively, a single DSP 2

as feudisPiRy d<éd ﬁ'%S'béP‘?’VOB’utzzf‘héamﬁmt@%SomWY (RAM) 226,
auxﬁ%@f RO QPSRN éaj d.gt% st | oS0 ML mTEBHOQSBUW&tbeQFd 232,

| udi ng” a vol de commtini catrb
spepkerf 234renictdphong 236 @ DRM-22QYe cormimanioations subsystém 240 and

any SUYEF e misaiRlae, BolRrNG eMGHEs,AE 24 Fdinpmmple, the
ModiASEPRUAN i S afe@&uté@tbwm@%ﬁ&dﬁdc&%oﬁt&rsegna r}négg)rrowde a

Fl ash nmenory 224 for exXecution by the m croproces
highplegel rn@erfmhptveert acisesiof éhe anobilel davicerandothe! mobild Aevice.

i PaBAE fisEA0L B8 p 43800bRE SLERReRP A HES! Peouon the
d.spw/mze 400 amdnputiutp@ Edvipeherit b@ﬁno\e@u fitodgh ithe Salkilary 1/0
he network 219. Simlarly, the data conmunication

228n’6%b(h°@“i2§% sREAkKSF gvtder @'Qﬁ%'ﬂpﬂlfb%@ user interface
opg ‘?rl% %f ftﬁ’é sﬁBE?%tQ&s%v&r??r?'FY p%?l‘o &ﬁn\uﬁ’ [catiop-related

€s, or an| |on
fundhens rvdwages othetrc subtystemsn mdye probidee "cimidara” 2&0 omdevice

funclihs pCtaBY, seMetlisystagts, Suchas ey PRatd 452 RGdLBPR Ak D22 may
be 8B&Y | Rt SR EBbhnﬁlPrﬁ&é’ﬁ +enateenh§m.5h9ns%@enen§n@ﬂha a text

conmuni cat 1 on nodul e 224B 1 n rtoi
mea§a|a afour ransrdissions toveera fdatat ccornrrumuiahloqueethtﬂkp rande device-

L e
e OpjeYatiifsystemadsutivitse /e d R HeYmicrdptbcégéor WHdgadé’ stored

I nput / out put (1/0O subsysters 228, serial port
in akpersisient store sushanerFlash memenogREndn ZsKiition to the operating

sys 0 bha IR BRATLR AL B0 o AERY THE I ORoR Eaf E) ai
incluieaailesystom fopdtdring dRdA-AsFsgesraingd 4o bbEprowded in the
m croprocessor 238 and may provide a high-1evel

Flashnenerye2 2t ttaedlare: nublie keﬁyst l@epﬁtﬁﬁel bewean@eptaﬁa Infﬁematlon
ealfel |60 PGS, SR 7 (165, FBSLARY, b0 G, deue
applasations or mmdules) tqyarischpracé mhap Ibevtedmbradily dnamad into a volatile
storg; ISABIRAVSZE s fastr opRectoino MIBEHE. Shoaiked Gomrgunigation
signBRY fridly"4IS6 BB rRgbrafly 50réd % RAM 226 before permanently writing
them to a file system located in the persistent store 224.

An exemplary application module 224N that may be loaded onto the dual-
mode device 200 is a personal information manager (PIM) application providing
PDA functionality, such as calendar events, appointments, and task items. This
module 224N may also interact with the voice communication module 224A for
managing phone calls, voice mails, etc., and may also interact with the data
communication module 224B for managing e-mail communications and other data

transmissions. Alternatively, all of the functionality of the voice communication
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functions, whereas other subsystens may provide

"resident” or on-device functions. Notably, sone
waabsysBess, such as keyboard 232 and di spl ay B2RCABW4/000617

be used for both comunication-related functions, such

as entering a text nessage for transm ssion over a

modid¢ 22dAnamd tieadatn cominwiikatiotnfhodald 224BSha@Me integrated into
é ctions such as a calculator or task |list or other
the "‘P?Fﬁge-functi ons. Qperating system software used by

t he A St i i
e SR RSB oo olBNe e ity B, BeMELS 4500 of P
dataoitematonntfesdevicem TdedP b mpplicationi rmay indude the238iftyNo $erel and
recelyeh Al AR, Cifcs, Y A8l a Pba (AP UICIBNL WG Bp HigS  and data
comimihiEatRpmBBIREY2222¢ 203 BS iy mew#élss? e¥Fork® 7. MR BIM data

. key, and other information require or secure
itemgeyay densganmiessiyjetegrated, synahsanizeg eridf updated; e the wireless

l4 QN es, or parts thereof . may be .
et M3, SrsRROMRY et nsRBls fiehtk SREsa ehreaGatespith a
host2 26riputerf 8gstem, OptHereby rore M@ QY Ghirrdré@ esy&tém for data items
commyni cati1on signals nmay al so be tenporarily stored

assQGARAWIYL PREICYIAE USEf-manent |y writing themto a file
SR 00 AT SRR Aol = o
systemthy plaeing thbmdbilaldsiice 2000n ian intepiiceatadie] Whishesmes the
seridl feR 240 bhinel Pl #&Hics Z00fioahiisast pori siing how! Ssiem. The
serial [Hort D86l wh4 ggﬁ%ﬁge%‘;ﬁ%n?meeé dskr Y8 66t #é?eﬁéﬂg?f through an

conmuni cati‘on no orf nmanagi ng phone ¢
externdl geving bs sofiwvare application, absdownlbad aathemiapblitdtiond aicaiules

2241 SR IRl0 Bt o G Raftey st 00, GHEL éffgHBation onto a device
as dééérijetraboiel. YThigWiredf ddvifobd patH RiAgIHd Ysef tof IBSd 4P &rftryption

conmuni cat i onnodul e 224A and the data conmmuni cation _
key apiguthe devige, whichds armets aeeurei methodhibamievchadging. erfingption

. X ] ; rovi file systemto facilitate

mforaag]?)gg‘)é@o@%\rél%g%ﬁggyé%g%gf)‘n the device. The PIM
appdditianalppiieatiomeloddtest 204 N ridyi ey Idadledasilo @8 mobile device
receive data itens, either by itself, or i

200 Huayaming Bewark g 18ntroeghe an avwiliant HOLubsNBeE 22Brihrough the
seridl 58k %0%26‘@%&?45?9 Yhért éé‘"sﬁro@*rﬁﬁﬁicgﬁg egs;ﬁbg}ﬁem-r%o, or

PI'M data itens nmay be sea I'ntegr
throughmahy atheresuitaide sptsystdm 242, ame ingtakddbg snebwpoirkthe Flash

ety 2 RN 256 S BB in bl i Sl g e tos the
funclority B9 theMhidbReClevits L2030 Tatd Ay pkd\RE® enhanced on-device
functions, communication-related functions, or both. For example, secure
communication applications may enable electronic commerce functions and other
such financial transactions to be performed using the mobile device 200.

When the mobile device 200 is operating in a data communication mode, a
received signal, such as a text message or a web page download, will be
processed by the transceiver 211 and provided to the microprocessor 238, which
may further process the received signal for output to the display 222, or,
alternatively, to an auxiliary /O device 228. A received secure message would be
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associated with a particular user. The nobil e device
200 may al so be manual ly synchroni zed with a host

W@ ymsensky pl aci ng the nobil e device 200 i n anPCT/CA2004/000617
interface cradle, which couples the serial port 230 of
the nobile device 200 to the serial port of the host

proc?é%@ s J&%ri@@&iﬂfov@prﬁ\ L%%Pof‘%@lesdb\}?&t Eéﬁq‘ré? afld?&rRpose

user to set preferences through an external device
dataniternsf suehn @sa@phil caessagest asingvihieokel/bwaind 232p prhickamaynhbe a

comglRie gl KatPerradaEbod i e IERIgs bt lthothother
styledbBy @ompéte Mph&surens kegdofrishsiidly abehesiatbw® D\VBRAK  style
encryption key onto the device, which is a nore secure

mayralstbé udesn WsesHnpit toghenmoelils device RO isfurthen enhance@ with a

plurdfil ol BRh fvEee 24t MRS rRBElcfille S0pTfs! input
devit8e anédiehpad? 19, variety g hswifctgxi 4 iratker ifpuiudsiyct,estic. The

228, through the serjial port 230, through the |
comprsed - datagBemsmifiput cRY ithasuseh&ay dhendee trnsmittgdgaver the

comﬁtglgr}igétrb%r nétw'(_)ltﬂ@% 8 vasy ﬁ%g%‘%%ﬁ%ﬁ]g éi'g&ﬁt'sea‘m&@aae\!s Feceived

I'n the ash menory
by dnideta bé Itrangmittediroim tlee nbiliendevdadd 200 aarei processsekby ltike data
functiopnality of éhg nobi | e device,200 and na y oVi dﬁw
comBIFRIE RORHIST 2e4BuRE 7o RSSaStlER nPRaHP o Mg Epdngg software
app@dp%iﬁh'é%‘&érdiﬁé t@mecﬁﬁigue§@6§bﬁoeosss¢«ree communi cat i on

I'cations” may ena el ectronic commerce functions
anWhermthe mobile fdenimec?Q( ist operatiog imasvaice sempeurieatiardmode,

the S54/3 SREaT o s i e, s SRR s 68 the cata

modeS CSicéptl thatdfeeivert lyrats aré Utpie &S A8 sPeaRerA34page voice
downl oad, will be processed by the transceiver 2 and

signplsofor drearstmission: afe oeoprated by @ miczgphang 2R6 mé\terativeeyoice or

auBl 5 Gl e SN 341 StV At W ae! Ay i
be iRBRsménteaCen s bl IGevitesS0QANDLGh sipe ot et signal output
descri bed above. A user of nobil e devi ce,Z?

. . OVE. 0 al so
is acsappishedpamaninifiroygh thespemkarn 23k J8agisp amgﬁigﬂ@mé'so be
uool 1980 e A, F o BGPIROEP A PARGUIY Ut of o
voicet \dalls of othenl ebiceal gdilametated c infogrbationls sboh exampte, the
._known DVORAK style may als e used. User input to the
iCHOgERIRSSHE A 3e 1o BETIMDC ol By TenHaRE P TIRLAIAE ARy By224A
and qae MAH Yystérl? DRWIarE Smay Setelited cBRer itBAtifitdBon information
t hunbwneel” I"'nput device, a touchpad, a variety of
of amwicarhiag,voicer calkand display iton thendisplay.22fhe
A short-range communications subsystem 240 may also be included in the
dual-mode device 200. For example, the subsystem 240 may include an infrared
device and associated circuits and components, or a Bluetooth™ short-range
wireless communication module to provide for communication with similarly

enabled systems and devices.

INDUSTRIAL APPLICABILITY

The present invention is directed at indicating security message information

for a secure message.
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conposed data itens input by the user may then be
transmtted over the communi cation network 219 via the
WO e@secBss/er 2 Secure messages recei ved by andp¢DCh®004/000617
transmtted fromthe nobile device 200 are processed
by the data communi cati on nodul e 224B or an associ at ed
It isselginiead: messagi ng software application according to the
t echni ques descri bed above. Wen the nobile device 200
IS operating in a voi ce communi cati on node, the

ov r @t t bj [ . 0 [ ,
1 QUEATHERRP o hERaihg B R SRS AR G8iC0 % o st eve
assoeramd/wuihsargeiebtsomcenewaget comptisiagthestays ¢f34 and

voi ce Si. na s for transm ssion are generated by a

i &C&ﬁﬁa' g sseyrityNefalpd data assasiated ithhgielestianic message;
SULRRE IR seTHAtY- r‘é‘ﬁatgg YiRisE afé@%ﬁ@g%éteé?ﬁrﬁbﬂ%%l on the electronic

subsysteny may al so ed on
devieyi ce 200. Al t hough voi ce or audio signal output is

o ShTEbhBNG pBked tontne AGHERed RRcURETHed dietanbiigh of the
secfitytfefated efist béfte@f)nés @éirééﬁ&d%atbttﬁe ldrohie ARles8agef a

voice call, or other voice call related i nformatT on.
Fo rwf@(awpa éecu fily-related indieatos i aar displyedrtocupenet thenelectronic

dev!)&fper 1 gﬁ/ % &&%lﬂ%ﬁ%@%ﬁg@?@ﬁb %g[%ugﬁéeﬂagﬁ g'lust category.

|dent|f|cat|on i nformati on of an incom ng voice call

spl 3/ g on the display 222. A short-range
3}% tHobA C@uaswﬁ(@fﬁmmerﬂ?cﬁp@é davigenisl addeeless mobile
corﬁrh@m@H%nHB gedevice 200. For exanple, the subsystem
0 may include an infrared device and associ at ed

CI rcuits and conponents, or a Bl uetooth(tm

shqrt-ra el ess ¢o nication nodul e to provide
orq-r onﬂ’r%ﬂpgapf Jriai tfr reigy the eﬂﬁﬁV%’H%?%i"@ﬁs isy @y cellular
te|egﬁyﬂ,§es | NDUSTRI AL APPLI CABI LI TY The present
Invention is directed at indicating security nessage
information for a secure message t is clained: 1. A

d ' ' L t devi \
4. TERB Bt SRGCS. BeRh SEG o RYECl o pegsonal e
assigefgage, conprising the steps of : accessing

security-rel ated data associated with the electronic
nessage; accessing security-related trust categories

thah eSO IR | PEREHES theWIEcH&E GHessage is an electronic

mail message.

6. The method of claim 5, wherein a messaging client handles the electronic

mail message.

7. The method of claim 1, wherein the security-related indicator is an

indication of trust relative to encryption applied to the electronic message.

8. The method of claim 1, wherein the security-related indicator is an
indication of trust relative to digital signature used for the electronic message.

17



10

15

20

25

30

determ ni ng, based upon the accessed security-rel ated
data, which of the security-related trust categories
w@esesisesds to the el ectroni ¢ nessage; wher ei PCECA2004/000617
security-related indicator is displayed to a user of
the el ectronic device based upon the determ ned
9. coilhesmettutichof skeimr il  wheedintthd $ecusity-eakatedonryst datedblies are

d trretho(g of claim, wherein the electronic device is a
Slefimyres Q%aHTP(YY'?%Qf(S'h%EﬁY'EQti on device. 3. The method of
claim1 wherein the electronic device is a cellular
tel ephone. 4. The nethod of claim, wherein the
10. el &ber omatBodieof ciains B pheseinathel ssecusitsrelatedt categofies are
f claiml wherein the electronic nmessage iIs
detegﬁ%%g%f%%egoqu%%%age. 6. The nethod of claimb5,
wherein a nmessaging client handles the electronic nail
message. 7. The method of claim1 wherein the
11. setbeimsthpd|oficaim howberes thessegurityrielated indicatortis asgraphical
indiddgb@tive to encryption applied to the electronic
nmessage. 8. The nethod of claim1, wherein the
security-related indicator is an indication of trust

relative to digital signature used for the electronic.
12 rreiS%g’é‘.eg?Odﬂfg fIMod 1 offughes sempsisinekithet step of providing a

| fhe j e £ y an
eSS L R ey SRS G eSS
wherein the security-related categories are determ ned

by. us f .the device., .. The nethod of claim,

13. mEﬁ% mﬁ@a@ of 8@‘&1?‘ id'r Whetein e serfitydelated indicajpriprluggs text.
indicator. 12. The method of claim, further
conprising the step of providing a nmessage to the user

14. \whEhe tethad caf claimedt wheeinstbeuseauyity-etlatedddatadindicates which

. ' wherein the securjity-related
type bf gecilfty PR I GHru iR usdl SiRuBabe o8 e lackphicrieSsage.
wherein the security-related data indicates which type
of _security cipher algorithmwas used wth respect to

15. ¢ hEhe meethaghiof ¢laiss abe WheseinTihe pecudiy-refated adatal jncludes a
checkBgiei n the security-related data includes a checksum

16.  The method of claim 1, wherein the security-related data includes a digital

signature.

17.  The method of claim 1, wherein the security-related data indicates which

type of security was used with respect to the electronic message.

18.  The method of claim 17, wherein a security-related policy store contains
associations between security-related trust categories and security types, wherein
the determining of the corresponding security-related trust categories includes
using the associations of the security-related policy store to determine which of
the security-related trust categories correspond to the electronic message,
wherein the mobile device and another mobile device are configured to use

different security-related trust categories for the same security type.
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16. The nmethod of claim 1, wherein the

security-related data includes a digital signature.
wdaZeosPsesret hod of claim 1, wherein the PCT/CA2004/000617

security-related data indicates which type of security

was used wth respect to the electronic nessage. 18.

The nmethod of claim 17, wherein a security-rel ated

poli,.cy stor ont ai Ns associ ati ons bet ween ) _
19-sec1LJ}‘%/ Wﬁfﬂ%f af@a'm fdswheseindBe isesuriydyres inalude diffesant cipher
algyitRffal N the determ ning of the corresponding

security-related trust categories includes using the

associ ations of the security-related policy store to

20. A 9B SgMBl it fa S bt EpBiinikatiSh gaannel, wherein
the Waes signattiReluded ithe seqtitgPelaitd daatdtiaifPpi | e device

are configured to use different security-related trust
categories for the sane security type.19. The net hod
of | [ [ es,. i ncl ude .
21. 51 AFERIoG of Qe o, WABA 16 s Eaiar Braiimal e negwork,
whereianthei tatadsigaahts packetizedi dthithat Rheanshitteth &irsugh thearrier
data signal includes the security-related data of
wavg agrass theinetWosk.net hod of cl ai m 20, wherein the
communi cation channel is a network, wherein the data
signal is packetized data that is transmtted through
22. a Camputer-readablie meskiurnoapablevofr daus?y a mobile device to perform
th Conﬁ)uie{- reaqabl e medi um capabl e of causing a nobile
e RRHot gal 't or m t he method of claim. 23. A

security-level indication systemfor electronic
devi ces, wherein securityrelated data indicates what
23. t y Pesefuritetave indicatiorbeystemsied dlentromic deeices owherein security-

e, ising, a security-related policy stor )
relafe PRELIndiCe RS Wl s O et b oan disedztas a1 alectronic
mesdageg@hptisihgnodul e configured to determ ne which of

the security-related trust categories corresponds to
t hd 8¢@uity-selptedpolieycsterg ganfiguretetos starei sgeusitpreldted trust

categﬁﬁé'; wherein a security-related indicator is
|sp?ayed to a user of the electronic device based

uparconEardtzrenadule configuesitordbtagningcutich Yof tee 8kegrity-related
trufst cat e(?or%/sg Zé. The system of claim 23, wherein _
trust fRtegolg? | GAfreSPERdR dopei Blpcippicemessage y using the security-
related data;
wherein a security-related indicator is displayed to a user of the electronic

device based upon the determined corresponding security-related trust category.

24.  The system of claim 23, wherein the security-related policy store contains
associations between the security-related trust categories and security types,
wherein determination of the corresponding security-related trust categories
includes using the associations of the security-related policy store to determine
which of the security-related trust categories correspond to the electronic

message.

25.  The security-level indication system of claim 23, further comprising a user
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associ ations between the security-related trust
categories and security types, wherein determnation
w®@tooshessenr r espondi ng security-rel ated trust CeEtEQA2G0&800617
i ncl udes using the associations of the
security-related policy store to determ ne which of
mtetfb@e sonfigurey -to elisley at hessadrine@@pbARSe @@%é%‘é:ﬂ@ﬂ ®ylthe user of
he electronlc nessage. 25. The security-Ievel
the ?‘?fa-lrlflétf‘i" atedsdicataret clai m 23, further conprising a
userinterface configured to display a nessage in
response to selection by the user of the
26. sebumsystem etfairedicatingi cat an. eRGtroAics evies af seowtitg atristd level
ectronic device a securjt trust | evel

assGaBl EAN HbioniF Wessase e compr i 5i ng:
Mef{EankOfor %‘é@§§|h§9se°&ﬁlw télﬂteﬁea%egsé@ﬁeﬂeas\ﬁ?ﬁ A &fectronic

with the el ectronic nessage; neans for accessin
messagerity-related trust categories that are stored on

th ' ice:. f d b d
AR SOk ARSI Wi TRk Glasgeletidlieh Rt ardoitSiagkon the
electronidrddvicd el ated trust categories corresponds to the

el ectrom c nmessage; wherein a security-rel ated
i nAES@AS ofor |<ietat'f§'ﬂ!f’t9yelbﬁ9196 upméheoacqeneetélmntwedated data,

whiche bF CfheP 338 rlt&p%%té@etrg&t %E{Qg,%?lgsc%lrrgs? $ 9 the electronic

security-re rust caft
message;

wherein a security-related indicator is displayed to a user of the electronic

device based upon the determined corresponding security-related trust category.
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