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of the Invention The pr ion relates generally to steganographic

met hods Ofwéoﬁﬁﬁﬁ’gi ng di gi tabisdata for secure transm ssi onppi/stodbAgs of
i nformation. e Invention also relates §o conplenmentary decodi ng nethods

and to a nethod of generating a pseudo-random nunber sequence using any
digital file. MEEHOOS O DEBHAL STRGANOGRAREY FOR MEILTIBEDIA DATA

st eganogr aphi ¢ encodi ng or decodi ng net hods. 10 The encoding nethod is
especially suited to digital camouflaging or steganography for confidential
i nformati @?Fﬂﬁqhéqn%@mﬁqn audio, still imge or video data, and it will be
conveni en method in relation to that exanpl e application.
‘1t shoul d be appreciated, ., however, that the encoding nethod  is intended for
broader appl i cath®PrasantuyVendop; relatep generaliy: iqoataganpgraphie rmethagisa of

pseudosra . s ER-Telo] LOOS: .t ha

Ot cgardar Shnoanah ARty THRE"EE SRrd Rrafitlish o™ B sherbb S b A The
growt h i njmartionedlisa rwiat_éBQbSccaﬁdleﬁ%nth%ede@cﬁdm@ daethods aHYl the metisdef and
digital data storage nedia (DSM has led to the need for cop%/arl:c ht

aut hent i c@enefatingl & AIsguder@ndony Mber Beayenes . using tanry shgl @ yeHhe, a

nunber of _di gi e i i have, . 0 for th

pur pose. oPeeabtantight hlfibe) 3ol 5HE ol Be AR R SR SISO Sncedfing i on
on the | ni@ideRbdiymetiidd> A nunmber of digital watermarking techniques
have recently been patented. Exanples of these include US Patent 5,636,292
to Rhtlds (1997hearahdodlimntmaathds 65 %estaially Saited chod digital Heardeuflddiag 7pr
Rhoads di scl oses net hofds to 'nB_ess an identifjcation code on. a.carrier,
such as aSteGANAGrARNY 195(CONGCERIRI BHORMBHR iSuEh A% dPEim aUdio.aSHik imeDe: Ak

. ) O o | . !
Phereby | disd BRld, it ¥, B8 orRniiin 8 Fecribeha e, Feiblitn 18 thee"
auxi | i ary eixahgplevapplicationo Hoshotid de spphecisted, Howegraphat the ercoffindR

zooo WO 001 25203 PCT/ S&9/ 00105 2 tel evision signal) facsimle
transm ssineethodr isi inéendead éoit brppdasirapplitation@ntsepetimiaslyp fherdheihedaef ng a

ot orthie SRnerir g PR UgRaifbA: hinREFCiariREEag el bR Wil ) bearons « ne
t echni que%tﬁe,d@hgﬁlgéggné%yabhg @,?mggtid&.patents, are only able to conceal
limted information, such as"a few logical bits (ie. "1" and "0") or a few

characters (eg. "Al2"), in the host data. However, to record detailed

owner shi p _j nf or mat | OP for a host work in which copyright subsists, such as
a satel |i&£&9&%@i&%&%§5§1@,ﬂ an entire nessage or sentence may need to
be concealed in, or associated with, the host 10 data. For exanple, the

sent ence "Di gi tEie trempndousIyioydp dn enilimedéa prasiusts gndfsenticgpprovidged vémt ed

the 1ot She iintemat nd il 0B, Siciane RUEC BISRD b33 ool te ta HEE 30k P ot
i nfringengg iygi_ﬁrﬁﬁélﬁ’thblhﬁéstﬁ&i snpqapbf&ealidgeeé#afiﬁfegﬁtﬁtﬁm@qszgsaméw caf§ o4li ng

met hod 15 may allow a relatively I16ng string ‘of secondary data (such
as text, inegeer efidigitalowatdroerkidgttaihniquee have bied davelepgrt fordng plispese€ such

as text, i e), audio or video data), wthout degradation,of the primar
dat a. Besi°3§§S%lM@ggsealaU%W&ﬁ@&saﬁﬁr@imtﬁcﬁ?wﬂgfe 8¥qu3é'PHé¥) %‘Wrne
potentialfﬁggggﬂyr, comercial and service applications nay benefit from
the use o I'gital steganography technol ogy, including for copyright

prot e2fi on and Aingnrsbercof digitdlavdtecrabiiing reohnigues ke fezentipbeer patented.
transm ssion of informatiaon. These

Examples of these include US Patent 5,636,292 to Rhoads (1997) and US

Patent 5,659,726 to Sandford and Handel (1997). Rhoads discloses methods to

impress an identification code on a carrier, such as an electronic data signal or a

physical medium, in a manner that permits the identification code to be later

30 discerned and the carrier thereby identified. Sandford and Handel disclose a

method of embedding auxiliary information into host data, such as a photograph,
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_applications include steganographic encoding of secured text, i %Bemdma
or video data containing ownership identification or attribute &Wo i

associated with digital still or video caneras, copyright protection and
royal ty tnoglebpeo9f 25 sound recordings in the nusic i ndusthGI/SG9MECI al
and service sectors may al so benefit fr@m secure transm ssion and reception
of confidential information and digital signature associated with sensitive
docunent s taleyisior ctigeali Jacsimilgatransmissianat ot ddentifisationccaeti | Fheommethodat a

streanms transmtt.ed through an open channel, Pseydp-random nunber

gener at or P& g%egl Qj’omaﬂlﬂ*’ﬁ ﬁé\?lﬁ)s@egomﬂa‘?eﬁﬁ Q/fgt?‘ﬁ '?%L!égatg 49 ACheace Witom
nunbers wWHRA dixfiaPERfornsatide same. This seed may be a nunber, a bit-stream
a digital file or "any other form of data. 2 8 A~ R2~~J3 WO 00/25203 3 .

PCT/ S&9/ 00105 Mgpy qaior rart digitah watermarkingy teahniquese inalaiding theitethwigaesor
exanpl g) g’HAésqeéureh hash al orithr%) as in Ui? Pat ent Number 5,787, 9 79
avar dedl ¢ Siaesesd 1 fhacabovs MY BAteMeap) onlk abiss tpsosseaklimiied inforaatioss

d d t i | i i H . ftan ” {] .l I
aspect. tRuch £ Tel BOdFBie 06: of o) ur 3 AP EhaBlctbiE(adl RT2 i e 01

pseudo- r aindsindatarb efowsr@v ctociecort Hetdiied ditershipoinfarmatidro forda hgss Workendat a
I ncl udi ng an orderedagl urality of data elenents, the 10 content of each

dat a el enwvhiclhegonyrighpresbsistsdsush @sgeoaptedite dimpges :ofr Singanpreha@rnyrantipd of
digits into an arra ch that each position,in the array,.contai ne . of
said di gi TReSSRgELE Yenietce mAY neg i BB dancelachin of aSsgPiated gitfthe st and
regr in [ i U 0 ; el T | f he
[ 2OLTHP [ Aot i EhdipleD O beRteRte IDRIAF ifboddF Sigbbly TEHR] BROSep of 1T

nunber anisdmiredanyeatedvigbecermber h9SE emay paovide srooeoreldsive probkas to
sequence. I n one enhodi %nt the data elenents of the source data are

r epr esent 46 AWRERHID qfohsg: host ‘é(ﬁﬂ(. than saningnto Emly et HusladaSiBIRlPGRdE 0
81[ e]‘eggﬁbgkéglgggi)??@/rﬁgﬂ 'mlpg?mhg (ie. 8 bits). In this enbodi nent, each hit

stitdtes d 20 digit which may be read into a bit
array such thatThaehthprsfoltd mmainst i cedr RY & @MdHrtyrapRicdehcodiRg fletfidd N9

position may be sel ected random y) pseudo-randomy or in a pre-defined
mannetd Baduech onay Atew s ealatively jong striog afreedondenadsta épaiupedexhtimage,
audio or video data) to be encoded using primary data (such as text, image,

audio or video data) without degradation of the primary data.
Besides the above mentioned application on the Internet, many potential
consumer, commercial and service applications may benefit from the use of
20 digital steganography technology, including for copyright protection and signature
authentication purposes and for secure transmission of information. These
applications include steganographic encoding of secured text, image, audio or
video data containing ownership identification or attribute information associated
with digital still or video cameras, copyright protection and royalty tracking of
25 sound recordings in the music industry. Commercial and service sectors may
also benefit from secure transmission and reception of confidential information
and digital signature associated with sensitive documents and electronic
transactions that could be encoded in normal data streams transmitted through

an open channel,

30 Pseudo-random number generators are algorithms or devices that give a
fixed sequence of random numbers when the seed is the same. This seed may

be a number, a bit-stream, a digital file or any other form of data.



new groups of preferably eight bits, each new group constituti a
"of 25 information. In this way, each new byte represents a pse%s ﬂmoﬂmg

nunber whi ch bears no nunerical relationshi p to numerical val ues of -the
dat a el emand so/esk03 he source data. The teem "pre-defined" aBCUSE8%¥HPHuUghout
this specification refers to that which3s defined or can be defined by a
user or by the ?rogram 30 The source data nay be obtained froma digital

file avail abl e TyPic@lerandem auglel ggneratorsvase I'tasthmgaéenctmnsafgr dkgiriple,

Rt 25T SO b ol S5 5 e 80 v o

Vi deo_ sequRfieesoft CUBRRAIREN, (FUNISHCIS Patint NIHEE! $195138) afordll 1o

. accessible digital ta. Un abovement| o rior art om nu
gener at or sSibor Grapkica Iah888). f uncti on, the present inventi on uses t he
whole qr part of a digital file. 5 The contents of digital files can be
consi dered as random dependi ng on the |ocation selected for the starting
position q grouped. As a result, the sane digital file
Wi th di ffﬁbhnné&tg&?}%bﬁv&ggﬁ ions and groupi ng net hods wi |l generate
conpl etely di ffer ent 33;;seudo random nunber sequences. Different digital

files with the 5902 &SREEY 1he RIesentoRvVaRtion meowdas amethrdOhaened@ting a 10

Fhe st RRCUEEEREBhEhimEe! LEh o AC ] R Bb e r S e sequence of -
pseudor andom nupfoerdmmomagd@ta mctladrngr@n drdeéredl pilirdiRy of Rits EmM8ehy, thad

position, and the sanme groupi ng neth are used. Since this nmethod i s not
based10n antaatofaash data element being iepresestatbbwaygrotipaftdigitd;ng t he same

posi 1 on) and < FACBiRoH B hB: HolGMd0 8 Atk B et Bachatdvietiumtnver
sequence 'a?r%%ﬁﬂﬁs%né‘éﬁsél& igt eganogr aphi ¢ data encoding or decoding

met hod, a cryptographi ¢ encoding or decodi ng nethod, or for any other

pur pose requi riselectingea stamtieg pbsifion withiothenambgiof didits; andt her aspect, the
present invention cg_kﬁow des, an,encodi ng nethod 1 ncluding the steps of:
providing pri mefegreuping isaid qlﬂ'tﬁdoafﬁr@r'@@ﬂegioldpﬁr(élCl"ﬂ&}s cYY'ﬂT f?fﬁem fo the

I f

ol ermenps. SaleBRicE SERAMAN B ne D Tish PR BOH & eblabiraRaB AT REP

with a firsid dasaeseivernmw groups r(eprésmearda;bséw@rémcrﬁlr@mr @i:@nrcesult of
sai d operatlon fn one enbodi nent the encodi ng nmethod includes, prior to

per f ormi ng sai dn3mepabadinaentthe dﬁé@'@ﬂeﬂ@atb t’mgscng'cem;atma@tregm@nted

el enents af ,the pri mar it chni ues or rearrangi t he
Firot dat dndiamticet i afd ik cphBot P spt aBta, BERTHIE s fepeolTRRIRRIAT e
plural i ty 1af aifede B'8fs). Thﬁlh@eérﬁs&d:ﬁiénrtmé/ach Butgféﬁch% 8@%&&:9&&3%@
PCT/ S&9/ 0 105 5 be made random y or pseudo-ran y, or a user.

first 20at aigit emisinh Inay\beb eeadk dmtoan dut] arnayasychedidti aadh rpmmmn dm the arraﬁndom
or pseudo ra dom ner. Alternatively, or additionally, simlar

rearr angi ﬁgyt be perfornmed on the second data el enents of t he
secondary data t I r f,a
ori nary dat a arr%5%5ﬁ PRSREH 18V ol Siedel TR} pscuddiaitorhy o £ o

data is i rprehgefirednmahnaer. sBaeedwnytrmtsearanga;osttmn thenbitg dreeegrouped td a
el enrents. The encodi ng net hod include a step of resizing the pri nary
data ar r aynew graurs of peeferatdy @fghti@tsséé‘@hdmw eyl canshptings atnew dyte®dar y

ar 1 ay 29y DIOTRRD: 016 Yy S 8 A sBBIheTiE & pab o Rab By piffdy,

the Secondﬁﬁth%aﬁs o AVmefichlareliftionsRpntd hﬁrﬁérricﬁﬁ(/éﬂu@@t@f ther @ata élehfdntdat a
el enents of the primary data array may be repeated so as to increase the

si ze of tmfthera@urmdataarray to match that of the secondary data array. In

15 ropeat ed 11 L0 I RRAREG” Ady e ESh g ah's. SheduiRr Pl s

ot her thanyhif lé%hﬁé&lﬁ?cémb‘écdéfﬁleﬁ%yé%@éféf‘ﬁy'ﬁgebf’é‘gr%h’iﬁ group of first
data elenents. In other words, although the first data el enents of the

pri madp data mayhéesourde datai raay beamtbtamedu‘pomfa aigital file asailabietin dbe public
I t d t |y be di t tech
:Sepﬁg fs i P em@?rg@pgg\?aeglcﬁééb%sg grra%?/rcqls{t] 3 o?acgceolrw'leldn L?m &)§I\W SI"ilre fi Ieer%agI que




20 el enments. Moreover) each repeated group may be arranged acc r@'/&@%@@m
" different technique. The operation to be perforned between the f r

second data elenments may include a mathenati cal operation, a |ogical

oper at i onwcofBARi g function, or any ot her operation whi cRCESE§%R010%,
generate key elenments as a 25 result of ghe operation. Preferably, a
plurality of operations is available and a selection is made fromthe

pl ural ity represeat at text seqlieacechrdinage, mayabdionsstpieanzedanvigeosequence, a
pseudo-rando user. The encodi ng net hod &*}y ener ate a string of

key el errerﬂ@gb%ﬁéﬁpfe:?eﬁ 120, & SRMRHIER PROg@AM. . RMtRsressible figitsf dataond dat a

el ements. Uniq

secondary dat all?mh(%y hé%@%emﬁés%ﬁ?%?%@nﬁ emn?%r%%eg{o(ﬁgﬁgx?ﬁpg%d
-as_descri laedabmhg\munai@t eUheb;bnestehenrivemehmtmeawao&t@rr Fdnlcﬂ aadigital file ©)
whi ch may _t hen ~~ ~ 2003 WO 00/ 25203 PCTI SG991 00105 transmtted

or archi vdde @pntﬁﬁlt%rcéf digital ﬂlﬁﬁaﬁ@&d&)mldaf'm Asdandemadenpanding amdheli ng

< a0 staen BRIy ey Bty Boffn, Haf i e s e SPeR e a

header or ithyt [ e
poSi one(a@%‘“zrt'jth%ﬁf?t@ﬁé@ wAthittERent statind bodltidrs s o g hathdas

The sour cavill genesate, camptemelgrcyffamn lpsgudatrandenmt homber sequencas; Different
ted j i git bi f Ho f f dat
Fepr osent sigtal e it same sfgthe PaSUIRTL NG Hhe s AME aroyRBe) methag) wik
d t
a1 157 el BEAERS ConfHEleR biferent AN roMUBHT b Seqtidfiadl) ThihES" °

text or othedistinptadvantaterthat it énableitseregenerdtd ¢he sapdsequenetafPrtudo-
represent a still image, notion video, audio, text or other information. In

a pref er r éand@MrAWRbErseas ianas she same digitahfile: tzh@aamei stertingepositiomxand
nmessage aqg each second dat cg({emant i,nclkudes.an al @anumertlg c%ﬁ]oacter
However, & %ﬁ%%@ﬁ‘&"é?‘{?g BheMSelay SIS Hie raethod, § el bas Qn%mﬁer
char act er niftheneiRar ffAIT hERe GBAGONEY Sof RIS 1. | arfie ricRe of ext
nessage. In a typical appl ication of the invention the text message may

i ncl ute coaddolentambersfrithoat ikoowirgd Hie sgutae file, ithegdartiagvpabitiorgrareh treudi o

sequence contained in the primary data. In one enbodi nent, the text nessage
may 20 m@F‘Et‘élé’“BrﬁBefGP more of the following: a title, an artist) a

copyright hold EQQ%Y
terms of publis er H%)Etlon &f féner enbo men?@"‘ eerstggféogressagée may
be a conf ifleat s@gamegeattic date perestRinigit bordedfodimg | Medtod,a ar epyptegriphid on

of an audi o sequence, or a conbi nation of the above.
encoding or decoding method, or for any other purpose requiring a sequence of
20 random numbers.
In another aspect, the present invention provides an encoding method
including the steps of:
providing primary data including an ordered plurality of first data elements;
providing secondary data including a plurality of second data elements;
25 and
for each second data element
(i) performing an operation with a first data element, and
(i)  generating a key element as a result of said operation.
in one embodiment the encoding method includes, prior to performing said
30 operations, a step of rearranging the first data elements of the primary data. A
plurality of techniques for rearranging the first data elements may be available

and a selection may be made from the plurality of techniques. The selection may



25 The primary data may represent a text nmessage, a still imag '
" sequence) a notion video segnent, general nultinedia data, a g?%ﬁ%'qf??ﬁ%

a conplete program or any other accessible digital data that can

retri eved wo omskése public domain, such as an Internet websi FE’SGQWBWO%te
dat abase, the random access nenory or buffer of a conputer, or any digital
storage nedium The first 30 data elenents of the primary data may be
arranged ibe aede raar;donﬁaaf pseusto-thndorelye oe ity awisedef The fiistcalanetermestsi ¢

associated with a still e The first data, el ements pay be
obt ai ned fPEWDE taarEanaes: Ny t%redege &, ABARNRDHBE IS RICRM 95?1@9%@@9@01

5 repres‘?ﬂ%hﬂ& a ‘Nlt%'rﬁét g&Sto'r' LaliiRas! T*L‘fm'ilHP%a é’lﬂﬁ) %@e@'s B@‘ an

| nternet web si te) canera, a conputer re or

ot her sourpmforiﬁedrmytﬂwsecogudayataeélmnts:of the semguelafy\batal n each fl rst data
el ement defines a grey |level or colour conponent, for exanple) and may be
storedSin any KAGAHE W@?"ﬁ‘%ﬁ'}t tBQ Prignary data)isin the foym obRrimenedata auayy

or additi e r t r

assoct at equatimg Rt nish GltadbReBERF HE LR ot AR Rk e
obt ai ned fge@Bhdast H@mﬂavfayd@bmarmﬁgewtsmndl 8afd epshmaptd. onThe defcodiRg
digitised video nay be obtained froman Internet web site, a Video Conpact

Di sc 10 (vwﬁoplmgwnch@da_amp Df resizing)the Ingiyrary data @mayt termatatethecsizpafer

sof twar e, satlle SC VD) pl ayer or .ot her, s urc and may be
stored | n AR FeRAD dﬂhaazé%ﬁ dat fr@Vﬁ%§m?élle§/'? the pimary
addi t ygnal

assom ate a\fat'ﬁ@](}hé Tg? g?? 52% I %?T%QQQJ ?f(}tngne;}sqeée f!g trreay be
obt ai ned fse«mndagtdaararm‘y date sepordaytdaty aJlrayl utsllangérmamm@pnmmycdati he
digitised sound tained froman Internet web sjte, a Coppact Disc

(CD) playél TaYlet5$tt ﬁ@taAﬁlﬁmﬁnfﬁﬁf themmanagiaia arrayemay ke rﬁP&?tﬁd Qi @edo

Co t Di t

Format eo. igRe Mo B Tfichtp oB el rBRbr Ut Shep Aol et
sanpl es ang a9 epficriimest fichmihga séaeanGingf stéptas welr §§@rres12mgw@te®haneel S
of dlgltlsed sound for stereo reproduction. In the preferred enbodi ment of

the e 5od|rageaedhﬁrat dataaetﬁmmyrnaw@euraawrauged aaccardmmt@rtepbam@smmom

nunber se ? %cg]e st audi Ofﬂ a rrentll one

The. pr ecedial i fehrisie, sriab e foeyoRtranginy H8 sl gBiiin.8r itk BB PgBRBR. g
a pseudo- 1 YBrasr g‘:,j@p I o] ,ql\gﬁyr d ONE -
That nurrbeﬁn(g@ghence§ ggg Oﬁﬁteﬁﬁéf%gﬁi't?%feﬁ}ebatbgg?ﬁbladgg or aduéélﬁorr%gtg)é may
t hen be ugmdltipbedréadir grodmt af mum;mdeﬁnsmdiah@ eernbots néed hrotinecassadly. bén an

alternative enbodi ment, the primary data tained from
convent i of8RTTARGES rAGTORIRS igethe Sdme éPCBFHé'P §§|t1l?‘§br' e{s% O? f?fshrﬁﬁtﬁer

220 20w Mo RS, bR AR K eE Brah Tod e SEERGchsstasig s g
different technique.

The operation to be performed between the first and second data
elements may include a mathematical operation, a logical operation, a mapping
function, or any other operation which serves to generate key elements as a

25 result of the operation. Preferably, a plurality of operations is available and a
selection is made from the plurality of operations. The selection may be made
randomly or pseudo-randomly, or by a user.

The encoding method may generate a string of key elements which is
associated with a corresponding string of second data elements. Unique key

30 data, which is generated for given primary and secondary data, may be stored for
use in a complementary decoding method, as described below.

Preferably the key elements are stored in a key file, which may then be



- ~ 8 ~P R 2.003 WO 00l 25203 PCT/ S99/ 00105 8 data being enc '
* plurality of key elenments such that each key elenent is geneﬁgﬁgd&gﬁﬁggga
operation perforned with a respective first data el ement of primry- data,
said neth %ﬂghﬁding the steps of: providing said primaryPEESEIMMIPUI ng
an ordered plurality of said first data % el enents; providing said
plurality of key elenents; for each key €l enent, generating a correspondi ng
sai d secorfarsishitted! onanthibyd Hor fiating nisean Adweritagediislys ahfbrAR@bat 4Bt the
Conmpared with existing steganographic or digital watermarking techniques 10

t he preserg@ndoging procesmsucheasithe ioperatinlv perfagpedhthe rearanging techeiqus,
text, lar anount s .of dat f a form. e.qg. .inmges) audi g, yi.deo, or any
bi nary fi |g‘§§ %8P0 0K %@@%Ydﬁéub@@ad’éﬁfﬁ?“%@gwe%e storegnyithia acheadgrc .
.any form : ibHBsre i Vi §g0 har ' ([¥ol ol
patterns, q{rhgﬁfiﬁ%teegrs ?tc 9bof tﬁ‘ee gﬁyrrglrey (éﬁ aaft@bl?\%vg?étypfe Z‘?:atl);ejéﬂg ofpﬁ%lt@n&d
conpr ofi sehywhexe\in Wbg kepdiles it neicessarilyratithie begtaireg.may be transmitted by
any nmeans e.qg. mail, e-nail, telephone, fax, ftp, http, dial-up

Lp
net wor ki ng, | ocHl® SOHECHRTBRR: SRPPdane andeker data mantioned) aboxe away be

Extranet, el o ; rani c T, i eved
From any SPBIESITER i cital By R PR ory Hy Ahof BR [ ta b ibl iy
DAT, VCD, @V&iod,mgngraiwconebmeut sét BE eyhitRIPmERMDE dedd, &g ApHaRumeric
nodi fied, there is 20 no need to re-send the prinmary data for ever

message. Ohiayactres, iategeamamberst ete Themrimanedatponay representehbe desivedt s
in toyer handwi dth, usage and.,faster transni ssion via a conmuni cation,
channgﬁ \M?@{"cﬁr’rﬁﬁ‘ll e'm#'aﬁlpt@f(‘i é’f‘:{% Ef’aﬁ)an%'dﬁ?a?fhi ﬁ’%‘r %O%ﬁé?r} Wpé&lon.

t echni que. ; ; ; i (0] t

et o, LISWRE, M BoRahuNR, ST RipratbRta YRSkl ritRh, JHes! ek |

at the redextomagthenihfofmatien.t ransm ssi on channel, the primary or source

data (in whole or in art% m?p%/pzl so be sent as part of the key file. This
enbodi ment of t/Re? iRTGERTTEGFox rt§eainveRken, thepeeandasy data yngudesns, taxd

preferred e I Vel e I I I S
Do mear eI aHErha] Yockha 98 SRRIRC el ok B YRR Yl
conj unst i (Mowevdr, idaeh Seedidary . dathi slemiEm dhapihclotie theharicat from aabtHehen
formpart of a larger systemtor transmtting confidential information. In

a nodi f i e¢shasacteosebs the: alphanemerimhoharante)s oay e used fogomapeeecthalted -~
8 AF R 200 WD 001 25203 PCT/ S9/ 00105 J | i t .b t
oe b ConalaFEags ot A yPAL SERTCANDR ot esinbghtioh htex fadiiagk TRY iRciuig"
Drawi ngs U&ﬁﬁaéﬁﬁﬂplﬁrﬂ%shgggéiﬁ FeiIBgy tVHIE hmRlgR, | D SRISPbAtAY duthi® stifhence
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invention for dandthdermbddinrngs,tthentext ssssagerngybe 2 cohfidentialfrheysageqr t
of a preferred enbodi nent of the invention incorporating a two-part

st eganogr & lfeRrasesérfiany afe@mdmags, g rrepsesardation rofea idio csequenceari Ag a
primary d | in.the 15 steganographi c encodi ng nethod; Figure
4 shows a%%@@h%ﬁgﬁﬁtﬁé%bﬂgmtl cal operation; Figure 5 shows an exanple
of a pggi cal Xq;h@?ﬂfn@éﬂyoﬂatbemwe\'@pﬁéé.émfd teRdmeesadslad stillafnage Flaguagdi6

shows an exanple of a 1’1 mapping operation; and 20 Figure 7 shows an
exanpl e ofseguensee gamadioapyideo aegmienty genenaldmudinediagiatanagrpabisedile. a
Description of, Preferred Enbodi pents A ferre di nent of  the

Cnvent | on SsaRlels oG qratarren scaesSble HoHBEASE Rt 1 bedstieVeg.rom

ui deo, aughg)pdiiit! dothaf,MRIchi ah ihferhiee BaBNhiRAte YaldlPREE tRe FaRdGHY
data, such as a data tile containing confidential infornmation. The

conf i dent iadceissfmenmiry @n busfer lof leesaraputercbrday aigital storagegeedioot | She firsteo,

audi o, text or any ot hgr type of data. The encoding Erocess gener at es
uni qudOkeydatatelemepteattia Pemanedaiamayhe aganged in ah a8i@oded form 30 One

embod ment of  Bge HHehk i fnd HEAHASH chariBhAls REdbroA TR Ao o

mai n processes. Irst nmaln process uses source a

2 8 A~ ~ R{¥ye/ElenRemtc 2PRe MicSt 4B %IBATENEs HRay be obtained from a stream of data




i mge, notion video, audio, text or other data, to generate an r
" containing a pseudo-random nunber sequence. That array of pseuﬁrﬁm%r%%
nunbers is then used as primary data in a second main process to -

st eganogr agbigaakdey encode the secondary data. 5 The sour ce PEA{3SOWBY%%e
provided as a file containing the image, wideo) audio, text or other data.
For ease of description, this file will be referred to as the Contai ner
File. Sinrepnegpnting asdigisisad sjilldmagemalheimagemaydie abtaindd fromwan dhterfiet
ease of descriﬁg on%.\gill be referredtto as the Confidenti al Fb{e. The key
data may al'é® P& ol 6347 EOMBliter 9qine: CHBPYLET SPRWATS B QhQTHROUEES-
File 10 PRIMAYIHa ey QalE ditidtorlimddie (Whérird BAU fifst Ridth RI4rREn P ABAALLTEN

., of the invention used for secure transm ssion of contidential anographic
encodi ng pgeyetevel brmoleurGorhpdeeni, or Exbmple) @ amyt e géoredaineary Knowme

Key File 13 whi,ch e.se I smtted over the open comuni cation
. channel® 14?”5@“[%@%&@&@% %ﬁogr'ﬁé]é&my File 13 performs a conpl enentary
decodi ng proces atyf Lh&isi ti,ene e nfy i i A, To
st eganogr aphi caﬁlt%ﬁ]eér)f@gqé {Oﬁeh alrtllpﬁa(lefit ie'g?HFﬁ{sg ‘1@? ee:l%ﬁgb{ %ggsgggéé _Ia.O or

t he encodi oigagcteristic ddsoutdtedtwiti @ motiont Vided Riement Thedirdatiatd eletnéntsbe
downl oaded 19 for use as the Container File in the encodi ng process 11.

After 20 perEnob@ontpinad feam sdstRaprofdala represatingdigitinsdnmotiae vidge. FiThe 13)

t he sender .can .Lr it t ile 13.t0 the receiver 15 over the open
channel - 1adiONE BB IERY be'diaMBA bGPl fBoiBon HueAL HibashARels
to dowp oag/@h) phsyer2 BB 4 D58 LD ipldyed! a RbFipued 286mpatdradiv

decodi ng p(r*(/)ce%tsdml% on t he Key Ei I Zplﬁl. 2a5 Tfﬁ{{ serng(;agﬁelo aPld rrecei vée}fe' ?5
may have aBigital \(ersatilpaPiscc(iPVED) Iptayarner othier soticcey ssnchmayhbe Glaterd ireanyi | e
in the encodi nﬁ and deco&fg pr o'g@?ses. Alternatively, the Key File 13 may
carry i nf okRAWN IRt &fe G 9iAMl-the Internet file used by the sender. As
menti oned above Qéw ainpe i d fEdential i o] j 0
any types of da?g.bh'%gcor di lﬁgléc,jgf(t)'hga%ne%ﬁ@o@%?t%é%ngg%egpwago%ﬁg ési ng
an audi o fcharacteristicegssdcidted weitna dightaixdudio lsampte. Tihe dighelr agdiotsampliesn.
The i nvention does not constrain the user to a particul ar conbi nation. 2

8 AP AS200maycbembisined frony acimain fxlata meresenting digitised seugdrer musiter e

5t aganogr aphP AaNEEH skyntbhE He Gotathetl bt 20 taril S SRAcH Siorpppet Disc
| nventi on. (@?Eﬁav%ﬁ'@%itra?ﬁ% Tﬁpbﬁsﬁ)rpﬂéyémagé}r@@e%ﬂa & VIS Ok peikctan

array of pseudo-random nunbers based on source data 5 (Container File) and
st eps 33- 3Dise(\4EB) playearersetbendoneier gndomeyshenstosed dramoy rknowre format eg.

di d dat fi tial File. i t he. . of
e T
roce H 3 H ase
°ocegn, ! S (BTSRRI 8 ohiatogesa Wi LA GBS S

( Cont ai ner fdristepeccrepradunitiop. a plurality of bytes of data is read into an
array of bits. The source fcille may be any type of file c ni,ng any type

A [ nt ai
of information, Rkdhe eRf&fo,re |eﬂél?P imeRg ot thexgncoging "ﬁhPa- g_tee_grlggry fédof
the el emeniyied BeaRibm¥r eddd-AIdoM Bilnier Sefiidd. "n8Hi maBe, Hitisn
sel ection may be fmade Tn a random or pseudo-random nmanner or 1 n~a
pr edef i nedvideoner audiio datPpmeatiohbe islteeprécedihg tireepdragraphns may beysedped
i nto new groups ofgbi/;es (8 bits) beginning fromthe starting position. fn
&

this @8nned$ SOWECE fomgeneratiag ) pPsapdoTaniase sWMEss Samensa RREOFIIRBAPs i n

Chi s pr ocelts eolB Seey, BBolR, andl SBliher upNER . REAR AL TS Sbindl
(i e. binarypagdhgiebor Ali§ioatht dhay tHed PBIUSBR £PpAMALY datd et Bhesdinat a

need not neceSsarily be converted i'nto bits. If the information is 25
convert ed meatbod odithe ilvendippt en) or a nunber systemwith a base of 16,

etc., the same principle m be applied.to create new random,nunbers. The

regr oupi ng st ep?'b@r”f Bﬁﬁm?q'i%% %rpgﬁggaeq{egbe HBF‘%YW&@% rp%p&é%tpmsedﬁfrpgl Pnt o
new gr. S i i i o and the array of
bi tsgigs?}jrpegreéﬁgfé%arl\t@q@%iqmt) %QG?Q%@%?'S‘%%P%UJ@%?@%‘? andom nunber)s/ 30
will be fromO tio digihet Bspect; ¢ae proseti inseaticn peyidesadmiettiod of decedingt

bits), the range will be narrower (0-15). For a |arger range, .the 8r§%8;
can be mad&econdary-datarincluding\g Riwiality, 0B speandsdats @IRMsnts? spit §&FON

ot her nunber base systens, the size of the groups chosen may simlarly be
vari ed. Because this process is not confined to any particular nmedium the
user has a very |arge nunber of files to choose fromand use as the
Cont'ainer File. 5 Even when the sane file is used, the possibilities for
selecting a starting position are nunerous. The flexibility of the process

o o " o o o, o



in-step 33 of Figure 2, the primary data array of random nunbers is
rearranged so as to increase the difficulty of breaking the Q)Be,t\ﬁﬂe?ﬂggr
may be 20 provided with a wide choice of techniques for rearrangi ng-the
array of mamgwmemunbers so as to further increase the diffPElPEYo/Pos
hacki ng. The selection of the rearrangigg technique may be determ ned
random y. For exanple, a password may be used as a seed to generate a
pseudo- r addtarbaingbencodedr inex piypaliy lof kelelerments stdte tHetN{oh keneiément is t he
C programmi ng |l anguage) to select a 25 rearrangenent techni ?ue.
Al ter nat | GENGTAtEhDY S5, ORBFAUER BTOImER Miffuar rewpestive st datheelement of
rearrangegﬁmar%@‘émqis‘éﬂ?n%?h@d’fﬁ'c)ﬁdir@%(et&‘épgio‘ﬂye of rearranging may be in a
or n . anp .

predefi ne seudo-random nanner es ‘include: arranging in the

reverse order, peadingregid primzyy data ir@Mdiﬁg:ah&brﬂ@PeurplurhmyaonéaGd ARst guaner)
or in _a spiral manner, etc. Figure 3 30 shows an exanpl e of rearranging a

typi c&® delemedtseam froma Container File 38 in the reverse order 39. As a
further exanpl i ral th i nvol ves, first ~ s A~ ~~~]~ WD
001 25203 13 Péf@gﬁ%%%é‘“{%ﬁmgg%%‘e&? nt at the X position) then the
el enent at thefdrXsach mléléﬁént,tb?ﬁerbhﬁg%%%sp’ﬁndiﬁ@ ééfdls;éi_%&‘?@'&ét‘é”,

e

then the (X+2) position, then the (X-2) position, and So on.
r ear r angi elgrsentby perfgprming an iaversewf sbid aperatien, if it is felt that the 5

degree of randgmmess i.ntroduced by applyi a rapndom nunber, generator to
thg sour ce dat gof"?qaéepé”'&h?*'?‘%’?gaﬁ%.gaﬁag'}éf?gﬂb?"e@'Sft?lewa@fmﬁﬂ‘wgr@,cp‘m%’eﬁandom
nunb ar i ; i : | I n

Stop 194"t 12 pleBehEAVERRSIRaL thd BIUAL SR el SRR IR0 S BfteMloc MR8 ke
the size afmounts ebdatadaf anyl fbren, &g aynadfess audhiy] Vidés, & enpgbisargdiées mag i n
10 the Confidential File, The array of random nunbers may be [arger or

smal | er tharengededrang sypsequamivaigcasiedain qonfidencey ¥Yith anyofermuebdeta.i s

of “seconcaly HiHaeSL AP o PERES itk fiaf, P SRlekfs. o HBECEY ¥ dBgonae
on the r ﬁmawdéiaze&n@ferbmc@rdr@yéoﬂg@nﬂgea h}eahyw.gksm&h@@ﬁma

performed or to be perforned 15 in subsequent stéeps ‘of the process. |In the
event! 5t hadatehmaydo transiittied by anyameanss leag.gey maihre-niad!, delephooe, faqdtpn

nmb ,all o t of th f nb [ t dth
P, Sk B Rea P 650 Sl bR R kBB el
diff t 1 I i.ded
611 STLEKSHEL 8By ) St oBARAIo pEERE,TRASIUISGD RYTRVEITIOAS

| east oneampatatagemediurer fwshmad Heativdisk) fdppvedisk, ip divk, aCDaROM, DATJom
nunbers and el enents of the secondary data array contained in the )
Conf i dentY&D . PYR. Im@ prefersed way; singe itks pamagy imneven aicdiieds dheresisl t s

nunbep andp HeethBure s i AAERT PaRh B e Bh ety 3tk SRl &L HA® ek nea
is differenbeasemn fMhersfomd, fais RlctRNtssultt ihhewee banddidthdaésge bR faserp! e,
given an array of random nunbers 2,. ... J and an array of second data

3, 5, co
el enent s fransmijssion via|a mwoi&g&ign nehanne! opbeat compared cle iapyt existipgr act

t he val ues,_of the %econd gata %0 (?I nents fromthe random nunbers, the key
array obt BPHEGOYARNIGAr Vatergiarking 1eChnidge i st and third el ements of the

peSoraar Y, ARSI Sl B0 e o il B
25 Internet, CD ROM, VCD or DVD, etc,, is restricted or limited at the repeiving end
of the transmission channel, the primary or source data (in whole or in part) may
also be sent as part of the key file. This embodiment of the invention offers a
lower level of security but may be preferred by some users for its convenience.
To improve security in this embodiment, a password or other protection may be
30 implemented in conjunction with the invention. This embodiment of the invention
can then form part of a larger system for transmitting confidential information.

In a modified version of the latter embodiment, the primary or source data



~ 8 A~ R ~~n3 WD 00l 25203 PCTI S@9100105 14 utilised in the emecqdi
" process. This is an inportant advantage of the invention becaugBi A%k%@gg
cracking of the code nore difficult. Furthernore, the invent,lj &P%@% not
limt theweosmwrsio® the sel ection of the operations) to perfp&lﬁ) maki ng
hacki ng even nore difficult. 5 Various tgypes of operations may be
performed, including the followng: (i) A mathematical operation such as
subt r act i it Whglesxdmpast) snaysbe seahas paepdrate file wittopropien idenfificationwher ei n
second data el enents 40 of the Confidential File are subtracted fromfirst
data el enents 41 of the random nunber array to generate key el enents 42.

Gt her mat leé‘s%}igﬁ@ﬁl’o@mé)nﬁa%mgs 10 include addition, nmultiplication, etc.
(ii) A logrcal operatron, such as the XOR operation. Such an operation is
shown in Figure.5 wherein each bit of each second dat l ement , 50 i g, XORed
with a correspgmﬁ ﬁﬁgwpa@f'géadéﬂwﬂqsstw &Y F18| 'é'ﬁBFHOfé%ffB’?aeﬁm gp&ﬁtute
resul tgnt dhirf optneABRCHMOrEbPIFRNnVERtion ilistrale AricdiffNRs B the"FkAflon A"
exanpl e of such a function is 1llustrated in Figure 6 wherein nmapping is
based on tdre semdexo gxpidin thves peisciplesdhereaf, by ig teebe amuledstdada hewavent that For

I if th t ent , ] ement 60, h I f "2",
Chon 2+ itherdieuinass 8 Pliadindois Rlea i esnAlEn: SregiteR iHicihes 9uBRosRss of f on
2. Th mpg{l} thq:\ i rgﬁ "%ﬁ Al i LS i
takenet gage t E'JgiHva E?leg‘&%% eengﬁgﬁée |dﬁa%]ﬁzjé§i8\ﬁgged;§fotﬁ ihngl 8y e @g/ghpbé‘zl 2f

the key array. [iltiee dedweings.on of operations) to be performed nmay be
deternined randonl y. For exanple, a password nmay be used as a seed to
gener 3Pe a pseldaureah §baVE aeentext diageamnghawing amexaswie applieatiomnof the

function i, , ' ration to be performed. Alternatively,
the user r@&e%@ﬁpEggﬁgcpe%glgh@%aﬁgae@%lgglp&t the operations) to perform
Referring agai IFig@eS &hodd 2idn-8Ma¢ of a Prefer@RL biiboRfimeRE oPRRE ahVERtIGH ©
stored in a key array. in Step 36, information about the encodi ng process
i s stored incorpotatiader tveg-parttistéganographie ensbdiuty methddin conbined in Step 37

wi th the key 3(?:,arrasy to forma Kt? File. The Inforrratiotn 'He der or

Attribute SectifdgHEr BRRAWVKED GXaMPIE OhIRATFRNGING S RIIBEBAHF!a HP%PHH?%?\“?%
erfogmt k.Ag. process. Such information may incl ude
Phe phosi CooTRRLERTG eApbaRg e, P eess 050 11 2008 Wb 00l 25208 15

PCT1S@9/ 00105 Figiire.4 shews bardxangl® of atrhathematiddt @ ppaatiohg- r andom nunber
generation process, the techni ques and neans of rearranging the array of
random nunber s Figyre o 58pwsi Ahepampla pea, logical XOR enaratitnPaiveeasrrimaly

optional |y, i sword feature to 5 increase security. The sender
Ses08a A%

may provi kis ich is also put through the encodi ng process. At
the other end, Fié‘\ﬁe@ﬁ%W@én@(‘én@e@fﬁmﬂeﬁa%@ingfﬁp@raﬁorﬂwrd and
decoding is perforned on the encoded password provided by the sender. Only
i f thd0decoded Higiwrewdr ahewis cére example pobiheesteganpgeaphic eenanding | methad
decodi ng progess proceed to reproduce the Confidential File. This process
is 10 ill é'?’@g 9,2 giaaﬁ\plgrd; wherein a Password Array 70 containing the
password "Hell oWworl d" is represented by the ASCI | code 72, 101, 108) etc.
These ASCI| codes are then subtracted fromthe random nunbers 71 to create
key el enerDescriptiol b€ Peefeaeddmbeditedse then stored in the attribute
section of the Key File. It should be understood that the data transm ssion
appl i cation showprifarrbe EhietifndntTBY I PNt uSBS WARAEAIS phmdrpodarar t
encodi ng process shown in Figure 2. For exanple) the first nmain process for
gener 2b6i nguche aseadstillariv@agenuniationar vidgopnaudio, Céextai orer othere datq, bio

omtted. In that event,K the ntai ner File ma e used as _primary data in
t he encodisﬁﬁgﬂ?%ég@cﬂ%t%ggf SEeRN dGﬂ#anuﬁﬁ&? %?r%y&at?oﬂ rcf%g?',n'ri‘Q
shoul d be JypfgEs(i ioh N HeC A HrdaetiaPi | B iMeILREN She
encodi ng pr oc@%g{,‘é}Vc\iﬁfloﬁ'\#%?%@egsﬁezt?dire g%?lrgﬁg?étg&n*dmréghﬁﬁg?ﬁlt ted. It 1s
.consi der edmiagel ndtiencdided, erueliv, aext atearydother pypecetdataoullie baceding mrocdssit to
those skilled in the art fromthe information presented herein. Tcp?
generates unique key data representing the secondary data in an encoded form.
30 One embodiment of the invention, to be described in detail below, includes

two main processes. The first main process uses source data, such as a still



decodi ng process need not therefore be described in detail. Ceamy
part -25 of the decoding process is to performan inverse opera’?Zcﬁn ’%ER ggtﬂg
f th

performed in the encoding process. |If rearrangi ng and resizin9 0 e
primary dawve opi2s203t he random nunber array) has been perf or nBEl/SEIYHQL0S
encodi ng process, details nmust be storedqpn the attribute section of the
Key File, or elsewhere, so that a reverse operation may be perfornmed during
t he decodi irgageomedion \Gileo, audip, text on otherddata3fo genbrate an ayapeentiming a
generated froma source data file using_Main Process 1, that sane rangpm
nunber ar r ByeHdRTaRGAM, NYIMbEs FesueRes: f 16at @nkaYsel Pseuderrandemenymberssis i n

decoding o Y ~El ~ 1 ==~ 0 6 nt ages. of the
i nvention kﬁérﬂﬁlrsg tralgcb'grdnas cdoaﬁaa'byadé?%o%wﬁa@&%g/éof@laé?ﬁg‘?@ﬁa% th .
exi sting staeeHE Wi BBLEnddryWRitar mar ki ng techni ques the 5 present invention
has the distinct advantage that tong sentences of text, |arge anmount of

((:Iat a 011:5| anydf or mgeeS%HrCBn@@ftélsmaadm a@,ﬂ()jvﬁﬂdé(ﬂs ?gﬂarqomaigim thﬁayn?ge,?yidedpd
canou aged),. a SUnsS e ecode cont,l aence. . | ortr,on 1 n
br ey daBudien oot SRy A st ResfRoradbis e il Beriedel s,
vi deo, bi ngfe/ ddrtSimer FFild.t abirdiak§, 1Re PRdoRERy & ,mépﬁapér HrGaged Yadla Wéﬁ,ay

primary data or secondary data 15 never a or co m sed in an
| n ot her wahith, foheask obdescriptinhwilljbe refertenstel #sthe CorfigentiahFile dathe keyy be

Up. *h tp, defeamal s DacHRTERbto § Bl wiicnulhee selereaip @ BedsonBiaor k, -
| , ; ; [ : 15
e Tt ved 17 a0 T ABFBLAF Y, MER obnlH M alee pBRRAENE 15 °

di sk, DAT, in¢entideDuse®. fdPVBecdid trandvsissibAn ohagorfidental fd=tanbverd \an tod
over the conventional nethods) such as |east significant bit (LSB) coding,

whi ch i nposemmunieatiornchasnehe T sendernd Ot perfoims @ Siegaapgaphit lemcading be
t. t f t. LSB eodi | | y, high bi.t-depth t aj

oL 0% brdded 4 i o EBnEOGHA S 970 o et S RALSRRHI 1s o

Lower bandyhtih 88 S8CLrbRS 8RSt BVEF IR oPEntcBn?d iéétﬁ)n""éﬁén@élt“ﬁg. the

primary data 1s néver nodifi'ed) there is no ne%to send or re-sen
pri marhp daThefreceiweenp ofcthed§ey Flal48 padoiey aFcdmplearitatyod beodirg proddsss

results in reduced _storage space_us conmpared with 25 conventional nethods
whi ch requi®on t%ﬁ%e%éwéﬁm@wﬁq?@tt%%e ¢éht . Therefore, this nethod
results in a | ower 1 : ster ASMESSLoN

comuni cati on c@n%%ggﬂw&ﬁ@gg%ﬁd}’%ei s@ﬁgaé%%?ﬁ%g?gpﬁﬁ@%tr% sender

wat er nmar ki g dretplenésistlin@)probess i f i siests pI7 frofy tHAlraeingd e 828 d a8 T 46 b
data type 30 Existing steganographic and watermarking techni ques usual ly

have probl dawnigaded o9 fer Hseas henConrtairer kileyin heaercadinginrecestmdads)Afterow

bit-d h ~ ~~ =~ 3 [, SXN9/ 0 ' '

i1 es Drh geroftnligineg afiod Wcdss, st R id dvd KSR nnthe' Secer
si gni fi canjohiah tPAndraivtine KegemidM d td afe wRevéraenas thE@pehi diarakl 14. The
information too nuch. This rfestricts existing steganographic or

wat er mar ki rageiverhth qassthen send @prequest 20otd the inteenajel Hita dowrisad i21ethe

h 24-bif bjt . Ho . D Si th t i i
oo ne $HE8 GoRIORE P ShOAEL B Arind O S nBSER R ETR e
does not skgg,qf"ef{g)_mthi s problemand thus is able to be used

25 The sender 10 and receiver 15 may have agreed on a particular Internet
file to use as the Container File in the encoding and decoding processes.
Alternatively, the Key File 13 may carry information on where to find the Internet
file used by the sender.

As mentioned above, the Container File and Confidential File may contain

30 any types of data. Accordingly, one can choose to encode a video file using an
audio file, an image file using a text file, or any other combination. The invention

does not constrain the user to a particular combination.



" data The invention disclosed above has anot her distinct advan

y

even 10 with the sane prinmary data and secondary data, the generated ke
data is alwsygded ferent and unique. This makes it al nost PEPESLIINES f or
any hacker to crack the code by anal ysi ng t he generated key data. F)
D fferent rearrangi ng techni ques Many re 1’rangi ng techni ques may be

ol emented in Reférring RSk S Fighy 9, o8 Shovih ARKRECITNFAR i PRired! |

the rearranging techniques in order to bre ven t I'ng a
si ngl e t ecthetaguethes tNo-pady staganaegrapbioy dntddingl tproceds OF ethié ngréfberegode

b irtual ly i ible. G Uglinted [ dat ilable Wth th

{1 mendousSEEaRHeTTBY Bt Mnt S aNeeh okt ERIE Wb Tl MBS BrOGRRS, farat o
tremendousSGRERr . ot eI bR el p

users can QETRRIRG, A ey BF noSURGRRIIGA . imiths Mondhd 00T sol " RE,

I nterngt t@dretaimeedFie) tdred pstepsr B3BT areldteuto Wi Nswtondhendinoprsstas off t he
primary data, hackers have to try an infrnite nunber of inmages, audio and

vi deo fi | eslepaneg@phirally@ncosing seepndant date (Gacfidendiahfile) using e pyray of

Password protectio e-1n-gar e-out_.system Thi s inyvention

i ncl udes aPsg%Lf‘f?ébaeﬂrWSg&ﬁﬂ%’gé%33?”“859’2@%‘?‘38&3&%%‘?%&% i%’@?gfﬁ/ F@ﬁﬁ password
may be used to generate the randomrearrangi ng method and/or the starting
| ocation of the primary data and or secondary data to start. Since this is

desi gned ddain Brodessel i n- gar bage-out systen) it does not give any 30 clue
as to whether the password is invalid or the primary data is invalid.

Therefjgre, evenThis fraekes yeMerfas drPaf@ly dffistudiiafloRf niMBery bEBEY ofRh @
filde) which is already very difficult, Constantly hacking the key fife with

vari ous Socarie containiip Gigitzt flat.PCT/ S99/ 00105 18 passwords wit hout any

success may finally | ead the.hackers i nk, that the pripmar ata file is
not the right oﬁb?’tyqp) géeﬁea'gﬂtpgﬁoﬂ'fcengl% @Wf‘té’ﬂ?é?ﬁ'ﬁsl “E!HF\Qué Fgl-‘l'aﬂ'é)f Pidat a
files kno I 4N n i r Ed?afngles

of these \(l:%ﬁg C{Y)gtaga Eﬁ]gﬁdg' W%anék%f{’fﬂgéul gn%ggbéuglgrs@,ggg% at}gﬁ@espeech of
t he i nt endgshtaking anpigbeaofinferenation egf auliv, video itadgeitexss etcly pi cal

Ap~i cations of the Invention In one enbodinent, the invention may be used

for cdffidenti aln st@Pad3io0oeemhtheclemsants of the hitepisay sy sqlogted A Hstarting

data may .ede 1 . f

transm 1t P SBST R P ERENG B 2FEFE B talifem &y BstBibaenEBgE franner or
conf er encijft peeddfined rhanned t p, http, dial -up networking) Internet,

| ntranet) or By any other electronic neans. It is found that the size of

the Key File thltstepeil the elemestn of heabitastaydregggedupsidzista newrgrodps @él
nmessage, w t.h 1 ver head usugl |y ,of. fewer...than 10 bytes. |n_ another
erbod! mentBVIBRAS: Bt MEGUHI g, T 1t anG, B2 IhTg ThR e 1o TrR e
web bQQM%{ewengb RIpPESEHT) pgétﬁﬁ]fé?gjd?ﬁ%{rﬁﬁérsdﬂcﬂf?éﬁue%e%ﬁﬁhoh NYe

ot her conputer™program so that confidential data can be hidden and Sent
only to irgteretbds anearsay.20 I n yet anot her enbodi nent, software devel opers

wh t ot t i r_dat I ly the i ti di scl d

Sbove. For _exanbiBouldBRapPEagpiEibAl I s REDRASSP RPURAPIELE NS ASBIOPE and
above _ ! e Sefe ARPLAL VSRR a
enter the ey ST pkdalel ot it 5 SHBRY. (R is e Hidaf i iatteteareplos 1

even if otthersqurogrdata need rdtl riedessaniyrbe boMertersintd bitér df thednfaentationtise
opened docunment wi|l still be presented as unintelligent data, In the sane
manned t Henvarsshing ardasipabsydrire S @dnembsr B¥stepy Wik ankaseef teaetshdhean

e~ el | T oGy A SHIbi8%ndy BRUMHIEG S cRéard AP PIHdork RLSrE, Such as Aut ocAD

The regrouping step performed in step 32 need not always regroup the
bits into new groups of eight. Supposing the binary system is used, and the
array of bits is regrouped into bytes, the range of the generated random numbers

30 will be from O to 255. If instead the bits are regrouped into nibbles (4 bits), the

range will be narrower (0-15). For a larger range, the groups can be made



In-a further enbodi nent, the invention nay be used as a data Y
30 the detection of nodification of a sent nessage. The sent msé\gzéjrqﬁﬁ

this case nay be considered as the primary data white a di g}ital si(gnature
of the seRggionsosQ~ WO 00/ 25203 19 PCT/ S99/ 00105 may be E&ASAYPBES as the
secondary data or vice versa. Upon recejyying the nessage, the receiver can
decode it to detect if the actual sender has sent it and to check if that

nessage halarderen Fopdothee dwnibrerapasd aystentm dheesize sfotifd deotp@lchioskar iyl on
or authentication codes 5 may be stored in credit cards, passports,
i dentity csimii@rydgsyarigd-ds, or any devices in which both prinmary data and

d dat ' l &, ] f [ t
b1 omet 11 o5 (eq, Sprevs PIBIATECHR oo rontBet(Rr ol e be FREHEm. g vowrara
.owner nay [gs as@shyaardgdAumbelr YilgértrchbideefrbReah@fudie B ItAB @bAtdindhEii@wner
or hislher account or the authentication codes nmay be 10 considered as the

secondéry Ewemwhenthessarae dite is|uses.dive possibilities foragelactingna stading paditiono
change t-he_bionetrics the .credit card owner, the decoded confidenti al
i oF mat | ATELRUBSTIHE T PP hrobiogSS bl e’ fineh i GeaR R Ba Wen:
the techni aay t ejpa~Lhh o ri@d'i I
i mage, text, z'iBlEi Bﬁﬁgg"g?e'gﬁg% gtél'helrt %ﬁlqb gr’éf%gétatg.%"%e 1?1 i ge)%geid‘?,
audi 0) vi deemattingj thet sdurdatdatafile prorctonstedanegraphiddily emcading alséeondary

(Container File) white the digital watermark may be considered as the
secondary drtedilecdnothrnwpeds, g plocess deseribed GBPME isg pErieradreliminarywi | |

ol o The uiosaes REbRY tetat g rebase ZuddsarbeboBi 1 Vet or mar

fromthe primary data, 20 thence proving the originality of the primary
data. In another enbodi nent, part of the current invention (Main Process 1

descri bed MaivBIoaesg e used in the field of cryptography. In cryptography,
no container fife is used as in the case of steganography. Instead, a

hashi ng functi ofhisSphstedst stegasegiaphicaly @naeided sesorrity daiss (Dohfidastial

function maY be 25 a password string or a very large prinme nunber known
only to tHeleyarsing pamary data ageithe arrayroé msieode-rantienpsembers abtained frarer

d ' Mai 1 b d i I f hi
Funct 19n. 52 42 i Mecbraest ol Beekressechey i iRew Pl Bfiahiaflly dsn ™
both th : . . . : oY
inI es, ﬁa@& nSFXt ﬁ%ﬁp@gz\cgé- rsgn om ﬁé%@?@g%@@éﬁﬁﬁ%@&%ﬁfﬁﬁ@g}éggﬁﬂg@o&@r
di fficult frémrar imagssdddd,audio) teet onothichdigitatidath fitent, the current

invention may al so be applied conplenentarily to the fjeld of cry togr,aphy.
Using the curr ekt Stap St PhFIgWet ethe pimankrdata-apgy0ipodemsdpgiers is

PCTJSG&99J %ﬁgﬁéoné%gh%ﬁ#f’émc%gfg;iﬂ%td"‘ﬁ&ggfe %; BE R rtégt%qém?ﬁg%emafﬁg Key

encoded a y  deco or a Secur | ernati vely,

Fi |l e generprovitiadsimitt 4 wide Whofet of tachinidues foh\rebeangitiyy tHeedirizsf of eandom
transm ssion to the sender for subseguent decryption before being decoded

st eganogr dpHNBATS §0 a5 tor furthenindreagminendifficuityrdfchagkingt iTdre Gplectioe afdhel | ed
o o TR el PRI 08 BBtOR BARSFGLT ELP maBh C Basmntre .
CPU, DSP amgyi bie 0688 8%ded to generate a pseudo-random number (for example by
the use of the RAND() function in the C programming language) to select a
25 rearrangement technique. Alternatively, the user may be allowed to define or
select the rearrangement technique to apply.

The technique of rearranging may be in a predefined or pseudo-random
manner. Examples include: arranging in the reverse order, scanning row-by-row,
column-by-column, in a zig-zag manner, or in a spiral manner, etc. Figure 3

30 shows an example of rearranging a typical data stream from a Container File 38

in the reverse order 39. As a further example, the spiral method involves first



~one or nore application specific I Cs. Further) it is antici patgﬁ tgm?gs tznp)a
I nvention may be enbedded into facsimle nmachi nes, tel ephones) Mal £t

caneras) wal kie 10 tal kies or other electronic nessagi ng devices to enable
t he encodiwg oawstosiecodi ng of confidential information. Fi nEFNECYAYL
skilled in the art will appreciate that 4&rious adaptations and

nmodi fications of the just described preferred enbodi nents mas/ be configured
wi t hout depakipgrige mleypephat theoheoaitiont thersther elementiatdhe §¥aA} pesition, then

cl'ai e, hdh® e R AR D SIS dnb She L 2] ol SRR 2§ pBBERRY be
her ei n. WALOY 8R203 21 CLAIMS 2 8 APt~ ~OFl 3 PCT/ SG99/ 00105 1. A nethod
of generating a pseudo-random nunber sequence including the steps of: 5

.provi di ng sour celhearearranginglistep isnoptiomaleahd imaybiet gmitted ift ih i feltrdhak the he
t ent _ of h dat I t. pei ited b f digits:
O e e s R e LR oA el BePe P i thone
array cont %bﬂfc&ﬂﬁtaoﬁl SRl difdignt! Sin £ Qfegéﬂ&g %rﬁ!‘.‘:&?ifﬂé?ﬂ H@Pérﬁd%ﬂn‘%u}rﬂé@r? he
array of digrts; "and 10 regroupi ng sal rgits to formnew groups o rgits

w th ref er ainesy it vedinengdditd intrgdpcs athighersdedrektdtrardoimneesy gr oup represents
a pseudo-random nunber_ and successive new g*roups represent said )
pseudo- r andom nURBEEP s¥gtheneemapy, dataairayPT{apded AEMDSre IMaYyrbe, resizachta

ot hod aceSngiEg 6 5% & e FetaRfe, it il o RRNEN T eD B LR Io .
bi nar yqmot ghé Confidenfial Fileet T apragosfdidtdion? ntniéfsSmab s iiargercatr SIvAler oup
of digits includes eight binary digits. 5. A nethod acCording to claiml

wher ei n t héhan dhe iantpypob secendary dataecTe areydofrirgndempeetnders i dbatefore2s

fi. Anmeth di to claim1 wherein t tarti it i | ect ed

"o pro- dBIthREURAAIEY OF FPSRIS SOCRR o MRIERHS FS L B ATTAY BLasdsnrgtom

number Seq‘d"a'i'&?r%& 9¥ABFeAbR vhetRe MBS QL ?&%ﬁ%%rgod%é}id@ én tﬁg r%[gative
u er seq 2

decodi ng nmetho i lising the pseudo-random nu ence ~ 2003

WO 00/ 25Z03iz&3 ofctheraata@ dryd anntié tyskesaof opeiations petfornadlor ©CHE FERIrAHEDS
9. An encoding nmethod including the steps of: providing primary data
i ncl udi®g &msdbsrquant stensefithe PsPcess st data el enents; 5 provi di ng

secondary dat a_iygokudliichiAnBt Yhé' deobndhn SRS s TiGEPThan MRdahay GRCN

second data ele
random numbers, all or part of the array of random numbers is repeated and the

repeated random numbers may be rearranged (in Step 33) according to a
different technique. In this manner, more random numbers may be provided for

20 the subsequent operation in Step 35, described below.

In Step 35, at least one operation is performed between elements of the
array of random numbers and elements of the secondary data array contained in
the Confidential File. This results in a key array which contains the results of the
operations.

25 Because each operation is between at least one random number and at
least one element of the secondary data, the result obtained is different even for
similar elements of the secondary data. For example, given an array of random
numbers [3, 5, 2,....] and an array of second data elements [1, 3, 1,...], and
supposing the operation chosen is to subtract the values of the second data

30 elements from the random numbers, the key array obtained will be {2, 2, 1,...].
The first and third elements of the secondary data array are identical but produce

different key elements because of the way in which the random numbers are



(1) performng an operation with a first data el enent, and (i')gm
a key element as a result of said operation. 10 10. An encodi 29

according to claim9 including, prior to performng said operat | ons

step of : rwenezsg ng the first data el ements of the pri maryPGEHRGP04 @511 An
encodi ng nmet hod according to claim 10 whgrein a plurality of techniques for
rearrangi %.t he first data elements is available and at | east one selection
i s made frubilisethin Mmemwdlggcnrocmﬂnisds anlimpoxtardradwdintageref thedineentionli ng

to clai wh t h 20 d don
pecudo. 1 o RRGHIYE 173k CEIRKTH! ApRiaHsTaEe BIIFHG o ci ai m 11 wher el n the
or each sel ectippny e?ré-nlEngtHé"lrﬁ/eH |8%4f6és”ﬁe f‘??mﬂ'}ﬂéotfge? t$4théAQeI§§tg&ﬁg§%e

nmet hod according to I'm 11 | nc ste storing

el ement s iopegatiozys) tol merfannd, thus malking hboknmgtem mbeediffiidt.or each sel ect ed
rearrapngi ng technique in an attrjbute section of the key file. 30 15. An

encodi Ag met ho aé@é'érthpﬁﬁ grerations mavikerrarermes, F’?Q’%@'%éhﬁf@”@!ﬂﬁﬂts are

rearranged, 0

peTi scodr ob10s ™ BAAEHERER) SRBRn, suth 2 SutiartBs. (A eagPisnef Sveh an
first datpefftientis sHewn e Fgeed 4 WiereRNAQFoAH BaRH MefdRdPMIRINGe 17.
An encodi ng nmet hod according to claim9 including, prior to performng 5
sai d oper &dnfidentialhEilet afe cubtrastad dramnnfirst hdatacelemientat 41ebbtkartrmndbnt he
secondary data tg claim9 wherein the

t hod a '
o i mary SELEEE e REOPES RS Koy SRRl G OIhET P EBIRIRRPRRSHRGS FRavs
dat a %e%@d@ggdmeﬁ ﬂfﬂ"*‘ﬁﬂﬁgﬂgﬁréﬁcdata Is in the formof a secondary data 1

array containing the 5eco ata elenments, further including the step of:

resi zi ng fiije pm fomical deperationagutiv astied XOR speratiof. t Bacheswnperatiohaisa a
tray. 15 19. An encoding nethod according to claim18 wherein resjzing

i ncl udes SRewstiefigure ﬁwhﬁ@'@&?@ﬁo@F Pt gach sacony dataselgment 3GhisnXORed

Gat a o r oy hed PaftéspondBE B9 shOf oYy dBb il 31 Blaaiiid 5¢eRRaf 0TS
el ements of ehfI¢ kBY icNBh¥NEIBRA array. 20 An encodi ng net hod according to
claim19 including, prior to performng said operations, the step of
rear réngi fii) t hé i1 mamumg fanetiomt Aroexampleof remch alafuacmrr iy illustratedi img t o
a first tEChr}claoél Wherem Fnea%rpr"?g sI rt])%seg on ?I’Pee ?rt\ c-gx fplog%lons as specnﬁed by the
second data elements. For example, if the content of a second data element 60
has a value of “2", then “2" is taken as an index pointing to the random number
61 at position 2. The random number 61 at position 2 has a value of “98" and
20 this is taken to be the value to be stored in the corresponding key element 62 of
the key array.

The selection of operation(s) to be performed may be determined
randomly. For example, a password may be used as a seed to generate a
pseudo-random number (for example by the use of the RAND() function in C) to

25 choose an operation to be performed. Alternatively, the user may be allowed to
define or select the operation(s) to perform.

Referring again to Step 35 of Figure 2, the results of the operation are
stored in a key array. In Step 36, information about the encoding process is
stored in a header or attribute file, which is then combined in Step 37 with the key

30 array to form a Key File. The Information Header or Attribute Section of the Key
File contains all necessary information to perform the complementary decoding

process. Such information may include the physical location of the Container



25 el enments according to said first technique or further techg gu t
than said first technique. 21. An encodi ng nethod according t?@@ﬁﬁgﬁ[ﬁ
wherein the first and second data el enents are represented by nunbers and
wher ei n ewgiuo@BRBat i on includes 30 a mat hematical oper ati oPCHEEWERHSt he
first and second data el enents. 22. An gg;codi ng nmet hod according to claim?9
wherein the first and second 8 AF R 2003 WO 001 25203 24 PCT/ S99/ 00105

data el emfiles theg etarting gositiondfor thdp8audiot8hadbmafurAber §86¢TatioR (prbESYY, the
i ncludes a | ogical operation between the first and second data el enents.

23. An endechmiguest and masssdiofigraasrangingn thesasray roft renddm snuabersethad 5
data el enents @re r&gres nted by nunbers and each operation is a mappi ng
functi on. SPZTAYN BR Emﬁé' thod according to claim9 wherein the first and

.second data el t t by 17 t¢ LS 1:1
RN tehcdding SRHBESY ;ﬁgéngp%g ﬁ@&bﬁ 3R @! fe3llirkS t&

mappi ng 10 function wherein the con ata element is used

as an 5 ndéncrease secantyi. njhe sendet magtprogidena passwdrd Whiohdstatsu pof theaudh

selected first data el enent is as iq_ned to the associ ated key el enent. 25.
Ht s ofhs s

Yy
An encodi i FBERSHIRIOGEES n @ns. (Re receiver ey e propniied &p eptaria

15 is aval I L | | rab Lans.
26. An enPc%g?"r‘{g'dﬁ%ﬂ ﬁgddé %cogﬁé c'ng Egegﬁégﬁgggllﬂ(nﬁ%bm% géﬁwe&gj e(\:/fal% gn@}% gﬁg]nnde
random y eengerudnly itHerdecod@d passwoind enateties thatairbeided asothel regeiver lilpi m
25 wherein the selection is made in a pre-defined manner. 28. An encodi ng

net hod acéte deagding RIOEESS 9roGeeduai regredicestheConfidantial Fije+ Abisprpcessient s
' j | . . ' d di t |.ai 8 includi

the o1 € UisTasg? ig Finhls TaFPSHO, 8k SrmOtEr Byt stublod, fis, pRegyord
attribut e«qegdWendefis rErdsentdd b thé ASEN e 9014 B JetC PR ASTN
claim?29 wherein the information stored 30 in the attribute section

i ncl udes thdesmredhenrsubtrasted fronptie peEndammanmb&s. 7 1Ato ereatelikey etetneats
accor di ngZéo | ai m 28 | ncl udi n%tt he steg of storin
1 f

00/ 25203 S5+ ki |ETORAtE T8 thert SiasoHn (s cRORMS SPSTIgD H Sy kle.
o o SATChESRro W 8 MET dARASUR hBYon WHRMCR L%
15 Figure 1 may or may not incorporate the two-part encoding process shown in
Figure 2. For example, the first main process for generating the pseudo-random
number array on the Container File may be omitted. In that event, the Container
File may be used as primary data in the encoding process instead of the random
number array.

20 Further, it should be understood that the rearranging and resizing steps
within the encoding process, Main Process 2, are optional and may be omitted.

It is considered that the complementary decoding process would be self
evident to those skilled in the art from the information presented herein. The
decoding process need not therefore be described in detail. Clearly, a key part

25 of the decoding process is to perform an inverse operation of that performed in
the encoding process. If rearranging and resizing of the primary data (ie. the
random number array) has been performed in the encoding process, details must
be stored in the attribute section of the Key File, or elsewhere, so that a reverse
operation may be performed during the decoding process. Similarly, if a random

30 number array has been generated from a source data file using Main Process 1,
that same random number array must again be reproduced from the source data

file for use in decoding of the Key File.



33. An encodi ng nethod according to claim9 wherein the pringr g\
i ncl udes a random nunber sequence generated by a random nunbnérgg #eliang}a

10 34. An encoding nmethod according to claim9 wherein the %ri mar(ﬁédata is
provi dedyfg GiRs3ey 1 | € obtained fromthe Internet. 35. An eRESECAYOHER hod
according to claim34 including the steps of: storing the key elenments in a
key file; and 15 storing information about the Internet file in an
attribute section of the key file. 36. An encoding nethod according to
claim9 wherein the secondary data includes a text message and each second
dat a el eAdnantagelswnfdbednedrdionct er 20 from a character set. 37. An encodi ng
nmet hod according to claim9 wherein the first data elenents are arranged in
an array and ch fij iegents a characteristic associ ated
.wth a digi talﬁb@audifuoﬁrggtr?pﬁféecﬁsg‘% BEWg\%Fagﬁgié)di ng met hod according to claim?9
wher ei n t he f Qusnparedawitheeristing stegamogeaphdc or rwatermarkipg atedheaples thest

data el enent represents a characteristic associated with a still image
el emdnt . PERFEDY INVGNYAN. Bas 1S rAisNsd acaniageh 1al jorg Semtencate Ak itaxt Hargh r st

dat a el oxpph it A5qatd B teinile 3! ihgBRT BB ddS! piaha ALE™Hby be ,

represents a characteristi‘c assocCrat L hotion v

~~' ~ QD3eNéddil EtiSuffiiged) @y sibbequshtiyBecdddttinluhfigengecodi ng secondary

data i ncl udi ngl a plurali t&{ of second data el enents, said secondary data
bei ng encodedB)n aN# distortion inprimayy datenersecopdaty datat each key el ement is

ted b [ f d with ti 5 first t
o pr i mary. dag it 8y dona oEEe et G ity een 2udEe yiesy Bipae, fian G | mar y
dat ggi nchaibME A, hEMRErR o tAkidrim cﬁﬁt@r%bf&ﬁdﬂ?%tﬁ'i@%@é? afféed di ng :
said plurality of key el énents; for eac ey elenment, generating a

cor r es poodcompsamiseskitoany daya [heteérewsrds, iilye decddingiteghaiquienisdossless. sai d

operatiq _41. A nethod accordin o claim40 wherein during encoding of
t he secoﬂhﬁr prienary, detde M3y 319 M'Qgéllﬁkm'ﬁ?‘é 'F‘eQFVaFRJEH &8c PYi Mgl 0 a

defined feoliy ,E‘ei-g{églo"fai, p?%&%?ﬁi?l-ﬂ%g#éi&oﬂ@@d,gé%aﬁ;%%aﬁ?é g{?ﬁ{xﬂ% rea

i ncl udi ng, ‘pri1or eneratrng sard secon el"enmen € step of:

r ear r angh@gvdrRelntersst, ihiianet eimynaay ethdridedtranidmedtrl aThecdutdi ¢xh afsosai d
defined technique. 42. A nethod according to claim4l wherein the ke

el effént sbaretrigved lfem any storagrdpediume sughiagghand diskr flpppy dislet ziprdigkd t he
attribut L0 nt Al iLnfgr.oat i on. about sai d.def.i ned t.echni que,. for
AU S et g s e e R T
data, satshvEHtpal 'nﬁ@thgéb,nguéﬂ‘%s%ﬁﬁ ﬂbr&:ﬁ? 'ﬁg(%ﬂpbafd@ gﬂgﬁiggﬁnkfd%i@ t he

attribute section for determning sai I ned techhique. met hod

accor di ndjstartioh dorthé0dalae tieus) thiewhole Eanteiney Féé robet becsendar Apddt ot he
et hod | At kS BGEog alond Gakdiat Phseedi Goominsi i I Beowmamahudibiss: ep
o B chagebeaBls BbAERR a0 L0 Ll fes 209 per{oree quring he
wher ei n duri n@)encbdwey baindwidthasagedardyfaster transmission
In a preferred way, since the primary data is never modified, there is no
need to send or re-send the primary data for every message. Only the Key File
needs to be sent. This results in reduced storage space used compared with
25 conventional methods which require the whole Container File to be sent.
Therefore, this method results in a lower bandwidth usage and faster
transmission down a communication channel compared to any existing
steganographic or watermarking technique.
D) Unrestricted primary data type and secondary data type
30 Existing steganographic and watermarking techniques usually have

problems with low bit-depth bitmaps (e.g. black & white images), low bit-depth
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resized by truncating the primary data if the secondary data i | er

than the prinmary data or by repeating the primary data if th y
data is | amg@0022é the primary data, said nethod includi ngpgygﬁ%?&?%r

generating the second data el enents, thewtep of: 5 if the primary data was
truncated during encoding, truncating the primary data according to the
t runcat i ng apéia andeddefiiasy This ierusodilyguef tot the problemiathat diteaingathe lieist he

. g . 4 oL p . oL q
Becord ng. SENIRRtaE Al Y HPRHh SlFsautls hRase HBRAPRGTEH TEMabeDning y
10 data. 4 g : Ji t i . I i i f..th
secondary TH%) e feftiee frding Qebabiebhic oF Watchifu il 180y dR 16 b
accordi ng tappHcibleinly ¢ hargeusit-desthriiles aduet 4d Bs24-Bitt itrahpEESLcS Ploever,

rearragﬁqed according to said 15 first technique or further techniques other
than sa d Since: theepraseqh investion maintains the: injegrity, ofphetdr theopfjmasy slata@ndhi d

he pri mar §oRORaEY Fato: BEcBbeSurBRE: PoieBand dhud %AnR EXBR Wt
the repeat @t 4y pfiman) datl 9B Sedshdrdidata iypesai d frrst technique or said
further techniques. 20 46. A nethod according to claim40 wherein the key

el enents are pr&)i ded)niquegregrated kendatang an attribute section and the
attribute secti cont ai. ns i nf or i on, about .t he,operation erformed
during the enCO%@gngq&rﬁ%d@@g&%&%&yvgg@a,arpgp%r %ﬁ%c@émiﬂ Hbﬂlag‘?@vﬁnep
of rea ng () i f } I LNiNg
for eﬂ k\é@lﬁeﬁ.leéne%r??ﬁ ésrg}trmvgér{?eéﬁ? %é?ﬂbgﬁéggﬁoﬁ’gyfag/&étﬁgt E(é;%e%éc%o'rsdi ng
to cl ai m 48iwdney differentr amd) uaiguedi Tigs ohakdweit shnostmposkibie, for emyphadckerytodat a

is provided froma file obtained fromthe Internet) and the key el enents
are provi deGkthg gede by paalisig te arnarated key datdcti on whi ch contains 30

i nformation aboﬁ;rt h%iﬁ%rteﬁ P@ér{%ﬂgirgq Eer%lﬂb&uggt hod i ncluding the step of

reading said in mat rom section for retrieving said

Internet file. ManpBréfRangify tadAnReR3AP DRGTSRMBARMAPLHS iMfentbreThird

according to claim40 wherein the primry data includes a pseudo-random
nunbert&seqmaans ihahbaekers rystatiempiall the ceavangingdechniques.in orgersto-break~

~0~~ WD 00],25203 PCT./ SG99/,00105 29 ANEN CLAI M5 [received by the,.

|t e nat | olfi CREP e IVER T8 DRSS 30N GRETSITEDIS airbsdg AP eI P el
replaced b } ; di ng net hod i ncl udi ng
steps of: E)éréok\e;:ﬂgﬁigh%rﬁ%%g?e Sg%%}ﬂlgﬁg?d&&h%éﬁgﬁgﬂggéred plurality of first

data el enents; @)vi dinlignitescprirdanydatataxailaeudi ng a plurality of second

data el enents; and for each aecond dat a fl ement (r{g erform ng an operation
with a first dat4ittBedremendeus srwieKefemey e @Pn&%r%htth sNEMogE P of
sai d r at Qs j . i i r ; c : t is
sal o ORp! aphifiry 45 16k BOBIAAPER Ak o8 HraC By RANFACT TR iR

accordi ng userd eamsédlechigh itdagg, autio,onidé®opany digitahbirsmy dil@partas ilvlesnetatost ep

of: be used as the primary data. Thus, without the knowledge of the primary data,
hackers have to try an infinite number of images, audio and video files before
they can proceed with the hacking mission.

25 H) Password protection and a garbage-in-garbage-out system
This invention includes a garbage-in-garbage-out password protection
system. The password may be used to generate the random rearranging method
and/or the starting location of the primary data and or secondary data to start.
Since this is designed as a garbage-in-garbage-out system, it does not give any
30 clue as to whether the password is invalid or the primary data is invalid.
Therefore, even if hackers manage to get information on the primary data file,

which is already very difficult, constantly hacking the key file with various



rearranging the first data elenments of the primary data. 3. | AN
nmet hod according to clam 2 wherein a plurality of fi echn~que?&wﬁ ’-9”3

rearranging the first data elenments is available and at | east one sel ection
is made fwormoksmespl urality of techniques. 4. An encodi ng nBER8EY4EEY di ng
to claim3 wherein the or each sel ectig)g I s made randomy or
pseudo-randomy. 5. An encodi ng net hod according to claim3 wherein the or

each sel grisk@Brds withgat anysutstlss HrayFhANCRAINhIREBRErA (S Bhifk at qhe! @i M
3 including steps of: storing the key elenents in a key file; and storing

i nf or mat ipsnayaata filkdsgot e ngbboret ed rearrangi ng technique man attribute
section of thibgey ile.  .~l I\/Fi VI SHEET _(A~'"1'1~LE 1~"i 2 ~ ~~~ zoo3 WO
00/ 25203 PCT/ So9i SHABHatRN oF naY warianelfi®st hod according to claim 2
-wherein the fi ti ARy i ' , 8.

An encodi ng mqrﬁ%%éigcl@oﬂi ng ?‘gefkg?\&nﬁ?wgggﬁ%@ﬁgdgﬁrs rgarb?g' g?%%%p\ s are

r ear rangeenerateds &xdomples op Hwesdoesuid dbena digitzd imafe ofthennienided warbosh
according to claim1 including, prior to pertormng said operations, a step
of : rear RHAIA %waéeemndaga)sgr%md@v&eqﬁw @%ﬂ%@dﬂéﬁ"jﬂ%‘t’%ﬁfslo. An
encodi ng nmet hod according to claim1 wherein the primary data is in the
fore ~r ~~ arimary data array containing the first data elenents and the

secona~, Wiybical Apphicdtibnshs the Imeltioh secondary data array containing the
second data elenments, turther 1ncluding a step of: resizing the primary
data array to ] o] n t reay. , i ng
nmet hod accor di'rggérf% e&ﬁg?%ﬁ%gt\/\,&%é Qﬁngﬁ‘@ gﬁ%% g%c"ﬁ??esfsg csc’}’ﬁge@ﬂ.a'e?i%?qdhe
secofglar goffthanidaticy. irba prefer®id Wag thensrimahyBate Malbabiddetefrhiteddandg t he

primary data array, and if the secondary data array'is [arger than the
primary the geaeradgd ke fitamaydhen het transmitteddodhe sntenhdedeusears eeg.ybyiatad,

.12, ' t hod di t im11 including, ' t
per 1 07 m 1jeRRP TP SHRraEPBIRSNaNg, Sanel BXafPahBPngAHE FRaREig: IeMatont <
er for i f : _ Al e
Che r epontEardh OCpF oy ERerAEahEReMST b s hrkiap It Biaeins B8 B0 10

further teathmeerdseto diehsentt isaalinsedtdof eqeal size toi theeacdadl thedfade, SMii-Tan
(ARTI CLE 19~ 2 8 AP R 2003 WO 00l 25203 PCT/ S@G9/ 00105 31 13. An encodi ng
met BRI aeveraadgsugllyiof fewer thiaer 0 Bytese first and second

In another embodiment, the invention may be implemented as a plug-in for
an Internet web browser, e-mail program, graphics program, document program
or any other computer program so that confidential data can be hidden and sent
only to intended users.

20 In yet another embodiment, software developers who want to protect their
data can also apply the invention disclosed above. For example, in Microsoft®
Word, the program can use the password and the document itself to hide the
original data. Only the user who is able to enter the correct password would be
able to view the document. Therefore, even if other programs are able to open

25 Microsoft® Word documents, the opened document will still be presented as
unintelligent data. In the same manner, this embodiment may be extended to
other programs for example, an e-mail program such as Exchange™, or a
graphic software such as AutoCAD®,

In a further embodiment, the invention may be used as a data verifier for

30 the detection of modification of a sent message. The sent message in this case

may be considered as the primary data while a digital signature of the sender



~dat'a el ements are represented by nunbers and wherein each ope [
I ncl udes a mat hematical operation between the first and seconzaéia&§R 2003

el enents. 14. An encodi ng nmethod according to claim1 wherein the first and
second datwo el/maents are represented in binary notation an®CT&I98P8% ati on

i ncl udes a | ogical operation between theI first and second data el ements.

15. An encodi ng net hod according to clai r% 1 wherein the first and second

data el emembg by eohsidepse s thed ¥ebondar sdatadorafde 0Bl iLYdN fecdi 9
function. 16. An encoding nethod according to claim1l whlgry@i n th'e E"s‘? and

second datmessagmihe raceiveepar deqode itlp detablil thenadtushsenderchas semt it ana 1: 1
mappi ng f ent of, each second data elenent is used as

nctiop.wherein the cont .
an i ndex 1&{ rc%ggpé%pf]a'\e;s]agpg}as e |jod * and the content of each
sel ected first b Sj t: [ 17.
An encodi ng netlﬂgédﬁ%t@%g[égﬁ%%dlfn oé.@'l g?%ﬁ%%&'@ﬁr\ﬁ%ﬁgﬁu&a g&h%ﬂ%ﬁ?%%gﬁgble%ns
i s avabl abrhay svel storedl éctdredit icardsdpassmontd, hideptityr 8hrdsy cdshopardal icrany 18.
An encodi % et hpdwﬁc or dj to claim17 wherein the selection is nmade

randoni y dfevir&suio Bﬁtfyngﬂmw ARta Rrguserpnaany steta @xistdi Fer exarople in 17

Lo clai m 1earag khodt Sp: SO idhotfEs (g photBaRliR ndh Rty o e 10
AVENDED Stiffifie (ohelit Gafd bner rRag b-used @83hWAALADEAR WATE 368 HiBAHaRo2

21. An encodi ng nethod according to claim20 including a step of storing
i nf or mat i c@boabotie tavéenem@sdhisdhenr @eseuntyiarhithe aauthienticatiore costesi omayfbe he

key file. 22.. ' t hod di. t laim 21 wh ip th

o or 051 onsidsPed 8t e F1qH oH08 Brckite vofsrt) Jhcuor i Cabey Rerontemet
k a5 _ _

hal udi g LTS TREFYS chingd Ry BRI h e REEH o8, il 5, d8gpde

encodi ng rmenfiddntialdofodmadion@rduthenticativarceidestweulgmordally. dat a i ncl udes a
" pseudo-random nunber'ééregu nce eneLat ed by a nethod including steps, of:

provi di ng sai d 'Branat Imet. dhetpeRrigHammay neneses to Qﬁéeeaiﬁtagﬁigiféf
o . _ DSt
or oups of ‘rtEMTahc EARS it TRaGLPfutY afui) Oldoer Sh citfer GigRH! dita) "fhe

cont ailfs amegef tea] dudiogivideo seldigital Hats nsdyabei dithsitisret | Nthe phimAany datar r ay
of digits; and regrouping said di ﬂl ts to formnew groups of digits with
ref erence (B@ntai@ersﬂbﬁ)twhge Hs digitehwatenmarkanay dercansidered gs thepsenoadary a

narber seqimdGonaenR Eialo P ie BarRlind R 2K eRs th Delseheraiada
Lo ot AMATAS S AR AT M eI AIIRR BBy
24 wher ei rFilehand dteaceh ersenitstoad ecodsp thes eligital watelinaes jronottlae ipsimary data,

20 thence proving the originality of the primary data.

In another embodiment, part of the current invention (Main Process 1
described above) may be used in the field of cryptography. In cryptography, no
container file is used as in the case of steganography. Instead, a hashing
function is used to decode an encrypted message. This hashing function may be

25 a password string or a very large prime number known only to the sender and the
receiver. Therefore, the pseudo-random number sequence generated using
Main Process 1 can be used in place of any hashing function. Again, in view of
the many possible digital files available in both the public and private domains,
and the ease of making new digital files, hacking the pseudo-random number

30 sequence will be extremely difficult if not impossible.

In yet another embodiment, the current invention may also be applied

complementarily to the field of cryptography. Using the current invention, either
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A net hod according to claim26 wherein each new group of digi sBi A(B cﬁi{]g
eight binary digits. 28. A nethod according to claim 24 wherein the .
starting po¥00#/28203 s sel ected randomy or pseudo-random y. PET/SGIH001G56d
according to claim 24 wherein the starti % position is selected in a
pre-defi nedhnnﬁe:ﬁéo. An Sncodi“;g nmet h according to claim1l wherei nn;t)he
pri mary datthei rindshi farnction odr NHEb e n a_random nunber
gener at or . 3156 An encodi ng met hod ac%gfrgﬁtr% tcrg\egi giémaﬁ‘%g(/ngieei fneaded, ARdr y
data is prcHogequentrdgceded fobadded deturty tAiteratiesipethe R3y M gBRAAIE

nmet hod acc i i m3l..including steps of: storing the key eﬁenengs
in a key fica{sﬁ&gr}l%egﬁ%ﬁ SHiPR MRRY ibsrengnypied: brforetransmission do ithe asender

attribute Jecsulds t e ioh : [ net hod .according to '
claim1 wherein tr?gegecoﬁ@'&hddgt?%relsb:)%mé@gggégaégbaﬁgg Célﬁﬂ each second

data el@nent indt islesticipated thatethef inventios Wl asd o4 i |
met hod accorﬂ,iggg%t o claiml wherein the first dat ao%fn%ﬁeﬁﬁg 'Q‘lbé&g‘(réﬁg%cgg?j in

an ﬁr rayé_ ang M fganea%'r%vrepéﬂmmpﬁpr an\iaianrmsa oﬁimr?ggiml'y,gtlgg Ai\nség?gt \e/\%
with a dig : SHE~1" | ' ) ~~

00/ 25203 P@T%SPSW?@%@%&%HQ@E%EH&C W@E@ﬁane ingotnQrAtad. in
wher ei n t hengiorsmodaapphtatinspedfic 108 PG| i | i forst
data el enent repr esentg a_charg%t elri%?i c assg’cﬁ?é%lgaﬁéﬁ%dgﬁ%tﬁﬁﬁgqm’rﬁ@t@"

el enent . 3813Y2Be &mbrAdef intofacsianiemachiges otetdptiones, cAnidias! Wantiedat a

el ene Aarr j array and each first data el ement represents a
char agl iOZr ?fséﬂ“gg aég ﬁﬁgt re%’él&ﬁr?rﬁc a%}‘?ﬁi;?S'ﬁgv davees| onenable theAencoting aind

decodi ng Sdg@ﬂﬁﬁgbf@@hﬁdém,’éllhqgﬁgaﬁo’pl urality of second data w el enents,
sai d secondary data being encoded 1na plurality of key el ements generated
by an oper at i onFinallyothase skilidd in thesare ol ¥gpreciaté tAtARILR tatioRS 'AMAr Y
data, wherein.each operation is formed and each key el enent |spgenera d
wi t hout de@Pgth"ﬁﬁ%ai‘ﬁ‘ %ﬁ st \dessribed spreferrast konbddiroents mays bepsoafigured
provi di ng i i : i i n n order plurality_of said Tirst
dat a glﬁe mﬁ&ﬁ%?{%gﬁfﬁgéﬁéaﬁﬁ? ?"%FP'E@F&%WQH-a?ﬁaefefpr%atcﬁ tRey
el emeflf, endersigoa that withpothd §ebpet ; rformng
an inver sge’%f sai d operation. 38. Aﬁ?ﬂg’?g@@?%gaﬁhggﬁﬁh @He'?’@yn
during enRfIPRftisedibesthaprrmsnedifinally daseribed Sereimt a el enents are
rearranged according to a defined technique prior to performng the
operations) said nmethod including, prior to generating said second data

el enents, a step of: rearranging the first data elenments of the primary
data according to said defined technique. 39. A nethod according to claim
38 wherein the key elenents are provided in a key file having an attribute
section and the attribute section contains information about said defined
technique for rearranging the first data elenents during the encodi ng of

t he secondary data, said nmethod including a step of



AVENDED SHEET (ARTICLE 1~ 2 ~ ~~'R ?_QD3 WO 00l 25203 35 PCT/ZSEEQ%QIQ%@%
reading said information fromthe attribute section for deter i di Sadldh
defined technique. 40. A nethod according to claim 37 wherein durin

encodi ng o éoms2aeecondary data) the primary data is resi zeHCF@GPrﬂ?"d%the
size of the secondary data, said nmethod Ancluding, prior to generating said
second data elenents, a step of resizi ngé he primary data according to the
resi zi ng gErAM@eed during the encoding of the secondary data. 41. A nethod
accordingTo claim40 wherein during encoding of the secondary data, the
primary data is resized by truncating the primary data if the secondary
data is snmaller,th t,h rinmary data of b epeating the primry data if
the secondary d%\t"ééatlﬂgdlcgr g at?l%e‘ﬁh‘%}c{?"gaf‘a‘,begée&u e drcladipgdbeng,
prior to t.i ng the second data el enents, a step of: if the primary
data was truncated during encoding, truncating the primary data according
to the5truncat iprgvidimd soorsk datal ingludieg emcodiengd plurblity ofedatacelemedts, aheand
if the primary data was repeated during encoding, repeating the primry
dat a accoc@nMigntief qacd 5@9 emegt peincorersasented by a groumeidioils of t he

of the secondar§odin i BESYhe B Sl it sV st Rl e booiigh F3EE" "
rearrange@rwdhm die af Saifidigitchni que and repeated first data el enents
are rearrangeéd according to said first technique or further techniques

ot her than sai cdelecting astarting pesition withint thedarraycofudigitey,anst i or t o generati ng

id d dat | ts.,a. f i Jirst dat | t f
The pi0mary daraomys e figitsoth ey Srdiey o Alits udh 15t Sace FoiBeng”
ih N . . . ! ! 3
further -t St pusiti Sy BRATIPRER! GHop fePyostirts o ptudofEhRoft fyfbst 0.2
PC T/ SG9/20d1iccessive. neéw gedtpsirepreseni sajd tpseateiran@dmwiambemsediencey

el enents are provided in a key file having an attribute section and the
attribute section contains information about the operations perforned

during the encogi f ond dat i i ucld A S of
readi ng s?i‘d i %(Sﬁ%&'([&ld oélaforrgﬁ%t @ee{zﬁmr ?’bﬁ‘[@zé&?l@ﬁ%@'ﬁ %%b e&m&g’f'ﬂa %ai&
each kBy ¢lseEbirahdbfh hombeseegliense.d operation. 44. A method according to
cl ai m 37 wherein during encoding of the secondary data, the primary data is
provided froma file obtained fromthe Internet, and the key el enents are
provided i,n a k file havi n attribute secti whi ch _cont ai ns
"nf or mat i 6n abduingthediakeardite T8 ofaim L yhereih s Aata et Fedepressnted
readi ng s?,il Fliria?g?fo@@ﬁérpn fromthe attribute section for retrieving said
ile.

| nt er net 5. A method according to claim37 wherein the prinary data
i ncl udes a pseudo-random nunber sequence generated by a nethod i ncl udi ng

t f: i di id d pl | i f first dat I ats, ot
cont B oft cacHh ERROB SAOIIMB AP HP e or WhEFIE 6260 Tiev Bbaip BF Slag haudes
reading t r «digits into an array such that each position in the
array con{égqiﬂs&g%é’ %P'tg'ai d digits; selecting a starting position within the

array of digits; and regrouping said digits to formnew groups of digits
with reference to the starting gsit,i on such that each new group represents
a pseudo- Bandor O&Hed aeerrding ks slaia dewhgreingbe reprtiagepesitian ds selected

pseudo-ra | NDED SHEET ( ARTI CLE 191
. AF3E. Al e'?%ﬁ%ﬁ%ﬂgﬁb%&@i‘?g&&m Y. AUSR. A9. Aa_. AYy. AAFe. A; R A9. AF. A9. AN, . A
CA(, - 281 . AR AL UY?. Al ; e. AR3, . Al

2. A37. A, . AN3. AOYR. A3. A" al % ALUF. ANF. AsYE%6KN . o _
6. A method according to claim 1 wherein the starting position is selected in

a pre-defined manner.

7. An encoding method utilising the pseudo-random number sequence

30 generated by a method according to claim 1.

8. A decoding method utilising the pseudo-random number sequence
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25 14. Anencoding method accordmg to clalm 11 including the steps of:

storing the key elements in a key file; and
storing information about the or each selected rearranging technique in an

attribute section of the key file.

30 15. An encoding method according to claim 10 wherein the first data elements

are rearranged in a predefined manner.
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17.  An encoding method according to claim 9 including, prior to performing

5 said operations, the step of:

rearranging the second data elements of the secondary data.

18.  An encoding method according to claim 9 wherein the primary data is in

the form of a primary data array containing the first data elements and the

10 secondary data is in the form of a secondary data array containing the second
data elements, further including the step of:

resizing the primary data array to match the size of the secondary data

array.

15 19.  An encoding method according to claim 18 wherein resizing includes the
step of:
if the secondary data array is smaller than the primary data array,
truncating the primary data array, and
if the secondary data array is larger than the primary data array, repeating
20 first data elements of the primary data array.

20.  An encoding method according to claim 19 including, prior to performing
said operations, the step of rearranging the first data elements of the primary
data array according to a first technique, and rearranging the repeated first data
25 elements according to said first technique or further techniques other than said

first technique.
21.  An encoding method according to claim 9 wherein the first and second
data elements are represented by numbers and wherein each operation includes

30 a mathematical operation between the first and second data elements.

22. An encoding method according to claim 9 wherein the first and second
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23. An encoding method according to claim 9 wherein the first and second
5 data elements are represented by numbers and each operation is a mapping
function.

24. An encoding method according to claim 9 wherein the first and second
data elements are represented by numbers and each operation is a 1:1 mapping
10  function wherein the content of each second data element is used as an index for
selecting a first data element and the content of each selected first data element

is assigned to the associated key element.

25. An encoding method according to claim 9 wherein a plurality of operations

15 is available and a selection is made from the plurality of operations.

26. An encoding method according to claim 25 wherein the selection is made

randomily or pseudo-randomly.

20 27. An encoding method according to cltaim 25 wherein the selection is made

in a pre-defined manner.

28. An encoding method according to claim 9 including the step of storing the
key elements in a key file.

25
29. An encoding method according to claim 28 including the step of storing

information about the encoding process within an attribute section of the key file.

30. An encoding method according to claim 29 wherein the information stored

30 in the attribute section includes the operation or operations performed.

31.  An encoding method according to claim 28 including the step of storing
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includes the pseudo-random number sequence generated by a method
according to claim 1.

33. An encoding method according to claim 9 wherein the primary data

includes a random number sequence generated by a random number generator.

34. An encoding method according to claim 9 wherein the primary data is

provided from a file obtained from the Internet.

35. Anencoding method according to claim 34 including the steps of:

storing the key elements in a key file; and

storing information about the Internet file in an attribute section of the key
file.

36. An encoding method according to claim 9 wherein the secondary data
includes a text message and each second data element includes a character

from a character set.

37. An encoding method according to claim 9 wherein the first data elements
are arranged in an array and each first data element represents a characteristic
associated with a digital audio sample.

38. An encoding method according to claim 9 wherein the first data elements
are arranged in an array and each first data element represents a characteristic

associated with a still image element.

39. An encoding method according to claim 9 wherein the first data elements
are arranged in an array and each first data element represents a characteristic

associated with a motion video element.
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providing said primary data including an ordered piurality of said first data

elements;
providing said plurality of key elements;
for each key element, generating a corresponding said second data

10 element by performing an inverse of said operation.

41. A method according to claim 40 wherein during encoding of the secondary
data, the first data elements are rearranged according to a defined technique
prior to performing the operations, said method including, prior to generating said

15 second data elements, the step of:
rearranging the first data elements of the primary data according to said

defined technique.

42. A method according to claim 41 wherein the key elements are provided in
20 a key file having an attribute section and the attribute section contains
information about said defined technique for rearranging the first data elements
during the encoding of the secondary data, said method including the step of
reading said information from the attribute section for determining said defined
technique.
25
43. A method according to claim 40 wherein during encoding of the secondary
data, the primary data is resized to match the size of the secondary data, said
method including, prior to generating said second data elements, the step of
resizing the primary data according to the resizing performed during the encoding
30 of the secondary data.

44. A method according to claim 43 wherein during encoding of the secondary
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45. A method according to claim 44 wherein during encoding of the secondary
data, the first data elements of the primary data are rearranged according to a
first technique and repeated first data elements are rearranged according to said

15 first technique or further techniques other than said first technique, said method
including, prior to generating said second data elements, the step of rearranging
the first data elements of the primary data array according to said first technique,
and rearranging the repeated first data elements according to said first technique
or said further techniques.

20
46. A method according to claim 40 wherein the key elements are provided in
a key file having an attribute section and the attribute section contains
information about the operations performed during the encoding of the secondary
data, said method including the step of reading said information from the attribute

25 section for determining for each key element said inverse of said operation.

47. A method according fo claim 40 wherein during encoding of the secondary
data, the primary data is provided from a file obtained from the Internet, and the
key elements are provided in a key file having an attribute section which contains
30 information about the Internet file, said method including the step of reading said

information from the attribute section for retrieving said Internet file.
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AMENDED CLAIMS

[receiyed by the International Bureau on 08 April 2000 (08.04.00) ;
original claims 1-48 replaced by new claims 1-45 (8 pages)]
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CLAIMS

1. An encoding method including steps of:
providing primary data including an ordered plurality of first data elements;
providing secondary data including a piurality of second data elements;
and
for each second data element
(i) performing an operation with a first data element, and
(i) generating a key element as a result of said operation;
wherein each operation is performed and each key element is generated without
degrading said primary data.

2. An encoding method according to claim 1 including, prior to performing
said operations, a step of:

rearranging the first data elements of the primary data.

3. An encoding method according to claim 2 wherein a plurality of techniques
for rearranging the first data elements is available and at least one selection is
made from the plurality of technigues.

4. An encoding method according to claim 3 wherein the or each selection is
made randomly or pseudo-randomly.

5. An encoding method according to claim 3 wherein the or each selection is
made by a user.

6. An encoding method according to claim 3 including steps of:

storing the key elements in a key file; and

storing information about the or each selected rearranging technique in an
attribute section of the key file.

AMENDED SHEET (ARTICLE 19)
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9. An encoding method according to claim 1 including, prior to performing

said operations, a step of:

rearranging the second data elements of the secondary data.

10.  An encoding method according to claim 1 wherein the primary data is in
the forrg,0f ¢ Drimary data array containing the first data elements and the
seconogny »#.1a is in the form of a secondary data array containing the second
data elements, further including a step of:

resizing the primary data array to match the size of the secondary data

array.

11.  An encoding method according to claim 10 wherein resizing includes a
step of:

if the secondary data array is smaller than the primary data array,
truncating the primary data array, and

if the secondary data array is larger than the primary data array, repeating
first data elements of the primary data array.

12.  An encoding method according to claim 11 including, prior to performing
said operations, a step of rearranging the first data elements of the primary data
array according to a first technique, and rearranging the repeated first data
elements according to said first technique or further technigues other than said
first technique.

AMENDED SHEET (ARTICLE 19)
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data elements are represented by numbers and wherein each operation includes
a mathematical operation between the first and second data elements.

14.  An encoding method according to claim 1 wherein the first and second
data elements are represented in binary notation and each operation includes a
logical operation between the first and second data elements.

15.  An encoding method according to claim 1 wherein the first and second
data elements are represented by numbers and each operation is a mapping
function.

16.  An encoding method according to claim 1 wherein the first and second
data elements are represented by numbers and each operation is a 1:1 mapping
function wherein the content of each second data element is used as an index for
selecting a first data element and the content of each selected first data element
is assigned to the associated key element.

17.  An encoding method according to claim 1 wherein a plurality of operations

is available and a selection is made from the piurality of operations.

18.  An encoding method according to claim 17 wherein the selection is made
randomly or pseudo-randomly.

19.  An encoding method according to claim 17 wherein the selection is made
by a user.

20.  An encoding method according to claim 1 including a step of storing the
key elements in a key file.
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22.  Anencoding method according to claim 21 wherein the information stored
in the attribute section includes the operation or operations performed.

23. Anencoding method according to claim 20 including a step of storing the
primary data in the key file.

24.  Anencoding method according to claim 1 wherein the primary data
includes a pseudo-random number sequence generated by a method including
steps of:

providing said ordered plurality of first data elements, the content of each
data element being represented by a group of digits;

reading the groups of digits into an array such that each position in the
array contains one of said digits;

selecting a starting position within the array of digits; and

regrouping said digits to form new groups of digits with reference to the
starting position such that each new group represents a pseudo-random number

and successive new groups represent said pseudo-random number sequence.
25. A method according to claim 24, wherein said method for generating said
pseudo-random number sequence includes a step of storing said pseudo-random

number sequence.

26. A method according to claim 24 wherein the data elements are

represented in binary notation.
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eight binary digits.

28. A method according to claim 24 wherein the starting position is selected
randomly or pseudo-randomly.

29. A method according to claim 24 wherein the starting position is selected in

a pre-defined manner.

30.  An encoding method according to claim 1 wherein the primary data
includes a random number sequence generated by a random number generator.

31.  Anencoding method according to ciaim 1 wherein the primary data is
provided from a file obtained from the Internet.

32.  Anencoding method according to claim 31 including steps of:

storing the key elements in a key file; and

storing information about the internet file in an attribute section of the key
file.

33.  An encoding method according to claim 1 wherein the secondary data
includes a text message and each second data element includes a character

from a character set.
34. Anencoding method according to claim 1 wherein the first data elements

are arranged in an array and each first data element represents a characteristic

associated with a digital audio sample.
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10 associated with a still image element.

36. An encoding method according to claim 1 wherein the first data elements
are arranged in an array and each first data element represents a characteristic

associated with a motion video element.

37. A method of decoding secondary data including a plurality of second data
elements, said secondary data being encoded in a plurality of key elements
generated by an operation performed with a respective first data element of
primary data, wherein each operation is formed and each key element is
generated without degrading said primary data, said method including steps of:

providing said primary data including an ordered plurality of said first data
elements;

providing said plurality of key elements; and

for each key element, generating a corresponding said second data

element by performing an inverse of said operation.

38. A method according to claim 37 wherein during encoding of the secondary
data, the first data elements are rearranged according to a defined technique
prior to performing the operations, said method including, prior to generating said
second data elements, a step of:

rearranging the first data elements of the primary data according to said
defined technique.

39. A method according to claim 38 wherein the key elements are provided in
a key file having an attribute section and the attribute section contains
information about said defined technique for rearranging the first data elements
during the encoding of the secondary data, said method inciuding a step of
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method including, prior to generating said second data elements, a step of

resizing the primary data according to the resizing performed during the encoding

of the secondary data.

41. A method according to claim 40 wherein during encoding of the secondary

data, the primary data is resized by truncating the primary data if the secondary

data is smaller than the primary data or by repeating the primary data

if the

secondary data is larger than the primary data, said method including, prior to

generating the second data elements, a step of:

if the primary data was truncated during encoding, truncating the primary

data according to the truncating performed during the encoding of the
data; and

secondary

if the primary data was repeated during encoding, repeating the primary

data according to the repeating performed during the encoding of the
data.

secondary

42. A method according to claim 41 wherein during encoding of the secondary

data, the first data elements of the primary data are rearranged according to a

first technique and repeated first data elements are rearranged according to said

first technique or further techniques other than said first technique, sa

id method

including, prior to generating said second data elements, a step of rearranging

the first data elements of the primary data array according to said first technigue,

and rearranging the repeated first data elements according to said first technique

or said further techniques.
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43. A method according to claim 37 wherein the key elements are provided in
a key file having an attribute section and the attribute section contains

information about the operations performed during the encoding of the secondary
data, said method including a step of reading said information from the attribute

section for determining for each key element said inverse of said operation.

44. A method according to claim 37 wherein during encoding of the secondary
data, the primary data is provided from a file obtained from the Internet, and the
key elements are provided in a key file having an attribute section which contains
information about the Internet file, said method including a step of reading said

information from the attribute section for retrieving said Internet file.

45. A method according to claim 37 wherein the primary data inciudes a
pseudo-random number sequence generated by a method including steps of:

providing said ordered plurality of first data elements, the content of each
data element being represented by a group of digits;

reading the groups of digits into an array such that each position in the
array contains one of said digits;

selecting a starting position within the array of digits; and

regrouping said digits to form new groups of digits with reference to the
starting position such that each new group represents a pseudo-random number

and successive new groups represent said pseudo-random number sequence.
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