DI STRI BUTED SI NGLE SI G\N- ON SERVI CE BACKGROUND [ 0001]

Online users are typically required to maintain a set
wohoeirnt i cati on credentials (e.g., a usernameTan206/032156

password) for each service provider he or she is

entitled to access. These users often face the dil enmm

of using different authentication credentials for each

i ndi vi dual service provider in order to maintain a

hi gh | evel I [ he s
aut henti cat g%fﬁffgﬁlﬁ‘ﬁ %&Gi@r%’%ﬁﬁglg@r vi ce
providers resulting in a dimnished | evel of security.

I the latter is chosen over the forner, as
}ﬂfﬁ?ﬁ&#@é&ult to nenorize and nai ntai n numerous
[gov1pent ORRLd B5erE raf‘éj%)ﬁdaﬁ&%qﬁii’edagﬂhiahﬁﬁn £8L06r AltR&Atication
the security inplications, requiring users to enter
cPadeh@dlé (€31 ia0BefiiagReHd HsSwds fort datR s@ﬁfi&ﬁ?rotvﬂie@ he or she is
service provider is necessary is a generally awkward
eafitled itoEaceRS UNThgepusee dbffed. f1R0MR] diamin@lHf using different
conventional technol ogi es have been proposed to
aathentidativa cpedeatinlyifoatazhtihdivivtmelsdroiceprottidéminmrtés ol maintain
sets of authentication credentials that provide access
athigly levie befsseowntifyn er ssing theessme @Guehesticdtionanrdenliotyyfor the various
utilizes a centralized credential nmanagenent that
spivingi pfevidenstiesuting it & dimindghed desel pHsequaity.i Ergspienthy the latter
service providers. After a user initially establjshes
inchesentqvendhd frrass auittesiflicult do mgmerizenand mpintain pagerous
credential managenent, the centralzed credenti al

aplsHEcANeRt credentitls t elis addifiony apidat fremyt then SprUBHE sERlicatons,
A e o DS ONY PSRk Bty 05 sevc
rr e SATb A U Res QR bR Sor Pl

i [ J i :
AT SV LRIRIE (CBROGRE Hhyt SRR RESERHY glegin o
eBHibdeS ' RE RS RCMAltan PhEiH %[ef gtB cfpgjtﬁeﬁti&ﬁgﬁ Y& that
user securlty 'S nmaln alnec? 8 3 rrent

p?&’&ﬂﬁ@ oﬁcké’aﬁako GaRbLe! ddRd Sredent | Bhe TRRAIETBAblogy utilizes a

technol ogi es are
centralized credential management that provides authentication services for

participating service providers. After a user initially establishes a relationship and
authenticates with the centralized credential management, the centralized credential
management administers the authentication process when the user subsequently
requests access to any of the participating service providers. This technology
significantly reduces the complexity of having to request access of numerous
service providers. The centralized credential management transparently handles the
particulars of authenticating with various participating service providers, while a

high level of user security is maintained.



not suitable for all online environnments. One

conventional centralized credential managenent
woeclakaagy requires a user to authenticate w POTAI32006/032156

aut henti cation server. After authentication, the

aut henti cati on server issues an authentication ticket

to the user. The authentication ticket is used by the

[0903] t OCERERI RNAGRRDA! dAtAliRA ¥&lentilBhahaRHRAt RBANIIESies are
access tickets. The server will issue a service access

hotoda@bble Fot BB dn%ige enbirbhBerdyt Rt doRbht@ihal cekEllized credential
valid. The user may then use the service access ticket
mangpeimenaaed®sldgy feqaizes iaCeaseprioviudientichi@0Gdth dmewuthentication
descri bed conventional centralized credenti al .
segveag e it duticinbiodtongy the aviltetica®ouseevacews an authentication
functionality if the service providers are centrally
fiekiehtoaliba ader. Fweardhentisattan tickst isarsed by thdveses &y obtain access to a
providers is conprom sed if the service providers are
S that syast sesyiRe WﬁWSﬁglokg’fﬁer'B]@ps sefvepaiilhtigsue a service access
users/entities, such as the lnternet 0005] Anot her

Heket & theowser ihtherripsntigationtickst Anyplid)y The asermay then use the
centralized dat abase that contains registered users

SERYCE AP URkehlq BB ACCRSY ettt PBYIdF edent al 5. Each
AT 525 ShEnRRar, SROAHEAR Bl L0 B
IS, FRORE PSR AR I St s o
%ﬁrﬁﬁﬁz&ainmﬁe&ar TG RRL} '%&u?eeré’dcé{é RS OMdGLSiRIESilDs is
I mpl e nt a server corrponent t hat aci |l rtates secure

Rii At ifogle}“%eggicgg)rggi\ﬁ&tsyar@dﬁgrﬂiﬁ £ TeRGork "Raving numerous

centralized da S en a reglistered user attenpts

8iQpahte RSEEIcBESs, WhilasAh® Blibinéi, Pat i ng service provider,
the user is transparently redirected to the

F905Ni sAB6thes @mvkhtiorad fuilidnticitedre tbéiotitiyh@Réd Catdedftalized
The | npl ement ed secure conmuni cati on path between the

patsbasei that | aehtsias viegist@edvisey amdd théie adotiaiesit entiegtication
entity helps to ensure the authentication request

credenttigts. [ 8666 pf The registbred tusest hasna teicjuaoidebiy 1D sembsered This
above provides secure \Webbased

conventional authentication technology also assigns each participating service
provider a unique ID. These unique IDs are also kept in a centralized database.
The participating service providers agree to implement a server component that
facilitates secure communication with an entity administering the centralized
databases. When a registered user attempts to authenticate with a participating
service provider, the user is transparently redirected to the administering entity to
facilitate the authentication. The implemented secure communication path between

the participating service provider and the administering entity helps to ensure the

authentication request granted.



aut henti cati on. However, the technol ogy has not been

w dely adopted by the Internet conmunity. This is
woadlog4adee to the central i zed dat abase desi gnpCeas06/032156

of the technol ogy. Sone service providers do not

approve of the technol ogy because central databases

are used. In particular, a service provider nust rely

[0006]" €THd hifthastiBatibs te¢HdEbgyN@isERBEd abweegrdia&@b@%afe Web-
to ensure successful user authentication.

i¢d svhextRatibe NHewelas thiteétino g&fhaﬁ bt b, wid%fyr adopted by the
aut hentication may be disrupte This possibility of
Initesmat poimmmynityhi Biiis ismantly de¢ v the qnirelizbdrdatabase design feature
controll able, may be a risk the service provider is

afothe viethnalggyt o Somkee serFiget providersedo tiné appeosf of the technology
centralized databases nmakes the authentication

hesesa sEigsl detabazdisare ysegdr dn pattigulat.taaskgchproyide apust talyj on an
mal war e. . SUMVARY [ 0007 Inplenentatlons descri bed

Wb pdmisiderang othéstcaa léger n glatabasesnttp c gnage  successful user

@3}%2%?0%? éﬁ%?ﬁﬁ“@%%p%a%&aﬁ tochmicah it é”ﬂa%si%ﬁ gﬁ%ﬁ@waﬂm
E t he .us f rust%d authorlt hat hol d d
B PErdlsrypted- ¢ 'P’é rROS tq rﬂjsr&BR‘/‘?lb 15 not PS‘("&%G provider
. tl
B by Rbisheb s ot BRI RARBERER Ghs Bpthergore,
th€qHE Stf &Hflrﬁﬁﬂatdl 8%%[?&%3‘3 Itl% éﬁtﬂgnt\fgahon ace&ﬁ{oY(#%;r eSé)temaIIy

provi

gn@mnﬁ{tfée%%;%&gm%gm t| on servers that it is

registere where t nunber of servers in the

set is large than or equal to a threshold value, to
SENmesRyaut henti cated conmuni cation with a service

provi der. The service provider should al so be

[06¢7]st dngdemerthtidiise desstibed thieoan i rolates do \astablisiieg chutkenticated
conputing device nmay use to establish authenticated
commumitasan briwpeneoglieat ebingnting: deyioe iand adewriise prayider. The
send a service provider an authentication request that
qoprntieaiont is rmff pessibie ithpiiethe |use D nstedh enthptibtithat holds

aut henti cation token
secrets of a client computing device and a service provider.

[0008] After a registration process, a client computing device uses
authentication servers to request authenticated communication with a service
provider. The client computing device may use any set of a plurality of
authentication servers that it is registered with, where the number of servers in the
set is large than or equal to a threshold value, to request authenticated
communication with a service provider. The service provider should also be
registered with the authentication servers the client computing device may use to

establish authenticated communication.



that includes the unique identifier ID a network
address such as I P address of the device and a nonce.
woher7anemnypt ed aut henticati on token was recei vedTius2@6/032156
earlier comunication with authentication servers.
Each aut hentication server used a split key, obtained
fromthe service provider the client conputing device
- [00093les iA clivnt aotipetitd datiedimay send satice prowidér, art anthentication
encrypt and generate an partial authentication token.
reffuestgbatvincledey by imigue idsetifin( L aad s bogypted @uﬂ@nﬁlka;wm‘tgken
tfq&igrélgi Iﬂrl]e ailélt hegtl_cathc))n t oken, tégrer ebycbexplclg&drglg thgf N
ol egdhe yniqua tidendifien B0 mhefwesk pddressTsick as IP address of the
information, along with_ the sent, unique identifier ID, .
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an exenplary inplenentati on of a conmputer network

[€010] r oM Suth@dry | 18 Ghrodided seviatraduce! 4 eplectionudt ¢odgepts in a
devices that may comunicate with one or nore service
simlifiedefosm [tBa 13 fhmitlger d2sdribed detoat éstherDetadedoDasgription.  This
i mpl enentati on where a client device requests
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scope of the claimed subject matter.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] Non-limiting and non-exhaustive embodiments are described with
reference to the following figures, wherein like reference numerals refer to like
parts throughout the various views unless otherwise specified.

[0012] Fig. 1 illustrates an exemplary implementation of a computer network
environment that includes several client computing devices that may communicate

with one or more service providers.



registers wwth an authentication server using a

service provider registration procedure. [0015] Fig. 4
wolkburgs@tes an exenpl ary i npl ement ati on wher epaTaISR@®GH32156

conmputing device registers with an authentication

server using a client device registration procedure.

[0016] Fig. 5 illustrates an exenplary inplenentation
s e Fig! b alftisteAS bh | REMPRYY GRpRIMdMeRIonCHhefe Wi dlfent device

aut henti cation server using a client conputing device
ré?@&ﬁtanﬁiehﬁéhtéﬁ osadtuhiatib® Giih]a sordce Brdviderusing a client device

illustrative conputing device that may be used to
semidegprevidevackesswroeedaro@vi der. [0018] Fig. 7 is an

illustrative conmputing device that nmay be used to

[003A] eeliiig. 3 idhsteutes avoersuiplary inpleneatatiodOtigdre Bisgrvige provider

an illustrative conputing device that nay be used to
regipiersnevith an authheirationt fevers 8pingr 2 HEVIAE LPPVider registration

DESCRI PTI ON [ 0020] Overvi ew Systens and net hods for
PHRCHBYt i cating with a service provider are described

a broad discyssion . of th cedures

In the follow ng, e pr )
10131 zé{ag-bﬂetlwégﬁteé PR SNEMPEBY FRREMERIGHPR dtheth client computing
ut henti cati an deviges .to. establish authenticated . .
X ioFIREE SHiTL 88 PR Rar Y OPIR oG ISR e ppistration
service provider device is provided. This discussion

Rﬂ)?eldmf%ake use of an exenplary environnent

[bbidi‘c’t Ff e hﬂlg{:?ia@s ant 'exgnﬁgféw mgﬁe%eljngﬁ’éaﬁ&? Wéx@l‘é Qgﬁetﬁfcgmputing

arl'ous procedures use varl ous devices ar

%Qﬁ@a]qg%ﬁgéz{?@sdwitﬂ thd bith&ticd6 SR bdrver! dhilA4 LlichH! R pélﬁtng device

et ai I scussi on of a procedure used by a cli

e8P dnNGodRItce to obtain authenticated access to a
service provider is provided in conjunction with Fig.

[8018 detipi é edatlilRessIcddngfutilg device that may be used to implement
a service provider.

[0018] Fig. 7 is an illustrative computing device that may be used to implement
a client computing device.

[0019] Fig. 8 is an illustrative computing device that may be used to implement

an authentication server.

DETAILED DESCRIPTION
[0020] Overview

Systems and methods for authenticating with a service provider are
described. In the following, a broad discussion of the procedures utilized between
client, service provider and authentication devices to establish authenticated
communication between a client computing device and service provider device is

provided. This discussion will make use of an exemplary environment illustrated



service provider registration procedure wth an
aut hentication server is provided in conjunction with
woi2007/033628 det ai | ed di scussion of a client conmpariusge06/032156
device registration procedure with an authentication
server is provided in conjunction with Fig. 4, and a
detail ed discussion of a client conputing device
iaigent Ecahplary iple@ehittod dflvadiduaptdeedires aiddobetwesn/ edrious
is provided in conjunction wth Fig. 5. Finally,
ey e then dpdceibed irafurthies dethil.alis parvicaler, pr detaithelrdiscussion of a
client conputing device and authentication server are
mbewiuss eskd by @aosljenh compnting tibvibe ¢go obBir8 authesienttd wedeys to a
[0021] Exenplary Environment Fig. 1 illustrates an
sexdemproviderr ip pravidadaini comjupktion sdpliige?; asletadiett discussion of a
.environnment 100 that includes several client conputin
gEif B Vidsp mglstWQ(lmroqqﬁiare Yrith 28 oHHAgA tl@aétO@ S Yo ipprovigded in
nore service provider (I )-104(n) i rectional
OBHAGHPR 2V 1R rﬁset%eae r@set cﬂlﬁwmeoﬁ%@t : igntdenpridng device

r%é’%érgiqql&%g?@ssﬁ?ﬁ?%; ;gonggfgvveggsegr%wq%glgpm&%ﬁsugn with
r net e? fcggaé@gmﬁalﬁguas%fﬁgngésm}er f%)%?p gl(gerv(l?,f% Pg{hentlcatlon
@glget A LRG0 09l b G B coh RGN I mig. 5

Ion ser VI ces

qu%lplc §irg} %I(_?% }még%l%ﬁ Qof Q%r@ﬁ:@ﬁﬂr%d&r Qﬁfﬁrﬁego?nputmg device

aut enti cationn serveér
SANEHRhYatiR&eRRMBref d’lé&fséé&rlﬁlcbﬁp]\t AR SorPRgh IF?és 6-8, res 8ect1vely

aut hent i cation server y given ting,

[0b21jhe Edvintespnput i ng devi ces 102(1) -

102('n), such as the client conputing device 102(1),

may redigr @ ifestwiteesn prenipladihylemRatatibn tdfea 86ipIee network
provi ders 104(1)-104(n), such as the service provider

@ #6AhentAl uthaeinchides bevesal ichiemt doggiuting deeicee1682(1)-102(n) that
106(1)-106(n) provides technol ogy thatall ows the

mw&y esrthmooivptet witly onke vt merel@2vity ptoviderop@k(ll)-104(n). Bidirectional
authenticate with the service provider 104(1). The
amigeatipnobetheen 1 the( tliemi compaingr aevigen dt02pheMi2¢e) and the
services to any of the client conputing devices

seO2¢d )Pravidens) léﬁﬂb-ﬂ Oy pier fagilitetedt Wetht & oretivork 120 (e.g., the

Internet). Authentication servers 106(1)-106(n) are also interfaced with the network

120. One or more authentication servers 106 work together to provide
authentication services to the client computing devices 102(1)-102(n) and the
service providers 104(1)-104(n). Each authentication server has generally the same
functionality as another authentication server.

[0022] At any given time, one of the several client computing devices 102(1)-
102(n), such as the client computing device 102(1), may require services provided
by one of the service providers 104(1)-104(n), such as the service provider 104(1).

A subset of the authentication servers 106(1)-106(n) provides technology that



attained. [0023] The service provider 104(1) and the
client conputing device 102(1) each establish a
woeb@nenshi p with the authentication servers PCT/US2006/032156
106(1)-106(n) before requesting authentication
services of the servers 106(1)-106(n). After the ,
service provider 104(1) establishes initial contact
alldveshtht lekiemudongniting akevion 192(1Y ed probeAy Inthehfi€ie withathe service
server nodule 130 is provided to the service provider
progiflen 1 04(Thi The eerviee pravdderel 0480 vpillgenehmily trioe provide services to
operati onal paraneters that the service provider
anpoaf the olidnt cosputig deviges 102(1xtl D2 hingil peepiestaughentipation is
tElhase. The server nodule 130 may be stored directly in
atipinfdhory, vol atile or nonvolatile, .of the service
I.f the service provider 104(1

vi der 104(1). . .104( 1)

m@é?r}pr i fﬁ%sww inp9derdi0del) and dheyclient gamputing devige 193(4) each
FRISE tmre i SReB oMy e FOUSHOAPR crer it AU 19HE) bofore
re sl AP P ViR, Sl ey F%@S%&%é@é‘ o3 dfe s&Rice
PISFEY LR SR B e NG B! SRl Sl 1660

l(fﬁ@"é SlselRY platufPlIotis #gdd?@edatottﬂé ?e?l?lgle ggoﬂﬁmglﬁ”i%%ﬁg‘éﬁff Server

r splitting schemes nay be use

mb8¥lel 3 Osﬁx’gkfi(d%)g Ghe %hé’rafi&ha? Pl Benld GatdkeRNcS gg"\bﬁ% 104(1)

such as 6(1) with a unique ID that 1dentifi

WHEh¥CAIrRg0Y kdl@ionkRip(rbistrdiith FiHseMhi GekieP RuciRile/ €50 may be
106(1) sends a success response to the service

stpred\digetly 104 (dom@¥] eslafilRer sphidlatileyotid sehgcesgriovidee 104(1).
provi der unique ID are received. The secret decryption

Ifkhy ser@ivei proviler 10413 eombrisesphoNiptteserdddd (.. arsdrvies farm), the
never made public to any other entity such as the
seaedr meovtule B30 oy derstored D6 plgper FieoSthpseemultipdeisearver3.0
provides the routines for creating the secret ke{s and
[0924] t t Afitgr tofbtainingr the semearypodule k&Y. the0sBYicTherowidernt04(1)
conputing device 102(1) receives a client nodul e 140.
cropies @ seeret cheryntien kep angya perrespyeding seciskdegypiden key. The
nodul e that integrates with a, . .
secret encryption key is split to create additional keys. In one implementation, the
secret key is split using a threshold scheme. However, other splitting schemes may
be used as well. A split key is sent securely to each authentication server such as
106(1) with a unique ID that identifies the service provider 104(1). The
authentication server 106(1) sends a success response to the service provider 104(1)
after the split key and the service provider unique ID are received. The secret
decryption key remains at the service provider 104(1) and is never made public to
any other entity such as the authentication server 106(1). The server module 130
provides the routines for creating the secret keys and splitting the secret encryption

key.



Wb browser of the client conputer device 102(1). The
client nodul e 140 provides the operational paraneters
woeoqwinededuri ng a rel ationship registrati on pPOTASN06/032156
carried out between the client conmputing device 102(1)
and each authentication server 106(i). The client
nodul e 140 may be stored directly in a nenory,
(00Dt i |’ﬂ1@élieﬁh@@§@%ﬂﬁh§ devieé 100@) @édeBth ACEIMERNY hdhle 140. The
device 102(1). [0026] After obtaining the client
diiedtil®die0140 heycdd &Wels bamuder plugdiy nodukOBal inte@ytes with a
proceed to register with each authentication server
Web (brpwsdihiof thératliedt loemgoiee desfoer £02(he cThendienpdwddale 140
140 requests services fromone or nore of the service
povdeddhe operitibhall paranietersT wequiredi duning iaorelgtanskips registration
between the client nodul e 140 and an aut hentication
meesdre rawiad) ophpetwess thsi alient neonaputing: devigel ¥02(1 and, each
user of the client conputing device 102(1% utilizes )
quehentiration: seredul %@40?11%%@3 npacile L9 apPyabe starech diggethhin 2

SRR ShR SR oS by R
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(B B RSBy ERRDA ) g o
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S5 31 APl o bl o

HbiAe 1 40 3RAtdn| MiBherFREMSE kO] Gl AUV BS hﬁﬁ?!tﬁé‘ cB8htVi8bdule
106(i). After receiving and retaining the client

14de A ivkéresf 0B @liehi @bhpuaisk RN ce AR ONtkRYEs tHEliche kRlule 140,
106(i) will send a success nessage to the client

o apsdd ingpridey buh dsQiy dspocidtod Wb Hbieer, teghtst £ uhiy@e Wséhame
each aut hentication server 106(i), the client

andrppasswgrdd e The elib@2hddulord 0 ipseemates ubsetjue tlitdteidentifier from
aut henti cati on servers 106(1)- 106(n) to establish

theinhigne username.c dimmetientanpdrie U0 lalsorgsnofatesireclint wivhentication
provi ders104(1)-104(n) that has al ready established a
keg| far theredianitovduthentinete 40 en enthentgation server 106(i) from the unique

username, password and an authentication server ID that was received with the
client module 140. A hashing function may be used to create the client
authentication key. The client module 140 sends the client authentication key and
the client identifier securely to an authentication server 106(i). After receiving and
retaining the client identifier and client authentication key, the server 106(i) will
send a success message to the client computing device 102(1).

[0027] After registering with each authentication server 106(i), the client
computing device 102(1) may use a subset of the authentication servers 106(1)-

106(n) to establish authenticated communication with one of the service providers



servers 106(1)-106(n). [0028] Before requesting
aut henti cated conmuni cation with one of the service
wonowvicdense 104(1)-104(n), the client conputi ngPdENISE®6/032156
102(1) will authenticate with a subset of the
aut henti cation servers 106(1)~106(n), which w ||
provi de authentication services to the client
104(1puDi MY tesvhasealrebldy sestablibigdt 4 eelbiionshipy edidtheeauthentication
est abl i shes session keys used by the client conputing
selweisd@6UQ2A(0bn)and t he subset of authentication server
106(1)-106(n) for subsequent confidenti al
niBsfere gnguesfin® 2g8thefidcatad ¢remmninigeidon withsene of therssrvice
client conputing device 102(1) sends each
peavideand P4@ 118ﬁ(ngethv sHentowmputing detise éQB@étWIélrauthentlcate with
aut henti cation request. Mking_ the authentica
ar §HeRsst Oarfhe e 3viaen a@ﬁpﬁgswgrésépéﬂ)ﬂ%(% eWhigh| |W1%1aﬂ3é<w1de

;Ehe client nmodul e .140. Each auf henti cat.i
oD ation a1y iere 4ot CHitaHOHAR N KeEE ord e qgatisgtion
S:ng%fg%éﬁ??ﬁé‘beﬁﬁggstmgﬁ%ﬁs:%@x S5 45 iy %@%@ﬂ%ﬁ& O
IR R e e
[P k to th t hent t
C%%{Jﬁ;&k@'ﬁéél gﬂcr?p/)ti 8n alesgui n_glnuldgz Iaogl isgwe:jevi ce
ShntieRd, fusdy! r?g Qﬁﬁ dep ‘égmgﬁtn&gede\;gg@l@i('l?gén s each

dev ce random nunber a I ent I ce are generate

a’@%eﬁtli’t%u%h's%f\ﬁer ody) ¢n J&feo subkB€ar® |atﬁ@ﬁt1da@i%ﬁt1‘ef1ﬁ@sf Msking the
client authentication key were created during the

ali®ghtidakioh ir€fueBt AEestatlishia %Sségsl@bﬁé’}eare[fﬁ&ﬁfﬂted'rﬁﬁng the client
aut henti cation server 106(i) uses the client

nmallald 140.er Eqhr fithérticatioin setet d06(1puéspendd catanomutketication
that was created during the registration process. The
reqpiesti by esbndingetite alidrit ecimpaingodewieyy 102(1)se dndnoe.de dhy ptlient
the encrypted authentication server nonce, the client
cdepiites devide hOR{(Inbar respenseheencls itht authendicasionoecesr 106(i) the
client identifier and the received nonce encrypted using the client authentication
key to the authentication server 106(i). The encryption also includes a client device
random number and a client device nonce. The client device random number and
client device are generated by the client module 140. The client identifier and
client authentication key were created during the registration process discussed
above.
[0030] The authentication server 106(i) uses the client identifier to retrieve the
client authentication key that was created during the registration process. The
retrieved client authentication key is used to decrypt the encrypted authentication

server nonce, the client device random number and the client device nonce. If

decryption is successful and the decrypted authentication server nonce matches the



decryption is successful and the decrypted

aut henti cati on server nonce matches thenonce sent to
woOheo7ohki@nt by the aut hentication server in a pCceasdiong32156

process, the authentication server 106(i) sends the

client 102(1) an encryption that includes an

aut henti cation server random nunber generated at the

SRIY QentlRPihet afena ®YCRe HchenlibRidh &e¥drGa a[‘%fb%%dm tprbddss, the
poi nt, both the sefver 106 and the client 102

RIEGEIS S Serld01 061) dendseees: 103(Maah bﬁtﬁyﬁt@cﬁpﬂia@ fholdes an
used on the two random nunbers by the server 106(i)
ankentibatiod bernér ADdoh) nimbargatatal sethsiservekdyéathebmdrre and
ends. This session key is used to establish a secure

¢lienk dbetesmmet e thisipeit, wdinthetserngr d66 and the0die) 1@2{d) possess
t he authentication server 106(i) when the client

‘o rpatrandpm gvinbers] 02 hashing Bmctibe issuset et the awb aandosy enmbers
106(i) in the subset of chosen authentication servers
pothesewst i ¢(Deandtha client18d(10 dorripatechsassian ey gt betk eafls. This
the service providers 104(1)-104(n). [0031l] After

WHUA Kends useddossiRliney srrwhnlinkdcircnahe st Gimmgingglevice

B bk bt oBF atithsBhane ST o 9&5?(@ W&leg afe; dienp copERE dovice
%a )lgéi d@% e]r%t?%tl\é)mn SE\éerh]g)lﬁgibJ a, ei, % tle{))tn (i%%rel\é)a}lalentlcanon
Th'e%s { %%33%1 %?giﬁe tcicaggrb]d é%*gré@g{c? 4 { ngtth (ine r}h:gg ggegr%l Nviders
E; )104( 1). The service provider 104(1) responds

y sendl ng its unique ID and a challenge (e.g. a

ce
31, ARE S el Sl B ol SouR Bk,

SRAfdevitd 802(P] isavhdieRikG@st ARhSRIHRE Lo ASatR VALY service
registered with to’the client conputing device 102(1)

providBahlrédds rebisRiéd GaR theauBshticatibh ealveRal060T)-BEI(M) GOS, the
fromthose servers. If the client has not

sutibe ptovdddretDAU Y)h Thie ragiidiebeginatat aie peiny ehs clientt dvgnputing
list, the client authenticates with the authentication
&aviceel 02 (1 nsenbie ahiastesameljuestt talthe strewegproedsi b (kpy Theservice
subsequent confidential comrunication with each of

provisler 4040 ¢ mesponds by serstingits unique 1D and a challenge (e.g. a service

provider nonce) to the client computing device 102(1). Optionally, the service
provider 104(1) may send a list of authentication servers it has already registered
with to the client computing device 102(1) so that the client can request
authentication services from those servers. If the client has not authenticated with
the authentication servers in the list, the client authenticates with the authentication
servers in the list and establishes a session key for subsequent confidential
communication with each of those authentication servers.

[0032) The client computing device 102(1) is now ready to contact each of the

authentication servers in the subset of authentication servers, for example
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[0032] The client conputing device 102(1) is now ready
to contact each of the authentication servers in the
weubgak4@b aut hentication servers, for PCT/US2006/032156
exanpl eaut henti cati on server 106(i), to establish
aut henti cated conmuni cation with the service provider
104(1). The client conputing device 102(1) sends each
aatibitiatibe akihven 196(i),eto ¢4MKlish sihkerBRAtH CéOhONicEEdn with the
uni que I D and the service provider nonce. Optionally,
sdrinee c prowider cOO(0).i nJdevlies tORHdingradevidesd02€Ndseédds each
own client identifier to the authentication service
aghenticdton §8461)06(THee saurvioe ptavider iunigus dDvaard the 8¢1ivice provider
shoul d al so have the client identifier of the client
nernep (Atingadpiihe eliay zemputingidevies 5K E) way hisp sead #5 peit client
in msrmrt){lFf rom PI‘I or communi cati ons between the two

iqsatifietete. the gutiwptigationagh Hempravider dR4€er viere awigntication server
ts, the_ cli jdentifjer twor k address.such
1§§<C)a%%}1§i a8y Pé‘é"s fCIFHteldf?Pﬁlfé?Fto ctgﬁﬁﬁﬁmnvgn%@w evice 102(1)

(1 t he seryvi ce provider nonce using.the split
lvfgﬁi essP daV JFelig ol Ge bRy FORUPES: ey Hopeiveen the
aélz This process creates a part| al authentication
WRREH Chat i s passed on to the client conputing device

OR3f D). i ol EMor AR 0B SRS OB B AES Whvork

ent’i catl on ved

a@d& AeAth Qﬁéﬂ @“a&cﬁ’&%r!ﬁ“tﬁé“&eﬂ? ‘l’r???‘?‘ﬁﬁ&%l Lﬁtdigg)é b&cﬁiﬂe%mce

en withits own client 1de

2 ’ ivder
S 0 a8 e i)

1@4{tlylermsqﬁb¢@,51 c'r'é&lt'e%rh PEtifCmithehntis fEdrelok e ehat RS p&Redk 8 to the
| f decryption is successful and the decrypted nonce

chiatt coaputine deoReel(RENt The tlientCédn@iitingndevidy €OR) Reeates an
aut henti cated communi cati on, the authenticated

anthenticatiomtoken framsthe caeiifed! paami adeatsation tolkens end/ packages
provider's service is granted. The service provider
theCahttentinatianf folken whih itd owentliedniperttifieg adé vemds th@@@dlgage to the
whet her authenticated communication is x%r anted. [0034]
sertige quoedetate 1 bf Thasediieecproyisier 404 e widlcaitanat to decrypt the
procedure are at |east the ) o
encrypted authentication token using its secret decryption key. If decryption is
successful and the decrypted nonce matches the nonce sent to the client in a
preceding authenticated communication, the authenticated communication is
successful and access to the service provider’s service is granted. The service
provider 104(1) notifies the client computing device 102(1) whether authenticated
communication is granted.
[0034]  The advantages of the discussed authentication procedure are at least the
following. A service provider’s secret keys are only known by the provider.

Certainly, authentication servers do not know the secret keys and obtaining a

service provider’s secret key is generally only possible if significant collusion
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followi ng. A service provider's secret keys are only

known by the provider. Certainly, authentication
weenwvanss2do not know t he secret keys and obt ai RCmES2006/032156

service provider's secret key is generally only

possible if significant collusionbetween various

aut hentication servers were to occur. On a client

KRR WAGo e NhGentfhBtn sBrvdECivete BRADIYEL d Orb anelicdit doageliting

directly during the authentication process. In fact,

& €04, 4 Yusés hasswand He nieveratisedndipéatlyedsring lthee atithentication

conputi ng devices and service providers, control their

mocess.eld ficg cadlhetityrdk ¢ dufteensdvdtivantrocss, dienpcanpatingdevices

descri bed herein very attractive, as the existence of

andt sensicevprovigerauconsral ttheir ©vwmosecradsiuiThasl makes sheventhiptication

authorities are used with many other .

rraeadypt idesgrihedhbereine aeiyo Btitagtivie ofo dhe ex{stenge | ofpR| jrustworthy

[0035] Cient Device Access to Service Provider

itlensitiy i engti Epquired.| | dristuedy authewibipg|ags yised with many other
i mpl ement ati wh the, cli [ 102(1 t
CRTYRBAT A BB AP PG BRI e ser vi co. pr ovi dor
1) i a.cljent deyi ervice praovi der access
éggéed AP VICEL{ACCSS QEIVICE PIQVIQEr HIoGedlG i on i s
facilitated .ysi bset gof th ticatli . .
106( 1) Fitob ks dp Femiap, Bt R Fere i Ef e
g@:(f}t LR tgsa%%e'nﬁcgttgg Jo%ﬁuﬁ'pﬁfonf W'tlhom%' ser laei?ﬁoviﬁeﬁ 104(1)
[ Elqﬁila§| ng Service provi dler. U A parti Cil pati ng
i ent , ) . ,
SRRy Aoy LS GOS0 N b

ShMhEEatRSPYd ¢edilithiddf Yind sBBYel 10F1 tRatduisbnBiBAtYdiC ervers 106(1)-
provider . AIDL An unique ID for the *-th _

RENA idbM 1 PROVERE VBals relatedFo Aota@sisalse® REIhE REttARatF6NOWs.
generated by and known only to . jz ' A secret
decryption key corresponding to Ks and known only to .

Table I

S A participating service provider.
U A participating client device.
4, The i-th authentication server.
UID A unique client ID for a participatingU .
SID A unique service provider ID for a participating service providersS .
AID, An unique ID for the i-th authentication server 4, .
K, A secret encryption key generated by and known only to S'.
K, A secret decryption key corresponding to K and known only to S .

K!  The i-th partial share of X, generated by a threshold scheme.
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Ks ' The /-th partial share of K generated by a
threshold schene.K \| A secret client key for u to
wauntdranidzeate to the /-th authentication servePCRAUS2000032156

1, p 2 Two properly selected prine integers, p z >P 1.
g A generator inz* , 2 g P1-2. -u, A A session
key. bet . . j

y( AV\%gl%\t althSl?eé' efcl)%mg ﬁ%u:tlgeg 1«%33 tglt’l]iehzetg )%Jrlrt]ﬁréitirc%]oncs%fv\érg FI

Tk0 I ; l{Teer nop where me Zp .

n>€’" c& d’é‘%PéF&Feéaf’%%P%"tP °g §(p2 r%’ A random nunber
generated by entity X . r , x is optional in
desgri Bi gegeratopiZcal< g Spyare brackets denote optional
paramet ers throughout the description [0036] The

psgged Ws&sdﬂ&gtez%emﬁeﬁl a UG [Cdndemd /16 QiR ettichgbniemieE £ .
102(1) sends the service provi der 104(1) an access

rQWSRm&Sg%ngpgg n&Q “"Jﬁﬁeﬁgﬁ‘v\%“% rovi der

101&) resp |cat|o $zD, , [<
g< k f aut hentication servers {Ad ,
1</ </It}1%?e le?‘%A’% swhf méﬁ ‘eshol d for the nunber of
aut henN cation rvers eded to provide

aut®ien °B‘é‘?$68ﬁra€5§|b\’/leﬁtét§ ‘Once the comunication 202 is
received, the cljent co utln devi ce 102(1) sends
570 néranéoegu@bervgewatﬁ y‘-’[ﬂ B-to the authentication

server 106l ifhatin EWE%H 9&)1 28%%a Tﬁ@ck@{étdgﬁ&& ffphion
sebxkr p&%ﬁlg{efsstﬂk) Iun‘bﬁeﬁ ‘ib [t , Fﬁt

>ru>p n| cat| on 206 vvhere U 'S

the network identifier of the client conputing device
102(1) such as the client's I P address (I PAddress).

[0085] c orTihe prscediird bepimowhemthe atietreod(tidg ideviee 40p@D semls the
aut henti cati on token. The client conputing device
séfvRelprousies 10HE ) par 4dcads @yudse m iacatmmnnicatken 30t .eddievedvice
in the comunication 206 with the authentication

provider 104(1) responds in a communication 202 withSID ,ng, [<g>"%"], [a list
of ¢ authentication servers {4, ,1< f<f}], where tis the threshold for the number
of authentication servers needed to provide authentication services. Once the
communication 202 is received, the client computing device 102(1) sends
SID, ng, [<g>""P1], [UID] to the authentication server 106 in a communication
204, The  authentication server 106 responds by  sending
<UID, U, ns,[<g>’"""]>"':f"’l in a communication 206, where U is the network
identifier of the client computing device 102(1) such as the client’s IP address
(IPAddress).  The contents of the communication 206 define a partial
authentication token. The client computing device 102(1) uses the partial
authentication tokens received in the communication 206 with the authentication

servers to create an authentication token <UID,U, ng,[< g >""]>%#” which is

packaged together with UID and [<ng >,] and sent to the service provider 104(1),
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servers to create an authentication token < UD, U ns
, [<g>u-Pl ] >Ks ' P2 which is packaged toget her
woiodT/Rand [< ns >k | and sent to the service PCONISA®/032156
104(1),where k < g >s'ru p' . The service provider
104(1) uses its secret decryption key ks ~i to decrypt
the encrypted authentication token, where ((UZD, U, ns
whire B=2¢ )75 ) KThe SekileDprddidd?S104(1 X ules™1ts " sekdet @& rption
2 . [003§] Based on the above decryption and the
el ti 1onRbryiphfiRreiByiphill AfiedtivatbiNokéh, tiRre
autﬁenticé??bn tokgﬁéﬁ%he service provider 104(1) wll
send anADCEsH, [€g PSR hEL k (UID,the, dkigest"gpmodts,ng
device 102(1) in a comrunication 210 indicating if
HO08Tent Bemtlenh thecabese idsciyption end ththeddifionad riaformetomfrecaived
generator (g) in Z* during the authenticated
wishrthe i avthentientipnotokens the seryice prgeider d0é(1a wilk sensh aregecess
whi ch i s used for subsequent secure conmunication
1sapanse rhagh do cthe eqlient sapprting dguise c02(bp{m e eeramppisation 210
service_ prqvider 104(1), after the authenticated .
wdicating if aythentigaipd aprens i pvanied. The opbenal vise at p grrersiey (g) in
ecure using a session, est abl i she

and 206 are ey d .
Do e, t e B PRI ITeRTOvKIe 5213y 1o ggngAie @ session
t hent.i cati 106(i). Th lient. ti .
S s 59 1558 i SRt ke ORISR TRt th; glent

%o%‘i‘egl{tf;n%g@egliciéﬁ f‘(Zj(gg altu.lf' the ge;fiicg Hyerléxgﬁer Tﬁﬁég %?tgfi Ig}i%ef: gutﬁi:nticated

SSIon escr

. i ous di scussed conmnuni cati ons are
%eggﬁﬂ?%steaggg%'ng the client and server nodul es 140

O9SIL 30Thd QWBMRlnicdtdRs VEG4 QUE SO LakkONSInANS session key

I nstructions may be carried out by any device enabl ed

$statiBhdd beieeh UGB SRMIWdLGALHS NEevRd 1003} randt 4P RSithentication
t hereby providing the described client device access

eV EI06(10.6 THeOMiche coipatifg de ficeB0DAY . andOB4 QlutiRtiviits server
Provi der Regi stration Procedure

106(i) are each in possession the session key. The specifics of creating such a
session key are described later.

[0039] The various discussed ‘communications are facilitated using the client
and server modules 140 and 130. However, the various communications and
instructions may be carried out by any device enabled to carry out such
communications and instructions, thereby providing the described client device

access to service provider procedure/method.

[0040] Service Provider Registration Procedure

Fig. 3 illustrates an exemplary implementation where the service provider
104(1) registers with the authentication server 106(i) using a service provider
registration procedure 300. The service provider registration procedure 300 is

carried out before a service provider may benefit from the authentication services
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Fig. 3 illustrates an exenplary inplenentation where

the service provider 104(1) registers with the
wauntdrantdzeat i on server 106(i) using a service PCONISZ®G/032156

regi stration procedure 300. The service provider

regi stration procedure 300 is carried out before a

service provider may benefit fromthe authentication

offeredi e R hii@etativn aBrvalt eetthialli Hove ?[’d’x&des dsild apdted to
| above provides details related to notations used in

nbhdochexdedtii #e o0 thawsllow8041] Before the procedure
starts, the service provider 104(1) downl oads and

[00] al Befare 3h¢ peocedmeuitarts] Bk scthiee peowider ML) doiBdadnand
this inplementation provides the functionality that
instdllsws seheer smoduleel 3. oVbhal servedaiddule d 30r e dlsis implementation
authentication related requests and communi cations to
peavidesr ther funstignalifenbpt allows bersesyica ggpvider MP4(1) to process
procedure begins when the service provider 104(1) .
aygihapficating r@letgeﬁerﬁwe@ﬁt augreosupyications (9 pnd fospdheitthentisation

saon SRS e oRahe B s be SR BbHE 10D sends e

c%pnunhcation 3_%5that infonw§.th% Zervicg rovi der d

4HAPUFIORTE [ LOPeadSPIBUHEPY 308 gioghTEIB T VICH oY 1de

Tebf 58 RAER T R o
. € Prt ‘ . .

OB eSO B A T By i TR RIS BRYIE
heul . < = = |
985 T B3 Kb Al P Sbehi by FRER Tl o e
G AP RTRS PR B o P KB sptronice

mhfl f)1 JeRei® $9Bret RePRSCEUKES LHNMDNIRAL dAUIRES R O' e@dhthat
aut henti cati on server f06(| ). e aut hentication

Betrer KLRE(T 21 mbo(£S- hheNegy ite styicKprodaer 10%1BLisf0(r, n)
use during the client device service provider access
tiresinddl yeleen2O o dpBicKSSatd i rsplivkeye charon K, 1 ki Eing. (he of these
Havi ng received and stored the
split keys { K.} and the SID are sent in a secure communication 306 to each
. authentication server 106(i). The authentication server 106(i) stores the split .
key K} and the SID for use during the client device service provider access
procedure 200 discussed in connection with Fig. 2. Having received and stored the
split key K and the SID, the authentication server 106(i) sends the service provider
104(1) a success response in a communication 308.
[0043] Various discussed communications are facilitated using the server
module 130. However, the various communications and instructions may be
carried out by any device enabled to carry out such communications and

instructions, thereby providing the described service provider registration

procedure / method.
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split key and the SID, the authentication server
106(i) sends the service provider 104(1) a success
woespgonsRei N a comuni cati on 308. [0043] Vari OBET/US2006/032156
di scussed comuni cations are facilitated using the
server nodul e 130. However, the various conmmunications
and instructions may be carried out by any device
[e0ualp| edlicht Davicy Registrati@hPiooedurai cat i ons and
i nstructions, thereby providing the described service
provi d@ig.r dgiiltstatésormnprrenplarye inpiehémdaltigro Owlisre Cithee nelient
Devi ce Registration Procedure Fig. 4 illustrates an
cempniih@ dyvice D2(iR regisieonwitherach tahthepti¢agion ssoveyut06(ig using a
device 102(1) registers with each authentication
cientvdsviceosgisiratien nrpcadwe 40t Thevelicat deyjce registrasion procedure
procedure 400. The client device registration
48P ose arrried 400 befogard jclignto gpmprting cleyice may bershiyfiopy the

SRR SoE P, ShopPEA ST S S o
B Eh AR Sl A OBR ARG 0 o

T B, SBR0  SHRlP gy PRl om0
TGP LSRR PUNAE 20 a0 Rl thghael s, i

i@ggﬁ@a@@h' g\?ig%é;g%;‘gmf:ﬂ&{ﬂ?ﬁ%t aHshe 'fHe: Qfdnk @BmPEANE Uevice
18eMh a8

begi ns when the client conputing
prOkd Lomaifhscatios &1 hAE Aol 84dhoautB&Ht¢efiod 96ty 106(i).

comunication 402 requesting client conputing device
TIRIpEdckiire OBegihb ewhert hBot ¢igeat | inmtingedeio®(102(1) sends the

responds with a conmunication 404 that inforns the
attegtidation g érn YOE(E)V b CeonlBdfitdtidnh 402 irequesting adignt @omputing
accept registration. [0046] The client conputing
ddeice c eedlifiP(tibn. useFhd heuthénteatiompseriver 14@(H)o resmade avith a
unique client ID UDfroma user name input by a user
commungcation ey tbasriploring ghe client computing device 102(1) that it is ready
to accept registration.

[0046] The client computing device 102(1) uses the client module 140 to create
a unique client ID UID from a user name input by a user of the client computing
device 102(1). The UID may be created by hashing the user name, or hashing parts
of the user name. Another process that creates a unique client ID UID from the
user name may be used as well. The client computing device 102(1) then uses the
client module 140 to create a client
key K|, = hash (UserName, Password, AID,),1<i<n which will be used in the client

computing device authentication procedure 500 with the authentication server

106(i) shown in Fig.5. The client key may be created using the user name only as
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device 102(1). The U D may be created by hashing the
user nane, or hashing parts of the user nane. Another
wonoaess2t hat creates a unique client 1D U D fpomush®e/032156
user nane may be used as well. The client conputing
device 102(1) then uses the client nodule 140 to
create a client keyK =hash {User Nane, Password, AID1l),
well. I The WIDC hdwtiflesbanused duthdnfigatidd eRtveeOMAUtHiNGcase the
devi ce authentication procedure 500 with the
aghéhatincsdriaigé)ver 106(i) shown in Fig. 5. The
client key may be created using the user nane only
[0k | | ThiTloEentl @mpudingt ddviees16R(1) serfds diiDhek) j 4at £ o, to the
server, in this case the authentication server 106(i).
atﬂtb@xtm]aumhesec\rqreh%(t)ohwuwaymgoﬁ@vswqow:mu@emm L4|0@ Khe
n, to the authentication server 106(i) way
al&iher&m@@@u Vel hoRi eteias ithn urigee cliprt HY ORR mndcthe |Cé1ﬁnt key K,
server 106 retains the unlque client 1D U D, and the
oz lptgmpsex RREHGUAT, fheyraKegigat lanﬁeb‘aqrﬂlﬁ%ﬁhsrumqwhen‘f ID up

o e hen %&Eﬁa 5 e ﬁﬁ%ﬁ%%%ﬁ] e BB e est fo
t h

e e e u%@% A prBEegiosps of

a\?tﬂérg a{lo& atgvlé A P hrvﬁ:eser ée%\\é aq 'vg'el eréﬂ i W becure

onnunlca ons e C |ent

c%i@ﬁc&ﬁ%&%‘é&g&%@@ﬁ&t ?d?x?péﬁ'%'g%ié E%Egﬁtalrﬁenfa‘?@e%c tion

séra&l h bé@t €thb h@m %@ﬁﬂ o0 OIp AndCaR! ffedt Sl SEd f&qﬁtate the

hi's purpose. Vari ous di scussed connunlcatlons

géﬁe@atfcﬁhcdﬂeﬂ &ﬁlﬁgkéish%ﬁ hh@iChirfeHe. Modul e 140. However,
the various commini cati ons ‘and instructions may be

[00A48] | eWadibhis di¥craByd EBNmaRicefalyl e fcditerd uyinguhe sligH module
comuni cations and instructions, thereby providing the

14d@sHoieeet, thel vaious oamuiuntcgudes\/amlelnstamtmhs adaydse carried out by
procedure /nmethod. [0049] Cdient Device Authentication

aly deeidereabled.to Scairdyl owsit swhesnanueikaigsaany instructions, thereby
i npl enent ati on where the client

providing the described client computing device registration procedure /method.

[0049] Client Device Authentication Procedure

Fig. 5 illustrates an exemplary implementation where the client
computing device 102(1) authenticates with an authentication server 106(i) using a
client computing device authentication procedure 500. The client computing
device authentication procedure 500 is carried out to authenticate a client
computing device 102(1) with an authentication server 106(i) and to establish a
session key that is used by the client computing device and the authentication
server while the client device is attempting to establish authenticated
communications with a service provider. The table I above provides details related

to notations used in the text that follows.
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conmputing device 102(1) authenticates with an

aut henti cation server 106(i) using a client conputing
wdevioe4@ut hent i cati on procedure 500. The cli eRCT/US2006/032156

conmput i ng devi ce authentication procedure 500 is

carried out to authenticate a client conputing device

102(1) with an authentication server 106(i) and to

[005610! i Bie prosedift BBgike Whkh e ¢lfeny 868piting H&vicd 1@1(11) sends an

conmput i ng devi ce and the authentlcatlon server whil

dutieencication sefeati 1061 S ain@tRichtieh 502 eamhingsdmthentmatmn The

aut henti cated conmuni cations with a service provider.

dlitieentiaftion beraéroV@6(Pr eypaiels wigh ai denmehiastbeh 504 that includes a

notations used in the text that follows.[00501 The

pmee etjur eTheglinst whreputitge device 10200 mespandg, d@edd@ the client

102(1) sends an authentication server 106(i)

BodHe AfGavithn coomuyndeptiontS0agheiineladas thatinisye Cilﬁ%t ID UID and

aut hentj cation server 106( responds with a

FFRFOAMTOR T 604, Tdat Thnaythenticaionesive HIR() willguse the client

client conmputing device 102(1), res onds,

oy Eniroshivi o beviowp eom ‘f“?“&lﬁ a5 Sa e endiyption

s he b hiant 10 D a0 SBOn e

tWS |%”(r)u se tsgr% f% %1% liegﬁ‘pl% Kt %r%écéiéﬁ%/ gfocg%sa tﬁé %ﬁ{h%gﬁcatlo server

tl ont encr I on

f
1500 a%%d%ﬁ% e S T M
t th t hent t
St "B BERAURRREG Tont comput i ng devi ce. 102(1)

PoSAMTURE Clld Ym0 dihathel @Héﬂ!d€§m§ut‘ir@ devitR dOQ(Bkand the
or a failure ssage. [0051] At this point, both

AtheALate@I TR EN 06 @) € Ghd Q{dbin ANMbENFakis HENL | Cagélﬁg] these
server 106 have the random nunber values ru , "rAi

fdaderg hbebder rahdeMm buiibihe ¢Héntesompalidy tdwwicl lle)a(l) and the
conmputi ng device 102(1) and the authentication server

duienitirattoonperver A06@s somputieey sSitidnAkey- SKgshErmash(ry, A, ) . . This
This session key is used when the client conputlng

spesivw ekey0 2 Msed owherc tthe t dlient utohwputing adéviee slé2¢Dr contacts the
106(i) to request authenticated conmmunication with a
aywhanticetion server 106(i) to request authenticated communication with a service
provider. The use of the session key in conjunction with establishing authenticated
communication with a service provider is discussed in detail earlier in this
document.

[0052] Various discussed communications are facilitated using the client module
140. However, the various communications and instructions may be carried out by
any device enabled to carry out such communications and instructions, thereby

providing the described client computing authentication procedure /method.

[0053] Exemplary Computing Devices
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provi der. The use of the session key in conjunction
W th establishing authenticated comunication with a
weenwies2pr ovi der i s discussed in detail earli CTiUs$2006/032156
this docunent. [0052] Various discussed comruni cations
are facilitated using the client nodul e 140. However,
the various communi cati ons and instructions nay be
carri edFipgl 6k ilnyratteytcntplafadingshiing ddfidey thaf mayche used to
conmuni cations and instructions, thereby providing the
deslemelveitie cles@itiedquopadurssanduhdthods. CBigl 6rillpsteatedarn exemplary
/ met hod. [0053] Exenpl ary Conputing DevicesFigs. 6-8
implawentatien eofeapseavige cunpided 1§40y Fips7t lastratey apeexemplary
used to inplenment the described procedures and
ireplawgstation pf & dlienty sempuieng daviex B¢ ynd Fig. 8 illustrates an
i npl ementation of a service provider 104(1); Fig. 7
Pxqlany simplerapntatiempf arcempwing dewicad08n Hn aythepfiegtion server,
conputing device 102(1); and Fig. 8 illustrates, an
é‘k‘gﬁﬁ ey SRERUIGRERR TV @Jﬁ%& BHpURPIRY e \qretingel clenents
ut hentication.server, such as the a ent.i.cati.on
BeeDER O RarOaGE B e 5B sTis? KOHa T B afif grue for the
2scrjbed.in.connection.w th .the conput.ing.devi ce 800.
‘%ﬁ?ni CPIEPYINEITHITRE G SO REPYIERY dESHpH ihﬁgmaevi ces and
{ce Vil der. ' g ' Ei |
TAUSH) EERE & o5 ihufteh R0RHuAR Sie 80 bE' e B rfptement

Ew#ﬁégepfovﬁie? eerVlK@.e B QWeile rba%}@%ﬁhguﬂaﬂ?ﬁ He" YorRing device

configuration, t conmputing devi ce-I ncl udes at 1east

aReudRE ACRAR 0 pk'diﬂe’ssiﬁ%ﬁnﬁ@dﬁ_f and ¥ ST REMTRERGY, U0 -Depending on
Dependi ng on the exact configuration and type of the

aRnedtt aafigariion #6QQypd bﬁth%)(:%ﬁx?[ﬁiﬁ? dBvive 606, HBYyfRem memory
volatile (such as RAM, non-volatile (such as ROM

b stayne0oMtilee(sach agRAMYEn@LNsAIaL (sach o RIOM, flash memory,
The system nmenory 606 typically includes an operating

sy StasoAR&ontiratam oftthe two.ogihamysedubesofL606 sipdeatyincludes
i ncl ude program data 612. At |east one of the program

an dpkesng 1§ stemc b08leena os enarerprogwol enoti8®es 610, and may include
program data 612. At least one of the program modules 610 includes a server
module 130.

[0055] The computing device may have additional features or functionality. For
example, the computing device may also include additional data storage devices
(removable and/or non-remaovable) such as, for example, magnetic disks, optical
disks, or tape. Computer storage media may include volatile and nonvolatile,
removable and non-removable media implemented in any method or technology for
storage of information, such as computer readable instructions, data structures,
program modules, or other data. The system memory 606 is one example of

computer storage media. Thus, computer storage media includes, but is not limited

to, RAM, ROM, EEPROM, flash memory or other memory technology, CD-ROM,
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[ 0055] The conputing device may have additiona
features or functionality. For exanple, the conputing
wdevi7oe4aray al so i ncl ude additional data storager/us2006/032156
devi ces (renovabl e and/ or non-renovabl e) such as, for
exanpl e, magnetic disks, optical disks, or tape.
Conput er storage nedia may include volatile and
dipiay odreitile disks EDVIDHOrevtiast dprical-starbgy aldometie dassettes, magnetic
i npl enmented in any nmethod or technol ogy for storage of
tdpaf magretticalisk sompe as othormmagesticrstardgxbievicassor apt dtbesmedium
data structures, program nodules, or other data. The
véyalt eam brensedytoG0@e ithe demdred infopinetiot and mphitheeansbo peggesed by
medi a. Thus, conputer storage nedia includes, but is
thecrompuiing dgvice, ARAMIChROMPUEERROAge 1pdismaebppart f the device.

ot her nenory .t echnol{so y, CD RC]\/I&Segi gital ver satd' | e
Tae sR@pyiEngsjevige Bena Og‘ﬁ’t’? wppt deviteky) Suchagkethoard, mouse, pen,

VERR anPyeiicts EolehorageicHi e . OVt B e frispley
SHAKER Bon Stca i AR S P Bt RTR e R e B T oy if B ax
AT SRR P, o, e g oo

(USEL, Té ROt e IRHREmaf il KOUAS, & WM BRR: connection
t _l_it SRORY theHRERE S Som beta‘caer wit bffe g&g$1?tkr§gd&?céspﬁicﬁqg gver a

ese devices are we know in t d need not be

nél _y.ssgﬁéﬁlalquewaﬂ@@s, ahoWBNE hhe [X0REK The 6PMMML I1INY The

devi ce may al so contaln a conmuni catli on connecti on

chbigtunetdations chbhgecHBM(isy € id Oofd MexkIhSIat &FfW dofhritidiedtion media.
conmputi ng devi ces, such as over a network. Such a

(oairimiidation Shall asyt hgpicdlywiek ehidbdidd Fisg. compukbre readable
comuni cation connection(s) is one exanple of
instomtiorise dbte Gtruceesa prégramumbdaes, an ateeti datarary at mpdaated ydata
be enbodi ed by conputer readable instructions, data
sighaluctich @s,a parvigr avavepelubthsy tnspertherechatismi and includes any
~nodul ated data signal, such as a carrier wave or other
informatisor deliveyhaediemTharerm hiopddatsdalaia signad? meana signal that
delivery nedia. The term "nodul ated data signal" neans
has eneypramoreneitits characteristics set or changed in such a manner as to encode
information in the signal. By way of example, and not limitation, communication
media includes wired media such as a wired network or direct-wired connection,
and wireless media such as acoustic, RF, infrared and other wireless media.
Computer readable media can be any available media that can be accessed by a
computer. By way of example, and not limitation, computer readable media may
comprise “computer storage media” and “communications media.”
[0057] Various modules and techniques may be described herein in the general
context of computer-executable instructions, such as program modules, executed by

one or more computers or other devices. Generally, program modules include
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has one or nore of its characteristics set or changed

in such a manner as to encode information in the
wei2gTak462By way of exanpl e, and not |imtati onpPCT/US2006/032156

comuni cation nedia includes wired nedia such as a

wired network or direct-wired connection, and w rel ess

medi a such as acoustic, RF, infrared and ot her

wiutiadse sprogradisa . obfentyut@nporeatiabdata rsadicrasanetbie fam performing

avai |l abl e nedi a that can be accessed by a conputer. By

paticwddr éoskspire imphmenbtpattiqudaraabsuact damptytpes r é”am [peogram

medi a may conprise "conputer storage nedia"

medias nm% thtei s mag diesgxecitod BY native Fesdesommey |b@sdoezﬁdoaded and

techni ques may be described herein in the general

eshutedt sush aédﬁﬂu‘t’lé‘%lale‘%é@u@%m @thiehﬁ’cSF ubtlmsrrsom@@élﬁn g¥ecution

one re conputfrs or

5{ RORgEy |  Lupicubrare fyrctia 15%153/61 Lprgg,ram L ENSs Fhay be
st edni BB R Shlp LR KR oo o
%“P”%g?l"ﬁﬁ R tesRitofiés REV b %&%@@* &b dRER e LH53S som foam of

80 té’trrea ebl%eg%vml oaded and executed, such as in a
ual |ne Of other just-in-tine conpllatlon

SO, D0 A ] pye
'Q%ﬁéﬁte& ti‘ﬁ%rdé%’c% T’}j' % 3t Pery Masic GOnEERRALBA] 818 &mputing

t hese nodul es and technl ques nay be stored on or

8&Ads MAdRY ACASS ofd 'Iﬁod(e%lﬂ% QfnitC JOP R af SatkablBemory 706.
nmedia. [0058] Fig. 7 i's an illustrative conputing

Depdnaing bidthdTeyach@onB@fatich hitphygeestttha cohipatihg device 700, the
conmputing device 102(1). In a very basic

oGt giehadry 906 hine be aobutild (sgckl ay RV, nodntds stilat(shebast ROM,
one processing unit 704 and a system nmenory 706.
ﬂmbxemdhmgy,oa’tc.t) e sermctonslmndtiquuohitheotwandheygysteof memgory 706
nput i n? device 700, the system nenory 706 may be
tyq)icaﬂy liclideg @ cavgremg/;systnm 1030prg o1 @oxesmr@graasnmnes 710, and
flash nenory, etc.) or some conbi nation of th

M inpfadecprograbeafa 7 63 &y astanepfithprogean mﬁ’dé]@é r7a‘.9 iifgudes a
system 708, one or nore program nodul es 710, and
client module 140.
[0059] The computing device may have additional features or functionality. For
example, the computing device may also include additional data storage devices
(removable and/or non-removable) such as, for example, magnetic disks, optical
disks, or tape. Computer storage media may include volatile and nonvolatile,
removable and non-removable media implemented in any method or technology for
storage of information, such as computer readable instructions, data structures,
program modules, or other data. The system memory 706 is one example of
computer storage media. Thus, computer storage media includes, but is not limited

to, RAM, ROM, EEPROM, flash memory or other memory technology, CD-ROM,
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may include programdata 712. At |east one of the

program nodul es 710 i ncludes a client nodul e 140.
wpQ0E3R46Bhe conputi ng devi ce may have additi on&CT/US2006/032156

features or functionality. For exanple, the conmputing

device may al so include additional data storage

devi ces (renovabl e and/ or non-renovable) such as, for

dyRdBletsatiRRHSE (VD) K6thePOpticaphtofHos Keaghdtict cABSttes, magnetic

Conmput er storage nedia may i nclude volatile and

tapd) nedgattid Gisk kpapeady thangaghetic storapeakieesiraiany other medium

i npl emented in any nethod or technol ogy for storage of

whithrcambe aned sustoreathecdesiped erfomeaibabdngd whishroaatbecarsessed by

data structures, program nodul es, or other data. The

thy somputiesnadavwce7 @dryi ssiclh nempitanptomge imaskhamay de rattorfdedevice.

medi a. Thus, conputer storage nedia includes, but is

Rest canimiting devise nRAVISEHEVEEERRARY ice(shatehrasisoasd, mewses pen,

menory technol ogy, .CD-ROM di gital versatile disks .

\ESADIPYE deyinertoBeh input deviseagie, WalgHetevice(a) seah asa display,

RSP, JIIEL L Lk 208, oL P RO e
SRS WSS 0, ek cen e

O o JE BRSPSy oL AR fon
B L R B M IR B v

%f}ﬁf L o%v&lth(r:] 2 FLSR B suded g(eet;vtb?ﬁ e18P\IfCPR:. [ € The

e art and need not

Gnauseat | mbtRiRs) ok |SRItRanpRO60f ThGnftRRHbA NSnedia.

device may al so contdin a comruni cati on connection

toaualchO¥s RBiad A etybRalP B NEmBb&IW bh Qbh%hter readable
comput i ng devi ces, such as over a network. Such a

instiwstiols, | dat$ BRWAURS, bldgrdne hvedlules] 8P ottfer ag inla midiRilated data
communi cation connection(s) is one exanple of

dgmaiunichaid arcaned vavommilsrcadnsport maekhanivey dndpirchldey any
be enbodi ed by conputer readable instructions, data
mfarmation delivepy otpdien Thalterms'maiulas¢ddata dignal”i meazns a signal that
nmodul at ed dat a )

has one or more of its characteristics set or changed in such a manner as to encode
information in the signal. By way of example, and not limitation, communication
media includes wired media such as a wired network or direct-wired connection,
and wireless media such as acoustic, RF, infrared and other wireless media.
Computer readable media can be any available media that can be accessed by a
computer. By way of example, and not limitation, computer readable media may
comprise “computer storage media” and “communications media.”

[0061] Various modules and techniques may be described herein in the general

context of computer-executable instructions, such as program modules, executed by

one or more computers or other devices. Generally, program modules include
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signal, such as a carrier wave or other transport

mechani sm and includes any information delivery
wordi7a246Bhe term "nodul ated data signal” neansprargisgain321s6

that has one or nore of its characteristics set or

changed in such a manner as to encode information in

the signal. By way of exanple, and not |limtation,
rautines|Npropidmg)  objdeR, icompun@ns, Wi4tedstiRdines,seh fas @erforming

wired network or direct-wired connection, and wi rel ess
patidivar sasds es imptansdnit cparfRiylan absteace dlatendymesherThese program

w rel ess nedia. Conputer readable nedia can be any
mpgdales aibtl dherdifie anayhiaa excantedesavtive sede by maydwngoweloaddslyand

way of exanple, and not limtation, conputer readable
exrcdics, mesh asolipr viswal meakine o othes jagidnqtisefi eompitation execution

"communi catj ons_nedi a. " [,006%% Var i ous nodul es and

Rt Ares TariFalie des dingioaaler of rihe npiogEyemerdiles may be

AR B e S S TS i Gedgon o
th devi .. Ge L1y, dul .

U FdBfeD AR Reebriapiet G i stosey oot Hanumien arioss sepms form of
S gg%gg%leg{eﬁiafor perform ng particul ar tasks or

“ n‘B‘l%erren P [

artrcul ar abstract data types. These

g o A LR i gl g8 T
iMplehdR! alBalth&RicHioP sBR%r | &Sta]n* rbtﬁéﬂr@o@ﬁﬁ%% QIE{/{BQ descx%ibed
execution environment. Typically, the functionality o

héR. PIOYRERD BREULSTigIBMidRAS tlfeoémﬁﬁAlﬁﬁﬁgoc[ev%eSMd BietRAs ?? least

desired in’various enbodi nents. i'nmpl enmentation o

ohd @sereiBitit hes 80v ahe G By AR SmBRYP 806! ODBFeriPlbn the exact
transmtted across sone form of conputer readable

comfifugation0ay péiof theBconspaingi delv 16818081 theesysefdmieiidgly 806 may
devi ce 800 that nay be used to inplenent an

bauwbkatid (nmhi sNRAM ) eron-valatde\(swwhhas ROMD fitsh gnedsotiy C etc.) or
descri bed herein. In a very basic configuration, the

samersambingtidevoicthesO®. i Adleusistenatmdnaryt 8¢ dypicabye sxiludps an
unit 804 and a system nenory 806. Dependi ng on the

OpSIAiENE SHRIEIg8P8t 0Be @inehary prrogiant h@ogdma&m nandd ewdyc énclude

800, the sgstem menory 806 nmay
program data 812.

[0063] The computing device 800 may have additional features or functionality.
For example, the computing device 800 may also include additional data storage
devices (removable and/or non-removable) such as, for example, magnetic disks,
optical disks, or tape. Such additional storage is illustrated in Fig. 8 by a removable
storage 820 and a non-removable storage 822. Computer storage media may
include volatile and nonvolatile, removable and non-removable media implemented
in any method or technologyy for storage of information, such as computer readable
instructions, data structures, program modules, or other data. The system memory

806, removable storage 820 and the non-removable storage 822 are all examples of
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be vol atile (such as RAM, non-volatile (such as ROV

flash nenory, etc.) or sonme conbination of the two.
woheo7gps2em menory 806 typically includes an operals2ovg/032156

system 808, one or nore program nodul es 810, and may

i ncl ude program data 812. [0063] The conputing device

800 may have additional features or functionality. For

R StorddtemEAAP Thuftodfpates 8toPaEE MBdia dhcladdsnbhitUs @ot limited

addi ti onal data storage devices (renovabl e and/ or

toCRA NS RO [EEP RO flash mémoresanhéenemagntthooldig KE)-ROM,

optical disks, or tape. Such additional storage is

digital sersatiledlisks (BI\(D) 8r bthemopteabstatage, mbgnedigeas@ftes miagnetic

non-renovabl e storage 822. Conputer storage nedia may

tapes magaeticofisk istoeagsrat atlepnwadgaeti¢ storage Woviabs, @ gnyl other medium

non-renpvabl e nedi a i npl enented in any nethod or

whigh gen bgysebio siotsy %nged informptionswd wlieh cag be accessed by

onput er, readabl e instructions, data strugtures
tE? Shmaiing feivies 806, Agy fush a%mautefrﬁf@%ys%ﬁﬁ? #ewbPg Patiet the

LSRR S8 S SRR A0 BN R B3 e
31 A A M M R o
SRS BL g G, YRG5l 6 BN T
3R TPk 0 4 G305 1y 1 Ry ! o1

[pdede the Q%%hfu@iﬁgi REGLEBRIO N AR aMd Con&dD H€communication
accessed by the conputing devicé 800. Any such

oanFRoE 828 ttRitadIe wiRe ideviddyo SfnRahicalfwithetheevdbpnddtevices
The conputing device 800 nmay al so have an i nput

ghey hiehi(43)0v824 metiehrkaSusB yheaw ek 9BHS®N ap @it natGiogie 120 of Fig.
i nput device, touch input device, etc. An out put

deThecahshubizéiicuednnastian(s)i 328liayne sxaie of compmiunication media.
etc. may al so be included. These devices are well know
GCommbgication amediae exhynotypisellyli bz ussbadied byngoiputedOB4fiable
The conputing device 800 may al so contain a

ipgimetinns adeto sireniwiescpiograns 2Rduleas ompthendataeinde wiogslates! data
communi cate with other conputing devices . ]

signal, such as a carrier wave or other transport mechanism, and includes any
information delivery media. The term “modulated data signal” means a signal that
has one or more of its characteristics set or changed in such a manner as to encode
information in the signal. By way of example, and not limitation, communication
media includes wired media such as a wired network or direct-wired connection,
and wireless media such as acoustic, RF, infrared and other wireless media.
Computer readable media can be any available media that can be accessed by a
computer. By way of example, and not limitation, computer readable media may

comprise “computer storage media” and “communications media.”
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830, such as over a network. Such a network is shown

as the network 120 of Fig. 1. The communi cation
woamTaetdzen(s) 828 i s one exanpl e of communi caPCOMS2006/032156

medi a. Conmuni cation nmedia may typically be enbodi ed

by conputer readable instructions, data structures,

program nodul es, or other data in a nodul ated data

$0095%| , Variots amdales and itethnivaee nay et describedaharpior in the general

mechani sm and i ncludes any information delivery

cenitst. of Thmptier-exdontahl¢ dstrdctitants asush g program ansdudess exgrated by
~that has one or nore of its characteristics set or

ehauvg arotercosuiiiera gragther degiceso &isvoradlyi pragramt modules include

the signal. By way of exanple, and not |limtation,

ESHIRERI BEOErasms, nekiPets ﬁem@alé@ltw deta siastaesuel. dor sperforming

Wi red network qr direct-w, r gnnectdgr?d and reI ess

REGICULeS Rt agr AwalFsist, PaeIET ARGt et thdHer 'hese program
o
nﬁ%lcugedng%c%r% r%lra[ égl g&%lla}iag] Iptr a%llbe? g%sé 1 uet ggrgpllza%on ex%cutlon
tec ni quggt :’Irggﬁg ’gg@ecrﬂl%qg)%klnyel ;Oﬁﬂg %g genera es may be

coRbasE oPBgB?JIHéH gs; %%ﬁ?‘g# P Sus! B JHELAO N B xﬁ#ﬂ&n&ﬁanon of

program no by one or nore co

HeIE odBek GRS tecRIMBERIAY be RIREH BRI RSBl 'a&logﬁ Some form of
routines, prograns, objects, conponents, data

Sbih @ﬁgyfe@@abwh@dlaf or perform ng parti cuI ar tasks or

i mpl enment particul ar abstract data types. These

PO0BG] amWitiibud @snpié) émbbdintentschave be b ilRisaatst egd alvsariedy & is to
code or may be downl oaded and executed, such as in a

b nindedstowd cthaththeoinventivar isj nistt Hinited itorghe poemideatondiguration and
execution environnment. Typically, the functionality of
réseursen gleaenibrold ubeve. ma W aveus ombdifiedtians, détemgeshuamtl wsiations
desired in various enbodi ments. An inplenentation of
eppasentrip those skidlad in ewstart mar dempgdebin the arangesrensroperation, and
transmtted across _sonme formof conputer readable

delgilaof tho dbsioseh pmbodiziemis @r@mmoggm@mﬁomébﬁ scope of the
i| I,us&rated and described, it is to

claimed invention.

25



be understood that the invention is not [imted to the

preci se configuration and resources descri bed above.
wdani7mass2eodi fi cati ons, changes, and vari ati on8CT/US2006/032156

apparent to those skilled in the art nmay be nmade in

t he arrangenent, operation, and details of the

di scl osed enbodi nents herein w thout departing from

the scope of the clained invention. WHAT | S CLAI MED | S:

WHAT IeOhredMEPn®s i Si ng: receiving an authentication
request (208) that includes at |east a client

identifier and an encrypted aut hentication token

deri ved filom aAphethed,icoynpakingarti al aut hentication
tokens; attenpting to decrypt the encrypted

aut hent i ctaceiving skarhepdicatiomresjpest €208 dhat ineludepraidedshy client
authenticated comunicatjon if decryption is possible
igpntiier rad sacanetypies 2hentisatien foken dlgriveshftent a pfurelify of partial
ence:q)égt ed atét henti cation token is acceptable. 2. The
eherbigatinctekenshg to claim 1, wherein the encrypted

aut henti cati on.token, i ncl uges a client identifier and,
a chal | engéempingriiy deEbiRb dhe Con@issy 2rdenticgtipn stoken using a

vvheggi n tge client identifier identifies a client
WEF E&°@02(n)) desiring authenticated communi cation

v LR
SRS, £ SRS b St o

according to claim1l, wherein the encrypted
E{Z}E{eﬁgﬂﬁ cation token further includes a network

address of a client device (102(n)).
2. The method according to claim 1, wherein the encrypted

authentication token includes a client identifier and a challenge.

3. The method according to claim 2, wherein the client identifier
identifies a client device (102(n)) desiring authenticated communication with a

service provider (104(n)).

4, The method according to claim 2, wherein the challenge is
supplied by a service proviﬁer (104(n)) attempting to decrypt the encrypted

authentication token.

5. The method according to claim 1, wherein the encrypted

authentication token further includes a network address of a client device (102(n)).

6. An article of manufacture for use in programming a processor

(604), the article of manufacture comprising at least one computer readable storage
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6. An article of manufacture for use in programming a
processor (604), the article of manufacture conprising

wabkod7@asi26 one conput er readabl e st oragedevi ce PEDA)2006/032156
i ncludi ng at | east one conputer program (130) enbedded
therein that causes the processor (604) to performthe
met hod of claiml1. 7. A conputing device, conprising:

S ASOERRT A e AN ) 190 I ol 65
Qﬁsésoﬂl%%eﬁ%‘? (g(gllt) :1‘6’ g_el%nﬁh%in%tﬁod 8f cl4inf'et hod,

conprising: est shing a secure session (508) with a
session key if such a secure session (508) was not

est abl i shgd i nAacdAiRiing Wevike Qoastg: r ecei ving a

service provider ID and a chall enge supplied by a

service pagroctsor(d04) apd; encrypting a unique |ID of

an entity, a network address of the entity and the

chal | enge asnapbiye@0bY havisg bt least qiecodngeiterté@dfinble component
usi ng an encryption key derived froma secret key
(i3Rnhcapablsyofpetfotmg thd o8fliod)ofelaimhle encrypti on key;

and offering the encryption to the entity (102(n)),

the encryption usable when attenpting gain access to

the servi e prdvingidpd(congaising . 9. The net hod

according to claim8 wherein the session key is

gener at ed eFiablshing @ sewensassign (19) el a sepsion key if such a secure

aut henti cation key derjyed fromlogin credentials of
@%@0@2%9859%@1@9%%1185&;% PgViRye ﬁ@?@&‘éfﬁti on and an ID

of an authenti.cati on,server 6(1)) 0. The nefhod .
accor di ng r??&ﬂ@%?ﬁ?%%ﬂ@?@ﬁﬁﬁ ad PR Chige B TLPoS service
includ ssword and a user nane.1ll. The net hod
B’&kaéﬂﬁ@(ﬁ claim8, wherein the unique ID of an

entity (1Q2(n)). desiringrauthentj.cation i g derive .
fromat I géélﬁ){,uﬁ% aeLH’tlciu{% yID'Siof %ie {1%/, a networ §ddhdss o(% the entity
and the challenge supplied by a service provider (104(n)) using an encryption key
derived from a secret key unknown by a holder (106(i)) of the encryption key; and
offering the encryption to the entity (102(n)), the encryption usable

when attempting gain access to the service provider (104(n)).

9. The method according to claim 8, wherein the session key is
generated from an authentication key, the authentication key derived from login
credentials of the entity (102(n)) desiring authentication and an ID of an

authentication server (106(i)).

10. The method according to claim 9, wherein the login

credentials include a password and a user name.
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name. 12. The nethod according to claim9, wherein the

aut henti cation key and the unique ID of the entity
wO202(mnIeedesi ri ng aut henti cati on are gener at e@CiyuS2006/032156

nodul e (140) at the entity (102(n)) desiring

aut henti cation during an authentication procedure

establishing a secure session, the authentication key

and the upj querd DARAG KOG B oA u&f;éz%e‘i%y Q%gﬁ‘iﬁ%% D of an

authentication in a previous proce

SREP(£0208)) LR s MiBent¥BEHE 1N IENIY BbING Tekdt! 18 entity’s login
I ncl udes ‘éncrypting an itemor a signhature of an i1t'em
#dhge. i tem bei ng used to generate anot her session key

for subsequent secure comrunications. 14. The net hod
according to claim8 wherein receiving further

i ncl udes (2cei Theehedtibd dcbididd e tlamiviHerdia the adthktication
generate anot her session key for subsequent secure
loaynandnthe amiqmedD dbtheAmtity {102(18)) désirmag afithehticatiohatre wemerated
i n progranm ng a processor (604, 704, 804), the

tayr tai ahaelubef (beb)u b dhelr enticp nf D2 @) N glesiring eaigthewdivation during an
conput er readabl e storage device (606, 706, 806)
autladntidating procédume estoblishengrp seaure sesipmarthg sutbentication key and
810) enbedded therein that causes the processor (604,
the ani@e4 YD t mage kbowm tohendrstdred bof ag|aithengcatéon i a previous
nmet hod, conprising: receiving an authentication

PreeRsEs. at a plurality of authentication servers
(106(i)), the authentication request requesting

aut henti cafed gconmuni cati on,wth a service provider
(104(n)); Thnd T methochsnoriag fontve gtherep gpprypting further

B hier PG iz e Ut RPRE TR (5Rolke fenheing used to

BB R RO P R B >

14.  The method according to claim 8, wherein receiving further
includes receiving an item, the item will be used to generate another session key for

subsequent secure communications.

15.  An article of manufacture for use in programming a processof
(604, 704, 804), the article of manufacture comprising at least one computer
readable storage device (606, 706, 806) including at least one computer program
(610, 710, 810) embedded therein that causes the processor (604, 704, 804) to

perform the method of claim 8.
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the service provider (104(n)). 17. The nethod

according to claim 16, wherein each authentication
woeenwan4d2806(i1)) encrypts a partial authenti caPCOMNS2006/032156

token using a split key derived froma secret key

generated by the service provider (104(n)). 18. The

nmet hod according to claim 17, wherein a threshold

schene is used to generate split keys froma secret

key. 19. The nethod according to claim16, wherein the

aut henti cation request includes a service provider ID

and a chal | enge supplied by the service provider

(104(n)), 16he Aah¥h6& dehyisger | D bei ng associ at ed
with the service provider (104(n)). 20. The nethod

accor di NgréRivih@iaf skbhentlietici Peq@@sthatPaglidlity of authentication
aut henti cation token includes an ID of an entity

seevpre E06(HY), alt Mehdniticati@troq s uestingoauthdrtidated € ommunication
service provider (104(n)), a network address of the

withiatsyrvideQ@0widpr (184¢h)p aallal | enge supplied by the
service provider (104(n)).
each authentication server (106(i)) providing a partial authentication

token, the plurality of partial authentication tokens being usable together to
generate an authentication token used to attain authenticated communication with

the service provider (104(n)).

17." The method according to claim 16, wherein each
authentication server (106(i)) encrypts a partial authentication token using a split

key derived from a secret key generated by the service provider (104(n)).

18. The method according to claim 17, wherein a threshold

scheme is used to generate split keys from a secret key.

19.  The method according to claim 16, wherein the authentication
request includes a service provider ID and a challenge supplied by the service
provider (104(n)), the service provider ID being associated with the service

provider (104(n)).

20. The method according to claim 16, wherein each partial
authentication token includes an ID of an entity requesting authenticated
communication with the service provider (104(n)), a network address of the entity

(102(n)), and a challenge supplied by the service provider (104(n)).
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