CALCULATING METHOD USING ZERO-KNOWLEDGE PROOF-FRIENDLY
ONE-WAY FUNCTION, AND APPARATUS FOR IMPLEMENTING THE SAME

CROSS-REFERENCE TO RELATED APPLICATION

[0001] This application claims priority from Korean Patent Application No. 10-2022-
0060914 filed on May 18, 2022 in the Korean Intellectual Property Office and all the benefits

accruing, the contents of which in its entirety are herein incorporated by reference.

BACKGROUND
TECHNICAL FIELD

[0002] The present disclosure relates to a calculating method using a zero-knowledge
proof-friendly one-way function, and an apparatus for implementing the same, and more
particularly, to a calculating method using a zero-knowledge proof-friendly one-way function
to perform operation by using the zero-knowledge proof-friendly one-way function when a

digital signature is performed, and an apparatus for implementing the same.

DESCRIPTION OF THE RELATED ART

[0003] Recently, as the development of a quantum computer capable of hacking a
standard public key password such as RSA, elliptic curve cryptography, and the like is
advanced, standardization and research of post-quantum cryptography (PQC) which is a safe
password is actively ongoing internationally even after the invention of the quantum computer.
[0004] The zero-knowledge proof (ZKP)-based digital signature is a kind of a digital
signature using post-quantum cryptography (PQC), and is based on an MPC-in-the-head

paradigm suggested by Ishai, et al. in STOC of 2007.



[0005] As a main example of the zero-knowledge proof (ZKP)-based digital signature,
Picnic, which is a digital signature in which zero-knowledge proof of an MPC-in-the-head
method and a dedicated block cipher are combined, is used.

[0006] The zero-knowledge proof (ZKP)-based digital signature using a block cipher,
such as Picnic, is based on that an input/output pair of the block cipher is one-way function
value for a block cipher secret key, and follows a method in which a signature size is
proportional to the number of nonlinear operations such as a bitwise AND operation or S-box
operation of a block cipher.

[0007] The zero-knowledge proof-based digital signature using a block cipher
performs multi-party computation (MPC) of several times in parallel to make sure of safety
against an algebraic attack. For this reason, a problem occurs in that the number of nonlinear
operations of the block cipher is increased so that the signature size becomes very large. In
addition, as the signature size is increased, a problem occurs in that network transmission costs
are large.

[0008] Therefore, in designing the zero-knowledge proof-based digital signature, a
technology capable of significantly reducing a signature size while making sure of safety

against an algebraic attack is required.

SUMMARY

[0009] An object of an example embodiment of the present disclosure is to provide a
calculating method using a zero-knowledge proof-friendly one-way function capable of
reducing a signature size while being safe against an algebraic attack in designing a zero-
knowledge proof-based digital signature, and an apparatus for implementing the same.

[0010] Another object of an example embodiment of the present disclosure is to

provide a calculating method using a zero-knowledge proof-friendly one-way function capable
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of providing one-way function having a small number of nonlinear operations in designing a
zero-knowledge proof-based digital signature, and an apparatus for implementing the same.
[0011] Still another object of an example embodiment of the present disclosure is to
provide a calculating method using a zero-knowledge proof-friendly one-way function capable
of performing a zero-knowledge proof by using one-way function of a general form rather than
a block cipher in designing a zero-knowledge proof-based digital signature, and an apparatus
for implementing the same.

[0012] The objects of the present disclosure are not limited to those mentioned above
and additional objects of the present disclosure, which are not mentioned herein, will be
clearly understood by those skilled in the art from the following description of the present
disclosure.

[0013] According to an aspect of an example embodiment of the present disclosure,
there is provided a calculating method using a zero-knowledge proof-friendly one-way function,
performed by a computing device, the calculating method including: calculating a first
intermediate bit stream by inputting an input bit stream of a one-way function to an augmented
matrix, calculating a second intermediate bit stream by dividing the first intermediate bit stream
into a predetermined number of bit streams and inputting each of the predetermined number of
divided bit streams to a substitution-box (S-box), and outputting an output bit stream of the
one-way function by inputting the second intermediate bit stream to a reduced matrix.

[0014] Each of a length of the input bit stream and a length of the output bit stream of
the one-way function may be N (N being a natural number), each of a length of the first
intermediate bit stream and a length of the second intermediate bit stream may be M (M being
a natural number), where M is a multiple of N, and a length of a divided bit stream input to the

S-box may be L (L being a natural number), where L is a factor of M.



[0015] The S-box may include K number of sub S-boxes (K being a natural number
greater than or equal to 1), and the calculating the second intermediate bit stream may include:
dividing the first intermediate bit stream into K number of bit streams; and inputting each of
the K number of divided bit streams to each of the K number of sub S-boxes.

[0016] Each of the K number of sub S-boxes may have a nonlinear function for
performing a polynomial operation on a finite field.

[0017] The augmented matrix may include a binary matrix having a size of MxN, and
the reduced matrix may include a binary matrix having a size of NxM.

[0018] The calculating method may further include generating the augmented matrix,
wherein the generating the augmented matrix may include: configuring a first row and/or a first
column of the augmented matrix based on a random value; and configuring remaining rows or
remaining columns of the augmented matrix through a circular shift for the first row and/or the
first column.

[0019] The calculating method may further include generating the reduced matrix,
wherein the generating the reduced matrix may include: configuring a first row and/or a first
column of the reduced matrix based on a random value; and forming remaining rows or
remaining columns of the reduced matrix through a circular shift for the first row and/or the
first column.

[0020] The calculating method may further include configuring entire rows and/or
entire columns of the augmented matrix and entire rows and/or entire columns of the reduced
matrix based on random values.

[0021] The one-way function may be configured as a single round.



[0022] The calculating method may further include performing a zero-knowledge
proof-based digital signature by using the input bit stream and the output bit stream of the one-
way function.

[0023] The performing the zero-knowledge proof-based digital signature may include:
setting the input bit stream and the output bit stream as a secret key and a public key of a digital
signature, respectively; and generating signature data for the digital signature by inputting the
secret key and the public key to a proof function for a zero-knowledge proof.

[0024] According to an aspect of an example embodiment of the present disclosure,
there is provided a computing device including: one or more processors; and a storage
configured to store a computer program executable by the one or more processors, wherein the
computer program may include: first calculation code configured to cause the one or more
processors to calculate a first intermediate bit stream by inputting an input bit stream of a one-
way function to an augmented matrix; second calculation code configured to cause the one or
more processors to calculate a second intermediate bit stream by dividing the first intermediate
bit stream into a predetermined number of bit streams and inputting each of the predetermined
number of divided bit streams to S-box; and output code configured to cause the one or more
processors to output an output bit stream of the one-way function by inputting the second
intermediate bit stream to a reduced matrix.

[0025] Each of a length of the input bit stream and a length of the output bit stream of
the one-way function may be N (N being a natural number), each of a length of the first
intermediate bit stream and a length of the second intermediate bit stream may be M (M being
a natural number), where M is a multiple of N, and a length of a divided bit stream input to the

S-box may be L (L being a natural number), where L is a factor of M.



[0026] The S-box may include K number of sub S-boxes (K being a natural number
greater than or equal to 1), and the second calculation code may cause the one or more
processors to calculate the second intermediate bit stream by: dividing the first intermediate bit
stream into K number of bit streams; and inputting each of the K number of divided bit streams
to each of the K number of sub S-boxes.

[0027] Each of the K number of sub S-boxes may have a nonlinear function for
performing a polynomial operation on a finite field.

[0028] The augmented matrix may include a binary matrix having a size of MxN, and
the reduced matrix may include a binary matrix having a size of NxM.

[0029] The computer program may further include code configured to cause the one or
more processors to generate the augmented matrix by: configuring a first row and/or a first
column of the augmented matrix based on a random value, and configuring remaining rows or
remaining columns of the augmented matrix through a circular shift for the first row and/or the
first column.

[0030] The computer program may further include code configured to cause the one or
more processors to generate the reduced matrix by configuring a first row and/or a first column
of the reduced matrix based on a random value, and configuring remaining rows or remaining
columns of the reduced matrix through a circular shift for the first row and/or the first column.
[0031] The computer program may further include code configured to cause the one or
more processors to configure entire rows and/or entire columns of the augmented matrix and
entire rows and/or entire columns of the reduced matrix based on random values.

[0032] The computer program may further include code configured to cause the one or
more processors to perform a zero-knowledge proof-based digital signature by using the input

bit stream and the output bit stream of the one-way function, by: setting the input bit stream



and the output bit stream as a secret key and a public key of a digital signature, respectively;
and generating signature data for the digital signature by inputting the secret key and the public

key to a proof function for a zero-knowledge proof.

BRIEF DESCRIPTION OF THE DRAWINGS

[0033] The above and other aspects and features of the present disclosure will become
more apparent by describing in detail exemplary embodiments thereof with reference to the
attached drawings, in which:

[0034] FIG. 1is a flow chart illustrating a calculating method using a zero-knowledge

proof-friendly one-way function according to one embodiment of the present disclosure;

[0035] FIG. 2 is a flow chart illustrating a detailed process of some steps shown in
FIG. 1;
[0036] FIG. 3is an example illustrating an entire process constituting a zero-knowledge

proof-friendly one-way function according to some embodiments of the present disclosure;
[0037] FIG. 4 is an example of a calculation equation for configuring one-way function
calculated in each step of the entire process of FIG. 3;

[0038] FIG. 5 is a flow chart illustrating a method of generating an augmented matrix
according to some embodiments of the present disclosure;

[0039] FIG. 6 is a flow chart illustrating a method of generating a reduced matrix
according to some embodiments of the present disclosure;

[0040] FIG. 7 is a flow chart illustrating a method of performing a digital signature
according to some embodiments of the present disclosure;

[0041] FIG. 8 is an example illustrating input/output values when three algorithms for
digital signature are performed in accordance with some embodiments of the present disclosure;

and



[0042] FIG. 9 is a hardware schematic view illustrating an exemplary computing device

capable of implementing methods according to one embodiment of the present disclosure.

DETAILED DESCRIPTION OF THE DISCLOSURE

[0043] Hereinafter, example embodiments of the present disclosure will be described
with reference to the attached drawings. The advantages and features of the present disclosure
and methods of accomplishing the same may be understood more readily by reference to the
following detailed description of example embodiments and the accompanying drawings. The
present disclosure may, however, be embodied in many different forms and should not be
construed as being limited to the embodiments set forth herein. Rather, these embodiments are
provided so that this disclosure will be thorough and complete and will fully convey the concept
of the disclosure to those skilled in the art, and the present disclosure will be defined by the
appended claims and their equivalents.

[0044] In adding reference numerals to the components of each drawing, it should be
noted that the same reference numerals are assigned to the same components as much as
possible even though they are shown in different drawings. In addition, in describing the
present disclosure, when it is determined that the detailed description of the related well-known
configuration or function may obscure the gist of the present disclosure, the detailed description
thereof will be omitted.

[0045] Unless otherwise defined, all terms used in the present specification (including
technical and scientific terms) may be used in a sense that may be commonly understood by
those skilled in the art. In addition, the terms defined in the commonly used dictionaries are
not ideally or excessively interpreted unless they are specifically defined clearly. The

terminology used herein is for the purpose of describing particular embodiments only and is



not intended to be limiting of the disclosure. In this specification, the singular also includes the
plural unless specifically stated otherwise in the phrase.

[0046] In addition, in describing the component of this disclosure, terms, such as first,
second, A, B, (a), (b), may be used. These terms are only for distinguishing the components
from other components, and the nature or order of the components is not limited by the terms.
If a component is described as being “connected,” “coupled” or “contacted” to another
component, that component may be directly connected to or contacted with that other
component, but it should be understood that another component also may be “connected,”
“coupled” or “contacted” between each component.

[0047] The terms “comprise”, “include”, “have”, etc. when used in this specification,
specify the presence of stated features, integers, steps, operations, elements, components,
and/or combinations of them but do not preclude the presence or addition of one or more other
features, integers, steps, operations, elements, components, and/or combinations thereof.
[0048] Hereinafter, some embodiments of the present disclosure will be described in
detail with reference to the accompanying drawings.

[0049] FIG. 1 is a flow chart illustrating a calculating method using a zero-knowledge
proof-friendly one-way function according to one embodiment of the present disclosure.
[0050] A calculating method using a zero-knowledge proof-friendly one-way function
according to one embodiment of the present disclosure may be executed by a computing device
100 shown in FIG. 9. The computing device 100 for executing the method according to the
present embodiment may be a computing device having an application program execution
environment. The computing device 100 may be, for example, a device capable of performing

an operation function, such as a PC, a server, a laptop computer and a smart phone.



[0051] A description of a subject performing some steps included in the method
according to the embodiment of the present disclosure may be omitted, and in such a case, it is
noted that the subject is the computing device 100.

[0052] According to the embodiment of the present disclosure described below, a zero-
knowledge proof (ZKP) friendly one-way function, which is not the form of a block cipher,
may be configured.

[0053] First, in step S11, the computing device 100 calculates a first intermediate bit
stream by inputting an input bit stream of one-way function to an augmented matrix.

[0054] As one embodiment, when a length of the input bit stream is N (N is a natural
number), and an augmented matrix is implemented as a binary matrix having a size of MxN
(M is a natural number and a multiple of N), the length N of the input bit stream input to the
augmented matrix may be extended to calculate the first intermediate bit stream having a length
of M.

[0055] Next, in step S12, the computing device 100 divides the first intermediate bit
stream into a predetermined number of bit streams, and inputs each of the predetermined
number of divided bit streams to a substitution box (S-box) to calculate a second intermediate
bit stream. In this case, the S-box may be composed of one or more sub S-boxes.

[0056] Referring to FIG. 2, the step S12 may include a step S121 of dividing the first
intermediate bit stream into K number of bit streams (K is a natural number greater than or
equal to 1), and a step S122 of inputting each of the K number of divided bit streams into K
number of sub S-boxes. In this case, in the step S122, the K number of divided bit streams may
be respectively input to K number of large sub S-boxes having a high order. For example, each
S-box may be set to receive a bit stream having a length of at least 32 or more. The number K

of the sub S-boxes used in the present embodiment is equal to or greater than 1, and the
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maximum limited number of the sub S-boxes may be preset so that a size of a zero-knowledge
proof-based digital signature is not greater than a threshold value.

[0057] In the zero-knowledge proof using a conventional block cipher, several small
S-boxes having a low order are used and an S-box operation is performed in a table reference
method. However, when a large S-box with a high order is used as in the present embodiment,
the S-box operation may be implemented by a polynomial operation method on a finite field
instead of the table reference method.

[0058] As one embodiment, the sub S-box used in the step S122 may be defined as a
nonlinear function of performing a polynomial operation on a finite field F,s as expressed in

[Equation 1] below. In this case, an inverse operation in which the encryption property is safe

may be used when the polynomial operation is performed.
[0059] [Equation 1] S(x) =x~'inF,,

[0060] As described above, in step S122, when each of the K number of divided bit
streams is input to the sub S-box, the second intermediate bit stream having a length M may be
output through a polynomial operation by the sub S-box.

[0061] Next, in step S13, the computing device 100 inputs the second intermediate bit
stream to a reduced matrix and outputs an output bit stream of one-way function.

[0062] As one embodiment, when a length of the second intermediate bit stream
calculated through S-box operation in step S12 is M (M is a natural number and a multiple of
N), and a reduced matrix is implemented as a binary matrix having a size of NxM, the length
M of the second intermediate bit stream input to the reduced matrix may be reduced so that an

output bit stream having a length of N may be output.
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[0063] At this time, the length of the output bit stream of one-way function may be set
to have the same length N as the input bit stream of the one-way function input in step S11.
The length of the output bit stream of the one-way function may be set to be greater than the
length of the input bit stream. However, in this case, safety against the algebraic attack is
increased, but the number of S-box operations is increased, whereby the size of the signature
is not significantly reduced. Therefore, the input bit stream and the output bit stream of the
one-way function are set to have the same length in order to make sure of safety against the
algebraic attack and reduce the size of the signature.

[0064] As described above, by performing the steps S11 to S13, a zero-knowledge
proof-friendly one-way function, which is not the form of a block cipher, may be configured
as a single round.

[0065] In the method according to the embodiment of the present disclosure as
described above, it is possible to minimize the number of S-boxes for performing a nonlinear
operation while making sure of safety against the algebraic attack, thereby remarkably reducing
the size of the digital signature. As a result, it is possible to reduce network transmission costs
generated when the zero-knowledge proof-based digital signature is performed.

[0066] FIG. 3is an example illustrating an entire process constituting a zero-knowledge
proof-friendly one-way function according to some embodiments of the present disclosure.
Each step of the entire process shown in FIG. 3 corresponds to the steps S11 to S13 described
in FIG. 1, and will be described through a detailed embodiment. The calculation equation used
for calculation in each step of the entire process of FIG. 3 may be obtained with reference to
FIG. 4.

[0067] First, the computing device 100 may previously set several parameters and

matrixes as follows in order to configure a zero-knowledge proof-friendly one-way function.
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[0068] n: length of input/output bit stream of one-way function

[0069] m: length of the extended first intermediate bit stream, and a multiple of n
[0070] £: length of input/output bit stream of S-box, and a factor of m

[0071] Lin,, : binary matrix of m X n

[0072] Lin,,,: binary matrix of n X m

[0073] In this case, the parameters n, m, and £ may be set to an optimal value to make

sure of safety against the algebraic attack while minimizing the size of the digital signature. As
an example, m may be set to a twice multiple of », and £ may be set to 16 or less.
[0074] The computing device 100 may calculate a first intermediate bit stream statel

33 having a length of m by inputting an input bit stream 31 of one-way function having a length

of n to an augmented matrix Lin,,, 32.
[0075] Next, the computing device 100 may divide the first intermediate bit stream

statel 33 into ? bit streams having a length of £ (331), and may input each of the divided bit
streams u; € {0,1}* to % sub S-boxes 341, 342, 343 and 344 to calculate a second intermediate

bit stream state2 35 having a length of m. In this case, each of the S-boxes 341, 342, 343 and

344 may be a nonlinear function for performing a polynomial operation on a finite field.
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[0076] Finally, the computing device 100 may calculate an output bit stream 37 of one-

way function having a length of n by inputting the second intermediate bit stream state2 35

having a length of m to a reduced matrix Lin__. 36.

out

[0077] For example, the computing device 100 may set a value of a parameter as
n= 128 m= 2n =256, £ = ? = 64 to make sure of safety against an attack using a

quantum computer. In this case, the computing device 100 may configure one-way function
that inputs an input bit stream having a length of 128 to output an output bit stream having a

length of 128. In this case, in order to configure one-way function, the computing device 100

may use four (%) sub S-boxes 341, 342, 343 and 344 of which input/output bit streams have a

length of 64 (£).

[0078] According to the embodiment, it is possible to reduce the size of the digital
signature by reducing the number of nonlinear operations by using the minimum number of
large S-boxes having a high order.

[0079] FIG. 5 is a flow chart illustrating a method of generating an augmented matrix
according to some embodiments of the present disclosure. In FIG. 5, a flow of a step of
generating an augmented matrix in advance to perform the steps S11 to S13 in FIG. 1 will be
described.

[0080] Referring to FIG. 5, the step S11 of FIG. 1 may include step S111 and step S112
of generating an augmented matrix. That is, the augmented matrix may be generated in advance
to calculate a first intermediate bit stream having a length greater than that of the input bit

stream by inputting the input bit stream of the one-way function to the augmented matrix.
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[0081] As one embodiment, in step S111, a first row and/or a first column of the
augmented matrix may be configured as a random value, and in step S112, the remaining rows
and/or the remaining columns of the augmented matrix may be configured through a circular

shift for the first row and/or the first column.

[0082] For example, in order to generate the augmented matrix Lin,, 32 in FIG. 3, a

first row of Lin,, 32 may be configured as a random value, and the (i)th row of Lin, , 32 may

be configured as a vector obtained by shifting the (i-1)th row to the right as much as one space

(2<i<m). That is, a method of shifting an immediately previous row to the right may be applied
to the second row to the (m)th row of Lin, ; 32, whereby a matrix in a form in which values are

circular-shifted may be configured.

[0083] FIG. 6 is a flow chart illustrating a method of generating a reduced matrix
according to some embodiments of the present disclosure. In FIG. 6, a flow of a step of
generating a reduced matrix in advance to perform the steps S11 to S13 in FIG. 1 will be
described.

[0084] Referring to FIG. 6, the step S13 of FIG. 1 may include step S131 and step S132
of generating a reduced matrix. That is, in order to output an output bit stream of one-way
function having a length smaller than that of the second intermediate bit stream by inputting
the second intermediate bit stream calculated from S-box to the reduced matrix, the reduced
matrix may be generated in advance.

[0085] As one embodiment, in step S131, a first row and/or a first column of the
reduced matrix may be configured as a random value, and in step S132, the remaining rows
and/or the remaining columns of the reduced matrix may be configured through a circular shift

for the first row and/or the first column.
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[0086] For example, in order to generate a reduced matrix Lin__. 36 in FIG. 3, a first

out

column of Lin__. 36 may be configured as a random value, and the (i)th column of Lin__. 36

out out

may be configured as a vector obtained by shifting the (i-1)th column to a downward direction
as much as one space (2<i<m). That is, a method of shifting an immediately previous column

to a downward direction may be sequentially applied to the second column to (m)th column of
Lin,,, 36, whereby a matrix in a form in which values are circular-shifted may be configured.

In this way, a method for configuring a matrix through a circular shift may provide an effect
of maintaining an input information amount as it is when outputting the same.

[0087] As described above, in FIGS. 5 and 6, in order to generate an augmented matrix
and a reduced matrix, the first row and/or the first column is configured as a random value, and
the remaining rows and/or columns are configured through a circular shift, but the present
disclosure is not limited thereto.

[0088] As one embodiment, when the augmented matrix and the reduced matrix are
generated, a method of configuring entire rows and/or entire columns as random values may
be applied.

[0089] FIG. 7 is a flow chart illustrating a method of performing a digital signature
according to some embodiments of the present disclosure. Referring to FIG. 7, when a zero-
knowledge proof-friendly one-way function is configured by performing the steps S11 to S13
in FIG. 1, step S14 of performing a digital signature using the zero-knowledge proof-friendly
one-way function may be additionally performed.

[0090] As one embodiment, in step S14, the computing device 100 may perform a zero-
knowledge proof-based digital signature by using an input bit stream and an output bit stream

of one-way function.
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[0091] In this case, the step S14 may include a step S141 of setting an input bit stream
and an output bit stream as a secret key and a public key of a digital signature, respectively,
and a step S142 of generating signature data for the digital signature by inputting the secret key
and the public key to a proof function for the zero-knowledge proof.

[0092] As one embodiment, referring to FIG. 8, three algorithms may be sequentially
performed to perform the zero-knowledge proof-based digital signature by using the input bit
stream and the output bit stream of one-way function. The three algorithms of the digital
signature may include, for example, a key generation part 82, a signature generation part 83,
and a key verification part 84.

[0093] For example, when a zero-knowledge proof-friendly one-way function F(x) is
configured to output an output bit stream ‘y’ having a length of ‘n’ by inputting an input bit
stream ‘X’ having a length of ‘n’, the key generation part 82, the signature generation part 83
and the key verification part 84 may be sequentially performed with respect to a set L(y, X) 81.

[0094] First, in the key generation part 82, the computing device 100 may generate a
random value having a length of ‘n’ with respect to a safety parameter A as the input bit stream

‘x’, which may be used to set the secret key sk and the public key pk of the digital signature.
At this time, the input bit stream x” may be set as the secret key sk of the digital signature, and
the output bit stream y=F(x) of the one-way function may be set as the public key pk of the
digital signature.

[0095] Next, in the signature generation part 83, the computing device 100 may
generate signature data o for the digital signature by inputting the secret key sk and the public

key pk, which are set in the key generation part 82, together with a message ‘m’, to a proof

function ZK.Prove for zero-knowledge proof.
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[0096] Finally, in the key verification part 84, the computing device 100 may output a

verification result value by inputting the signature data o generated in the signature generation

part 83 and the public key pk to a verification function ZK.Verify for zero-knowledge
verification. At this time, the verification result value is output as 0 or 1, and when the
verification result value is 1, it means that a verifier has successfully generated the signature
without knowing the secret key sk.

[0097] According to the embodiment of the present disclosure as described above, in
generating the zero-knowledge proof-based digital signature, the zero-knowledge proof-
friendly one-way function may be configured to provide an effect of significantly reducing the

signature size while being safe against the algebraic attack.

[0098] FIG. 9 is a hardware configuration diagram of an exemplary computing device
100.
[0099] Referring to FIG. 9, the computing device 100 may include one or more

processors 101, a bus 107, a network interface 102, a memory 103, which loads a computer
program 105 executed by the processors 101, and a storage 104 for storing the computer
program 105.

[0100] The processor 101 controls overall operations of each component of computing
device 100. The processor 101 may be configured to include at least one of a Central Processing
Unit (CPU), a Micro Processor Unit (MPU), a Micro Controller Unit (MCU), a Graphics
Processing Unit (GPU), or any type of processor well known in the art. Further, the processor
101 may perform calculations on at least one application or program for executing a
method/operation according to various embodiments of the present disclosure. The computing

device 100 may have one or more processors.
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[0101] The memory 103 stores various data, instructions and/or information. The
memory 103 may load one or more programs 105 from the storage 104 to execute
methods/operations according to various embodiments of the present disclosure. An example
of the memory 103 may be a RAM, but is not limited thereto.

[0102] The bus 107 provides communication between components of computing
device 100. The bus 107 may be implemented as various types of bus such as an address bus,
a data bus and a control bus.

[0103] The network interface 102 supports wired and wireless internet communication
of the computing device 100. The network interface 102 may support various communication
methods other than internet communication. To this end, the network interface 102 may be
configured to comprise a communication module well known in the art of the present disclosure.
[0104] The storage 104 may non-temporarily store one or more computer programs
105. The storage 104 may be configured to comprise a non-volatile memory, such as a Read
Only Memory (ROM), an Erasable Programmable ROM (EPROM), an Electrically Erasable
Programmable ROM (EEPROM), a flash memory, a hard disk, a removable disk, or any type
of computer readable recording medium well known in the art.

[0105] The computer program 105 may include one or more instructions, on which the
methods/operations according to various embodiments of the present disclosure are
implemented. When the computer program 105 is loaded on the memory 103, the processor
101 may perform the methods/operations in accordance with various embodiments of the
present disclosure by executing the one or more instructions.

[0106] As one embodiment, a computer program 105 may include instructions for
performing a step of calculating a first intermediate bit stream by inputting an input bit stream

of one-way function to an augmented matrix, a step of calculating a second intermediate bit
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stream by dividing the first intermediate bit stream into a predetermined number of bit streams
and inputting each of the divided predetermined number of bit streams to S-box, and a step of
outputting an output bit stream of the one-way function by inputting the second intermediate
bit stream to a reduced matrix.

[0107] The technical features of the present disclosure described so far may be
embodied as computer readable codes on a computer readable medium. The computer readable
medium may be, for example, a removable recording medium (CD, DVD, Blu-ray disc, USB
storage device, removable hard disk) or a fixed recording medium (ROM, RAM, computer
equipped hard disk). The computer program recorded on the computer readable medium may
be transmitted to other computing device via a network such as internet and installed in the
other computing device, thereby being used in the other computing device.

[0108] Although operations are shown in a specific order in the drawings, it should not
be understood that desired results may be obtained when the operations must be performed in
the specific order or sequential order or when all of the operations must be performed. In
certain situations, multitasking and parallel processing may be advantageous. According to the
above-described embodiments, it should not be understood that the separation of various
configurations is necessarily required, and it should be understood that the described program
components and systems may generally be integrated together into a single software product
or be packaged into multiple software products.

[0109] In concluding the detailed description, those skilled in the art will appreciate
that many variations and modifications may be made to the example embodiments without
substantially departing from the principles of the present disclosure. Therefore, the example
embodiments of the disclosure are used in a generic and descriptive sense only and not for

purposes of limitation.
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What is Claimed is:

1. A calculating method using a zero-knowledge proof-friendly one-way function,
performed by a computing device, the calculating method comprising:

calculating a first intermediate bit stream by inputting an input bit stream of a one-way
function to an augmented matrix;

calculating a second intermediate bit stream by dividing the first intermediate bit stream
into a predetermined number of bit streams and inputting each of the predetermined number of
divided bit streams to a substitution-box (S-box); and

outputting an output bit stream of the one-way function by inputting the second

intermediate bit stream to a reduced matrix.

2. The calculating method of claim 1, wherein each of a length of the input bit
stream and a length of the output bit stream of the one-way function is N (N being a natural
number),

each of a length of the first intermediate bit stream and a length of the second
intermediate bit stream is M (M being a natural number), where M is a multiple of N, and

a length of a divided bit stream input to the S-box is L (L being a natural number),

where L is a factor of M.

3. The calculating method of claim 1, wherein the S-box includes K number of sub
S-boxes (K being a natural number greater than or equal to 1), and the calculating the second
intermediate bit stream includes:

dividing the first intermediate bit stream into K number of bit streams; and
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inputting each of the K number of divided bit streams to each of the K number of sub

S-boxes.

4. The calculating method of claim 3, wherein each of the K number of sub S-

boxes has a nonlinear function for performing a polynomial operation on a finite field.

5. The calculating method of claim 2, wherein the augmented matrix comprises a
binary matrix having a size of MxN, and the reduced matrix comprises a binary matrix having

a size of NxM.

6. The calculating method of claim 5, further comprising generating the
augmented matrix,

wherein the generating the augmented matrix includes:

configuring a first row and/or a first column of the augmented matrix based on a random
value; and

configuring remaining rows or remaining columns of the augmented matrix through a

circular shift for the first row and/or the first column.

7. The calculating method of claim 5, further comprising generating the reduced
matrix,

wherein the generating the reduced matrix includes:

configuring a first row and/or a first column of the reduced matrix based on a random

value; and
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forming remaining rows or remaining columns of the reduced matrix through a circular

shift for the first row and/or the first column.

8. The calculating method of claim 5, further comprising configuring entire rows
and/or entire columns of the augmented matrix and entire rows and/or entire columns of the

reduced matrix based on random values.

9. The calculating method of claim 1, wherein the one-way function is configured

as a single round.

10.  The calculating method of claim 1, further comprising performing a zero-
knowledge proof-based digital signature by using the input bit stream and the output bit stream

of the one-way function.

11.  The calculating method of claim 10, wherein the performing the zero-
knowledge proof-based digital signature includes:

setting the input bit stream and the output bit stream as a secret key and a public key of
a digital signature, respectively; and

generating signature data for the digital signature by inputting the secret key and the

public key to a proof function for a zero-knowledge proof.

12. A computing device comprising:

one or more processors; and
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a storage configured to store a computer program executable by the one or more
processors, wherein the computer program comprises:

first calculation code configured to cause the one or more processors to calculate a first
intermediate bit stream by inputting an input bit stream of a one-way function to an augmented
matrix;

second calculation code configured to cause the one or more processors to calculate a
second intermediate bit stream by dividing the first intermediate bit stream into a predetermined
number of bit streams and inputting each of the predetermined number of divided bit streams
to S-box; and

output code configured to cause the one or more processors to output an output bit
stream of the one-way function by inputting the second intermediate bit stream to a reduced

matrix.

13.  The computing device of claim 12, wherein each of a length of the input bit
stream and a length of the output bit stream of the one-way function is N (N being a natural
number),

each of a length of the first intermediate bit stream and a length of the second
intermediate bit stream is M (M being a natural number), where M is a multiple of N, and

a length of a divided bit stream input to the S-box is L (L being a natural number),

where L is a factor of M.

14.  The computing device of claim 12, wherein the S-box includes K number of

sub S-boxes (K being a natural number greater than or equal to 1), and
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the second calculation code causes the one or more processors to calculate the second
intermediate bit stream by:

dividing the first intermediate bit stream into K number of bit streams; and

inputting each of the K number of divided bit streams to each of the K number of sub

S-boxes.

15.  The computing device of claim 14, wherein each of the K number of sub S-

boxes has a nonlinear function for performing a polynomial operation on a finite field.

16.  The computing device of claim 13, wherein the augmented matrix comprises a
binary matrix having a size of MxN, and the reduced matrix comprises a binary matrix having

a size of NxM.

17.  The computing device of claim 16, wherein the computer program further
includes code configured to cause the one or more processors to generate the augmented matrix
by:

configuring a first row and/or a first column of the augmented matrix based on a random
value, and

configuring remaining rows or remaining columns of the augmented matrix through a

circular shift for the first row and/or the first column.

18.  The computing device of claim 16, wherein the computer program further
includes code configured to cause the one or more processors to generate the reduced matrix

by configuring a first row and/or a first column of the reduced matrix based on a random value,
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and configuring remaining rows or remaining columns of the reduced matrix through a circular

shift for the first row and/or the first column.

19.  The computing device of claim 16, wherein the computer program further
includes code configured to cause the one or more processors to configure entire rows and/or
entire columns of the augmented matrix and entire rows and/or entire columns of the reduced

matrix based on random values.

20.  The computing device of claim 12, wherein the computer program further
includes code configured to cause the one or more processors to perform a zero-knowledge
proof-based digital signature by using the input bit stream and the output bit stream of the one-
way function, by:

setting the input bit stream and the output bit stream as a secret key and a public key of
a digital signature, respectively; and

generating signature data for the digital signature by inputting the secret key and the

public key to a proof function for a zero-knowledge proof.
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