WO 2012/112237

PCT/US2012/020819

100 1/6 FIG. 1
AIRPORT ENVIRONMENT :‘f 7
E COMMUNICATIONS LINKS
Pt
AIRPORT 102
108 ~_ NETWORK AIRCRAFT
110 E-ENABLED 114
N N AIRCRAFT 7
DATA PROCESSING SYSTEMS Ng;‘gg?gg?ﬁ??
POLICY MANAGEMENT SYSTEM 120 BYSTEM
CYBER-SECURITY SYSTEM 121 , NET;NQRK
POLICY SPECIFIER 123 ’E/ 22 116
128~ INPUT - POLICIES 1/}8
127~ \NFORMATION FORMAT 131 Nue‘giiz OF
i i PROCESSING
SYSTEMS
130 POLICY MANAGER 124 —
. 14
POLICY 134 Py,
POLICY DATABASE || DECISION MAKER — 112
e P THREAT X
BOLICY 128 LEVEL 104
132~"] ANALYZER GROUP OF -
135~"| POLICIES
POLICY NUMBER OF
138" UPDATER || 142~ ACTIONS
POLICY ENFORCER 136 o 106
140~ _NUMBER OF UNDESIRED EVENTS NETWORK DATA
PROCESSING
. & SYSTEM
¥ ¥
NUMBER OF AGENTS




WO 2012/112237 PCT/US2012/020819

2/6
128 _—
\ FIG. 2
INPUT
200~ SAFETY INPUT SECURITY NPUT 7 202
o0 RUSINESS INPUT OPERATIONAL INPUT 206
122 -
\ FiG. 3
POLICIES
300~ SECURITY POLICY COMMUNICATIONS POLICY V7 310
302~ SAFETY POLICY COMPUTER ACCESS POLICY 7 312
304" BUSINESS POLICY PHYSICAL ACCESS POLICY 314
306" AIRPORT RPOLICY NETWORK ACCESS POLICY b 16
08— AIRCRAFT ACCESS POLICY
400 —
\ FIG. 4
USER DOMAINS
402~ AIRCRAFT AIRLINE |~404
406~ AIRPORT PASSENGER 408
AIR TRAFFIC TRANSPORTATION SECURITY
4107 MANAGEMENT (ATM) ADMINISTRATION (TSA} 412




WO 2012/112237

FIG. 5 <

PCT/US2012/020819

3/6

500

f

504
N

DATA PROCESSING SYSTEM

516~ 0%

5?6 STORAGE DEVICES 508

/

PROCESSOR UNIT

MEMORY

PERSISTENT

STORAGE

@ 5@3

<

510
N

@ 5)2

@ 5{;4

COMMUNICATIONS INPUT/OUTPUT

UNIT UNIT

DISPLAY

>

i

COMPUTER PROGRAM PRODUCT

COMPUTER READABLE MEDIA
PROGRAM CQDE

;
518

COMPUTER READABLE
STORAGE MEDIA

4 526
524 /
COMPUTER READABLE
SIGNAL MEDIA

7

520

T\ 527




WO 2012/112237

4/6

PCT/US2012/020819

612

1-610

608

606

-804

6@i
614 816 618 620 602
) ) N / £
SAFETY SECURITY BUSINESS | OPERATIONAL |  THREAT
EVENT EVENT EVENT EVENT LEVELS
3 4 NA NA RED
2 3 NA NA ORANGE
1 2 3 3 YELLOW
0 (/ 1 2 2 BLUE
0 \ o g 1 1 GREEN
'j o
624 622 Fi(G. 6
(START )
¥
800 ~J \nENTIFY A THREAT LEVEL FOR AN AIRPORT
‘f
IDENTIEY A GROUP OF POLICIES FOR A
802~ NETWORK DATA PROCESSING SYSTEM AT
THE AIRPORT BASED ON THE THREAT
LEVEL [DENTIFIED FOR THE AIRPORT
¥
INITIATE ENFORCEMENT OF THE GROUP
604 OF POLICIES IN THE NETWORK DATA
PROCESSING SYSTEM AT THE AIRPORT

¥

( END )
FIG. 8




PCT/US2012/020819

WO 2012/112237

5/6

HAAMES

gz H3AEE J0EH0-M0OVE INTUIY

LHOdMY \A\@wm
AR Jpe | MEISKS 0L
“ 7 oNYTIEANNS
&
i
m ¥
m SLNIOH SSI00V SSTTIHIM _~YeL
| HIAM3S . .
| ONMOLINOW
M HHOMLIN ; v
LHOdMMY e o =
L= Lge & LT & |
> e WELSAS ZONYNIINIVIY -004
AW Y QN 3190 WILSAS IONYNILNIVI L8O
N
804
Aﬁ/..f..
WILSAS ONISSEO0Ud , 004
VLYO MHOMLIN :
HEOYNVISRIOMIAN R
5
WIS
LN g RV w | SNIVNOQUISA o0 » TEATTIVENHL N e
0g/ - 97 SN0 zeg HIDYNYI ADIIOd 08l v
WILSAS INTWIDYNYIN A0 ¥04

L DId



WO 2012/112237

‘ilﬁﬁﬁﬁlb

PCT/US2012/020819

FIG. 9

8900~

RECEEVE INPUT

¥

802~

GENERATE POLICIES BASED
ON THE INPUT RECENVED

¥

904~

SEND THE POLICIES TO
APCOLICY MANAGER

Ty

906~

ANALYZE THE POLICIES TO
VERIFY THAT THE POLICIES ARE
CORRECT AND COMPLETE

YES

810
N¥

UPDATE

ARE

TO THE

S _NEEDED? -

THE
POLICIES

IDENTIFY ATHREAT
LEVEL FOR THE ARRPORT

]

¥

914"

SELECT A GROUP OF
POLICIES FROM THE POLICIES
TO BE ENFORCED INTHE
NETWORK DATA PROCESSING
SYSTEM AT THE AIRPORT
ANDIOR ANY NETWORK DATA
PROCESSING SYSTEMS IN
AIRCRAFT AT THE AIRPORT

¥

916"

SEND THE GROUP OF POLICIES
TO ANUMBER OF AGENTS
RUNNING ON THE NETWORK
DATA PROCESSING SYSTEM AT
THE AIRPORT AND/OR NETWORK
DATA PROCESSING SYSTEMS N
AIRCRAFT AT THE AIRPORT

¥

918~

IMPLEMENT THE GROUP OF
POLICIES AT THE DATA
PROCESSING SYSTEMS IN THE
NETWORK DATA PROCESSING
SYSTEMS ON WHICH THE NUMBER
OF AGENTS IS LOCATED

¥

SEND INFORMATION TO
THE POLICY MANAGER

~920

s
4

k

MONITOR FOR UNDESIRED
EVENTS USING THE
INFORMATION PROVIDED
BY THE NUMBER OF AGENTS

822

7 ANUMBER "X
OF UNDESIRED EVENTS

<~ DETECTED USING THE INFORMATION
™. PROVIDED BY THE NEJMBER

. OFAGENTS -

[DENTIFY A NUMBER OF
ACTIONS TO BE TAKEN
BASED ON THE NUMBER OF
UNDESIRED EVENTS

~926

¥

SEND OUT NOTIFICATIONS
FOR PERFORMING THE
NUMBER OF ACTIONS

928

A CHANGE TO

. EVENTS .

936

_~THE THREAT LEVEL FOR THE ™
<_AIRPORT OCCURRED BASED ON THE >
. JUMBER OF UNDESIRED .~

IDENTIFY CHANGES TO THE
POLICIES BASED ON THE
NUMBER OF UNDESIRED

EVENTS AND THE CHANGE

TO THE THREAT LEVEL

932

¥

UPDATE THE POLICIES WITH
THE CHANGES IDENTIFIED

034




