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15 decryption. This requires prior communication between both persons over a

secure channel, so that they may agree on a key. An example secret-key system
is the Data Encryption Standard (DES).
There exist systems for communicating securely over public networks
using only secret-key cryptography, for example MIT's Kerberos system.
20 However, these schemes do not scale well to large, inter-organizational
populations, and they also carry extra security procedures.
Public-Key Cryptography
Each public-key cryptosystem has its own technical nuances, however
they each have the same basic property that given an encryption key it is
25 computationally infeasible to determine the decryption key (and vice-versa). This
property lets a person publish their encryption key. Anyone else can use that
public key to encrypt a message but only the person can decipher with the private
key. That person “owns” the “key-pair.” In practice, computing a public-key cipher
takes much longer than encoding the same message with a secret-key system.
30 This has lead to the practice of encrypting messages with a secret-key system
such as DES, then encoding the secret key itself with a public-key system such
as RSA. That is, the public-key system “transports” the secret key. Since the
secret key is usually much shorter than the message, this technique results in
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15 sole possessor of the encryption key. That person has effectively “signed” the
message.
Hash Functions

Typically, to digitally sign a message, rather than encrypt the message

using a public-key scheme, the message is hashed using a cryptographic hash

20 function, and the hash is encrypted. A cryptographic hash function maps an
arbitrary-length message to a fixed number of bits. Hash functions have the
following properties:

They are collision-free: it is computationally infeasible to find two different
messages that have the same hash;

25 They are one-way: given a message hash, it is computationally infeasible to
find any message with the same hash value.

The first property in fact implies the second but both are listed to better
illustrate the concept. Hash functions are also called message digest or
fingerprint algorithms. For example MD5 and SHA-1.

30 As stated above, digitally signing a message using hashes is a two-step
process. The message is first hashed and its hash result is then encrypted using
a public-key scheme. Next the message is transmitted along with its encrypted
hash. In order to verify the signature, the recipient needs to hash the message,
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using a public-key schene. Next the nessage is transmtted along with its
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This is a very broad definition of a certificate. At its most basic, a

certificate is merely a public key value. In more traditional terms, a certificate is a
collection of information that has been digitally signed by its issuer. Such
20 certificates are distinguished by the kind of information they contain.

A certificate user is an entity who relies upon the information contained in a
ceriificate. The certificate user trusts the issuing authority to issue “true”
certificates. That is, certificates which truly identify the subject and its public key
(in the cése of identity certificates), or which truly describe a subject’s credentials

25 (in the case of credential certificates). The certificate issuer is commonly called a
certification authority (CA).

To help illustrate these concepts, we present an example using identity
certificates. Imagine that Person A wishes to securely communicate with Person
B using a public key cryptosystem. Person A needs to know the value of Person

30 B’s public encrypting key. Without a PKI, Person A must have direct knowledge
of that key, i.e. Person B must communicate it to Person A via a secure channel.
If Person A also wishes to communicate with Person C, then Person A must also

have direct knowledge of Person C’s public encrypting key.
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A PKI can use either or both methods. How a certificate user validates

certificates is a basic PKI characteristic.
Closely related to the validation method is ceriificate revocation. -

20 Certificate revocation is the process of letting users know when the information in
a certificate becomes unexpectedly invalid. This can occur when a subject’s
private key becomes compromised, or, more benignly, when a certificate’s
identifying information changes for example the subject gets a new telephone
number.

25 If a certificate is validated online with the CA every time it is used then the
revocation problem becomes trivial, as the CA can simply state that the certificate
is no longer valid. However, when validity periods are employed, the certificate
revocation method becomes critical (especially in the case of private-key
compromise). How a PKI revokes certificates is a basic PKI characteristic.

30 In the absence of online approaches, the most common revocation method
uses certificate revocation lists (CRLs). A CRL is a list of revoked certificates that
is signed and periodically issued by a CA. ltis essential that the user check the
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A time stamp is a certification by a trusted third party, who is recognized as
having a reliable timekeeping device that a particular message existed at a
specific time and date. In the traditional paper context, notaries often perform a

20 time-keeping function by indicating the date on which a document was signed. In
the digital context, trusted third parties generate a trusted time stamp for a given
message by having a time-stamping service append a time value to a message
(or to a digest of it) and then digitally signing the result. Such a digital time-stamp
maybe used as evidence in support of non-repudiation.

25 Digital Signature Applications

Digital information and data have numerous advantages over paper-based
information, such as the ability to convey data at the speed of light by using wide-
area networks (e.g. the Internet), or the ability to search more efficiently.
However, numerous problems (technical, legal and organizational) arise during

30 wide-scale employment of digital documents. One of the main problems that
hinder people from replacing ordinary documents with digital ones is related to
signatures. It is impossible to use ordinary hand-written signature for proving the
relationship between the signer and the document to be signed. For paper-based



Digital information and data have nunerous advant ages over paper-based

I nformati on, such as the ability to convey data at the speed of |ight by
usi ng w dwo oanasohet works (e.g. the Internet), or the abi PCHSGOo0EResr ch
nore efficiently. However, nunerous goblens (technical, |egal and

organi zational) arise during 30 wi de-scal e enpl oynent of digital docunents.

One of the nmi rabl.e { i f 1 ' reld
docunentlSoHetaRGH e Gaiter of WerELRFa ek pilecliofpnotneiduiatle
use or digh@hyritan nvhetfapRr snanaisingpdssiblprio\dlteg them witduitleavingi telliade ween
the signer and the docunment to be signed. Forqﬁ)aper-ba ?99\93 OB/ 8{;4308
PCT/ SGOsigrez 0§ or sligita) intermatien e deenebhas,su at‘i*ﬂ!“d&i%e} IR pgRYeen
pictures, etc S| e r ' e r b todied
rposs: i Gantaft of ipcigtitioticend e Slotady iin® [IHRE! ol b cortec

i pf OL 'Bitorlhiﬂibn\ﬁe o@lqmg@é hfmﬂeoneICﬂmeditgmg(a.g.r dlaed idisksBCD leéc)/vé@nanwthler,c@ht e]pt

of the docunent and the storage nedi um fa can copi 1 J1io0 o]
times f hensengedeaingnneverks ieqwihowt @Wctf'etq}' '%Pﬁéﬁ?&gﬂ%'{% ién@(?n tted
usi ng net . W i anldte [ EAt.i Ri®O0 way
to di stWf‘ials‘gh@&gﬁfnﬁﬁgé%%%?&gfﬁ%nd copy Jférgﬁﬁgltrggm?\?ugédocunént. It
is easwdsy ®hahgagenshyppatt off elecronicodocurdenifenexammple dyaksing Bytexdi ng a

t ext ditor. On L1, [ hi, ¢ . dsgi f

o di nar ytors G (rESIDILY ot 18 UseqRaRIPAPEIcanars BEeRRs Br IahERY o

si gnefy sﬁ%ﬁtu?&s.?b@fa‘?ggnﬁflﬂ@ it heddRcHemNforiedisy HeosigReANthat ecrodtsdt e key
ner usi ng° speci a

of the si sof t war e/ har dwar e. Dl%‘i@éal. signature can be
checked frifl thectesument to hy sigriedgand e yrivgteckeyiof the isignariiging dpesiddonds

to the private key of the signer. Digital | t : ot al
docunentsoftwarehaiyRER o 'fq{gség'%%te[ﬁ gaQ?Rf P%"Kq%gl %{%5&}%9%(2'& lgér%g ure of
one doc":ﬁ@.’“nigﬁ@gﬂ}blie%ﬂsﬁﬁt 2priespbAAL i te Privarokéeof thoaigmat Digitali f t he
docunent's in duestion difffer just b¥ a single character. u%llt?l
si gnat ursignatuee relatesda digital deeumenblaiiite sigaatory N §gRUTS @@‘3" RIS WaY ed- up)
secur | oal.s: Aut henticati i.nci L hahofiby t he
per so# %:Lgﬁ%.ﬁ\g'a%@ir%g&vxﬂ'ﬂ #%E@agﬁbﬁgﬂﬂg ﬁé?gméri% \sé?%\r/rl']éothf;% c%fsaiéloai m ng he
is, 20 ARt even if titedsdiimentshie cgestion siifiar just bye singlectrractenl |y sai d.
Non-repudi ation nmeans ability to prove to a thir ar%x@iﬁgﬂ. faé{"fudge) t hat
a letter or aDigitedisignaturescaiey Eiended fo gnget we, PR i (REHPOENL by
the clal LRy icaf¢ fcdiiRng@nl velifforanbi @yahbe by
usi ng di’ﬁf"%&ﬁg uéf%%cg[rﬁ)( ggalglo )'éﬁ"tgfénncaﬁbﬁ Hidarifc g _ o &) .
person communicating with him via a public network is who he is claiming he is,
20 and that (2) the things he seems saying are those he really said. Non-repudiation
"~ means ability to prove to a third party (e.g. a judge) that a letter or a document
received via a public network was written/sent by the claimed originator.
However, neither of these goals is achievable by using digital signatures alone:
additional technical and organizational measures should be taken. A digital
25 signature on its own doesn't carry much weight as technological evidence. It
should be accompanied by a chain of certificates leading to a trusted CA
certificate, revocation information (CRL or OCSP response or similar such
information) for all the certificates in the chain and a time-stamp over all this
information. The assumption being made here is that there is a set of trusted
30 Certificate authority certificates that the system/process trusts explicitly and
faithfully.
Any digitally signed information should also be associated with a signature

policy depending on the legal laws applicable to that signed document. Since all
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third party where the trust comes from. However, the second signature will have
the same concerns as the original signature.
EP 859488A2 titled “Method and Apparatus for authenticating electronic
20 documents” describes a system and a method for authenticating electronic
documents. This patent is similar fo US patent (US 5,748,738 mentioned above)

where the trusted party appends an “authenticator identification envelope”.

Object of the Invention
It is an object of this invention to provide an improved system for the

25 management of digital documents, stored in a database and in particular provide
for the authenticity of the documents.
SUMMARY OF THE INVENTION
With the above objects in mind the present invention provides in one
aspect an apparatus for the management of digital information in a database.
30 This apparatus includes a means for importing the digital information; means for
processing the digital information, wherein the digital information may include at
least one digital document, at least one digital signature, at least one public key
certificate, at least one archival policy; means for obtaining data from an external



where the trusted party appends an "authenticator identification envel ope".
hject of the Invention It is an object of this invention to provide an

I mproved wWoIBesm3doOr the 25 nanagenent of digital docunenPEr/Ssvor@dsin a
dat abase and in particular provide f@ the authenticity of the docunents.
SUMVARY OF THE | NVENTI ON Wth the above objects in m nd the present

i nvention provides in.one a : {fsYebof
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server, prafsraBRaResMEROS T protessinglthd digital infarmnation of theppiaraiug, when
cryptographi c details, and paynent nodel. Preferably the neans for

pr ocessiaognplatedirgiuras args 'ng/ﬂﬁoot e445€fhe apparatus when conpleted,

returpy a resrpn%?éalﬁgiftn Nattl i ne Afpdianismehidestiiie drirp infotratiompar at us

I ncludes tine s mation. "~ Preferably the data in_the apparatus
i ncl udes r evoRriéi@bly teodatatin tre apparatus includesHevaeation iRfarMatvPnar at us i s

bound with the digital infor, ion in.the { o Br t er nal
server in thePraigyably the a%ﬁadﬁgﬁe @ppParqtpy & gg”ﬁﬁ?\ﬁ@’ th%SCE é@élw&?%gﬁg?gbl y
t he rreantﬁeqj‘at ting the output information fromthe database in the
apparatus i s allowed based on the user access rights def] neg iq tBe
archi val pol i Beferabdy dthalexiernakeservanin #1e prparatisp SrieaAdrsed B i ng
t he out put
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Preferably the means of exporting the output information from the
database in the apparatus is allowed based on the user access rights defined in
the archival policy.
Preferably the means of importing and means of exporting the output
20 information from the database in the apparatus is in a network.
Preferably the network is a client-server configuration or a peer to peer

configuration.
Preferably the client-server or peer o peer configuration in the network is

web based.
25 Alternatively the client-server or peer to peer configuration in the network
may be electronic mail based.
Alternatively the client-server or peer io peer configuration in the network

may be file transfer protocol based.
Alternatively the client — server or peer to peer configuration in the network

30 may be wireless based.
In a further aspect the present invention provides an apparatus for the
management of digital information in a database, wherein the apparatus includes
a means for importing the digital information; means for processing the digital



20 information fromthe database in the apparatus is in a network.
Preferably the network is a client-server configuration or a peer to peer
confi gur awDan/03Bref erably the client-server or peer to pe®CTSoi/Heos ation
in the network is web based. 25 Altegnatively the client-server or peer to
peer configuration in the network may be electronic nmail based.

Alternatively.the client-seryer o 0 I | GuhaddiOoBnaN I
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| east one digital signature, at |east one EUbl ic key certificate, at |east
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gener at infighddifg digiabiiformationtclutting;hat is stored in the database. In yet a

further aspect the present invention proyides a systemfor managing
di gi tal i nf oraacebe me@n@dprn@Fea"'?QaQ‘&%“ﬁ'e'aﬁE"Pi N ecei ving the digital

nTOLRL o Bofh iAo AbaRs TR Kbt Rin e Traify SRicush e Axtémast one

extermal so . a processing neans for formatting the digital
i nf or matgopifcd; M@l an archival docunent using the data, and storing the
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The digital information may include at least one digi?al document, at least
15 one digital signature, at least one public key certificate, and at least one archival
policy.

In a further aspect the present invention provides a computer program
product including a computer usable medium having computer readable program
code and computer readable system code embodied on the medium for

20 managing digital information stored on a storage means within a data processing
system, the computer program product further including computer readable code
within the computer usable medium for:

receiving the digital information;

obtaining data from at least one external source;

25 formatting the digital information into an archival document using the data,
and storing archival document in the storage means.
BRIEF DESCRIPTION OF THE DRAWINGS
A small number of embodiments of the invention are described hereinaiter

with reference to the drawings, in which:



product including a conputer usabl e nedi um havi ng conput er readabl e program
code and conputer readable system code enbodi ed on the nediumfor 20
managi ng WogBnad308 nf ormati on stored on a storage neans w PRTSGal/d@va
processing system the conputer prog{f@m product further including conputer
readabl e code wthin the conputer usable nediumfor: receiving the digital

 nformation: (ORtA NN AALA T HANAN |f2Y AffalCXidiete! dotkneR aehival

formatting t o an archival docunment using the
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interaction wth b y in accordance with the first
enbodi nﬁ‘?f’?r‘ﬁweﬁx’@%t%%iggﬁro?f@gng%}domhart of the process when a user
perforns a seagch illusiratéiea diopahariust the (roESERVATN GNISH IMIOTARERSRAEH

EMBODI MENT The preferred enbodi nent of the present invention will be
di scusse theeappaiaiuSer in detail with reference to the acconpanying

dr aw ?E%b%hﬁgTﬁmﬁhgﬁEmme provi ded only as

exanple equent e present 1nvention is not intended to be
limted to tHeherpretérmeehtesnisddiment boft thes presery rgentienr wily bendisgugeed scope
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invention is not intended to be limited to the embodiments shown, but is to be

15 accorded the widest scope consistent with the principles and features disclosed
herein.

FIG. 1 shows a block diagram of a digital signed document archival
management information apparatus or system. An owner (which can be an
individual or an automated prbcess) 110 submits a set of digital information 120

20 which may include at least one digital document, at least one digital signature, at
least one public key certificate, and at least one archival policy to the apparatus or
system 180 through a network 130. The digital document should also contain the
public key certificate associated with any included signature or at the minimum an
indication of the signer of the document or a reference to a source where this

o5 certificate can be obtained. Any extra certificate that can facilitate the process of
certificate path validation is optional. The public key certificate should contain
information that can be used to trace the certificate path to a trusted CA certificate
or at least an indication on how this process can be achieved. The network 130
then passes on the digital information 120 to the system 180.

30 The preferred system 180 is constituted by various sub-modules which will
be described in detail. The digital information 120 is first passed on to the
Information importer 135 which formats the digital information 120 in a form
understood by the invention. |f the digital information 120 was supplied in an



20 which may include at | east one digital docunment, at |east one digital
signature, at |east one public key certificate, and at |east one archival
pol i cy t owDha/oaspar at us or system 180 through a network P80/SGOheo2ds git al
docunent should also contain the publit key certificate associated with
any included signature or at the mninmuman indication of the signer of

t he docu I 0 b8 i gkl i be
obt ai ned SeRep e 10 el of R ol PRl e R raloh IpoRer 1SbuTaY Sy
certifi cpasspthehinfoninatiahian) orsewvgn benamittethe Tiebformaked digitali infenmatiarmoul d

t ai i_nf | ti t t b d.t t th i fi t th,t
B T a7, e, ossed by B Iat iR rhgSec P bl el 2,
be achi eYﬁ%t%@'&Fﬁé&ﬁl}Méﬁt&,%cﬁ 8§ DLPARTPSreYBeAtith [ts] firmb didfnpisnetd, @Rail 20 to

Sy
the system1l he preferred system 180 Is constituted by various
sub- no&ulnesdvtbibensatidfied HyethdesystemetB0, andeany btheTequirgmeals, iforf exampleon 120

Is fi ed he .l nfor. ' I 35 | ch h
gl tar PRAERNE! B ER s Faditee tibthe BROGRhIFER SIS HRRET 1 (e
digital i'nformd aihclidRalpsquitdtRbhigdchn B dMRMAHNES Ausedon HEOHEARES 11

acceptable format or preformatted, then the information inporter 135 may
sinply paliey @and nor-repudiation requirementenForexamptes dhe BISk worst explaingi t al

informatio 1 i s.then .nassed on t he | nf or I on—pr . 14 i ch
dot or m nibSetal the,siaf aPaR3criseR tot hartiRy s TERYERE Bbindi st

li st's.10t aMhcdeRMRG infhRatibh BroBedks M 4@ depehdingsén abe infdrimaitionsprvidé), and
any ot her requirenents, for exanple an archival policy which is required

by t he i mpddhemoatiepudstionrequijements qandeiasminethe fupeiipnal dagwrements. be
det ermi ned b : ' i nan- L abi: i ts.
For Cexanpl e - oS PRt b toRflahd ity RABhARUEN 716 BalsSB PN ©

necessar yhd MifonpatioR pudiregaton 145heThé dnformation augrégator 4 46udeperiding on

i nformati on processar . 140 dependi ng on tge i nf or mat | rovi ded nd Lhe
non- r epudi@fersratieshdioitahpinraiation B& énditie reAuiremaet ﬁ%d‘gﬁyr’@_ﬁ'ﬁ‘? leé(?ﬁé'ﬁf‘*‘ .
Thi's H8au6hREBKnd oPthidlhrh SRl q 6! 18! difthin ihoHidERssar idmdtidtas TP on 0

t he Inf%ormaﬁl on aggr egat ntormati on aggregator 145 dependi ng on

t he for mexterdally gibtaihed rihformationnaftay7 peoodssing by dberiafermations aggeagateke

external , 15 connections.to third party servers, 160.tq obtain,the necgssary

i nf or mat (1R, 1SrAfa f%er‘ﬁé'i‘tpyaogﬁgﬂ r‘?gﬁ’ 'W]eoﬂﬂ‘Zt Y"S'f??‘afst gqasbqailgeygq nsgeqbéFt he

I nf or mat rrﬁtﬂ S ISARS ]gorleﬂérdg%.t'Tﬂl?ﬁ&é?t"a%dtﬂ@ﬂ?@lﬁ’erﬁbb%édlm fAthenhi ch
0

is basically e set
database 150 for archival. Optionally the sender 110 can be sent an

20 acknowledgement through the network on the status of the submission.

A user (or any party trying to search the archives of the invention) 170 can
submit a search request 163 through the network 130. The search request
includes access permission as well as parameters that may enable a successful
search operation. The network 130 passes on this request to the system 180

25 which is then processed by the information exporter 155. The information
exporter 155 accesses the archive on the database 150, checks for access
control permissions and initiates a search operation. A successful search result
175 is then passed on to the user 170.

Fig. 2 shows the phase where the owner 110 submits the digital

30 information 120 in more detail. The owner 110 prepares 210 the set of digital
information to be submitted. Then an archival policy may be added 220 to this
information set and this information is pre-formatted in step 230. In some cases
the owner 110 might along with the digital signature and the set of certificates,



information ready for storage. This data structure 147 is then passed on to
the database 150 for archival. Optionally the sender 110 can be sent an

20 acknowvedgesmsnt t hrough the network on the status of tReTSGO®eson. A

user (or any party trying to search tf3e archives.of the invention) 170 can
submt a search request 163 through the network 130. The search request

i ncl udes acces erm ssion. as I . hat a10
success?@@m'té’@iggﬂo%ﬂgpgp? .S%A%M%S@ﬁ@?gg@ gﬁgﬁﬁlﬁgewggaest to the
syst em 4 80neRoMAi fdtdstahy) pro-RvRERREE Brablecttienéystent 180 tesindudersumts. The
i nformati OR exporter 155 accesses the archive, on the d@]tﬁabase 1?\9 checks

for acceska informationpdine ayshivakpalicy might bera defpullone Al BiGeYSaT rpight Re

successf ul arch. resul t 75 1 ; e ival pblicr 2
shows t%’eﬂaggé"ﬁh‘?@r ‘%W?é‘gf{lﬁz%dr‘ﬁ'lélg%g’u mrs 1 ﬁgeg{bglglib?al-mé%c&nf o?rrac?,i on 120
in ”D‘Serrgaﬁi‘iﬁbiude-rhe owner 110 prepares 210 the set of digital information

to be su tted. Then an archival policy may be added 220 to this
information 4t addemtfys information is pre-formatted in step 230. In sone

cartiti cates, o CAPRERSAn IEEPRalSTh dRaBs. Bt e o o o mt | on

such as revopati orpgyibad mation. Then the owner 110 will perform necessary
pre-formatting to enable the system 180 to include such extra information.
The archival poli &ithicgrtente a default one or the user might be given the

opti g of changi naiaddiqlg NRKHASILBRAR hash 9 estbey (crfiftegaipric rishirg i cy - 5

may include 1) Id 'ty I on Mechani sm (nane, enail address,
phone number, et c)alg@ithRaghaad alsict e dwhuded); 10 Wth only. a cryptographic

nash, of content (61 YBSSILa. & 1 BofimeBh A hTBAT Y Soflenp e ude).
encr ypti on schene ORongly RABKBING, et YD, enerypLion algoriiim and
If content encrypted encryption algorithm and encryption scheme
15 3) Archival Period
Default (according to registration phase choice)
Archival time period
Indefinite
4) Access Permission to Server
20 Login/Password (with SSL protection)
SSL with client side authentication
Anonymous login
Other access permissions for example modifying archival policy etc.
5) Access Permission to other users
25 Registered Users and time periods for same
Set of passwords for anonymous login and time periods for same
(These access permissions may also be modified by the appropriate
user at a later stage)
6) A file management policy to determine where to store documents in

30 repository
Default location (Chosen by the system)
Choose a location
Temporary location



Def aul t (according to registration phase choice) Archival tinme period
Indefinite 4) Access Perm ssion to Server 20 Login/Password (wth SSL
protecti onp 038SBosv th client side authentication AnonynD®ETISGYL/N020k her
access pernissions for exanple nodi fyigg archival policy etc. 5) Access
E?rg]aSSI ondto ot her users 215 Regi stered Users and tinme periods for sane Set

asswor ds f.or onyno lJaqsand tine periods for sane These access
perni ssi ons r?éy af@gpﬁ%gr%ﬁgpﬁ?%@ﬂ%y t he appropriate user at(a | at er stage)
6) Afile rranagerrm'q}néngﬂamp{n‘dz@eﬂ@w(iﬂhd?ledwaelt)s to store docunents in 30

repository Default locatjon (Chosen by the syste Choose a,locati
Tenmporary | ocati orﬂmmmmsnfdwwofbég%@e s?gten?fe ))gr aph: gn

Details Tinme stanpi. r ' t f i (e
ok her i oSyt St BEET Sl i Boynaet s S rove
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practice, many o ' ' :
h %’%&mﬁ'ﬁw@dﬁ cghgﬂabnﬂgth&@iﬁﬁ’ertscbfhﬁe 8951000 9d¥$dr the user

every tinme a ring the registration phase) may be used
Preferably, the arfpbisenicesténteredn al so be nodified, or at Ieastysorre '
opti ons m)dlé‘led | at er onkbg }he owner 110.

now

Mode of Ac edgemen
10 In practice, many of these options might not have to be selected by the
user every time and the default (set during the registration phase) may be used.

Preferably, the archival policy can also be modified, or at least some options

modified later on by the owner 110.
With regard to the content for the payload there are essentially two modes
15 of content that may be submitted;
i) Content of Digitally Signed Document
This is used to get sufficient evidence to prove at a later time, that an entity
did possess a digitally signed document. This document might be signed digitally
by the requesting entity or by some other entity. In this case, the proposed
20 invention is aware of the contents of the digital document.
ify Cryptographic hash of the content of the signed document
This is used to get sufficient evidence to prove at a later time, that an entity
did possess a digitally signed document. This document might be signed digitally
by the requesting entity or by some other entity In this case, the proposed
o5 invention is unaware of the contents of the digital document but merely obtains a
cryptographic hash of the contents of the digital document. Hence the client
should also retain a copy of the content (which might be necessary in the future).
After preformatting 230 the information is processed for errors, if any, in
step 240. If an error is detected, the owner 110 is informed and the process
30 aborted. Otherwise the information set may be stored locally 250 before being
dispatched to the system 180 through the network 130. Alternatively the

information may be dispatched immediately.



Wth regard to the content for the payload there are es [

15 of content that may be subm’ttedl;o iy) Content of Digi tszlnltlyals! énfa\ém odes
Docunent Whies/ossotised to get sufficient evidence to provePat/Sgol/at2es time
that an entity did possess a digital{4 signed docunent. This docunent ’
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entity. In this S 1ISMitted RV
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t
cont ent &N Gf ocunen ut nerely obtains a crypto aphlc hash

of the gaf %tm&tmé uhdedtad ay ithec system. Hehere dependingean” then
retain a t he cont ent
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any e i nformation in step 310. |If an error, is

?ﬁzefafesfwa??oﬁw?ﬁ:ﬁ;??;mz% e a1
in
syst em re¥RAAtABIBRYCHY YRe %umﬁhﬁ%&&gs %‘?%ts? L[% ??érrr@tll on l%ﬁgﬁlgb%/htehe
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It is assumed that such services will be available for access (with or
without authentication, payment etc) for other systems 10 access.
20 The present invention provides a mechanism to retrieve this information
and bind it with the digital document and the associated signature.
When complete validation information is needed, the system
1)  generates a unique random number (nonce) of sufficient number of bits
(usually 64 bits or more)

25 2) For each digital signature and associated public key certificate in the
document, obtain all the certificates leading to a trusted CA. If this
information is not provided by the requester, the system will try to
retrieve this information based on the information provided by the

requester. If the information cannot be obtained, an error message is

30 preferably sent to the requester.

3) Validate this certificate chain
4)  For each certificate in this certificate chain, obtain revocation information

by sending requests to the services providing revocation information.



policy, etc is collated in step 360 and stored in the database 150. Here we
assume that trusted third parties (TTP) provide services such as 15

di gital two®3ss&ngi ng and revocation informati on. These s@cTisScosoomght be
based on IETF's PKIX RFC s or any ot{gr mechanism The revocation

I nformati on can be obtained fronlcRL s, OCSP responses or any such simlar
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20 The present réduyessis isent Iw@Yhéfe'FTB (Berchaservices cusually isspportha nongeoihmat i on

and bind it with the digital d
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The digitally validated documents can be stored wnth a unique identification
number in a database. This database can be accessed through a web server or a
database connected to the world through electronic mail or any similar
mechanisms. This database can either be under immediate control of an

20 individual or an organization managing the documents for a group of individuals.
The file structure as visible to the user can be similar to the file systems currently
available on operating systems and the archived data files can appear as ordinary
files. Their special properties can be accessed/modified/removed (depending on
access control rights) using special application specific computer programs. All

o5 user interaction can optionally be logged by the system.

Fig. 4 describes the retrieval operation used to search and retrieve for
documents that might be stored in the archive. An entity 170 might submit a
search request in step 410. The system then in step 420 checks whether the
submitter 170 has proper access control permissions to the requested data. If

30 not, an error is generated and sent back to the submitter 170 and the process
‘terminates. Otherwise, the specific document, if present, (step 420) is retrieved
from the database 150 and sent to the search request submitter 170 at step 430.
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authentication is used, a suitable search engine can be provided which enables

the client to search for archived documents based on 1) time of insertion,
modification 2) contents of documents 3) Ownership of document (which can be
based on access control permissions) 4) Other document related criteria
20 The access control mechanism generally used these days is based on
login/password mechanisms. This is more so in the case of standard operating
systems like Unix and Windows.
A user selects the resources to be shared and selects the list of other
users who can have access to this resource. Or simply it is just a common
25 password.
This has the following disadvantages:
1) The other users who want to access resources need to be registered
users.
2) Even if just a password is required, this doesn't provide fine-grained
30 access control like who accessed what and when. Especially if we want a certain
user revoked and if just a common password is used, this becomes exiremely

difficult.



10 The entry can be nade avail abl e through any neans. Delivery mechani sns
can vary depending on the specific needs of the application using this

i nvent i orwODheg43e.n fol |l ow the traditional |ogin/passwordPCHsg91/06208
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client server configuration, or peer to peer configuration. The client server

15 configuration may be web based, electronic mail based, file transfer file protocol

based, or wireless application protocol based. It will be understood that the type

of network is not essential to the working of the invention, and that in some
circumstances may not be implemented across a network.

The present invention addresses concerns regarding the authenticity of

20 documents or non-repudiation. Non-repudiation using PKI (digital certificates) not
only requires digital signatures by also a set of associated information.

The present invention provides a trusted third party solution where the
aggregation of the non-repudiation related information is carried out for the
party(ies) involved in a communication, whether on-line or off-line. The solution

o5 also archives these transactions so that proof of communication and information

exchange can be provided anytime a dispute arises.



4) It is the responsibility of the owner of the digital resource to control
the 10 distribution of these secrets. 5) This can work very well in a web
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CLAI M5 DEFI NI NG THE | NVENTI% A'RE AS FOLOAS: 1. An apparatus for the
managenent of di giatdeastAng ARl FHINHYEL: qat abase conprising: means for

i mporting said di géttlééstiéﬂfﬁmfdl@ycemﬁ@é@, for processing said digital
information; wherein said digital information may include: at |east one
di gi tal docunent, aitlehsiarie anchivéil gotiey; si gnature, at | east one public key

certificate, at |east ong archiyal ECVe ! t put

i nformation fIPGANS r(ﬁ’%ﬂ%ﬁ‘?%?ﬂ }‘W#@'&@%@F’C’ﬁfmﬁﬁ%‘a%@%@ﬁg@@?%"%i_d

digi tal o Qe fiflortifgSShid dRRBRINMbMatioPlesszid appdratusy ¢asesi s digital on t o

be processed thereby ggnerati ng said output informti ?n ;hat is .
information to be processed thereby generating said output In ormation that -is

stored in said database.

2. An apparatus according to claim 1, further including a means for obtaining

data from a external server.

3. An apparatus according to claim 2, wherein said data includes time stamp
information.
4. An apparatus according to claim 2 or 3, wherein said data includes

revocation information.

5. An apparatus according to any one of claims 2 to 4, wherein said data is

bound with said digital information in said database.

6. An apparatus according to any one of claims 2 to 5, wherein said external

server belongs to a trusted third party.

7. An apparatus according to any preceding claim, wherein said at least one
archival policy further includes at least one of: an owner identity, payload



stored in said database. 2. An apparatus according to claim1, further
including a neans for obtaining data froma external server. 3. An

appar at uswe@sosgisig to claim 2, wherein said data incl ude®CriSce1/s62a8m
information. 4. An apparatus according9to claim2 or 3, wherein said data

i ncludes revocation information. 5. An apparatus according to any one of
clai e dndmatioAiRival BaHEJ Hicst nodottdeiek Lsthiadeesrigiats, ogficulthé i on i n
sai d dat'abase. 6. "An apparat’'us according to any one of clains to 5,

wher ei n |s¢atibreitrepositorys eryptograghiordstaits; amdtpayseend needield party. 7. An
apparatus according to any preceding claim wherein said at |east one
archival policy further includes at |east one of: an owner identity,
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access node to server, user access rights, logical file location in

reposi t prycessiygtsaip aligitat infotraalien veren pampletednirivins 8.reapoRsH 4p Haid
according to any preceding claim wherein said neans for processing said
di gi tal YS§f-or mati on when conpleted, returns a response to said user. 9. An
apparatus according to claim?7, wherein said neans of exporting said

output information from said database is allowed based on the said yser
access 9.i ghtAn dpipanattsiaccordiog 40 clainey, pherein saih Megns;phHaXRAIBI R3S di ng
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An apparr§|14§déﬁﬁ@a% BSidt frchivai polity. wherein said network is a client-server

confi gur on or peer-to-peer. 12. An apparatus according to claim 11,
wherein said client server or peer to peer configuration is web based. 13.

An appargt us according t j 1 J LGine | 53 f r to
peer confd'gur i%PrPa}rgR'?I g%fdr@rqg]cl%rrgp %g%@ln aié!.gm&nwggltpeé? g{aﬁ "égﬁ%ﬁﬁng to
cl ai m 13mpiri@Rdsaéans bi exportieg veaid outppeinfotmation from said database is in

a network.

11.  An apparatus according to claim 10, wherein said network is a client-server

configuration or peer-to-peer.

12.  An apparatus according to claim 11, wherein said client server or peer to

peer configuration is web based.

13.  An apparatus according to claim 11, wherein said client-server or peer to

peer configuration is electronic mail based.

14.  An apparatus according to claim 11, wherein said client-server or peer to

peer configuration is file transfer protocol based.

15.  An apparatus according to claim 11, wherein said client-server or peer to

peer configuration is wire less based.

16. A system for managing digital information including ;
a receive means for receiving said digital information;



peer configuration is file transfer protocol based. 15. An apparatus
according to claim1ll, wherein said client-server or peer to peer
confi gur aWD®R/03408\ re | ess based. 16. A system for nanagi RgTEHGY1/H@0S
information including ; a receive nea®® for receiving said digital

i nformati on; WO 03/034308 PCT/ SGO1/ 00208 20 a conmuni cati on nmeans for

obtai ning data frQe[n@mhﬁﬁﬁ%ti&?eme%tsefd‘rabbﬁlhrn@eUa@drcﬂnpat)cleasi ngnereans
for formatting said digital Information into an  archival document using

sai d dakegteraabssiree} agdsai d archive or docunent in a database. 17. A
systemas clainmed in claim17 whergin said. digital. inf | tig! Aldes:

at | east one di gi tAIPTACRSSRShNeays ﬁ’éggfmaﬂ@%dgébf@ph@i @'rf]a uértgi,?] !’ﬂieléeigst one
public i bEi i shifagata® Hhdas®hingasaificarchive di8dodusiest 6m as

cl ai rredlé?%h'g?g?&r)n&i@%\hﬁgrsglr@tnss'ai d at Teast ople archival policy includes at

| east olatalbasean owner identity, payload information, archival period,

access node to server, user access rights, logical file location in
repository, cryptographic details, or paynent nodel, 19. A system as

cl ai med 4zn aWs?é‘l%n%s%ia?ﬂn@B if dli® Bwhbrsihlzald digithlidfonmadion inelpdes: means
to enable’a user to access and/or retrieve said archival docunent or said

di gi tal i nforatdeéastrone2digital dogsimantas clained in clains 17 to 20 wherein a
person inputs said digital, ..nf.o tion to said receive neans, and

f ol I owi ng sai%ﬁ?%%r%{ﬁgg'ﬁ al@g@%ﬁp ' processing neans a response is returned
to said persaj|east one public key certificate,

at least one archival policy.

18. A system as claimed in claim 18 wherein said at least one archival policy
includes at least one of:

an owner identity,

payload information,

archival period,

access mode to server,

user access rights,

logicall file location in repository,

cryptographic details, or

payment model,

19. A system as claimed in any one of claims 17 to 19, further including an
export means to enable a user to access and/or retrieve said archival document

or said digital information.

20. A system as claimed in claims 17 to 20 wherein a person inputs said digital
information to said receive means, and following said formatting by said

processing means a response is returned to said person.

21 A system as claimed in claims 17 to 21 wherein said data includes

certification, validation, time stamp information, and/or revocation information.



21 A systemas clainmed in clains 17 to 21 wherein said data includes
certification, validation, tine stanp information, and/or revocation

i nf or mat i wW0.03ME308/ 034308 PCT/ SGOL/ 00208 21 22 A system a€TEGaL/neds i n
claims 17 to 22 wherein said data is #pund with said digital information
in said database. 23. A systemas clained in any one of clains 17 to 23
wherein said at |east one external source belongs to a trusted third
party. 24. A systemas clainmed in any one of clains 17 to 23 wherein said
comuni gat i o Epsiesn det Eaimetein vlaimé 101 tp 22l whefein rsaid data isghovied with
certification and/or validation, and then communicates with the relevant
dat abas 6aighdio#al infermation ipsaihdatabagds cl ai ned in cl ai m 20, when appended to
claim19 wherein said export allows access or retrieval by a user based on
the said user access rights defined in said archival policy. 26. A system
as claimed i A apstepmasodlaivhed irsany one alsclaires dithtas 3B dvhieseln §aid akleast and
sai d export neans are accessed via twork, 27. A systemas clainmed in

cl ai m 2PnarRftemal §eHEPeRRIRRER 1 @tré‘squqﬁw;ao er configuration or a peer
to peer configuration. 28. A systemas clained in claim28 wherein said
client server or peer to peer configuration is web based, electroni¢c mail
based, ou.filk systast @s plamedoin yedne 2§. clain®mbltier 28 ¥d1aiR ct

i ncluding a conpputer usabl g, medi um havi . . e code
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di 91 tal g PRlibaior! 8hE%heR GorikRisifed™ats the Idlevarn databape oamtioi ng
system “said conputer program product further including conputer readable
code w tserversai d conputer usable nmediumfor: receiving said digital

information; obtaining data fromat |east one external source; WO 03/034308
PCT/ SGOL1/ 00208 22 formatting said digital information into an archival

docunentogusi g syt dahied #nelafh @0, when appenabledoouctaim Tonwharain staid age
nmeans. 3 conputer program product as clainmed i rhcl ajm 29 wherein,said
di gi t al export allows access or retrieval by a user based on the said user access rights

defined in said archival policy.

26. A system as claimed in any one of claims 17 to 26 wherein said receive

means and said export means are accessed via a network.

27. A system as claimed in claim 27 wherein said network is a client server

configuration or a peer to peer configuration.

28. A system as claimed in claim 28 wherein said client server or peer to peer
configuration is web based, electronic mail based, or file transfer protocol based.

29. A computer program product including a computer usable medium having
computer readable program code and computer readable system code embodied
on said medium for managing digital information stored on a storage means
within a data processing system, said computer program product further including
computer readable code within said computer usable medium for:

receiving said digital information;

obtaining data from at least one external source;



information includes: at |east one digital docunent, at |east one digital
signature, at |east one public key certificate, at |east one archival

policy. 3WOodosBnputer program product as clainmed in clai mC3IGGoher2es n sai d
at least one archival policy includesgoat |east one of: an owner identity,
payl oad i nformation, archival period, access node to server, user access

rights, 100 G8lmbting lﬁ%%é{g@al Eﬁg}ggﬁ&?oﬂ iri6Yan ArEHRRPHcRERENt ARy |said of

paynent nodel am product as ainmed 1n any of clains

29 1o 3]daté}ﬁﬁd‘ﬁoring@'bh%ﬂéo@unn@nﬁﬂrs‘aidmmage me=msbl e a user to access
and/or retrieve said archival docunment or said digital information. 33. A

conput er program product as clained in any one of clains 29 to 32 wherein

a person,J hputs i Mol lwhio i S@ifm ©6eiwHeremasaid digital

fol |l ow 'S ?@PP%?ng{Qdérﬁb{ 3%}@@%%?%‘?@@%‘? ﬁS g!sagms g response is@r-geltur ned
to said jpRfmaddn ifdudés:conput er program product as clainmed in any one of
clainms 29 to 33 wherein said data includes tinme stanp information, and/or

revocation i rAtdeasitansndioite) degwBamos PCT/ SGOL/ 00208 23 35. A conput er
program produgt | L one of clains 29 to 34 wherein said data
o8 G Hapdie

is bound wit ornmation in said database 36. A conputer
progr am pr odugitieast sieapublit key eerificate, of clains 29 to 35 wherein said at

| east one external source_beil ongs to a trusted third party. 37. A conputer
progr am pr odwiitleast nearivalPoiRY: one of clains 29 to 36 wherein said
comuni cati on neans determ nes what digital information requires
certification and/or validation, and then communicates with the rel evant
dat abase3i. A computer program product as claimed in claim 30 wherein said at least

one archival policy includes at least one of:
an owner identity,
payload information,
archival period,
access mode to server,
user access rights,
logical file location in repository,
cryptographic details, or
payment model.

32. A computer program product as claimed in any of claims 29 to 31, further
including an export means to enable a user to access and/or retrieve said archival

document or said digital information.

33. A computer program product as claimed in any one of claims 29 to 32
wherein a person inputs said digital information to said receive means, and
following said formaiting by said processing means a response is returned to said

person.

34. A computer program product as claimed in any one of claims 29 to 33
wherein said data includes time stamp information, and/or revocation information.



and/ or server. 38. A conputer program product as clainmed in claim32 when
appended to claim31 wherein said export neans allows access or retrieval
by a userwbasmsi3oh the said user access rights defined i RCIsGi1/0020$i val
policy. 39. A conputer program product28s clainmed in any one of clains 29
to 38 wherein said receive neans and said export neans are accessed via a

net wor k. 0. I
354 Aéc%gw E@gservgﬂwmdascblaﬂﬁea ial amyg one ef aidimaRMierdd n

sai d netvvork I's configuration or a peer to peer

conf i gur avherein said data iobound witbrssig dngitplrlomrmatm iplsgichglatabasel ai m 40
wherein said client server or peer to peer configuration is web based,
electronic mail based, file transfer protocol based, or wreless based.

42. A SYSiEM 96 BhpueH prﬁgﬁérﬁlm’o&&ctsa@%mn’fdcald sangsm@r@ﬂ clalme @9t 35
described with reference To the acconpanying fi
wherein said at least one external source belongs to a trusted third party.

37. A computer program product as claimed in any one of claims 29 to 36
wherein said communication means determines what digital information requires
certification and/or validation, and then communicates with the relevant database

and/or server.

38. A computer program product as claimed in claim 32 when appended to
claim 31 wherein said export means allows access or retrieval by a user based on

the said user access rights defined in said archival policy.

39. A computer program product as claimed in any one of claims 29 to 38
wherein said receive means and said export means are accessed via a network.

40. A computer program product as claimed in claim 39 wherein said network
is a client server configuration or a peer to peer configuration .

41. A computer program product as claimed in claim 40 wherein said client
server or peer to peer configuration is web based, electronic mail based, file

transfer protocol based, or wireless based.

42. A system as claimed in claim 17 substantially as herein before described

with reference to the accompanying figures.



