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SYSTEM AND METHCOD FOR REMOTE DEVI CE REAQ STRATI ON FI ELD

OF THE I NVENTI ON [ 0001] The present invention rel ates
w@emensdsky to the manufacture of devi ces havi nBCT/CA2006/000944

sensitive data therein, and particularly to renotely

controlling and nonitoring the injection of such

sensitive data into such devices DESCRI PTION OF THE

PRI SRs A1 L&Whﬁdh@‘ﬂﬁ?nkhﬁhﬁ@fﬁ\h‘%ﬂﬂoﬁkéisfﬂﬁ‘lw

cryptographi cally secure conmuni cati on system w

typically have sone type of unique and i mrutable
FIELH O it nePeifpinywas injected into the device at the

time of manufacturing This information could be a

cryptographi c key, a shared secret or sone other data
[0001hat Thaprdsent grvgpiravgelaishcaataly ththanuntfoctare of deneces hatiyg

] L . ' i nformation, m e

sens O e o NG O e 0 TR o Bl of
suchi safisaii veaalaonto sagh deeicgeneral |y referred to as "keyi ng"

the device or "key injection” [0003] The purpose of

injecting the keys is to ensure that the device is
DEﬁﬁﬁﬁﬁkﬁgoﬁ%ﬂﬁﬁﬁﬁﬁbﬁﬁﬁiC partici pant of a secured

comuni cation systemat sonme point in the future after

the device has been distributed However, the producer

t he [ e ~ Lsh to ensure that devices

00B] ! DAL G pil b AT e RS s S S e,
will pipolc havelsemk gps of raquezand immp@ble étdfoinmition tHaewskeiijectes into the

Th roducer w.l] typical imt rotect the keys in
devigDE o GGl o P Hotol il <o Qe 8 it ostabficdat rohired
secrayfor dvae ddby slatanhyat hay bs e@gtographiealiydfbuﬁd)f@(ﬂntiﬁlﬁfb@ﬂy aﬁq&ﬁz

1ot ecur stemand its content etc The |njecte
oyl S8 SRES" SRk R e BB BL ket g Bk oy e
injecnibn b e fod@uiicemiyobepeatrdlly RANRHS L RERAUTRS d&RQWE Fed to
.. register the device [0004] The device nay be granted
"”“Qﬂgh condi ti onal access to the system based on

cryptographi c authentication that the key is trusted
[0003hi s The pefpodef fsaits te kerds fadburt it thetdevie is accepted as an
excegtjon§ difficult to reproduce the trusted data

]
authgi i GRSIPAR! o AESSHERK FORELRNCRTRY SSTEBAL oS RO i P e, aler he

devigiiay beke didiilitéd ANBlevaC B Podubis bote defcdwill 5tadh §hidnith Gnsure
el evi si on %Pd radi 0, those systens that continuously

that digvises g Sianpiaetyreddegitipately andyhuh wishesdp piatest the keysdhat ars

injectddahto teavRE. PASHAAAS: ANGhitINSih &Y S0Ke: hOkeyRiPYh 'Y
uch content These systens rely on the manufacturing

S
protast WS EVEHY- T1HE Aeihprficauem dha hsierey M scparide cqnditiopal
accedsfo BRIsbdudiy@leme@Y its BbR&H RN ThE Rjected key is also important as it

enables a customer or user of the device to avoid tedious procedures required to register the

device.

[0004] The device may be granted such conditional access to the system based on
cryptographic authentication that the key is trusted. This trust is based on the fact that it is
exceptionally difficult to reproduce the trusted data outside of the manufacturing process.
Systems that provide conditional access include, e.g., satellite television and radio, those

systems that continuously broadcast information but wish to control access to their content
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provide a root of trust for the devices, and

ultimately for the entire secure comruni cati on system
WO 0®6A33skeys that are injected into the devi ceBCHCA2006/000944

sonetinmes of a standard format and purchased from a

governi ng body, for exanple, Hi gh Definition Content

Protection (HDCP) keys, which are used to protect data

[ aQver e fac

and s sh® (DR ENE, R THEARAGHEreliont e MM pcruine
proca!ssszmd lteesO=ginal Fgeipesit Mmmrfr@upﬂgOEh@t intphgickley éey mJectlon to
po i oGP 5 Pt OB LR Bl Y B B L S5 55 8
systehus |ncrea5|ng t he |nportance for protecting the

injected keys In sone cases, the producer can be fined

r ng, oL ,SoR e
[00552 utSE Vs gre 1nJe 1?8) etﬁeC %e V(\‘%g%re ﬁé{ﬁ%}l}%@ o?égt;#éc!’a?c% %(remat and
purcgm,ed rfmmggd)@dyngiwﬂy rfes¢xainpte, Highddpfipitien Coetenli &bﬂettbmt(HMP)
k t t hi | at.i hi

ke TR & TR ettt s Pl OO B % 8 ponior
amoag @thef thmgst Ahndgivernfrprbioay thae eld@ﬂasfanﬁntélhﬁ nd ensindeg tha thxekeys

with other device roi r as
aist B b e b RO e G b Agon B Thsir e Al or e
prodd&gr ey ikl)ﬁﬁ:aélﬂlg the Hfi@ork&ﬁ&éfoﬁﬁroteﬂﬁ@ﬁﬂ@ﬂje{c&ﬂQG}}S. iscane cases, the
ern climte. c ever.-1 Nncr easl
progeeH 2B DR HRA 185 1op)E AREPPEigE RFGrand e ACayiee 3 EPRRIROR' f or
negli gt/ WhdHHan@aolk@yd, theld@ vérRing bagt MELeastabthrkeyath®Yis@iBstion of

manuf act urer for Iater .assenbly by anot her
the iy MRARIFIBE i TeltiEhhR S RRPIPEHAT Hebe PRy ssresialy hen

the R&S YRS alsBREdr& Br @i YeedMAGHr thd BeviteQ8 HE BSmstkible REhMEL @8Vices
or the owner of the communication systemis not the

and@émfr@@nwamf Indhip ase. Withogbheinernbledp ypea PREIGYA &5 md%? will

not &ofeXiigendaoducer to ensure the integrity of the
nanufacturlng systens that are responsible for the
integrity of the producer's device [0007] Wen

1000 s ‘Bermefsm twémﬁfﬁtcgg\aietcymam%%verrﬁmﬁaaeg fgvigsgomplexity and

sopRERGESS it iPEonRAbT fof AT dUAPRHEE FdTbhShuf il &Band KeRldad dn®
t he confldentlalltg of secret information that i s used
3|

manugachisei ferdatensssenptle by anthes magufaciurer. lasueyisitupting theggexists
cenﬁl'fl%edﬁﬁﬂli%ﬁééﬂfo% whé& tﬁ@ﬁﬁo?ﬁ{cef %ﬁé &évléefb? tﬂe%%%ﬂ $igs and

rber of units manufactured to the Fro ucer
commt@eqatlgn system 1p peydcdavice manpfactyesyi i cansthergloge barparampunt for a

devgg hﬁ)‘(ﬁlﬂce@?ﬂs ﬁ@%ﬁp&?@t& p?thmﬂgj‘la&hﬂﬁfgysfeﬁm DRt ark rr&?&ﬂsﬁﬁ’e for

' distributing mar ket s or
the nigagrityeef theoprodycargresice.a manuf act urer that ShIpS a
certain nunber of keyed products back to the producer,

[OO@Ht Styhbd cc]?l@ﬁeler?%t Tk l\ﬁ?ergnwsthe Mf&cﬁﬁi[ﬂ% Wblsfs ﬁ%ﬁlggpd

sell devices wt oSe ‘extra keys Thé produc
congem gre|1st§gqs relatgd to e spmidentiality of secret information that is used to

manufacture the device, as well as ensuring that the manufacturer correctly reports the
identities and the number of units manufactured to the producer. Ideally, the producer of the
device should try to obtain assurances that a manufacturer is not creating and distributing
“grey” or “black” market parts or devices. For example, a manufacturer that ships a certain
number of keyed products back to the producer, but still has leftover keys, may then

manufacture and sell devices with those extra keys. The producer has thus lost revenue since
21534179.1
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21534179 1the manufacturer is the one who profits from
the sale Other actions such as cloning or theft of
wxeos/1888y5 al so arise which is difficult to detBCT/Cap®6/000944
control when the keying process is outsourced In sone
cases keys coul d be published on the Internet to
enabl e users to gain access to a conditional access
f a I: 008} .
the USRI WP he RAYD DA (Bim Bl POREEIER P Rhaping orhen
of k@é@w iathg atibre Wlhn?hafr difficuby o dergogetd @ntraltvage tietkeging process is
facturi [ I|t hojce but to
outstg@rgéﬁ {ﬁ s4 Q%e? k[elf aflg?ur &P IB%S%%(? ol {g ?nﬁem?trﬁo gna:t;gpﬁﬁ%rls to ga¥n
accesdiata cgndmcmaﬁaueess Oyssé¢ndl e/nhdmtcpaylhgfotr I@ahptrseld/weer s devi ce
and system security Protective nechani sns are

. ' f ti N .
0088 s s SRS SOUSLIL B0 S epope
njeaiiag stege al ponanafaciuviag $1tedia$ htnlk chd>1ee e yo mglicitf aus@hdtan i s

manﬁﬁ?t[l%/ S ogweI% 1n ofplcaem%ﬁgr b ve(s)auc.l[c %ogl%ﬁ%{gthn&ﬂ tt‘fe&%%bl}:éruéi%\%ce
and mstehrﬂécdrﬁv rResit¢live incalemBES atdgekieytilygaitd) inohieyig infsmiaon is
on-1i e chent server necha sm Wth suych ,

pihE RER BT B0 PR e L hep P AL e hgvine
infofn@tibh istdectipiat dt dae, aad e Gladdfatre? istBénRlsted ndN@ cWBpiothise the
blkngk? r quests for keying informati on on a perdevice
UKQALIY™AAN 5 eppt e key- provi dmg server under the

control of the producer [0010] There are a nunber of

[000p} oblOewrBnetticidho 'rermllcem:’Eﬂ;E knkeyimgrnforhaoh W to Rige SY&ELR® dibat
t hat

reli s on . reno ed server
serviy SR W80 Rih  eb st Qrp 5 B HCR draoFackr s ey
woulﬁl&&lcﬁnn‘éh‘ed 04 sorwek, zﬂfdﬁﬁﬂtﬁmnhl& reflabts &t k@%ﬁg ﬁl'f(trﬁlaﬁ&f M4 per-
not gquarantee a .mni mal service |evel response
de“ﬁ s418 a?ﬂaot ROPAEAReiseiyen Yder the cqniro| ofdke laowsq- i C
shared packet-sw tched network To prevent problens in

[0010he Mharefagcd ninfiegof protdemawiie mhédertiay @ Imaﬁﬁfla&%ﬁlvg $8temnhat
t I m ven

ek S i PSP RGPS 41 LU Profie GOpMIERERT 1 ea

just-@Xirfd bdsR. Tifeehosiyrbisieth 6 thans offediekévg ch®ndiRBarantee a
r ducer uch guaranteed network availability can be

e PR P&fegaeﬁﬁg?%? thoypanufaciiring hige Hk uses digpblic shared

packEta@l'ﬂchéd/néNvJ)rh( Ty ﬁb@eﬂ{ pbIRRS iP®e hﬁnﬁ’a@ﬁrﬁ%‘lﬁfé' Q&rt‘éﬁmevel of
wi thout all of the necessary materials on

SeIVICh Y tefesifg 1adeRcy anfatheouBlrp gt ioppléTai Geven n@dpmslkanv@cturmg
realitidsOFHGE bRAud HoREinbleRY f r\éﬁH{e(}ux{%@lc 91% rgl'agxgz Q@Y éJ?g(}{llcé}gsuch

system used by a manufact urer,
guar@\ﬁwtnsworlam{ayalgutarcarhbeelerohlbnwla@xmmaw ability and
provide a suitable response This requires |oca

[oo18yvai laadhdutdcyurRb raliley dat @pfo@th‘B gn QBQ)dﬁg%h% without all of
i nformati on before conmeéncenent uction run

the necessary materials on hand, including data materials. Otherw15e the risk to production

line delays would be too high. Any keying system used by a manufacturer, should be able to

substantially guarantee service availability and provide a suitable response. This requires

local availability of all data resources and keying information before commencement of a

production run.

21534179.1
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21534179 1[0012] G ven that all data resources nust be

| ocally available to a production |ine, possibly
W@20081133%¢5 on conput er systens, and nedi a that PGI/aa2006/000944

under direct control of the producer the producer nust

consi der how to ensure the confidentiality of any

secret keying information [0013] Enough data shoul d be
[0012PC ald‘rlyenq}{ﬁ'all %QJa?TstoﬁrcEmu%Q WeAR! Haflble o p?{{féx@ﬁont 19\

comence and conplete a production run I'n
possttihpexisting op compaer sy siems aueé medig it tsmot ursleddizaaticontrol of the

t \Y

prodiO R PRy M RROESARIED SRR AR OB s hegne
ln%mm@ment such a rogue manufacturer fron1produ0|ng grey

or black market product, after the term nation of a
(0013P Nt TEAGhaH A hb.ABE Iy RERBIER S J{l%u?%tl}rgr LAY

n1overpro a speci of> ¢l on ng
compyergezn{ opmpletkiagio dusthmfrupahlth@ uleatrthmcnhrmmucemmwm cers
SLJ | ion can, occur,
unax%‘éog%dcéénrﬁ%g?ﬂl'nﬁﬁ%&QS&B géj gelehra\élaur:“bﬂ? anuf c urEI thg igroducer
shouhdaad sif tamtidammgf tobrd_vblﬁlsuchl d}ogmﬁngmfacttmer(ffml modwsingeréyhdribihck
urin The purpose of

Imn%% %%Hg?%; if?gm m%? éPP ﬁ%nufacturing steps is to

| oner productlon costs by selecting a third party that
[001dhn a¥nbther plhbleme'sltatefb ta dmiﬁg)rterpefrémromrp@dactpa,rd sipeuﬁarype of

- cturin roce For
clon?xg%ggrgg&d (é@l%g s cﬁlé)a%culu congerg tQ %raé%cgrrs)of iooh Uﬁ]%\é}ﬁ to
Overpootluct@ot can veus ezhm utmpmfdacm uf mgteglateﬂ Iclrtme($C1 autdouided

man it b S enttF B2 P8 il i BB eqpaoigs o™
purpadH «f oiBoyrtiag mrﬁdr&tﬂtmmﬁfactuﬁﬁ@ﬁ@pmﬂfosowa{ }ﬂ&du‘t&dmy(iolsts by

I ver, —outsourcing generally
Sele‘i“ﬁg P ' iy L qﬂ ﬂlgH%e%{ PR foF RS %@%WF&EQB%ta%S} the
man@fdaﬁﬂﬂig)&u@@s F oo Akiiiplé, Rakblésd Q&’s@ﬁ%@ ebf%na Hﬁcre@(}ﬁe@qmtslpto

r to_suppl or exanp

buj | d,
Cont’ialrgt %Vﬁ@e‘;égﬁl??lglgle%ag Frgthige %th&flg Fhl%‘f‘%t they haxgidesigned %wh

overS8AeafifRdueRFadiliifesfafdheh RRosAR & MEy BE AME HEStoMMe EREronic
producer but does not informthe producer that such

Cm“ﬂ%@F%F%ﬁU@WH%ﬁP@@Eﬁb% the extra product is available
to be sold in a grey market channel as 'counterfeit”

[0018] " HoRRest outdotirchidl genathilPiErehdd® e sk haPRpdriicular contractor fnay
ufacturers to realize extra revenues and ear ni ngs

OVefoPHT%é’f%k‘ﬁ‘eﬂ’gfeth@f havg pepnecopirasidde butldrirrideriel syralyerdies

marlieﬂ I Fdr RArhp1 & WSth® Bdiractt@ AR adthter RAOR YEELfaltH Qr?d 8I3PProduces ICs
0016] The ‘above may occur because, in such scenari os

ffomotP? %I@Wéovb@eé&u chsrprodyser. Agtdoesaot inferAihe prodecep thetveh
over%gli&%oﬁ 69&5\@ ﬁfé %thd RGER S NEEHiNG b8 ?Jf@lneasgr@}t mbfR€t channel as

I nni ng of
counterfelt or “cloned” ICs This allows the third party manufacturers to realize extra

revenues and earnings at the expense of future product demand and revenues for their

customer, namely the producer/designer.

[0016] The above may occur because, in such scenarios, often the producer does not ever
handle the product aside from receiving engineering samples at the beginning of the
production phase. Accordingly, at each stage of the manufacturing process, subsequent to

21534179.1
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producti on phase Accordingly, at each stage of the
manuf acturing process, subsequent to 21534179 1desi gn
WO b@ra33585 an opportunity to steal parts and prBdUCA2006/000944
sonme cases, enployees of a good faith contract
manuf acturer may be thieves 'U ield shrinkage' my
occur, where an enpl oyee steals product right off of
desitel e U BEIMGHRGo | i
e e BB Sl hal R Tk Bt TR il s P goua
faith| C@Qtracr eeyfgsusumanbsbieve. t Weeld girimkige shiy pchetwieerant he
emp@g%ﬁ%@g r?ﬂ&% 1{}%‘1‘? oﬁ%q} ﬂfe %yé ?{L)lprég glﬁ c g‘g%’ Gt f)en?etr{nﬁén al ?o not
onlyghegreditcei anrdenutracnmamxfaquhvn deeto dast mvenuganm alsbr® the relationship
di sa nta OF THE | NVENTI ON
ba“?%b%gggﬁ %ﬂﬁ?éggnanqﬁagﬁf 6ﬁm§PgV$ U PUESem and
met hod that enables a producer who wi shes to use a
[001ZEpadtas élemﬁqr'ﬁ tuy ojeqt oithe lpecagtt irveptamt ioabviafe drn@tigate the above-
H@gﬂ{ process, to nonitor and protect
descp uctlon g devices froma renote | ocation [0019]
The present invention also provides a neans for
SUMMARYOF AHEINYEMNIAON on of sensitive data to a product
bet ween separate entities for inhibiting grey market
[oom{)odtnae F&g@n IrQeMRRIAEN § i Pt A Yth&d flarhidiL k%sd cer who
n one aspect, the present Invention pr des
WlShﬁ%T{OWé@Ia papar a&eﬂ@ﬁﬂefpyaté@ﬁft %Rﬂﬂllanﬂé thefreanufcaieing orocess, to momtor
and BSRE grodifen SRS el illidhn JFHAGISIOBHBRY PT oduct: on ther eof
he net hod conppses the steps of a controller
5 eparing and cryptographically protecting the
(0018} nsiThe presaingention 4lsa areyides amersder sparpting thoaddition|oér
sensi%%‘ dineh Jﬁ@d&@&&wgénasgﬁﬂé Shffds FOQ irchibifrhg” ‘? mm@t apsrﬁﬁu\é?ﬁue to
havi ng secure nodule for performng yy
OVﬂﬁ@éWé@Pém%WPHéh@@@&¢e modul e extracting the senS|t|ve
data fromthe data transm ssion, and the server
[0020F OV ilbridths 28 tREASehl iNRnHG FroliBeSAULROBRE rdPiel controlhng
injection into the device, wherein the contrcﬁ¥
the injgeion o sangifiot datd méms device urngprofupnion fhetent. aTmtm@lnod comprises
the sRPPEEL conltBldR HRPEM e dnf d
e BBl DGR R O ARDIADRI IR VSR iy
transmiﬁsxsmatha émt@@ercﬂﬁp(hgg {he dalta ttansomssidngp @ oérvaihthe sgrsetrélnMng a
hav fi ecl
seculE ARG nRroR L oLl Bl Rt iy b SR TG SR e
SenSIItIM@éateﬂomelnmcta@ tmnsmnsslhm am merseﬂvbleproamdg dmrsamﬂvedlata to

cquifn 6, B ShiBiof il TR o NABRE 1 S B aC o AP i e
servadat a transm ssion to a second secure nodul e of the
server the data transm ssion cryptographically

[002Pf ot ﬁ%nioﬂlgr :,Ilslagct, the present invention provides a system for remotely controlling
the injection of sensitive data into a device during production thereof. The system comprises
a controller having a first secure module for performing cryptographic operations; a server
located remote from the controller and connected thereto by a forward channel and a back
channel, the forward channel used by the controller for providing a data transmission to a
second secure module of the server, the data transmission cryptographically protecting the

sensitive data, the second secure module extracting the data from the transmission; and an

215341791
-5-



e 0 NN N D kW

10
11
12
13
14
15
16

17

18
19

20

21
22

23

24

25

26

sensitive data the second secure nodul e extracting the

data fromthe transm ssion, and an 21534179 lagent
Wop@rasismy W th equi pment used for injecting tPer/daLme/000944

upon extraction fromthe transm ssion the agent

obtai ning the data fromthe second secure nodul e

[0022] In yet another aspect, a nodule for controlling

L BBor) rdd o0 FLbve. . into a device at  a

accrh PRerb PR Al pplenBRRP S EHE AlBafefiRtl Fiiefhuts

transppissprno the apénit obtamangshedata frérathei satomd ceqtesmadude. t r ansf or s
data flowin the device and a cryptographic key stored

0022] 2 IBERRYth i f jtive . bejng, . .

0022 o TR e el o h AR ol 3 AP BB b AR e o

devies 3t ptpbyalip bf ageeys poeiidey. The cholyle ifvhides aosptogmpHiotransform

i f er.ei,n the cryptographi.c, transf.orm
v OREE1 0 PR o Oy S SRR O 2
menjoms @pbiton obthesbrsitse dsta beiug adiizt a0 h60RBlogtaphiy &by aradtiige,

ect .. t hod | rovi ded f.or controlli t he
the YRR ani ey Peigg s tp e Hpe 2 T PR PO TS RB o
crypo@taphic sessfomecsicethsalets theigdtalflbw@péh fHoEda! ihRrildA®F the
QeV|%e t he nodul e having a cryptographic transformfor
sensiigy 4 ent i ng and transforming data flow in the device,
and adding a portion of the sensitive data to a
[0023} y pﬂmfgen amkﬂlm ak;&yl gt, am:}e;d id moﬁ&mycdﬂgoﬂiﬁig thmﬂ%hﬁﬁ@t
ach of a pluralijt stages in productigon of the
sens{i3E Ha m G Biieh Thi ooy S B RER i by chise s Soeidlein e
devied, themsoduleehadiag a chyp @grdphie irabdfee s fnwrcdpla@idd nsfmihH @ata
a segéltLve dat .BRIEF.DE? | PTI.ON OF THE DRAW NGS _
ow[ue) EfVl% aré(ﬂﬁc@éqgnaegﬂm%)fo { epqlﬂl\@rgmadﬁ awivPlogghic ey stored in
men@esia thdraciudyat\vadh (¥fa pR¥ AP LR ¥ PodlRibEEBAENGRe! OndrdB the
agﬁgﬁged graMAngs wherein [0025] Figure 1 is a
crypQ fragstormyeorreetyaliesihodataflovs ppnesugeessildnsertion of the
sensiti®@ighrati on system [0026] Figure 2 is a schematic
representation of the graphical user interface (GU)

[ ed in Figure 1. [0027] Figure 3 is a
BR“?%hggéﬁﬁ%T8@ﬂﬂ%§@ﬁﬂ§%§%ﬁNé$ a distribution inage,
[0028] Figure 4 is a flowchart illustrating a key
(0024 e@iientbodif@nt @Y hidm@oR HACRANbEdestRAB) wal SHEGMDIE chily
- & flow chart ill$ trating a provisioning procedure,
with eferspse te-fhg apeended rawings WliereiRar t depicting a credit
i nstruction procedure, 21534179 1[0031] Figure 7
[0025] | uSiguatles aacheappt Higcisdibgim of @kerddOiRse refiRdbiBRtem:
supporting nultiple products.

[0026] Figure 2 is a schematic representation of the graphical user interface (GUI)

lustrated in Figure 1;

[6027] Figure 3 is a schematic representation of a distribution image;

[0028] Figure 4 is a flow chart illustrating a key injection and reporting procedure;
[0029] Figure 5 is a flow chart illustrating a provisioning procedure;

[0030] Figure 6 is a flow chart depicting a credit instruction procedure;

21534179.1
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[0032] Figure 8 illustrates an exanple of a filtered
| og report and [0033] Figure 9 is a bl ock di agram
WO Rd0oaas3sa3 i ng anot her enbodi ment of a renote dBYI/CA2006/000944
regi stration system|[0034] Figure 10 is a schematic
bl ock di agram of an enbodi ment for key injection using

mul tiple stages in a manufacturing process [0035]

Figure 11 is a schematic .represen ' -
1003} oF srat i OGRS R oROR ! R BlenfeliPitee o
multipd 6ddcBnN stages using the enbodi nent of Figure 10

0036] Figure 12 is a schematic representation of a

t age. sho i.n the enbedi ' e, 40 [0037
o034 50 Pt ot o 2 ST R Dl R o B e T
produci ng a device using the enbodi nent of Figure 10
[003BD038]guFd Yisradbldok diagram Wlostemng awotlisr emkodiingrjof Aremotadevice
.exanpl e product produced fromthe mask shown in Figure
regls%i“%ﬂF‘%ED DESCRI PTI ON OF THE | NVENTI ON [ 0039]
Referring to Figure 1, a renote device registration or
[0038} us Feslird BYis iansfheotatioblogk/dingramiof agembedineny I ke tngqgtip using
n ral .10 of a device 22 utilizes the
n“mgégg?eég]%?égﬁégggégﬁ%%éhtity, in this case an outside
manufacturer 14, for the injection of unique and
[0035mutFadire] | wiacehemalioreprasendationef d @pliggorpgratigen registration

iy . . _ o . q
mod 38 Rl i Ao S P RO LSRR o FiRATCE
cryptografhjcally bound to an inherently unique
00341 t r iFbgire | DF atsphemabic repessEpatipR @l wistage HErBithie Fapodiment of
]ﬁgﬁgﬁfrred to as a key" The step of injecting the key
Into a device 22 will hereinafter be referred to as
"keyi ng" or "key injection" [0040] The producer 12
[0037{ i | iFigye &3 tsarflomsharbshoyens signs dken & Rioqisig ey csyitedhs
embbfident Gf FigPi® to the manufacturer's facility The
controller 16 includes a hardware security nodul e
;%HSN®~11 The HSM 11 is a protected deyice used by .the
[0038hnt Faguret4 s6 scpmpde Plockfivgim G gr 5&5@%%?%09“% Br@f]?éd from the
masR BESwalih @sire BIUCHh as encryption, decryption and signing
The HSM 21534179 11 1 may be tanper resistant (e g
'fh sically difficult to acces%ﬁ or may be tanper
DE RESCRIPFIQIN Qb EHE INVERNTIQN rhered” wi t h) The
controller 16 is responsible for packagi ng and
[003DPNV REfEEinK QYEg@Bd, Dichete demico registratiun drorusthékey injection system

s sl Apie o s Lo roend el By e bR sseer af
sepatéke HARy, A BEHIGSE anlaitdi Jeph &l cyureauafon theljédtion of unique and
immutable information into the devices 22. The information may be a cryptographic key, a
shared secret, or some other data that may be cryptographically bound to an inherently unique
attribute of the device 22 and will hereinafter be referred to as a “key”. The step of injecting

the key into a device 22 will hereinafter be referred to as “keying” or “key injection”.

[0040] The producer 12 utilizes a controller 16, which is a computer system that 1s
remote to the manufacturer’s facility. The controller 16 includes a hardware security module
(HSM) 11. The HSM 11 is a protected device used by the controller 16 to perform

cryptographically secure operations, such as encryption, decryption and signing. The HSM
21534179.1
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quantities of keys (not shown) from an outside source
such as a governing body e g producer of HDCP keys The
weus/1335¢5 st ored m a data storage devi ce 15 unpCT/CAb®y/000944
are to be distributed to a particular manufacturer 14
The controller 12 and its operations can be nonitored,
nodi fi ed and thus controlled by an operator using a
fiag§ i) olRcelf%r @) vl ik gt
1 il B ol DBLIRAE AR o B e
erasas dai@nfempeteduvith). (I nonteollpeltsio mabonshieplor packgames anémxm)/mg
4 I
keys RSk | Im%{l&foﬁes el ggagtgkeggsggagg%r O RE Tt déhyion
and ﬁEh@ i thneltenynley 8 manufactdess 14.wWhe pJodweIdl Zdwmllylwauns dnlk
control chann 6 and
anan 0 g BTl AP S8l GURUSE A2 A bt 58 The
prodaen bf EDCe kaye) dthe R6ysi ase ssedl nbzydztthﬂomgmdavmb [ & untilBhdyaure to be

th nb t 14
aisefgtsd g b BRI op Bt Y B Toplrifee TRRL B b n e
monk&aN i)difZf and tﬂﬂls eshthyled bearcaidt@lus@ag a tfaphoaldisatipbificd (GUI)
rotected blo g& keys to.the ma‘{lufac urer 14

he .
13. BagcRUE RhrAwic zas ‘ﬁ%fsapnivatt%éh DAY artddn%ﬁs@g A using
ape@&&lé&hﬂxﬁ&(ﬂ&s@dﬁi}e of key usage for reporting and
audi ting purposes The channels 24. 25 and 26 nay be

00, ahE @RI s Eectt B aeR P B P g piind rayffpirer £
throw®GUWipdlivie 03 €Thel figeliad a5 eludesiévo faﬁvaﬁiﬁd)nﬁﬁuﬁfaﬁomémmdl&d

usi ng a_conbi nation of technica chani
g} & SOREL P PR RanN YRR GR I 25 A0 A DS amgh 74 The
contRY Bkanhél @6 iOkB@b Hihe Ramhdler Rtotnietdrfi: nimchet 6f kbﬁs #@age not
decrypt because it is corrupt, a user. nay . ph

mangfaepigr &t may userhy sg%@ge%%blﬁftf%rlp@r Theemr@utm %é?ﬂfl Papaised

by tHe B SIRP f I EstHIRRS ffcREBlodkd (Q%y?s]to Tﬁeqnﬁmatu@&tm r he Btk
utilizes one or nore server 18, Wwhi is a conputer

changglddanpsed dy thesysterg AP tq wakethe ﬁé&lﬁ@ﬂ%tclé @hare of keyaesaps oy
repoﬁfﬁg amgécﬁm%ﬁ;dr%dsés Eﬁe lafndiM ©OLShANL, VBLEHSES cBEHﬁHﬂ'éhon

sages Se€ e controller 16 The server "18 al so
channelpand are batcrkqttlr@d tdze aitbentreliabllecer se@ire\Reliabiliey @ééwurlw over the

char SIS 6 20 08 PR sl -DELYAED Pl Bk iine
procEdses/HSMdRRs. st’czrrea&nlae,pif oiresshgtkent e the fywhrd3Danuki Zﬂ’to the
modg!recl%%geinot m?ﬁé‘taxésey gxs corr\tlpgH antys];:racztiyg[h%r 14%Jggﬂyor%%ﬁqeg§§em

e €Nt
contntrblmmoalulmmdadhaveelmrieeditlteyndsmeamn/er 18, and addi ng

or subtracting fromthe credit pool 30 accordingly The

A T T
that 43MaP® tbeﬁlamfadnkrer sﬁcﬂntyranﬂl &m:tctlvmqims moanated bytdanetered
thro%ﬁ I?%Bae San %S/mhg f:ontrtoﬁ £6g lr'[lver er%% 1-gha?so ref‘prrg]')trtg g!ick% thi %ontroller
16 over the back channel 24. The server 18 includes an HSM 28 that is similar to the HSM
11 utilized by the controller 16. The HSM 28 stores a protected credit pool 30 which dictates
how many keys the manufacturer 14 may use. Use of the keys is metered by the controller 16

by monitoring data reported by the server 18, and adding or subtracting from the credit pool

30 accordingly. The credit pool 30 is an abstract concept representing the number of keys

21534179.1
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di stribution channel 25. and the server 18 will store
the keys in a | ocal data storage device 17 as will be

wezpbasisesl nore fully bel ow [ 0043] The nmanuf ackCr/€A2aD4/000944
utilizes one or nore equipnment 20 used to inject the
cryptographi c keys into the devices 22 Typically
keyi ng occurs during a testing phase of the

that ﬁ{gynyé AP DY ﬂﬁy@@ﬁ% beRREHE B&%ertll@@mﬁs%hwm oBfir Sore
ften a'testing machine on an assenbly l'ine The

Keys digan Pereontroler Fondlhe denrolonydisigires kevatow seryver &8 over the
dlsu%owe)rpa{]aﬁ%n 35 SRl QLS PFAB A Ohe kggllmocama gt&ageqi%d@gn
e equi pment 20 used to admnister key injection
%\wﬂdenﬂ%mﬁmxm%mﬂbhdswde The key agent 2 1 conmuni cates
with the server 18 to request and obtain keys as they

[0()49[;1 gﬁg Eﬁguf;éfﬁ'epﬁ’ ﬁtﬁrzeg 8L ot ﬁ{oYeeJqué)o W 2d usPd Q)Vlhjg@t the

eys t ey agent as to not “di srupt
cryptogephic keysgniofthet desicpy 37d utpicelly kvingesssurpidwingey testing ghase of the

manﬁfg&x&rgg o‘;lxgce\é\g lallxd Rl th@ #}egnt 30 1s%§ Q?ﬁﬁ%%a&mrﬁn%sembly

to restnct usage o eys unt
line. kﬁyﬂ aqglpapmrzﬂumludes afpeyoageded] \blyclt heéypeotly pobfierre p®grn or

toollgtlththzﬁ o aelaen %% anl\?’nn}%{r“%a‘%%@{g%fig%%u% 38? ﬂ]/ IXIP %t&ﬁ% le\f)hcatlon

side.i TiltH lmatagem\ﬂé noramna vatérawigdhthe ferkaryl 8 tcarequesemdeﬂbtduykayh at they

ul.ar. equi rupt
o 8205, Y B SPREBVEe El neRieRlp Ra P Byl By 2 s o
disrup0ths tigidg m‘fomldmbm procask.t Hotvéver, sier seaier 1Bwilk e provide an

controller may adj ust its par ters to. ensure that
ey oo et ap ot Hich R Rt St kit e
proveigt bp fRRbontzdlict 16 Agftedclh throh\ied crddit, poohdd. e ensuring

that not too much key data is released by t he server

; f. h t
1003 o s o eng et oLb TR Go f Bl el a new
batclg) b Elady S fire Aeddail by bat M]({lﬂwéﬁﬂmﬂiﬁ& 2Rey Aagemtt ddnibt Woﬂlllctlon

. rerera ncl u an ap i cation r ra interf
Sinch e csmipaliat 14 By P BBt Rt BCap it S i Sa e e
contfbﬂl@ﬂ' B @fy fjust h@pe@gﬂétaﬁwénsmtesmk &ndugh k@ﬂtg&ﬁ&teﬂfa‘k)ﬁnade
t her nanuallﬁgor in ﬁn aut onat.ed f ashi

avaﬂa@ém thy equipeny 2@ firpuehdheser e 1% VYbé‘\?éPS“B‘ng? %m IB‘?‘/Fhf‘%F

data @saﬂe@ag@a%z kHRG elbzelt VBBt Be SRR 148arbtaih RSy @AM @E&&tfmm
e thought of as a S|an|f|ed secure soc

the serype}s %SS’SL)be@Bﬂﬁé%dt‘chfFaE?éf‘%é‘éhe ?¥e server 18 and
equi pnent 20 It will be appreciated that resources
[004BET Nt kkGadefie 1KeW pREierably ZncluddBy applizetiddEprbdih efierfice dAPT)
usi ng an SSL connectlon etween_itself and jhe ser yer
that qugs of thejegyipmgrird to enpblean gperglor 8%%6&%1118?%“ ft%fﬁ to request keys,

eithdd SREHAL R ¢h LERVhatd ERMES B8 kkeYEened 18s UsAdo hRd@lde aldel of
sent back to the server 18 for reporting purposes

protec{ign fof ota PREmSSEIWERR the 5Pt PIOI8) a8f thegapigmeRfeandgR#refthought of
as a SIRIMBED §cllire TRk PR (B SMRE&IOh BOWEEY the server 18 and equipment

20. It will be appreciated that resources permitting, the key agent 21 may also be

implemented using an SSL connection between itself and the server 18. The key agent 21 is
also responsible for generating report records as keys are used, that are sent back to the server

18 for reporting purposes.

21534179.1
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injection by the manufacturer 14 In order to control
keying froma renote | ocation, the GU 13 is used by
W@eooopsdsat or to nonitor and configure each maneEECARNVE000944
14, server 18, and equi pnent 20 that is under the
control of the controller 16 An exanple GU 13 is
shown in Figure 2 The GU 13 is divided into a server
nd t
R R AL AT T LT L
injeqtige brtheumanefagiueard4.1In erder te bensrot kmflrgérm@aseMe lobation athe GUI
T I
13 G0 D] Gt b Bnf G et PRI Bvcn 18, o9t
equlifmaltdﬁ elleatsomdcfahe ealrelodf tize q@atrollem ub.aAn namn;ﬂaGUm 1 &¥s shewigin

FiafP R PR S Ao TS Bl b S heo Mol e ettt an
equipmeIdIVﬁpﬂ(HWm iThe térmrezqndqwmfﬁtmwwdtd a\l\rst2cﬁ2he[ 0fdifactulers thand

AN O O

indicesd\i@ the Lontssler @nd2wand. Tk opefatcd cEﬁf&bcﬁ@ﬁMﬁ&ulhaﬁanufacturer

certain dat SSOC ed W it For |n t.ance, o)
(e i filira o8 BEERTUBTER) Pl ruibhers A RES S Ried Wb he

manﬁﬂaet\alreﬁg; didpeived avEd éiirensivtldageospace avail able credit
and nunber of keys avail able for each of keytype 1 and

2Eahteste w al so di splays |.0 )
10049FY R SR arte TS Fighr st TR P e & hanggie 2
windbev &ffeping dfseetion poeMingusivyr T, egodrt2ethdcereeti 3 Ea[ali VP USs
refill anou Wgolata re d|n m Ssin recor.ds
R R S M) S e S R el M
prog@@ﬁ bﬁ@ﬁoﬂﬂlﬁ thftdvakblcfserade@pRk: ealv}(ﬂeﬁb%’kfrécﬂ%‘d@ﬂnﬁ&%f keys
% q?%flt he server 18 fromthe controller 16 [0048]
avaﬁﬁhls WoREF of eryre b aphkeviRe ZCEa%F%t?rt‘vméﬁw Aemdsripy log
1nf01§illgﬁE)h,QSUEH %gla{elé‘ Bn %fcl'i %Ee?rloldg (rje-ﬁbhsswé’fle p%ssw‘ %re%%Elp ‘PéﬂoﬁEd
0 cha

E %{ or delete Eﬁy ﬁpes and

credg grigyigHs Tefl @PO%@F g@ﬁl éﬁg?réﬁlgdwsveﬁq@gmp pieETeE FHISOYS

also? he cont roiea@og%%lﬁgﬂ%%4%g@t%ég%£§%g{& g@ll\/i§28 éiﬁndadl&ggng

the spyerdl frem dieranieoliendé.conf i gur ati on nessages, wher eby
some configuration nessages alter the behaviour of the

[004UEM ABe cHRDNLT I¥Has ARNEDBUIREF RRMIRSRAL SRk S%F\m's 180 This

the server 18 Configurati on nessages sent to
allowssthg eentrplien/lico chanseiw tzees. addiongelethikay rpesrod commh othel p

conflRAr B8 H on. hﬁltls 1E RrG 01 §lcom! ldﬁlgéri] gﬁf ﬁb%g%%%gﬁigé&zﬁ%h Hissages,

|nstruc i ons ar e rust to origlnate
along therppntha cb@mtslr?& tocthe gegver HIGAD]8. Tﬁ@ o8 may@walzyﬁe thay

0 b s GORT LBILE, R o Yool dieSHE fSiin
og?l%he esu? rent ]?ayeve c %q?ou {he aﬁesy ggenk{&%‘”f L\F“hé ©
HSM 3%itand bthelr conﬁgluaupnahggagmarc eerp m thg savfertiRe Configuration messages
sent to the server 18 via the HSM 28, using this method, can help to ensure that the server 18
attains configuration instructions that are trusted and known to originate from the controller

16.

[0049] The controller 16 may remotely configure the system 10 at the server level or the
equipment level through the key agent 21. The controller 16 can also force polls of the

servers 18 and can adjust the intervals for regular polling. Typically, the servers 18 are

21534179.1
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servers 18 and can adjust the intervals for regul ar
polling Typically the servers 18 are 21534179 1poll ed

w@rooa/18isxd i nterval, and the controller 16 caPCTE€a2M6/000944

forced poll to obtain information between the
interval s as needed For exanple, with a one day
interval, the controller 16 may need data to report to

d th f
o TR o B AT A R R i

bétednubleinteretidsmaetdedr Fermamplepwitlom omd dag\ihtagalt the controller 16 may

controller 16 to automatically ntact. an
e PSP B o1 MR PO P VL Eh GO R aolh gl all servers 10
obtaia kydtdag e GUISE rrﬁai)’talsio%bllfcﬁiakuﬁteolﬁf el bptioalallowing the
production runs hOOSO Each ke% that is distributed to
cqrrr@“%reWeeutrea%ﬁ% Y FOYReE FeUITHY S € B REFRM O CHREEN R R des

d?&?}fﬂtlbﬁ geasEbaemtfahRe hQatiER pRIdd&itruker t ai n events The
I' 13 can be used to search sort, conplle and

ly e log.records and to vjew a cus
(@38 o ety RE s bR e R g B Saegrent 20 o
dex@mliBgectRAEINASEret dHIER cBidiNBYeits! T8e GER 08 din BNREd BsEarch,
enerated A key to server |og 402 is generated when a

S%yom@ lecpind @rlfrlb@tﬂéa 0B yecpre 2pt @owér cusp o standare Jenortg as
st WHEY Fle@redd R tthil &GnfhR4 tHefe @@We%l%)bhéﬁ therdsia 28 g&ierated A

the point where it releases a key to the key agent

key togpryerdog 47 i gpneeaisdophanagkey eeilwwedo‘é/ t@eﬁ@rireﬂeé& W server 18,
akBerokEdht 132ge]1eﬂafé9 By kY 19N 128 ﬁife pBllﬁ?wK&é’ it EAERed DGy to the

r ecor nay i ncl'ude any nunmber of i1dentifying
keyrvigentrid t a9 key raeqtign g 400 vellf pe generatadebydhekgygent 21 upon

B @ﬁhélkegrr Eﬁ%lrog WELLd ﬁ%}%nhﬂ? u!ﬂ% rﬁu}‘rﬁ’agpéfq?(efnﬁ%{gt infRAMbN,

I n Figure the ort 4 strates a key 'to server
iricliging R Wnceylm@tagenmamtfgcmm eqipindreytci fij be exappld rgport shown

o RPN BRI | B R sy e
ldmuom@gw@ fora kee haremresehiznoe e 001 .t Tkmsé tectyds may then be used to
]Ctle o} tl(i}ake ! lli]ag/mgfsﬁ Qr{z} seglgect)lﬁ AR lg:er u qte will b a) ag%recmted that

recor S an on any Ssul 't
tlfequjodt 480 rrna@xmﬂmieany aurheof tecdidOarsihvoay efileerdd Hasa;d&n any suitable

R R e B S e ARl

nfahefhdur@nd caull ®€ adrhpiled foly €l erifOR0dHinRR1 £ d itk figld AedVa IoRation field.
Figure 3, the producer 16 nay package a bul k set of

secure rans sing a )
L0, | Relrif oot L BPLRE Au el 5 ok etz ina
sek8re qataefaembdnyn mmgrngdlﬁnmty)ptlmam 4Dhtkatdl totbeiséntd he sérvmge

es the uc inclu keys for
st Pkt Pl TR Pon Maa ap sl i M dlhigo Pacde keys
fdr rnamegbre pidtats destiiedgerr mﬁtl:rr[t))]& 8eriv§s i Herona Maﬁsrﬁlmcdle CHfaykpierver 18 is
obtain a certain nunber o after
thgg PWS &zfiﬁcryahaqﬁ‘a%t%% ﬁefragldwm}’éaofﬁv i%f f@s autb?f&ml%*es
beRtdeRlkl 8¢ thEGHSNI a8 t fidn aRRbMAleE AR e cdBirol RBanh8BGE TAY image
is a collection of data records, each record contains

4%15twgec518n of gstgrseords. féchggfc%ﬁpnépéqsaa e 58, ID 60, size 54 and data 56
field. Where data 56 will typically contain the key data of an arbitrary size identified by size

54. Type 58 and ID 60 fields are used by the HSM 28 to identify the key data, possibly being

used to filter certain keys, depending on the HSM’s 28 configuration, as previously instructed

21534179.1
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field Where data 56 will typically contain the key

data of an arbitrary size identified by size 54 Type
wG0ansBskD 60 fields are used b the HSM 28 to PABAARG0Y/000944

the key data possibly being used to filter certain

keys, depending on the HSMs 28 configuration, as

preV|oust instructed 21534179 1via the control

b | d
vif B PalToh Pap AT BB S e OR PGS S5n Biap e kb biigp gocs not
catel et & lae}f(rhﬂlytladslgeﬂ\e ihths taln@k sl Ihakfei; E?Kllehble aﬁdhéixtenmble without

extenS|gI QA u YGQUIYIEQ a redeﬁég$ for each nevvd

reREPE 358 Owgb‘b"*& TYHPRY (LN VPR SR G

uniyfie Guahd Bydyligbshedly Théwabsd: hag talsd Rentiih aRpRAts BYippdrEMore
contajn elﬁ nts to sup gort nor e advanced features

adpgnged Yeglyess EE ° eS8 prKabls A% GRIRHE i b BT IdBatT act ed
i mage [0052] The inmage 40 is encrypted with an inage

[od32y 42rh’5h@agewm93eﬂ©egpte@2wn't15anuﬁﬁgle Iy 4ehehs giiage keyld & @sed by

decr e 40 btain the keys The ipage key
‘h%%r‘i‘%/ % fo S‘EF?YP% S?bt?é'ég’ﬁ ket “T@egﬁ% g thYS%lg
en&§ptad ﬁreﬂ&rseﬂéﬂ@ﬁd%ﬁ)réﬂ &Q'sbt@@ﬁﬁe@&r 44 choﬁ&ﬁM@M of server
headers 48 are stored in a mam header 46 To de

hepdees 13agEoned yhagheaden e nke despet the faagsdqdad olzram ﬂse keys, the
he&RPIER AYsch B 1RQEMET 181d Fehchpied BG rtnemlm 28Yo 66180 HEVIN&: key

to obtain the i nage key 42 The inmage key 42 is then
42y Jbaimage kex#3 sthenised tﬁﬁg@mohe[lo@s% 0.As noted earlier,
the distribution i mages 40 may be used to support

[0083]) t | pAendida@Hiet, SheRBtBHtoR dma@des A0 iy bk Gdell € SipporiBR 1%9
m?%@ r oduct t pes_and data bl ocks is shown For exanple

Bs@ae’@ 55260 Riguret’ BRPRIed BERdE ! perrand daiablfeks is shown.
Fod E&Axﬂiﬂé R JfSdcdr 16MaYihRg pfrdduhﬁ fnahﬁE/ g:h)mnatiﬁﬁlﬁ;}g' kby 1 @latigg filter

(having filter tag 2) and an acco ng
ta&@antwnﬂgmgdﬁy BIlyingfeies B2 Ragidng awqrm@nma@onﬁ)%urammblock

(a@é m#mek taé'zﬁgmlf%ha'lmﬂb k%y @”l%atszﬁd ‘t‘ﬁ%r&foh rr;ﬁfoh;ﬂﬂuck The

he 1 mag ude uantit es 0
lmR&fy‘{(WiéY llzclambtweyuayp@es@f kesrmnetlr@d gayfme Za e he gamma and beta

préduR Wl e TRY s ﬁls 1&1&1@2&“&% fl E&Qttﬂ@ ctepl% &LB age 3 single
 SelBh e aR iy Begs

pr odu rodu can package a single i mage
imdget 40 Wit Jatefog, ef g fifty (305 0¥ eagh blvalg hwhistebg k cenvdmetestbry(eg. tester 1)

' t
o R B LS RED A T P
prd)dargmg Tiftapd pddac mlppa. odnmhen dester {d iy taafer Py makuat theedamb @ime have
t I t th ti
0 AL NN, Y T X
prtédiﬁé ﬁfbj? of prbdlug:t bétagnd.ﬁftj? (ﬂﬂéb?ﬁ;ar Qa0 éfhd;lte]fprﬁlmdgmﬁna An
t_ beta, an of filter
impgs 4tk Bt b e s o Rty e ! B o

pr&dfucé hﬁnéﬂ@)ﬁtdﬂgct@ah@ pr@@ﬁ:ﬁlybé YA ited ek Nﬁhtﬂ@s faHht btﬁ{f@dlﬁ)ﬂ&&ype of
roduct

ke sin (ﬂ . of any
pr‘f{)’;ﬁ‘e‘)ﬂ?r{’%‘ﬁ abast it  palud BioErhdo s frod IPfREmaipae s to the
HYViQd Wﬂl,th@énc@?ﬁd iGhoeAQ) thatthdh tHetHING 20 QbREHtOO G A8 Khe
Thi del information is sent to the
key data 50, can be filtered and only the key data needed to program the identified product
model is ever release by the HSM 28 to the tester. Therefore, the producer 12 can support
multiple products with a single image 40 whilst taking steps to ensure that the manufacturer

14 can only manufacture the products that they are supposed to be manufacturing.
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HSM 28 decrypts the image 40, the key data 50, can be
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identified product nodel is ever release by the HSM 28
to the tester Therefore, the producer 12 can support
mul tiple products with a single inmage 40 whil st taking

0628 { OSRASHY Fnds0 ANGHHRD &Lﬁg&;ﬁ@dﬁc&%&@g 181 are used to track

cture t roducts are suppos
rrhmw@ékurlmgﬂ@mﬁtkm@i a [{e0sHEr. @nldcwﬂltkreee\ipmgeom@llbfmlow By

fdrfbgiglgé %qsqyéd}etc f %Fé’cﬂl}:‘%tléc Eni nl g?)f%er?e%&ﬁ‘dez% aa{rﬁan‘&?a%gnér%

whiuats S@iolf prodect gxpma |1rr$temb pE5( ofl ﬁrgdubeilpixu (Bhich theg Ihavag)eteﬂn paid to
pro er 16 1.0 det ect

d)rgduge)n%olhea%g é?ea/rcg}l 0 hg\{e SO cfagbscgl bg f ona géeg/ or black niarket.

i qweh eddceparb maf opmagnettbeahgib@ug b\h mc:knytdasfycah av ecalimably identified.

pai d to produce) whereby they could al so have sold 50

Bﬂg Odu& ?cea ﬁ‘fe%nclg 095 £ Bm RL & L%bm?c{nl%% é{g&t%n channel 25 until
{ R

I SCrepan
cthesHSMaZB ﬂapzorrseaﬂmmainkqller teoter bacdmth{u(h@ﬁﬂ], 1s/khd>\yrp1rd%1gure 4. The
s distr

i Tiefie blosk inRighis ok oS 1 et By 85 roqulps namety the
tH$Mdanhd dlelHIM 28 ’(Dldeecronbal(tét 16 lfigsn 0 Blain? 4 bulk fushiomsy slta’mdard keys

et ottt SRl o HE SRR RS e TN i the
HEM111L eactslpts bbckﬁ\ﬂkay% 3’2&& beRRLshihiap ahﬁsaﬁuré&qumhy af MGertain

bulk u [ ard keys from an outsi

WP? of W?lﬂé %%mcr%% YHERY plashelul ﬁ@nw&?s}me dlackghaving
H0Me 1Han oAb eyt tppe. HIY c@ﬂtrcﬁ]@ﬁ 1§ S stBle® HeDulkfenk®pied ﬁ@% Bin the storage
bl ock contalnln a nmeasured quantity of a certa

kAyeg pe unt! lwemweéén apisr ¥qther semmand indigating dhad a stk af keys is to be

bgsthbilikg encrypted into bl ocks having nore than one key
type The controller 16 then stores the bulk encr ypt ed

keys in the storage devj c¢ ntjl jt ei ves an

é@% orWB‘erhél ReraAQ dis Wéf‘%lﬁ)gk phkgys. at Flobiainsra gk nerypted
i tﬂoékQanb BadessthbWcR e HOGERE 1 WER HIM 1P1EEHRShe bfck and re-encrypts
di st pbut es a_ bl ock  of keégh@lt first obtains a bulk

She bioplt elckert B kranstssipaatisthe ipage bexotk hs impge kage tsithen itself
TherybeMrdrlea eGP § 1ol 160 RLARK IndR hubBie8 ke yQOt’ﬁ)eEJ}?eacélleés 48 are

bl ock of keys for transm ssion wth the | mage key
THered Wé@%gnwy%(zf themaindgader 4@ At bis @Pylptﬂéﬁiﬁlﬂrl lgggdrates a key to

Ss%fv\éﬁ‘f §J462 ¥R kY gy&&glawseéﬁqg bﬁ(érﬂﬂ@d fohﬁg&sgéon %hzib%%z is stored

headers 48 are stored int
Heesdle rat the prduedsil 3 fgyddtertanalysie HSME rmcrgletnréblade@f kavskleyheno

S(ﬁgt}{ﬁ\{te(l SQr gmgﬁ Bxﬁ‘éh 35 Aj@% sg}%fqiﬁ been

re-encrypte |str| utio e log 402 is stored
| ocally at the producer 12 for |ater analysis The
rl@0%H cr yPhesarvist briasess theeoperyptgd bleekoigiess Hatnie mgludedin the image 40

tG %eqllﬁ‘p[ r28péﬂd't9@f—l§ﬁaﬁr{§4n d%@ry{a@ t}‘ié]ﬁmé@&d( efhejl—?SM 28 first selects its

particular header 48 from the group 44 and decrypts the image key 42. The image key 42 is
then decrypted to obtain the keys from the image 40. The image 40 is then preferably
validated, e.g., using a secure hashing algorithm, MAC, or digital signature, and filtered. The
HSM 28 also then re-encrypts each key that is obtained from the image 40 for storage. The

server 18 then stores the re-encrypted keys locally for later use by the equipment 20. Tt will
21534179.1
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[ 0057] The server 18 passes the encrypted bl ock of
keys that are included in the imge 40 to the HSM 28,

w@nwet138543-HSM 28 t hen decrypts the i nage 40 ThePGEIBVA2B6/000944
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first selects its particular header 48 fromthe group
44 and decrypts the inmage key 42 The inmage key 42 is
then decrypted to obtain the keys fromthe i mage 40

Tﬁbed %géﬁ%hhlﬁhénﬂﬁg' (E}Tttﬁiﬁl{a%%A 4((:) ¥ ?sh%@& ﬁege &n e umHéé ﬁfgametrlc

ure Ing a |g|t si gnaturé
@drlbmtiméﬁ@d(sm kASharegbetiveen théy ecmtnoéerelﬁcangl prverd 8¢ Mhkmyssages

téﬂglted 'tk?eieg@{vﬁeeﬂ] %gn BJ 9&951{1 Q4 lalg{ﬁ&%c %Rc {1]; %és?lgﬁilgtg%rgp l%l)l/eck is

server n stores the re-encry
f mrfolratde e guater byhat hé gest) uorppreant 20 It will 21534179 1be
appreci ated that authenticity of the inmages 40 is

d
OIS WRERhe RplE: HEYefifee SRR ol M Bttt 1B geran
semver ofi8yTres. Meesagbs HSNBR R givea Nekres Watsnrypt o ktyeo agent log
f@@%&é g@g lr% qn%egfgegeﬁggg fotr g%%g)f e%\‘r‘ ge%g %f%‘i K de&rgérpcg bl {h%[: 5&@@?&‘ and the
e ark Ipessedtot thoddugrmeh 62 G foc eijacesn aArthq pest, therkeys 4rh€in the clear”

nt_2 or.a. certa n nunber of ke e N

kaglﬁsa%ng?snréaqggfm Bigctiof gi vlen Nukeys to de%:/?yfot %\ key to
agent log record 404 is then generated for each of the
NORE)s t HatequipnuteciVyipieds edph of the N8y 281 the best mntlééyﬁnerates a key
S}%ﬁﬁt{i‘)o?ﬁ?%gecérg ;JOE ?or egéil l& tt 1521%ect (,{ 'ghneg%i\sl Iﬂ:o&urﬁuzg )y obtain the

are ear
fley to ageatlop aarofdd @%ilnd'ﬂhag ltgepmlop hetca2ds 406jaed pliefeeabd,}hcqnﬁatenates

Nkesandteke t 2 1 generates a
 ResoC R ] bt BB B i€ty BERT° B EEn RS e goeck
TdhenrtdB4.28 Wi II conti nual Iy obtain the key to agent
| og records 404 and key injection Iog records 406 and

plgﬁé(ﬁreag?l%/e 1&? WG %ﬁo%%tare e%rf:ttéb Cr(){elga tged Cn(rt;(th %1) Plnftryngﬁ ?léat identifies
othedate that thaile mmlcedzm{e@aﬁa} R'Hneepnefedxbw diitigbtetl 6y the HSM 28
&, Rr efera

t en i n nar f ile
T B Sl R RSB RRT  aoP RS Bl Bk i ey, B be sem
r @potht dadk QMeDIéEf'er&bhtyolkEﬂ 6 gﬂy en Bcriph l&lehﬁMrQIS ad ¥didate the
encr. ti.on key ki an epurne to, an pl.icati on
ﬁ*ﬁf’dﬁa 185t (B 40?&@ ?0518 & B meB At Regrrviih mpartgnically
C@ﬁﬂﬂ&lougﬁurﬁm o tthedleb i I]i@alﬁ@s}/pﬁth@gélﬂﬂﬁféfd(&wt atc«l)'}ﬁl ous set, then
0ogs

% ort R a}nd val i g:ate t he i ndjvi dual ,

409, °PAHE) oL R IpniraiET AR b RGN B e ack ﬂ& ‘Wﬁ%ﬁ%&‘@ﬁ% I@ahq spquence.
synchronous nunber If all the record ID val ues, put

t j00&it] her As enp&inedtabéves ﬂhﬁfcbxgwﬂUﬁl sleld ,prévhﬁlﬁlytsf(\)@em&fnﬂieﬂbf key to

LR Y AL RN TR RO CE L —
t hﬁx@&ﬁﬁ 4t0bthetimd & Matitipe @c\/ie@éiﬁé e &Ip@ft ®Gha cOmpRek tRflifecycle for
keeach ltcey to indicate that the keys that were originally distributed have been decrypted and
injected into the correct device, by the correct server 18. The controller 16 is thus able to
evaluate log reports as they are provided. The controller 16 can then determine if any action
should be taken, such as intervening in the manufacturing operation (e.g. stop distribution), or
providing more keys. The controller 16 may also require further information before

distributing a further block of keys. In this way, the controller 16 can meter the distribution

21534179.1
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server log records 402 for the N keys when they were
di stributed Therefore, the controller 16 expects at

W@ 0ve/15358 in the future to receive the reportPE/CA2106/000944
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conpletes the |ifecycle for each key to indicate that

the keys that were originally distpbuted have been

decrypted and injected into the correct device by the

Al roﬁlgt \Rbre 18/sthe %ﬁﬂﬁt‘é&ueﬂs op&afirsy lh%%d Blth §nd s

eval uate log reports as they are provid

contistently@roviedaasurath g rge¥ér nine i f any action shoul d

be taken such as intervening in the manufacturing

qQREEAL | the(lﬁ% BcSHOR. gdwsé AHBWH PRLuRIR) BiABY eqsra&ce&% &pot

kKeys The controller 16 may also require further

i fifcontirities i the paguencd oS I niypkery o oa insiangeh Hra ngmbeikofdieys have been
58 QR0 Yehr kEProGRfcTRY

ﬁ? S}sﬁ??llltgiu}%dﬁ] gﬁve\zﬂ? 38179 a1a2d éogr?h rp %}2% g}gaﬁr gé &ﬁer}ﬁanu aaure.r e

thage hraﬁb&téseY uflas cquskd vgientagiangr hiaglomdrkﬁtaaCtlwtsarid ahtaher scenario, the

%bﬂr R % tglcYu(dQ raQ(g% ﬁ) a%ex‘?iCiﬁ%i(ﬁt tfat L@Q{ lgef ﬂﬁ%;u%n % %g]for-gl)%mcular

|d¢ea diibie mayy mctscm\et thatitecpmblemwinginetsd aﬂhd: hmlaéa:{wempmemfrequatmg the
eg? % ﬂ'tlamoq Ctih %c\‘f;ugrernl gftlfa ?lg u’g}? tref%r«a thﬁ %%é%lérere ﬁ mav also use the
kleg/ rdports R chﬁcahdmmg pwposet el tnmdwﬁfaontennelrmaﬂmmb amemtv oS bis to
cou i ndi cate gr. rket .

ol G Wl A REREID M H s e 3RSy Rl revor
aedme(y ateactagiotl stagg whore t]hHJlteymﬂtbpeﬁatéd&m IThiretire, atie prodiicéO@ has the
for a particul ar i cate that
TR TR D ¥ hite Bl S At et efforts towards
reuaiigion glirhingtidgayich @bblems t heferdbne tHeasifeasdy neludd thformation

itself Therefore, the ma cturer 14 Iso use the
| RSERIPEB AR P ORIYiaoRAuReh 1Y gmt deSunilp e kpuihe Inyghis manner,

1A Srofdder NBEanGisO ld%teﬁﬁﬁlé Wil (F‘iﬁa $Rda&s (vereMBmitliRdioRed, {8 gamma and
relati onship with the producer 12 The life cycle 0
é&&?rmtsﬁ’@dd’iaY%%ee%P@Bﬁﬁdt record at each critical
stage where the key is operated on Therefore, the
Aooehy C erThkdoh@ortd R0 IEE BE Hlb¥hatitd QIHFRL ded? nialicibGesttunbdical acts
v@\&ge praobl ens have arjsen and to direct efforts

§ Bandrrerchd g Pervide| hemeass fgy2laterhe iptsari g the existing

RhghaeicRipdrY 14 1806198 (r6GEE SgddnBEIUHS thbfsi%UT@&c'nQi@y The use of
pertaini ng to not only a sequence nunber for the key

Hereile &y %nﬁ%lmdésﬁcmqo@dpwabﬁ.asmﬁﬁraﬂews the ﬂv@dpmsd@éfe@nirgnt the

Cr%uﬁlcﬁﬁerq@t\ﬁﬂl%ﬁ@thi Iﬁ’df@ﬁﬁn QE&‘B%%SW}QEB n a case Where the illicit
comm ssi oned, yet garma and beta product’s may hav

[FEBYIDF oeRvEEe 9 tessler el & égb}f ot eyep prsliad él}etqq@pany itself), may
sefvg%e%tl g@n&?’réf’ﬁ%ﬂshﬁ%% d&fgr o@b e anld et hfiRlenRGUS.

ufacturer 14 an the neans to

eval uate the integrity of the existing manufacturers
1906dhg tlpafditipmtoghsihgiendlys eratieker df ugasyhaseatel gharblek6 to control

afd érdit Yool B aﬂdistﬁusqget&atﬂgkgl 19] e@t}’dnqga £ eA'c'fEdﬂ%s%Eﬁoﬂ%rocedure is

undesirable activit he producer
chewn orffigyrp 6. The HS 28 must consume credit from the credlt pool 30 when

decrypting a distribution image 40 and obtaining keys. Over time, the credit pool 30 will

diminish and need to be replenished with a credit instruction file sent by the controller 16.
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manuf acturer 14 with sonething nore than a suspicion
which, ma case where the illicit activity is

wo@ewansismyy at the tester level (e g by an enpl BYEEA2106/000944
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not the conpany itself), may sal vage an i nportant

rel ati onshi p between the producer 12 and the

manuf acturer 14 [0064] In addition to distribution,

t ontpl dl€ok VA m&DRPREL 1RQelvEr 18 at ati
AT or RSBl 0 o0l SDBPESh AL 8 e v
icnjiied thanel2ta gme Af theadiferablyn sequired filoncqntaveed duthes essage 1s a credit

sh i I gur The ' .
R ETE" LR By A RR St RERRUTEL S, ¥ A
ideargpted By te iSO LA to b ngpdk épsudver The credit inkteuctipe dinfaioel., the

30.will . dimni d need to replenj shed with a
Sl R A ek D e RReEDRPED Brtabge mumber
Atb et Amibutt) &l comfigurataontdanl therhad 61 bednysigaedbisthe nentroller 16.
control nessage Cto the server 18 at a tinme over

ol .¢channel .26, One th fe I Lred .. . .
ﬁ?‘ﬂ’g@ c OI?ROgi rﬁceeallri‘%qth% ﬁ?nér%%pgsgg%eg,ﬁ}ée Igﬁg[r?eé dfl'e?rgfi!ts tHe%redit instruction
| dagit frame thie @ontfdl heesshpeC f dnd e alidates iee stignasine r'BptHSM 28 tls@balidates the

datg f i fl 18.that jis.. d by th .
TERTRNT T RO -
aheitpifoAnede The sedubie @fmbed showldbepreabr thiretheliSua@e anethally stored

serv he server's I.D. sequence nunber,
Toiedlads. BRGuRROURY i ol ul el SR R Rt Fag gper and se
eevhhsd @aecr@lit JobE3CRMkd @tdievalukln HQEM]: inddarisnecei vi ng

the control nessage C, the HSM 28 decrypts the credit

A0SR A SR Aoy s

Setol uipldats itpriigdma Rohfigakaion, | iofisr folefatdsMhe codtrodippl d wabdhe A

val Ldation of the sequence nunper .is. then perfornme .
m@ﬁ%ﬁw@ﬁe@ B REE T othen H@pgies B3 BT g rlormation,
sestialiieSett NhehpRlrel abdvehiefbldtion td¥8e HOVI12 8 COMERration data can be
validated, the HSM 28 wi |l update jts interna

dnignded dor the HHM: 285 Arjanplipation urpae ps the seryes | & prgyee ths &y agent 21.
SthelHBM DE 1ok e Lort@htBoh PhelsBgesOF 8dbfinel @ﬁkw?{ob&ﬁ them

[0067] The HSM 28 wi I | then process any contiguration
rfecsdigifation Messaass e@vhermarkedes Payae or publisad eecessttbereto would then be
| AhesiRalby aidigukat i on, in order to enable the

controller 16 to push configuration data to the server

18, such as updates for filtering rules, keying o

i [ROGS] a4 Stsdit ggperliGr isthe eesvesis gesponse t‘éRrﬁFe&i“ﬁ%élcrﬁg‘élﬁémFﬁﬂon ina
_rc%h@&'n‘?égsa%g ct Ae Sdliit le%o%?flﬂagléﬁﬁﬁih% QAkiRuRMBr A8 token ID of the

i ntended for the HSM 28, an application runnln%pon t he

JétN @B trgcurenbspgrenchgali heayapt valug offthe cradiyp o 3 guedber of refills
f94 at@,oefﬂﬁ L8 A L ANHIES SR UL 5erd fr 8 A& 'ogaﬁire% ﬁgﬁngt (Eedit instruction

process them Configuration nessages can be narked as
precegsfing. or public, and access thereto would then be
controlled by the HSM 28 [0068] A credit report Cr is
t[h@6t9? er ;’_ﬁfelc%dm%?tr@eis bRIPIACESRU DY 1 EEMDR using its signing key ko,
instruction in a

The report Cr is then encrypted for the controller 16 using the controller’s public encryption

key ks. The report Cr is then sent to the controller 16 and stored with the log reports R for the

above described auditing purposes.
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control nessage C The credit report Cr may contain the
serial nunber and token ID of the HSM 28, the current

W@ ewaassses val ue, the current val ue of the credpPCT/pazd06/000944

30. nunber of refills to date, and an error code that
IS set to zero if no errors occurred during credit
i nstruction processing [0069] The credit report Cr is

ra I
S

e Visginmg prévederoit mmah@rt’h@, HSWMslang therservgpl8. difre ReoyiskonBg procedure

T FEE s,y EAST RSBl S0 e AR e

awchonurcvi@r p@rﬂmsmssszgﬁsm&gabl)[ @mm]s Ry 9eonl rugnber of the HSM 28 being

tr| utin S, rod
0 AR 1 RS aBe R ATy 56 EMni et oo
R(SA k%rtpaﬂd orzeeferlably stg empdc tlhee csgpiwgaph]y&EEhlaa) one (k,) for receiving

R RL AR AR O folGr SR nibFaeieSedtn LEmIBYL T,

inufaciier 04 Isefyplderabiiicall yestd@ppdd ifd b phyaically yonGroMddadnRBonment
the serial number of the M 28 being used by the

SupRgipis exchapee pErsdedl? St es the two crypt ographic
key pairs ki. k2 (e g RSA key pairs or preferably

geao7np elWhdatthecontioNe 16 rgcpivegiha proyis{onlbg)rgquea@n( the Jerfann 8, it

2F T e b1 o s U e e AR e et Bt repssiens

e hguCiciipdrag hapikes BV yIviaokdys tprapiaelsl sifmatrip |Ity§&l iGednl X, (e.g.

ey ERchyiog S PO LNEHERCK HE CEtseh i [ s Febubapised b the

ch@rofeOM HidQBdvadl 816 gt thk Rmtulien BRIg¥Ls0 dibthe dktribagEeBannel
the r qgest to the HSM 11 who checks the integrity of

@ﬁéﬂ sPIisR ehibf barkepigfbannsb2 433 dnssensdradpvera a

"token I D' Two keys, preferably symretric keys ksi and
keZ2[ e ghédisan CE&eE@&femﬂésiaQiﬁovﬁi@ﬂﬁ’gﬂe%oﬁléﬁﬁéssi@)Ps Yhat, @r€example,

ener ated These ke s e to be. u t he controller )
@m%ma&'e 3 tpken E‘fcews 9&?@% g‘?@/&% NSOPHEM andSigpae ey pairs ks
ad khespRbislelyl blutdismu@b@medac%ram@hnha@yﬂnﬁﬂtrfc%ewﬁsﬁanﬁ ke2, SOme

on .t he backward channel 24 as nentioned _above [0072]
THUa! e spaatiop data e @hathetisest 19F BNRSERO nimParte S didsioning request

MR3%EP, iPis aEslﬁﬁfed tHaPthe %Kﬁﬁﬂnﬁlg r@%@ﬁ@'rﬂ&sz{ggﬁ R%84A8LFithin a
token I D, public keys of s encryption and

hysialy cwllpém’vgoaﬁ@m (eg é§’|§é ESM projectiond. di stri buti on
and backward channel symretric keys i and k 2, sone

ifgu78} al 'Ifh@g fovBibngdel redpofRinfossBB Y Maldeh b@“s&?fbtthé Fver 18, and the
integrity Simlar to the provisioning request nessage

pervert] 8jraavlen prelgrep H%?M‘Fﬂé’np)PB‘\?P%fisdﬁP%ec?l%ﬁ%E@t provisioning
RRREAIThEStrulcBird el ﬁgvmﬁoﬁ% PesForROMAY e&}héuy a 6RMbEAhM&Ecrypts to a
envi r onment e g usin Erotectlon

separate structure that contains symmetnc eys for the forward and backward channel
communications between the controller 16 and server 18. It shall be noted that these keys are
distinct for each HSM 28 (and thus each server 18), and are not shared amongst a group of
HSMs. Once the provisioning procedure is complete, a normal exchange of distribution

mmages 40 and control messages C may commence.
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[0073] The provisioning response nessage P' nmay then

be sent to the server 18, and the server 18 may then
wW@eoobasasus ni ti al i zati on operati ons upon recei VPEIYCAL®6/000944
first provisioning request The structure of the
provi sioni ng response nmay contain a nmenber that
decrypts to a separate structure that contains
SYTRL 1| dr8Re Liftbodihh [ROVRIEi M oBe KiuRneh FRANDS)
c mm]nl cations rngch\iee% tS e célnt1 I'er s%p&‘e etrifémd 10
| exighnglsblubiensniadt balvetHeert lmﬂh@s@tdddysheammdacgtrenﬂétforf wotecting the key
gﬁlgerétl(glns slgla nérg € emtbqu%{ﬁner?tas Q‘l‘—@fl}g iSlre %'81211?? e"flerr)r}egt\a/slr gl n?f]elnnlgi]ke numerals
pﬁﬂhdﬁunﬁhla cEnpkaﬁﬁeauﬂmnmmhnen@hmmgmwe%mnmnmn20ammahmmy

ributio es 40 and contrg nes
oL bler 3 SO T & 10 ST O oAb WASHE T dRioe2
[ erEd ’@)cheep9ABUm tlSMﬁfe&Hdl LS. I’Iﬂyhlbﬁaﬂr%f ifohé kdye BAAY 1s stolen or
exls# Lutlon t hav% gen [ éed by
o iPBH PR OB A *f%seﬁﬁwaﬂ] Bg P?fﬁ“’%?%%ed
| Mhdsh erteOstiphdBdting B‘RW] altRough @4y Qo Bnplérhdi@ o8 ©pRAtySnadfeind may
gi ven | i ke nunerals with the suffix "a"' For exanpl e a

B R ede A WHablg leveley PRARFECR oY ifr?ewfnoé%lgtf?fasswfam@aw the system

—

O X NN N kR WN

10 | m@{nld &3 Be BGIOANR Bfihe/dulpenCARMATHLLNBAGNS b E3GinBSHlution that has
ABC', where the device 22 is wired to accept ABC

1 équaﬁﬁéb%ﬁp@éké@sntkdsyAmrctmalg selitionnl cost to manylagpuregicifor j g

12 SInQHl&ﬂer@lBg G5l Beem Uetakuéd "ﬁl‘étretmﬁ knal, BE mﬁ;hsné}@éa' il a complete

22a because the scranbling has not occurred
atedesign is watraiged abekichma theayrangamenbiligihn efalélgurted may be used.
i npl enent, are typically naive and nay not provide a

14 Spuoysp! e1d &8 10 AbcoRIdHE lekiStn BRYI A6 A0 IR AR 10 sthRS aS4GR signed
protectlon t he system 10 é then be retrofitted to

15t plieddy (A Fisnerven s witdhair 2 enligeiongt srecatable filas ghas stewssogigted with
16 U haticliaq@bheaD0a o It}fé@ﬁhﬁ s e}{t fo the IéSM 28a

addltlonal cost to nuf act ur er or
17 sipleasing 3 Bexs and pieordw biydaidetme T énsrm, thedcaylsbéered © accommodate the

18 L\ﬁp&ﬁx@%%ﬁ& Phdu 12 eg&ﬁ@larﬁtz%ﬁﬁéﬂﬁdvﬂg I sh‘@ﬁff E‘B{%ﬁﬁeg, e

tinme t e arran
19 us@x@rO[l@d'ﬁE}VOhH fostderd acoesatcbardatable éika (sx4) 17§ that 1s used by the

20 SR ER3 GRREMERAAR: TG, Br el RS peppgy e on
21 eXewouhaHdB® Flial ke HEN ilarva)uai;&acslgt the exd ’ld)anﬁ@ﬁislthd)dlgfed exe 70 to
2 R ERTT R S0 0nERE i Shlhriie R e i el)o S ndpptotion > 1o

23 k egeratmp,ewhenah]e ¢quipinkens 20aaryquetth @ nk\e%atbls ofllely € tt@theiver 18a will validate
accommodat e t he,exi sting sol uti Wi t ho t he
24 G TR S0E Ot A et RS EEHERAN IR i s te gegver 18a s
25 codifie0lifeasxe 10at wlHeald fhk eSd ke ®beaeta®edt 0 t he
executable file (exe) 70 that is used by the equi pnent

Zgﬁ 0 provide the existl] solutjo {Eﬁf troII

26 S50 PEShaRvl-Sud! LBt b TR MR8l Silagg m devie

27 122 soakdt chetlae B iglinjédie] t83eddbt aiphd. WASHSMITB agbignGidesak® product
t : . o

28 7glphaohas a signed object exe A, for modifying key ABC. The signed object exe A is

29  verified, and applied to key ABC resulting in scrambled key BCA. The scrambled key BCA

Y
w

30 s then sent to equipment 20a, and the scrambler 76 modifies key BCA so that it injects key
31 ABC. The equipment 20a does not realize that the key BCA (that it received) was stored by
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the HSM 28a, and the HSM 28a may then store the signed
exe 70 as a signed object 72 In operation, when the
weowopssEmt 20a requests a new batch of keys, tPET/€820061000944
18a will validate the exe against the exe's signature,
that is stored in the HSM 28a Once the server 18a has
verified the exe 72, it will send the exe keys to be

g %r@ggﬁg fh 4 (80ka Fitfn SXAIP! P50 BIRBE1cA R RKUL GERABy the
setr‘hae 1 kemaABO besinjarfpraciuehl ag GABr vhigl s tlaﬂnph‘adlfﬁhhto S BX&a for
SC%\%leI}llﬁ{ngtg fign P hcfaonvgljie%qg %@?%?EE%CF L dlC 6%gsggnagbal1§ec\&fhe%)i\%y CAB
is\tler dtdnided fomnﬂhdampslt benhodhﬁ ed(E))BuABGe‘{lﬁmglsb]lungi where CAB would not
o e BB 200 2 R SLP AR B FE G BEoag requred t
ad3GiAn®aatt Hatexisting Jojurioh smpleyieAB by [dy@ipatbui Poaeiid tROxathRS

ot alize he ke BCA that it received) was

p@f"&?éé"’ﬁf?“ﬁég}tﬁ uitfaﬁ‘¥ § 18a in a protected form

as ABC It wll be appreci ated that the key stored by

[00RE seMuesigiedabjrety 72lkaBo inhébit Malidu® codedtoaibese ICARd into the

wWhi LS t dlfledt read BCA for .scranbl to, .

soYhe et o pe B ke TRSE R BECoR Sate Bl B GrH i es ifegypically

vcarﬂ'ea Eorvhekeyk RybeGéBasks td the nﬁtlﬁm;&rdﬂ td ©8inp pped i SitkeP €The system
ied to suit an ISIE’% solu]élonv\heeCABond

TRys preyd acrgageq ragcompadaling Anristing solution.

Obj ects 72 will contain any programrequired to
[0acgjomiHatferd hemﬂ)dmgta' neglomlymm oontiolipd Bseparesd ffoyn the server 18,

nEaree s P o SRPieT Ge iR 6° PooY Hurn B ndfegr crdi
thedjgB eliesHHSM 28] The probidet 16 FahisabRUS g&@etethé fr@éﬁlb@bﬂ@ymg
|.oaded into.the server, 18a for no %E%g%?%t he keys

Iy MaHpRent g Ve Addn PHET 1) g thalt ‘éreﬁ}‘bcone“ reports

the Ydinfifdsl avid WRmufnb&thfhuifts b fiairsd foP tR@rddat&as e dhik @ndblie the
machi ne ppor to being applied to a key The system 10

prodveet k¥ gy oS ancss theh paudadrpeltds nﬁfcr%agmdt%}stmtmg grey or

bRECARMBURbdURE oRBeveek 321 Ng sol ution [0078] Therefore by
utilizing a renote systemcontroller 16 separate from

t he server 18, the oducer 12 js able to nonitor the
19929 v (N ithuhe oy Brogalves 46d oisiem HOun plae aRspIcerchegR ponitor

ploi@iéa Rt & REnureMréB 4T e Prades 85, ubBginse driiSnaRIcBorks $n the control
govern the injection of keying information on the

MEE0EE &s capmetpiihg pradpction OB AEReB27 RspddingeorremR B adle credi

folhsCRr thefhhifadi§RPl4 s the identities and the nunber of
units manufactured for the producer 12 This enabl es

t he pr oduﬁgr 12 to J;%\le assurances that a manufacturer
[0P30% 5 o'l OF eeireoiecaitel toF SEIeMmolot? AR ey topnagpapufacturer 14 as
SHERINK R FigRFOd W6t i§ esdh ntRMiac@fer 22 ilROT Bl onW¥d iR f tNEpARRYE The

procedures and s?/st em 10 in place, a producer 12 can
systsH1 1 Qe also not to be limited to the use of a single controller 16. The HSM 28 is most
preferably trusted hardware in order to protect key values and the integrity of the credit pool
30. Moreover, keying information contained in the distribution image 40 does not
necessarily have to be keying information, but can also be any data element that requires
confidentiality and authenticity. A requirement for keying data is typical of a system 10

which wishes to enforce granularity of device activation.
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production at a manufacturer 14 The producer 12, using
the credit instructions in the control nessages C, can
woredoen3ske producti on of devices 22 by addi ng BCT/CA2006/000944
renovi ng avail able credit for use by the manufacturer
14 [0080] It will be appreciated that the system10 is
not limted to one nanufacturer 14 as shown in Figure
or -
s orrdh o SRR B Shortied Filch 30 305 Eherled i
gteotet theaailizdovpfoverpsidngioa neayriteraiibiead szGntﬂ'ddeci%Nts@@raﬁan of duties

Wi](nt%ﬁlt thg{ EEO%rO? %!(i‘jé{ %%I{]&{’ﬁl an')gtg tp% {Se Tlﬁglcﬁil}ygaoﬂ'r?&u% r Ot contract out

ﬂwbmammsn@akﬁynagﬁmmmognahﬂomecmnnamnednwmwnmequanofmnms
tributi s not . nec have .t

i abeh P By SPRERE Bur e beE Bl h i el A vees. so

tHahehle endpratiice susidabe beent toathiedy, b@zredc}ﬁambttﬁmhcttm tnyorder for the end

requir t for key data i s typical stem 10
plae B B bty SRSy Brrin Ry quued Y & SRk Boint of
faktd, ¥4 sifde BAORAR (ShihfOPBLhe hihudttdink @h DA Mg a set of

arrangenent exenplified in Figures 10- 14 and §escr|bed

cRITSF B 1B PPYEE 41 TOTBRLB TPy BREE CroFofbFFagiers must colude
ak i B tp@iubar 121h @il 0 RAPPIR a SRP ARk Mh%nléﬂﬁéré‘cﬁ suwctompenems

the silicon or device manufacturing process yplc

opdgyicsy uEhsrend proguet andghs subcqomparents, should pesplets &g@gufecftunng

STABEIYE BE Rk ikl Myl gteh&meth@ Pk bRGOF %aln@t HEPRERAder 12 is
separatlon of duties invol ves pur pose y Se aratlng

drpgtieat s sadueqdrighes magiae subgrontsaqiqre ais redvirpd tomollwieh@ prder to steal.
devi ces, so that the end product nmust have been

[6dsgpch Qﬁjthe pRYuERRD I SUBGPRAERCIeOdrall sthgod Qﬁfcalfﬂfcc&ﬂ"'ﬁlaﬁﬂg often
product to be fully functional Since grev markefs are

tvgﬂﬁrl aaengst sqypil thid Py mawyfargirersp binreduger 24hat dessansa chip, will

chfdPheSdebidf if AddDARR hﬁlﬁﬁﬂeo(fatd fled BReRUMAGS 4474 At list”. The net
Chaln fOfClng a set of Contractors to Operate In

liglecquiate descrpfiandangupger in thedorm ofemputen erdsreTrinsusting athisd party
hQ\Q ld H@%@Q%e@ﬁ? T nli]ﬁmpﬁx%g%{ﬁ? da \;!'gfer SR sRcHE frdnPwhidi R

ey mar ket non- cpp sub- conporients or devi ces
pimkégeérﬁddﬁrs@@u@ and it's sub-conponents, shoul d
conpl ete all manufacturing stages to be fully

[(f()\sﬁFt ' @B?éxaﬁm@legﬁnrh%rlmstr Jé%z(duﬁ%tu?i g 9\}:?'{:@59 Kh lﬁr}ﬁ&y Bel8nt by

producer 12 drastically re
thetsadueertlzde 8 @ﬂhsorafﬂbnqaéxq (Whe genpigclotss rthmélcprm wefecsefrom the masks.

ThE @ﬁfers[nqgfqgln BdkehilS a?é;i lﬂ&hﬁéﬁﬂc{ﬁ{y whdrd 80 'ng ‘are tastedi

sever al tages typl ca OoCC are o
daprbls @Qtthes\@aferr and etlmrpmc;ibfrma}rkmuhacwm@ns om\y plreodcimlénal chips

t t n in
o3 980 S0l L7 S TRIGTLIRILT g o
packageethe $iligm' mﬂihe:hnmaclkagstand egriiaiesishelfsg paqhbhgedrehip. The ﬁmshed
e for.i,nstruct

h f
PRI e 5o R QOB RaBR 8ol S AL B

bpardducehng part wid ristell dsvitd moduct, nadnhetfintheddevice pragluct is sent to

the distribution channel, and eventually a customer.

[0084] The above illustrative manufacturing process generally comprises multiple stages
that occur between design and integration of silicon chips into devices, namely fabrication,

testing, packaging and installation. It will be appreciated that all of these stages may
21534179.1
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packaged and di st pbuted [0083] For exanple, m an
illustrative manufacturing process the nmask may be

W@ 200b/183843 he producer 12 to a silicon fabri catPCT/aaz06/000944
manuf actures the silicon wafers fromthe masks The
wafers may then be sent to a wafer testing facility
where individual chips are tested directly on the

altéi\ﬁzftﬁféltv oeAd a?zi ﬁ&élé %ll%ﬂdﬁhﬂ%&@ﬂaﬁﬁs& ﬁ%i}xﬁhﬁ&e Stdbes, up to an

he individ ps that passed
arbﬂﬁW\Hrnﬂ@éethf staae:s g’é@R@ng ithys¢ stagek.i there Trgts paokagimity for

Fashddiby 'd ckage the silicon into a chip
v r&g agle Omldl agai n test the final packaged chip The

f| ni shed chips are then typically sent to an CEM
[00&Bler e Refeeringtiiopsto Ajgurartly fheadodynerd 2phesignsednask ©8.uiThe mask 90 is

usela(?@r ;godu\e‘fﬁ% eédsctergdaﬁéw&fZ aln tfngk J?rgaq? %?Yé Cﬁhégc{eggg 64 mcpu%es

fins evi ce pro IS S
Sor@ﬁ f@fm obtenibye errimmedble lafwn@wenluanad tbpe inchded mriw rdes{@oaﬁq

pre@?eﬁ)l}apd%@t ():}%Eljafés\{th%H s(iEh %Bﬁ{/}gﬁk&lﬁfap . r')lrht% Foitica 12 € e%rﬁrac in

conpri ses e stag occur ween des
thisggxdmplet te@rcmmommthoﬂ paiity marmﬁaauhlqgsznumﬁs Ohatl getf@ BSpedidd®@Ages in

f [ nstallatio
el B BB s P A%, RASKE B8 SRl B BBt oo o
sechisBﬁdmm&uﬁmgtsmgm 802, uptoyanaeittiiry alth enaswfgdterideacdgk 10y and
that there may al so be nmany nore stages, up to an

[Oﬂgﬂb' UiRd ro%d@yfgjﬁgtngut Sstilggl%_gl? % Vge{a/l g?rﬁg%cahgfr}%e &\%nnel 80.

re exists an opportuni
Thwméﬂkd?oshmhtloalgfeﬁltmnmnwmtun[n@ 6884 1Refviaereiapgrtion s the

Bl - TS o100, By B 3
coniiéte, t@(lamiﬂaﬁt paamlly Gnifhel pieducce sehd td the kétdﬁ@maﬁlffﬁ:tﬁrﬁl[g@'tage
ormati on that be

1020 FRRRI § 365 Rooa e B B B iy s o Bp oris Ths i
repwtddl‘fouéacls biage LSpetBShet drbitardyNtR 6B, nbith UREnREIP SEES cokdpletely

contracts, | e.two or nore third party
fungional E@Fffﬁ%&%ﬁ@f {9 ae@nﬂ’i‘&tonﬁé‘r‘tﬁ’dp% specific stages m

the overall manufacture of device 22 Figure 10 shows a
[0087]r st Inrmdmftcapﬂetzlmt aginsbragiete bfducidr & etbborB i bbih i G erted

a n arbptrary Nth manufacturing stage
o a368 Fisbila o et B setoas o P [bLoy R eharSiongt does” i
apph&d% I'The spyadchion lof aittek fsl Aditikion oﬂlﬁi&ﬁﬂz@turﬁ@ and) ﬁat&ﬁ&éraﬁgmhgc‘dunes
the first cturing stage 100
of D pcling RO AT Bl i TRk shpioazel bislieimanded
con’@ﬁc@&dﬁ tHeQiteitfed drdet, Ink BRI BMpRGRoddEor b aﬁtun%hﬁﬁgd &egfgce

Iete the resultant partially finished product

In hiS eXagHYe. f TS Gk ol am i Baon of AyPieeaplic 4uRis ipigcted in
mulﬁ@l@'@{agéseea%h SERARA i NAfrtcd @Mt l%f a &ﬁﬁlcpﬁgrﬂff?cﬂéw ey, cﬁ.‘l]:ﬁg a

. as testing of the wafers This Is repeate
distoetyganufgsturng siage- dntorder o sppateta thetsarged vewkskeh ﬂm }trpdm'tlellzy

incorpdrRes Areg RGBS dile 92 into the design defined in the mask 90. The module 92
is used such that when the mask 90 is compiled to produce the device 22, a mathematical
transformation intercepts critical signals and data flows within the silicon chip, such as a boot
signal, and if the mathematical transformation cannot operate, the device 22 is crippled. The
mathematical transformation is preferably a cryptographic transformation that makes

extensive use of Exclusive-OR (XOR) operations, for performance reasons, however this is
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functional, registered device 22 to a distribution

entity 106 [0087] In order to prevent an inconplete
WEe@dnsIs4dr sub- conponents from bei ng di vert edP@DCA2006/000944

grey market 110 at one of the manufacturing entities

100-1 04, a "separation of duties" is applied The

separation of duties is a division of manufacturing
nomqﬂa&@np Gk RN TOr g Al hdr@bi cAftraB8 a6 inaiBA W et | itrisgre istered

such that all duties nust be perforned ﬁ

thrP\*ﬁhéﬂﬁéfaeréaan%{@%?r Hditiopeofi itieH dalg: Yelerportinse éggraptygraphw
kefiRy GRATRL 81cR sREOSES ﬂanﬂhf&fturﬁf@ pta&es:sp @@l}@ﬁwaewa%férrbr&dmlcai at

‘exanple, a sensitive task such as the injection o
thecfirgistagg R B evespapducedsandripertied ¢ gray market siges %ﬂaw_h N 110 as
] {
o TR e RO R 2/ e il BRI R pot seccived ll of
thereqrgeed (cry pisehphictdgtagledd srraquaret feproperlyi apewaee. t ask(s), the
producer 12 incorporates a registration nodule 92 into
(003§ d@ﬁéfgﬁm}geis' sR&Fh B3 HBLoMBREHpR0Gn ﬂ‘_&ﬁremdﬂlg ﬁe}%%]el:%rpszﬁgm 10
such that en the nmask 90 is conpi roduce t
deggahpdaboppin Figyres h may be usedite élﬁ%lﬂ)menmtproamdusmcetrrem@ of the
0
kef i ads SOALE pA AR b A aM Ry Rk e o
coldtrsméfb disiruieameyonaTkatprastyet ﬁ@@rctdheerdéwlé be @lne fogletect this activity
€ Y,
dug {o 1H&Hnﬁ%%t% a%ﬁlégiotrt_{g rdgﬁgﬁcnggéssﬁ %ﬁlﬁﬁ%&&l&@%&ﬂ?}{ %F%%Mg data.
It \Mléléae@pplﬁmeﬂedl mat/dtematwmstup ép atay bn 9$edfao anypesifber efsstages and
2 4
ne%derﬂ% ?%gsredlfg %{gf ankg e 1I %g? {aﬂ% ors?f:a I& gt%é‘le fO%r{EPRI utilize
theoqys}emtl@ bui totiasy otbegissiger Hdweter,cugh preficabdnenoh alanufacturing stage
' tlons or dj. t ri.tical data, such as .
will B8 P e BB Ll g b o @il i e
sudiftedting WhapodadetiTd inghip s@e@Eswold bflest M@yct dafa daringthe Eecond

rodu the first sta e d and
s B ML b PGy e R e Tlre L P HOLL o on the
sys}I0 WM amdﬁmEy @Uréh chth mbdaddirigtice lolizaplenedt 4 Piti&dof the keying
because it has_not received all of th

okt St ORUH © BAREEETRIN tis g ana iy s the
ned¥kABeIFdmae, ah telr@VB8h sRéstBRLUYply %y SR With BY¥uc®br sub-
exanpl e in Figure 10, the key injection system 10
CoOReERiShed above in Figures 1-9 may be used to
distribute, nmeter and solicit reporting of the key
[0089] ectThemask aQBShain Baghidr@asidl ackigiicend. 3k @Rcuskedtdbbe, the
case, evgq i% al entltlea are in coJlusion to .
regRP bR dulG e avaF ReeTPRRE e 2 masksedian ey the snazk PP isghen
pradRareméDiod@pREknt I eSofagdiuvidny oflliges b cddR R WL iPgart, insert
reports and if necessary inhibit the distribution of

ther GPieRs el grodule 82 pithiga Rathyereigsphis ensiheds ¢rHigpl to the device’s

op&hiicH) Badie¥ bk RVRInTbbQuiBie @b $RHard an@Rt pRHBARK tHaf
stages and_need not be used at each or any stage at

cugpmerpsode k2hgPaa thatrateseibe e dule 94 along pathd A isapplieddo e he
cr@Yo%?a%mc]t&nQHltm 'ﬂ% anfdy oxﬁ%mﬁ% the p8QBn m&@’ pattS] 24 Erhe output

re erab %/ each manuf urln? st age
present at path 126 will preferably only be usable if the cryptographic transform 128 is
successfully applied to the data input at path 124. The cryptographic transform 128

preferably works with a memory 130, processor 132 and cryptographic key 134 in order to
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will include sone formof testing procedure, it is

beneficial to incorporate system 10 into such testing
wab@epsasdicer 12 in this scenari o would at | eaBCT/€Ap®6N00944

data dupng the second stage It will also be

appreci ated that the nodule 92 may be used w t hout

relying on the system 10 and may rely on each

peﬂﬁ&ﬁ“fsdﬁétsﬂdﬁérﬂ Ortetnd@erd 030, PRASBNG2 and&Hib2aptaE kdyi84 are
process. In any of these situations,

by
corg' ’&W@t R ﬁ@r alb)é'éﬁ’é‘ﬁ §l}ed§ey i"’tl‘?(‘élgn Rt ORRspitpt ﬁagg n'taﬁléfactunng

staf€ CRRSnbri M4 $5Bhd1 Adbs agahérng,lpfogpmc kb 1§1u %ﬁ:‘ﬁslfnlélexllel‘al
supply grey narkets with ct. or subconponents

comprpgokeyiganaigrink thgpis ﬁ@cugwlm@ 3t pachsieag. @refmltlmhrough injection
usd): %9 Héﬁn%ctilonps‘?stgrh §64s iﬁ%%’ ?‘éﬁre It()h ?‘rf&%ﬁé? ttﬁ@ﬁéyqa4 @%Eﬁ &

e | ncor por at I nt 0 "any mas
mmﬁgkn% t¢ ensuriaéhint e onptenizhieang @cmmtpiwemmeraors éﬁO wfcompose the

l\e§} st Hftﬁ nd0STRY kektlgf? g‘xe? fbe & gﬁlcq\% C]m? éﬂgé }\?\nﬂa{ hot b nQe%ré For

I nsert t e conte Ine n a pa
exmeﬂk@na@uje Brreayt wark withowirthe keydB4.tad thelpetedieal lrlslebf$ome classes

Lan_.of. the, custoner code
Of%%gﬁ g)n gg\r’}ﬁ’gg‘? |o?1reg(¥&’ chu}ar pé?rdélrc erstzcode 122
Dat a that enters the nodul e 92 aI ong path 124 is

{0029 | dmigenerah thersypmitovgrdajaiised byrmedfat2s 018 ide portignsoepch portion
belg%) a%%? I‘gfl%% é'3 Qﬁ e[]a st%éfe%rf} Qﬁ’z{nﬁf %&ggggﬁc&gt gcyrlte]gcglj ﬁgeort]lg

era Iy on| usa
techmigyst wepldiphiognjeat dr&tﬁmgnamz@ with rseseage ssbudry gt eapipitagedn the
ma&\%gctgl%egraprl) ;Th\%té(?zﬁ %JW m ée ngc;](? to a){&)a&%%r %%Balcs e%nrat%nSf rlrr]lg

$0; almjvahdgtgt digitd pighature epyodizae& armema@e that oouliliE3447 B alkee dérbvation
era

schigh® PEERRE atg UomGE00 10, 18 Qe BatPai entnidendil Anghes

exdmipe, k@yld tejt€ etpiona RMSilﬁleNlﬂ@teblﬁlﬁ@L&nWhéié pRa& S the cryptographic

uf ac sta The msm)r 13Q al so ip¢lude
ke PSR Tt & ey Perlgh ey JaRbAg el
mafeaRIinEetag Y9 Heen bBRiygEd|thd Rethory S 3@ 6&HIMY @b@%\ dita, SPGBA the

preferab t hrough i njection usi
key 5&?[“%‘13’1' feghy ‘W&Fﬁ%l’gﬂ d IpreqpippSeithe ?ﬁr%phl‘gke@rléf erably,

the key 134 is used at inj ectlon time to ensure that
[000hE MAhekhapie bLihe grsaﬁﬁmﬁuétaﬁ@cmrgb mrleeﬂxﬁchll@? smrmas:.egure

the key 131 js authentic. The be a p
12, B8 nel Y et e e Tt s ST B S gisg iRk ing
datiRstifo€ mBRitd¥mY rafortk giet@Ulheh RByik@Ycclhidd KedlinjédiBn into aSIhCOl’l
CI%e%@ al risk f sone cl asses of attack that may

Y OfFHrSah éﬁ’ﬁ‘ PAWIRG 2 Pt PREAgIAs teply dlaﬂ)e%ffxa&lzle Stage 100
inc[U8PDIereh 1 Y BEER L gdnn 81 §1§‘éﬂ§ting|v¢4% ta@hge(gﬁﬁﬂenm it e 960

is split into portions, eac ortion added to
alsg wluﬂmpra@uca%wumbl Brtotae, HY%WGF A siiean ‘ﬁ%efp ridhe erodugtion
equENASRN 8 uRDhe LRSS BLELYRYb fr BRIk s s,%auéél aqjahal1¥

signatures with nessage recovery at each stage m
mapAtiREe Dgricnid 4pr Seesbscrine] lnahis e3amimals used tasengeser the frst

p01¥191ll bERh &N BdhQiid i’blphéd G HRe Zb,rk 1%96', Bxg:ferably, the first portion of

the sensitive data is injected using the key agent 21 of equipment 20. Preferably at this point,

the Device; 1s not yet fully operational, for the reason that the transform 128 does not have all
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so, the validated digital signature produces a nmessage
that could be used in a key derivation schene, with
w@00811333¢5 data m nenory 130, to derive a cryptPQr/apio6/000944
key 131 Anot her exanple, would be to enploy a key
shadow ng techni que where pieces of the cryptographic
key 13 1 are added to nenory 130 at various
(HIEHALKS (& Hl'f 05 @%gﬁowgpoﬁeﬁﬁoﬁ | pRd pARQY tsatﬁén%vhlmle to be
stage een co e nmenory cont al ns
déﬁdmgﬁt@ﬁ@amwsénmh@hﬁmhgSkgylghadOMItechn|que can be
used to re-conpose the cryptographic key 131 [0091] An
[6093p! e[‘blg%lfre H"ﬁ'otlﬁéssi ﬂd@%@ﬁ&\%‘hg ) eﬁﬁtﬂ)@eem;ﬂx@ac'nﬁm§ process that
schematical | hown m Figure 12 noted above
lrpi@dmwdlamcm@m@camm stagds|(ie él§2§; yAt e 500, the producer 12
Bl At S0, S8 B ol bl TR BL ANS ARG it that wil be
igédtede mrthis lekanplg: oY ﬂalAt;step S6urtee mrodwearl Brprefesiblyestablishesrgkey
. c
1r§ec? ?ﬁ %jyesge?nahzgxrt{}%rkg %%51 ag {g g%éﬁzq%%ielfsgvglrgtg\ %}Qagmels %Ah 25, and
26e$$dmgmamuwpmewnhﬂﬁaﬁheusmg@eIlmapEMB@xﬂhnhmdﬁsamnge

R T 8 BT S i Riseter o B0 Bt 12
wahukl didtidhiite Gnomiter and hewive llogdBcdrds fasrpduceraerpe ti al |y
nanufactured Devi cei 140 The subscript 1 in this

[&ﬁg G.‘At sé lﬂ?? qlt\eté'{)&u%grr &5& og'peoagt? i{eﬁg{r%}%g%éd%%ﬁ 1r\}\tﬁ s de51gn

sen tive evi ce
dpﬁresﬁ an tb Imask He Therrsask 901ng themdlsmbmhdatoshmﬁnst mmmfmtmra 108 for

d 21
TS B gt TS 2 g o
sepsd@atko reﬂimﬁlé; nhet ﬂiIQt maaseturdrivall pidiacd 4 aarsi, @feamrig%qﬁ aes

ve all 1534179 he ecess i nf.ormati on
idbe s Ptk AEIRFRE Rl Bl e et il s bRty @repartia
kbﬁngdmsﬁeﬁalbntb eﬁientday 132 IRCREbno afditiiel dagh 1§In§69‘%d 10ep 510,
a&ﬁ% % &lﬂVIdeS a flow chart shg
A wav 5@{6& PRIy repPE dutbe Produser AP ) @ Lsip & mechanisms

othlisiéd aele NAINGHAREYT itAQ 1ShAARS hirdlEthdmictidt ofsdn®BerBie data, and
t.he producer 12 determ nes the nunber of stages and

titoReT3t98 Mgy HisarbeSplely sxequisd<IuBRE KaSfiTg data that will
be injected, in this exanple, N=2 At step 502, the

[@09a uC @ncd the @& pefidhloy the kb A8 rébrd@iied 0JURLIPS device, the

i%iten1lo that |jinks. each manuf act ugi gg stage to

PRABEPRBE Y ek kenna  omaRton 10t siieioy neperhipiaRey Figure
lawﬁey&ﬁeb bl @fe@iceN 6Berkid the GUE@ipl] répfh@er@s” 1‘1516‘ ﬁ%@ orfién BPdescribed
use single controller 16 to comuni cat

ahget 1 BF eariahnmspdiced ppalyprosianaeg Revichie's B}ee éﬁg@weﬂzo stage 2 at

spYl 4l f6H xbduiBh hGtep™ B TRE mBkBadi@EeI02CatlsRY STEGAT fsn fnfe
two servers 18 [0093] At step 504, the producer 12

SPRBOPYHPBPISY éaﬁae § Prsﬁtxlalalpﬁeoﬁ si¢p 18- ahapcendgnanutaciyess il ghmay
Q%Hn‘? Qﬂhﬁoﬂalt llé?m%%m%oﬂ- he nﬁg%gm%ocrﬁ/pﬁoérm% Bk BN
first manufacturer 100 for
usmg pamal key data stored in memory 130 during step 510 and new key data from the
system 10 used at step 518. This dertvation step could be based on a hash, or possibly a more
sophisticated key shadowing technique. Preferably, at step 520, the second manufacturer 102

reports back to the producer 12, indicating that the second key portion was successfully

21534179.1
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I mpl ementing stage 1 of the manufacturing process at
step 506, and stage 1 is executed at step 508 For

wex@ipbsss t he first manufacturer will produce BCTEAZN06/000944

creating chips that conformto the mask 90 Duri ng
wafer test, the manufacturer wll then program sone
partial keying material into nenory 130 This portion
Hjedidie 1B ?}?dd‘ilbéf% %%Sr %obv%obs@sss%v%@ rfééor§§ 1%@1c§ﬁ1%,tha@ﬂ{1 KePBata has
sever 18 would preférabl'y report 1o the producer at
deappuscessil lﬁét?f‘le%@nﬁré@h‘éﬁﬁ ity srmfasmatiore dngaperigs records.
Alternatlvely stage 1 may not handl e the injection of

fensodce WR s8@ha poiodl of Rk ReyPREAA is MeRY HeBNcDE, in this
sol el y executed dupng stage 0094] Once the first
seenle s efmnlefely peoduery. aukcqmipket @grs@rmle(@ gt testedhamd pagkpged 10),

3 i

Fhy BEEEE L b Sy elengl bt pERPL.? %Leifr“g%aff“ 3 (e oG complet
3¢ of §ey éqte. asmely datalpyrtipey japé data pprépre? nThhBewespstbgpiontinues to a
I T
R R g 2 R L AR SR B fier i porking
tretuctdit step Pt ed to stage 2 at step 514, for execution
at step 516 The nanufacturer 102, at step 518 will
t 6@@! | nJ&%so@ll&%@@% ﬂgﬁlre'l‘?rlf Py é&%@%@ﬁé%ﬁﬁ?&ﬁﬁ%ﬁm, or an
at step 518, the second manuf'acturer 102 may program
&dmlqyﬁqﬁhaﬂ%k ety fordfistmbvie gremmaiket preguctiatstep 526, through an alternate

AR08 90 o 1.6, LRI, LS00, PREHLAL Pl
dao.zirfce e Dehvwe syl emntd® the Bt partigrt efphdkel diitai and thus the transform
q%? ea\ﬁgg{ é]foféz ?g ?;gegé{l?gy @ﬁ?@%ﬁ:\?ﬁlﬁ%ﬂgﬁﬂ% qg’sﬂr&% p&&%sl‘% Qfg may be
@erfsmeap ab@Oy miatket sw@udh_e edi ubrat kegmrgdaﬂzﬂ? nastqnpmndesl dm@lakus the

GO ERME e oy B el ek e bt Phrippiea 1
pyib del amfre(ﬂﬁemw tliHDMocﬂlCDSSZES Prdfsrably ﬁgplélﬁérﬁécﬂ@ch theli andittarpering

that the k%)é g %‘ﬁ%tn successfully inserted, and
CHRAUE R RIS ‘P o nonitor its records [0095]

Once the second portlon of the keying data is
i[P895T t eRefdrhmg ntawiodﬁglﬁa 14, ian;clhdmhemc exaine ef d ﬁnlshed’phMméry&roduct
oduced and co tel I.Sstered

pa%k%cag)é)’r?ne)g a modyle 9 ags mylé reinémpgléf: ggaelﬁfl 108§/man1festat10n of
lﬂ&‘,vpl@ﬁ’éal la/ybef fet ﬁhothhe9$ sHos@ P Figh? el Bigart1s, Elvgumerals may be

ete ta, |y data portion 1 and
SR B or” 2r A ele it s O BLegiRgon of odule 2
dé.gtazapig Tabl@ I’tb shpanietryplogshkip tr&?s?om@, Helng ¥R BE Madrfdtcement

t he, cust o ng. pr oduct at st ep
3’%&“3@@ heRgodgFtssonmn%&éiarP&{%@&th P82 o . Thggpah s
QPé&ﬂEJl ﬁhr(wgﬁ thhe tFaRbfo R M6 itk e cA88me™ To %@ IQZMaQXS%eﬂy function.
t her eof , atte ts.to distpbute grey mar product at

dp By sopple; m'%tf@ﬁﬂ%l 33p-tvaYiehdf an drlepeniaiion @ﬁpr@ﬁ%imfém ds
oAb nRd8 Thév&IficRRIneB2P 1R Y She-WRl bt P RALRVIASY rfefiobB30a and an

custoner at step
identity portion 134a, which is an implementation of the key 134 of Figure 11. The key 134a

and memory 130a are injected with sensitive data using, e.g. the procedure outlined in Figure
13. It will be appreciated that the product 22a is only one implementation incorporating the
logic provided by module 92 (e.g. as module 92a), and that the example shown in Figure 14

is for illustrative purposes only.
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530, since the Devicei only contains the first portion
of the key data and thus the transform 128 cannot

wW@erhosisuit s operati on Therefore, although thePCEEARIGN00944
packagi ng etc may be perforned at grey market stage 2,
the additional keying data is not provided, and thus
the product 530 is fully manufactured, but not

1 Couuokpt elA\fthB@%' thd ﬁfo@ghasrb%ag@é's&ﬁ&d 'vstlth(}?f@féhgelqo lobridth {eciBiE
appreci ated t he nodule 92 Is prefe

2 i ppbedimente dagwqulrfsaat@mthewcén\plé be mgaarmamhcap ekilled in the art.
consi dered and i npl enented [0097] Referring nowto
Figure 14, a schenmatic exanple of a finished custoner
product 22a, incorporating a nodule 92a is shown,
wherein nodule 92a is a |logical manifestation of the
physi cal |ayout for nodule 92 shown m Figure 11 In
Figure 14, |ike nunerals may be given the suffix "a
for clarity The product 22a using the inplenentation
of nodule 92 (e g 92a) is able to apply the
crypt ographic transform 128a, being part of an
enforcenent bl ock 150. to the product' s critical data
pat h between code 120a and 122a The path is decoded
t hrough the transform 128a so that the custoner's
| ogi ¢ 122a can properly function In this exanple, a
verification 132a, which is an inplenentation of
processor 132, is performed The verification 132a uses
a one-tinme programmable (OIP) nenory 130a and an
identity portion 134a which is an inplenentation of
the key 134 of Figure 11 The key 134a and nenory 130a
are injected with sensitive data using, e g the
procedure outlined in Figure 13 It will be appreciated
that the product 22a is only one inplenentation
i ncorporating the logic provided by nodule 92 (e g as
nodul e 92a), and that the exanple shown in Figure 14
is for illustrative purposes only 21534179 1[ 0098]
Al t hough the above has been described with reference
to certain specific enbodi nents, vapous nodifications
thereof will be apparent to those skilled in the art
21534179 1What is clainmed is: | A nethod for renotely
controlling the injection of sensitive data into a
devi ce during production thereof said nethod conposing
the steps of a controller preparing and
cryptographically protecting said sensitive data in a
data transm ssion, said controller sending said data
transm ssion to a server, said server having a secure
nodul e for perform ng cryptographic operations,

21534179.1
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said secure nodul e extracting said sensitive data from
said data transm ssion and said server providing said
W@ ensilsisye data to equi pnment for injection i ntBCEaAZN6/000944
devi ce, wherein said controller is |ocated renote from
the server 2 A nethod according to claim1 further
conprising the step of said secure nodule preparing a
| ag report regarding the usage of said sensitive data
Symﬂéggéﬁgﬂiﬁontroller 3 A method according to claim?2
wherein said step of extracting conprises said secure
hoduheheteior yeptotahgcantroBiag ette ihjaelonde enditisaltista tidd @device during

transm.ssi.on to gbtain a key, and using said key to

de Brro%?wg ék?eﬁeoﬁ’rsﬁﬁéﬂq%@i °8H1p5%‘8g &?ﬂeﬁ%?fo sai d data

therefrom4 A nethod according to claim2 wherein upon

sendompllsairepadag and crggisgragsdalin prosetitly Sodiensitiledata in a data
ege{%tes a first log record, said first log record
&PRG> ¢ ored by said controller for conparison with
said | og report, and wherein upon providing said data

t osad rahtreteri spiviemy saidsdaitadr Seroissien twnckehver, gad eeragrdfviag a secure

og record. indicating the distribution of said
lggcﬁ’gyﬁaéb%rg)lna’mgﬁ DPsRLTRpIe °§§Tag°§e cond | og record being
included in said log report 5 A nmethod according to
cl sdigrsegufeumadhlerexttamtipg sad saypsitined 84 Fpmahid slaiadrasetivséon; and
receiving a third log record from sai d equi pnent
i nglj; : i AW : - .
oot S St BoRlaGiq ShAR AR P buheh: AR ellth s B gevice
| og. report 21534179 16 A nethod according to claiml,
f uPberein seid epntradieng lesaisd semaie Bamnle ssrsEedur e execut ed
prior to said controller prepapng and protecting said

Tlanan@RddhefirOME 8 QNDAPHECRHBAnL B BGp 8B $eBure module
initialize said server and said secure nodule 7 A

nePRBHINR0F BPPryreeerdmedhansases s sgisitiye datp fersaidicpytraier.
servers said step of sending said data transm ssion

X OAphdtsRisacSR el fcl sl Lhwhkatia siifl 3lRP BF S&a@thgl @mPAid said secure
pl ur of servers 8 A nmethod according to claim1

it et h . !
f umpps d pg apeager ingludedap syd dafa fransayssiondp phiain a key, and

Pr @i dhalikedt t&d&ﬁ%ﬁ sdidEhrdshiedsioRAnd &ted didBfa4Rrefrom.
indicating a credit value for updating the value of a

redit pool, said credif value re resenting t he nunber
T

C ) > !
%ot Aduhpdaceqiding to damevherein ppon seRfagtaid fan TansaasiaR el

t heontreldiigendiMERH BrstTBY reR¥idl ahid fiSAlbd r&SRIY el iR rdfy3dad A
met hod according to claim®6 wherein upon extracting

s af PIrahtr 4o BRRLRN & sed log iALHiA8d MPFeaPEn BrRIdig said data
MO@\thid eGAPMURTESddeBiEtt Inotifile BrRdidl aefidtiodRPdrd iiRERY the

distribution of said data to said equipment, said second log record being included in

said log report.

5. A method according to claim 4 further comprising the step of said server receiving a
third log record from said equipment indicative of the injection of said data into said

device, said third log record being included in said log report.
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decreasing the value of said credit pool 10 A nethod
according to claim1l wherein ppor to said step of

w@e@papasgy sai d net hod further conposes the stREECAL006/000944

said controller receiving an object for inplenenting

an existing data injection solution, said existing

sol ution nodi fying said data, said controller signing

¢ aiatnakd efetordnd t@@ﬁ‘lgi NGurdRk & rgﬁfh%da RH§6ing ProS@iuf executed
secure modul e, “sai d secure nodul e storing sa 8 sign
obPrIEde sydeqniipllerpreparioe @d@ﬁ@tﬁctma jseid dataasad m@mnmynmgrocedure
Sapdn kg (ARRAGH A EReSaHd lution if said
S|gn§% obj ect &erl |ese gmgéﬁﬁ&%ﬁgﬁggd nodi fi ed data
to said equi prent for injection into said device 11 A
Tredrpihalcerrdinadp elomt) egmaringlaaleility shiedvesasad step of sending
tr @GS BARMIss A |cb‘ﬂﬁ§se§‘sé%fﬁ'é§élh ¥ (PIfansIn}{ fon 19 fsald plurahty of
sensitive data and sald seclre nna taini

cef¥¥in ones of said types accordlng to pernlsS|ons
establ i shed by said controller 12 A nethod according

g O AGh&hJN akdorie E@amnﬁlaf&thérqgnfpﬁaﬁg the s{éﬁ oHEEE cAftoller

i ndi cation of which one of said types has been

pr B9VidEg aspeditangruseanie saidweidrandieitioap arediy wilperom tpde@ngithe
rret/zlwéjofaa%?&lﬁtqiogg 4@ cﬁhl@bz{ﬂl fnlégetn{h?%thg ?Hﬁgér‘cblf Hga telgl%ents of
step of said controller send ng a ctonfigurati

mesahédpta raswisign Seouwkicntbd secaref ropdulesay frxtmadarﬂysemgwe data.
settings thereof 4179 114 A method according to claim
gl WhRsRIdhealiflg |td3<9a1ﬁle@@ﬁére1h SpOPE@O6E B d3@tm said data
controller using a poll initiated by one o salc?1

s e smMisgiq. sl sgoure moﬂvép cesumes gediielidno snidicredit pooh heteby

Cl @dcafn e RSiIuB of caMpari son of said first |og
recgrd &%ﬁ‘ ‘sai d #Bgaregggt sai d controller provides

a further data transmssion if said |log report is

Wad sasthas ascordiae tudaim bybgreia atier to said sigp of pdpariagdaislanethod

CORKtheH doRfprifs e oBsaid\SnfrHdr 'r&:@wt ahra)% B for 1 léntfé?lfln%an

extraction of said data fromany p |ous transm ssi o
i f exdsing dite dpiecaipn palution, srid eXiging atplamremqeﬁfymgmtdrﬁath said

ac&)‘ﬁ&gil&glghglg%lllﬂlomea awlggénr%g% sﬁlﬂl %ngf&rcjéctt nglldgsg&ge ln%dl?le;

plurality o sal sm ssion rnc
qusd jecyre cfodglauswnkg yad gpaadyobieetd vinfyiag sad sigeednabghet, @andf

Safnpdl @t%ﬂ Aa?e[ cc&lag c%agd g)ﬁgs%ﬁg (s)ctlut?(g( ; sa1 %lgr%g)?ﬁjegt verlhes

i nc ecryp I'ng spec i'cvone
i nahideendeap d2id modifieduddtd osid [qupllndﬁdoﬂ:lyje&mndntﬁ o#itl detitecr
appop 17 A systen1for renmotely controlling t he

1 nkgl%ﬂogrﬁc&ﬁﬂﬁg £1fnvzew%%19 i Eiﬁa ﬁ‘al%%vgsxon mc YRR plurality of

production t em conp
copgsalf kesitivedatn gndasatd sesire sedule ebtmndxg aertfno bnqsenffsam ipeg

Cr YR A8 %)Bérﬁns?ﬁgg Qstle{b%hed by said controller.

12. A method according to claim 11 wherein said log report includes an indication of

which one of said types has been provided by said secure module to said equipment.

13. A method according to claim 1 further comprising the step of said controller sending a

configuration message to said secure module for use in modifying settings thereof.
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a server |located renote fromsaid controller and
connected thereto by a forward channel and a back

w@eb@ongdsss sai d forward channel used by said coPCT/CAR®K/000944

for providing a data transm ssion to a second secure
nodul e of said server, said data transm ssion
cryptographically protecting said sensitive data, said

BEAQREh GRS inTRAULiG PYhirdiRkhil%SRhoh Q%Bﬁinfea gféeﬁdﬂ&lnroller
transm ssion, and an agent operating w th equi pnent
us BHng ppoll injtiated by gne eff sgidgarvar andoridsputradlet.i on from sai d
transm ssion, said agent obtaining said data fromsaid
Se AGREh SRR B BinBRAUbiS 4 BhAein YipbLEBnRHE M MG d iRkt WeBbdBrd Fith
wherein sai d second secure nodul e prepares a | og

r effot logrengsy slchepnirplder paayifles afurthal dptastsansinissipr ifgaiddogueport is
pr ; I ~ I g; <10V :
B kR ) e PR RL Vg Eoa it o
s ainbibétdiathes Pxteactignefispidrdatadapt inyasevaougrtrapimissdn ifisad log report
i ni.erfacsih) ) for configuring itself and said server
and nonitoring said log report 179 120 A system
according to claim 17 wherein said first secure nodul e
o fiprgtiaedsacepidiag ta Jpm Dwheceip sfid sensitive G isragpleralitaitof kyeysaid
in : . . .
e o L B S SRR e BN or s
deer¥ipligrngpdssaidgtegat axtiaeing saiidlafhiecledas deaipingecpeniic one of
segy - . sal : tQ. r i .d

o S e B o B B SRR BRI, 1
%ysten1according to claim18 wherein said controller
¥upsheem g rppotely sontrdllinesthe miacaonelgersifevediataiinte afdeyice during
St oL HRS oS & : ' - hr.eparing said data
tr@Egﬁggé?%ﬂ?ﬂgé?éﬁ%g?gn@gpﬁ{'stored in a secure

manner and said server further conprises a second data
st dfufellerdpriag afist securpgnefulefotp Htprmaing camtagrapbiconepies;

to extracting said data therefrom 22 A system

aCE b NG ate® réphodd Mo sdid \BRFBEMndRBeSRA HeRbh 574 Briatia
transm ssion said controller generates a first | og

el ardgrhackehopesd. saidifarvarg dhanneh yseddy gpid cpirodlgs fgr piopiding a

®laQf A GRisHV 0GR e Rl sb@kEho (ﬁ@émﬁi!d%%el‘f\@ii&" d&@irghsh@Gion
report, and wherein upon providing said data to said

cEpiassIAbically prafegtingseishrgnsitiveudats, sidiecendgesnse module axtracting

81249 InPGid B5hisibRdigat i ng distribution of said data
to said equi pment and stopng said second |log record m

sai d second storage device for including in said |og
r e ent operating with équipment used for injecting said data upon extraction from

said transmission, said agent obtaining said data from said second secure module.

18. A system according to claim 17 wherein said second secure module prepares a log
report regarding the usage of said sensitive data and providing said log report to said

controller over said back channel.

19. A system according to claim 18 wherein said controller further comprises a graphical
user interface (GUI) for configuring itself and said server and monitoring said log

report.
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wo pjoeasiseh of said data into said device,

23 A system according to claim 22 wherein said agent
generates a third log record indicative of the

sai dPEEAL006/000944
sending said third log record to said second secure

nodul e for including in said log report 24 A system
according to claim 17 wherein said controller executes
B ArQMbmiaoedrdife B @eRdunheRid Qfd iRt REGLAMUNY c@rggrises an
protecting said data, said provisioning procedure
bePHEYRLSBHex BT prirytiak a datakay o aeadesof sandid airehsission; said
angh 8REQRGe SRAHE @ omPAL ﬁe%tﬁn%Xffo@%&gﬁ&%%iﬂg tgl%ey' and
claim17 conprising a plurality of servers, sard ’
comhergin|seid sseond isergresapdiledseasaid dateskey 36 damypb yaid gadimigion for

Zaggraggﬁﬁsagdr@d%%%&n to said plurality of servers 26

syst et accor 0 claim17 further conprising a
credit instruction generated by said controller
HIndisedemagcordieg wdlamy g whereiosaidigsatioilen urtheecorsrises ofirstedata
cr gdiabe ARl 1St Q4G <5 i i in._sai
rmdu.latée sali 5 cos(rg(%rr %F?‘E?H‘E@%f t%)re;bal"gg %?ﬁ%?%@%@# %lg%’tslalgrﬁl ata
t obgiag slorsé pontcwre cnaneernand shid serser fdrtoar edinpriseah seeond data
re I . her. of data 4179 lel enents .aof a
oo B A S R AL P R Hg o
matheefbmact sai d sensitive data 27 A system accordi ng
to claim26 wherein upon extracting said data from

SHali | $.Si ' . SeGur le. .
S B3 A0 4230140 QRO ASEH iy Ah n. r
deeméralérrpgnarites aAisuleg ofcosizind soradaitl fipo big 2@ rdinssysltfesn
ac ' : ' . fur.t.her,.conprisi at . | east on
2SR B0 0L D Sl OB P e
sasall dacordidstiopags, deliecayd ssairdmsilye echenitds actcond Baptrecbrd

by. said control |l er signi n object for .inplenentin
an "3 Ly i pion OF s s i3 Pt sa ot e ioe
si goed iobjieetondst@agediesie€ fun thchrling e sao g repssai d

exi sting solution nodifying said data, and wherein

ai cure. uke verifyi sai d sjgned

L R S R L R A
soindicatore of thessjedioniof seedl dabjnectaid/davick] Rl agam dersi@ipdiaidghird
said nodjfied data to said ui nt . for .injection

olof R o o208 o3t RETR ingidoE et 16
wherein said data transm ssion is prepared by said

X Asystge ecnoslimpid ¢lagn il f ethemetinnsgidecopireltea biecyteod pdivikioaingnt
ty nsitive data and. sai.d second secur.e noduj e
opESelle TR R nrtasfd Betbr o B8 R R Feprocedure
pebamgSised sinitialize said server and said first and second secure modules.

25. A system according to claim 17 comprising a plurality of servers, said controller
sending said data transmission by sending said data transmission to said plurality of

SErvers.

26. A system according to claim 17 further comprising a credit instruction generated by
said controller indicating a credit value for updating the value of a credit pool stored
securely by said second secure module, said controller sending said credit instruction

to said second secure module, said credit value representing the number of data
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establ i shed by said controller 30 A system according
to claim 29 wherein said | og report includes an

w0 paba3sedn of which one of said types has beePCT/CA2006/000944

provi ded by said second secure nodule to said

equi pnent 3 1 A systemaccording to claim 17 wherein
said controller generates and sends a configuration
MesismgRs bPa 8k HarSOGWI0R fiFRAWAiEh {1 scdSR deburRBtALY} lnﬁ extract
settings thereof 32 A systemaccording to claim1l

whetids S@&?%“?og report is obtained by said controller
using a poll initiated by one of said server and said
oAt sy ikt cod@n oSy in @B vaHe e GhonGxiratifh &id AR frohehididata
upon congprlson of said first log record with said | og

r eBPfFfm dSHGHEIISPRATe PP B uEesra frediefford gidh credit pool

t r eafeBY 96dr@Rink ftheSdiud of 944 ERBOpLoLI S favourabl e and
additional data is required by said agent and said

ontroll er ovij des ninstruction to .inhibit
FOR T s PR 5T ! S cmirsnich < gprepaiee stored
tr ensaid ssosetidre SRUGe iDGid RBHdLstdrSzeielicd, an@ WAk &R A
syste g ording to claim 18 whereln said sensitive
dar 5L BEsa eRnip Heryizgmeien phiectdar implementng ysyxing data

| NElideelbmehl@ion uaN tdntine Ofid %@héh &ﬁae&oesaﬁrsmhage&ve ﬁ@du‘ije said
first secure nodul e. and ecific one of said é
t ed

i sTHER bR ‘B?dlg‘/é‘ig(fa!sd&%ﬁwén wheipia s#id sesord sesutieFafidy
by vdriFihg Y4l bioRS dBfeV &rﬂﬁffyﬁé’ seﬁ@ bl GQBEHR b §£1d %ﬁ&ﬁ{# dsol%ﬁon if

A system according to claim34 wherein said seco

seddit Behad pbiest ‘@é@?sy gadssegding s mokified dita yossaidranipmenieiopt

thgﬁgg&lﬁﬂgmkmghMbdually re-encrypts each key, and
mhereln certain ones of said keys are decrypted for

g»by sai d equi pnent upon_ a request nade by said
[Ty Step agcoeding terflain d 8 dersy saisl datadransmipsigiishaspared Al daid

f | fifst seBid nRRGRMELREBEY ﬁuﬂm@tﬂfﬁﬁf&&mﬁe £$ xgm% éﬁn& 8%

for conmuni cati ng over the forward and
cofffei €arr 1edeln ablaiar serRin gepptiwidetypas racmdmg tol ermigsiortse

|n&@%hgggb9gmgg&§hﬁwye data into a device at a
plurality of stages conppsing a cryptographic

transformthat intercepts and transforns data flow m

0o\ Y U Pecer o £l ¢ B bigierwiddog epos instudes gnindication of
MERRICY onefo RAHAHHRE hz%fbe&ﬁ)&tvﬁ%]ﬁy Ly &caﬁts@cﬁﬁ hRGuB oG

to said cryptographic key at each stage, e operation
of CBHIENEr ypt ogr aphi ¢ key being required for
successful operation of said cryptographic

31. A system according to claim 17 wherein said controller generates and sends a

configuration message to said secure module for use in modifying settings thereof.

32. A system according to claim 18 wherein said log report is obtained by said controller

using a poll initiated by one of said server and said controller.

33. A system according to claim 22 wherein upon comparison of said first log record with
said log report, said controller provides a further data transmission if said log report is

favourable and additional data is required by said agent, and said controller provides
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transform wherein said device is enabl ed upon
successful operation of said cryptographic transform

wa@0s18sshod for controlling the insertion of BENSARI0G/@00944

data into a device conppsing the steps of including a
nodul e in said device, said nodule having a
cryptographic transformfor intercepting and

t r ANsRkfdg idaiefutthexirietisa o fsadPdt £Rom amdprd @i ihndmission
portion of said sensitive data to a cryptographic key

st%?%@‘%ﬁqﬁnﬁ%ﬁﬁrvm“ﬁ‘§hld nmodul e at each of a
plurality of stages in production of said device, the

3aps rsy’ﬁidn]? ﬁblcofdlrfgab dlafih Y@?x@ﬁfe@ghﬂd(‘seﬂ@ﬁwe kaeﬂahnsga plﬁﬁﬁiyr(fﬁ(ﬂe}fsofald
successful . operation o | crypto rapni c t ransft or
wiePanisign nghgigicRanty ehsi ke drsBited ey peeure module:

OPSUAlsh Qi ne DAL Ad képé R QLRBRAILG shifl 8Dh@Eub T dble as indicated

by instructions provided by said controller apriori.

35. A system according to claim 34 wherein said second secure module decrypts said
block of keys upon receipt thereof and individually re-encrypts each key; and wherein
certain ones of said keys are decrypted for use by said equipment upon a request made

by said agent.

36. A system according to claim 17 wherein said first and second secure modules contain
symmetric keys for communicating over the forward and backward communication

channels.

37. A module for controlling the insertion of sensitive data into a device at a plurality of
stages comprising a cryptographic transform that intercepts and transforms data flow
in said device and a cryptographic key stored in a memory, a portion of said sensitive
data being added to said cryptographic key at each stage, the operation of said
cryptographic key being required for successful operation of said cryptographic
transform, wherein said device is enabled upon successful operation of said

cryptographic transform.

38. A method for controlling the insertion of sensitive data into a device comprising the
steps of including a module in said device, said module having a cryptographic
transform for intercepting and transforming data flow in said device; and adding a
portion of said sensitive data to a cryptographic key stored in a memory in said
module at each of a plurality of stages in production of said device, the operation of
said cryptographic key being required for successful operation of said cryptographic
transform; wherein said device is enabled upon successful operation of said

cryptographic transform.
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