; e3eé&r &l 4. 6Tr SZ' AUTOVATI CALLY FREEZI NG FUNCTI ONALI TY OF A COVPUTI NG ENTI TY
'RESPONSI VE TO AN ERROR TECHNI CAL FI ELD [0001] This invention relates, in
general, to processing within a conputing environnent, and in particul ar,

to managi ng entorOMATICAL IS YREFZING FURCGHERRYNPYASH A[@@f&ﬁiuﬁgme are
nuner ous types of errors Eﬂ?ﬁT?‘T(EWﬁNE‘Tbh&N‘ﬁ{R@RS types of conputing

environnents. For exanple, in those environnents In which data is
propagated to disk, errors can i opagation. For instance, in a
file system environnent having, %%M‘gélfnﬁggbone or nore clients coupled
to one or nore servers, data of a client is initially buffered on the
client itsej0001}and ThitciverdtitRrvelasds| M. gehéral, hoipdeehsing viftein QlcofPhifingt Or age

devi ces, such,as one or nore disks. If there is a failure, such as a

har dwar e f a$1VifoBMERL, 3¢ incparideuamhto maraging erass pbhsienyiranment.hat the data wil |
never be witten to the disk. Furthernore, if the application for which
data is being witten to disk exl orRRept data is stored on disk,
there, is a potential that the ?é\tﬁlf@gﬂ on iASI?%ot aware of the data | oss.
(0003] Al though there are el aborate nmeasures to ensure that the data is
comm tted t[@002]sk, Thitewsat humsross kypes of ewors thwtarceceaeindat aficushgpdsost . Thus,
a need exi sttsC for .a capabil in'gcg(/il;o hand]| e, chh errors of a conputin

. onput 1 ng
envi r onment °f CREIPYHEE EXYFnments, bt eyamaplesindhossienyireninents in which Hale isnabl es

automatic f j fq; @t AP anctd anal i Of, conputi ng
nti Uy, i n W OEGANA G G Thn Sep R R ner I SRR BadTs “The
shor t comi ngysteMm ¢rviropmient haxing, frrénsareecaresoranate abeits caupldd tacnant ages ar e
provi ded t hrough t he .provisi.on .of . 't hod of. facj.litating.error handling
of a corrputrflﬂrﬁ%gﬁvﬂsi' S'Etﬁ‘é%f‘.d“?%és }m&?ﬂ&@qqf?eﬁ%@? CL%‘}t lﬁs?llg’tag‘ﬂ&}rée,n’obt ai ni ng,
by an enti tevepfuallfiés 0sHRU b Be BIMbFNIGRRES devides! R1AB bs 8k drtdbratiyi@nof an
error responsive to an event of another entity of the conputin
envi r onmenttherepga e sichesst 3 hardwate failyre 9b seversrashetherstip tay),()sﬁlmgty
aut omat i cal [ t] [ i 0 he ent it in
response t oth%(thtféé g%% IX? g in%&%re ‘L%% é‘}y@%ﬁ'ap&me{rhérre’ gsfltbee%p%cg?u r%fgr pr esent
[ nven'sj i gn, \ﬁhimﬂblﬁdsdbefingw?/m?ghm@?iskeﬁmmfm@ thd ccilaaa Boyigred blg@isﬁm‘lbfe%ﬁent fi Sh
provi ded. The nefhod.includes, ,for instance, tecting by an entity of the
conput i ng MW@LW@WC&%‘P%&Pﬂwtiawawﬁghe B"i‘téi‘&si ng of the entity is
affected; and automatically freezing one or nore distributed input/output
(170 oper q0088]s OfAlhBEeIHeld afe claBofa®SRONSRs kP eddife ML BEHLAGs Wherein one
or nore other operations of the entity are allowed to proceed. [0006]
Syst em and <©8upitiedfo dislbpitintionsctill eceurdbaticaussolati tadetestt hbunbaovedunmari zed
met hods ar I [ ej . I tiqnal features
and advant geé{ gsjéssg)rr g%%g%b}l]?gg% ﬁ?ﬁdrlg %‘%ﬁ%@bﬁac%#pq%gg %ﬁlr@%gén%r g‘é en
i nvention. eSatnple, e mbabtiexiwnfe avagatitifyahatenables hgomatiefitézny off £ leadescri bed in
detail herein.and. are. co sidg_er ed a .gart .of the clainmed invention. BRI EF
DESCRI PTI OOEO W‘f’\tk%‘a[}@ &) CoORHRIlIRG RAYt INFEIN0BFE WHNEHOTs regar ded as t he
invention is particularly pointed out and distinctly claimed in the clains
at the conclusion of the speuRULeAURNOFTRVERTRIQI Ng and ot her objects,
features, and advantages of the invention are apparent fromthe foll ow ng
detail ed description taken in conjunction with the acconpanying drawi ngs in
whi ch: [00d99404} G The ghosspmings afiiee prigsdl are Averedme arbagslitionsy envi ronnent to
i ncor por at r . ik ion; [0010]
FG b b PRttt e e TRLRPRR R NoiGh of SelloBRe Mol Nk

handling of a computing environment. The method includes, for instance,

obtaining, by an entity of the computing environment, at least an indication of an
error responsive to an event of another entity of the computing environment, the

another entity being remote to the entity; and automatically freezing a portion of

I
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functionality of the entity, in response to the obtaining.




and use one or nore aspects of the present invention; [0011] FIG 2 depicts
‘one enbodi nent of an overview of an error rmanagenent capability of an
aspect of the present invention; [0012] FIG 3 depicts one enbodi nent of
the logic amoo hatgﬁt . th handl i ?g@a critjcal ,error, in accordance with an
aspect of t 0% es et UEhEnISPestof The preseghinyentigngg methpdpfmanagige enbodi nent

of the | ogi bV ttl d - . adi i: ordance with
an aspect of Ry O Eorhib B chl o il i EhRinod B BECERS

enbodi ment  dfstanbe, detegiing dg anehtityad thd ddmpating @wvinghniert Asaastion if vatgor dance
wi th an aspect of the present |nvention. BEST MODE FOR CARRYI NG QUT THE

| NVENTI ON OPEIcessing igha sptity is affectady and autametically {zpspiagrongor meee pr esent

i nvention, g; L D ' [ 3VAN) [ nvi r,onnent. i s

aut omat i cal Iy r“té‘!'z‘fe)‘%?&{/%‘h@gg?ﬁg géljfa %g%ls ({:frt% i&ggf}ié ir{gggﬁsleotﬂ }hes{%ﬁtn&%’ a
potential | edsredi ostdramorterdtha@npefddibhsd 6flth@entéty argdlwedhe pesdapdit | ng
environnent includes a client-server file systemand the portion of
functionali t[(?/ trat és frozen includes one ar nore file. system operations
of a client [§996f he $ystean ayd euppugHE ORaEBIOARCt corFaspeRding 9l the pbee-t he cl i ent

(or other  egihiuriols HPmogONRUN RS ARLRRRM hilghudes al tering behavi or

of one or nore threads of the client (or other entity). [0016] In a further

aspect of the present invention, a capability is provided for thaw ng the
frozen func{009dhl i tAddifitveal tftrdviengnd adbvaniepes ae reahieed themmhribe teoldgues Wi t hout

requiring ang.ygnnmount. .or reno of .the file stem(or ,a restart of the
entity to bgfﬁegf@ﬁntdﬁﬁethgv\gggm_r %&OQEW%S %@%PF‘H? Pf)ﬁe["b‘ﬁi‘?fn &% enbodi nent
of a conput daEriBEY in RUMIEREreinntl REOERQIdREE addck 3{FKe ARBnN inV&HiBnaspect s of
the present invention is described wth reference to FIG 1 a. A conputing

envi ronment 100 includes, for _instance, a conputi 21% unit 102 coupled to
anot her conputing unit 105&55%%#?3&@1“@%@“’ ©&S8mputi ng unit incl udes,

for instance, a personal conputer, a laptop, a workstation, a mainfranme, a
mi ni - conput gjpggpr al%ﬁb{}%{ bR n KIeRAEE irvent R it 102 may
or may not g):a tge sane t pemo?( unllﬂt gss O?rp&u%tgghtvﬁ?t tt)i.;dl-tg}%}aal[llgonnecti on
coupl i ng t hpointedtasit ard distinaetly damed ¢t iherelams anhthetcgpausién nftheor k connecti on,

such 25 ) ot FRERBREH 0 bt e GRS A - @ foker

invention are apparent from the following detailed description taken in conjunction

with the accompanying drawings in which:

[0009] FIG. 1a depicts one embodiment of a computing environment to

incorporate and use one or more aspects of the present invention;

[0010] FIG. 1b depicts one embodiment of a file system to incorporate

and use one or more aspects of the present invention;

[0011] FIG. 2 depicts one embodiment of an overview of an error

management capability of an aspect of the present inVention;

[0012] FIG. 3 depicts one embodiment of the logic associated with
handling a critical error, in accordance with an aspect of the present

invention;



[0018] In one exanple, each conmputing unit executes an operating system
108, such as, for instance, the z/C0S operating system offered by
I nt ernati onal Busi ness Machi nes Corporation, Arnonk, New York; a UN X
operating system such as Al X Linux, Wndows; or other operating systens,
etc. The op¥B] ng syst diCoft dsnistscanesmbiodmenof thedggipsesphusivatpesetiing
[different from anot i i ' in er exanpl es, one or
/more of the corrputiAr}gée&%?@%ngﬂgg}n%@b%d%&ﬂﬁégglﬁla#ﬁ%&%ﬁtpﬁgr% Figvrgp 1f“(‘)OlQ] In
/ one embodi ment, comadting unit 102 included a client application (a.k.a., a
client) 110 which is coupled to a server application (a.k.a., a server) 112
on conputing unit 104. Cient 110 comrunicates with server 112 via, for

i nstance, t HOl&kt wor k Fil1E. Sylepis gne smhodimempEihedogie assoviated) with i nk
coupling the appli i . t. .heast on uting unit, one or
nore user applicat ﬁg%lvgﬁg%frér%géi ! §E§§§@S?}vﬁ%_a [%Bef(s?fﬁl%r%?? ntplg?/‘fr}u@f}l ar
enbodi nent, the environnent includes a file system (FIG 1 b), such as a
distributed file sy38E3H MODBFORCARRYING OUT EHETNWENKION6 i s enpl oyed to
facilitate access by one or nore clients 110 and one or nore servers 112 to
one or nDre;storage devices 118 over a high speed |link. The use of a
storage aresv rk enabl es the provision of high performance distributed
file systens, which allow clients to obtain data directly from storage
devi ces rat [yprs} hann aessRdsicd Wittintashbtt Qe el }ﬁesreﬁmb&uﬁ%[xgsmtoﬂ%tf performs
reads and writes on their behal f. However, the client acCesses are
coor di nat edfupchonality ofra eamputingrengirenmégd9agtomnaticellfifsizei bnresgofiselte asyst em
appl i cationg. i ) Le commut i ng ,units includin for instance,
08 appl § oa hAoRIuEh bR ERRR I il 18 bt ®Mently S,
namespace, wdmphingenviroimensihdinds a dient-seridtfidelsy3en® 85 B8 PofiondIr € conputi ng
units. The panespace includes one or nore file system objects accessible by
the appl i caﬁF‘B‘rﬁ%ﬂ.a itythatis frozamgiclides pre oramaredfasxstem operghionsafa disnt t r ee
structure i i Ly f J T i.Ast ance,
i1 oo, whi o e OO, A R i Rendon A SF R cHHEd: By bty BT
or gani ze ot ¢renpwingeovisonmeht) inahdesslrdimigibehvi ok, onalor atorathecqdeiontte i n t he

" tree where tlhe a | ookup of an object is redirected. [0022] Associ ated
with the fi?benécoétq’g?ﬁr%?t@gts are, for instance, |ocks used to cor-~rol
access to the file systemobjects. There are various types of | ocks,
i ncl udi ng bleo16jot IIh Biflelkr taSpec 65thE Prest@GiFenUsLth dapabifi) idiphRlideddee €SS t 0
file system obj echs between different clients of the file system and data

| ocks used #BWigdheifrazenctupgiionalibniThy thawmg) & welkesthe disatiaptocewsa cl i ent
resident c Qﬁ%ﬂ% %].[’l?m}{ J+ i I in part, on
whet her thg‘?gﬂ?ust[ra va% ea@%aﬂtgg%e\){/\n/e(g{?tgpglgrf?? uf‘%ﬁ ?0& ﬁgﬁm%{ °server. The
| ease i s a @ity toslst fréveenaed thaawed).i ent and a server, in which the server
guar antees correctness of the data in the client's cache for a specified
period of tg’ %i!dﬂeﬁi gﬁahed in the | ease. The | ease can be renewed before it
expires. ; ase is not renewed (e.g., because of a disconnect,
server crash, or for any other reason), then at the end of the | ease
period, thel0boTks eaintbedimittiond cbRpuligi&fiRhRchiahdddgire@ andhise Cl i ent
cannot operate on the cached data when it does_not have a valid | ock. Thus,
to proceed Wt ree aectis gheopresent inygatiqueis gescribed withgeferaace 1q Hi@. latc.) on a
file syste i : j el ief s S i 3 erver to enter
2 now | case: <amfiing LiViobklcRNIf SLAAR KorFRak PP mB il AGBT T,
facilitate qoupldds amgher coniputiag opitp04 viagh emmectonuidénts conamitingamithr eads of
control (i..e eads) are used,for Sﬁfcifi C fun(;:fki ons. For, jnstance, in
alaptep, grw

. 4th
one exanpl e‘n‘élpd%ﬁ’?rl"é“ €+ LRGTSMA FYRPRY ptatien, 3 MHNYYBS, & hr eads
are used t | ' ﬁ%%gﬂﬁ@ I r vers; one or
nore recei %iﬁiﬁ?@%@r,ggﬁﬁggﬁr%}@epgg%rini\)/e sségces rtfc?)lr% ol(rm?%[ td;rnce, one
or nore sermay 8ot bertke samantype of vait & commpitiag unitrl@dd Thecennesieh couptingewi ng
| eases between clients and servers; and one or nore.lock reassertion
t hreads ar \gﬁﬁgﬁl 1SR WIGG SORngT LRy %&gé@’&&f&gg"?}HFQP@&fCW%HWfé%@P% ng
invalidated | ocks. [0025] Processing within many conputing environments is
also facilitated by the capability of buffering data and then witing the
data out to storage devices, such as disks. For exanple, data |ocated in
buffers that are local to an entity of-3a conputing environment (e.g., a
client of a file system) is witten out to one or nore -5 st orage
devi ces, such that the data can be commtted to the devices. During this
data propagation, a failure, such as a hardware failure on an entity renote
to the buffering entity (e.g., a server of the file systemor on disk), can
cause data to be lost. To mnimze the |oss of data, actions axe taken to

o M r o I Y L S -




obtai'n perm ssion fromthe server to extend the |ock before witing the
data to the cache. Wen the connection cones back, the client comunicates
W th the server via a handshake protocol, in which the client introduces
itself back to the server. Further, the client requests the data | ock back.
I f the servéreadehverk (LAXD, awide arepnetwerk (WARD)or token ng.@addhernetsuch as it
cannot provi I W .sa version or for any other reason, the
client receicglg%etcggﬁl’oagﬁktreiéﬂé%goerhglg%ozl’g@hi al, which prohibits the client from
. propagating the data fromthe cache to disk. Thus, the cached data is

~di scarded, \0018] i SInforrexhingR]| ehlcomputil@usit bXxdtited Bh 8pAatiAdsyshsh ¢@,i on of
this error (e.g., determnes it has [ost data, receives the |ock

reassert i on Sadnasafor ingiancerthn 20 Seprsatingrrysiens pHersy by[loesatiomd Hsinssve t o

obt ai ning t I~ i ndieati rtian g nctional i of the entity is
frozen, STE@fazcglé{eg Icr? O%ét?%ﬁ‘égﬁpnng’rﬁ eQ? ?"\%ia@%"’{’ﬁ@%ﬁﬁ?ﬁ stegr”ﬁu%l} ent of a
file systemAlX: Lirx9WndswsIok othit beratittt 8leBREstal TROSpdr&ting systchse
requiring server communication or conmunjcation fo a renote storage system
that are frSBepROMPRARAAYt may hethersgimeor diffarent frogs another spmpitingveit.or ot her
entities of Vi 8%‘? i ael udi (N . her, .cli

applicati ongu Hg%r?\{}leéthapp f|ﬂ1]1i)<!aetsi (gi%s&g{rl]%? 8?{h%scgb{bg%gﬁlﬁ@gtIlgzé%g&éﬁlélhﬁ‘g%‘nf rozen
and conti nueptrmatipg ox&ss., STEP 204. The freezing of the entity functionality
alerts a systemadm ni strator or others of an undesirable situation that

now can be ed. [0031 ubsequent to handling the situatjon, which

i ncl udes fi E&ﬁg théw&dbogw%{%’sqowl%lﬁg%wai}nc Wise A chenterelictioBr or any

ot her handl | t i f ' s b YR e Ryfportion of
(@Rl GChBASIY wmzchq; c&%@éﬂ% a s@f@g 5@&1&% . g.m, a Eé&ﬁg 1P

the entity i's thawed,  STEP 206. This enab e nt or ot rozen
entity to resswnmpptingestitdy, Client héd coramuiivates wathisaryer A2 we) for arsstanke,
freezing, i t.for i thout requi ki a._r t .of the entity or in the
case of a fiﬁfe %t%)flgﬁﬁe %ﬁt%&o‘?%"g%??ﬂ‘g”eéﬁ @%@{Hﬂ&k %Qr”pﬂg nt of the file
system STEBppRRAtiond) Aizthef; bhtabRastdpk @bmpuass @i, ahe dr otdusehgpplicagaisng and
thawi ng of at |east a portion of functionality of an entity are described
with refereddbmay bejexacutivgs, These details are described with reference to
a file systemhaving at |least one client that is coupled to but renote from
at | east ongy@eyverme ' s W ; : r s of the
Z(l”lti!) n ne%aﬁ{c:llﬁxr %b &meg,e tééﬁf'iroﬁﬁelrgﬁt 1951(1:1%(%p LHRIPGER

present inv n are equall'y applica 0 ot ut1 ng environnents
and ot her eflflG.ilk} so¢h asheodistribnted fide systens, . in Adidhreesteragerplee neflogk 186 depi ct s

one enbodi ment ofd})h{e ]lﬁ%i c associated wt friiéi ng one or nore file

syst em oper SEPHREd &t Tagiligte Apqess B enie of mugiclipts ﬂ‘b‘?%%e YMAESFIGE t hat
occur respomns? wlordeortridre stop@izl dediceaNIB &doa hisltigRELTisk OTEe @¥lgdi ment of the
| ogi c assd ciated wi.th thawi ng the frozen operatjons. 8.0033] I n one

exanpl e, t hétoFaeeessastorkenables theproyision aEhigh parfpryange distrinitedfileof a file
systemis d | : JR=1¢ I i rious types
of errors, ?%SQ{ %S&qléiﬁgar%goﬁg,:@éﬁseﬁﬁg% g%}agl{r?#lgﬁg#{ll@%r 5%% tLg e:v%%% ﬁa\eélégser (e.0.,
syst em adni thastacatsein datatthugl & uwgnote Batvedihbiggerfonas rdadwwamd tyips oafthér r or, and
thus, the file tem is to be managed. Fgqr ipstance, the user can

desi gnat o 1 BPhel e wevestBe clisnl 850eStes A dogrdipaitd VRGNS Pt MR BV | og and
freeze, or log and halt, each of which is described bel ow. [0034] Referring
to FIG 3, ﬂmzq] r orinhyedisthiBhited G $y@féni,%pplméﬁkﬁﬁnunﬂﬁﬁﬁ%n%hibﬁt%mﬂuﬂngeS ponse to
‘an error. Thus, a determ nation i's nmade as to whether the erfor Is a
critical erpwits inplndingrier Batance fusaoapplictfions: disneanpbications) dggeatessa filse | og

| evel indic 2 t - U P p I for different
errors, dif eS?egIﬁB XIB%%%%#%Q{I%{;’ %’thslri%lf:%@gr@‘ggd %g§SSio-rE1§?) ér’{@? the nore
severe the esmputing uigtsMThe npindgase McliESSagcorAYre fite SBRm okjectexanpl es, in
addition to the | o% a system adm nistrator and/or all users may receive
notice of t Reseasiblgpy therpphicatignsy fporg exgmpile; the nama spaey isergapizediagan a

For that or ot ARRDRRY PSR (o bt e dbised AOREE Tolhaldle A, Lore or o

hal t, then th&hdnelode dsta haggsable ad clidnes; dixpetofies e td orgahies ethef obsjects;cri ti cal
error, STEP 306. However, if the error is a critical error and freeze or
halt is indi.cated, then a freeze indicator is set, STEP 308. In one
exanple, this freeze indicator is a flag located within the client, as
shown at reference 120 in FIG 1 b. In-bne particul ar exanple, the freeze
indicator is located within a client state manager (CSM conponent of the
client, which is platformindependent. The CSMis, for instance,

responsi ble for facilitating comrunications with a server, and for
executing the logic of one or nore aspects of the present invention. The
CSMis coupled to an Installable File System (1 FS) conponent of the client,

Y D o, o o v



session | ocks. Thus, 'when a lease validity check fails, -so do any data _
1 ock and/or session lock validity checks. The file system behaves as though
all the | ocks have been invalidated. This has the effect of preventing new
disk 1/Os frombeing initiated. Further, the client ceases any attenpts to
restor e dat an@gghbulicIBsks) wiich @@kiintd hi the edeisdsrelthe nhe ksokup of¥pi re and to
be marked invalid. This concludes the processing associated with setting
‘the freeze PhgFidatesdireciedo41] During the time that the file systemis
frozen, an adm nistrator may take advantage of the various tools avail able
t o address ata Sl e h c | r ith the
data |l oss i i@%ﬁm f‘f“%:s(a? %tetd ﬁ%p%Fﬁlfﬁwﬁngggﬁngkéﬁg’ 1%‘;&?‘%8%‘%

adm ni st r at @bntpdl Ac&dss t e i dyiseert elijeds.i Fldre a@ndriots fiPks PRlotksyent to one or
nmore aspects of the present invention. In one exanple, however, after the

error is hampleding butgiot limited &, sesgivnrlecks usghioswerinate acoess torfile sysiomn
functional i b3 pLRAWES; Sk sis BRI TEARY. 4ldSiafl loaiit, gy no the frozen
file system olpera I'ons and i's perrorm thout requirirng an unnount and/ or
remount of tberdfratecthe yadhinp of[ 10 47kerdoentertin dicliemtresillerit kecHeogi ¢ associ at ed
~With thawing is described with reference to FIG 5. The thawing of the file

system i ncl udes cl e%i ng, the freeze indicator, STEP 50g When the indicator
siedods

is cleared $1023ksetThe Yabidith PEHIdOKs refapsndantiin PREsIMheBeTHFTedpar at i on.
For 1 nstancg,;j féﬁséﬁe@s@&ff?& ti&fi4! fie ﬁaﬁf&% }&EkTﬁ@%ﬁfeﬁE bicBRrddib nd' €

unl ocked; the renewal t re%aés are a oweg to sen ease renewal nessages;
and t he | eashentahd diseryer; irewkh ey scneer guarantsed cirrecorseofabaidata idtheant ages

[0043] Descrj.bed in detail ove | .capahility,that en es a portion of
Funct | onal | EJOGI camhedit fopectarasarion sR e SeRentied 08 es6e oEhE AR ta: | cast
an indi cati @ rQfewd beforOft expifesO PR vRXEF TRt eﬁlea%h@n@t’}%hé\ye_d;ﬁéggg) BicRgkeldpg error

indicationis intimately famliar with the data associ with the error
i ndi cat i on. difhenngat, s¢ryer raghbpefor an othpr feasomhehen dtcthaend ofi thy legse acti vity of

LU BB G U AR DUERS T WG R ©
Advant ageouspatatetdni the capad thth the Madves fot Haee aehiéd licke Thugadiprgead portions

of the entity, while allow ng other portions of the entity, other entities
(e.g., -10 Withqnger gossapraahians(& g, 1, Wiitfe find<ied P 2 dite 2ystene ahigeh g

envi ronment o0y CORLHIS RAF With R QERS % Biter AP IR, GnFIRARHER OS]

Al t hough prg éhrtr(gg %%gét?&nems ave been %repi cted éng descri1 bed iSn det ai |
herein, it whdihvdlel lagizarent to those skilled in the relevant art that
various nodifications, additions, substitutions and the |like can be nade

wi t hout dep i,ng fromt spirit of.the inv iQn,. an h re,
“therefore, i%‘#érdert%acgﬂﬁgp\%cf B ‘Fﬁ%élnélccgﬁlé)%gl%’g? nglﬁeél&itv?glﬁ?saas defi ned
in the foll emtals oflcantral (i.¢. OBAGHs)FRE usddvpdpecifielfuaioph For inseneyiodi ment
descri bed above, one client is coupled to one server, in other enbadi nents,
one or nor e B¢ PARRIe AhY filses Ve GBI ORBCRIn@NSRT TRECATASFPI threpds grg used

conbi nat i onf Hgf mﬂ%ggﬁisqg,efoﬁfnsfﬁﬁéé ofit bERbR: EBVErO@neBr A3k RLeiver €
conmputing units. Simlarly, the one or nore servers nmay be on one or nore
conput i ng uthirexls aFemsel éo rective numsages fromy, forehstace songrmd npote severspore server s
may be on one conputing uniit. reover., in anaother enbodi ent here may be
no user appPf E’Qf?nlgﬁ%e.rg'g%’%%f}i“ﬁ%‘l\%ﬁe ‘(‘?‘?g “éf)er?ﬁﬁ'm%olﬁai?ﬁlb?t&ee’[’ﬁg%?ia? addi ti on
to the abovgervads! dHAUMR of Hdre Wek irbsSalon tiréadd QfcCisel) BPifRRaRlinY mETkages | €ss or
different threads may be affected without departing fromthe spirit of one
or nore aspeswsiatetl witherepisegingtinyatidated lepks. Moreover, nore, less or different
actions may lie taken in response to setting the freeze indicator. [0048]
Addi ti onal | th 3 ' NV 3 n
provi ded. ¢ 10281 o HEResSIOR TRIAE wlhy EGHBUS G ROEAR IR CpiBediE"

i nstance, aklidwapgaiiligrofdaiierihg data afé deniviriithghthe data ol tolstoregedeias, to a
distributed file system this is only one exa e or nore aspects of

le. On
t he present Spehasihisksn Far ‘“exa&}iﬁ?’idé%P@t?%in&uﬁféquBﬁ\%r? WsAEAEE el For
o . . . 0]
3??2 rne i Inn\%%llﬁé% %%&g?gﬁgﬁgtggr’r?s% thﬁrcl)ti abfpg Efséérﬁ)z%s&ﬁ @gor?@ f?o oé]Il I sk, J)rlgelcaﬁse

of a disk crash, as one exanple. The operating systemno | onger has access
to the disk, and thus, file systemfunctionality of the operating systemis
frozen. -11 [0050] In yet other enbody-nents, the conputing environment
need not include a file system [0051] The flow di agrans depicted herein
are just exanples. There nay be many variations to these diagrans or the
steps (or operations) described therein without departing fromthe spirit
of the invention. For instance, the steps may be perforned in a differing
order, or steps may be added, deleted or nodified. All of these variations

.



[ 0052] The present invention can be included in an article of manufacture
(e.g., one or nore conputer program products) having, for instance,
conput er usabl e nedia. The nedi a has therei n, for instance, conputer
readabl e program code neans or |ogic .g., instructions, code, conmands,
etc.) to pr#oragedayiees a&hnh@téh@dqtﬁeaxtbmmnmttedé@ therdeyines. pPasiagthis nvent i on.

o sol d sepSip AR B ductes A NS Al oR U cally BB age” o
device r eadbﬂtﬂf@dgyenatw@cgﬁlan@rmbﬁﬁwﬁla s)adtexhe;ash dBRE, chh egise daftoibast ruct i ons

executabl e by the machine to performthe capabilities of the present
i nvention cloAt bk pindmizsdthe lasy of datgiastions are takepniq mebagsrthe &dlure and'omg err or

handl i ng. of o oot OBRULIRGARAY LOMITAe o 8RLARENOCch HESh A5 OOt el 11 ng. by

an entity o e conputing enviro I'eas n of an error

responsi ve figctbedevithtefedeneotiier 2entity of the conputing environnent, said
another entity being renpte to the entity; and autonmatically freezing a
portion of functionality of the entity, in response to the obtajning. 2.

The met hod B028) ai 9, 2 dppictsione exampls of ay ovgiisi efesmanagement capabilithe

anot her ent iy &Bgﬂ?rif?rﬁﬁnrése??w%{qon Inl;n@eﬁ%ﬁaﬁlg%ﬁfl O@m?g aze&neef’ﬂ Lgin the

client conprises e system ’he “conpdt i ng env ronment,
and wher ei nenthyeoﬁme\cempmng)em\a&mn&nseuc&eas oflienhef 4 filecsystent. e}mr idstandeg met hod

of claim 3,, wherein aut.o ally freezin onprises setting a freeze
i ndi cat or, WHEPEPHed h&ek\‘ereé’é‘i ‘ﬁ?t%‘é‘%/ﬁ?lqdécalt‘BEél? ARCERRY (§ig detfst Ség?ent 5.

The net hod a&orch&bé& ésnmr%h%ﬁhﬁ@ﬁl @I%M@cuveé iﬁdfcfaﬁS& bPfhe CRTPHas €S

alterlng behavi or one or nore threads of ifent, In. response to
setting thethteger mdlqadon,ait@} or other situation that affects the entity’s processing.

0027] Referring to FIG. 2, an indication of an error is obtained by an entity of
the computing environment (e.g., a client), STEP 200. In one example, there is an
indication of a potential data loss, which is considered a critical error. However,
other errors can be defined as critical, as desired. Errors that result in functionality
of an entity being frozen are considered herein as critical errors. Further, any

situation that results in freezing of functionality is referred to herein as an error.

[0028] In one example, the obtaining of an indication of an error includes a
denial of the ability to write dirty data from the entity’s cache out to disk. This
denial may be provided, for instance, when the disk is missing, or in a further
example, when the entity is denied a lock or other mechanism employed to write
the dirty data from cache to disk. This latter example is described in further detail

below with reference to a file system environment.

[0029] In one example, a client of the file system requests a lock, such as a data
lock, from a server of the file system that is remote from the client. The lock hasa
particular version number associated therewith, and the client updates a file using
that data lock. The file is dirty, since data is written into the cache that now needs
to be written out to disk. The connection between the client and server breaks.

Further, the lease associated with the lock expires, and therefore, the client needs to



‘6. The nethod of claim4, wherein the automatically freezing conprises
failing one or nore validity checks, in response to setting the freeze
indicator. 7. The nethod of claim1, wherein a portion of functionality: of
the entity remains functional. -13 8. The method of claim1, wherein one

or more ot hghta@erission Font R seARPHY dxfichdaRY IdcRBERAE wWirRilBithe §dth tPden. 9.
‘The nmethod of claiml1l, wherein the automatically freezing conprises

al tering betaehtoWheh thseonmectimreomelsbaekd sheoglienh eoramuniogtes With thiteermest hod of

claim9, wherei.n the,alteri behavi or..conprises | ocking al | east one

Chread of 't 12 atfihpioRscofn R e SR IAd S B Yar il B8Rk oi ¢ ne
al tering behgyhed! the OBt r&RRsBHRNAR otk Badk. If BRSlerRPEehibs @afld4h 1dcke one or
nore threads from sendi ng one or nore nessages. 12. The nmethod of claim1,

wher ei n t hefaadne pnmotstersonsy sch ani caunap prayvide thailacknwitlothe samerverseonal i dity

checks. 13._.The ngthod of .claiml, .further conprising.thaw ng . portion
of funet i ontat Ay STArearE et rebeiveld R o Scifel WhEN BBl ¢ ne
thawi ng conpeichies k& ?fdpagﬂir% thé 88& Fronhe CAEIRS to disk? Thudthe CadiRbAaE Of
managi ng prpc¢33|ng of a conputing environment, said method conpri sing:
det ecti ng big digeardee

which s & eréticaberpen i Thy cdiant ebdainean indicstion af thinerror whi ch
processing of t |ty ffected. and,a tomaticaléjl . I,re i one or
or e di st i Buelr T Iof R b S RS BEBh R delich B0 PR Pocponse
to the detegthen@dicahieisgi n one or nore other operations of the entity are
~allowed to proceed. 16. The nethod of claim 15, wherein the entity
conprises a client of a |, .. Lo . . .

[0030] Responsive to obtaining the error indication, a portion of functionality

of the entity is frozen, STEP 202. In one embodiment in which the entity is a client

of a file syétem, it is one or more file system operations (e.g., those requiring server

communication or communication to a remote storage system) that are frozen.

However, other functionality of the entity and/or other entities of the environment,

including, for instance, other client applications, server applications and/or user

applications are not frozen and continue to process, STEP 204. The freezing of the

entity functionality alerts a system administrator or others of an undesirable

situation that now can be handled.

[0031] Subsequent to handling the situation, which includes fixing the error,
bypassing the error, ignoring the error or any .other handling technique, or at
another desired time, the frozen portion of the entity is thawed, STEP 206. This
enables the client or other frozen entity to resume processing, as before. The
thawing, as well as the freezing, is performed without requiring a restart of the
entity or in the case of a file system, without requiring an unmount or remount of
the file system, STEP 208.

[0032] Further details associated with the freezing and thawing of at least a
portion of functionality of an entity are described with reference to FIGs. 3-5.
These details are described with reference to a file system having at least one client
that is coupled to but remote from at least one server of a file system. However,

one or more aspects of the present invention are equally applicable to other

-



file.-systemof the conputing environnent. 17. The nethod of claim 16,
wherein the one or nore distributed I/O operations conprise one or nore
file systemoperations of the client. 18. The nmethod of claim 17, further
conprising thawing the one or nore file systemoperations that are frozen.
19. The et badpwingmnairmmiBnts ahed othienertities b thosegnvimnpentsorAsmsheatsample, a

renount of file syste 0. The t hod of claiml16,, wherein at | east
one of one Ewrﬁo‘#"é’“ﬁfﬁﬁe nﬂ"?‘ﬁﬂ?’%" %fthgﬁgmfarsp%m%t?éw f&ezwg@ngpr MSFe servers
of the ! eaRySLRM dHcfarldl of h BRGH: 1;1%31.-4_d15gfct§§&ﬂﬁi*esq¢f ElidHsthat@ecypher el n the
automatically freezi'ng conpri ses tering behavior of one or nore threads
of the cli erespor3ive tFilee fredzivgy and FiG.& dapids ondhankodimehicofahée logid on conpri ses
an error that .i,s responsiyve h? an event of a server of the file system

sai d ser ver 2585iAlgd Matdhawinedhs fragengnegtions.. 15 23. A syst em of
facilitating error handling of a conputing environnent, said system

conpri si ng: ent,i @R i : . ' east an
t indicati oLdOS?panmelr()E%Fgrne@E’gtﬁgl ve P%Bgﬁsﬁlgﬁg@wgﬁgﬁﬁgrmg%{??rﬁ;?f%f t he
conput i ng efilei systemein descsibed iraeoitdye of amerroyhandlimgroutinet ¥atioud typesaoft i ty; and

means for automatically freezing.a, portion qof. functionality of the entity,

in respopseerfgstlﬂéﬁ‘éﬁf‘%ﬁ‘ﬂ’lenﬂ?’lh?gqledl'.ﬁ’gﬁ%%ltye% ISAhSHSST (5-28SYStifbrei n a port i on
of functi ongdrhinisti@fory, AEst@MhY, that AERRNMRs heW Glt)NGH errod Sand s, Besiigm of ¢l aim
23, wherein the neans for automatically freezing conprises means for

al teri ng be$¥stanprs tsf beomanaged nprinstanesaths wkr cdnedesignitefor 2partiTiler eyt em of

flh:j[ ml §3f ; L}i{r{é %rrr]c?rrroﬁﬁjrrlgg orf l(s)ig gglypﬁ)agna%dfﬁ%lézé, %?Yggna(%lldth%, ga%iltoif (\)N%i&f is]c unctionality
described below.

[0034] Referring to FIG. 3, an error handler routine is invoked, by a client, in
response to an error. Thus, a determination is made as to whether the error is a
critical error, INQUIRY 300. If not, then the error is logged at the log level
indicated by the user, at start-up, STEP 302. That is, for different errors, different
behavior may be implemented. For instance, the more severe the error, the more
‘places a message may be sent. As examples, in addition to the log, a system

administrator and/or all users may receive notice of the error.

[0035] If the error is a critical error, then a further determination is made as to
whether a freeze or halt is indicated for that error, INQUIRY 304. Should there be
no indication of freeze or halt, then the error is logged at the appropriate log level
for a critical error, STEP 306. However, if the error is a critical error and freeze or
halt is indicated, then a freeze indicator is set, STEP 308. In one example, this
freeze indicator is a flag located within the client, as shown at reference 120 in FIG.
1b. In one particular example, the freeze indicator is located within a client state
manager (CSM) component of the client, which is platform independent. The

CSM is, for instance, responsible for facilitating communications with a server,

and for executing the logic of one or more aspects of the preseﬁt invention, The

CSM is coupled to an Installable File System (IFS) component of the client, which



-16 + 27. A system of managi ng processing of a conputing environnent, said
‘'system conprising: an entity of the conputing environnent to detect a
situation in which processing of the entity is affected, and to
automatically freeze one or nore distributed input/output (1/0O operations
~of the enti ﬁsyplatifmrm degpadad. The fieezedadiestor isqcceskiblesiorthonaioms thveads oft her
operations o ancéhe entity are allowed to proceed. 28. The systemof claim
27, wherei nHefli€8hiity is a client of a file systemof the conput i ng
environment, and wherein the situation conprises an error that is

responsive T{GDS@T evﬁ&hnﬁﬁgiﬁ‘) 1513 ‘ﬂe§ub9(f:qlfeﬁteto sbtluﬁ%%’egﬁﬁél% Eiilztfibéims ?ch:ggfrg bei ng

renote fromthe client . An"article ure’'c | Si ng:
.at | east ompmfnmadatamambbmahetdxgdmeﬂ]éa/g nthe catipaltlevely, SAHRIB16. pr ogr am code

Ioglctofa I|t rror. handlin a ut iro e conput er
eatabl o pr bpEAltoagelSp N s S WBETE h iR TRy an
entity of thep CH*EBUfhbHst%}M'h&RE&”?l%kedaSTEP@ﬂ AR ohBdk lbotﬁeﬂélti’sn error
responsive fo an event of another entity of the conputihg environnent, said
anot her ent iptovidee asg featnmet & a giverhapeeatinigtsystemn dior instance, for AIX, halt is

invoked via a call of a Panic routine. If halt is not indicated, then processing of the

error handler routine is complete.

[0037] As described above, in certain error scenarios, a freeze indicator is set.
Responsive to setting the freeze indicator, at least a portion of functionality of the
file system is frozen. In one example, it is the file system operations relating to
server communications or other remote communications of the client in which the
error is indicated that is frozen. Other functionality of the client, ixicluding other

file system operations; other clients, servers and other aspects of the file system are
not frozen. The freezing affects or alters the behavior of the client file system. For .
example, the behavior of one of more threads of the client file system are affected,

as described below.

[0038] Referring to FIG. 4, one or more of the threads are locked, STEP 400.
For instance, the receiver, transmitter and lock reassertion threads are locked by
looping around, for instance, a one second sleep loop waiting for the freeze
indicator to be reset. That is, those threads are stalled awaiting a resetting of the

indicator, which is periodically checked.

[0039] In addition to the above, the lease renewal thread ceases to send lease
renewal messages, STEP 402. In this example, the lease renewal thread continues
its normal functions, except that it ceases to send lease renewal messages to the
server. Thus, a check is made on the particular function being performed, and if it

is a sending of a lease renewal message, then it is prohibited.

[0040] Moreover, any lease validity checks fail, STEP 404. When a lease fails,

this affects various locks associated with the lease, such as the data locks and

9.



freeze logic to automatically freeze a portion of functionality of the
-entity, in response to the at |east an indication of the error. 30. The
article of manufacture of claim?29, wherein a portion of functionality of
the entity remains functional. 31. The article of rranuf acture of claim 29,

wherein the freeze,lo ri.ses Lor. Logic to hayi or of one
or nore t hr S5098 Igeks: hgh‘éﬁﬁt %FnBaI%afe Vgﬁ‘g‘%’aﬁhtef % ‘ﬁﬂa &éaga( {?FE %Ll ai m 29,
wherein t hes&@iaﬁw&rvahea;daﬁécﬁs pmaﬁré@ygt@ﬁeoem\@éscas fﬂwdghean tH@IHéké ﬁ@v% thaw
logic to thaw the portion of functionality that is frozen. - . An

"article of hmnuﬁmhdateé dbisdras sheneffectof preatsttlngrmewcrbsipuo&fremdobing rredl um
havi ng corrputer am code | o cessing of a
conmput i ng eHWa}I er,%h% beglﬁﬁ%ﬁsgsraqyeaétaglgfseo&%%p%fac%@&qsw}@ conpri si ng:
detect |o0gi pcke Pigs @éﬁse@bﬁe%k%@& biﬁireoefndttb%e%%ﬁ%éﬁh@ﬂl@ NPHi§ OS5 PR es @

situation in which processing of the entity is affected; and freeze |l ogic
t o aut omat i Helprgcessingassociated ovitnssttingdhe fre¢asundidatonput / out put (1/ 0
operations of the entity, mherein one or nore other operations of the

entity are | d.to.proc rtceofma uf a re of . claim33,
oher el holuBT Y iy B Rl tne S BobliS 5520, AR BE IR uke
envi r onnent advaRAg¥HEMR ivaribREtosistaWall doCHIRRIsS SRSIaBN08Y FsSle, tmtmérﬁ]er

responsive to an event of a server of the file system said server being
renote fr omntwl@lcb, tq praeeed with the data loss is specific to the particular file system, the

partlcular administrator and/or the particular client, and is not pertinent to one or
more aspects of the present invention. In one example, however, after the error is
handled (e.g., fixed, ignored, bypassed, etc.), the frozen functionality is thawed.
This is performed by the client having the frozen file system operations and is

performed without requiring an unmount and/or remount of the file system.

[0042] One embodiment of the logic associated with thawing is described with
reference to FIG. 5. The thawing of the file system includes clearing the freeze
indicator, STEP 500. When the indicator is cleared or reset, the threads are
allowed to resume normal operation. For instance, the transmit, receive, énd lock
reassertion threads are unlocked; the renewal threads are allowed to send lease

renewal messages; and the lease validity checks may be successful, once again.

Advantages

[0043] Described in detail above is a capability that enables a portion of
functionality of an entity to be frozen, in response to obtaining at least an
indication of an error. In one example, the entity obtaining the error indication is
intimately familiar with the data associated with the error indication. The entity is
able to stop further I/O activity or activity of a distributed nature, which
advantageously,'increases the chances of preserving at lease some of the data that

may be lost.

[0044]  Advantageously, this capability enables the selective freezing of

portions of the entity, while allowing other portions of the entity, other entities (e.g.,

-10-
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.[0046] For example, although in one embodiment described above, one client

is coupled to one server, in other embodiments, oh¢- or more clients may be
coupled to one or more servers or any combination thereof. The one or more
clients may be on one or more computing units. Similarly, the one or more servers
may be on one or more computing units. Further, the one or more clients and one
Or more servers may be on one computing unit. Moreover, in another embodiment,

there may be no user applications executing on the computing units.

[0047] In addition to the above, although various threads are described herein,
more, less or different threads may be affected without departing from the spirit of
one or more aspects of the present invention. Moreover, more, less or different

actions may be taken in response to setting the freeze indicator.

[0048] Additionally, although examples of computing environments have been
provided, these are only examples. Other environments may be.used. For instance,
although an example is described herein with reference to a distributed file system,
this is only one example. One or more aspects of the present invention are

applicable to other environments.

[0049] For example, in yet another embodiment, the file system may be a local
file system, in which buffered data is not able to be written to disk, because of a
disk crash, as one example. The operating system no longer has access to the disk,

and thus, file system functionality of the operating system is frozen.

-11-
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100 1065, 0@%] 0 T e 1a(g)rams depicted herein acr:gzjlust exanggles There may be

mapy variations to these diagrams or the steps (or operations) described therein
without departing from the spirit of the invention. For instance, the steps may be
performed in a differing order, or steps may be added, deleted or modified. All of

these variations are considered a part of the claimed invention.

[0052] The present invention can be included in an article of manufacture (e.g.,
one or more computer program products) having, for instance, computer usable
media. The media has therein, for instance, computer readable program code
means or logic (e.g., instructions, code, commands, etc.) to provide and facilitate
the capabilities of the present invention. The article of manufacture can be

included as a part of a computer system or sold separately.

[0053] Additionally, at least one program storage device readable by a machine
embodying at least one program of instructions executable by the machine to

perform the capabilities of the present invention can be provided.

-12-
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1. A method of facilitating error handling of a computing environment,

said method comprising:

obtaining, by an entity of the co"mputing environment, at least an
indication of an error responsive to an event of another entity of the

computing environment, said another entity being remote to the entity; and

automatically freezing a portion of functionality of the entity, in

response to the obtaining.

2. The method of claim 1, wherein the entity comprises a client and the

another entity comprises a server.

3. The method of claim 2, wherein the client comprises a client of a
file system of the computing environment, and wherein the server comprises a

server of the file system.

4. The method of claim 3, wherein the automatically freezing
comprises setting a freeze indicator, wherein the freeze indicator is located within

the client.

5. The method of claim 4, wherein the automatically freezing
comprises altering behavior of one or more threads of the client, in response to

setting the freeze indicator.

6. The method of claim 4, wherein the automatically freezing
comprises failing one or more validity checks, in response to setting the freeze

indicator.

7. The method of claim 1, wherein a portion of functionality of the

entity remains functional.
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g () -ymi0% 9. The method of claim 1, wherein the automatically freezing

comprises altering behavior of one or more threads of the entity.

- 10.  The method of claim 9, wherein the altering behavior compfises

locking at least one thread of the one or more threads.

11.  The method of claim 9, wherein the altering behavior comprises
prohibiting at least one thread of the one or more threads from sending one or more

messages.

12.  The method of claim 1, wherein the automatically freezing

comprises failing one or more validity checks.

13.  The method of claim 1, further comprising thawing the portion of
functionality that is frozen.

14. The method of claim 13, wherein the thawing comprises resetting a

freeze indicator.
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15. A method of managing processing of a computing environment,

said method comprising:

detecting by an entity of the computing environment a situation in

which processing of the entity is affected; and

automatically freezing one or more distributed input/output (I/O)
operations of the entity, in response to the detecting, wherein one or more

other operations of the entity are allowed to proceed.

16.  The method of claim 15, wherein the entity comprises a client of a

file system of the computing environment.

17.  The method of claim 16, wherein the one or more distributed I/O

operations comprise one or more file system operations of the client.

18.  The method of claim 17, further comprising thawing the one or

more file system opérations that are frozen.

19. The method of claim 18, wherein the thawing is performed absent a

remount of the file system.

20. The method of claim 16, wherein at least one of one or more other

clients of the file system or one or more servers of the file system are not frozen.

21.  The method of claim 16, wherein the automatically freezing

comprises altering behavior of one or more threads of the client.

22.  The method of claim 16, wherein the situation comprises an error
that is responsive to an event of a server of the file system, said server being

remote from the client.
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an entity of the computing environment to obtain at least an

,  indication of an error responsive to an event of another entity of the

computing environment, said another entity being remote to the entity; and

means for automatically freezing a portion of functionality of the

entity, in response to the obtaining.

24.

The system of claim 23, wherein a portion of functionality of the

entity remains functional.

25.

The system of claim 23, wherein the means for automatically

freezing comprises means for altering behavior of one or more threads of the entity.

26.

The system of claim 23, further comprising means for thawing the

portion of functionality that is frozen.
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an entity of the computing environment to detect a situation in
which processing of the entity is affected, and to automatically freeze one
or more distributed input/output (I/0) operations of the entity, in response
to the detecting, wherein one or more other operations of the entity are

allowed to proceed.

28.  The system of claim 27, wherein the entity is a client of a file
system of the computing environment, and wherein the situation comprises an error
that is responsive to an event of a server of the file system, said server being

remote from the client.
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at least one computer usable medium having computer readable
program code logic to facilitate error handling of a computing environment,

the computer readable program code logic comprising:

obtain logic to obtain, By an entity of the computing
environment, at least an indication of an error responsive to an event
~of another entity of the computing environment, said another entity

being remote to the entity; and

freeze logic to automatically freeze a portion of functionality

of the entity, in response to the at least an indication of the error.

30.  The article of manufacture of claim 29, wherein a portion of

functionality of the entity remains functional.

31.  The article of manufacture of claim 29, wherein the freeze logic

comprises behavior logic to alter behavior of one or more threads of the entity.

32. The article of manufacture of claim 29, wherein the computer
readable program code logic further comprises thaw logic to thaw the portion of

.functionality that is frozen.
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»  computer readable program code logic comprising:

detect logic to detect by an entity of the computing
environment a situation in which processing of the entity is affected;

b

and

freeze logic to automatically freeze one or more distributed
input/output (I/O) operations of the entity, wherein one or more

other operations of the entity are allowed to proceed.

34, The article of manufacture of claim 33, wherein the entity is a client
of a file system of the computing environment, and wherein the situation comprises
an error that is responsive to an event of a server of the file system, said server

being remote from the client.
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