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may still pose a potentially costly security risk.

Vulnerabilities are technology faults that have been discovered. Configuration
standards are instructions for implementing and auditing specific technologies. People
can be used to correct vulnerabilities and configuration standards. Policies can be used to
help people know what to do and to provide a system of checks to make sure that the
treatment of vulnerabilities runs efficiently and effectively.

To better manage the treatment of vulnerabilities and configuration standards,
corrective measures may be divided into discrete tasks that are then distributed to
individuals. Detailed procedures for identifying tasks, distributing tasks, acknowledging
tasks, and capturing completion of tasks may help companies attain an acceptable level of _

risk through a repeatable process.
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An automated workflow system for monitoring technology information for

configuration standards including an initiator for initiating a configuration standard, a
researcher for researching the configuration standard and a documenter for documenting
the configuration standard within configuration standard data.

A system for developing configuration standards for use with an automated
workflow system including an initiator to initiate a content entry, a researcher to research

the content entry, a validator to validate the content entry, an approver to approve the
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A computer system comprising a processor and a program storage device readable
by the computer system, embodying a program of instructions executable by the
processor to perform method steps for developing configuration standards for use with an
automated workflow process including initiating a content entry, researching the content
entry, validating the content entry, approving the content entry and publishing the content

entry to a database of approved configuration standards.

A computer system comprising a processor; and a program storage device

readable by the computer system, embodying a program of instructions executable by the
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FIG. 2 shows a high-level view of the quality assurance process for Configuration

Standards;

FIG. 3 shows a high-level view of the workflow for entering new policies into the
CMS;

FIG. 4 shows a flow diagram for the introduction of new vulnerabilities into the
CMS;

FIG. 5 shows a flow diagram detailing how a vulnerability is researched and
documented;

FIG. 6 shows a flow diagram detailing how a vulnerability is validated;

FIG. 7 shows a flow diagram detailing how a vulnerability is approved and
published; and

FIG. 8 illustrates an example of a computer system capable of implementing the
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configuration standards. Individuals who use a CMS to manage the treatment of
vqlnerabilities and configuration standards are known as “users.” Each user can be
assigned one or more roles. A role dictates the types of tasks that may be assigned to an
individual user. Roles can also be assigned to a responsibility group. A responsibility
group is a dategory of users that share a particular skill set. Tasks that are assigned to a
responsibility group can be completed by any member of that responsibility group.

The present disclosure relates to an automated CMS. According to an

embodiment of the present disclosure, measures for correcting vulnerabilities and
configuration standards are divided into discrete tasks that are then distributed to users

according to their associated responsibility group. A task that has been completed by one

user may then lead to a subsequent task being created for another user until the
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A’ftterh c?ontent changes have been finally approved, the changed content is added to a
content database. Subsequent tasks requiring access to the updated content will be able
to pull the updated content off of the content database. If the changes are not approved,
the changes are erased or stored for later editing and the content reverts to its prior state.
In order to prevent multiple users from changing content at the same time, content may
be locked while a user is currently working on a task and when the content is pending

approval.
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According to an embodiment of the present disclosure, users may be assigned a
level of experience. For example, the level of experience may indicate how much
experience the user has in dealing with assigned tasks. The experience level of a user

will help the CMS to determine how many levels of review are required before finally
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comments may be displayed with the most recent additions appearing first.

According to an embodiment of the present disclosure, each user may have an
associated user account. The user account is maintained by an administrator of the CMS.
The user account may store information such as the user’s company name, login name
and a password conforming to set password standards. Users login to the CMS in order
to gain access to their task lists.

The CMS captures and stores CMS usage data. Data relating to the times users
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warned of this fact after having the vulnerability open for 24 hours.

After the vulnerability initiator initiates the new vulnerability (step S1), thereby
completing the assigned task, a user with the role of vulnerability reviewer performs an
initial review (step S2). Vulnerabilities to be reviewed will appear in the task list of the
vulnerability reviewer who will review the vulnerability content. The initial reviewer

may reject the vulnerability if, for example, the vulnerability already exists in the CMS or
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flag anﬁ Q¥R the vulnerability back into the workflow, the final approver will receive
the pre-alert in his or her task list (step S5). The final approver can approve the pre-alert
or reject the pre-alert. In either case, the vulnerability is sent to the task list of the
vulnerability researcher. When the vulnerability researcher determines that research is
completed, the vulnerability is sent to the vulnerability validator (step S6). The

vulnerability validator will validate the vulnerability content. This involves either,
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patsjies 1 or ghe wgperpblify agy HQWI COPRIENReAsTES o@lﬁllti%%ﬁ%pthe risk in

thg (Iﬁ‘lﬂgllaﬁ V\%? EnterktNTBE f\/ﬁﬁl@ra@ﬂﬂy ek St €k vhISdaASS VIO @€kiéwWs the
o1s certified for  handling the cont ent

vuhteyqdahty cPintent frs @pcunhdyl andespmlgtnash StaortBnt A (f@thé}salszdzt)or may

and ma e|t er .reject, it
theérblﬁy ngﬁabgfgi)contgpt to eeﬁ%f'r }[;%3 tﬂeblaltl%c}la]ga E)gt & J%?h that the style
contplies w?t‘h stehﬁaﬁtﬁkdsd@&:p 8855 B villizdabitityeconsdnit dﬂﬂnagercrmy then
accept the content and forward jt to a technjcal

regigitibe velgerabdity Forgent(tq p@ﬂrgm)lnfométl%ﬁslaag{rat[e ang gomplete (step
s365 ] QG apbﬁﬁlef: O BB paRSn L1y bfGrank8 Bhe RRBE A rohSthe P

vulnerability content back to the vulnerability content manager for publication to the
content database (step S37). .

FIG. 5 shows a flow diagram providing more detail how a vulnerability is
researched and documented as performed in step S33 of Fig. 4. After the vulnerability

content manager assigns a vulnerability to the task list or queue of a researcher (step
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S28). If information is mssing, the validator can
return the content to the researcher for further

WO e@aasoby (step S22). During edit (step S24), PBEEUS2003/039731
technical editor edits the content for format and

s+ dhetoeber Shrn cie vl PRl SHRin et B DR G aERY e
alr@zﬁdytﬁé%n 2BV RY Eétep A1) MRe 20RAONE m&f RRieS2Me VuliRrability and

approver can accept, reject or rout the subm ssion
attprapktotfind additional sraress eﬂ@bhshm.th«v greg vulperpbilifsafstap343)s Ifa
sec(onkl%gﬁrgg Ss)r tﬁ? yﬁ]?x%%ﬁ‘?%&{rho‘éifroﬁ a@% as?e AEEI) glﬁé){e %a?&ler researches
ang dbmrﬁé:ﬂtﬂfhemmehﬂnlﬁ@t(stém B4t Thie héSemheﬂ\aﬂDﬂhelﬁ Slibmit the

further valjdation S23 ted by the |
vulgsfroaty for &eﬁ@%@l‘rﬂpéﬁl% e Htﬂ)n@@bﬁms Wil Em?@eq é% wjidation (step
I r t
SoFf o chEd PGB LR B R (1530 ) GEB AR Sul i
veﬁmmusan@magmm thewehdohentestior timntuéttﬂra‘mh‘ry (b’ep S46) If the

voBRER i 58 B e G- PP T BTGP HaD B faleumented n'the
vuldekdtgt @Rbohicht ?é&tp' Qs shbﬁltgh@or refAeiit ﬁ&g}‘@l@) AR bdr® For@lidation

and reSearch a researc eam noni tors
(stepePhdf theri@h&ﬂjﬁbjﬁb’ anwmeu\fﬁgﬁﬁd €105 sign §44). dhe regdisqidlaessearch

are notg%) n hg £p Htfeg ﬁﬂtth«g&]ﬂﬂ?r I1t\nl’§V§/entVtH Itlﬂe ér!all)ﬂ g‘ont%ge Glhnager

nera S recogni zed, a re earc
(step! BHD); STheVd-dJn&Qf aihdek }tarCKEme@\niﬂle tvalrarabﬁrty edhtent (step S51) and

reEy GO HEAET RG0S AL e DRRGy 1 e B EmaIeopiy pan be
veRkied gg aﬁ%%&) é%@t IR Fheta!Tt@gl\é {8 @@ drd dt YnanGOH BRend the

mana nerabl [1ty content naRager deens
vdﬂaeahmmy&mnteat tmuﬁhefolatmwerlﬁyd leoeﬂabllmajs tor latar yasearelt Gtap S53) if

el Bty RS ot SN b R R A e
(NDUsep $5aset, the vulnerability has not yet been

récogni zed by t he vendor and no patch_to correct the
- vul Gaéushowa@ﬁM@grém rrprading mere dstsil how a Vglnglé*b}l% gan be

f
Vaﬁﬁgec? alflc? 8&1§edaas *@ffélg{l%d ln EWBV E@h&’ §3 ﬁgfgfgts g . 2‘%19 QR &Ry receives

assi u ner abi
'thapmnaﬁbillay ¢hat hmﬁ batt fiaevicesiadicor hef bk rhs’s(esmp(ﬂ'ﬁéb The
anal yze, test / or. docynent .t he .potenti
Va@é?‘ﬁ%@%ﬁﬁsﬁ {og e o o Y UURRPH TR &0 CUETHBY i Vi pgyetilig gmpact,
popi 151‘[}‘ B‘Fex\blﬁlﬁﬁlSﬁ Bid fntay ré\ﬁe\fd apyegelfl fﬂlﬁel{aﬁ@s found

he researc a unl escrlptlon of
bywthe reseatbhéri (ﬁtyp 6631 Héthﬁmahéattabdﬂﬁwn@&ﬁhﬁ@h@ vufméablhty is not valid

(npsﬁge&)% &{3 htixe \yu (r)rarBa)? élftexgc%mrg%ﬁ{g %‘nt& ﬂlel %‘i’ﬁe‘}?glﬁt}{ cg)gltent and rout

ave on asse
th® Oeldbbility badk tohke Vlﬂhd&lﬁblab,l 1Inaﬁagea (k08 63)h &f ihe vplidatort determines

thzgcfthft: Dl?lntergglrlllrt]}lf 9suveagld)(yes step S64) the validator may determine if the
information relating to the vulnerability is complete (step S66). If it is determined to be
incomplete (no, step S66), comments may be entered into the vulnerability content and
the vulnerability routed back to the researcher (step S67). If the vulnerability is

determined to be complete (yes, step S66), the vulnerability may be routed (step S68) to
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necessary for exploiting-the vulnerability. The
researcher then may docunent any vendor patches for
w0 b4osdoser abi | ity and/ or any ot her count er meaBCF/ES2008639731
mtigating the risk in the vulnerability content. The
IS then sent.to who_r.evi ews

the Pﬂélnev%qh% :ctg eRt; IPipagg g?ﬁ“%@%@c%{? d@i}ﬁgﬁﬂlnerablhty content
mEER! @4teaRss ttrattﬁevéﬁﬁéhbm@ {s8RvHMAGRb, B $TU) 1@ be s€§rto an

review the vulnerability content to ensure that th
urjvgri echyelnerabgite fite fan bitetr meseanchéstep §7H. [Ednpdéteingd tlnat the

viigaratili ynlg%réfjé F}}(eﬁts%)p %%;‘62 th% an%er r%ge;abtlel Ir{ﬁna%ﬁlin teaﬁtncfefeémme if

manag Ne Vi

the nﬁbfrﬁattdtﬁelaﬂﬁ@ taTiE lvﬁl’meta’o}llﬂjz mro@t;ﬂeta Nslels ONP). €F B i{ Sét@PBmplete
S36). An approver can then forma _quality assurance
(nehHek St CIABIRIIE SRAY hewéde%m th% r'aleprabtlgty E@ﬁ?@rﬂnd fhecxulpeyability

b TR L 000 87 TRIEGSEnb e O JERIANLO
vdhaghizing @mohe rditted (stey £74) a0 tiel tedtmicaheditdrifer @ivieh (siepiSYS). The
NG LN U N .

stm&%dahérwoﬁertﬁ@whm&ﬁbﬂl §te§> ﬁglfo {heShulREalili§YRarberdfor
researcher (step 13 WO 2004/ 056069 PCT/ US2003/ 03973

1an®9mﬂ6@%9ncher checks the vulnerablllty dat abase

t( gt Z@%‘Sj htogﬁ I%V : gglgg?awp% nﬁ% mgrae d’e‘teatfl%m? g%ﬂlne%%ﬂ{tgf ?sd

reVighRel @prdvddyand piblighel @epérfdrtmetiiin §tep§i s34 mﬁh&ﬂ sﬂttg CAESThe
establlshlng the sanme vulnerabilit

viderabiditsisupcedveddion He toehmirst edytariap r?;Vz‘?Wfﬁsieb)f g@ryglmmy
t
ol R aRbdte (e SIE2F 5y FERGRIE her it ORI b0, s
S&bitican bhmutapubaqh t@thielrésegrchen validetewr tehejzabadjor fordurther
re‘é%gﬁhv lé’lla E]&%’ggge}gﬁ ae%lael 6%\91%%29%% %]Sgﬁ lr.}lé a‘(et vdﬁnesr%%b%éa gyceptable
(ye41@tpESEBDiCIAR be Whiktkd AtdpESTAY td the apBFovbyfok Iﬂ@/lew (step S86). If the

vulnerability with the vendor or test for th

appooviee fiagh thetiplesatalitya by unjceeptalle (heiskrerii ttl@ yulagigbygy is
Rt e A ks e
vidhdrabilityetd Ideccé;ﬁ@lbléWeé,Sd’tQiBSl}Qﬂle applrosarﬁppf@res the vulnerability for
Db (DR o0 s s apneri sy B AR TOnPO e S UaY pfpnager for
p%ﬁatﬁ@{ (%t’ep' 390 hen& OMhEabilRANELEER nYdnaP&TRE hiBlhésthe ent

vul'nerability content manager (step S50). The
vwnﬂhbm¢yﬁﬁmﬁﬂﬁbtmanwn@@bémydﬁemmalnerablllty cont ent
retu it for further

oo PG ot e bems b Bhed A nthar S8y FRp 5 R e method

af¥Bsystem of the present disclosure. The system and method of the present disclosure
may be implemented in the form of'a software application running on a computer system,
for example, a mainframe, personal computer (PC), handheld computer, server, etc. The
software application may be stored on a recording media locally accessible by the
computer system and accessible via a hard wired or wireless connection to a network, for

example, a local area network, or the Internet.
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verified (YES, step S54). In the alternative, the

content manager can send the vulnerability content to
w@2doslossobor unverified vul nerabilities for | atPeT/US2003/039731

research (step Sb53) if he believes that the
unvef#fied vulnerabi%it can nqgvbe verified wth
addi t FOFAPPHESYEFRCICPRp0 gensrrlyme)systend 00 may inglydgfon

[

O e B P 7 il s Tpmary (RAM) 104, 2
preerf intemfade il 06, stdigpdaySBdt Hi§da 8351 aka Betyorld(LANpdata transmission

val i.d recelve t vul ner.abi | i at_has en
cginles bt pdGRE T 2ot B shoieo st 10 b Bereg3iRs 116, and
onttg mé/l@|ihﬁﬁ@%ic%ﬁ%?ﬁﬁ%xilﬁﬁenﬁkéyb@aﬂf, mioli§e etc. As shown, the

vul nerability to determ ne t he vul nerability's inp

act,
sygtspul & mey basennscied te & datp storagedsivisier for evamplade harg disk, 120 viaa
H&gyifM/any external references found by the
reséarcher (step S63). If the validator determ nes
that the vulnerability is not valid (no, step S64),
the validator nmay enter comments into the
vul nerability content and rout the vulnerability back
to the vulnerability manager (step S65). If the
validator determines that the vulnerability is valid
(yes, step S64) the validator nay determne if the
information relating to the vulnerability is conplete
(step S66). If it is determned to be inconplete (no,
step S66), coments may be entered into the
vul nerability content and the vulnerability routed
back to the researcher (step S67). If the
vul nerability is determned to be conplete (yes, step
S66), the vulnerability may be routed (step S68) to 14
WO 2004/ 056069 PCT/ US2003/ 039731 the vulnerability
content manager for review (step S69). If the
vul nerability content nmanager determ nes that the
vul nerability is invalid (no, step S70) it can be sent
to an wunverified vulnerability file for later
research (step S71). If it is determned that the
vul nerability is valid (yes, step S70), the
vul nerability content manager can determne if the
information relating to the vulnerability is conplete
(step S72). If it is not conplete (no, step S72),
comments may be added to the vulnerability content and
the vulnerability routed back to the researcher (step
S73). If it is conplete (yes, step S74), the
vul nerability can be routed (step S74) to the
technical editor for review (step S75). The technica
editor may edit the vulnerability content for |anguage
and conformty wth set standards and then route the
vul nerability (step S76) to the vulnerability manager
for
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approval and publication. FIG 7 shows a flow di agram
providing nore detail how a vulnerability is

woeviddmaed9 approved and published as perfor nedPCI/USR@®pPS39731
S36 and S37 of Fig. 4. The vulnerability is received
fro ; ani.eal editor and reviewed by the
vul anﬂ %&mwﬂtent manager (step S82). If for any
r eas dnAtrhethedifarenaliioting jechisologyt indereepibali e umeabibli€pthe

S83), it can be routed b to the researcher,
“%Fﬁ‘rﬂfdocé’ﬁmn%g %W%%fﬁwg‘gﬁ%&m%‘?ss ffi t her research,
val i dafeb@i): @Oﬂh%bi‘li%ﬁhni cal review (step S85). If the

vul nerabi |1ty is acceFt able (yes, step S83) it can be
r out &sedrshiag tigguyingrabititye amppr over for review (step

S86) ., If the rover...finds the vulnerapility to be
~unacg8%%nz}1 tlélg(tﬁ%?ulgﬁr% hé’ %g]}lfl VPE@I%’E}I‘ XdA@hi ity is
routed back to the vulnerability nmanager (step S88).
If the approver finds the vulnerability to be

accept &g methpd of clgira b, wharyin the autapatedwerrk Bpwmsocsss funder
c&ﬂ%ﬁ&@abi lity for publication (step S89) and sends

t vul nerability to the vulnerability content nanager
for revidling altd wrindrstibty a88@he vilherabilibngatabi | ity content
manager. then publishes the vulnerability (step S91)
to ag&m’ﬁ .\ ‘P‘?r"t‘li}ﬁﬁ’éfa%ase. FIG 8 shows an exanpl e
of a,GAEPMb The PHALEMIMHRNEPYInk AR BEBRY; ddae et hod
and s@gt.emgof t he pr'e_siwe]dnt di sclnosurlgngh’e syst em and
et hpablishingtbe pulssrabilitylasithe yunerabitity dbie to aplatbeset ed
in the formof'a software application running on a
conmput er system for exanple, a mainfrane, personal

conpB! e f&bd ohalamhhe] Wheemny bedh st§LMBE wolltffow pRRess, reference
software application mafy be stored on a recording
gre

date incanding & refprenecrnsas, Fferepge Riaber app ecinologs mare e be added
ARE AR AirY ifta And AT LRE a0 WA 2R EAN0RE bh GGy d:Gor
a network, tor exanple, a |ocal area network, the
apmmoednet . 15 WO 2004/ 056069 PCT/ US2003/ 039731 The
conputer systemreferred to generally as system 100
may include, for exanple, a central processing unit
(CPUY. T{¥2methad 8PMmAE ¢ 8nBerBRMR EXcH tvh tAOGori@lowPhiodb &l
interface 106, a dliglay unit 108, 'a |l ocal area
waglaoy comumany cembaadded s thessinsmabilityrtataandghe wbokfleay toyments
|.nt.efr: . ; C er 114. i nt ernal oo
copiHedlilec itiine B SERUIERDIRY Godhd durng Wt Efe08H: aadition
ban@siplven fist.keyboard, nouse etc. As shown, the system
100 may be connected to a data storage device, for
exanpl e, a hard disk, 120 via a

5. The method of claim 1, wherein technology information is added to the

vulnerability data in a hierarchical structure, said technology information at least
comprising:

vendor information;

product information; and

release information.
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link 122. 16 WO 2004/ 056069 PCT/ US2003/039731 What is
claimed is: 1. A nethod for nonitoring technol ogy

wonbarogetsh on for vul nerabilities, the nethod PCT/US2003/039731
conprising an autonated morkflom1process for

det egt | |
vul nr SRPrRgt T ERRE - rhitein AESERLE Y ioblroppss ptops are
pavifdrivied Wmefra@?ré uteys elrh aSSI@ed-Bme ofeloi@dse@froles ¥hBledn each one

wherei n the auton%ted wor kf |l ow process further
ORI FSENIS 23uged i LiTh O% TRk SR PRI Thergin.caagh ask is a single

vYHERBNAPES 4 %11 gl@ ?-&ess & Wing tﬁ@&tﬁehﬁﬁ Wﬁ(ﬁ%&% ?c%‘ésa

approving t nerabl ity and t vul nera
data; and publlshlng t he vulnerablllty and the

vul nerabpi | i dat a, dat ab . The net hod

cl ai ?{3 @%‘l)& 2 %im ga‘éfherglﬂ’egﬁaqs%et%éll%ﬂ‘ﬁ?f? Blv aﬁ%&“é%%lwel of
eXRbiRhe eS8t ca@lladealsemsi{ #ia0Ebrhtd PN EFEIWEpBELEs to H&Eﬁﬁlﬁ@ﬁ%\/el of
nunber and a technol ogy nanme can be added to

reyigvheagabed fensaidang oamdre weers ef er ence data wil | be
presented to an approver for approval. 4. The nethod
of claim1l, wherein at each step in the workfl ow

pr oc 8sshe methol folf oMirg 6/t sailoreeor akete Gisdrd atd Wsigned to one or
vul nerabi ity data, and the workflow conments can be

marsEoapRel easHs: Mgetebthe tashsmay be pesighsdke paP i ocissss of said one
[ ¥
o el o B A b Bl S brch 3% el herein o
uses vathaeshid graupenusy uperathebrisk btfpreltieaserncaa plerferm raquomi; step
str.uctur. sai d technol a nf or mat,i on .at .
o BOEH TS Sk 0 YOHF STASk O oPeTp s > i kg i and
arffiler Us&l WABIA shidl @6uPEANABt open the task and said another user cannot modify

the vulnerability data.

9. The method of claim 6, wherein said assigned list of tasks to perform comprises
a task list that is displayed to a user of said one or more users wherein said user can

change the way the task list is displayed.

10. The method of claim 6, wherein said one or more users login to the automated
workflow process using a login name and a password with said automated workflow
process capturing data indicating how long said users remain logged in, where said

captured data is used to generate a report.

11. A method for monitoring technology information for configuration standards
comprising an automated workflow process for:

initiating a configuration standard;

researching the configuration standard; and

documenting the configuration standard within configuration standard data.
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17 WD 2004/ 056069 PCT/ US2003/ 039731 6. The nethod of

claim1, wherein automated workfl ow process steps are
woeodimsénsdl by one or nore users each assi gned 8a®US2003/039731

nore user roles wherein each one or nore users is

assigned a list of tasks to perform wherein, each

task is a single wvulnerability at a single process

st ep 1M Tl methhé oAcihionhl, exherein Kid anorpited @&8kflodv prodess further

nmet hod of claim®6, wherein said one or nore users are
CqERYfied a | evel of experience that can be used by

the auhQnmb ek WakkilaO¥h REAGES Snd MeIBhEEILAG ﬁaﬂcﬁﬁ@hat&f

review required for said one or nore users. 8. The

met h@@tmg%mmnﬁganatmmsmdamé@tau one or nore users are

assigned 1 ne ar re oups.af users, .wherejn the

¢ 2k PRy B RE SulipwaliBh ot Bl HeohBeRanith Siflal gl and

or NPukliGiURs cOfigusRion stinfardnad Phe SRfiduRABn Qand®A Qata to a
users may open the task, wherein a user within said
d@ﬂ%ﬁﬁ must open the task before the user can performa
process step associated with the task and while said

task is open, the task is in a |ocked state and

anot h&rThesaethod bhelains a1, Ovigtein pt erhrtdp inpenwoitdogsbcess,

nd said anpther user cannot dify the vulnerahility

relEiEce data FBICHAR HEPTGIo RBF ek ToReE ST 3B #icsbaqlp@pAme can
bd hddeddb theaDeSiohi2tiBR sthRdAY AAIRAH SESreffertc Sktal Wiﬂtbetﬂ?éstented to an
is displayed go a-user of said one or nore users

amphieyezifor appirevaliser can  change the way the task list is

di spl ayed. 10. The nethod of claim6, wherein said one .

or nore users login to the automated workfl ow process

usi ng4.arHeagéthod 8NEaian O, avHRasS WoEh Widphn $2) WorkdbR b ads,

wor kfl ow process capturing data indicating how | ong
weiflpw epaents gag he P@fé@é&atheﬁpnﬁﬁ@rﬁa% stppdarg gﬁt@ @pé thegyerkflow
cdBmbSE Lad Be Qﬁ@ﬁgécf Gurbhe tBPQEDs oflthe WOHIRN ﬁg)cfas%rwith the most recent
nonitoring te ol ogy i nformation for cohfiguration
adslitaomdbeinls shavanfrst.si ng an aut omat ed wor kf | ow process

for: initiating a configuration standard; researching

the configuration standard; and docunmenting the

conf i guratrh&fos beagiad o, WitehiiA t«aRblogy [FbindRionlifAIRHD the

data. 18
configuration standard data in a hierarchical structure, said technology information at

least comprising:
vendor information;
product information; and

release information.

16. The method of claim 11, wherein automated workflow process steps are
performed by one or more users each assigned one or more user roles wherein each one
or more users is assigned a list of tasks to perform, wherein, each task within said list of
tasks is a single configuration standard at a single process step within the automated

workflow process.
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WD 2004/ 056069 PCT/ US2003/039731 12. The net hod of
claim1ll, wherein the automated workfl ow process
wobrni4hvs6069 conpri ses: revi ewi ng the confi gurati 8a1/US2003/039731
standard and the configuration standard data; editing
‘the configuration standard data; approving the
configuration standard and the configuration standard

dat aj7.amd mAkeY dfIMindl ¢, Mbefednédi@bhebT RBreSisaRdas shsREd a level
the configuration standard data to a database. . 13.

of prpenienchdlent an bt wiemby the yiemated workfei Rrosewsgoidatermine a level of
mp@&é&égﬁ&9ﬁ9%§ggﬂ ‘reference data including a

nce narme, feference nunber and a technol ogy nane
can be added to the configuration standard data and

the reference data will be presgnted to an approver
for Hpghsvagthodof CIaFﬁ’elﬁw@‘E’ﬁ’é%ln SAid ene et Usfiidreitieged to one

X | | ; : |
o TS B g4 R TS oo
whére mayr ifeindlze taslowiendis a oser viichioisaiggayupcbpeos thegadgktefore the user
coR BT ErE RBTSRY ER BTRCPER SO B8 (oAl NP aA Kt Ay the task s
inllocMMaesifk Bnd S5NSSS Y vittih S4iTRkd M cahfotaes the tasit AR said another

configuration standard data_ in a hierarchical

usst canpotimedify theronBewgbomgondasd datemt i on at | east
conpri sing: vendor information; product information;
and release information. 16. The nethod of claim 11,

wher 89 IThRuhahss ettlainr ki, wherdhi edié assigied st aff tasks to perform
perfornmed by one or nore users each, assigned one or . |
comppresey @ &k it bat WPl Rl o wse Math s8id oRsat myye pgers wherein said

usf%%és}ggglmﬁgﬁ@tﬂei&éydtﬁ% 1 RRKS Hgggggé.orm wherein, each

S . .
tas I n sal I st of Is a single

configuration standard at a single process step wthin

L?:_(Ie_ / %g;[g;g%}l%g%%qgleﬁg Pél,v Wheretn sad 01:|1'é9 OrV\QOIZSOI(l)SA]ééSOl%gi%G[g the
automated workflow process using a login name and a password with said automated
workflow process capturing data indicating how long each of said users remain logged in,

where said captured data is used to generate a report.

21. A method for developing configuration standards for use with an automated
workflow process comprising:

initiating a content entry;

researching the content entry;

validating the content entry;

approving the content entry; and

publishing the content entry to a database of approved configuration standards.

22. A method for updating content within a content management system using an

automated workflow process, wherein content within the content management system is
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17. The method of claim 16, wherein said one or nore
users are assigned a |l evel of experience that can be

waged/08§06p he aut omat ed wor kf | ow process t o det eCmiusena/n39731
l evel of reviewrequired for a user. 18. The nethod

or re rs. ar .
oL B Bt 08641 8,300 P16 PEEWATO R By
td etsthinmpdateé castentgried requeated tailigr thit pusiEing danYyn@&idystems.
whom may open the task, wherein a user within-said-
group opens the task before the user can performa
Pr 0C©3 A $iefib PDP SehiiSshiiMds ol i v&iﬁ'ﬁllf 2Bt it oBRES: system
task is open, the tasKk is in a loc e‘(a:] state and
using eh entopsitad wirkflow psedess, gomppsiognnot open t he task

and sa{i%. anot h?r yser cannot nodify the configuration
st anRPY R LIPS Phe et hod of claim 16, wherein

sai dr@assthing thd dodtenPénthyasks to perform conprises a
task list that is displlayed to a'user with said one or

nor e VysiaEisg diteegoatent edfd  user can change the way the
task_list. i$.displ ) . The nethod of claim 16,

wher %‘%)ﬁr{glglgkzheoér@i)egfglﬁ&’33(85&s login to the autonated
wor k ptislivhpgahe senteis iefily @ 4 @gthivase affBppoekdapiagswor d

with said automated workflow process capturing data

i ndi cating how | ong each of said users remain |ogged

I, 20hel SudRlafd SRREHER dyiah 3o Bomeithol OB MRy h i
report. 21. A?mat hod forydevg?opiong c n?ﬁ' gup)g?i o%rﬂatmn for
viglnembiditids céroprisise wi t h an aut omated wor kf | ow process
conpri,sing: .initiating a content entry; researching
t he 38?1?%‘[%{foéﬁ?fﬁﬁ?ng%g'iﬂpﬁr&g’il the content entry;

appr YdsbgchdtFofRaeiMiniRt MlnesdblitpUkld shing the
content entry to_a database of approved configuration

st anddpgunentérfor docymeniirg the vulnsarbility gvithem velnerahilith dataa
cont ent managenent system using an autonated workfl ow
process, wherein content within the content nanagenent
syst 2inTle sy@3emWDck 240ehacth REAISROLBHOBRA68/1system further
updated by a Content Update Systemthat uses a pull
CORET5ol ogy by al | owi ng systenms to obtain updated

cont gidvidMe Bor RAAHLHe Mallebiliihahd BIESHINGas Btyadent o

sai d systens.
an editor for editing the vulnerability data; :

an approver for approving the vulnerability and the vulnerability data; and
a publisher for publishing the vulnerability and the vulnerability data to a

database.
. 26. The system of claim 24, wherein each device of the workflow system can add
reference data including a reference name, reference number and a technology name to

the vulnerability data and the device presents reference data to an approver for approval.

27. The system of claim 24, wherein each device of the workflow system can add

workflow comments to the vulnerability data and the workflow comments can be
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23. A nethod for creating policies for use within a
content managenent system using an autonated workfl ow
woRoE#SeNc9 conpri sing: initiating a content entPgI/US2003/039731

researching the content entry; validating the content

' [ LY d bl i shi. .
AR by BRI I b8 SN By P P beine

slidvn Arst.aut omat ed wor kf | ow system for nonitoring
technol ogy information for vulnerabilities
conprising: a detector for detecting a vulnerability;

are r ghi . Llitw, and a
L SSBETESch A SRS ARG L ISEALL) Wit
theotuberatblityl daya idatlaerarcBisal sthetsy shlntecinotggiinfo?dation at least

wher.ei n the automated workfl ow system further
¢ Zes: a reviewer for review ng the vulnerability

and LhRloY wlfBehafn! ity data; an editor for editing the
vul nerability data; an approver for approving the

vul nerosluet infoymaiien;iahé vul nerability data; and a

publ i her.Qpr ublishing the vulnerability and the

vul n%eﬁ%ﬁgleluf PW%‘&’PH to a database. 26. The system of
claim 24, wherein each device of the workfl ow system

can add_reference data including a reference nane,

r ef ef2nide sysismea! claig 24. fustsnedrapysingpie ergnonehisers each assigned

L . t ' S ef.er enc
oA NS AP I S GBS R ELRTTRR
pafammwddreimfeacleiask Bacdingle vilaerabflity hiea singlk dkolse sydiliethe

an d rkfl ow conments to the vulnerability data
aé%a%ﬁé’v%%ﬁ?(‘fylsﬁ%rﬁommnts can be 21 WO 2004/ 056069
PCT/ US2003/ 039731 di spl ayed by the devices of the

wor kf | ow systemwi th the nost recent addition being
showpl-fihestystemaf cipia 29y whengingfaiddrs onmere ubens aheassigned a level of

eﬁn%ﬂpﬂdes[hﬁ%a}l B Gge%l b%fgﬁée Llﬁ]tfo%)rlra{re%t\;vgrﬂﬂgx%ds(}efgertnqo determine a level of

review required for said one or more users.

31. The system of claim 29, wherein said one or more users are assigned to one or
more groups of users, wherein the tasks may be assigned to a group of users of said one
or more groups of users any one of said one or more users may open the task, wherein the
user within said group opens the task before the user can activate a device associated with
the task and while said task is open, the task is in a locked state and another user within
said group cannot open the task and said another user cannot modify the vulnerability

data.

32. The system of claim 29, wherein said assigned list of tasks to perform
comprises a task list that is displayed to a user of said one or more users wherein said

user can change the way the task list is displayed.
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the vulnerability data in a hierarchical structure,
said technol ogy information at |east conprising:
woendmsedenf or mati on;  product information; andPCraiSe®se39731
information. 29. The system of claim 24, further
conpyj §i.ng one ar. D sers each assigned one or
mor & 0d0F YEPBET GRER 87V EEER SBHETS 0 AsFeURsHIog & the
auBsiBAted 8drialdv Ssted udiRS K BgiPnaRehlPL ﬂ&ss%ﬁ \@gﬁ‘ sai8 & mated
task is a single vulnerability at a single device
weikflawrsystiem capturingulpiedndioatioR ow g seithus@® rerihie eyt ém where
cl.al 9, wherein said one or nore users are
Sagés%ap {guﬁ%%lnd%ta Fsevgﬁﬂoogene@%p%ﬁ%ﬁc e that can be used by
t he aut onat ed wor kfl ow systemto determne a | evel of
review required for said one or nore users. 31. The
syst¥mieraugemated workilgmesysiem faimpnitaring techmelegy idemnagios for

[ . e groups of users, wherein the
coPTEI0TE;H RS Ml

0 a group of users of said one

or raprieitgrad@sindiating & confidiyativmestatidagii d one or nore

users nay oP?n t he {z,ask, wherein the user within said

gr o HFEHET (o deseashingdhg coniigneatioa standagd; ard i vat e a

devi ' hiinot . ' -l : .

o R 8 e P A RS R chfiffrarion
stapderd dgita.hi n  sai d group cannot open the task and said

anot her user cannot nodify the vulnerability data.

32. The systemof claim?29, wherein said assigned |ist

of 33 Be bt bf GIAIA 34, QMRS Ve AitdRskd WoskildwWaYstéd further
di spl ayed to a user of said one or nore users wherein

CORRIIgeS-user can change the way the task list is

di sp| 0 / 7 .
0SB £ ORISR TR e
standgpidnlatap t he aut omat ed wor kf |l ow system using a | ogin

nane_a a.password wi t.h said automgted workfl ow
sys@&ﬁgggﬁ@gF%ﬁaggﬁﬁﬁnhﬁﬂpgg?Fﬁ@&ﬁgaﬁ@bng sai d users

I eMaipbRESEFr bppro %'ﬂfé conflorafioR ki4n84d 4al ahd SontRBfhibRe
generate a report. 34. An automated workfl ow system

stapgardrfistd; 8¢ i ng t echnol ogy i nformation for
a publisher for publishing the configuration standard and the configuration

standard data to a database.

36. The system of claim 34, wherein each device of the workflow system can add
reference data including a reference name, reference number and a technology name to
the configuration standard data and the device presents reference data to an approver for

approval.

37. The system of claim 34, wherein each device of the workflow system can add
workflow comments to the configuration standard data and the workflow comments can
be displayed by the device of the workflow system with the most recent addition being

shown first.
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configuration standards conprising: an initiator for
initiating a configuration standard; a researcher for
woesEasetd ng t he configuration standard; and aPCT/US2003/039731
docunenter for documenting the configuration standard
within configuration standard data. 35. The system of
claim 34, wherein the automated workfl ow system
f ur t38 Mhe §PIEN 08 61aim 84 farth@WMdphRIng 6B W) nfoRRation added to
confjguration standard and the conglguratlon stan&%rg
they genfisusstioagtandardrdsia ia @i hietatghicabsteushire aidaetiooloagyanfamdtion at

X pprover for approving the configuration
le%?gﬁrggﬁgn%nd the configuration standard data; and a

publveaterinf@marioyl i shi ng the configuration standard
and the configuration standard data to a database.
36. PFAGUCE ydPEpation: @1daj m 34, wherein each device of the

wor k10w s¥siiead£an add reference data including a
ref erence nane, reference nunber and a technol ogy namne

to the configuration standard data and the device

pre referepce. d to an approver for approval. .

37. S‘@Efﬁ‘% 5%5[‘%%0@&&3"8? g%?ﬂ’%ﬁ“ CRAWFSING 085 OR MG Peees gachiagdgned
on8# kidr@wse? YSIEEWh&Bi At ond o bFcAWe GQIHRMRAd b st Htasks to

configuration standard data and the worKkfl ow conments

pegfarm, Werging pachyasl within paid distefaesksfis 2 bieglemokfipwatiey sthedard at a

s e oERc BEERB IR Te “The  syst em of
claim 34, further conprising technol ogy informtion

adde the copfiguration standard data in a
gr@ﬁ? E

hi erdr CHY DEfera ok dlifn? % Wheatia sd ORRAGT BIRYe PefrotrRaesisteda level of

exp&itbe BRFPA K B8d bY ARARKorhAES WERLARR systdh 85EGE rmine a level of
I nformation; and ,
review required for a user.

41. The system of claim 39, wherein said one or more users are assigned to one or
more groups of users, wherein the task may be assigned to a group of users any one of
- whom may open the task, wherein a user within said group opens the task before the user
can activate a device associated with the task and while said task is open, the task is in a
locked state and another user within said group cannot open the task and said another

user cannot modify the configuration standard data.

42. The system of claim 39, wherein said assigned list of tasks to perform
comprises a task list that is displayed to a user within said one or more users wherein said

user can change the way the task list is displayed.
43. The system of claim 39, wherein said one ore more users login to the

automated workflow system using a login name and a password with said automated

workflow system capturing data indicating how long each of said users remain logged in,
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rel ease informati on. 39. The system of cl ai m 34,
further conprising one or nore users each assigned
wonemseaswr e user rol es wherein each one or NMOPETWS2003/039731
is assigned a list of tasks to perform wherein, each
t a single
wﬁeré%mﬁ”o&é}#&gzﬁgﬁ glﬁ%ﬁ% ta%fenérgélﬁe}:?&fe devigce wi thin the
aut omat ed wor kfl ow system 40. The syst em of cl ai m 39,

wherein said one or nore ers. are a.level of
expetd- énst tefth oF develomie tguwloelﬁém@%@a tvéa Wil qugggnated

e a level of reviewrequired for a
wéﬂél%%ﬁenﬂﬁ)e T3

system of claim 39, wherein said one or
nor eammetramraommasagnmdmt@mgne or nore groups of

users, rein the .t assigned to a group of
userd eﬁfﬂ?" Lo 15pearch, CRBS?M5€E§H the task, wherein a

user, WaltdatdR 16 it B Bor@B@natthe task before the user
can activate a device associated with the task and

whi | & appirever &@W@Vedb@ﬁontgméntra,smq sina |ocked
ts th et ?e By 1sg?{30 ﬁl oshucﬁg £ l‘\),%ntréllfl{} ?63‘5 gat%z%g R gﬁ%géc}]g&%uratlon

ano &ro ¢ahno

steatdsgur at i on standard data. 42. The systen1of cl ai m
39, wherein said assigned list of tasks to perform
conprises a task list that is displayed to a user

Wi t hj $iind Heiﬁr 8@ usi
T

arysbedvaikidvasystas comhesieg a Goatalt bipdate Sy anmrf@r updating the

o) aut onat ed rkfl ow.s usi.ng a0
e et I o Bl PR P G e S Sielt SR LGP PRt em uses
a PYIB hRMEBREY allOEingalemB € SGthinngdBRWcbaegt Wt reqhessal dther
users remain | ogged in, 24 WO 2004/ 056069

theysbiseoasy @royRd sysigiet-e sai d captured data is used to
generate a report. 44. A system for devel opi ng
configuration standards for use with an aut omated
wor k#ib.owsysyesih ﬁmw«mﬁpg ipslicigs foamsé withinet comtend niamagéraend sgstem
content entry;, a researcher tp.research the content

ugpg Ay automaied IVYO(’J]éﬂQ)W SYSW IS he content entry: an
appr QY flitidio BPRiEHRNOnkRANERRY; entry; and

a researcher for researching the content entry;
a validator for validating the content entry;
an approver for approving the content entry; and

a publisher for publishing the content entry to a database of approved policies.

47. A computer system comprising:

a processor; and

a program storage device readable by the computer system, embodying a program
of instructions executable by the processor to perform method steps for monitoring
technology information for vulnerabilities, the method steps comprising:

detecting a vulnerability;
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a publisher to publish the content entry to a database

of approved configuration standards. 45. A systemfor
wapoEtosengo content within a content managenent B¢SUSN03/039731

usi ng an automated workfl ow system conprising a

Cont en da Sy st for updating the content within
t he COH gﬁ%ﬂ%ﬁ&é’@ﬁ@ﬁ%ﬁ em wherein said content
updadeusientitgihieSamerabilpy it adabogy dahl ow ng
systens to obtain updated content when requested

rather that pushing data onto said systenms. 46. A

hi ng data ont¢ ste
aneenen o EpERL B e MR e U e B e arocess

fuctheppeonsprisgs: an initiator for initiating a content
entry;_a_resﬁsarcher_for r esear chi rjg the content entry;
a valerigRing the ypingrabilyy and themlnesgniydetaent ry:  an

appr Qiehe ek ukR the content entry;, and a
publ i Sher for pﬁ%ﬁ%ﬁ%ﬁg the content entry to a

dat adppseviod thapphevabiitpehd dieegunerdbilityAacnapdt er syst em
conpri.sing: ,a ProOCessor; d rogram st orage device
rea U[h?léﬁ%% tﬁ%@l%%gpdﬁky&ndgg%i’@ﬁ?m e P 53%61?%@( am
of instructions executable by the processor to perform

met hod steps for nonitoring technology infornation
f or 4fuiThe cawputer sysem efdaimed hovhestin pseash spapiisithgworkflow

' l [ty 25 WO 2004/ 05606

Pl CkdsBEs P g4 PR o e fone R, S G RR B P e afpotoey
natiecaanebRtadde foftke valherabidiby dath ¥ndvHeleRrendé Betat ] belptesented to an

data. .48. The conputer systemof claim47, wherein the
APRIAVEHET @BPSRS~K T | ow process further conprises:

review ng the vulnerability and the vulnerability

data; editing the vulnerability data; approving the

vul rik abg computansystelneofiakhined Bbyvlerdiy atkech stearid the workflow

process, workflow comments can be added to the vulnerability data and the workflow
comments can be displayed during the steps of the workflow process with the most recent

-addition being shown first.

51. The computer system of claim 47, wherein technology information is added to
the vulnerability data in a hierarchical structure, said technology information at least
comprising:

vendor information;

product information; and

release information.

52. The computer system of claim 47, wherein automated workflow process steps
are performed by one or more users each assigned one or more user roles wherein each
one or more users is assigned a list of tasks to perform, wherein, each task is a single

vulnerability at a single process step within the automated workflow process.
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publishing the vulnerability and the vulnerability

data to a database. 49. The conputer system of claim
wO404/08b089 ei N at each step in the workfl ow pr®ecess2003/039731

reference data including a reference nanme, reference

nunber and a technol ogy nane can be added to the

vul nerability data and the reference data will be

pr es 6Bt Hek dodnpaifer seMEh @Y €lairh B0, AREEAAId orRQr J&fé users are

conpaﬁﬁ fi g;en1of claim 47, wherein at each step
AFSHECABr KIS B XPSFI@%,Cé§§at %bw$ez§\/byctbnﬁetnmtadammﬁoaqﬂe@bss to

déierntihe p §Lhe workfl ow comments
canIEeagﬁgp ayeg&Q&g? :@ﬁe negr%wrlﬁglmorkflow
process with the nost recent addltlon- bei ng shown

firs% 1. The co uter system of claim 47, wherein
t echnol @WOWFW 1B 9F PI8ita G detberein seicong i meralstrs fre

afifhad tdoi & ks rgﬁhipg A ush§ YHeHiE thest@é a%fclg% %’%%‘ﬂ ) group of

informati on at least conprising: \
ussrsoefusetd enefaymeaae gmmps afidsersy @lysasef| Isailﬂm)lnl?mt irofe uSezs mﬂﬂ 8pen the

Ia m 47, i.n_.automat ed
e qﬁﬁ%\{}vagﬁégc es §?1 &Oupa?pgni)ﬁgftﬁ%@rﬁﬁ%‘ﬁ@r B30 pRyfaEm 2
prosess StepasivcREai Witle theQidk M vMISsaliB@sk s Q)lp% HOBIR n a locked
each_ one or nore users is assigned a list of tas

stafg 2nd pagthepiseevHhingsaidierovrs sanngt epesithgylask andisaid amihd:n u:syr
p within the automated workfl ow
Ca%%%%gggﬁ’gg% B8 5e8060 per/ UsD00s 030731 B3 The
comput er system of claim 52, wherein said one or nore
user e assigned a | of experience that can be
used%oar ﬁgmaa'?bﬁﬁfe@a 05@?% PoViVisreia said asggnedtliss offasks
peRYB coftfpris@Vd QYK 118 qkMt rléagilsélg{]ecﬁ%'aqlsgfq@f Vé%fd SR St H rg u%érs wherein

54. The computer systemof ctlaim5 erein sa
S%ﬂ“*ﬁﬁ%l@@@g%mQW§Wth%@w@hﬁdempbmaior more groups of

users, wherein the tasks may be assigned to a group of

users of said ohe or nore groups of users any one of

sai dbeoffhe oompmiEesystai of ¢lEiyn SN&herdlf saildBk or WRE Bidds Rein to the
group apens the task before the user

user g sai d
au&a?ﬁtifﬁﬂ‘ﬂf’ ifflr% VaPTRFesSE 88ke $tlegin agnseind padsswarh Vithesaihakomated
wtRHoWHrd & s pthrltatd mdfRBeh: héd) ?’oﬁgaﬁhi bstrd RAnBin f%)ggecij in, where

said captured data is used to generate a report.

57. A computer system comprising:

a processor; and

a program storage device readable by the computer system, embodying a program
of instructions executable by the processor to perform method steps for monitoring
technology information for configuration standards comprising an automated workflow
process for: |

initiating a configuration standard;

researching the configuration standard; -and

documenting the configuration standard within configuration standard data.
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state and another user within said group cannot open

the task and sai d another user cannot nodify the
woubamsatsd | i ty data. 55. The conputer system oPCTiuaR2098/039731

52, wherein said assigned |list of tasks to perform

conprises a task list that is displayed to a user of

said one or nore users wherein said user can change

t he WwAyThenenipasde shstah df 8latth S| wli&din th autbhRtONRUAGY process
s stem of claim52, wherein said one or nore users

YoUT AOPBY%e aut onmt ed wor kfl ow process using a | ogin

name ;a&yide PRSS) ' ' wor kf | ow

pr 0cess clg%t ur i \ggg%gt a111 Ptﬁﬁd?ag(gﬁg%%{}vﬁ oﬁtéo%l%?%g%gg?t§3

r emakditing tipednfipyrativestendasdiiistacapt ured data is used to

generate a report. 57. AcC uter system conprisin

o br BOURYBe IR bgurdfiog Fatait Brae HRIFEa R daRda dg: and

the SEIRUIRIthS YSiRIatDARRHANAA%ng 1R &%ﬁgﬂ?ati% standard data to a
by the processcor to perform

i nstructions executabl e
databased steps for nonitoring technol ogy information

for configuration standards conprising an autonated

wor kfl ow process for: initiating a configuration

st anfiaridie conpaeaswdm of tlakn §PNWhétbinat bah SdARARE dorld iy

docuneg%in% the configuration standard within
PIO6TF GEFeRF SAtedPeHiaE @ raistonce name \igfepmoa noBbeed a technology
ndrsd {ddS00i3 T R f cl.aim.

e PP Son i K PR VAL 10 b P e
pressmtad to@p -appwverin agproved. confi gurati on standard and

the configuration standard data; editing the

configuration standard data; approving the

conf 6@ UhatcbRPut e Of ARkh Eiﬂ,ew}?é?aﬁla%dcﬂtskegn $hERd K fbw

data; and publishing the configuration st ngarq,an
ProgRss cBerkflgwroaresniseaahyaddedita the configuratinnatteslerd &8a and the

ofolpusltia e | ai.m 57, .wherein_ a ach step.

Wf-l-llrilkﬁto he vvor%tT g%%epdrﬁ gIl 5 g ,G%Flgg @?ee%%peq‘ 4 glﬁeaWPﬁt/\ﬂ%&’dPrﬁ@eSa with the
mogfrereanaklitiantxing sHoemefige nunber and a technol ogy

61. The computer system of claim 57, wherein technology information is added to
the configuration standard data in a hierarchical structure, said technolo gy information at
least comprising:

vendor information;

product information; and

release information.

62. The computer system of claim 57, wherein automated workflow process steps
are performed by one or more users each assigned one or more user roles wherein each
one or more users is assigned a list of tasks to perform, wherein, each task is a single

configuration standard at a single process step within the automated workflow process.
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name can be added to the configuration standard data
and the reference data will be presented to an
wappumsersy f or approval . 60. The conputer syst eRCOfUS2003/039731
claim57, wherein at each step in the workfl ow
Pr OC&3SThAQS dtavg&m;p%g n dded to.t.he
configurati élhlﬁ; st_al}{dgr glatﬁrg%?hg}ﬂ?ﬁgl %\?(/g?lief?réw)’@dﬁﬁ@ﬁf%
asagndder ldve of exyedieoeer thaigeahbe usédps thefautonetetdw kiR process to
dg{ocess vvitlh t he nost ({ cent addition being shown
eprafic adqvel f revisspasgrie g‘%‘t‘@?ﬁ of claim57, wherein
technol ogy information is added to the configuration
standard data in a hierarchical structure, said
t echrdl Blageanrfugersastemrolataiml Casheeongmid sieng my@NROE are
LAt or | on; roduct Jnformati.on, and release
A RRTBbhER maB S ot whereipdie fomat P pmvned to a group of
updre ey oncaflvaron 84y \WREK fHeQMEDHVAERRSa S8 REthiPELd group opens the
e or

ar%grfgr med by one or nore users each assigned o
U5 1081 S i° UBF) 88 PRH@R P Tassetstepargosatedi® the task and while said

tRRH d kS rform. wher.ei n.. each
t asi&l%gl’ ta}\@é"%shg% léloj ' gn | gall}% g?(?%ﬁmg?rélﬁ%ra‘?@ugtsalg &P HRyfagmot open
thertadessl ssidemothiet hien chiet avdifrakecbnipuichibn wapasaesm. 28

WD 2004/ 056069 PCT/ US2003/ 039731 63. The conputer

system of claim®62, wherein said one or nore users are

assi gpeThedohfd sPteR o elaif %9%5&1% s%ﬁf‘as@%n{a‘% 5% o@é?sﬁ(p to

aut omat ed wor kfl ow process to determ ne
PerévTeeprRRses # tadk Lot that indisplay6dito Ther ehoin eid saystcantidnge the

wﬁ%ﬁ{é‘@aﬁgﬁsﬂﬂmgq& dsai d one or nore users are assigned
t ne or m)repg}%'

0 oups of users, wherein the task may
be assigned to a group of users any one of whom may
open %glghgt ask, wherein a user within said gro.up opens
the ©%-ad¥ cB@PYIcE Sy g€ elaire 43, Wosrpiarsaidausprsdegiago gtegpitomated
woRIRA AbELs Wihp at AT I aidt A8 Knhed 8
t he ta@lﬁ) ig%lnggl&ggég%%se}tﬁ gtg & anéﬁ%m%%lrd %E%Pat\%lf‘ﬁ?ﬁlow

progé¢sd cgptoung data nolicatipe howtlheg tAd ksanemsiak thoapd ih) &vhers&iid
the configuration standard data. 65. The

cacgnnﬁgt trmdi f%(
PR AP ISUEY I8 FETAT ATFROB2, - wher ei n sai d assi gned
list of tasks to performconprises a task list that

is displayed to a user wherein said user can change
t he 67. A computer system comprising:

a processor; and

a program storage device readable by the computer system, embodying a program
of instructions executable by the processor to perform method steps for developing
conﬁguratipn standards for use with an automated workflow process comprising:

initiating a content entry;

researching the content entry;

validating the content entry;

approving the content entry; and

publishing the content entry to a database of approved configuration standards.
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way the task list is displayed. 66. The conputer

systemof claim®62, wherein said users login to the
waunvamasesg wor kfl ow process using a | ogi n naneCaus2@3/039731

password with said automated workfl ow process

capt yg i data indicating.how long said user remains

Iogggg{ ‘Qﬁ?mmsw%g}%?mr& Hi&red data is used to

genes piRedkof;@RQrt. _ 67. A conputer system conpri si ng:
a processor; and a program storage device readabl e by

t he epipgtAne stosagstdenice eaatialdy by theacopipmgn apsternf embodying a program

i | ons.. e ut.abl e by the ocessor, to perform
R R R L B A —
within dtS@tan hiangienut SRRLEGiMOAKAILOWRH U RRBow BFRESSS WhGein

initiati ntglpa content entry; researching the content

copfrnt yrithin, e icapientiganagemensyeam ie npdajed byappruentigpddieSystem

: I shi he content, entry to
Ot A buff Bleiodo A0 HRUBGUAID bt SRR P B Oty
1eQOGtd05the 6 aPEEhUSAIMS AP dystdds. A conput er system

conprising: a processor; and a program storage device
readabl e by the conputer system enbodying a program

of i@gswé@ﬁlglgg}ssy%ﬁ%h@}g{s&gby the processor to perform
met hod steps for updating content wthin a content

manaypieeersors ysd em usi ng an aut omat ed wor kf | ow process,
wi-t hin.the t ent S%errent s¥lst em

G R B R e iRl B Riouliy S et rogram

offindthuctieidodoliagy b yheprbewkdigo pYFo @i eldd R &@ﬂﬁg%hcies
content, when requested rather that pushing data onto
fog ugegvidhiapeoptenpyanggemeniysiem uing avawenyed siofglow process,
RIR&ESSOor; and a program storage device readabl e by
Cotﬁjg ?%Sn'puter system enbodying a program of
i nstintieting asosxdcntrapl e by the processor to perform
met hod steps.for creating policies
researching the content entry;
validating the content entry;
approving the content entry; and

publishing the content entry to a database of approved policies.

70. A computer recording medium including computer executable code for
monitoring technology information for at least one of vulnerabilities and configuration
standards comprising:

code for performing an automated workflow process for,

at least one of detecting a vulnerability and initiating a configuration
standard,

researching at least one of the vulnerability and the configuration standard,
and

documenting at least one of the vulnerability within vulnerability data and
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for use within a content nmanagenent system using an

aut omat ed wor kfl ow process, conprising: initiating a
woanmi4@asoeent ry; researching the content entryPCT/US2003/039731

val idating the content entry; approving the content

entry; apd publishi the content -entry to a database
t%ﬁ“%ﬁgW@ﬁ@ﬂgﬁﬁa'V@g%ﬁﬁ?mng@ﬁﬁﬁ?éWnﬁecording nmedi um

i ncl udi ng conput er executable code for nonitoring

technol ogy information for at |east one of

vul nét-abie donipater agrdrding edinmao] daim 33, avhdearithe code for performing

mg%ﬂgﬁg%thﬁkﬁgg%Fggévggﬁéﬂ%g%ggfan aut omat ed wor kf | ow

ocess for, ecting a vulnerability

and ievidwiag g/ udnegbilfityQE Aild AnerStiafydtREd, researching
at least one of the vulnerability and the
conf Pgtiratheoninerapiléiydata; and docunenting at | east one

SupsHEE L SRR B (B R godt & AN 30
PCT/ pi8d308/20B897Vi8acrabiliey mainthé guinetabidity ddtandadatabdsehi n a

configuration standard. 71. The conputer recording
medi um of claim 70, wherein the code for performng

an agt ormRt@ehpRE !fefcbﬁiﬁ]@fr@&ﬁﬁ?off dl'z[i%pﬁf, ek Qgﬂpﬁsing code such

reviewing the vulnerability and the vulnerabifity

thabataach edp it thy wonlellam brosessbicférencediataainclagipg ovifegertch @ame,

eyl ner abiol d,. the vul nerahilidt a; and..
SRRt b A DIt e A e L SO raPlpiny e and ehe
refigtigoet datawllBbefasted 18 an Agrodaoti®iovagcor di ng medi um

of claim 70, further conprising code such that at

each step in the workfl ow process, reference data
i ncl yglifig BnfGlP & i
t echnol ogy n & anfcﬁréé]glggl ed éfggliﬁﬁjﬁﬂﬁfrﬂ%?gﬁﬁjﬁggg g%%easu()h
thahat epblestep in the workflow process, workflow comments can be added to the
- vulnerability data and the workflow comments can be displayed during the steps of the

workflow process with the most recent addition being shown first.

. 74. The computer recording medium of claim 70, further comprising code for
adding technology information to the vulnerability data in a hierarchical structure, the
technology information comprising at least one of:

vendor information;
product information; and

release information,

75. The computer recording medium of claim 70, wherein automated workflow
process steps are performed by one or more users each assigned one or more user roles
wherein each one or more users is assigned a list of tasks to perform, wherein, each task

is a single vulnerability at a single process step within the automated workflow process.
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reference data wll be presented to an approver for
approval. 73. The conputer recordi ng nedi um of claim
w@Qpo4foasasher conpri si ng code such that at eacRCsSUSp0BM39731
t he wor kfl ow process, workfl ow coments can be added
to thg vul nerability data and the workfl ow comrents
can b2 Thespmpyisy f"cf@lfcﬁﬁ@mﬁﬁlé%@ g5, tAsTeleFif PRoor more users
I, t
PG e c Rt AR e 0L B BBl logeprocess o
déftemtihen lavehpliregiewgequickd fhosaid ankdémgorteastmol ogy
information to the vulnerability data in a
hi erarchi cal structure, the technology informtion
CONpPY7 SitRGoRputef AtbrMEMRHiunY SNAQ 79 WHFBR b8 0Qg 0T 1pore users
product information; and release information. ﬁ
arg @pgigiedrto pee oF mpl’@fﬁ@i@ﬁ afrasers, whmemnth@taslmemeb@ a851gned to a group
o S5 o o e o B B B Gy BB 8 P51 838 open

th‘ﬁll'nﬁslkewhereﬁrdm%ﬂenthfn srzm:f @rouls 8phsitlse @SIShEBRAhA U %En pérform a
tasks to perform each task is a sin

PRPEPS &TeR @ﬁ%q%ayedawﬂaﬂ@.tﬁﬁq 9@%\‘161@%@ tagkels oppn, ﬁhwaaﬁ@ in a locked
4
S B R R AR

cangeonddifigthepdingmbditycleti m 75, wherein said one or nore

users are assigned a |l evel of experience that can be
used by the automated workfl ow process to determne a

| eveys. afhelcBMipBidt FRariiERdiMm SRIAmOre v&ﬂh@w’f‘f%a@d HexfIned list of
77. The conputer recording nmediumof claim75, wherein

taglesi tel pererny omprises @denkdist ﬂxaélsalwﬂ@né@p 2 BSEB106 Saif ONB PBIMOTE USETS
wgérgfrflosébdoﬁsgf gagls%l?%é/\éh b %}aiy altle %% & Bt 1%1%21%& %e assigned to

0ups of users
any one of said one or nore users nmay open the task,

wherein a user within said grou? opens the task bef or e
t he (bdhecamppisr fespifing mpdiypeaiclaimery, 5detser spdangprRore users

IOFHQOttReSéﬁH&HQteWo dl@fgﬁgknﬂ)cgﬁ%u Igsa lggi%%arr{e%gtag%gsl‘%&d WRthBsaid

ocked state an use I N sal
atamated wopldiow heceaskp@andg datiadndicastngdowiseg said assrotemain logged

th I .n bi | 78. Th t
iny ‘é’g?)rretfﬁlﬁgcgﬁj\ég‘? aglﬁlu@%‘g%rﬁe*?%&e\m@?‘éﬁ nesglogp ;sglr gned

|ist of

80. The computer recording medium of claim 70, wherein the automated
workflow process further comprises code for:

reviewing the configuration standard and the configuration standard data;

editing the configuration standard data;

approving the configuration standard and the configuration standard data; and

publishing the configuration standard and the configuration standard data to a

database.

81. The computer recording medium of claim 70, further comprising code such

that at each step in the workflow process, reference data including a reference name,
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tasks to performconprises a task list that is

di spl ayed to a user of said one or nore users wherein
weabd/dew® can change the way the task |ist i SPCT/US2003/039731

di spl ayed. 79. The conputer recordi ng nedi um of claim

5, _wherein said pne or nore yser login to the
ol B 16 OPOPBLEEES Srsihi o] fimcoieraive stendard data
arRPHs WG ddta ﬁ%b&te@ﬂétaﬁ%ﬁﬁ@eﬂ%‘f kfdBwaprocess _
capturing data indicating how |long said users remain
| ogged in, where said captured data is used to

gene a report. 80 The conputer cardi ng nediu

of oV 3Bk e Rt GuRCHRS 7 SRR s procesae such
thbtattehelf steoithé @8k e process; whbR¥lo@WoReméM€can be added to the

configuration standard and the configuration standard

copgiggraliop giapdag datsend b veilsflaw commeninerarhe disnlayed during the

SRR BB SRR PRSI B N By
configuration standard and the configuration standard

dat a a database...81. The conputer .recordi ng .nedi um
o o¥h e se iy feRGidin e g GG B0, BitR: CoBsig code for

adRiE e SR dyInfoR@aMeH i thOW I RERRE stah848 BRGS adRdiBrchical
including a reference name, = 32 SUBSTI TUTE SHEET ( RULE

stpgiurgyseiRgeinoBEY S oRpTIWSE dasy @39TBIng: r ef er ence nunber

and chpo name cari be added to the
conf%@ggb ?gﬁggﬁ%ndard data and the reference data

pr esgoted informatioapgptidver for approval . 82. The

conpuier recording nediumof claim70, further
conpiedsnigiaB@doRuch that at each step in the

wor kf | ow process, workflow comments can be added to

the configuration standard data and the workfl ow
com&htlhe campiier chicepligymadidurdfetpimi®, watepsadmhtaé workflow
morkflomggrocess ith the nost recent .addjtion being

PIGHGRAPT 11§ PTG EATRATE ST B G g et user roles

whérdin®BadiDond s hHefus&Q T4k Thia GAAT t4RE to AGRRI wherein, each task
technol ogy information to the configuration standard

wifkingaiddisaofiagksds e hinglel con§gunatioustendasdiptch tieglh polcespystep within
informat,i on. at | east conprising: vendor information;

t . .
R HER T SRBRY and

85. The computer recording medium of claim 84, wherein said one or more users
are assigned a level of experience that can be used by the automated workflow process to

determine a level of review required for a user.

86. The computer recording medium of claim 84, wherein said one or more users
are assigned to one or more groups of users, wherein the task may be assigned to a group
of users any one of whom may open the task, wherein a user within said group opens the
task before the user can perform a process step associated with the task and while said
task is open, the task is in a locked state and another user within said group cannot open

the task and said another user cannot modify the configuration standard data.
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rel ease information. 84. The conputer recording nmedi um
of claim 70, wherein autonated workflow process steps
wane4paédeor med by one or nore users each assi gReEWUSH®3/039731
or nore user roles wherein each one or nore users is
assigned a list of tasks to perform wherein, each
task within said |list of tasks is a single
conf g gundicoiputet BREAGAL AkdRuSoMMif S VB8R SHE Rkl of
t he aut omated workfl ow process. 85. The conput er
taplescio ipgifom aemdpuives aftaskl list thagis displeyeéitma ssir dvithneidonensrore

_are.assigned a |level of experience that can be

Ll%gsggﬁ%gﬁtsﬁlg kLY 0%0?‘% ev(cgf; WPP’@W tﬁ%‘jglésééssgl?@ay ternmne a

| evel of reviewrequired for a user. 86. The conputer
recordi ng medi um of claim84, wherein said one or nore
user 8- TAF sompuieyrrearding wadivayofiplrim &y vilpreinsaidiery e more users
1oBheh 8l - ' - r of users .
O Sy BB AR B LR poBn T i saie
autprnied wodiitbvgpoepssapptasing Heta itdiskingdborleng b&hugeridaaers
_performa process. step assocjated with the task and
refiii Degeq g PSS RAIIEaBER dHiae UeeiLie Begcints PRk ed

state and anot her user within said group cannot open

the task and said another user caml ot nodify the
conf $ ¥ eampitterseemdiang dnadlaun incdBlinSHBETUITH EREC SHEETode for

2004/ 056069 PCT/ US2003/ 039731 87. The.
R T R I N S

foassigned list of tasks to performconprises a task
list. that is displayed to a user wwth said one or nore
user'$1UgHBE aicAntER; Aiiyser can change the way the task

L}Stﬁegéf&g%%%&%m&%ﬁfhe comput er recordi ng nmedi um

cl al m 84, erein said one or nore users login to
t he alidating the comtehtfdnaw, pr ocess using a | ogi n nanme and
a password %gg sai d __automated wor kfl ow process

capt HPHHY & _‘iltﬁ’aﬁ%’gtyi how | ong each of said users
r engiublikiaeg e doﬂten%élgfﬁtxsdada@abﬁﬁe%ﬂaﬁo@%v@él_t:&ﬁgilrétfo%dst&n%ards.

generate a report. conput er recordi ng nmedi um
i ncl udi ng conput er execut abl e code for devel oping

confd i on ;standards .in.an.aut omat ed kf | ow
pro céedg g{ 1@%“&%%0.‘139%&“@ Sa&hergy a“i??ililtf’ ]ing{e?1 ﬁ@o\%gﬁ%‘@ REQPS captures
deenindicating the length of time for which the automated workflow process steps are

performed.

91. The method of claim 16, wherein said automated workflow process captures
data indicating the length of time for which the automated workflow process steps are

performed.

92. The system of claim 29, wherein said automated workflow process captures
data indicating the length of time for which the automated workflow process steps are

performed.
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researching the content entry; validating the content

entry; approving the content entry; and publishing
woheo4mseeent entry to a database of approved PCT/US2003/039731

configuration standards. 90. The nethod of claim®6,

wher ej n_sai d aut.onmat wor kf l.ow process captures data

i ndi %a?fihﬁ §YTFR 0& elage ﬁgo‘f’h?rﬁﬁ*éaﬁd&utm’f WPHdlOX\ profess eaptures
d MRS daBNG BIeQGEI 0FERR Fordkich BR MR wgﬁﬂo%oﬁé’s‘s 0Rfs are

of claim 16, erein said automated wor OW process
peckopmed.es data indicating the length of time for which

t he aut onmat ed wor kfl ow process steps are perforned.

92. The system of claim 29, wherein said autonated

wor k§4. Qe R ABEEBsyERRt bf Esim SAkwhetdiflb&ahifdehatdiewd &AM brocess
of time for which the automated workfl ow process steps:

cagues Gidr indicating thgdeneduaSiny b iseiEty apRoAEQEYrifiow process
St%%%%Aﬁ@rﬁgggdf’cwU82003/039731 93. The system of claim
: erein said automated workfl ow process captures
data indicating the length of tinme for which the

aut o%m d wor kfl ow pr o&gs.s ai g}gs are . performed. 94.
The oﬁrﬁaegmpgkigiyamnw Pig} B SICTGHp 83id pHioBIR{cgl workflow process
caBHi QLR Watikd {hevedyie i L gl .
he Ien?t h of tTine orSﬁh%iﬁgﬁ&?ﬁ%&éﬁ%gﬁﬁ%&éd&gﬁﬁbg%ﬂocess
stgns@eeksiorgiedps are performed. 95. The conputer system
of claim 62, wherein said automated workfl ow process
captures data indicating the Iength of tinme for which

t he aut omat ed wor kfl ow process steps are perforned.
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