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Portabl e Data Storage Device with Encrypt| on Sy
Field of the invention The present inve
to a portabl e data storage device of the k| nd

(0,2 portable dat slorage device of the kind @iummummmm

relates to such a 5 device having encryption = *159159%
capability. Background of Invention Recently t

have been rmuch devel opnent in1the area of por_t @ ﬂmuw““lnl|||“m
data storage devices having non-volatile soli

menory units, such as flash 10 nenories. A sem nal*Goooo2
patent application in this ar ea, PCT/ S&0/ 00029,

"Portabl e Data or age_ Devi ce" descrl bes a rrem)ry
devi ce whi Portable ata Btorage ) hE atior

of a conputer using an int egral rral e USB pl ug The

f fi ce is such that it is capable, for
qugpal éhélci)m/f ém&e}shg fully enclosed within a cl osed

fist, and is in this sense portable. It is able to 15
e Prasetiavention ceiatesoumpatmmamestdauta stovager deviterof ithe kind

SRR il SR, B Rl Becho 8 0 mavCuBE NG rwelasyis such o

kiseicepiameg efcryptibn @apaBlli PCT/ SG02/ 00047, descri bes
a portabl?datgﬁgtorage dgyw ce in which access 20 to

e .data jn the non-volatile nenory device is only
%&@m&@@@v\hose i dentities have been

verified by an integral biometrics sensor, such as a
fingerprint sensor. PCT/S&2/ 00086 describes that a

(Receatly ¢heret kavet beary mubtb\deelsBnentialtHE@rea of portable data
storage devices having non-volatile solid state memory units, such as flash
memories. A seminal patent application in this area, PCT/SG00/00029,
"Portable Data Storage Device", describes a memory device which can be
directly plugged into the socket of a computer using an integral male USB
plug. The size of the device is such that it is capable, for example, of being
fully enclosed within a closed fist, and is in this sense portable. It is able to
receive data from one computer system, and transfer it to another computer
system, just like a magnetic disk or CD-RW disk.

Many improvements of this scheme have been proposed. For example,
PCT/SG02/00047, describes a portable data storage device in which access
to the data in the non-volatile memory device is only permitted to users whose

identities have been verified by an integral biometrics sensor, such as a
fingerprint sensor.

PCT/SG02/00086 describes that a portable data storage device can include
an engine for compressing data and decompressing data, so that the effective
data storage capacity of the device (i.e. the amount of typical user data which

the device can receive and regenerate) is greater than the nominal capacity of
the non-volatile memory device.
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25 an engine for conpressing data and deconpressi ng
data, so that the effective data storage capacity of
the device (i.e. the anmpbunt of typical user data which
t he device can receive and regenerate) is greater than
the nom nal capacity of the non-volatile nmenory

devi ce. 2 Singapore patent application no. 200400358-8
describes a portable data stgrage device which is
adapted for storage of data déscribing video inages,
such that the device can be used to a video generation
systemto play video. 5 PCT/SQ1/00136 describes a
portabl e data storage device which is arranged for

Wi rel ess communi cation with a host, e.g. by radio, for

r b M ; ating it. The
anPabrpRheafhoarpHTRE 90B3b0¥d B AR, Fhotapie it
cHonageate e whith istedapted &)r@wagbenf@faté bBeScribing VRed images,
dat éo rac?sm ssion. PCT/ SG3/ 00152 descri bes an _
SHeRBEN R Cso8 fp Diisestipianvidanigeneraion s siom lorplgevideo.
device includes a pointer, so that it can a user can

nove it to act as a convenient data input device.
PGOTS831/00036 deestibehapoatapts tatal stortajeedelios adch is arranged

[ which is arr.ange 5 to receive data securel
SS%W]F@?SP&PS?WHPIC&?{OB%@\ %éP%P-Q- ledi farteceving data/and
B saq ety i€l j f .
ey (eUEMArATENE T ped I S <opEbIP O ransfpring data
Redveen spaunersystemisivdueharatapatilercdithisiwirdless data

' b2 f.~t he lnvention Wil e of )
T on B STl S B T e eyt i
sthiclgee ddevsteragd H6ViSe IriiRddy §96Fr&éﬂ?%o@tﬁ§tiﬁ céﬁ%\‘ilﬁ%ér-‘/can
For exanple, if the device falls 1nto the hands of a
FRPG I Iorchas gurasiventent datavisputidevigeand modi f yi ng

PCT/SG03/00033 describes a portable data storage device which is arranged
to receive data securely from an information provider or the Internet. This may
use a public key associated with the user and pre-stored in the device.

The disclosure of all of the above references is incorporated herein in its
entirety.

Summary of the Invention

While many of these documents provide a convenient portable data storage
device, there remain concerns about security. For example, if the device falls
into _the hands of a person with equipment for measuring and modifying
electrical signals being transmitted between the device and the host, there is

concern that data transmitted out of the device could be modified before it
reaches the host.
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25 electrical signals being transmtted between the
device and the host, there is concern that data
transmtted out of the device could be nodified before
it reaches the host. 3 The present invention ains to
provi de a new and useful portable data storage
device, and in particular one which may be abl e at
partially to alleviate this pgroblem In genera
terms, the invention proposes a portable data storage
device 5 having a non-volatile menory for storing
user data, an interface section for receiving and .
host, and a master control unit

Hd’fensﬁrgrsifhipr&e?’ﬁhg 8&{%{520%0\&% & RYMANHUSRIUL Rastable (data storage
t . . .
e arkb R pariHRTCOHG, IR il B ofIE S FRraf) 15 Bfleyate this

REABIEINt 0 the host using the interface section. The
device further includes an 10 integrated circuit mneans

| I
1B OS] T e IV oy Brefesca piEbie: doet Stasaoe tevice
thaeirgoat non-vokatilé hﬁmé@Pfdrngbﬁﬁ’@ uRkr (e, | &YZ@%% ddion for

enerated key is transmtted in an encrypt .
‘grﬁ%e'lj'é‘ﬂeﬁatjeéaﬂémltﬂ@g edrtay s ed hast,nand @ emester kegntro! unit for

j [+ t he  i.nt ted circuit
S B8 BRI o hoh S50 AT cbmmnd rom
st bostgeqdesting dafdetheoddvidd @raﬁ%ﬁﬁt@&ﬁe%&héﬂeﬁrﬂéﬁr@tb%d in its
t he enc%ﬁ%t ed enerated key to the host. The host Is

JRMPNLIRINeyhest the; iptestasesadionsEbe devidedyrthanthcludes an

' i i I r d key, .t .then
R8gtdind LR NGRS, R SPPRRAMEE: BBRERED KRy iila thag theFortaie
gletestarage devigetialarmingedto transititthedieyi thahe Hogpat ur e

is transmtted to the portable storage device which

gL Replidih of ndiRioR, e agheraicc ieavag ranerofted in an
e o TG hoirdes Ut o g Vg ) e
Rt generated by the integrated circuit means but permanently stored in the
portable storage device. The portable storage device transmits the encrypted
generated key to the host. The host is additionally arranged to store the secret
key, and use it to decrypt the encrypted generated key. It then uses the
generated key and the requested data to generate a digital signature. The
digital signature is transmitted to the portable storage device which verifies

that it was generated using the data. Thus, the device is able to verify the
integrity of the data received by the host.

No third party is able to interfere with this process (e.g. by controlling the
signals transmitted out of the portable memory device, or signals transmitted
into it) since without access to the secret key he cannot regenerate the private
key, and without access to the private key he has no means of generating the
digital signature. The fact that the private key is different each time the data is
transmitted means, for example, that the digital signature transmitted from the

host to the portable data storage device following a first transmission of the
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signals transmtted out of the portable nmenory device,
or signals transmtted into it) since wthout access
to the secret key he cannot regenerate the private 25
key, and wi thout access to the private key he has no
means of generating the digital signature. The fact
that the private key is different each tine the data
is transmtted neans, for exgnple, that the digital
signature transmtted fromthe host to the portable
data storage device following a first transm ssion of
the 4 data cannot just be recorded and transmtted

(sd.%l?s%%genill,y to the portable storage device, since it

Y QFREOY St e yeepided apm it@nsmitied indsgguently teihefportable
thsrad Y ol Wale? ta and the private
keyagﬁgéﬁeeégil rs% Bﬁ@s@n\gﬁ'tdﬁg%gg a to generate a hash
result, and 5 encrypting the hash result using the

]gla@télfmllgd tfkea;get?laoat;cornajflt?e ﬁigﬁagat@awe_ bsingr ﬁfésmiat:% Eé((jhd the
rom t he por e.data storage device in an encrypte
PEPRlE R D8Rk BRe TySE hashRL Y ghfa0 asnegatena hash Tesult, and
%@ﬁ;pamthé%share%@b_sﬁn@etrr]xgﬁ%%%??tgeweyb“t

alternatively (or additro may be encrypted in
sone i ndependent Waéqg 10 Typically, the generated key
iQptignally, theadataean be transalitted fiooy the podaklekdatasiorage device

verifi | di.gjital siqgnature .nmay
Ihsrignth bt Xohieli] el S0RE GorBpmgenersec key
nblforcthis dtrkey, det afterrutink) g i 'hpééﬁ i i
{a he r,ort ?ﬁc(re da?j a stor ag?mggwgg aiﬁglti@)@gg@&te fBé ehErypted in

SO RAPRENEQRt WaY:s: a public key and a private key.
In this case, 15 the device generates a digital

TR P RIFB R By B R e ey i

d transmts t I gi

Pl verificapionuef tife diital digriatere ey bpiidnalebe tdtdformed in the
nglllc keél to v&rl%that the requested data it
Lige H8ING the RPUCKRY. qat a whi ch the device used to

generate the digital signature.
In a second application of the invention, the portable data storage device is

capable of generating two keys: a public key and a private key. In this case,
the device generates a digital signature using the requested data and the
private key, and transmits the digital signature and the public key out of the
device. The host uses the public key to verify that the requested data it

receives is the same data which the device used to generate the digital
signature.

Optionally, the requested data extracted from the memory may be

supplemented with other data (such as biometric data obtained from a
biometric sensor of the device).

Embodiments of the present invention may incorporate any one of more of the

features of the data storage devices described in the "background" section of
this application.
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20 Optionally, the requested data extracted fromthe
menory may be supplenented with other data (such as
bi ometric data obtained froma bionetric sensor of

t he device). Enbodi nents of the present invention may
i ncorporate any one of nore of the features of the
data storage devi ces described in the "background”
section of 25 this applicatign. 5 1n particular, they
preferably include a bionetriC sensor and verification
engine (possibly a portion of the master contro

unit) for granting access to data stored in the

cilevi ce ki)as d on bi ometric verification of the user's
iﬂ@ﬁﬁi“i‘&f’%‘r-ﬁﬁwf gfiabfy inplugge biomatte senserandverification engine
. e . .

{DOTRY T SiprfioR 0t° e, TS cORGUIAR) Bor) §raihE assmsscle data
;smrg;i, incibei davlsibdé _)basetdﬂen La b'@mtiét_rib mderifiaatickge opene WePd identity.
ta .l ncludi,n e.no ryc data. Furthernore,
tq@m@gﬁ}” loRjaifie i3t Sﬁqeﬁ’cﬁdﬁgﬂéh%&!ﬁm@%@smsgr g banincluded

g M . .
e (A the 0B b e HetiftrY. Gifonall,

Homfingerrint evayche ggnecated frodedatapinelsdingnthergometic©dathd
regenerate the data before it is transmtted fromthe

j r r d the interface section of the )
SEERnels MR arieaBhoindi F GamisSsionsaigartam for
lexpleging anyt fedumeafeyanydaiaY récivet bgNird gl ic 'fb compress it
E)o ned  as oQne tphysl cal unit), or a wreless Sa a

S?FH@&"PWFIQ itiRethgonen-wgladife remalyyaod ardgcbmmpesssign engine to
i ; . i.ncl udi a_narrowed

RouFTieile Tl RtGie IR PAmtiRg i g 09y et her

i nclude a canera for generating i nage data, and/or a

fructhephores therinteafacer sewioaudt thesdevide MAE He"@A$SBNEHriection.

di 0. dat be. st inth , t
B S HLPRRINE inBofiaminutie. memory deviee) (whiofagteest is forme

a¥RNESHRAICH URRY, 3% RirdR58 dBtPEaNRdRK ce (e- 9. in

The housing of the device may have any physical shape, such as one
including a narrowed end for use as a pointer.

The device may further include a camera for generating image data, and/or a
microphone for capturing audio sound. The image and/or audio data may be
stored in the memory, prior to being transferred to the host.

The invention may be expressed either as a data storage device (e.g. in
combination with a host), or as a method performed jointly by a data sforage
device and host.

Brief Description of The Figures

Preferred features of the invention will now be described, for the sake of
illustration only, with reference to the following figures in which:

Fig. 1 shows the overall construction of a device which is an
embodiment of the invention;
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20 conbination with a host), or as a nmethod performed
jointly by a data storage device and host. Brief
Description of The Figures Preferred features of the
invention will now be described, for the sake of
illustration only, with reference to the follow ng
figures in which: 25 Fig. 1 shows the overal
construction of a device mhlc% is an enbodi nent of
the invention; 6 Fig. 2 shows the steps of a first
nmet hod perforned by the device of Fig.1l;, and Fig. 3
shows the steps of a second net hod perforned by the
devic of Fh Det ai | ed Description of the
enbodl gWé the S@Rﬁ/@f 2 fiest gretbedipertormedtbiathe device of
9§ Habhg data storage device which is an enbodi nent
of "the Invention. The device is typically formed as an
i nt egrféy. Iishowsaheistdpsiofea becsidigethdd 9éﬁ6frhé§$>yéthe device of
ster control unit 1, a non-volatile nenory wunit 3
??%p ‘cally, a flash menory conprising one or nore
flash nenory units), and a biometric sensor 5 such as
a flngerprlnt sensor. |t further conprises a data
ele pfphicit of g 7, for communi cation
with an external host (such as a personal conputer,
or other conputing system. 15 The data

FiaeShans S0 SeneRl Yo OLERALT 3 3K Tl s an
gmilient pf thedinyenBm.i Theedévice is typicatip fdﬂn@@h\s@nmtézﬁal unit

{ { l,
SREE ARSI |CoPus e FPauer M ikl cona@eiatiig memory
upér&i@tyﬁplaalmradﬂlm femdty comprising one or more flash memory units),

and a biometric sensor 5 such as a fingerprint sensor. It further comprises a

data transmission/reception section 7, for communication with an external
host (such as a personal computer, or other computing system).

The data transmission/reception section 7 may take many forms. In one form
it comprises a USB connector 9 (such as a USB plug) and a USB interface
device 11 between the USB connector 9 and the master control unit 1.

Preferably, the interface device 11 and connector 9 operate according to the
USB 2.0 standard, or any faster standard which may be developed in the
future. The USB connector 9 may for example be a male USB plug integrally
formed with the rest of the memory device of Fig. 1, for direct insertion (i.e.
without a cable in between) into a female socket of the host. More generally,
the connector 9 may be any other form of male connector for insertion into a
socket, such as a Firewire plug.

Alternatively, the section 7 may be provided as a section for wireless data
transmission/reception to the host (e.g. without physical contact of the
memory device and the host). It this case it may the plug 9 is replaced by an
antenna, and the interface device 11 is replaced by a device for using the
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20 USB 2.0 standard, or any faster standard whi ch may
be developed in the future. The USB connector 9 may
for exanple be a nale USB plug integrally forned with
the rest of the nmenory device of Fig. 1, for direct
insertion (i.e. wthout a cable in between) into a
femal e socket of the host. Mrre generally, the
connector 9 may be any other form of male connector
for insertion into a 25 socket, such as a Firewire
plug. Alternatively, the section 7 may be provided as
a section for wireless data transnissionéreﬁeptlon to
hos e. wi t hout physical contact of the nenory
fﬂﬁ&"‘f@%@%%ﬂ?mls}ﬂm{/fﬁ%%% of datawf;ortelxawmlej,gthese two

"T“FS”?%B{%“QQ tBeion &5 pRTe afitela6e AROGIAIRTfh ATilfes
witardard ssuchaas ¥isANaor/ Bleetmotti.on of data. For exanpl e,

these two units nmay function together to provide an
interface according to a wireless standard, such as

\ﬂl}/élh‘y‘ézlfasgI et ﬂ%‘sfér contrdl gAY 1 %ggrtagbgﬁ ti’??&e?{(e qapd [{J%:k-ets from

unit 1 is arranged to receive
éb%ﬁﬁ@ﬁom? These ddta pagketk stay lnaljademdnmdandsmmd&o may

e B Tasslilf i sapnvBIeL BT d estrineiebagmimheeording to
tthe coRBh&Nds; Ahé hﬁ’éstéﬂbéntﬂolifnﬁ“ﬁ&oﬁ'&etﬁéﬁéﬁa tﬁé‘mem%ry 3. The

menory 3. The location wth he mam)ry
t'q’F@t'@éltV&'th'@ tae prerpors3 d’ewélolm thediamq ig $torddisndateemined by the

L REY o  JN ———r

fasorTmandy redeived by the ﬁia%téﬂbohtrél amiY 11 e iE Y rh instruct the
rrermr&gtotransmt data stored in it to the er

i frensmitgatastered in itde the mastet centrel LUflt 1 twehich may

S RORL AN del e pib e st
dprefenabiysiman ehenyptad formhb aefdeébﬁb@@bemv)t an@ wehshitethem out

Sgﬁ?fc cfequﬁt é?ugwggg %:gwgr gi e;;ably has data storage

The memory 3 preferably has a data storage capacity of at least 32MB or at
least 64MB, and more preferably higher, such as at least 128MB, at least
256MB, at least 512MB, or at least 1GB.

The master control unit is normally a programmable integrated circuit which
operates based on software it downloads (normally during start-up) from a

ROM memory (not shown) of the device, and/or possibly from the non-volatile
memory 3.

As described in PCT/SG02/00047, the biometric sensor 5 receives biometric
data (e.g. a fingerprint) from an individual who is a user of the device, and
identifying that individual. The MCU 1 may only operate if the biometric data

matches pre-stored data located within the device, such as stored in the
memory 3.



10

15

20

25

| east 64MB, and nore preferably higher, such as at

| east 128MB, at |east 256MB, at |east 512MB, or at
least 1 GB. 20 The master control unit is normally a
programabl e integrated circuit which operates based
on software it downl oads (normally during start-up)
froma ROMnenory (not shown) of the device, and/or
possi bly fromthe non-volatilg menory 3. 25 As
descri bed in PCT/ SG02/ 00047, the bionmetric sensor 5
receives bionetric data (e.g. a fingerprint) from an
i ndi vi dual who is a user of the device, and
identifying that individual. The MCU 1 nmay only
operate if the bionetric data natches pre-stored data

ISR IGEE i eaR i A I i ey =
shpwoi be raesin_gle]jafte(gmiemfnirtm&’c,(“%ﬁart@érde\,/\ﬁ_r gﬁi?aniﬁi\ls%tﬁnté
' : ") 9r Which i .
SHAGHIRERLS ‘?"%tu'htéeﬁgtiﬂsigﬁéﬁrgﬁlreaag_ntﬁ%mmwaqmgp__hgsma"y
i i L . d Cl: 1.

Sopaldle TEQIRL bl oS RRRTAIR o TLAGIGH BE o4iP g ihibgrated
eireeit)i foy geverajingen pair of aaymaietricd| RiSly(pubtic keplinfRistructure)

i ' tion keys:
SRt R ABL DR B kS By S ey (@onctc
heenat . It oes tAR oA the ih_sﬁlea@t%rismcﬁhe MAder b&ﬁ&ﬁl%ﬁﬁf Pshd
of the master control unit 1, an transmts the keys
dansmitsdbe keys igeneatedto themastengdntrol LAitThe

integrated circuit 13 may be a known "smartcard"; that
is, it may be according to designs which are known in

The ihiegratedfci@utdi3 magisd & RABWK YriaPlcar®X B81iS it H3§ be
various security features of such cards may be present
ARCPN{ENg to designs which are known in the field of credit card security for
example. The various security features of such cards may be present in the
integrated circuit 13, For example, the integrated circuit 13 is preferably
implemented in a tamper-proof fashion, such that any attempt to interfere with
it (e.g. to access a secret key stored within it, or to influence the generation of

the keys) is liable to make the integrated circuit 13 (and hence the device)
inoperative.

Normally, the integrated circuit 13 includes a random number generator unit,
such that the pair of keys will be different each time they are generated
according to the differing random output of the random number generator.

The device further stores within it a predetermined "secret key", denoted here
as "I". This may be stored for example, in the memory 3. Alternatively, it may
be stored in the integrated circuit 13. At any rate, the key is preferably stored

such that it is very difficult to extract from the device without making the
device inoperative.
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integrated circuit 13, For exanple, the integrated
circuit 13 is preferably 15 inplenented in a
t anper - proof fashion, such that any attenpt to
interfere with it (e.g. to access a secret key stored
within it, or to influence the generation of the
keys) is |liable to nmake the integrated circuit 13 (and
hence the device) inoperativeg. 20 Normally, the
integrated circuit 13 includeS a random nunber
generator unit, such that the pair of keys will be
different each tine they are generated according to

e dif r|n random out put of the random nunber
3& sgaRingdorymones of opeeation ofithe detvicaa Note that
Rfeﬁ‘éﬁ{ Séﬂbé@Whl&?éfeeém'BS&meﬂg'?J?ttrﬁéj rﬂ@'ﬁﬁgpﬂg«f g/%g capable of

his may be stored for exanple
Aqemrmmg alkthesei motey b epetatiotd while idiger d¥\BE&SSWARh are

CII‘CU rate, the key is preferably stored
seuna'FP §§ Pﬁth;e '{?é?’g}t'(?ﬂ f1q enly capable@firarformingroneef them.

devi ce without making the device inoperative. 9 W
now turn to describing four nodes of operation of the

dNate dleat tese mdras ofteperation dew tessribiedl, #r tiessake of simplicity,
i on vvlllﬁge capabl e of

SR PRI tor e comFaRaeBrohR AREYS oY Vakiving wserddentity
deifigctpe bibmekridsénsd R MbvdErsit & totl?% uhaé%c‘t)@ﬂ}% a[‘ﬁy of the

only capabl e of perform ng one of t
tpﬁ%sﬁﬁdi;%cﬂbe@ Béoye inay aptionkllydnclode stépw (¢t dheafteridata is

t renc t he. conce
%L?él one Izralﬁbghveed%q( Eg O'ﬁ W@'th"%@ﬁ'q qonaéﬂt@ jnput G%Ehﬁ;b{qﬁ%etﬂc
sens®t 7| andsthesidentity dfanay@ata with bﬁ)ﬂétrlé%la'tﬁ‘ﬁgé -$td?84 in the
that any, of the processes described above

Qﬁt’ ECSﬁ%ICWCK%Ihﬁﬁ@resﬁh@rﬁeVQ@ gerffalfrms;anyimmersteﬁs of the
b ted fromthe device) in which bionetric data is
input to the bionetric sensor 7, and the identity of
that data with bionetric data pre-stored in the

ed, before the device perforns any

evic chec
urt hglrerilp Ey denice of data received by the host

In this mode of operation, the device is able to transmit data to a host which
has access (e.g. within itself or its own resources) to the secret key, and to
verify that the host has received the data correctly.

The steps of this procedure are as follows, and as shown in Fig. 2.

In afirst step, the host signals to the device that it wishes to receive data
("requested data", denoted here as A) stored in the memory 3 (step 1). In

response, the MCU 1 instructs the integrated circuit 3 to generate a public key
Z and a private key K (step 2).

The MCU 1 then encrypts the private key K using the secret key j and
transmits the encrypted private key K to the host (step 3). The device further
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process. 15 1. Verification by device of data received
by the host In this node of, operation, the device is
able to transmt data to a host which has access
(e.g. within itself or its own resources) to the
secret key, and to verify that the host has received
the data correctly. 20 The steps of this procedure are
as follows, and as shown in Fjg. 2. In a first step,
the host signals to the device that it wishes to
receive data ("requested data", denoted here as A)
stored in the nenory 3 (step 1). In 25 response, the

1.{'n tructs the integrated circuit 3 to generate a
3/%)6\5('8 5@9 ara Jaquestad ibyghé hest (step 4).dyote)thatiihis Muested

. . LK .
CeRa N oMLY R o b B N B iRl bhe
hoste.8) LésirggéTﬂpuﬁﬁn@?éwZ: fﬁbis4cwl %?bﬁﬂﬁ ?aiiﬂ@s days, such as
n e host, (step 4). e that this
P&%gﬁ“ﬁb‘*ﬂ%&fﬁwﬁ&?héﬁb YR )9 BeUYAg derarikgter kry KOne
Wé@?QdLﬁoés%iﬁt¥4§gd‘?géﬁ€l%té geécﬂ'ﬁj sé‘tocfftpub‘ﬁcﬁ)mgge% Q%(?tc Er%nsmit

public Key hi an be done 1 n various

dke segond privatsthayctodhe r}zmsg?nc%dai g?.gu&'sig@ i s).J_,cE_Ctlh_att the host
.privaLe Ke rererre osSsI DI

43hcbdR f 2t b SeGungin dBla encadasbising dye secdnd publi

kegisath thatlthe (e @B J¥CHIA LY st dhd BRlatE REG Ied

(e.g. using i) such that”the can decode’ i and
then transmtting the data encoded using the second

i host. can decrypt it using
t eég'i%téﬁg%&%@aeé(r}ﬁée{)?’p%“ﬁ\'ﬂ{‘@dt%tﬁ*h%@§¥'8Pet key i
is not transmtted out of the device. In step 5, the
ost decpdes the private key K using the secret key i
F’i Sﬁ%priat%%%ﬁ Qﬁ&gq’@ﬁ thecprivate keyidt using the georst &dy dittatready
gggvggggfh?é?é{% t‘rl%'t &% FddfRieRHR dStakids er%(’:rytppe% {I]Sgllr%é the public key
Z, the host decodes it using K.

In step 6, the host uses the decrypted private key K and the requested data
set to generate a digital signature. Preferably this is done by the sub-steps of
generating a hashed version of the requested data (step 6.1) to produce a

hash result (denoted here as A'), and using the private key K to encode the
hash result (step 6.2) as a digital signature.

In step 7, the digital signature is transmitted by the host to the device.

In step 8, the device (normally the MCU 1) verifies the digital signature using
the requested data A. One way of doing this is for the device to hash A to
produce A’ (step 8.1), and decrypt the digital signature using the public key Z

to produce a result called B' (step 8.2), and verify that A' is equal to B' (step
8.3).
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15 In step 6, the host uses the decrypted private key
K and the requested data set to generate a digital
signature. Preferably this is done by the sub-steps of
generating a hashed version of the requested data
(step 6.1) to produce a hash result (denoted here as
A'), and using the private key K to encode the 20 hash
result (step 6.2) as a digitajq signature. In step 7,
the digital signature is transn1tted by the host to
the device. In step 8, the device (normally the MCU 1)
verifies the digital signature using 25 the requested

gg@ﬁal rn%%/% \)g%% Qv d@/(tﬁg gﬁph%ﬁf agH{rg \%&@ggﬁ/ 0?%‘@; 8evice to
disgithalregiigsted Wata AsaritgtHéTin\@!Q'kb? KRy @%dub@ lﬁrd%‘h‘ GErsfon of

resalt called B (step 8.2), and verif
Ig't@bS'EnatLéfﬁeﬁnd SGBBY that thisnis lden’maiatvlth/thevdigltalcmgnature

i 4, B SR B el e
pusedufbl& rheanthatthe shvientioh cdrise ?ﬁﬁ?ﬁﬁéd %vﬁpéht {heSprivafé key K
e ital

verlf t this, is identical
'a'%/?ﬁ Q?arpé@é'P(PéWaﬁ 59N PAE tmisrﬁ her lkbﬁé@b'm&edu for spingnetric
\é%fycyﬁbnt he public key Z is never 5 used. This mean
that" the invention can be perforned even if the
private key K is not part of a public/private key

' d
b, Bifl MAiSitngR £ EOKLSReh Sorra TeravRedhe wiata andlor
|
Koy ooy, B e deFfos en bRt ttep O)j M SpprptRie
Hapeeyvsion éalhf%mmwremh@hlmayewmlmdneslelmmng\dwvamm@y

Nni.n rresaetotheh nd/ or
H‘Eslséglg Aé?ﬁ?hgg% g%gr ddf,g%lwg |§st %ggg@r@t& Heastiora
prexitémnimeddinéi ne. 15 Note that the order of sone of
the steps in Fig. 2 can be changed w t hout
Note that the order of some of the steps in Fig. 2 can be changed without
altering the overall operation significantly.

For example, step 8.1 may optionally be performed as soon as the requested
data enters the device, and the hash result A' may be stored in the memory 3.

This means that the hashing operation only has to be performed once, rather
than whenever the data A is requested.

2. Verification by the host of data received from the device
In this mode of operation, the device is able to transmit data to a host (not
necessarily one having access to the secret key), and the host is able to verify

that it has received the data correctly.

The steps of this procedure are as follows, and as shown in Fig. 3.
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altering the overall operation significantly. For
exanple, step 8.1 may optionally be perfornmed as soon
as the requested data enters the device, and the hash
result A may be stored in the menory 3. 20 This neans
that the hashing operation only has to be perforned
once, rather than whenever the data A is requested.

2. Verification by the host ofp data received fromthe
device 25 In this node of operation, the device is
able to transmt data to a host (not necessarily one
havi ng access to the secret key), and the host is able

R T5Lito, ok s TR 46 Eod D BT L 5 o
it deathday Mo i heremoy B,

?e RYIsSs they MY 4 instiuetsitae intpgrated cisewiti3ita gtenera:]tera)pyblic key
: , the MCU 1 instructs the
% 4% Sibrlvbte kEy K GRPPES. hor

I ntegr 0 generate a public key Z and a
private key K (step 2). 5 1In step 3, the device

E@'?{?&aél%st e&hée%oé&aggﬂg ﬁgﬁtﬁﬂgiﬂg%&!@ n?ciﬁg@t#ééature using
hi . form a

oA S SR ke ity I

Vequested data Adodokea hagistespitA' 23tepThe), tamett theResherypting it

YBIRE ilipdRedR Grer 32 [k bistafienraimuts hotasar e digta
Bignaturieeandiite pitslic IRYUE S B Hadtqstdpi4), verify that the

requested data A matches the digital 'signature (step
5). For exanple, it can do this by using the

RS SO Mol EAPA e B8R0 G50 o forn 05183
Pequested data Aenaiche€the bigital signature (step 5). For example, it can
do this by using the requested data A to generate a hash result B', and
decrypting the digital signature using the public key Z to form a result C'. If B'
is equal to C', then this indicates that the data is correctly received. A hacker
will not be able to fool the host unless he can modify A while keeping still
keeping it such that it is still consistent with the digital signature (and still
meeting any other predetermined characteristics — e.g. if A is a file which is
intended to operate with an application, the host will be able to detect the
modification if the file it receives is not compatible with that application), which
in general is an extremely difficult computational task. Most modifications of A
which keep its hash value will change its characteristics in other ways, e.g.
make it meaningless in the context for which it is intended.

To make this yet more difficult, optionally the public key and the file A may be

transmitted separately, e.g. at times spaced apart by at least a predetermined
interval.

3. Enhanced_ version of the second mode of operation of the device



10

15

20

25

30

is equal to C, then this indicates that the data is

correctly received. A hacker w Il not be able to fool
the host unless he can nodify A while keeping still
keeping it such that it is still consistent with the
digital signature (and still neeting any other

predeterm ned characteristics - e.g. if Ais a file
which is 20 intended to operafge with an application,
the host wll be able to detect the nodification if
the file it receives is not conpatible with that
application), which in general is an extrenely

i £5 t tational task. Nbst di fications of A

O Ao b ke, P oral TR 2 o S
dbatusesd that e Bosi geririRis XBYBlic Reyl iGafe! ifi
nmeani ngl ess in thgele cont ex%\@f orc V\h)?c?]ndlp?hi@%ﬂei knetye%'dse?fcIﬁca”y’
e $8aeGes: ¢f fepemaydpe agifeiawsil t, optional Iy the

public key and the file A may be transmtted

separately, e.g. at tinmes spaced apart by at least a

dr edeflendevice genertosh public KeyBohad eegivire Kegnyof the
econj.hgngde of ogér ation of the device 13 A variation .,

th ep @ RiklicHievhand piivatedtey Ze has t he

addi t mpRaHevi enerates a public

key | and ep"r'éﬁ%ﬁw Ee%ybga‘cs%ggwi{ﬁﬁgy, t he sequences

4i st dpe has sbaddbe poblioWsy |Go Hevitee devi ce gener at es
publi e and a private Key Y 2. The host

§Ener ipés(r%}x%xg?&?:e meﬁmepgitﬂ?aﬁ e Key Z. 3. The

devi cahsafliddendypts &' kg Prit 'l@%} '

t he public Key I%Bdevi ce gérl %?e eyﬁgg]:ﬁgléﬁéfg[ltﬁgganature

fessadBeAaviceagaio encrimdatie the datans mygit the Aligits is%qmature with
' e diqgital, signature .7, The

B FaR 1651, kbR S Bt et A it idtianature to

tHeghaedture with the public key I, and sends the

encrypted data A and the digital signature to

When the host receives this data it performs the following steps:

1. The host will decrypt the digital signature with private Key Z to produce

A and the digital signature. (Only the host can do this decrypt, since only it

has private Key Z)

2. The host will Hash the data with the message.

3. The host will decrypt the digital signature with public Key X. If there is a
match between the result of the decryption and the hashed data, then this
means that the data has not been altered.

Therefore no hacker can hack the message since they cannot even access
the original message A. Furthermore, this scheme provides an additional level

of security compared a scheme in which the generation of the keys X and Y is
omitted.

4, Biometric digital signatures
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the host. 15 When the host receives this data it
perforns the following steps: 1. The host wi |l decrypt
the digital signature with private Key Z to produce A
and the digital signature. (Only the host can do this
decrypt, since only it has private Key Z) 2. The host
wi Il Hash the data with the message. 20 3. The host
will decrypt the digital signgfure with public Key X
If there is a match between the result of the
decryption and the hashed data, then this neans that
the data has not been altered. Therefore no hackgg ;:an

si nc ey can ven access
ot oRi8 28ineindRfot hetsesoB Thode St eRsrmioprsinadsvice s
ahiet&ﬁdldat@ﬂaﬂnaklﬁéeéuﬁﬁleﬁl%nt&d \M(h %fﬁ’%% i3 rﬁﬁthee%séé(}lly taken
whi ch the generation of the and Y is
Frompthanremeryd. dn mﬂlwl@rnatmaxe efB(DlpplemamiEHemtl'pbmméthe data

TEIETBY o hidrher B ERE: TRy i RORE R Rl ad BBl
tranamittéd: to the ot (nﬁmeMsd that meerﬁbstfobﬂmetrhﬁtnw@hus
ar, it may be suppl enent ed

Foostited pradfithd m@@@t%@awranemﬂearbytthecdegmaoagcr the host
t,r.an ed to
FRH et HahtchBs oi5a %o WGt RislhosttRARES L ha
is has received exact I y the bi omﬁt r |hc :Jlat gan veri
1 11 , t he hos
%ﬁg‘%ﬂéﬁgﬂgﬁggaﬁﬁﬁgﬁ{aﬁ@% gme@né th@%ﬁheﬂwt&@aéﬁlfy both
THHtShe wéwa@bqr&rﬁmiﬂeeqem& m{]déﬁeg%éﬁt 'éndTaéB%héthtﬂIa

host can veri f
tﬂdé‘i‘igﬁﬁlt\&”é@ seat meamessm@gej tsvtheendlaldual with vdhom théost he

Hé&bﬁlfgltra‘mgctsem the nessage is the individual with
V\Eomt e host

We now turn to two optional modes of operation which may be present in
some embodiments of the invention, but which do not employ the generation
of private/public keys in the device.

1. Verification of identity of host

In this case, the device is provided with a pre-stored public key associated
with an authority (e.g. the manufacturer of the device). The public key is part
of a public key/private key pair associated with the authority, but the device
does not know the private key. Upon connecting the device to a host, the
device receives from the host a data set produced using the private key of the
authority. The device is arranged to use the authority's public key to verify that
the data set was produced using the authority's private key (this can be done
using known techniques). Only once this is done will the device operate under
the control of the host. For example, the device may contain an admin area of
the memory 1, and may only modify the admin area upon instructions
received from a host of verified identity.
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expected to transact. W now turn to two optiona
nodes of operation which may be present in 15 sone
enbodi ments of the invention, but which do not enpl oy
the generation of private/public keys in the device.
1. Verification of identity of host 20 In this case,
the device is provided with a pre-stored public key
associated wth an authorityge.qg. the manufacturer
of the device). The public key is part of a public
key/ private key pair associated with the authority,
but the device does not know the private key. Upon
connecting the device to a host, the device receives
fromthe host a data set produced using the private
Rey ofverifieadion af idunitify ¥f thEhgsetevi ce is arranged to use
the authority's public key to verify that the data
set was produced using the authority's private key

(4405 568, B8 Ao oA SHEMT B e oB0SSter
mﬂma abenfT hehpn\lraiekeyF@paﬂmlﬁmtﬂahctl‘i@/piﬁ)élt@ Rey4ir associated
in an adnin are t he rrermr;g@ﬁgtand nay

nl
Lﬁ‘?é M r‘EOQPegt'QEbUW deudee tr-2 he dexicei t(&ﬂf)émts to
fﬂﬁ@ﬁbét Aata 8kt b/r%ﬂbf:é@@s‘n%ecﬂﬁ 6r|‘>(/atelﬁe)2%t\l4 gérc‘?ﬁégw%st is

of identify of the user case ev ce
gF r@@l@dmaMEta\CC@Sprt@im users pmbhaakea/, laeyl tasusecthetuséré public

te ke art 0
Bl Felfiihar B s Fubibouted Ry thraisadrivaisotey (inis
can heCd dmeg using IdberPt%chﬁlq%eEP% C}yto'?\%e%‘é' i§ ?iohé"’lﬂg Wo%?wnl
to the host a data set produced using the private
gpretaie unsier therpantrielsaf the deamaﬁgeexampte dhe best Mytueea

er's bI I, C
R pRo PP ed RYpe i SARBElOS s e S i Acton
asdrthe host miyeoﬂdymeffbl‘m&hé@raﬁ@ﬁcm dadeér thei ddﬂm‘@l‘@’?"ﬁ dewce of
{hguaé Nyg@&ethlsw done the host w |
ROt 1s yeritied a5 slesgribedabaesii ce. For exan‘pl e,
the host may be a
Although only a single embodiment of the invention has been described many

variations are possible within the scope of the invention as will be clear to a
skilled reader.

For example, whereas in Fig. 2 and Fig. 3, the public/private keys are
generated together during the method steps, in principle the integrated circuit
13 could generate public/private key pairs in advance, and the MCU 1 could
store them for example in the memory 3 until required. This would mean that
the MCU 1 would be able to access them as required from the memory, rather
than generate them as part of the sequence of steps of Fig. 2 or Fig. 3.
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conmputer arranged to performa transaction such as a
financial transaction, and the host may only perform
the transacti on under the control of a device of

which the identity is verified as descri bed above. 15
Al t hough only a single enbodi nent of the invention has
been described nmany variations are possible within
the scope of the invention asigv |l be clear to a
skilled reader. 20 For exanple, whereas in Fig. 2 and
Fig. 3, the public/private keys are generated

toget her during the nethod steps, in principle the
ichpeg ated circuit 13 could generate public/private
kKey pairs in advance, and the MCU 1 could store them
for exanple in the nenory 3 until required. This would
fean thportableeddv@tdrageevideccarhpsising: access them as
required fromthe nenory, rather 25 than generate them

as part_of t sequence of steps of Fig. 2 or Fig. 3.
16 O & 'ﬁ%n'vﬁg%ﬁ B%W%ﬁ@r RRf1Rg Us8F 48t devi ce
conprising: a non-volatile nmenory for storing user

dat a, amnintarfadd Qéaidi\efariréﬁeﬁ/ﬁfg H%Giraﬁnnﬁndj%sfr{i@lﬁp?&ﬁa to a

ﬁjransm'tting data to a 5 host,” a nmaster contro
98t r ansferri ng data to and fromthe non-volatile
menory, and integrated circuit neans for generating at

| east ;0R2skHY, vl ' r upon ,
recei vi ngSkaeerc%oanTfabﬁéﬂ ? r%ﬁ?@%@%ﬁnaf{?@gﬁ%@tﬁﬂ@ tig aon-volatile
memopnhandt t he requested data stored in its menory to

the host using the interface section, and to transmt

a key. rated by the Jntegrated circuit neans to
The- nUBEOEHE St merns. foRgaNeinasH least one key.

the device being arranged, upon receiving a command from a host
requesting data, to transmit the requested data stored in its memory to the
host using the interface section, and to transmit a key generated by the
integrated circuit means to the host using the interface section.

2. A device according to claim 1 in which the generated key is transmitted
in a form encrypted using a secret key which is permanently stored in the
portable storage device, the portable storage device further being arranged to

verify a digital signature generated by the host using the generated key and
the requested data.

3. A device according to claim 2 in which the digital signature is produced

by hashing the received data to generate a hash result, and encrypting the
hash result using the generated key.

4, A device according to any preceding claim in which the generated key
is one key of a public key/private key pair.

5. A device according to claim 4 in which the verification of the digital
signature is performed in the device using the public key.
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2. A device according to claim1 in which the
generated key is transmtted in a formencrypted
using a secret key which is pernmanently stored in the
15 portabl e storage device, the portable storage
device further being arranged to verify a digital
signature generated by the host using the generated
key and the requested data. { A device according to
claim2 in which the digital signature is produced by
hashi ng the received data to generate a hash result,
and encrypting the 20 hash result using the generated

; ?’C héhi H’é\lggxéecfcg;{@ﬁg &é?ﬁlé}ﬁgﬁ 3@/\/”%@6 rtlgé: ?lgtieg%gg:j a(piirrguiitnmeans is
leenanged Vet geriersitePiMe’ gerferate IRM) 68 HeCOr &ini@)it ‘Re?'aﬁig‘%g)rivate

i n ich the verification of tthhe digita si gnatu
8V gvicg being detthee arrenggd tthegenesaiec akdigitalisigbatute using

. . . . A A o
o8¢ eeagtd od LA el R Bl E b sidure ano
kiegy pebliokey ofit of thetdevicdsey and a private key, the

devi ce being further arranged to generate a digital

I gnatyure using the requested data and the private

ey, AhgeVicEnR 'qu'”Qh{-P g@ﬂtglln%@ﬁattbﬁerwsteﬁ fata includes
potH idatk @¥esuHt iAfthbhe H‘?dfg C&nd ‘alsd* G| Ohgid

claim6 ﬂ whi clh t he reequ ’stsg aA%\?Aa m%ﬁﬁcdgé& égtﬂ%a from a
digraetricaansor phthendeviesrory, and al so bionetric data
obtained froma bionetric sensor of the device. 8. A

B ane CerRE s Bl Bl HiEPeia AT afiarieata bdpsmit the

fequestied data mcaroedenygtédfonty preceding claim
conprising a bionetric sensor and verification engine
rranting access to data stored in the device

or ¢ . , | C . ,
%ased_’abﬁieé{' | BREDTEING J@ramY presasingfclaim: apseprising a biometric
bR dnd PariffilBRTdrifife fr granting access to data stored in the device
based on a biometric verification of the user's identity by comparison of

biometric data received using the biometric sensor with pre-stored biometric
data.

10. A device according to any preceding claim including a compression
algorithm for exploiting any redundancy in data received by the device to
compress it before storing it in the non-volatile memory, and a decompression
engine to regenerate the data before it is transmitted from the device.

11. A device according to any preceding claim in which the interface
section include a USB connector and a USB interface device.

12. A device according to claim 11 in which the connector is a USB plug
integral with the remainder of the memory device.

13. A device according to claim 12 in which the interface section is for
wireless communication with a host.
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bi onetric data received using the bionetric sensor
Wth pre-stored bionetric 15 data. 10. A device
according to any preceding claimincluding a
conpression algorithmfor exploiting any redundancy
in data received by the device to conpress it before
storing it in the non-volatile nenory, and a
deconpression engine to regegerate the data before it
is transmtted fromthe device. 20 11. A device
according to any preceding claimin which the
interface section include a USB connector and a USB

it er faa Vi . A device according to.claim1l,

12 e RV ebfnitia, 6, 8RY iged dgclalfl; heyia "9, hapising, the
thbesingrincloditlg @ hatrowedesy for d@eifkea pbinteA devi ce

according to claim12 in which the interface section

for, 25 wireless comunication with a host. 18 14.

i&%devﬁ:@e‘é'@%cﬁw ngdoaty presedinanglatn furtherinclugling a camera

i A T e T

olasten ¢entrélamii beingdirmangedcanstose tfeomags datd hAg/or RA®D data
da&‘a, and/ or a m crophone for capturing audi o data,
{hESMFERY%r control unit bei ng arranged to store the

i mge data and/or audio data in the nenory. 16. In

dembi atdembination! terlRtabid adthOsRPEgECN\ice rﬁihggto any
to an precedi ng claimand a host coOnputer, the hoS5t
e RG claimngnd @ hasteeomputary thes hipst aompnternbeing artenged to

99K & A L S e P BAERLn ihetPoc.

device is according to claim2, the host being
dvr andecbrbingtionracerding tgclaith 16 wheiein ehaldevige idaccording to

E@{\éa%e ke%&ag% the requested data. 18. A conbination
rei HIP 19SEIPSIng BFrapgeddiongenrrate\a digifat signatvig Hging the
bAvate key and the requested data.

18. A combination according to claim 16 wherein the device is according to
claim 6, the host being arranged to use the public key to verify that the

requested data it receives is the same data which the device used to generate
the digital signature.

19. A method of transferring data from a portable data storage device to a
host, the method comprising:

receiving an instruction from a host requesting data stored in a non-
volatile memory of the device;

generating at least one key within the device;

obtaining the requested data from the non-volatile memory within the
device; and

transmitting to the host the requested data and the key.
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claim6, the host being arranged to use the public key
to verify that the 15 requested data it receives is
the sane data which the device used to generate the
digital signature. 19. A nethod of transferring data
froma portable data storage device to a host, the
met hod conprising: receiving an instruction froma
host requesting data stored iq9 a non- 20 volatile
menory of the device; generating at |east one key

wi thin the device; obtaining the requested data from
the non-volatile nenory within the device; and

i t1] the.host the requested. data and the )
205" T bR BebRRNG oo iy b TR Ny she rosareled ke is
tlaesgetted dheal fispy eRcrypterN8Bingt Bdsédtef KeQ" WhRRCfsY Ebﬁﬂanently
Si ng a secret key which is permanent]| stored in the
b

géﬂf? inethg posigbleyslerage derdceothenportablensteragdetddee further

bt S, R 20BP PRk By g e
geoeratqu dey emddataeqddsted datdhod according to claim 20
wherein the host generates a digital signature using

2cor & Hiped HesPiiing 15,5 20 Ghpiain e Fdsy Geaprates a digita
%i@i&ﬁﬁr‘ér@siﬁ%th@ﬁﬁ@ét@%y%m%%ageétlé@ dftgei ved data to

generate a hash result, and 10 ‘encrypting the hash
result using the generated key. 23. A nethod according '
£6- any® Bietkodiagsorping &0 zlimn2Gver &1 inhehigbrtbeadigial sigyature is

SipABENYBLBHEY i BB Sl AL, SRgRR s, o

eaciyptingtthe hash reset dsiggttaé gepegited keg. i s performed in
t he device using the public key.

23. A method according to any of claims 19 to 22 in which the generated
key is the private key of a public key/private key pair.

24, A method according to claim 23 in which the verification of the digital
signature is performed in the device using the public key.

25. A method according to claim 19 in which the generated key is
generated as one of a public key and a private key, the method further
comprising the device generating a digital signature using the requested data

and the private key, and transmitting the digital signature and the public key
out of the device.

26. A method according to claim 25, further including the host using the
public key to verify that the requested data it receives is the same data which
the device used to generate the digital signature.

27. A method according to claim 25 or 26 in which the requested data
includes both data present in the memory, and also biometric data obtained
from a biometric sensor of the device.
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15 25. A nethod according to claim19 in which the
generated key is generated as one of a public key and
a private key, the nethod further conprising the

devi ce generating a digital signature using the
requested data and the private key, and transmtting
the digital signature and the public key out of the
device. 20 26. A nethod accomgi ng to claim?25, further
including the host using the public key to verify
that the requested data it receives is the sane data
which the device used to generate the digital

27 cn At It ackelMaRe 89 il B PR 4R ishitefeatiested
datd isctraresmitted feord teé sevizbaotheé hesUitah @ﬁérggfé%dforr%.5

froma bionetric sensor of the device. A nmet hod

corgtéae 0 an of clains 19 to 27 in which t

que thag ats %’dtr\gaﬁ%rﬁrwt ol Faigih (18etaidR éuzrtmef ep@prising
hestyi fd‘tr?é‘ uSBPE M@éﬁ[ﬂ%f ﬁ%ns@h 'B?ttﬂ&q\eﬂ'?& QG ?&én?ed using
any "of clains 19 to further conprising verifying
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