; 0123e3e, VWY, Zv] 6] T, "~  Techni ques for enbeddi ng and detecting

et hods for enbeddi ng.wat ar marks | n-dat . and net nods for et ccAlGAARMAN

watermarks in data. 5 Background of Invention In recent decades, naripoooz+

wat er mar ki ng techni ques have been proposed and devel oped for application in |

tasks such as copyright protection, data hiding, inage captions, and so on.
These techniques nodify a first set of ddta 10 (referred to asmugmm"mulﬂmmm
using a second set of data (referred to as "watermark data") t

third set of data ("watermarked host data"), such that the fact thasoishe
host data has been nodified is detectable, e.g. to people having access to

t he wat er mar k dat a.Technigaes dusembedding Endi dptestirihwatersstarkininedata data in t he

spatial domain, frequency domain, discrete cosine 15 transform (DCT)

domai n, Mel Ili_..n-d:o ier trtansformdomai n, or wavel et domain, etc.. The key

t echni ques t#ﬁ-@ﬂégé%%%[]—gﬁly used for enbedding the watermark are referred
to as the spread spectrum (SS) techni que, and quantization index nodul ation

(QA'M. Sone Tike préssitindehtiofeierités i@ nfdthbds faeémbeading! wateheana! iwr daaked
data do not enploy a know edge of the host data (these are 20 known as

"bl i nd" tech@fﬂEU@'ﬂQdﬁOrﬁéﬁetQ ipearwaieevadks iBdatdy know edge of the host data
(these are known as "non-blind" techniques). Sone of the nost influential
wor ks in i ggt :u”ﬁc‘?bﬁﬁf\)éhﬂanuse the SS techni que by enbeddi ng the

wat er mar k ( y  be a nodul ated 25 pseudorandom sequence) into a
"sequence" of the host data (a "host sequence"). The term "sequence" is
used here to, _nean subset of the elenents of the host data. It need not
e consecut | ToreLRahakeates Trad) malbmiarkig tshRiaveniave bech hebnased Sl a | s

an inmege, W §évdIGSRE T ASplRaNBR A St?élis fwﬂ gsi' (ﬁ)g‘éi@ﬁ% R?&tbé‘ti&ﬂrdééﬁﬂﬂﬂ' ng to

the intensities of respective pixels o e term"sequenc i's
broad enoughimagec captionheandtsmzin i Bhessf technigudss aodify ahéirspi sedl of datal

i ndeed t d f th i i d be, i.dent i cal
Lo the cltter 8BreRs 18 s coRth g st DRl oot Vo riBleciib d A may
be per f or medwitefHAMK @8tabytoAptddiRR! a AR IskY O f &fEEE (Al at8rradkedShést data”),

Specifically, a "0" or a "1" is enbedded into a host sequence of Ien?th N,
denot ed by fsyg) that the fact that\fhe hgstrdatarhasnbeemmasified iscdelestable,se.gagta

denot od 1 espaaiic g Bbodte 4§ B MRleTmalk 83, YT\ 3rigls Shok 18ERIGud fhe

" }/vat ﬁr mar k phodtedata”is datat inethel spatidl dbrhaiot ifquehCy Q?md)'n, disiceatei clft!sihb evhi ch
of the watermar atterns, was used to waternmark the host sequenc _
measuri b ¢ HEesIPRBIBETS bR Bieliar o Ui SNSRI AS@RTb s valalel daredin.

t k s, j I- I
15 COMA et ne 1 e K Sghnibist A SRDARAY SEof R waR AR T
_.f (n)(1 +are referréd Jo &4 thenbpneadlspiestruime(S2) teehniquécamaryadotixhtiontindéxe
host ~1 "), 20 a i th, fact t trol th
maski ng 't c2RbitaRat e Seine teoftlofne dof IR ohjT sinkmatk B P ked
data. Anot hewafiFRirFkEd dat'ddUhet Efploy-a kibwledge (d)the Rost ddta2@hdsd are

20 known as "blind" techniques). Other techniques do employ knowledge of the

host data (these are known as "non-blind" techniques).

Some of the most influential works in digital watermarking use the SS
technigue by embedding the watermark (which may be a modulated
25 pseudorandom sequence) into a "sequence" of the host data (a "host
sequence”). The term "sequence" is used here to mean any subset of the
elements of the host data. It need not be consecutive elements of the host

data; for example, if the host data is an image, with respective elements of the



In either case (1) or case (2), non-blind watermark detection is
conventionally perfornmed by subtracting the host sequence f(n) fromthe
wat er mar ked sequence f~ (n) and determ ning whether the resultant data is
cbrrelated with J 4 3 watermark series u~ or alternatively with waternark
series ur; , thus determining whether a O or a 1 was enbedded in the host
sequence. Unfortunately, this detection iis accurate only when the
subtraction can conpletely renove the hodt sequence fromthe waternmarked
sequence, which 5 is hard to be achieve as the anplitudes of the host
sequence and the watermarked sequence may be different. Blind watermark
detection is conventionally performed by neasuring the correlation of each
of the wat ermastidgiataosrasponding tantheuintensitibs of réspestivéen pixeds 'of th¢ iMage) Due

h | W th h I
of 1 ho_wat or B TR bebyT e SHRUD 16 hisifibuBnatend S selSenco”

of a "0" enbm@qﬂﬁelsnaﬁd]md@éﬂéthé%rdéﬂﬁtﬁléfeﬂ?élﬁbﬂl%dn@’gldéﬁ%édhéhé&né@@hbﬁr t he

10 wat er mar ked sequence f~ exanple, in the case of by neasuring 15
correl ati on Reidestigalte tag@v@erdaf tbe|cgwe§p@radlegtnl>@4.s tmfrh@slﬁ‘@gﬁ T which is the
aver age \qal ue between the aut ocorrel ation of ~ and the correlation of ~ and
uz; (simlarly the presence of a "1" in the data can be determ ned using a

8 val ue whi chhé Semlbbddrirgd rasy nbdl bssrfosmé@) b@ysamhﬂngtbyl ag lineaf o4dditived . 20
The robustness of this SS tech I’llC%_ is rather dependent on the bias effect

from host sc@ibRERINg aRFlysifd Sresnicalsngt 19'f Acfor"als. empesideddini@i@Mest k
det ection, aﬁl%{tfen%"@fy N %ewa?eqbwzo(ﬂzéﬁd 1f roréqt)tep:? ROSH nggfttﬁe h%gg the

effect is h o predic o proper t the'd ion ysi s

| 'arger wat er g@juenee §§|ﬁ§rwtrésm§dﬂ|k/é 6l%s'dfttwbnsét BPNenUﬁib!é?é MRS s of
result, but it 25 would al so reduce the inmage quality,, so the strength

fact or aGhomlimbbres depderndted respedtivell lyy srfabhd va) Gies 1TheNg famidereféroed to
achi eve a good bal ance poi nt between the good robust ness and good qyallty
i s al ways t has pwalermark pattéms’. At the tisee of idstection, it@an badetermiredgyhich set

quant s zor - crielie WaRraaRobptEs:Fan oL JdiehHAN afe habl SERBRE LG e

nessage to bgelbdafy - then cohreldtionPlof Sthet apdterriaket Bost NdqRieRteUdthi #gEs i s
used leading to lattice-based QMwatermarking [4]. A sinple quantization

scheme can bwatgsmarkepatterns Shal.| Thus;thase teghniades ace @meipgonspie popylar
-1 engt hy s CAUBRA Sndthbd 110G DAYy batal 1 ) -~ T~ () and F2(1)

One known embedding formula is:
f )= fn(1+a-af) (1
where k is the value to be embedded into the host sequence (i.e. "0" or "1"),

20 «a is a strength factor to control the masking threshold and watermark

robustness, and £ (n) is the watermarked data.

Another embedding formula is:

fm=fm+a -af (2)
25
In either case (1) or case (2), non-blind watermark detection is conventionally

performed by subtracting the host sequence f(n) from the watermarked

sequence f (n) and determining whether the resultant data is correlated with



f2(n). The absolute difference between two groups is given by 0 = f,

(total) - fz (total) , where f, (total) ~ ~ (1) ~+~1f; (2 ~ +~ ~ ~+ ~
f (n) ~and fz (total) _ ~fz (1) ~+ ~fz (2) ~+ ..+ ~fz (h) ~ 15 1In
otder to enbed one WM bit, k, which is 0 or 1, the coefficients f~(1) ...
f~(n) and f2(1 ) ... f2(n) are nodified such that the absol ute distance

becones < -Q when k = 0 0= > Q when k_=1 where Qis a paraneter
controlling the detection robustness or tolerance. 20 In the detection
stage, the watermark bit k is sinply detected by conparing the coefficient
pair or two sequence groups: f, (total) <- fz (total) ~k =0Tf, (total) >
fz (total) ~ k =1 25 The robustness of quantization nmethod depends on the

tol erance ofwhfeemadaséiieaibodr siterpatively With vasteahaikoserils &hethbest sequence
and the i 5 watermarked sequence. The' robustness decreases quite a | ot

when t he datdeteaminingpwbsthed ashdr addeds eBheatided indbe host $equgneet hods based
on | CA (i ndependent . conponent anal ysi s) .have al so , been proposed in the |ast
few years. NOGRTGRat b Reeec it Frita Ay Fh33ens subledRRSEn de- m xi ng
anal ysi s bas&ﬂn?l@tél? rérhOve 89K hbst seqifehsé iffomh the WatdrRiarkad sedwdydal, WHioh

density can yield a watermarking technique using unsupervised neural
net wor ks.5 Yuis hard te,be gobjeveras teaamplitdes of therhosigenugace anditherr i deas to

AT these antrpRREnesgy iR fily BeldforeNy 10 Pochni que i n which the bits

of the watermark data are added directly to respective pixels of the host

data, which mqust be an img&%f An | CA separation technique is used to
extract the RERGWagTArkdetactiop is coRyentonady perared by dneasuringrtBear e t hree

problens in thi chepe: (1 t he, wat er ki ng schepe is. 15 al a
Pon-bi 1 nd detdESf Bheactt &t hevgielBpik PRt of e Tl iy A euiuBife fe
de-m xi ng sources to separate the watermarks; (2) th tract ed wat er mark
is not e ct‘f"?t%ﬁﬁékeégs FHENGE §i- AT %m%df‘@é 5esan éﬁ(lﬂ)émﬁ?ssﬁr'ﬂata and
wat er mark data are not indepen%gt stat|stically, so the two separated

si gnal s obtai ned by | CA may .bela i® Fe of the host data and 20 wapgr mark
data; (3) the inherited dil gt—i on and pernutation in | CA cannot guaréntee
produci ng exactly the desired watermarks. Thus, detection error is not
avoi dabl e i nDugite the pentral lisat theeremthisusuivias soirelatjoe i highebinethease of

wat er mar ki ”3}&%&%?’@@{{’%@%&%5@ gJa MR pcr%hggﬁweoa'ét%. ﬁ'ﬁglgrééé}%e of a

nonpr eci se
"0" embedded in the data is thus determined by determining whether the

15 correlation value & is above or below a detection threshold 7 which is the

average value between the autocorrelation of =/ and the correlation of !
and @/ (similarly the presence of a "1" in the data can be determined using a

& value which is obtained by modifying (3) by substituting @, for /).

20 The robustness of this SS technique is rather dependent on the bias effect
from host sequence f(n) and the strength factor «. In blind watermark
detection, there always exists the bias effect from the host data, and the effect
is hard to predict to properly adjust the detection analysis. A larger
watermarking strength would result in a more robust detection result, but it

25 would also reduce the image quality, so the strength factor a should be kept
at a relatively small value. Therefore, how to achieve a good balance point
between the good robustness and good quality is always the problem in the



6 Summary of the Invention The present invention ains to provide a new and
usef w wat ermarki ng techni que using a blind source separation (BSS) nethod
whi ch separates 5 statistically independent conponents fromnmultiple

m xtures. In general terns the invention proposes that watermark data is
nodul at ed onto host data by using bits of the watermark data to sel ect

wat ermark patterns, and then linearly adging the watermark patterns to
sequences of the host data. To recognise'the watermark patterns within the
wat er mar ked host 10 data, an | CA de-m xing process (or nore generally

anot her BSS nethod) is performed taking as inputs (i) the watermarked host
data, and (ii) the host data and/or at |east one of the watermark patterns.
The wat er rar&&8@cpameer ns can be recogni sed fromthe results of this |ICA
de-m xi ng process. The watermark data is then regenerated fromthe
recogni sed watermark patterns. 15 This regenerates the watermark data with
a high degrap QiMagatarARykindlohesédthet fddigrelseéxtrddtsd | frorr thadrsstt §ighall & BSS
is atermfor the problemof blindly separating sources fromm Xture data,
and the ter ruadizgefebliomeansepbra quanizer sehasenofiom @ 00leot medefined | CA

e noo, Bt TR P HE SRR o ARl BT T RGP

nmet hod, Dut e , suc ohd- I separ a
al so sol ve tdwt diShiforebleantizedsis ased deading ito Uaticemaeed Qidtveatehaarkidye term
BSS shoul d not be confused with the term"blind detection” as define

here). Each B t he wat er mark patterns has a plurality of elenents,
typically at |east 1000, but nore preferably about 6000. The host data is
wat er marked by 25 linearly adding the elenments of the sel ected waternark
pattern to rAspepleiguantizatiemssherhe zasduapgieddd 4 smallssquentceof host 7 A

first way of selecting the termark patterns usi th ter k data is
on = bi 1y - 958 BRASt i-1ehotR 580 R aesEite GoSBn R e vk o8 Bl Dhver o ar e
two possi bil ¢4 , hese is sel ected
accordi ng tofz{ gﬂ\}%?hg&lgfé %tiﬁﬁaefé rﬁ&@%ﬁgaggﬁg%ﬁ@v%ﬁ wat er mar k dat a
may be divided into groups of bit Lef,@otaDf- F\@idI)t s each), and each group
used to sel ect one of a respective set of watermark patterns. For exanple,
when each grwherec gi(taaalns: | tid) | |t5(20f + ¢ he| figt)¢ramal k data (which may take the
val ues 00, 01, 10, or 11 ), the two bits of the group nay be used to nmake a
sel ection frdgpaadrg A(Wat ef@Y|k--16 |gafder ns. Thus, when one of these

wat ermark patterns is recognised in the waternmarked host data, this neans
that 2 bits of the watermark data are regenerated. Typically, different

respective SROAEBERSedbel BheAM b2k AvIAER 190 0P MM ESktISieRts £ (1§ . Wal @y mar k
patterns selected using different respective bits (or 15 groups of bits) of

t he wat er maréandi&(B. .. . Th() @t inyodifiek s pehs Hiab the absalutendiktanae thacomesr e

different for each bit (or groups of bits) of the watermark data. There are
various ways within the scope of thg<i-gherwheark+8 which the presence of the
wat ermark pattern can be recogni 4 f;_r@m gnfesyl ts of the | CA de-m xing
process. 20 If the host data is known, “a first way of recognising which

wat er mar k pahereQuigs perafheter sdrt@liiy thel detectidyrapasfreisgiordolefandeA
de- m xi nz% process on the

In the detection stage, the watermark bit k is simply detected by comparing
the coefficient pair or two sequence groups:

Sfitotal) < f,(total) = k=0
fi(total) > f,(total) = k=1
25

The robustness of quantization method depends on the tolerance of the

quantization step and the precision of the host sequence and the



wat er mar ked host data and the host data. Alternatively (and this can be
performed even if the host data is unknown), the I CA de-m xi ng process can
be perforned on the watermarked host data and 25 one of nore of the
watermark patterns. In particular, for each of the possible watermark
patterns, a respective |ICA de-m xing process can be perforned, taking as

i nputs the waternmarked host sequence and_that watermark pattern. 8 When
the inputs to the | CA de-m xi ng process dre correl ated or dependent in a
statistical sense (as they are in the case that the inputs are a host
sequence and the watermarked version of the host sequence; or in the case
that the inputs are a watermarked host sequence and the watermark pattern
whi ch 5 was waiedmadkegs sejuenceh dhewabastmesk el cheastessqjieca dat) whemehe dafaut s of
the 1 CA de-mixi Bﬁ)groccﬁss WOHI be respectively the host data and the

wat er mark pattCQrPressqq ARt ePdSdssibility, in the case that the host data
was unknown (i.e. this is blind detection) is to take the host data
extracted bySéveral GhatdematkingImethddsotredand 10AI (ibdepéhdérmtgebiponeht h t he
wat er mar ked host data into a second | CA de-m xi ng process. Once again, the
out puts sholARBIvESY haveaisa ReER RaPesed indbe dast fRusyears: Noeal Aangn$zyf(5] hese
three cases, : [ 11 1 r Ler r ; by
observi ngjet h\géﬁhﬂgﬁ@%%@ﬂ@)b@@g&é%@ﬁn% s&%bﬁgﬁg %}ag?rél% %eaggg%gﬁilglﬁnggéa[’)r' ess
(e. g. whet hestatistivally fatterized peobvalsilitatdehsity tdanoyieldod wétermatidrgreadhniguig er ns)
or by evaluation of the de-mxing matrix which the | CA de-m Xi ng process
produces. TyWHR@ YRsuPERtiseddied aa PRWRIKS e i Fndlls{&] 8nd ;Shen, Sg Al V4] ues

whi ch i : . . i . bly,
the cer of gnpRYEml&ueRl K Rdiz8l WaftiarRHRIERn! By diref) usHgAcA 201 ¥
exanpl e be useparatidrat tsthniques. pAllt ithesexr bpalyse$ e engaloysts eat vegteemarking
tatistigally jnd dent .t h f =3
hamsel Vb (ERBRGEBGM,gihicH, dug 5t of e weldivK data e ARRRY. GrentBists

Al ternativel héspbblﬁfépiﬁéhé &Qhé%s@@&%l WhthYabist bR ak iPa b?AﬁﬂConée;fa%ﬁbﬁ‘OSt
25 sequence and they may be opE)r05| te to each other. This is equivalent to

sayi ng that tesbpiguesisoused to sxirgrtletheawatermarkpatitestly fram tbecwatesswarked
sequence, an(g trahat each watermark bit is encoded by selecting a +/- sign
for the |ineXd®addition of that waternark pattern. 9 In non-blind

wat er mark detection, the | CA separation can renove the host data fromthe

wat er mar ked Thére arerthiezt priopleins irhthis $diveriet @§ theowatereeking aichémaaiser mar k
pattern is rr;lch nor e rgﬁu t than the conventional nethods descri bed above
bi

since tHS bi BWaypRRIN-PliRFAetecting because thesonginalhesi ixReeagas kpgiaty. I n
bl i nd wat er mclydlfiihy Blrcdse SpblABTHE WAk RINE I MEBTacag de- m Xing

matrices obtained in | CA anal yses using e and non-enbedded
wat er mar k pawvatermark istndiexastlyl samer ascthgnoriginaliwatenbad bécaasetheahdstbi t s.

e way 15 by IR WaiImaie oSl 42 Mt itdepetideNt HAREHOAIT o ARORAS EnCe)

separated signals obtained by ICA may be a mixture of the host data and

20 watermark data; (3) the inherited dilation and permutation in [CA cannot
guarantee producing exactly the desired watermarks. Thus, detection error is
not avoidable in this scheme, so their robustness is questionable. This
watermarking scheme may only work for applications only requiring non-
precise watermark detection.

25



10 between the output conponents and the unused watermark pattern: the

smal Ier correlation value (or snmaller higher-order dependence val ue)

i ndi cates the enbedded watermark bit. Another way is to use the ratio of
t*he hi ghest singular value of the matrix to the lowest: a larger ratio

i ndi cates the enbedded watermark bit. 15 In the case that the two watermark
patterns are opposite (i.e. there is onlg one watermark patterns, which is
added to the host sequence with either a”positive or negative sign)

recogni sing which sign was used is sinple: it can be done by determ ning
whet her a certain correlation value is positive or negative, or by

exam ning an elenent in the separation matrix. 20 Note that the host data
may be any f3ummerydfithe Inventianticul ar, it nay be data in the spati al
domain, or transfornmed data such as DCT data, wavel et data, |CA domain
data, etc. The present technique can be used in any watermarking
applications.on i mage, .audio and video data, such as copyrjght protection
2h o on. " The PIRRHRY IBETKRNLAIE O PIAA0E Uil Aner asafub WalsTRRETDY t he
| nvent i on wifelhARWeDASIAESE HIiRACsoree ddbhraidiP (BES) hbidudjvhith 8BbYratdd t N
reference to the followng figures in which: Fig. 1 1s schematic

r epr esentdat i ¢atisticadly independenbeernponentsfrom oaultiglesnixtuwesg process, shown as
two respective feed-forward neural networks; Fig. 2, which is conposed of

their statiob dafera SmAC i Wil piokBsds JFek BRI Fatads HRrdtiolid,
probabi ity dﬁoShbsteela(d:ib?. ugihg) bits tofethe oataraght datasto Refiotefateymark | CA

de-m xi ng process (Fi(gs 2(c)), and the statistical 10 dependence of these
conponent s, Patterss, andthenlingastlyradding theywatermadk paftainspiosirasiencey ofi#msi ti es
(Fig. 2(d); Fig. i .t QU t ”mf ' ; d
Fig. 4is an@%&jaz%'pzcr)arglg%é{h%roceysa t%mmmﬁﬁﬁaér(k de %%ﬁ%ﬁ%& hos{
enbodi mett odatahani I®Ae deimixingy proc2sbyof nMarsegenatalyrarothgr @B uhethiodh isM t h

15 i t X, de-m xi trix W t put V. tail ed i,pt. f th
enbod ment 5 ATITEE AiTEG 2SioPAfa 1) i Walerierhes Haasd data: andreitRae Mot of
the probl em @dtaZthdpbi ades e opPRANAARIK BRRBaNTha WARhaRal 'apfafte?ﬁs what

is meant by an | CA de-m xing process. Let us assune that there are a set of
n origi nal s¢adles reéeegniset o the( iresults2 of .this. IGAede-rgixingalpsocass. wihie t en

s a i mpl o WrieterHRialy delRgerbodiootfimie fenainsituaRiPBR ok <ot o

m xture signals, X=AxS (4) where the matrix A contains the m xing weights

appl i ed 150 oThigiregéneratssathe; wateematkdth with 8ihigttldedgrieei dfalccatabyal s gener ates
the new set of signals. The 11 objective of a BSS problemis to separate

the original sourc S fro he .observed signal s X w thout having any_prior
know edge of Nﬁt%{l?@?g'.'e ferm gbgtsﬂéchr@? "E"atI%PV 'p%b I 8 tern E\RI0 I8 Of0a
as it is an blidm)r)%sgra?rnabé&%%”fﬁﬁﬁ MixtUteV@ata O BRd ShE RrdSBEB thefhodsThe
assunption we tal k about “here

refers to all solutions to achieve BSS. An ICA de-mixing analysis is currently

the most suitable and most generic BSS method, but other methods, such as

20 second-order separation (SOS) can also solve the BSS problem under certain
circumstances. (note that the term BSS should not be confused with the term

"blind detection" as defined here).

Each of the watermark patterns has a plurality of elements, typically at least
1000, but more preferably about 6000. The host data is watermarked by

25 linearly adding the elements of the selected watermark pattern to respective
elements of a sequence of the host data.



5 is the independence anong the original signals. This brings out the
techni que of i ndependent conponent analysis (I1CA) [8-9] to solve the BSS
probl em The uni queness of the I CA technique, and its advantage in
Particular applications, is to transformthe observed data into
statistically independent 10 conmponents. As an exanple, let us treat X as
an observation matrix wth each row x; 2 an observed vector. The ICA tries
to find a transformmatrix W (by any neafs, e.g. data-adaptive |earning)
such that, if Y=WKX (5) the transforned vectors y; on rows of the
transforned data Y are statistically 15 i ndependent from each other.

Mat hematically, this independence neans that the correl ation of any
functions, fA firsttwayeglselectingrtiheewateamagk pattenderusimg thwwateimafrlodatajiscmt avy,

and y~inY equal. zero f i f2(yJd ure, 1
i|lustrates él t?'tsggﬂ'bftopﬂg 'ﬁeﬁpéleaﬁ&ﬁﬂ Rfl\nif‘f’%l ‘& % r‘f%’t?ntQP ﬁdtwo
de-m xi ng prﬁb‘efé%iﬁtiés foRehe WrM#K%fatt@ﬂ?té}imén@ oﬂﬁﬂﬁs‘én@ defdrted %@c@ﬂd.ﬂg
where i =1, At anP/ time, a given row of S is considered, and the |nput
neurons 1i mtbedabaoeﬂjatabltto t he correspondi ng val ues s;, (| =1, 2...n) of
that row of S. second |ayer of n neurons 2i, where i=1,...n, is has val ues
equal toth i t g¢t he
caual £ NewERE BERARI 8, e byl b B TR Ak B BRETER e,
2i . The out pwo bityerachi), amdreath groupakeed ttbeseded:tueﬁe off & hrespectives pendf ng

row of Y. That is, the 30 wei ?hts bet ween the second | ayer neurons 2i and
t he out put I‘é@@m‘ﬁ‘é‘ﬁPéH@mﬁ For exgmplecwWhee eaeh greupy coptaing Jwe Bits gh theca

de-m xi ng pr I r t t pf the
Ut put 1 ayer VATt dafh (Ieh i Kh e ol (G CAY St LM B BRS e o
exanpl e of otheegreup onayldien usedata mgakewa cmaiqmjmmfmm FRirgon@ (4)wateomsrk hese
two conpgnents, as r ect ve time.series shown in e upper and | ower parts
of Fi g B oy PRUBsca NS Yhe: ane St Hiesen Brale i aslerSs 1S pcontied e

i Ilustrated Ritdri@riketfihose data, aihfs infddils BHAb2ils! by tiﬁi@ﬂﬁdtéfrﬁérk 8§tat Berse two
conmponents. Figs. 2(c) and (d) show the results of the ICA

transf or med i@geaemateds two i ndependent conponents which are t| rre serl es
shown respectively by the upper and | ower parts of Fig. 2(c), and t he
statisti cal I [ [ ility
densities, Oﬂ?@ﬁ%’l%%ﬁﬁ%@'@g rg%%’?\lglgdsléyﬁg g§ns1 Cﬁﬁh |rgé§2(zé3?darjf i r?grp%gfi ned
what is meangsihy the u@eemrm paﬂﬁgnprgeleet@d usingodiffarent respyotiodi bient(er of
the present i nven'ltago Her e ?ﬁpglﬁl the simlar | CA technique of m xing
and de- it ngfOURSERIRDIts) Giibe WatETMark datae TdiPiRals (e caqRsille \WRTPTmBEK Four
t echni ques L

illustrat edvﬁétfég\?vg a‘iﬁgﬁﬁgﬁhﬁgmgb%égé@g 8frmé§’gét\l/e\nﬂﬁﬁﬁgg?t$ e
vvaterrrar ked data in which each sequence of the host data is watermar ked as
"0" or "1" byheigdiare vasious waryeswébmu e moepef of wbe pingertien rinnebiohatke nar k

bt er o e 5a o0 A WA B B retptie i B Bles B o

"0" or "1" bbc,taddlrﬁm;fg()p,@c@g@determ ned watermark pattern with respectively
a positive or negative sign. (a) Ceneration of the first type of watermark
patterns 30 13 This is simlar to the generation of watermark data

descri be?P aplbhile foshdatsr isyknaven, e fitsh way of recpgnisingwhigh,watasmask patten N
va' ues of ho\%s%b%tb’wﬁte%'a?ﬂ‘|t6}s?a/|n;|9ézrgocrﬁ{ﬂﬁ§rd??f& Rjel mﬁﬁ%‘a @%S%W%d by

(x~, 'S nor have zero
vari ance. Theatemmawked kostidata abddhe hosbdatae encoded usi ng respective series

of "watermark patterns".
Alternatively (and this can be performed even if the host data is unknown), the

ICA de-mixing process can be performed on the watermarked host data and
25 one of more of the watermark patterns. In particular, for each of the possible
watermark patterns, a respective ICA de-mixing process can be performed,

taking as inputs the watermarked host sequence and that watermark pattern.



In sonme enbodi ments of the invention these watermark patterns may sinply be
N-strings of random nunbers: wo = (cvo~, cvo2, ... c~oN) and w~ _ (cl1,
W-2, ... &l 1N). Each have zero nean and unit variance. 10 Mre preferably,
hHowever, the two series of random nunbers wo and w~ are used as the data
matrix X input to an | CA de-m xing process ("I CA pre processing”). This
generates a pair of conpletely statisticglly i ndependent signals, woe and
w~~, which each still have the property Of zero nean and unit 15 vari ance.
Any cross-functions between this pair result in zero values as defined in
Egn. (6). These independent signals are nore preferably used as the

wat ermark patterns instead of wo and w~. This will be assuned in the

f ol | owi ng exylhenahednputado he IQAtde-mixikg pgocassnaret ¢asrdlatesi ort ggmeraient in

wat ermark pattgrns For the _sake of .sinplici will describe in detail a
Case i whi chSISTER SEEenRE e atenl B casndia adpuls SR AR seByercs
wat er mar ki ngaid)éhé Qdtefindrkedi Vidisian! SSPRChOMEsEIRNGE; bRen tNE A8k ahBRe
patterns. This produces what is here 25 referred to as a "first type of

wat er mar ked iHRUE' arengt watermarkesk hest Begiencss and dheawvatemark pattarn mdichwo

wat er mar k. p WL | 4K . The
Val e k. Capi RS Ha3d B8 BreflcsihBaertarkef host deqiefber, o BRATB Mot
host data, whensxingeproeess vemed dre eéspextidblyathedrbsindataabng ehe l watehark
enbodi ments described in detail here, the host 14 sequences do not

overlap (i.ePa¥¥Nel ements of the host data are present in two sequences),
but this possibility is not excluded in the enbodi nents of present

i nventi on. SAFbﬁre]@ggségbingkm ‘?I?é’%és@‘%b{atbﬁ\eaﬁoitodl%}ﬁ;’@%s XinRASRH K (Yqisé ere

Wk is the one t ternma patterns woe or w-~ corresponds he
val ue k, a delingt detadtionyds eontakiei the dostrgtd extaoted dyd the ICA eemixing

t d data. 10, Fi N tr.at t hj nbeddi rocess in a
T omchartD  UPESss 304 SR naetned il Fopaleminiss hardaladhocd se69h 1 om
a dat abase ofCAQELmiaid préceidl COREY lagartehat b@putdshodid BENREAVSRIAR
wat er mar k data wk~ accor di ngato which value of k it is desired to enbed in

each respectpattersanddhedost datee 15 host data. The waternmark data wk~ is
multiplied by the value a using a multiplier 45, and the result is added to

the host Sequé}ﬁgpﬁr@ée%Hr@éjégéee Hhe T%%gnﬁweb%@ W@fe‘?@%@( ﬁgﬂgﬁﬁﬁ%y&e

Normal Iy, a nor Isation 1s rtorme er nmar ke
produce performed by observing the independent components output from the de-

16 mixing process (e.g. whether one of them is correlated with one of the
watermark patterns) or by evaluation of the de-mixing matrix which the ICA

de-mixing process produces.

Typically, each watermark pattern consists of a set of N values which are
each either real numbers or binary numbers (0 or 1). Preferably, the set of

20 watermark patterns have a known correlation. They may for example be
uncorrelated. In a particularly preferred case they are statistically independent
to every order (they may, for example, be themselves generated by a pre-
processing step of ICA de-mixing process).

Alternatively, there may be two possible watermark patterns for each host

25 sequence and they may be opposite to each other. This is equivalent to
saying that there is only a single watermark pattern for each host sequence,
and that each watermark bit is encoded by selecting a +/- sign for the linear
addition of that watermark pattern.

{



20 normalised data x". This is represented by x" _ (3 x x'. (c) First

enbodi nent: Non-blind defection of the first type of watermarked data In
this first enbodi nent the host data x is available to the detector (i.e.
t‘he 25 conputer systemwhich is arranged to detect the presence of
watermarking in the data x"). The detector has a first unit which uses Xx
and x" to construct a matrix X given by:gx" , (IT(x + ask ) X= x X 15 The
first unit passes the matrix X to an | CA%unit which perforns an | CA
operation on the matrix X Ideally, the ICA unit generates two outputs: y~
= x and y2 = wk with unit variances. This should be realisable, since x and
wk are two i ndependent conponents separable by a linear de-m xing matrix: O
1 5 W= 1 x In non-blipg)watermatk Hetastien4thehdUA sepstiatior? -can- endves the dostri xi ng

. Th i | ~ f the t i X, X fed t
T mpat nediaAC EBRT 08 (PaiRadken. BB SHimp Bl o¥o ol Thid eledlih o ow
of matrix X s’.’éfhrét%@ Watérmitk BarérauIsomivh mdreersbust thaaNthe EBRveNtiapal

neurons 53, 54 take the respective top and bottom val ues of the vector

obt ai ned by mefhads wesgribed-almwsominne et biasosfierhdomr the thest vdataeds of
t he i nput, ne&g&géééng{%ﬁ%@é"guﬂz matrix W The I CA unit derives the matrix

W (usi ng known ch the series of values y~ successively taken
by the out put neuron 53 is statistically 15 i ndependent fromthe series of
correspondi nig blaldieatermask detectionethe diffezantgutpht conppneniscamaed deswixind e

trix Y h t [ i i N I ~ d bot whi i
the N val uesmayices; HRginel R AL IA analysgs dising srikeddRy FtiaRerBRecdsm ¢ he
val ues y2, ijaietmafk paREfseear beNsEdo l(e_%lbf;ﬁi%tthér@n@éddé@w%?érn?irk‘fﬁt’spes y~

wi Il take the values x while the other w take the values w,~". Note that

t he out put n@oeowayss, byameasaring thed eowelationc (orohigher norder | dependeinck) neans

that either the outgut neurons 53. 54 nma ut put ~ ile the, other

out put s {b Z%e%’(‘)a‘eae&eqo FHét Bﬂ'ﬂeaasﬁtwpérﬁl&r H"H?% W%@r@ﬁﬂbcﬁ%ﬁ@' s a

two-step progfgler ddrelatiinballiy¥ (WhémBIIGIHIgHEr-8fdel BepbRderts TaIE)ThdRIRESS S

(i.e. y~ or %2) corresponds to the watermark pattern. The enbodi nent does
0

this based ofet¢rabeddeq wateonanknhait. Angther maydisite wethg ggtio efithehighest t wo
tputs y~, ¥ d | 3t . t
PHt Pl e cont rHifigyial VaiGE | 6F REEMARHORG, de' TGSk, W rdth' Pty MiGeRRR MY

one since t hembetdedaatemmatkfbitcati on is usually small, so this one of the

neurons 53, 54 is characterized in that the contributions fromboth its

inputs are simlar, t with 5 different, signs. Base n this, we can

| dont 1 y15nh; rhgEasadhat e dhoatempari At RS gBRRSIS s d1g/Siis CTNCOTRys

gg£ ﬁaf(. zfaldl ) wiirSfaiR M fatidfhe CWhith i NRICEE 98! tIBNhodth 88qAdcd WitH Rfther a
positive or negative sign) recognising which sign was used is simple: it can be
done by determining whether a certain correlation value is positive or

negative, or by examining an element in the separation matrix.

20 Note that the host data may be any form of data. In particular, it may be data
in the spatial domain, or transformed data such as DCT data, wavelet data,
ICA domain data, etc. The present technique can be used in any
watermarking applications on image, audio and video data, such as copyright
protection and so on.



cross-correl ati on between the output representing watermark data (i.e. the
one of the outputs 53, 54 which does not correspond to x) and the watermark
10 data wkk for one of the values of k. Gven this value, the enbodi nent
can | ook up which watermark pattern can be deduced fromtable 1. Watermark
PatternW kW). WL. Qut put from f k=0whi chever ofsolOneurons 53,

54o0ut put corresponds tois wol watermark da talf k=1so O loutputl S Wyl Qut put
from theot her of thexsos;~neurons 53, 54Crabl e 1: Cross-correl ation val ues
bet ween the output 53, 54 and the two 15 i ndependent watermark patterns.

17 As shown in Table 1, the cross-correlation val ues between the two

i ndependent wat er mar k patterns ~k~is zero, and the auto-correlation value

of wat er mar of iTh atest o 1. The cross-correl ati on val ues

bet ween t he host data x and the watermark patterns wk~ are very snall,

C e 2 PR e IR GRS it B B e gMERE L% o

has a hi gh cifuistedtRin @ily Witth réfaferde tbiiRe Yliowihd f|§9rest|h€Wh|&Hi*at sequence of
the host data nust be watermarked with that value of k. 10 G herwise, i.e

if the auto cor r efigt il ¢hsehematie repsesentationgfa rmamgenr@r:maediawlm dere ot her

VT tep £ B bltitest, ot 85 TRk fefRdiilk roR Falllatd nobral DeRIRRLE " Out purt)
by cal cul ati ng t higigl3, Whmhaseompabawdf dgs‘ 2¢¢acto Z(EI) ti§antes@aniplé ptwo 53, 54
with each of the two seiss of waternmark t n._be seen fromtable

1, one of th&%w%swﬁ ﬂgstfa?t(@r)ntaplt %tattsélc%@e%pnqﬁn%gowuﬁtratpﬂav theirn bot h

of the outp s a high
correl ati an\b\nﬁlvﬁﬁ:ea)l(gé? oPmti\ﬁg%'g%sl gqp'ndq at esfﬁﬁ]ﬁ ﬂ l"%l'héoé'.;lt data was
wat er mar ked obtainedray ataiGArdasmix'imag; pazest (Rgsed(npr and theastatistichtscri bed

e, vt ooy GRF R S5 P1 e GampPOT By eatod Sy BB i gHgl FIAOY of two

ki nds of dat@oggw,{)’edy,@"f{eéj{ﬁ@ez(g?zt since they may be 25 nornalized before
enbeddi ng and detection hout  knowi ng their exact anplitudes, there may

be a bias effect Figois the flewehatt afjwatesmadeaembeddingprocassitand s t he

detection results st th d accordi to.the first

enbodi ment, the sF'8a¥§§ﬁA&g\o&}?@aﬁé}'qr}térol%gg%Vﬁ?g?frﬁaﬂbg%tggggn & r emove the
host data x émbodinientwities velkeen 69@2-’9% -Z g reieehixing @8mipRitatitn wah ue in 30
the de-m xing nmatrix can be | earnt by the | CA de-m xi hg process perforrred

by 18 ohe inewt Hnde-mixing ratrix WandkputpetiY. t he anount of host data x in x"
The i ndependence between the host data x and watermark patterns wo' and Wi~
t hus ensures the conplete separation in non-blind watermark detection. 5
Not e t hat al Detailgd Ddseriptios of theberdbodinteritas been expl ai ned above on the
basis of performng the waternmark detection using the cross-correlation of
the output representing watermark data and the watermark data itself, the

To begin with, we will provide a mathematical formulation of the problem of

20 blind source separation (BSS) and an explanation of what is meant by an ICA

de-mixing process.

Let us assume that there are a set of n original signals denoted by s;, (i=1,
2...n). These signals are written as the respective rows of a matrix S. Let us
25 further suppose that there is a simple linear mixing among these signal
components to produce a set of mixture signals,
X=AxS (4)
where the matrix A contains the mixing weights applied to original signals; the

sum of weighted original signals generates the new set of signals. The



enbodi mrent may be varied to use any higher-order dependence function,

t hereby obtaining a difference dependence neasure. Table 2 shows a 10
generalised formof Table 1, in which a different dependence neasure is
Used which is a higher-order dependence than correlation. Such a neasure
can be used as an alternative to using correlation values (or in principle
i n conbination with the use of correlatiﬁ? val ues, e.g. to confirmresults
obtai ned using correlation values). In this nmeasure the auto-dependence
nmeasure of 15 woe is denoted o(w ) and the auto-dependence neasure of wl~
I's denoted o(wl'). Watermark PatternWkwO.wl. Qut put from f k=0whi chever

of so ~(W) Oneurons 53, 54outputcorresponds tois woewatermark datalf k=1so
0 o(w, ') out pehjedtiveldf a BES muwbfamn if tooseparats therorgfinal sexsces-8 drono ttee 53, 54

Tabl e 2: Ceneral i sed. fo[ of. Taﬁbe 1 for an altern tivfe depe 3 nce neasure,
which |5 a KORIRSYSEFIgBAIS K WitheDR hevina Ayl Snowiioe of A apddbi
enbodi ment : RebRsicay fApbSKIIBM 0 HRRIVE RIS gﬁmaswis%tiﬁrpr&éawosieha In this

enbodi ment the host sequence x is not available. The enbodinent perforns
t he det ecti ownless welravegsame extiadsstmptions : Bherasswoptioniwe-talk aptdesat i ng

W thout - IPoas i yRiskeiEnde 2ol B8 ot RUNEEE THIEPuRGEBALES Glafhte been
enbedded i ntef ihbiepdrdnt sempoment aﬁﬂysibglm;[@tsq&bwmwss prepbleai.ected is

X _~X(x+axwi). 15 1In this enbodinent the first unit uses woe and x"
to forma first matrix Xo: x" ~(x + arro ) ( 10) i ~0 ~0o This matrix Xo is

o I . ~0 -0 - rix
wee ang v DB yhieeiBhs of i ICACIeERRaB, 3RO adVBRIAdE fiparfedid 0”101 o
the | CA uni tapplivatibt) isito trapsfocesthe obsbretedata dets statistiodlyindeppadentel y, to

derive respective transformmtrice a W-. For the nmatrix Xo in Eqn.
(30 1 1D hesamhnaitSaRs B PHAdtsIecIet e Tsal K 2% an RBSobANan BiFHX vd eAthy -

so the | CA dewidd'sh BbeEREA VeRtdtDTRe ICATRES G BlttahsforfPmatrix W (by
any means, e.g. data-adaptive learning) such that, if
Y=WxX (5)
the transformed vectors y; on rows of the transformed data Y are statistically
15  independent from each other.

Mathematically, this independence means that the correlation of any
functions, f, with equal or more than 2" order on any transformed data y; and
yiinY (i # j) is equal to zero:

20 fi(y) x f(y)) = 0 (6)

Figure 1 illustrates a feed-forward neural network which performs mixing and
de-mixing processes. The input layer contains n neurons labelled by 1/, where
i=1,...,n. At any time, a given row of S is considered, and the input neurons 1/
25 are set equal to the corresponding values s;, (i=17, 2...n) of that row of S.
second layer of n neurons 2/, where i=1,...n, is has values equal to the
corresponding row of X. That is, the matrix A represents the weights between
the input layer neurons 1/ and the second layer of neurons 2/. The output
layer of neurons 3i takes the values of the corresponding row of Y. That is, the

30 weights between the second layer neurons 2/ and the output layer neurons 3i



5 pattern wo' fromthe host data x in the watermarked data x") as they are
statistically independent. In ideal case, the | CA de-m xi ng process
separates two outputs y~ = x and y2 = woe with unit variances by a |inear
de-mixing matrix W: 1 -a 00 1 (12) 10 15 20 25 However, for the matrix
X~ given by Eqn. (11 ), the watermark pattern w~~ is conpl etely independent
fromthe other watermark pattern woe, angd thus the top row of X~ is totally
i ndependent fromthe bottomrow Ideally,“since the two rows in the input
matri x are already independent from each other, the output remains the sane
as the input, y~ = x" and y2 = w~~; the linear de-mxing matrix W is an
identity matrix, or its pernmutation with certain dilations: _ 1001w O
1 or 1 0 (13relthetrhatsixdMbdbé task of armiCAvdeenixingcpivicess intobeorsétuetthisl i n

ith ft based ti (1) th ti f th

e e o AR ek PR Pl S B BB RS 2 01 1 e
Yo=W. Xo andnfepddefitlas fexmildering first approach (1 ), based on the
de-m xing matrices given in Egns. (12) and (13), we can conpare them by

obtaining the ratio of the largest singular value of Wto the smallest. The

(SVD) method M 2 PR B Tpls o heBh AR 445 RCHR YIRS VS LB ERR ot on

with dilati opig( 2(H)&hows these hwoesmponenss adiespeative tif@sdridseshowiin thegher
ratio indicates that the enbedded watermark bit_.i

. , Is the one that the
cor r espondi n¢PREItEIgWEr parts &f kg iakeaskestively.&Figp2¢b) shpwsithe statistical e.

21 Alternati r ; LN ; r oss
correl ati onsa%éq%e@egUi'?gﬁﬂ?at%(a)ar%lﬁgH'?@V@?%%%WT%@E%@%%A&%to(kFl t he

wat er mar k pathiese a6 comgponeins. Figs 2(cpama(d)tshow thet resalts of-thealA. ditteput s yon,
yo2 fromthe de-m xin rix ,..and the cross-corre|l ati on petween woe and
5 out putW y-transfopned 8%4‘@?&%'Qaﬁ%em‘l?ﬁmicf?mﬂpﬁﬁnglwl‘@btﬂﬁﬁmﬁ A8M&hi ch of
the cases shgysr i j I S o) i on val ue
ndi cat os ¢ e oo eskRgtely by 3B RpERang IO ofFBE2(GREREHR:  °F
represent ed $tatigtical depeMdencendiustratadbyPiite individiuatiandrjginOptghabdityo w~~Mat ri x
WYO01l = XEpEzYoz,. = OY~~=x"=~3x( x+axWv_ , ) | ~(ato ~2 = w~01 Table 3:
CFOSS-COI’I’G|%%I?%HIP§I\§? SUQ,GRIAP 'Pl%n%@s%%ﬁ’%ﬁﬂ E'%kzg/)\n/aternark 10 patterns:
the cross-correl ati on val ues between two i ndependent watermark patterns is

zero, the auto-correlation value of watermark patterns is equal to 1,
cr oss- cotx el Havigg defingd whatisvnaant by andSGA detnaixingdrroressiave nawrturptet t er ns

e ver ) ShhyoBh R LR Rnel POl e, 43 PRI AP O

t he separabl e s “exanpl €, at ed host
data and t heteehhigdeed migingrarad depaikingrin BS® & eirbedrarebdétebbwvatdimeanksjes with
t he non-enbedded watermark pattern, w~~ in this exanple, are zero or very
smal |, cl ose™®SBESWYRY. But, the other de-mixing matrix, W- in this exanpl e,
does not separate the signals at all; one output 20 contains the enbedded
watermark pattern w ~, so the cross-correlation value will be much | arger.
Tabl e 3 2thowsourtteshnigties which are tespictive eéfmbbdinhents of thee Bivieation are

illustrated below. The first two embodiments are for use with a type of
watermarked data in which each sequence of the host data is watermarked as
"0" or "1" by adding to it a respective one of two predetermined watermark
patterns. The second two embodiments are for use with a type of

25  watermarked data in which each sequence of the host data is watermarked as
"0" or "1" by adding to a predetermined watermark pattern with respectively a

positive or negative sign.

(a) Generation of the first type of watermark patterns
30



value ~i (a+so) is larger than s~. Eo and s~ are very small correlation

bet ween the host data and watermark patterns and /3 is a value close to 1.
22 A third approach is to use the separated host data in yon as one i nput
to a further | CA de-nixing process which also receives the watermarked host
data. This situation resenbles the first enbodi nent, so that the non-blind
detection 5 described above in relation %o the first enbodi mrent can be
applied. This third approach nmay be used s an i ndependent way of detecting
the watermark 10 15 patterns, or alternatively it nmay be used in

conmbi nation wth one of the first and second approaches to verify the

wat ermark pattern detected by that other approach. As in the case of the
first enbodi hats similar @ tuendereratidn of wateravark elajme descritieskabave witle case t hat
an hi gher-order dependence,.i g, used in the water k detection step, than
correlati on WHTRECE a2 Ryt dSiotaine Saln G ABM eSSt Bl Pidy

Pat t ern c~DewRickia'sifylepivatrmark bivi fo bé\éMbedded Bﬁq&¥9ﬁ Xz, V\%&e\f@wbsqy =X" =~X
(X .t.Qx ~(a~(W')"'~" Eo) |aE, Wwoe)Y,2 = WL~00(WLO Tabl e 4: Generalised
form of TablROrMaliged 40 have aermmepa anshenitivabancee dberwatepmarkehitsgdher hti on of

the second tyR AbdSA RITPIAELAN ol SONEMA GG vo et er mr k

patterns gener I'n se ove which are 'used in section (b) to

nodul ate one bit of the watermark data, the 23 second type of watermarked
data is produced by encoding each bit of the watermark data (0 or 1 ) using
a single ranficiAme §n$hq'ii¢jnam%Qfﬁhgm\@nﬁeaﬁh%ﬁjwatﬁrm%paﬁﬁwmewé-trapwhat in

|1 noar |y addag o Ti0s Bf Rriehs SLbers ot (BBL Al oy Rard b, Jtebly WRE Y o7
-) accordi ng.t @1y)hEachl baventerohaedn andfunithariamcer mark data. (i.e. according
to Eqn. 1(07) but with the + replaced with a - according to the

More preferably, however, the two series of random numbers wp and w, are

used as the data matrix X input to an ICA de-mixing process ("ICA pre-

processing"). This generates a pair of completely statistically independent

signals, we' and w+', which each still have the property of zero mean and unit

15 variance. Any cross-functions between this pair result in zero values as
defined in Eqn. (6). These independent signals are more preferably used as
the watermark patterns instead of wpand wy. This will be assumed in the

following explanation.
20 (b) Watermarking using the first type of watermark pattems

For the sake of simplicity we will describe in detail a case in which respective
bits of the watermark data are encoded by watermarking the host data with a
respective one of the two watermark patterns. This produces what is here

25 referred to as a "first type of watermarked data". Note that for each bit of the

watermark data the two watermark patterns are different.

Consider bit k of the watermark data. The value k (which may be "0" or "1") is
embedded into a sequence x of the host data, where the term "sequence" is
30 as defined above. In the embodiments described in detail here, the host



sign of the value of the watermark bit). As in section (b), the resulting
10 wat er mar ked data can be nornalised. The nornal i sed watermarked data is
represented, as before, by x" ~i x X', which is called here the "second
t'ype of watermarked data". (f) Third enbodi nent: non-blind detection of the
second Type of 15 maternarked data This enbodiment is perforned exactly in
the same way as the first enbodi nent. T&ﬁ{e 5 shows the cross-correl ation
val ues between the | CA outputs and the ermark patterns: the

auto-correl ation value of watermark 20 patterns is equal to 1,
cross-correlation val ues between the host data and the watermark patterns
are very small, close to zero, denoted by e. Qutput yWatermark Pattern
wwl- w 1xs Teasgquehcghde, nadevedap ¢ire.ofo elemends of ther kosbidata are prespat incwoed
based on the_ sign I.OSS- c elation v ven,in.table 5. 4 5 As
h"the case S5 EReSH). Bt i aosERlGs s ekt & the Epriraddhssarenstt can
be straight figydmisH .y generalised to the use of higher-order dependence

val ues than correl ation values. (g) Fourth enbodi nent: Blind detection of

t he second Type of watermarked data In this enbodi nent we formthe input

mat ri x Xgo the wat er mar ked host data
t oget her vm tﬂ?? h%e‘&?er@réﬂpgg é;hfagleiéag %Ifo (% X- x.. ~(xa~) (14) The I1CA
de-m xi ng process shoul d |d;ea=l ky gen@glate two outputs y~ = x and Y275 W by

a linear de-mxing matrix: 1 W= ~ +a (15) 0 1 15 The sign in the
de- ni xi ng neWhere ®x 15 fhe epp e wat%maheagﬁmecprm B&hiﬁékq{orfﬁﬁpongﬁﬁ@e t he

separation i e ta@ung Phenb@®3ah W&Frﬁﬁ%’ir@ﬁstr%ﬁbﬁh‘@ﬁd’ rf?jfx’t@g]@() embedded

bit can now usi ng Anarogues o secon appr oaches
expl ai ned abeaermarkesz dabaon to the second enbodinent. Alternatively, in a
way anal ggous to the third approach in the second enbodi rent, we can use
the host'%ata extracted by this first | CA de-m xi nhg process as one i nput

data Thus, ot IBNENEEIR BFEERIH IF0cEE 4 RORNET VAP Ay Yeerdieked
host data, normally by making a selectlon from a database of host data. A
watermark generation unit 43 generates the watermark data wy' according to
which value of k it is desired to embed in each respective sequence of the
15  host data. The watermark data wy' is multiplied by the value o using a
multiplier 45, and the result is added to the host sequence x by an adder 47.

The result is watermarked data x'.

Normally, a normalisation is performed of the watermarked data x’, to produce

20 normalised data x”. This is represented by x” = 8 x x'.
(c) First embodiment: Non-blind detection of the first type of watermarked data
In this first embodiment the host data x is available to the detector (i.e. the

25 computer system which is arranged to detect the presence of watermarking in
the data x"). The detector has a first unit which uses x and x” to construct a

X< |:x"} _ [ﬂ(x + azzr," )} 8)
X X

matrix X given by:



25 enbodi nent can be perforned. This may be used to verify the detection
result. 25 As in the case of the first, second and third enbodi nents, the
third enbodi rent can be straightforwardly generalised to the use of

hi gher - order dependence val ues than correl ation values. 5 Although the

i nventi on has been described above in relation only to four enbodi nents,
many variations are possible within the @iope of the invention as wll be
clear to a skilled reader. For exanple, menti oned above, although in

t hese enbodi ments the bits of 10 the watermark data are encoded separately,
in other enbodinments nmultiple bits can be encoded together (e.g. 2 bits of
the watermark data can be encoded by using their value to select one of

f our wat er nafhe fitst vait passes theematriidK g anHCA it whickdperarersnam ICAat tern into

a host seque . i det ectd on..anal ysi s, can be varied in
straightfor m%eﬁ%%@@nﬁﬁ%fn%@)%&é%ﬁlg ﬁ'lenlg‘% PPEgeﬁﬁﬁ%?%ﬁPutbéﬁs‘% Viried by
testing whi cdndy, £hey itruniedaianeek. PibisholR be réalishbleatiidewt Afid WhEarut put
of the I CA de-m xing process which is not the host data. The second

embodi nent M@ ipdependerd aenpanents sepryabler s adpeardemixingematriXi ng process
for each of the watermark patt rn& t ogether with the watermarked host
sequence._. 20 Note that in eegh qf Hhe g odi nents of the invention

di scussed above, the | engt h'of|the-waterark patterns has not been (9)
speci fi ed. Because the i ndepend#hcé be en signals is a statistical
property, the length of the processed data has to be | arge enough to keep
the nmutual independence. As 25 noted above, the dependence between two

vat er mar k pagtigars showstchARIbGLE |ivedradBiidng Yrédids! FheRUBcOsHeEsSSi ng. The
dependence between the host data and the watermark pattern is denoted as ~

in our previ\Aldesixstragstheriopdaw afmatsix Xcaed fed ta andnputneunonad, whiledhear ed

2t 1 east 1000 SspoRHraldet B BT nsdeRa B Pt et BRI 1) 7
Cox, J. 16 | imsuron 52 gt eatRihaAast, The SIPUPABUronSB3) 154 také GRsireapRetive!Bp
Watermarking for Miltinedia", | EEE Transactions on | mage Processing, vol. 5

6, no. 12, p¥dbotomamiueseithe Mestor gbained byrmeliplyinga penent viegtardson

mages | UG SRael Ry Sa¥aliRs ot thg (RAERBlShe' P SRRV PR ShRl ihR 4 1o
gxl\;];?g}]: Bg MDA Unidadeﬁv%é the Matrbe Wausingnirgeen t@A hiethotsy suohethBi sginiet f

US Patent 6,373,974 B2, ril 16 2002.__[.4 o n and G
Vornel | QUANES Ut usFesahal teban oy thBioutnittichear 53 btatistcally
15 independent from the series of corresponding values y, successively taken by
the output neuron 54. The matrix Y has a top row which is the N values y; and

a bottom row which is the N values ys.

Since the values y are statistically independent from the values y,, it is

20 expected from Eqn. (8) that one of the set of values y, will take the values x
while the other will take the values wy'. Note that the output neurons 53, 54
have an indeterminacy of permutation, which means that either the output

neurons 53, 54 may output wy' while the other outputs x.

25 To detect the embedded watermark bit, the embodiment uses a two-step
process:
(i) identify which output of the ICA de-mixing process (i.e. y4 or ys)
corresponds to the watermark pattern. The embodiment does this based on

the observation that, as stated in Eqn. (9), one of the two outputs y4, y



provably good nethods for digital watermarking and information enbeddi ng”,
| EEE*Transactions | nformation Theory, vol. 47, no. 4, pp. 1423-1443, WNay
2001. 15 [5] S. Noel and H Szu, "Multimedia authenticity with

i'ndependent - conponent wat ermarks," in 14th Annual International Synposium
on Aerospace/ Def ense Sensing Sinulation, and Controls, Ol ando, Florida,
April 2000. [6] D. Yu, F. Sattar and K - Ma, "Watermark Detection and

Extraction using I ndependent Conponent Analysis Method,"” EURASIP Journal on
Applied 20 Signal Processing, vol. 2002, no. 1, pp. 92-104, 2002. [7] M-F.
Shen, X -J. Zhang, L.-S. Sun, P. J. Beadl e, and F. H Y. Chan, "A Method

for Digital |nmage Water marKki ng‘ Usi ng 4t h I nternational Synposium on
I ndependent QUTrgRRoNdSs Glordly ta aatmstslatam @ldd'lﬁ vesmbalmwmnbvmczmﬂomethe Nar a,

Japan, 20 Ind nt _conponent
anal ysi s - z\gﬁgﬁ%yﬁésdg%ta g%fréyalbgdﬁg‘??gﬁa or\%qlnc% 8{3 @a”bp 287- 314,
1994. [9] A mbdifieationis usd%ﬂ@tsnf?élﬂ sBahisSInd-oiBE-riUrdihs 6\3354/ § ss for

| ndependent Conponent Anal ysis", | EEE Transacti ons on Neur al Net wor ks,

10( 3) : 626- asmarﬁﬁtyerlzgwﬂw the ponteibytiers frompbethtitsdapets aregimbambuhyith’
d dth
o ar s el DR BaERER IR Ne G BRI A BABDlREL LY o

portions of cdsreesmﬂsrmaséelyimmedmdaea gd 5 with respective sequences of

t he host dat to se] ect a respect termark pattern froma set of

possi bl e wat ) mar W@ {ﬂw Fl?teCBSEth Y‘%@%@@ﬁ thep aklains the l@%ﬁ?'ﬂ@dns havi ng
a plurality | ed

wat er mar k pa?%ggnc%'?%‘%t@? %égglségﬁg?éggm?geﬁ@%ﬁﬁ ssomngné se 3%?@% of the
host data, 10ne héthesoutputs &3;154divhigh doms red clorresporh texpand tiee watermeak ked

host dat ( m_Xxi n ess e r| si,n de m xi ng
process foor @%?éf’ﬁﬁﬂbog?é’?? Y%H??ﬁ?‘n@@’ﬁé‘ %YalgngﬁSr?é’ﬁl?%A"ﬂeH ure
of the conpounsWhiciPieteMiafk phRkrscatbé dRdlLsed fbni il equence of Waterrrar ked
15 host data and (ii) the correspondl ng sequence of host data and/or at

| east one of the possible watermark patterns, and (b) recognising the

wat ermark pattern enbedded in the sequence of t he wat er mar ked host data
fromthe results of this de-m xi ng process; and regenerating the watermrk
data fromthe recogni $ed watermark 20 patt ér ygatekmark PEit according to
claiml in which the ¢ge-m xing process is an | CA de-m xing process. 3. A

met hod according to claiml1l or claim2 in which th&®kportions| of the
wat ermark data are each respective bits of —t—hea\avatcrﬁar&#da‘ a, whereby each
Output from If k=0
whichever of SO
neurons 53, 54 | output 1 0
corresponds to | is wy'
watermark data | If k=1
SO
output 0 1
is wy'
Output from the
other of the X €0 €1
neurons 53, 54

Table 1: Cross-correlation values between the output 53, 54 and the two
15  independent watermark patterns.



28 watermark pattern is selected according to the value of a correspondi ng
bit of the watermark data. 4. A nethod according to claiml or claim2 in
whi ch the portions of the watermark data are groups of 2 or nore bits of
the wat ermark data, whereby 5 the waternmarked host data is sel ected by

sel ecting each watermark pattern according to the values of the bits of a
respective group of bits of the vvatermar% data. 5. A nethod according to
any preceding claimin which, during the'‘generation of the watermark data,
for each portion of the watermark data the 10 waternmark pattern is sel ected
froma different respective set of possible watermark patterns. 6. A method
according to any of preceding claimin which step (a) includes a de-m xi ng
process whi chs shkws inJ ableplitthe(arpss-berrslation vakiesfbebaeen fiee kol host dat a and

(ii) the correspondi equence of the host dat 15 7. A hod_accar di ng
Lo hny of ol BARRSRISE WS atins g B 2ime puae b TRioT o R e
process for ghter@apk péﬂ@m%hﬁﬂ'(n@&éhélt@ WAtHRY draBY-cBrelatioRSsallicbétvedn | nput s
(i) the sequence of waternmarked host data and |(| i) that possible watermark
pattern. 8. therhashdatasesddhayvaternaarkinatterns oahpehverysmalhclosedordss, a
respecti 2 LIS - m XL.0g.Drpce or _each of the possible watermark
patterns?éGt a%i](i]8FeaéegﬁsmrgéQ%t'eF&gbfsgq%@iE‘e of wat ermarked host data and
(ii) the correspondi ng one of the possible watermark patterns. 9. A nethod
according to claim7 or claim8 in which a first respective de mxing
process is UpRgs,iRe @Ribddimaht BRI hétRef thel RpEESY B Roptbsdiftilg 25 dat a,

and step (a) further conprises at |east one further de-m xing process

t aki ng as i nwatesmark datachasg lngtceornelation witiveoniecof theswx dlisa, themdhat i) t he
approxi mation to the .sequen of hqst data. a, 2 A nmet hod accordi ng
Co any precotErEPar i HoRkfaf aldPe iitdtmagdt BlndBRuRITRBERY: g “whet ner
one of tfte | OURAARRENE. FEHPANRUEGrélalioN s hédtBero SithflistiBe WateffalkedGafs | s
statistical I% deﬁendent on one of the possible watermark patterns. 5 11. A
met hod accori@erfhet valde&ff 10 in which step (b) is performed by observing
whet her one of the independent conponents output froma said de m xing

process is correlated with one of the possible watermark patterns. 12. A
met hod accor Notegthabttenwatermariedetectioh @afl stitl betperforateeipevian if stepp@risor med by

| ti f ot - M. Xi tri, i ch ai de- mi xi 1
cval uat] on of 4De deim DI AN S BoSELE SR K pd AR rogess L
s eval upy edeis BoeRaRRor dichistthd i i 68954 It dddrPotheithd dthglBpst o

| owest si ngular val ues, uating er thisratiois ve or bel ow
a t hreshol d. waterhéark dateewh'oAs aacdrelsesn fromataplept corelofihese divmsets ohi ch f or
any given host, sequence the possibl e waternark t erns haye kpown
correlation WE%"%E}EHE‘%%? ‘1\%.‘30!&9??&'9!?6'&{@58&%%3 W&%ﬁ?’gpﬁgc\ﬂﬁﬁw% ai m
in which forthathet y@trbfh@abrrﬁsmamafsfwh@ﬁ%r#amjdfmﬁﬁ @RBktPEhE BF NS are
statistical Ié‘ i ndependent. 20 16. A nethod according to clai'm 15 in which,
during the ¢éeer-athipmdigates thatdhe hask dala wasswateimarkedwithidbe lattarisepast er ns
are gen te .,Ng a de-m xi ng process using two input strings to
obtain t 0: s?fa\{algtse{ﬁﬁé&ﬂi%ai' ndependent watermark patterns. 17. A nethod
according to claim14 in which for each sequence there are 25 two possible

wat ermark patterns which are opposite to each other. 30 18. A net hod
accor di ng t oAaResprikectabeye dhacanyentignat subtrectiopsnethad-o remayedhe hoshe

spatial donwgj r elieQqQ st i i n which
t he host dg??;léﬁas)agosehec ée}gﬂgﬁgégfﬂgé% dﬁ?g?g\fgéte’ bfd t@%‘:}ahg?wﬁ domai n
data. 5 20. @mptituded oftwgdirelsadfidaga wadyeherwekediffocsit sitmiesthey imay best dat a

and vat g rrl'forgr?egll‘%’edtbhe?orréeérg8gd§i(r)1rgr%rnldséquétion. Without knowing their exact

amplitudes, there may be a bias effect from the remaining host data and this

distorts the detection results. By contrast, in the method according to the first
embodiment, the separation done by the ICA de-mixing process can remove
the host data x from the watermarked data x” completely. The weight value in

30 the de-mixing matrix can be learnt by the ICA de-mixing process performed by



(a) associating portions of the watermark data with respective sequences of

t he host dat a;

(b) for each sequence of the host data generating a set of

statistically 10 i ndependent waternmark patterns; (c) using each portion of

the watermark data to select a respective waternmark pattern fromthe

correspondi ng set of possible watermark patterns,
wat ermark patterns having a plurality of
the elenments of the sel ected watermark

eIerrents
p%ﬁternto 1

each of the possible
and (d)
5 respective el enents of

i nearly addi ng

t he associ ated sequence of the host data. 21. A nethod according to claim

20 in which step (b)

the statistically independent outputs of a de m xing process.

i ncl udes generating the set of watermark patterns as

22. A

wat er mar k r eijerl@agnib mrdphisr caneelscoutithe simeunt of begtidata i xt.ddreammed t o

pertorma ne
appar at us co

claim 20 or wBuaidhsdies

conput er
r eadabl e

" OR6RThEt
y a conpufe

%

Ay

theTbradlete’s

RTHLELR

rogram

gﬁglrﬁéﬁq{a[

hiBPei e Yot Rare hodlo &t e drdig dde

A water

At H’ada% &Yr di ng to

r ki ng

®In REBHRAWAtGPHETK defedlionsi Ng a
recordi ng medi um storing software readable by a conputer to programthe

conputer to performa method according to any of claims 1 to 19. 25. A

conputer

gk s

according t Ob@él@bﬂpéﬂom‘nn@lhe w‘éﬁémﬁ‘@( d%@‘ct{hnfus%@ the ér@)lss#bB?rePatlon%ﬁiheA3 A

A 2.A Ay. A% Ay. Ar. A& AL, A. A9h A A2 . A A2. AL, =T<N! <kv
{vql gb\ W ca\@@éPE'?ﬁpé%?%]”@a]’%t&Wéﬂ] @%tﬁc%[\?] @8]"&%‘]96@]3 éﬁf@a@Fga]h@a] ca]calca]c
g}#jc?] gilzrm?]rrﬁmk\/?ﬁﬁ ca caf larca]tggfégﬁhg r(\%r-%rg de en enﬁ Ctl? ca]ca)calc

aV] ca] ca] ca@ee&ll]ycal}taa]nmga]aahd]‘erevped]spehdet]ammeasure Table 2 shows a

R

HNSY\ bgl 2r uMyMNeRUS K
] ca] ca] caV] ca] caV]

rC Suehl

Ve R e

ca

§ﬁb§§hﬂe¢é&r§8&ca\/} ca

ISTK'Q'R'T" nusa#assawqalternat(ve(tp)qung correlation values (ori |n prmmple in

) o) *#*t*| vgk
ca] ca] ca] c”®

t}%@%igal\n@@% t@ LC@%L%C ﬁok%ﬂ?%%c a\%ﬁc a% a[grat]of:cjn(ﬁ"rir]n L&@CC i

020112’ 2M23Q@ﬁ§&6ﬁé}@t@hl\}é_ﬂé§)] o thi] ahsadecthbcalte-akp

al ca] ca]
/1 OWDX

éhé@ﬂ\é@ﬂr@&bgf& éﬁ] ca] ca]

ca ica])ca cal ca ca] cal ca] ca] ca] ca] ca! P4445N555[ 66<77777
K: wy is deno ed (we) and the au o-dependence measure of w,'is denoted
<==>| >| >>>oog(2.ff @aoAVA{ vgl gb] XV]]] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] c"a]
ca] ca] ca] ca] ca] ¢aU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! VAAAAABBBB6CIC
D' Dc DDDDDDDDDEE" FgF| vagkf a\ W gb] XV] ] ca] ca] ca] caU] ca] cal] ca] cal] ca]
CaU] Ca] Ca] Ca] Ca] Ca] cadlcal Ca'l cald I'I DQ] CQL!“Q]PQ'  calcalcalcal C“] Ca] C/\a] Ca] ca
g FFFFGSGEGGEGGGHHHHHHHEHHHHHT | 1 ul 1111 xsnhc] (SW%?W‘@]'%FS?@%?U] cla] caV] ca] ca] ca
UV] caV] ca WV] caV] ca
UV] caV] cal] ca] caV] ca] ¢ 1] cal ca]”ca] cal] cay

(7:a] cal ca1]5ca] cajl.ca

aV] ca] ca] ca] cal] ca] c3 calcalcall1JJ/J

9JTJi JI JJJJ<KKKKKKKK<LI LnLMVNCIRRRRR}xsnhc YSl @] ca]/ca]wd] caV] ca] ca] ca] cal]
ca] cal] ca] ca] cal] ca] cablealeale ealcal-caleallcaleallecalealicaV] cal call cal c
aV] ca RRRRRHSSSTT Siptthom ° Tk

T$T, TSTVITTTTUWa VX V{ Fxshi dgoZ Lg\/] ] ca] ca] ca] ca] ca] ca] caV] ca] ca]
ca] ca] ca] ca] ca] caU] ca] ca] ca] ca] ca W] caV] ca] calddda] ¢a] cqg] ca] caV] ca] caV] ca
W] ca neurons 53, 54 output

XXXYYAYYYYYYBZ~272727277 hc]l W
a] cal] ca] cal] ca] ca] ca] %}’&}ﬁéﬁg &% na;]cl:a] g?ﬂ ch gg]ﬂcg?cg?cﬂa]cga]cgaq] gg] g
al] ca watermark data If k=1

NANNN

[1 111N U*Warr
ca] ca] ca] caU] ca] cal] cd
ajJ ca] ca] ca] ca] ca

57" " " aaaa" bYb\ br bbbbt
] ca] caU] ca] ca] cal] ca] ¢
caJ ca] ca] ca

/\u/\l NN

35 zupkK
1] cal] ca] caU] ca] caﬁg] ca] ca]ocaU] q

)bbb3ccccSdVdd6<,8g%Deéezupkf [VI
a] cal] ca] cal] cajisaj,tal] ca] ca] g

e [UgV]
i

gVl U ca]

aUl ca] ca

U] ca] ca] caV] ca]
ca] caV] ca] cal c

caU] ca] ca] ca] ca
| caU] ca] cal] ca]

ca] ca] cal] ca] ca] ca] ca] ca] cal] ca] ca] cal] ca] ca] ca] ca] ca] caU] ca] ca] ca] ca] ca] ca
] ca] cal] ca

| 'l @m nwnnn' oj ooo0qqgqqgqqqqqr] rrr<ssst tttuzupkfalW U] ]ca] ca] ca]ca]ca]ca]ca
] ca] ca] ca] ca] cal] ca] cal] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca
] ca] cal uuuuuW Zv] vevhvpvvv' wquvwx OxRxVxxyy6y9yTy] ydyl yryyyy| wgl gb\ Vkf a\ W U]
] caU] ca] ca] ca] caV] ca] ca] cal] ca] ca] ca] ca] cal] ca] ca] ca] ca] caV] ca] ca] ca] cal ca
] ca] cal] ca] ca] ca] cal] ca] ca] ca yyyyMezzzz1{4{6{{|"|*|.| 3| 6] 9] <| ?|

~" ~t ~~7 "zupj e [V] U] ca] ca] ca] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] [



10 AN &1 10s' 9 109&' ()-!yl 0% () -yl YA0%&' ()-! X& 109%& () - 3ySz

109 ()- yg 109%&' ()-aBmV & 10s' 1 10%& ()- &310%& ()- 1109%& () -

y010%& ()-yy, 109%& ()- !'a) "10%& ()-bC& 10" s10%& ()- S910%& ()- MA.10%&' () -
10 10 10y810%& ()- y@ 10%& () - P#j dEbC&" 10f YI0%& ()- 109%&' ()-f f

109 ()-yl1l0%& ()-f109%&' ()-S F10%& ()- (04aBbC& 10f9!z 109%& ()-y-

109%& ()- 'S 10%& ()-!1310%& ()-fL10%& ()-. y10%& ()-cJdEbC&" 109* 10%& () -
y3(10%&' ()- vy, &109& ()- &$& 100& ()-&S 1& ()-3y"10%& ()- ~dYNC& 10 10 10
10y99z 109%&' ()- y7z 10%& ()-6"10%& ()-ff/ 109%& ()--"10%&' ()-6a?YNC&" 10!
,Z" 109 ()-m, 2" 109 ()-nf 109@& ()-L109%& ()-1fMO% ()-M

“ 1098 () - S60H A?YNC&" 10f $10%& () - "10%&' () -f z10%&' () - S10%& () - !\

109%OROR& ()-Z! N 109%& )omut:frqmm R 10Y1R10%& () -
10%& () -y, 10%& ()-fs' MLO%& () -

fs' MLOY&' ()-VY!fs' MlO%Do&c% Y‘PUB%& 10 Mook () #of: 109 €)-M |3 10%& ()-° 10
10 10f 7 109 () - 5109%8] ( helMFHERE&410f z 109& () - F"10%& ()-fz 10%& ()-f&z
109%& ()-f 109%& ()-Sy L0%& ()-kTdEbC&!'10f!s10%& ()-fz 10%& ()I-fy g

109& ()-"10%& ()-fSz 109& ()-fz 109%& ()-/ y !SI K'dEbC&" 10f 9- 10%&' () - +

109%&: () -f F( MLOY& £ )~ f & 10%&' ()-f, % .
10%& 8 &#(M 109 %b'?(%ﬂr éﬁﬁQdﬁoFﬁ‘ of Fableyt farap gltgynative dependence

10% & () - s10% & fbagy %OW&H% a h@ﬂeﬂ-@rder de endence than correlation.
103100& () - " T##S0GaBhCR 1041008 &3() - T2 1006 & ()1 av 1004 ] & () fz

10%&() fyz 10% & ()-10% & () - &L’ Y((dEbC& 10yF4z 10% & (

631 S e R A0

10H/H/!a5 1096V H & ()-0) *#*t*++,  dEUVTS y fz 10% & ()-f"10% & ()-

In this embodiment the host sequence x is not available. The embodiment

performs the detection only using the watermark patterns wo' and w;',

representing the watermark bits 0 and 1, and the watermarked host sequence
10 x”.

Without loss of generality, assume that the watermark pattern wy' has been
embedded into the host sequence, so the watermarked data to be detected is

X" = B x (X +axwp).

15
In this embodiment the first unit uses wy' and x” to form a first matrix Xo:
X" (x+awm))
@, @,
This matrix Xo is the input to an ICA unit. Furthermore a second matrix X is
formed using w¢' and x”:
xn I
20 xl=[ l}[ﬁ(”‘f‘wo)} (11)
W, @,

and this too is input to the ICA unit. The ICA unit processes the matrices X,

and X, separately, to derive respective transform matrices Wy, and W;.

For the matrix Xo in Eqn. (10), the watermark pattern wy' is the part of the

25 watermarked data x”, so the ICA de-mixing process is able to separate this
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0 1

However, for the matrix X4 given by Eqn. (11), the watermark pattern w,' is
completely independent from the other watermark pattern wy', and thus the
top row of X is totally independent from the bottom row. Ideally, since the two
10 rows in the input matrix are already independent from each other, the output
remains the same as the input, y1 = x” and y, = w¢"; the linear de-mixing

matrix W1 is an identity matrix, or its permutation with certain dilations:
1 0 0 1
W, = or (13)
0 1 1 0

15 In this embodiment, the watermark bit can be detected in either of two ways,
based respectively on: (1) the properties of the de-mixing matrix, and (2) the
properties of outputs of the ICA unit (i.e. Yo=Wy.Xo and Y1=W;.Xy).

Considering first approach (1), based on the de-mixing matrices given in
20 Eqgns. (12) and (13), we can compare them by obtaining the ratio of the
largest singular value of W to the smallest. The singular values can be
computed by a standard singular value decomposition (SVD) method. This
ratio is 1 for the identity matrix or its permutation with dilation (which is the
lowest value this ratio can take). Any higher ratio indicates that the embedded
25 watermark bit is the one that the corresponding watermark pattern represents,

i.e. bit 0 in this example.
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Watermark Pattern
De-mixing | |
_ Outputs Wo w4
Matrix
W Yor =X €0 €1
’ Yoz = Wy 1 0
yru=x"=8x(x+ax
W o) Bla+eo) Be
1 0
Yi2= Wy 0 1

Table 3: Cross-correlation values between the ICA outputs and watermark

10 patterns: the cross-correlation values between two independent watermark
patterns is zero, the auto-correlation value of watermark patterns is equal to 1,
cross-correlation values between the host data and the watermark patterns
are very small, close to zero, denoted by ¢.

15 Because the outputs from the separable de-mixing, Wy in this example,
contain the separated host data and the embedded watermark pattern, wy,
their correlation values with the non-embedded watermark pattern, wyq' in this
example, are zero or very small, close to zero. But, the other de-mixing
matrix, W in this example, does not separate the signals at all; one output

20 contains the embedded watermark pattern wy', so the cross-correlation value
will be much larger. Table 3 shows this detection criterion: that the correlation
value B(a+gp) is larger than €4. €9 and €, are very small correlation between the
host data and watermark patterns and 8 is a value close to 1.
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1T OrCH3a 1R (@% ge)f)roach is to use the separated host data in yy¢ as one input to a
further ICA de-mixing process which also receives the watermarked host data.
This situation resembles the first embodiment, so that the non-blind detection
5 described above in relation to the first embodiment can be applied. This third
approach may be used as an independent way of detecting the watermark
patterns, or alternatively it may be used in combination with one of the first
and second approaches to verify the watermark pattern detected by that other

approach.
10
As in the case of the first embodiment, the second embodiment can be
generalised to the case that an higher-order dependence is used in the
watermark detection step than correlation values. In this case, table 3 is
generalised to:
15
Watermark Pattern w
De-mixing | |
) Outputs Wy w4
Matrix
Yo1 = X €0 €4
Wo T T
Yoz = Wy A(wy) 0
yin=x"=gx(x+ax
" , Blar(wo)+e)) | e
W, Wo)
Yi2 & (.01' 0 A(w1')

Table 4: Generalised form of Table 3 for an alternative dependence

measure.

20 (e) Generation of the second type of watermarked data

In contrast to the two watermark patterns generated in section (a) above

which are used in section (b) to modulate one bit of the watermark data, the
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y010%" & () _wg(e_rr%%%g\ag‘tla((b_(;r { ) U_S|1r10g; a smg(lg tandbm N- -string w with zero mean and

unit variance. (Note that in this case, the ICA pre-processing is not
performed.)

This N-string w is linearly added to a respective host sequence with a
respective sign (+ or —) according to the value of the bit of the watermark data.
(i.e. according to Egn. (7) but with the + replaced with a — according to the
sign of the value of the watermark bit). As in section (b), the resulting

10 watermarked data can be normalised. The normalised watermarked data is
represented, as before, by x” = 8 x x’, which is called here the "second type of

watermarked data".

() Third embodiment: non-blind detection of the second type of
15  watermarked data

This embodiment is performed exactly in the same way as the first
embodiment. Table 5 shows the cross-correlation values between the ICA
outputs and the watermark patterns: the auto-correlation value of watermark

20 patterns is equal to 1, cross-correlation values between the host data and the
watermark patterns are very small, close to zero, denoted by €.

Watermark
Output y
Pattern w
w 1
) -1
X €
Table 5

Thus, detection of the watermark bit can be performed based on the sign of
25  cross-correlation value given in table 5.
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values than correlation values.

(g) Fourth embodiment. Blind detection of the second type of watermarked
data

In this embodiment we form the input matrix X to an ICA de-mixing process as

10 the watermarked host data together with the watermark pattern, that is

XZI:X":I =[ﬂ(xiaa))i|. (14)
@ w

The ICA de-mixing process should ideally generate two outputs y1 = x and y»

= w by a linear de-mixing matrix:
W=|p (15)

15 The sign in the de-mixing matrix is the opposite of the embedded watermark
bit, since the separation is a kind of signal subtraction. The value of the
embedded bit can now be found using analogues of the first and second

approaches explained above in relation to the second embodiment.

20
Alternatively, in a way analogous to the third approach in the second

embodiment, we can use the host data extracted by this first ICA de-mixing
process as one input for a second ICA de-mixing process which also receives
the watermarked data. Thus, a non-blind detection corresponding to the third

25 embodiment can be performed. This may be used to verify the detection
result.
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As in the case of the first, second and third embodiments, the third
embodiment can be straightforwardly generalised to the use of higher-order

dependence values than correlation values.

5  Although the invention has been described above in relation only to four
embodiments, many variations are possible within the scope of the invention
as will be clear to a skilled reader.

For example, as mentioned above, although in these embodiments the bits of

10  the watermark data are encoded separately, in other embodiments multiple
bits can be encoded together (e.g. 2 bits of the watermark data can be
encoded by using their value to select one of four watermark patterns, and
embedding this selected watermark pattern into a host sequence). In this
case, the detection analysis can be varied in straightforward ways. For

15 example, the first embodiment can be varied by testing which of the four
watermark patterns is correlated with the output of the ICA de-mixing process
which is not the host data. The second embodiment can be varied by
performing a respective ICA de-mixing process for each of the watermark
patterns together with the watermarked host sequence.

20
Note that in each of the embodiments of the invention discussed above, the
length of the watermark patterns has not been specified. Because the
independence between signals is a statistical property, the length of the
processed data has to be large enough to keep the mutual independence. As

25 noted above, the dependence between two watermark patterns can be
completely removed by the ICA pre-processing. The dependence between the
host data and the watermark pattern is denoted as € in our previous
discussion, and it is usually a very small value compared to the auto-
correlation value when the value of N is high enough (typically at least 1000,

30 and more usually about 5000).
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Claims

1. A method of regenerating watermark data from watermarked host data
generated from host data and the watermark data, the watermarked host data
having been generated by using portions of the watermark data associated
5 with respective sequences of the host data to select a respective watermark
pattern from a set of possible watermark patterns, each of the possible
watermark patterns having a plurality of elements, and then adding the
elements of the selected watermark pattern to respective elements of the

associated sequence of the host data,
10 the method including,
for each sequence of the watermarked host data:

(a) a de-mixing process step comprising at least one de-mixing
process for obtaining statistically independent components from a mixture of
the components and which takes as inputs (i) the sequence of watermarked

15  host data and (ii) the corresponding sequence of host data and/or at least one

of the possible watermark patterns, and

(b)  recognising the watermark pattern embedded in the sequence of
the watermarked host data from the results of this de-mixing process; and

regenerating the watermark data from the recognised watermark
20 patterns.

2. A method according to claim 1 in which the de-mixing process is an
ICA de-mixing process.

3. A method according to claim 1 or claim 2 in which the portions of the

watermark data are each respective bits of the watermark data, whereby each
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4. A method according to claim 1 or claim 2 in which the portions of the
watermark data are groups of 2 or more bits of the watermark data, whereby

5 the watermarked host data is selected by selecting each watermark pattern
according to the values of the bits of a respective group of bits of the
watermark data.

5. A method according to any preceding claim in which, during the
generation of the watermark data, for each portion of the watermark data the

10 watermark pattern is selected from a different respective set of possible
watermark patterns.

6. A method according to any of preceding claim in which step (a)
includes a de-mixing process which takes as inputs (i) the sequence of
watermarked host data and (ii) the corresponding sequence of the host data.

15 7. A method according to any of claims 1 to 5 in which step (a) includes a
first de-mixing process for at least one the possible watermark patterns, taking
as inputs (i) the sequence of watermarked host data and (ii) that possible
watermark pattern.

8. A method according to claim 7 in which step (a) includes a respective

20 first de-mixing process for each of the possible watermark patterns, taking as
inputs (i) the sequence of watermarked host data and (ii) the corresponding
one of the possible watermark patterns.

9. A method according to claim 7 or claim 8 in which a first respective de-
mixing process is used to obtain an approximation to the sequence of host

25 data, and step (a) further comprises at least one further de-mixing process
taking as inputs (i) the sequence of watermarked host data, and (ii) the
approximation to the sequence of host data.
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watermark patterns.

5 11. A method according. to claim 10 in which step (b) is performed by
observing whether one of the independent components output from a said de-
mixing process is correlated with one of the possible watermark patterns.

12. A method according to any of claims 1 to 9 in which step (b) is
performed by evaluation of the de-mixing matrix which a said de-mixing
10  process produces.

13. A method according to claim 12 in which the de-mixing matrix is
evaluated by a process including calculating the ratio of its highest to lowest
singular values, and evaluating whether this ratio is above or below a
threshold.

15 14. A method according to any preceding claim in which for any given host
sequence the possible watermark patterns have a known correlation with
each other.

15. A method according to any preceding claim in which for any given host
sequence the possible watermark patterns are statistically independent.

20 16. A method according to claim 15 in which, during the generation of the
watermarked host data, the watermark patterns are generated by performing
a de-mixing process using two input strings to obtain the statistically
independent watermark patterns.

17. A method according to claim 14 in which for each sequence there are
25 two possible watermark patterns which are opposite to each other.
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(d) linearly adding the elements of the selected watermark pattern to
15  respective elements of the associated sequence of the host data.

21. A method according to claim 20 in which step (b) includes generating
the set of watermark patterns as the statistically independent outputs of a de-
mixing process.

22. A watermark regeneration apparatus comprising a computer
20 programmed to perform a method according to any of claims 1 to 19.

23. A watermarking apparatus comprising a computer programmed to
perform a method according to claim 20 or claim 21.
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software readable by a computer to program the computer to perform a
method according to any of claims 1 to 19.

25. A computer program product comprising a recording medium storing
5 software readable by a computer to program the computer to perform a
method according to claim 20 or 21.



