1TL. 0591SG 12 JULY 2006 -1 Dynam cally Variable Security Protocol Background
Thi gsohgtyention relates generally to security protocols for electreniGLy 2006
systens. Electronic systens nmay communi cate wi th one another, providing
information and 5 services over wired and wirel ess networks. I n nmany cases,
there is a need for security in such comunications. As one exanpl e,
confidential informati on nmay be provided over the network between two
comuni cating entities. As another exanple, paynent information my be
provi ded, which, if intercepted, could be used to defraud one of the two
entities. Likewse, in a i - nsactions, it is essential
to be sure that the parti e@iyﬁg{g’g{a119f¥agﬁ§fg§§§ré&fv&%_ ?Lgfne anot her actually know
t he i deBhikdrendof the party with whomthey are dealing. For all these
reasons, security nmay be provided in connection with a wi de range of

el ectroni c cARRIRYEON selates gererdlatoseeursy paieepls & glactrgnicsyaismaut hent i cat i on
pr ot ocol , | {. L. nfar 1 Q .t he identity of
ot ner user DeRtpREonERe R Bl GneRm ol ARG, SRR b Bt S G, 2
users s iei¢intd dver witkdhindSvitdlessweBvorks. | MGAAhy da8E e istimecd!Tor .ﬂa‘é@ﬁ%ﬁn Radre and
ot her informati on may be conpared against an authorized |list and if the
syst em eEpRERisationsatAsonegxesle, confideatialyisfosmatieny mex bgpaeitided everile ext ent
speci fi i | SSI i for.th ticati syst ens
are conﬁér_jn(’)vf)&eﬁﬁgﬁﬁ%ﬁggor{h%ggg\%\%é%én%ﬁ% %tﬁc# ‘?}%% i e8‘ril>{l§l| se’gggg‘gékelggo%?ag%codi ng
dat a t omay ®¢@rivideliawhiedy, if28trapedscoutd be téadl tb Mefroht oftdoft tha RSO eRStidaN.
Encryption may be based on a key that is essential for decoding. An

encr ypt FggwissyIn anymbes gl drsiaesfiransacsons it is essepd do be segdhgtghe pamies thebt a and

that cons 2nt | nust .be use or the. data' s cryptian. .Stil.l another
i g1 t ot e SR e o RnosiE 4485y ABOwaRE iRl e AEPARLY TP Sk gy B o 2
si gnat ugéling. @ personal authentication method based on encryption and secret

aut hori zation _ o ) _ )
For all these reasons, security may be provided in connection with a wide range of

electronic communications. One example of such security is an authentication protocol,
which enables one user to get information about the identity of another user. Authentication

15  isaprocess by which a system validates a user’s identity, such as the user’s logon
information. The user’s name and other information may be compared against an authorized
list and if the system detects a match, access to the system may be granted to the extent
specified in the permission list for that user. Many authentication systems are controlled by
logon passwords.

20 Encryption is a process of encoding data to prevent unauthorized access especially
during transmission. Encryption may be based on a key that is essential for decoding. An
encryption key is a sequence of data that is used to encrypt other data and that consequently
must be used for the data’s decryption.

Still another digital security technique is the use of digital signatures. A digital

25  signature is a personal authentication method based on encryption and secret authorization
codes used for signing electronic documents. In some cases, digital signatures, being legally
binding, may involve hardware security regardless of the value of the transaction being
processed.

Generally, certain types of electronic transactions have predefined or fixed security

30 protocols. A given type of protocol, generally involves a predetermined type of security, be it
digital signature, encryption, authentication or some combination of these. Moreover, the

burdensomeness of the security protocols may be fixed as well. Some cases may require a



codes used for signing electronic docunents. In sone cases, digital
signatures, being legally binding, may involve hardware security2iegaraoess
of the value of the transaction being processed. Cenerally, certain types
of electronic transactions have predefined or fixed security 30 protocols. A
gi ven type of protocol, generally involves a predeterm ned type of security,
be it digital signature, encryption, -authentication or sone conbination of

t hese. Moreover, the burdensoneness of the security protocols nay be fixed
as wel | fing3aiPnt GRRASa PRYWHRNIHPHSa %c%ﬁd%h!s%o?@%ut Zhlié REIE R trah SRubns 6t
password 1 nput, ‘a second {)assword i nput alike, while other transactions or
commnlmmmmnsatmlmymplm lnvdwvesanﬁﬁpmswowssmrd VWhat ever the security
prot ocol , rall ned d fixed.. Thus ne.cases,

el atsvel y SWiRieYehHG aeasfihbigiof D aetm Y piedd @it SR SR e IBBS dhcur 1 1y 5
prot oc %oﬁled&%sgfh‘?ﬂnfew stHAN Yallé Bng4atisiR thiAPeRetd Xith- heiréﬂtéqeﬁrskééirﬁ?t es the
user's ability to undertake routine transactions. In general, to facilitate
t he 5COf1p‘b'®ED]l§ degigned foavgey high valty trafisactionsn s’lans frosteatestthe utnrghéaslutyposm bl e
securit oco e.necessit at.ed cases there .is need to
enabl o THBHEKORAS RHrseEiqrs, TBEGRarl th PR R e Ry 2 s ey B

initi att?'ﬂlsﬁ’c‘ﬁoﬂg thd Bi ghBNBOSLBIE SEQRIS pRNSo? HEry bEQeBedshbte @RS Al baeson of the
Drawings Figure 1 1S a schematic ep| ction of a systemin accordance with
one enbodi nmefusptherd is@ rpeeé seertablertvansadtons ofa yamay 2f difeertivalues land typeor
software.in accardanc with one enbodi nent of the 15 present invention; and
Fi gure §qe§m&atte 1B $ampFIeCHERIG $YSHES sof tware i n accordance with one
emhpdi ment of the present invention. Detailed Description

Brief Description of the Drawings

Figure 1 is a schematic depiction of a system in accordance with one embodiment of
the present invention;
Figure 2 is a flow chart for software in accordance with one embodiment of the

15  present invention; and
Figure 3 is a flow chart for additional software in accordance with one embodiment of

the present invention.

Detailed Description

20 Referring to Figure 1, a system 44 enables communications between a server 32 and a
client 42. While one embodiment is described with a server/client architecture, any other
communication architectures may be utilized, including peer-to-peer, multicast and broadcast
type systems to mention a few examples.

The server 32 may communicate with the client 42 over a network 40.

25  Communications to and from the network may be via links 46 and 48. The links 46 and 48
may be wired or wireless links. They may be radio frequency links or infrared links to
mention a few examples.

The network 40 may be a computer or telephone network to mention a few examples.
Computer networks include the Internet, local area networks, and metropolitan area networks

30 to mention a few examples.



20 Referring to Figure 1, a system 44 enabl es communi cati ons between a
server 32 and a client 42. \While one enbodi ment is described w tih J&LY 2006
server/client architecture, any other conmrunication architectures nay be
utilized, including peer-to-peer, nulticast and broadcast type systens to
mention a few exanpl es. The server 32 may conmunicate with the client 42
over a network 40. 25 Comuni cations t8-and fromthe network nmay be via

| inks 46 and 48. The links 46 and 48 may be wired or wireless |links. They
nmay be radi 0Thé GUQBDintlubksSa Frocésebr 36 aﬂlﬂémsﬂntlﬁpumwm@anmf WicRp! es.
The network 40 may be a conputer or tel ephone network to nmention a few
exanpl eBrOVId@@npu@efﬂcm@tth@hkls 48 nThe grocesser Bhmayradso, be aoupleddp storagetdfor ks, and
met r opol n, area 0 to nention a few exanples. 12 JULY 2006 -3
The ser\yb’r‘:% ?rf‘sn%qf&?é&é d2%essor 36 coupled to an input/output port 34,

whi ch may pIdé)ﬂlfiQh@&rbé}tﬁrJoﬁﬁﬁuﬁl@atémlth itiEKc1fERt 47 &ﬁuxﬂfeﬁﬁ?@%&ne@@ﬁ nmay al so be
coupled to storage 38, which stores software 20 and 50. Ideally, the server
32 Sommiuansectias. vihtse transactione may4aclude finateral alaesaatlgm, dete tusBissroangadt i ons.
These transactl ns . rra\y; |nc ude fi nanC|1aI ran actl Sa aég trans | S ons
and pr%‘\?i"?i%" SFVAEESUP Bt l?lbart}%“ﬁﬂ‘%ﬂpﬁsf Waé &5t és St éﬂ“e‘&?

desi r abirgsh&idtONTh BlcSedsh ﬁmoﬁﬁtad]’fséﬁiritz Bvi¥fhEdd thas! aﬁﬁi%‘pnﬁfé%i%n @k tﬁfc%iﬁ' t y
overhead that is appropriate given the type and Vval ue of the transaction.
Thus, avaluanﬁﬁcttnansactlmolfhumgtxan:mtlyn Ilrano@engawauytlaxge ammwyofrmpney]myi a

relative urity averhead I, oad a scr

| vol venehzgePlvaS g (et rol CRthen Nl su e R s o Rl ae AV 2

enmpdi ”i"cﬁtﬁzegflo{vrk%cﬂ{t?%%ﬁhewVﬁ’lrﬁcb&'&ancet\bﬁh lsx%@!lm%tsimhé %dédttlﬂ{véﬂﬁ% head
may be adjustably or Vvariably determined in a dynamc hion. This may be

det er ni thedevshsEthe secwrvy evérhéask may be adestalvllydne orabsbly ﬂeiermtnedma dyfarhice
transactian, Lt e dedyced.d durin course of
Lt ansactR: Abidnp TR ERRGh e Of GAGF Shetaic] PofiERe ot or b n ¢ ne
st or ageirafiatibn] bPH hPaylbe deduced dynamically during the course of the transaction.

Referring to Figure 2, the security software 20 stored in the storage 38 in Figure 1,

15  begins by receiving transaction type information as indicated in block 10 in accordance with
one embodiment of the present invention. The type information may indicate the nature of
the transaction and may be provided by the initiator. For example, the initiator of the
transaction may enter information in a graphical user interface, which allows the type of the
transaction to be determined. Alternatively, in another embodiment, a variety of information

20  may be obtained from the initiator. As still another embodiment, the entity that receives the
initiated transaction by the initiator may provide information. The nature of the transaction
may be indicated to a degree sufficient to enable the security overhead to be dynamically
adjusted.

Once the type information has been received as indicated in block 10, a check at

25  diamond 12 determines whether or not the transaction is a low value transaction in one
embodiment of the present invention. If so, a determination at diamond 14 determines
whether hardware encryption is required. If not, the low value security assets may be utilized
as indicated in block 16. This facilitates the execution of the transaction by reducing the
security overhead. In some cases, the low value security assets may be essentially no security

30 whatsoever and in other cases, the low value security assets may be as simple as a password.
Still other security assets may be utilized in other cases. For example, in some situations,

relatively low value transactions may be sufficiently valuable to require some significant



15 begins by receiving transaction type information as indicated in block 10
in accordance with one enbodi nent of the present invention. The 12yp&Y 2006
information may indicate the nature of the transaction and nay be provided
by the initiator. For exanple, the initiator of the transaction may enter
information in a graphical user interface, which allows the type of the
transaction to be deternined. Alternatidely, in another enbodinent, a
variety of information 20 may be obtained fromthe initiator. As stil

anot her 1eausytheBmity wHik&ti8Nsirgledshabur(t¢ ©Qerhesd thag wduld bé Alqafted RHRaCdak&N by
the initiator may provide information. The nature of the transaction may be

i ndi cat Bdardvare dexgruised af fligteimemed inndiemand 44+ the flouciteratey tosnathesdeg eldhpe
dynami cael {1%{ a(H uség . Once the type informati on has been received as
i ndi cat ¥R BIISH , a check at 25 dianond 12 determ nes whet her or not

the transact [filowsvatud @Msi@lohels hbeinselvtd,Achetk Sdamen® 28 ideRAhineE whegepr esent
invention. If so, a determ nation at di anond 14 determ nes whet her hardware

encriypt4 bighesvalegon medivalpe transactiethis detemingblecbased om theyreegived ypemy be

utilized,. as.indicated, in bl.ock This.facilitates.the.executi of the

't ans actra iR dEae el R 30 b Thin ot Halune BTN HloBha Vel e
securi t )i @e5Rk Sedhiity RRcBRaEDE hiplled 28 rdefeH intblodO22MTek;S AeMahvave sbrfie Ot her
cases, the |l ow val ue security assets may be as sinple as a password. Still

ot her smgheriticptierserless iy compsunting enczybtion astehempleas ésvariety obothemdeeyrityn sone
situationstS r Iatiﬁeéﬁ Iﬁﬁzvalﬁﬁitqgnsactions may be sufficiently val uable
to requit€ gt FERRT eI 9 &6 -4 level of security while still
usifg | ess SEHG4FdWe RRETIRaHas admiked A dRendrRI, beskdidh 1L BRJe JT3BBSaction,f
hardware is required, as determned in diamond 14, the flowiterates to

anot heror i handiwarhrwas required indigmbndvdd.e Bk hf diamonh2¢ setgemineamdwtiter bighi s not

i nvol ved,, a check at diapgnd 18 deter.m nes whet her,, 5.a higher val ue or

o val (S PSR AES oo LEeL o SR ED S e S eHeIp dbdie st g e ©

i nf or meliNEmehtbd SRludngRaaWar endhypionds Adiceldsn oGS 8 othkalisbandware is
required. If not, a md-value security asset may be applied as indicated in
bl ock 2Pansa¢ticn may notrheqieymittedras indicated mn block 30.

15 Finally, a check at diamond 24 determines whether the transaction is determined to be
a high value transaction. If not, the transaction is not determinable and may not be permitted
in one embodiment. If the transaction is determinable to be a high value transaction and high
value assets are present as determined in diamond 26, the high value security assets may be
applied as indicated in block 28. In such case, the security overhead or burden may be

20  enhanced, but would be appropriate under such circumstances.

Turning finally to Figure 3, the software 50 for assessing the value of a particular
transaction may be utilized to dynamically determine the nature of the transaction. In some
embodiments, the software 50 may request specific pieces of information in order to make
that assessment. It may progressively ask for more information until it gets sufficient

25  information to make the determination. In other cases, information that is naturally provided
in the course of the transaction may be sufficient to make the assessment. For example, in a
sales transaction based on the amount of money that is involved, or based on the type of
credit that is being utilized, if any, an assessment may be made of the appropriate security
asset level.

30 In one embodiment, transaction type information may be received as indicated in

block 52. This may include whether or not it is a provision of a service, downloaded



aut hentication or less tinme consum ng encryption as exanples. A variety of
ot her security assets may be applied depending on the context. 10 JULY 2006
hardware is required as determ ned at dianond 20, based on the type of
transaction, or if hardware was required in dianond 14, a check at di anond
26 determ nes whether high value assets are present. |If high value security
assets are avail able, those assets maySbe inplenented including hardware
encryption as indicated in block 28. Qherwi se, the transaction may not be
per m t t vite, i aNUnGiAL 8fled Rakta®idh, 3Pthe ke FIARhNtiorPmah 86 ktoréd B AdRAKhs24
deternines whether the transaction is determined to be a high val ue
transac@ho(uhdlffereHi@YPeSDﬁﬁansﬂah@@cmddhelr spmopnaies@umma@lt@Oémd may not be

permtted one dinent.. 1f th ctlo eter bIe 0 be a

hCah value (NSReTETEAT R eAreetaf o DR s o R LSRG FubReRea
di amonds267hik RfothsibnviahBe FRabted ﬁoﬁ&ﬁ@!rﬁtlifab’orbxﬂay 8oRhtuedlyascdifel maned in
bl ock 28. In such case, the security overhead or burden may be 20 enhanced,

but Swoutairigeofapemvipg itlmteangmiwrn igfocmaiom. clmmaeznemple, thertransactionalieymabdi gur e
3, the sof re 50 Eﬁ{? eﬁ% g tHe \Elia ue of. atr%}artlcul ar transaction may
be uti | PRV A M ASFS Hichesed i 2B QRERI IS¢ ¢ r ansaction. In some
embodi ment s, Nbk€iiQ4tbMEefereRe B 'b%%t%%ed%@@ﬁd&dt@dﬁil%&%@f I ¥ §BEJ, 0N i N
order to make that assessnent. ?] may progressively ask for nore

i nf or nainitoators mayl cmosquwdslmaldel ledsesneurt’3 biurdenandin othet casas hegheh eecurity

det er m nat,i on n ,ot.h ase for,mation that is naturally ovided 1in
fhe counBaenmay be gkl 1RRGRe imiheBE S etk Rbes Bah i et n e ment . ' For

exapl egyalfhtidn of %le"@pl’rdp@ﬁ?@s%ﬁ% RAFE AR, t@éﬂ%ﬁ&lorpiecﬂ@@%vél hédy HeS
i nvol ved, or based on the type of credit that is being utilized, |f any, an

assessn&sa@ssathyl Weckid®le of the appropriate security asset I evel 30 In one
enbodi nent ns nty i nfor t|on be re as | Lcated in
bl ock 52, ThPLB R Bru T firatrent Byertie T seoui il e BronaheaiBuBf oo,
downl oagigmteal IAdd)ustddO O Phadh Wath Sos 1ﬁ@nﬁ]in‘g%ﬁfﬁ§érﬁ%eédrﬁ9 sakleipenihg t he
like. Information may be stored in a database
overburdening a given transaction with excessive security.
15 While the present invention has been described with respect to a limited number of
embodiments, those skilled in the art will appreciate numerous modifications and variations
therefrom. It is intended that the appended claims cover all such modifications and variations

as fall within the true spirit and scope of this present invention.



about different types of transactions and their appropriate security
protocols. Next, information maybe received about the transaction2veLyeoas
indicated in block 54. This information may be requested fromthe initiator
or may be naturally received in the 5 course of receiving the transaction
information. In one exanple, the transactd-on value nay be nerely the price
of the assets being purchased in an online transaction. Next, initiator
preferences may be received as indicated in block 56. In sonme cases,
initiators may choose to undertake | ess security burden and in other cases,
hi gher security burden may be desired. Thus, the initiator's own

pref erences QEXHQ%aWﬁ%ygd in the 10 evaluation of the appropriate security
assets. Finally, the ransaction security |evel may be assessed in block
58. Wth enbodi nents of the present invention, the security level that is

appl {ed may be dynam cally adjusted. This_ has advantages.in enabling
sutt!cient sbouri Y S%‘F@v{@meﬁﬁ'tYIiysfﬁ?a?ak&;ﬁﬁrmj@Hafgﬁa%% ©MRRSAEE i on with

excegsive securitieeiding WibinfatloR@bRlteREDbe b MM BRIcNARsREEN adgscribed with
respect to a limted nunber of enbodi hents, those skilled in the art wll

appr&ci at e numer cassespingilfat gdeimstion &nstlegha seatiiorevel fdrahetrarsastiont i s i nt ended
that the appended clains cover all such nodifications and variations as
fall within the true spirit and scope of this present invention. 12 JULY

20061 -6 What2i s clta m@fod 6f cldim AindRidhededdviseingsitialion sufSieient tbdyeliviel for a
el ectronic transaction conprising:. 2 receiving information about the type
of ah ePEePGRE B/PE PAHSHEETWHS rasertion Ay phigas Axe Piedeleraed BrNsagiogdel ect a
secu§it§,g§vel for the transaction. 2. The nethod of claim1l including
recei vi 5 information sufficient to determne 2 whether the type of an

el ectronic transaction is one of at |east tw predeterm ned transaction 3

ypep. 3. The metad of o £LAL? IRLHE B8 e ARHARL ML RN L ARout the
2 electronic transaction sufficient to assess which of at least three transaction types the transaction

3 falls within.

| 4. The method of claim 1 including determining whether hardware is required in

2 view of the type of electronic transaction to implement security assets.

! 5. The method of claim | including determining whether an appropriate level of

2 security asset is available.

! 6. The method of claim 5 including, if the appropriate level of security asset is not

2 available, precluding the transaction from occurring.

| 7. The method of claim 1 including setting a security level for a transaction based on

2 apreference received from the initiator of the transaction.

l 8. The method of claim | including setting the security level of a transaction based

2 atleast in part on information about the value of the transaction.



2 electronic transaction sufficient to assess which of at |east three
transaction types the transaction 3 falls within. 4. The net hod1»UtLN206006 |

i ncl udi ng determ ni ng whether hardware is required in 2 view of the type of
el ectronic transaction to inplenment security assets. 5. The nmethod of claim
| including determ ning whether an approegriate |level of 2 security asset is
available. 6. The nethod of claim5 including, if the appropriate |evel of
security asset is not 2 available, precluding the transaction from
occurring. 7. The method of claiml including setting a security level for a
transaction based on 2 a preference received fromthe initiator of the
transaction. | 8. The nethod of claiml including setting the security |evel
of al transacti on Begeghodotplaimehigeludingsetting 81§ transastipdsicontyabetibasedt val ue of
the 4ra >t : : - : Jrethod of claim|1 including
sett%ngn%ﬁé§P%gﬁgéﬁyﬂ%hggé%%?ﬁ?}w#gﬁgP %ﬁg@ﬁ at 2 least in part on

i nformati on about the type of transaction. 10. The nethod of claim!|l

i ncludi ng basing the | evel of security far transaction at 2 least in part
on' i hf or wat | Bh SEEGmeROS pAiER b Lt e g &%?V@? 8F Ry far q trgnsactigl abr tj | e
of sgl ef%%étri‘r_g%ﬁt SEHrhia¥ioh ¥Rk af Blitidor %@%ﬁg?ke@er&rﬁéﬂsac“ on conprising a 4

medi um storihg I nstructions that enabl ocessor-based systemto: 5

receive informati on about the type of an electronic transaction; and 6

assess t hat Lpfoggat&or %olsglect a ﬁegurhiy Ipwgl.for tﬁe transaction. |
12. The artitle of" @SSR 2L CF NEEF T EY 6P HG" F RSTFULE FERECHRLLTERABEE t he
pr ocesspkdiasestingdngyietienn that chesleh poceRbOBATRd byakenstef f i cient to determ ne

whet her the type of an electronic 3 transaction is one of at |east two
predet er mi ned’ t r dASAG NBHMaEabouf the &ypephan glegtrietrafsagtiosi M2 furt her

storg ng i”S”UC“a‘%t sIhQ%f(?rg?mtxﬁgtJeéﬁgPJ&‘é ; ‘?év‘epﬂﬁ%tra%sécﬁfi%b?mto receive

i nformati on about e type ctronic transaction sufficient to
assess

I 12. The article of claim 11 further storing instructions that enable the processor-based
2 system to receive information sufficient to determine whether the type of an electronic

3 transaction is one of at least two predetermined transaction types.

I 13.  The article of claim 12 further storing instructions that enable the processor-based
2 system to receive information about the type of the electronic transaction sufficient to assess

3 which of at least three transaction types the transaction falls within.

1 14, The article of claim 11 further storing instructions that enable the processor-based
2 system to determine whether hardware is required, in view of the type of electronic transaction,

3 toimplement a security asset.

1 5. The article of claim 11 further storing instructions that enable the processor-based

2 system to determine whether an appropriate level of security asset is available.

I 16.  The article of claim 15 further storing instructions that enable the processor-based
2 system to preclude the transaction from occurring if the appropriate level of a security asset is

not available.
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3 which of at |east three transaction types the transaction falls w thin.

14. The article of claiml | further storing instructions that emabUkeYthes
processor-based 2 systemto determ ne whether hardware is required, in view
of the type of electronic transaction, 3 to inplenent a security asset. 15.
The article of claiml | further storing8i-nstructions that enable the
processor-based 2 systemto determ ne whether an appropriate |evel of
security asset is available. 16. The article of claim15 further storing
instructions that enable the processor-based 2 systemto preclude the
transaction fromoccurring if the appropriate level of a security asset is 3
not available. 12 JULY 2006 -8 1 17. The article of claim 11l further storing
i nst tucti onslt hat Thermtile of Heinpt bbehsostorbrsagruchomsytbttemblo thegiro@swedasedt y

| evel for. a transactlo based .on a. .preference rece

S5 he ¢ P EOR R g B RE S 4P R Bl PLF Rrel RN Cthish b P Dbk 81 ©
inSIBUCﬂhQﬁﬁgkh@{ enabl e the processor-based 2 systemto set a security

| evel of a transaction based on infornmation about the value of the 3
transaction. 19. The article of claiml | further storing instructions that
enabl e the prpce r r I evel
baseL on |nfgfnafﬁg”" @%g d?ﬁe§yﬁﬁﬁg? 8“§§h%a@ﬁ9§&ﬁ§§%$&#ﬂ§ %#%ygﬁ% claim
| 1 T urtien stsord seguiitgsévetiof a omadtmatbamdahluefohhaiqmraboetsthewalbasetﬁe 2 system
to base the | evel of security for a transaction, at least in part, on

i nf ot mat'PBAout an 3 initiator's security preference 21. A system of
selecting a security level for a electronic transaction conprising: 2 a
processor; and 3 a storage coupled to said processor, said storage storing

i nsthucti onsl% hat Therratidle of gaimhel priveeserong ingructers thet enpile theatrpesasoatbesed t he
type of y\/asi1 m to s% t%opr gsa%trl&nsség&rﬁt{?eveﬁlg]a%eaagnsﬁl? mtapgrli abo‘r(’Jt h%ftypenafltransac iGh. sel ect a

secur| t evel transac

of

| 20.  The article of claim 11 further storing instructions that enable the processor-based
2 system to base the level of security for a transaction, at least in part, on information about an

3 initiator’s security preference.

1 21, A system of selecting a security level for a electronic transaction comprising:
a processor; and
a storage coupled to said processor, said storage storing instructions that enable

the processor to receive information about the type of an electronic transaction and assess that

[ R S VS T S

information to select a security level for the transaction.

I 22.  The system of claim 21 wherein said system is a telephone.
I 23. The system of claim 21 wherein said system is a cellular telephone.
| 24. The system of claim 21 wherein said storage stores instructions that enable the

2 processor to receive information sufficient to determine whether the type of an electronic

transaction is one of at least two predetermined transaction types.
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| 22. The system of claim?21 wherein said systemis a telephone. | 23. The
system of claim21 wherein said systemis a cellular tel ephone. 123¢LYTPes
system of claim 21 wherein said storage stores instructions that enable the
2 processor to receive information sufficient to determ ne whether the type
of an electronic 3 transaction is one of9%at |east two predeterm ned
transaction types. 12 JULY 2006 -9 1 25. The systemof claim 21 wherein said
storage stores instructions that enable the 2 processor to determ ne

whet her hardware is required, in view of the type of electronic 3
transaction, to inplenent a security asset. 1 26. The systemof claim?21
wherein said storage stores instructions that enable the 2 processor to set
a seturity |&vel Thersyaeorafwbamtl! ovhepeis sadd starage proessanseivgigonsdbaicoede fheom t he
I ni tbat 81[oces§orqg.dgtg ik %%91%} baﬁg\{varle ig%:ﬁuiﬂ-{aeinsofg\;/%m&ft é:el oaf’e'i@cl?r%ni\é\her ein sal d
storage"stores instructions at enabl'e the proce%sor {0 Sel a security
| evel oframatticaneaaipleomenbasa@drionassatf or mati on about the value of the 3
transaction. | 28. The system of claim 21 wherein said storage stores
instructions that enable the 2 processor to set the transaction security

| evel based on i nfyor QST R Fifeih ¥RE siBfack SRRIAGkILHons!thA R abT@ﬁuesySt em
of claim21 ereln sSald storage stores |nst§uct|ons t hat enabPe the 2

pr oc2sseprocessolrases a deeuritg okl BF asrouciidnybaet orma prefmeme réasnved ditonl astitiator part,
on i forpﬂtion about the 3 initiator's security preference. 1 30. The

system 8F NEMAMHFY" i ncl uding an interface to interface said systemto a 2
net wor k.

I 27.  The system of claim 21 wherein said storage stores instructions that enable the
2 processor to set a security level of a transaction based on information about the value of the

3 transaction.

I 28.  The system of claim 21 wherein said storage stores instructions that enable the

2 processor to set the transaction security level based on information about the type of transaction.

I 29.  The system of claim 21 wherein said storage stores instructions that enable the
2 processor to base the level of security for a transaction, at least in part, on information about the

3 initiator’s security preference.

| 30.  The system of claim 21 including an interface to interface said system to a

2 network.





